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Abstract

This study explores the effectiveness of deterrence against terrorist organizations that use online environments,
including cyberattacks, from various perspectives. Addressing the armed wings, financial resources, external aid and
support, recruitment methods, and perception management activities of terrorist organizations requires a
comprehensive approach. In addition to these aspects, monitoring and countering their activities in cyberspace
constitute a complementary side of the struggle. Therefore, keeping terrorist organizations away from the cyber
domain, halting their activities, and preventing attacks require a highly nuanced approach. This study will examine
the impact of states' cyber power and defense capabilities on terrorist organizations. As the distinctive aspects of
cyber deterrence pose a challenge for states, understanding how to deter non-state actors like terrorist groups is a
valuable area of investigation. The study will reevaluate deterrence theory in the context of non-state actors and
beyond traditional battlefields. The first section of the study will outline the conceptual framework of cyber
deterrence. The second section will analyze the cyber threat potential of terrorist organizations and evaluate cyber
deterrence through the lenses of denial and punishment. The conclusion will discuss a comprehensive national cyber
deterrence strategy. The study aims to make a modest contribution to strategies for combating the online activities of
terrorist organizations.
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Teror Orgiitlerinin Cevrimigi Eylemleriyle Miicadelede Bir Onleme Stratejisi: Siber
Caydiricilik

Oz

Bu calismada cevrimici ortamut siber saldirlar dahil pek ¢ok amacla kullanan ter6r orgiitleri Gzerinde caydiriciligin
etkililigi farkli yonlerden tartistlmaktadir. Teror Orgutlerinin silahli kanadiyla, finans kaynaklariyla, dis yardim ve
destekleriyle, eleman temin etme yollariyla ve algt yonetim faaliyetleriyle miicadele edilmesi butiincil bir yaklasimi
gerektirmektedir. Giuniimiizde bunlarin yant sira siber alandaki hareketliliklerinin takip edilmesi ve engellenmesi
miicadelenin tamamlayici etkisini olusturmaktadir. Bu nedenle terér Srgiitlerini siber alandan uzak tutmak, buradaki
faaliyetlerini durdurmak ve saldirilarini engellemek oldukca hassas bir yaklagim gerektirmektedir. Calismada
devletlerin sahip olduklart siber giic ve savunma kabiliyetinin terér 6rgitleri tizerindeki etkisi ele alinacaktir. Siber
caydirictigin geleneksel caydiriciliktan farklilasan yonleri halihazirda devletler icin bir meydan okuma olustururken,
bir devlet dist aktor olarak terér gruplarinin nasil caydirilabilecegi incelenmesi fayda saglayacak konulardandir.
Calismada caydiricilik teorisi, bir devlet-disi aktdr tzerinde ve geleneksel micadele sahasinin disinda yeniden
degerlendirmeye agilacaktir. Calismanin birinci bolimiinde siber caydiriciligin kavramsal cercevesi cizilecektir. Tkinci
béliimde ise terér 6rgutlerinin siber tehdit potansiyeline yer verildikten sonra siber caydiricilik tzerinden bir analiz
yapilacaktir. Burada denial ve punishment kapsaminda bir degerlendirme yapilacaktir. Sonug¢ bélumiinde ise kapsamli
ulusal siber caydiricilik stratejisi hakkinda bir tartisma yer alacaktir. Calismanin terdr Orgitlerinin ¢evrimici
faaliyetleriyle miicadele stratejilerine miitevazt bir katki sunmasi planlanmaktadir.
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Introduction

The cyber domain draws more interaction with every passing minute. Individuals, states, companies,
and other actors strive to exist in the virtual world, competing with the real world, and they are forming
increasingly intense relationships in this expanding space. Every aspect of daily life, from commercial
activity to communication, education to socializing, has been transferred to the cyber domain. While this
trend means the simplification and acceleration of many processes, it also brings various problems. On the
one hand, it's possible to connect with the world and handle any task with a small mobile phone, but on
the other hand, the activities of malicious individuals and groups are a cause for concern.

It is incorrect to define technology in a dichotomous manner such as either a "devil" or an "angel"
because, depending on who uses it and for what purpose, technology today has become a phenomenon
that brings with it many outcomes. Just as today differs from yesterday due to ongoing developments in
various aspects of life, inevitably, tomorrow will not resemble today. In this process, everyone and
everything is somehow affected or positioned. Of course, it is necessary to pay special attention to the
internet and related systems, which have created a revolutionary change in technological developments.
The widespread accessibility of computer networks and systems has led billions of people, along with legal
entities, to transfer everything from their personal information to their material assets into this domain.
Undoubtedly, this situation is perceived as an opportunity for those with malicious intentions. Hackers,
national/transnational crime groups, and terrotist organizations are actors that use the cyber domain for
their interests and interfere with other users. It is necessary to note that the terrorist organizations

examined in this study have been active in the cyber domain since the internet became publicly accessible
in the 1990s.

Undoubtedly, just like any major development that could bring about profound changes, the
introduction of the Internet into human life has also launched many concerns. Various ideas have been
expressed, ranging from the notion that personal data will never be safe again to the fear that computers
will control humans. One of the significant claims has been that the cyber domain will become the new
battlefield and that international conflicts will be based on power struggles within this realm (Gartzke,
2013). Advancements in cyberspace have made it both a critical aspect of national security and a necessity
to prioritize. In this context, cyber power has become a key factor. Enhancing capabilities within the cyber
domain boosts cyber power and reinforces cyber security. (Kuehl, 2009, pp. 38-40). It has not been
surprising that security concerns have arisen alongside the development of computer networks and
systems and the expansion of their areas of use. The safety of individuals' information, as well as the shift
of international struggles into this domain, has made the question of how to ensure cyber security one of
the most heated discussions on the agenda. In this context, computer systems protection, network
infrastructures, and users form the core approach.

A strategy rooted in the Cold War era has emerged in discussions on ensuring cybersecurity in this
sense. During the Cold War, the possession of nuclear weapons created a state of mutually assured
destruction, which acted as a deterrent for both sides. In that period the potential devastation caused by a
retaliatory strike in response to an attack became a critical factor to consider. In this context, deterrence—
preventing conflict without the need for an initial attack—was seen as a key element in maintaining
security. Over time, deterrence has evolved into a strategic approach integrated into various aspects of
state policy. The belief that aggressors would either be unable to achieve their desired outcome due to
defense measures or would face severe consequences from a retaliatory response has often led potential
attackers to reconsider their actions. In today's world, where cyberspace has become a central
battleground, ensuring security in this domain has become one of the primary concerns for states. As a
result, cyber deterrence is increasingly viewed as an effective tool in responding to the malicious activities
of both state and non-state actors.

Deterrence, in general, can be described as the will to dissuade an aggressor from attacking by
making it avoid the attack. In this context, deterrence can be regarded as a threat to the aggressor that the
attack may fail and that a response will follow. Deterrence can be understood as the ability to prevent an
attack by convincing potential aggressors that the cost of their actions will outweigh the benefits
(Quackenbush, 2011, pp. 2-5). Effective deterrence relies on three main components: capability,
credibility, and communication. It requires the ability to counter the aggressor, the general acceptance that
this ability will be used immediately, and the proper communication of this capability to the adversary
(Chen, 2017). In his work, Michael Quinlan mentions several factors for successful deterrence: the
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capacity to retaliate proportionally or in multiple ways, demonstrating that the attack may incur more costs
than benefits, showing the will to retaliate, declaring what actions will provoke a response and what
extent, and deeply evaluating the probabilities and possibilities (2004, pp. 11-13). Accordingly, capability,
credibility, and communication are the core elements of deterrence. Having the capacity to respond
appropriately in case of an attack, others' belief that this capacity will be used, and successfully
communicating this to all parties form a successful deterrence strategy (Jasper, 2015, p. 65).

Wyn Bowen suggests that a successful deterrence strategy requires several key components: (1)
possessing or at least giving the impression of having the necessary capability to support the deterrence
message; (2) showing a clear intent and determination to act on the deterrent threat, or at least appearing
ready to do so; and (3) effectively communicating this message to adversaries, making it clear what
boundaries or limits should not be crossed (2004, pp. 59-60). Robert Jervis discusses the elements
necessary for the success of deterrence: the credibility of threats, the calculation of probabilities by the
target, the interaction between the parties to anticipate actions and intelligence activities to understand the
adversary (2016, pp. 67-69).

Certainly, the concept of cyber deterrence discussed in this study exhibits significantly different
characteristics compared to traditional deterrence. The cyber domain is defined by its ambiguous
boundaries, the interplay of asymmetric and symmetric relationships, and a state of continuous flux. This
domain features a transformation in scales, interests, power, and defenses, with ambiguity pervasive at
every stage of engagement. The diversity of actors and the constant evolution of the environment make
cyber deterrence distinctively different from traditional deterrence (Sterner, 2011, pp. 65-66). While
traditional deterrence aims to prevent a military attack from an emerging aggressive power, cyber
deterrence, as will be discussed in the relevant section, takes a different approach. The nature of cyber
attacks, the specific characteristics of the cyber domain, and the particularity of defense measures
contribute to this distinction.

During the Cold War, the deterrent effect of nuclear weapons held by states had distinct
characteristics. The likelihood of suffering damage greater than that which could be inflicted on the
adversary strongly contributed to deterrence, often leading potential aggressors to reconsider their
intentions. Today, high-level states in the political, military, and economic arenas can also create a
deterrent effect, as aggressors may be deterred by the possibility that an attack could fail to achieve the
desired outcome or result in severe retaliation. In this context, effectively communicating the capacity for
both prevention and punishment can constitute a successful defense strategy. However, when dealing with
the virtual domain and non-state actors, deterrence must be considered from different perspectives.

This study explores the effectiveness of deterrence against terrorist organizations that use online
environments, including cyberattacks, from various perspectives. It is crucial to recognize that one of the
main reasons for the growing capabilities of terrorist organizations is their adaptability to technology. Like
other groups that adopt technological advancements and integrate them into their operations, terrorist
organizations leverage the cyber domain to enhance their activities. While the online environment presents
both opportunities and threats, terrorist groups exploit these opportunities and contribute to the growing
cyber threats. As a result, addressing the cyber aspect of terrorism is essential, and this challenge must be
approached within the framework of cyber security. This study discusses the necessity of applying a
deterrence strategy against the activities of terrorist organizations in the cyber domain. Addressing the
armed wings, financial resources, external aid and support, recruitment methods, and perception
management activities of terrorist organizations requires a comprehensive approach. In addition to these
aspects, monitoring and countering their activities in cyberspace constitute a complementary side of the
struggle. Therefore, keeping terrorist organizations away from the cyber domain, halting their activities
there, and preventing their attacks require a highly nuanced approach. This study will examine the impact
of states' cyber power and defense capabilities on terrorist organizations. As the distinctive aspects of
cyber deterrence pose a challenge for states, understanding how to deter non-state actors like terrorist
groups is a valuable area of investigation. The study will reevaluate deterrence theory in the context of
non-state actors and beyond traditional battlefields. The first section of the study will outline the
conceptual framework of cyber deterrence. The second section will analyze the cyber threat potential of
terrorist organizations and evaluate cyber deterrence through the lenses of denial and punishment. The
conclusion will discuss a comprehensive national cyber deterrence strategy. The study aims to make a
modest contribution to strategies for combating the online activities of terrorist organizations.

840



MANAS Sosyal Arastirmalar Dergisi - MANAS Journal of Social Studies

Deterrence in Cyber Milieu: Basic Traits

It would not be incorrect to assert that the best defense is to avoid being attacked in the first place.
Throughout history, receiving an attack has been a major security concern for states and is considered a
national issue of existential significance. It is often challenging to ascertain the adequacy of defensive
measures in advance, and any vulnerability can pose setious problems. Consequently, states may choose to
engage in proactive measures to prevent attacks rather than merely waiting for them. This approach often
results in increased levels of insecurity to ensure overall safety. In this context, deterrence appeats to be a
highly reasonable strategy compared to purely defensive or offensive options. The ability to dissuade an
aggressor before they initiate an attack can be regarded as a significant display of power.

The advancement of computer and internet technologies has brought concerns about cyber security.
Particularly, with the public availability and widespread use of the internet, the possibilities of cyber
attacks and cyber warfare began to be debated almost immediately. These discussions have continued
from the 1990s to the present day, with the cyber domain being extensively addressed within security
studies through the lens of threats (van Creveld, 1991; Arquilla & Ronfeldt, 1993; Beeson, 1996; Arquilla
& Ronfeldt, 1999; Clarke & Knake, 2011). The impact of technological advancement on the
transformation of concepts related to warfare, conflict, and security forms the essence of this issue as it is
necessary to acknowledge that the cyber environment occupies a unique space within the relationship
between technology and security (Langner, 2016; Danky, Maliarchuk & Briggs, 2017).

With the emergence of security concerns in the cyber domain encompassing cyber warfare, cyber
terrorism, and cybercrime, discussions naturally extended to relevant defensive and deterrent measures.
The success of deterrence capacity during the Cold War as an adequate measure, combined with
evaluations suggesting that similar challenges and threats will manifest in the cyber domain, has
contributed to the development of the concept of cyber deterrence. In early writings on the subject, the
enhancement of defensive capabilities was viewed as part of the broader development in the fields of
information, networks, and technology (Der Derian, 1994; Harknett, 1996). Cyber threats do not present a
more tolerable aspect compared to traditional attacks. Even though there may not be tangible military
damage, situations can arise that lead to more severe or chronic problems. Consequently, ensuring cyber
security requires efforts across multiple domains, including political, economic, legal, military, and cyber
spheres (Sterner, 2011, pp. 75-76; Cetf, 2011). Cyberspace can be considered an integral patt of a state's
territory. In this context, cyber sovereignty emerges as a critical issue. However, unlike sovereignty in the
physical world, actions or inactions in cyberspace contribute to heightened uncertainty. Consequently,
cyber deterrence is a significant and successful strategic approach to addressing the challenges inside
(Kolton, 2017).

The primary objective of cyber deterrence is to influence an adversary’s decision-making process to
dissuade it from conducting any cyber attack. A deterrent effect is achieved when the potential threat,
cost, and risks associated with the cyber effort outweigh the perceived benefits, success, or gains
anticipated by the attacker (Kugler, 2009, p. 327). The cyber domain is a realm where actors engage in
cost-benefit calculations and must operate within the parameters of impact-response and gain-loss
assessments (Boghard & Lonergan, 2017, p. 461). The use of cyber instruments or their potential
introduces new elements into deterrence; however, it also raises concerns related to uncertainty,
ambiguity, and confusion. As technology evolves, these issues continue to change. Particularly notable is
the uncertainty regarding the impact levels of cyber attacks and instruments. These tools introduce two
major issues. Firstly, targeting an adversary's command systems is both appealing and strategically
advantageous but carries the risk of uncontrollable escalation. The threat to these essential networks might
provoke either side to launch a preemptive strike or delegate attack authority to lower levels, thereby
increasing the number of individuals who could initiate both cyber and physical attacks, which heightens
the risk of broader conflict. Secondly, even without direct attacks on critical networks, the use of cyber
tools is likely to disrupt communication among national leaders and their field units to some extent (Jervis,
2016, p. 72). Cyber deterrence is thus intertwined with concepts of cyber security and information warfare
(Wheatley & Hayes, 1996; Stevens, 2012).

Cyber power is a fundamental component of cyber deterrence. Its increasing influence as a critical
factor in international relations, coupled with its ability to both attract and intimidate, highlights its
significant role. Unlike traditional forms of power, such as military or economic strength, cyber power can
be expressed in various ways by different nations. This creates new dimensions in international relations,
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allowing different actors to leverage deterrence capabilities (Kugler, 2009, pp. 317-318). The unique nature
of cyber interactions, threats, and capacities also reshapes the concept of power.

The emergence of cyber security and the discussion of cyber warfare threats have underscored the
necessity of possessing cyber power for effective conflict management. Just as military power holds
significance in traditional warfare, cyber power carries the same level of importance in the online realm
(Betz, 2012). Cyber power manifests as both offensive and defensive capacities. Offensive power refers to
the arsenal of weapons available for cyber attacks, while defensive power encompasses security measures
aimed at protecting the cyber domain. Thus, aggression and resistance become key components of cyber
power (Valeriano & Maness, 2015, pp. 25-26). As discussed throughout this study, the offensive and
defensive aspects of cyber power are crucial dimensions of cyber deterrence.

Martin Libicki argues that societies focused on enhancing their cyber attack capabilities are more
engaged in cyber deterrence compared to those concentrating on traditional response capacities. These
states prefer cyber retaliation over conventional hard or soft responses when faced with a cyber attack
(2009, pp. 28-29). Cyber deterrence can be seen as a serious threat directed at adversaries. It involves not
only defensive measures but also offensive capabilities, aiming to inflict irreparable damage on the
opponent. As a result, an adversary contemplating a cyber attack may hesitate if it believes the potential
counterattack will be severe. Therefore, states must communicate the extent of their capacity to respond
to threats. This ensures that cyber capabilities can generate a deterrent effect, whether against traditional
or cyber-initiated threats (Gaycken & Martellini, 2013, pp. 2-6).

Cyber deterrence generally relies on strategies of punishment and denial. In denial, the objective is to
minimize or nullify the attacker’s gains from their actions, whereas punishment involves imposing
sanctions or penalties on the aggressor (lasiello, 2014, pp. 55-56; Mazaar, 2018, pp. 2-3). When an attacker
engages in rational calculation, they always weigh the potential gains against the risks. In this context, if
the attacker faces significant resistance and the prospect of a severe counterattack, they may reconsider or
delay their actions. Knowing that every attack has a purpose, the possibility that the attacker might not
achieve their goals or could suffer significant losses intensifies the deterrent effect.

Chen highlights additional methods in cyber deterrence beyond punishment and denial, specifically
engagement and surprise. Techniques such as intelligence collection, information operations, and surprise
operations are emphasized as practical applications in this context (2017, pp. 104-106). Soesanto and
Smeets provide a comprehensive overview of the literature on cyber deterrence, identifying categories like
deterrence by denial, deterrence by punishment, deterrence by entanglement, and deterrence by
delegitimization (2021, pp. 392-394). Manuel Fisher offers a broad perspective by categorizing cyber
deterrence into four types: deterrence of denial, deterrence of retaliation, deterrence of entanglement, and
deterrence by normative taboos. This classification illustrates that in the cyber age, states have developed
new qualified deterrence tools that contribute to their national security (2019). In punishment, appropriate
tools are used for retaliation, while denial involves creating overall protection through cyber security
mechanisms and measures. Advances in cyber technology continue to influence the strategies and
effectiveness of deterrence (Denning, 2015, pp. 13-14). Within denial, resilience is a crucial element. The
ability to withstand or restore systems after an attack enhances the deterrent effect (Wilner, 2017, pp. 310-
311).

Scott Jasper argues that assessing the effectiveness of four deterrent responses—retaliation, denial,
entanglement, and active defense—requires addressing four fundamental questions. These questions are:
“Can threats of proportionate response realistically achieve deterrence by retaliation?”; “Are defensive
measures adequate to achieve deterrence by denial?”; “Will cooperative measures restrain behavior
through deterrence by entanglement?”; and “Is the concept of active cyber defense technically and legally
viable?” Evaluating these questions helps in determining the practicality of deterrence and the effort
required to implement it effectively (2015). Will Goodman identifies eight key elements of cyber
deterrence in his study: interest, deterrent declaration, denial measures, penalty measures, credibility,
reassurance, fear, and cost-benefit calculation. States develop and announce deterrence strategies to
protect their interests. These strategies should include both denial and penalty measures. The declarations
made should be perceived as credible and reassuring by others, meaning that everything stated should be
believable and provide guarantees that actors not engaging in attacks will not suffer any harm. Actors
deterred by potential penalties and preventive measures are likely to be more hesitant to initiate attacks. A
cost-benefit calculation is performed within this framework (2010, pp. 105-106). Emilio Iasiello defines
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cyber deterrence as a strategy where a state signals its intentions to influence the attacker’s decision-
making process, aiming to dissuade them from hostile actions through the fear of severe retaliation and by
maintaining the status quo (2014, p. 55). When an attacker recognizes that the cost of a cyber attack is
high, the likelihood of success is low, and the target is prepared for a counter-operation, the deterrent
effect is significantly increased. This understanding can lead to a high probability of deterrence (Elliot,
2011, p. 38).

It is challenging to determine which deterrence strategy is most effective. For instance, retaliation
might be more effective when attribution is possible, while in cases where the attacker cannot be precisely
identified, denial and active defense may be more practical options. Additionally, strategies may vary
depending on the importance of the target (Lindsay, 2015, p. 62). Kristin Heckman et al. argue that the
effectiveness of defense in cyberspace depends on the quality of denial and deception practices. This
allows for blocking unauthorized access and luring attackers into traps by redirecting them (2013).

Cyber deterrence is not as effective a measure as its more established counterpart, nuclear deterrence.
During the Cold War, nuclear threats involved clear lines, identifiable aggressors, predictable damage,
likely effective countermeasures, minimal involvement of third parties, and no obligation for individuals or
private companies to defend themselves. All parties involved in such conflicts would experience losses,
and the threshold for acceptable use of such weapons was well-defined. In this context, the attacking party
knew they would face nuclear retaliation if they proceeded. In contrast, today’s cyber attacks are relatively
simple and inexpensive, whereas cyber defenses are complex and costly, which can motivate attackers.
Additionally, the anonymity of attackers and the unpredictability of subsequent actions are significant
challenges for deterrence. While the possibility of retaliation may deter cyber attackers to some extent, the
risks and uncertainties involved can make direct responses difficult for the affected party. This creates a
dual challenge in cyber deterrence: to either respond immediately and accept the risk of misjudgment or to
refrain from retaliation, which may undermine the perceived strength of deterrence (Libicki, 2009, pp. 40-
74). In nuclear deterrence, the primary factors are the ability of the attacked state to respond and the
capacity to inflict significant damage on the aggressor. Assessing cyber deterrence by these criteria is more
challenging (Elliot, 2011, p. 37). Kamaal Jabbour and Paul Ratazzi, after evaluating the unique
characteristics of the cyber domain, identify the differences between cyber deterrence from traditional
deterrence as the lack of attribution, the low cost of aggression with high potential rewards,
inconsequentiality, low probability of detection, the risk of losing more than the adversary, and the ability
of new technology to rapidly alter the situation (Jabbour & Ratazzi, 2012, pp. 39-40). Moreover, the
relationship between cyber deterrence and technology necessitates a more in-depth examination of the
issue. While the boundaries of traditional deterrence are well-defined, the constant evolution of cyber
attacks and defense tools alters the nature and effectiveness of deterrence. As a result, cyber deterrence is
not a cleatly defined or easily measurable form of deterrence with observable benefits (Geist, 2015, pp.55-

56).

While it is undoubtedly impossible to prevent all cyber attacks, the ability of cyber deterrence to
dissuade or delay certain attackers and potential attacks underscores its necessity. Cyber deterrence plays a
crucial role in supporting other national defense strategies, providing assurance to allies, and responding to
adversaries that might attack through any means. Thus, rather than viewing cyber deterrence as the sole
provider of cybersecurity, it is more accurate to consider it as a component that supports broader security
efforts with various benefits (Kugler, 2009, pp. 326-328). The prevailing view in the cyber domain is that
attacks are often more effective than defenses, leading to questions about the efficacy of deterrence. The
main reasons for this skepticism include the inability to completely neutralize an adversary's weapons,
issues with attribution, and uncertainties about the effectiveness of defensive capacities against attacks
(Gartzke & Lindsay, 2015, pp. 320-323). To establish effective cyber deterrence, several elements must be
in place: identifying the adversary and understanding their intentions, directly communicating deterrent
messages, providing appropriate responses, and accurately analyzing evolving attack methods with
technological capabilities.

The effectiveness of deterrence must be considered alongside its potential shortcomings. Various
factors can undermine deterrence, including attribution issues, deception, inadequate response policies, the
aggressor's determination, and insufficient communication of deterrent messages. In the cyber domain,
where attacks can be easier and less costly than defenses, the success of deterrence hinges on multiple
factors and the effective implementation of all elements (Lindsay, 2015). The anonymity, suddenness, and
potentially devastating nature of cyber attacks can reduce the likelihood of retaliation, leading to
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arguments that deterrence may not be sufficiently effective (Betts, 2013). However, Gartzke and Lindsay
argue that complete anonymity in the online world is not guaranteed. Defenders can deploy deceptive
traps, such as tracking beacons to trace attackers or silent systems that detect intrusions and provide clues
about the attacket’s identity. The possibility of identification means that attackers cannot entirely disregard
the threat of retaliation. Moreover, adversaries using deception to bypass deterrence may be subject to
counter-deception, risking exposure if they protest defensive measures. Even if attackers tremain
anonymous, the threat of deception can still impose risks, making them cautious and potentially limiting
their actions, even if the defensive deception is not fully successful (Gartzke & Lindsay, 2015, p. 339).
Lastly, unlike physical attacks, cyber-attacks are often difficult to detect, and some viruses can go
unnoticed for years. Deterrence operates between attack and defense, and undetected attacks make it
challenging to determine whether an adversary has attacked or not. Consequently, evaluating the success
of deterrence is also complex (Wilner, 2017, p. 312). Given that deterrence is effective only when
appropriate punishment can be imposed, the difficulty in identifying attackers raises questions about the
effectiveness of cyber deterrence (McKenzie, 2017, pp. 7-8).

In conclusion, it is essential that potential attackers understand and recognize the power and capacity
of cyber deterrence to dissuade them. The prevailing uncertainties in the cyber domain can not only
challenge the effectiveness and persistence of deterrence and punishment but can also motivate potential
attackers rather than dissuade them. Thus, a state’s cyber response to other states or non-state actors
presents a framework that extends beyond traditional reprisals. The effectiveness of cyber deterrence is
subject to debate due to the unique characteristics of the cyber domain. Issues such as the lack of
awatreness or understanding of one's own capacity by others, the ability of attackers to conceal their
identities, and the potential for retaliatory measures to lack real-world impact can make responses seem
manageable from the perspective of potential attackers (Fischerkeller & Harknett, 2017; Libicki, 2018).
Therefore, it is beneficial to consider Nye’s emphasis on the importance of the “how, who, and what”
questions in evaluating the effectiveness of cyber deterrence (2017, pp. 68-69).

Cyber Deterrence Against Terrorist Groups: How Effective?

Terrorist organizations are pragmatic structures that operate in line with their ultimate goals. They
incorporate any methods, techniques, and tools that could benefit them into their strategies. By creating a
fearsome and deterrent effect on the targeted society, they seek to extract concessions. These illegal
groups, which do not recognize any rules and can adapt to any conditions to achieve their ultimate goals,
pose a significant threat in the cyber world as well. The cyber domain is an area where not only states and
individual users, but also non-state actors are actively engaged. Undoubtedly, among these non-state
actors, those with malicious intent can become sources of threat in the cyber realm through their activities
aligned with their agendas (Valeriano & Maness, 2015). With the general availability of computer networks
and systems, the increased interaction and mobility in the cyber domain have opened a process in which
terrorist organizations are more intensively involved. Radical groups such as terrorists and criminal
organizations have increasingly established a presence in the cyber realm, secking vatrious benefits. In
recent years, it has become evident that terrorist organizations have found ways to use the cyber domain
as effectively as the real wotld. Following the intensification of activities in cyberspace, a series of studies
highlighting the shift of terrorist organizations toward this area have been gradually published (Furnell &
Warren, 1999; Valari & Knights, 2000; Conway, 2006).

For terrorist organizations, the cyber domain has become a fertile ground for their operations,
offering significant advantages. The cyber world, with its continuous activity, anonymity, high interactivity,
and ease of access, provides extra benefits for their activities. Terrorist groups not only launch attacks on
official institutions and civilian targets using software and viruses but also engage in various online
activities. These include diversifying their financial resources, laundering and increasing their income,
training members, recruiting new individuals, promoting their ideologies, conducting propaganda, and
transmitting messages. The high level of activity on social media platforms particularly attracts terrorist
organizations, just as it does other malicious actors (Bieda & Halawi, 2015; Gill et al., 2017; Azani & Liv,
2018).

In current national security policies and strategies, cyber counterterrorism has become a significant
focus. On the one hand, the cyber domain has become an increasingly vital part of national borders, while
on the other hand, terrorist organizations are intensifying their activities in the cyber realm. Their attacks
on the cyberinfrastructure, information systems, and online interactions of targeted societies, or their
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potential to do so, pose a realistic threat. Terrorists can inflict damage and also gain financial benefits
through cyber attacks (Hua, Chen, & Luo, 2018). The growing importance of cyber security within
national policies and strategies has necessitated the development of procedures, resources, and capabilities
in this area. The presence of various threats in the cyber domain has made it imperative to establish
regulations concerning this aspect of national security (Kuehl, 2009, p. 41).

Despite their intense activities in cyberspace, the capacity and willingness of terrorist groups to
engage in cyberattacks remain subjects of debate. The lack of serious examples of such attacks has led to
more focus on the potential threat. However, the consequences of cyberattacks by politically motivated
groups against civilians, military systems, or institutional structures raise significant concerns (Lachow,
2009; Huey, 2015; Marsili, 2018). Cyberattacks can be more attractive to terrorist groups due to their lower
cost compared to traditional attacks, the anonymity of the attack source, the wide variety and number of
potential targets, the ability to conduct attacks remotely, and the reduced need for personnel. In some
cases, cyberattacks can even affect more people than traditional attacks (Weimann, 2005, p. 137;
Macdonald, Jarvis, & Lavis, 2019). Thus, since the proliferation of internet use, terrorist organizations
have increasingly engaged in information warfare and cyber conflict. Besides the mentioned advantages
gained from cyberspace, they can intensify their harmful activities and exploit the vulnerabilities of their
targets more effectively (Libicki, 2007, pp. 47-50).

The deterrence strategy applied to non-state actors differs significantly from that used against states.
It is crucial to thoroughly analyze the intentions, goals, and methods of non-state actors, as their agendas
often diverge from those of states. Expecting non-state actors to be deterred by elements that typically
dissuade states is often misguided. Therefore, deterrence today must be considered within the context of
non-state actors' capacities, cost-benefit calculations, and specific agendas (Lowther, 2012, pp. 3-4).
Additionally, deterrence theory is based on the assumption that the attacker will analyze the deterrent
capacity, clearly perceive the message, and reconsider their intentions after evaluating the costs. This
presumes rational behavior. However, expecting rational behavior from all actors at all times is not always
feasible, which raises questions about the effectiveness of deterrence (Stein, 2009). Non-state actors'
rationality is often influenced by more dynamic factors, and organizations like terrorist groups frequently
disregard this filter.

Deterring terrorist organizations, as illegal non-state actors, involves distinct dynamics. Unlike state
actors who may determine their actions on a cost-benefit analysis, terrorist groups often operate based on
ideological motives rather than a pursuit of tangible gains. Consequently, these groups may place less
importance on potential losses or rewards. Additionally, for terrorist organizations, the act of attacking
itself and the subsequent message it conveys are often prioritized over the damage caused. Another
challenge is that identifying perpetrators of terrorist attacks can be extremely difficult, making retaliation
through damage control problematic. These factors render both general deterrence and cyber deterrence
against terrorist organizations more complex and contentious.

Deterrence plays a crucial role in combating terrorist organizations. Terrorist activities can be
deterred through punishment, coercion, and denial strategies. This deterrence encompasses not only
penalties and countermeasures directed at illegal organizations and their members but also extends to
those who provide any form of support. Additionally, delegitimizing the terrorists' beliefs is a part of this
strategy (Wilner, 2011). Although the specifics of deterring non-state actors like terrorist organizations
differ, the fundamental goal remains to prevent potential attacks and maintain the status quo. In this
context, strategies involving punishment and denial can be effective. Demonstrating preparedness against
terrorist attacks and showing that the likelihood of success is low, as well as the capacity to launch
counterattacks against the leaders and structures of terrorist groups can create a deterrent effect (Bowen,
2004, pp. 61-63). Deterrence activities aim to alter the behaviors, plans, and thoughts of terrorists. Given
that these organizations use any available methods to achieve their goals and operate without regard to
legal or humanitarian constraints, deterrence must be considered on a broad scale. Terrorist groups can
target both military and civilian objectives, design small-scale or large-scale operations, exert pressure on
physical or non-physical assets, lie dormant, and act unexpectedly, and their ideological commitment can
render punishment measures ineffective (Wilner, 2015). Thus, traditional deterrence theory is inadequate
in the face of the capabilities and resources of modern terrorist organizations.

Regardless of the actor, the cyber deterrence that must be applied in the face of threats should
involve sudden, dynamic, random, and unpredictable responses that will exhaust the attacker virtually,
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mentally, morally, and even physically (Chen, 2017). Klein argues that despite all the challenges, deterrence
and dissuasion can be effective methods against terrorist organizations' activities and cyberterrorism. He
suggests that these approaches create a holistic strategy and are effective alongside other methods in
combating terrorism (2015, pp. 35-36).

Terrorist organizations, despite their limited cyber capabilities compared to states, can still pose
significant threats in the cyber realm, though these threats are often more constrained in scope. These
organizations may seeck to maximize the effectiveness of their attacks within their limited capacity. They
might delay their actions if they know that states are on high alert and preparing to respond. Effective
state measures, such as identifying the methods and targets of a terrorist attack, can mark the beginning of
these operations. A state with high capacity, capable of precisely identifying the target, can inflict severe
damage on a tetrorist organization. This damage can impact not only the organization's cyber attack
capabilities but also its other online activities. States can employ effective strategies to undermine terrorist
organizations by disrupting their communication channels, shutting down or seizing their propaganda
websites and social media accounts, sabotaging their financial acquisition methods, blocking their use of
online platforms, and neutralizing their other covert activities in the virtual realm. The potential for such a
comprehensive clean-up operation could be a valuable deterrent in keeping terrorist organizations at bay.

As discussed under the general theme of cyber deterrence, attribution is a crucial factor in deterring
terrorist organizations. These non-state actors often obscure their identities in attacks on critical
infrastructure, making it extremely difficult to trace the source of the attack. The asymmetric nature of
terrorist organizations complicates attribution efforts (Wilner, 2017). When terrorist organizations do not
openly claim responsibility for their cyber actions, it creates confusion about accountability. Even when
the perpetrator is identified, pinpointing a specific adversary for retaliation is challenging. Terrorist groups
often use anonymous accounts and constantly change their identity numbers, making direct attribution
difficult. Moreover, determining exactly where and to whom retaliation should be directed adds another
layer of complexity. Even if the terrorist group responsible for a cyber attack is known, the absence of
fixed systems and users that states are obligated to protect can render the punishment process uncertain.

Cyber deterrence strategies targeting terrorist organizations must include robust defense mechanisms
and effective retaliation capabilities. Any weakness or failure to deliver on the anticipated response can
lead to significant credibility issues. Therefore, cyber capabilities should be tailored to the characteristics of
terrorist organizations, which operate as non-state actors employing asymmetric strategies in cyberspace.
Additionally, successfully delivering deterrence messages directly to these organizations is a critical factor.

Ultimately, the effectiveness of a deterrence strategy may be evaluated based on whether it prevents
attacks by maintaining a credible deterrent image. However, the situation with terrorist organizations
remains debatable. While a state's cyber power may cause tetrotist groups to reconsider ot delay their
actions, claiming complete effectiveness is unrealistic. Unlike states, terrorist organizations may not be as
deterred by attack failures or retaliatory measures. Nevertheless, by monitoring terrorist activities in
cyberspace, tracking their infrastructure, and tracing their members, states can better prepare for and
respond swiftly to threats. As states address vulnerabilities and strengthen their capabilities, even terrorist
organizations may eventually be deterred from targeting them.

Conclusion and Assessment

National security has always been a primary concern for societies throughout history. While the
nature of the threats shaping national security has evolved, the core responsibility of states to ensure
security across all dimensions has remained constant. In response to these evolving threats, states have
employed a variety of strategies, including bolstering defensive measures, initiating offensive actions, and
engaging in international cooperation. As this study highlights, deterrence serves as a strategic alternative
by clearly communicating a state's defensive and offensive capabilities to prevent aggression. The scope of
deterrence has expanded significantly as national security is increasingly viewed not only in military terms
but also through economic, social, and environmental lenses. The rising significance of cyberspace adds a
new virtual dimension to these traditionally physical concerns, making cybersecurity a critical pillar of
national security and an integral aspect of state security policies.

In the contemporary security paradigm, safeguarding borders from physical incursions is as
important as defending against cyberattacks. Thus, investments in cyberspace must not only increase but
also diversify and develop continuously. Enhancing both defensive and offensive cyber capabilities
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enables states to foster a credible deterrent effect against potential adversaries. Whether cyber deterrence
can be as effective as traditional forms of deterrence is still subject to significant debate. Nonetheless, the
development of advanced protective mechanisms—coupled with the ability to detect and thwart often
elusive cyberattacks—undoubtedly strengthens the security of a state's digital infrastructure.

As states engage in cyber warfare rhetoric and societies become increasingly vulnerable to
cybercrime, the growing cyber presence of terrorist groups further complicates the threat landscape.
Beyond their organizational activities—such as communication, propaganda, radicalization, and
fundraising—terrorist groups also exploit cyberspace to inflict damage. These organizations seek to
infiltrate, disrupt, or compromise the computer networks of governments, private entities, and individuals,
often resulting in the theft of sensitive data, operational disruptions, financial losses, and threats to critical
infrastructure. Therefore, incorporating cyber deterrence into counterterrorism strategies is not only
essential but also urgent.

Terrorist organizations are constantly searching for opportunities to exploit vulnerabilities within the
computer systems of target societies. As their technical capabilities improve—with external support and
the recruitment of members with specialized skills—terrorists are likely to become more adept in
cyberspace, yielding greater returns from their activities and escalating the severity of their attacks.
Consequently, addressing the cyber capabilities of terrorist organizations must be viewed as a pressing
national security concern. Although it remains difficult to predict the precise nature, timing, or methods of
terrorist cyberattacks, bolstering national cyber capabilities and implementing robust deterrence strategies
offer a pragmatic response to these evolving threats.

While much of the discourse surrounding cyber deterrence focuses on its effectiveness against other
states, applying this concept to non-state actors, such as terrorist organizations, presents a unique set of
challenges. Terrorist groups are pragmatic entities; they seek to both enhance their offensive cyber
capabilities and leverage the benefits of cyberspace to streamline their operations. A comprehensive
counterterrorism strategy must, therefore, include a strong cyber component. Given the continuous
efforts of terrorist organizations to probe for vulnerabilities in their target societies, it is expected that they
will increasingly exploit cyberspace, a domain where absolute security is impossible due to its inherent
uncertainties. To mitigate this threat, it is critical to disrupt the visible and covert online activities of
terrorist organizations, such as their social media accounts, websites, and other communication channels.
Tracking their financial movements and impeding their cyber networks are equally important.
Additionally, states must be prepared to neutralize any attacks launched by these groups and respond with
decisive retaliatory measures. Although terrorist organizations often act without the calculated rationality
seen in state actors, they may reconsider their strategies if they believe their attacks will be ineffective or if
they anticipate significant retaliation. Thus, cyber power emerges as a crucial tool for states in deterring
terrorist organizations.

However, expecting terrorist organizations to exhibit the same rational behavior as states, which shape
their foreign policy under the logic of deterrence—such as during the Cold War era with nuclear
deterrence—is unrealistic. Terrorist groups are driven by different incentives and are often more
opportunistic and less predictable. Yet, if they perceive that their cyber activities might expose their
identities, compromise their networks, or attract debilitating counterattacks, they may limit their
operations in cyberspace. To date, while terrorist groups have executed numerous cyberattacks, none have
reached the catastrophic scale of paralyzing a society's critical infrastructure. However, discussions on
cyberterrorism often revolve around worst-case scenarios, and it is clear that terrorist organizations are
striving to increase the scale and impact of their cyber operations. In the near future, vital infrastructure
such as energy grids, water supply systems, transportation networks, banking institutions, and military
defense systems could become prime targets for cyber terrorists. Therefore, it is imperative that states
continue to strengthen their cyber deterrence capabilities to stay ahead of these evolving threats.
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EXTENDED ABSTRACT

Teror Orgutleri nihai amaclart dogrultusunda hareket eden pragmatik yapilanmalardir. Bu dogrultuda
uyguladiklart stratejilerin igine fayda saglayacaklart her tiirli yontemi, teknigi ve araci dahil etmektedirler.
Boylece karst toplum tizerinde yildirict ve caydirict bir etki olusturarak taviz elde etme arayisindadirlar.
Nihai amaglarina ulagmak icin herhangi bir kural tanimayan ve her tirlii kosula uyum saglayabilen teror
Orgiitleri siber diinya icin de dikkate alinmast gereken bir tehlikedir. Terdr Orgiitleri icin siber alan, adeta
rahat hareket kabiliyeti bulduklari nimetler bahgesi anlamina gelmistir. Siirekli aktif, kimliksizligin yaygin,
etkilesimin yogun ve erisimin oldukca kolay oldugu siber diinya, terér Orgltlerinin faaliyetlerinin
gerceklestirilmesi i¢in fazladan avantajlar getirmektedir. Teror 6rgiitleri resmi kurumlara veya sivil hedefleri
cesitli yazilim ve virtslerle saldirilar dizenlemenin yant sira farklt amaglarla cevrimici ortamlarda etkin
olmaktadirlar. Terdr Orgltleri ¢evrimici ortamlarda sempatizanlarina ulasabilmekte, kara propaganda
yapabilmekte, finans kaynaklari bulabilmekte ve egitim verebilmekteditler. Bunlarin yani sira askeri ve sivil
hedeflerine yonelik siber saldirilar gerceklestirmektedirler. Bu nedenle terérizmle micadelenin 6nemli
ayaklarindan birini de siber glivenlik olusturmaktadir. Siber giivenlik stratejileri icinde savunma ve saldirt
kapasitelerinin yani sira Gigin bir yontem caydiricilik olarak gérinmektedir. Caydiricilik, dismanin kazang-
kayip hesab1 yaparak niyetinden vazgegcirilmesi olarak ifade edilebilmektedir. Saldirisi sonunda bekledigi
sonucu alamayacagint dislinen veya gelecek karsiliktan cekinen diisman saldirisint erteleyebilmekte veya
tamamen vazgecebilmektedir. Ortaya konulan kapasitenin dismanin geri adim atmasint saglayacagi
yoniindeki yaklasim, caydiricilik teorisinin temelini olusturmaktadir. Nikleer silahlarin olusturdugu bu etki
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ile baglayan caydiricilik stratejisi, giiniimiizde farklr agilardan incelenmektedir. Bu ¢alismada da ele alindig
lzere glnimizdeki tehditlerin siber alana da yansimasi, burada da etkin bir miicadelenin ortaya
konulmasini gerektirmektedir. Béylece siber alanda hem savunma yapmak, hem gerektiginde saldir
diizenlemek hem de caydirict etki olusturmak son derece 6nemlidir. Devletler kadar siber imkanlar
olmayan teror 6rglitlerinin, siber alanda gerceklestirecekleri saldirilar ciddi bir tehdit olusturabilse de sinirh
cercevede gerceklesebilmektedir. Sinirlt bir cercevede glice sahip Orgiitlerin, gerceklestirecekleri saldiridan
maksimum verim almalari ilk tercihleri olabilmektedir. Devletlerin hareket ge¢meleri icin teyakkuzda
beklediklerini bildiginde eylemlerini erteleme yoluna gidebilmektedir. Devletlerin aldigt Snlemletle,
saldirtyla birlikte terér érgiitiintin yontemini belirleyebilmeleri ve saldirinin geldigi adresi tespit edebilmeleri
sonun baslangict olabilmektedir. Hedefini tam olarak belirleyebilen kapasitesi ylksek bir devlet, teror
Orgiitiine ciddi zararlar verebilmektedir. Bu zararlar 6rglitlerin siber saldirt imkanlarina oldugu kadar, diger
cevrimici faaliyetlerine yonelik de olabilmektedir. Devletler etkili bir strateji ile 6rgltlerin iletisim
kanallarint ¢bkertme, propagandalart mecralart olan ag sayfalarini ve sosyal medya hesaplarini kapatma-ele
gecirme, finans elde etme yontemlerini baltalama, ¢evrimici platformlart kullanmalarint engelleme ve sanal
alanda yurutttkleri diger gizli faaliyetlerini etkisiz kilma gibi yaptirimlar uygulayabilmekteditler. Boylesi bir
topyekun temizleme operasyonunun gerceklestirilme ihtimali, terér Srglitlerini uzak tutma adina yararh bir
unsur olabilecektir. Terér Orgutlerine yonelik olusturulmas:t gereken siber caydiriciligin, saglam bir
savunma ve etkili bir karsilik imkani bulundurmas: gerekmektedir. Bu noktadaki herhangi bir zaaf veya
ifade edilen/beklenen karsihigin icinin doldurulamamast ciddi bir gvenirlik soruna yol agabilecektir. Bu
nedenle siber imkanin, devlet-dis1 aktér kimligine sahip ve bu mecrada da asimetrik strateji ortaya koyan
ter6r Orgitlerinin Gzelliklerine gbre belitlenmesi gerekmektedir. Ayrica caydiricilik mesajinin Srgiitlere
basarili sekilde dogrudan iletilmesi en 6nemli unsurlardandir. Eklemek gerekir ki eger caydiricihk
stratejisinin basarist olusturulan imaj sayesinde saldirtya maruz kalmamak tizerinden degerlendirilirse, terdr
orgiitlerin durumu tartismaya acik bir konudur. Her ne kadar devletin siber giicii, terdér Orgiitlerinin
niyetlerinden vazge¢meleri veya farklt yollar bulmak icin beklemelerine neden olsa da tamamen etkili
olacagint ileri siirmek imkansizdir. Devletlerin aksine terdr orgitleri icin saldirt basarisizlign veya karst
saldirinin yikicih@t kimi zaman anlam ifade etmemektedir. Yine de devletlerin terér Orgiitlerinin siber
alandaki etkinliklerini, sahip olduklart alt yapiyr ve tyelerinin ayak izlerini izlemeleri eylemlere hazirlikl
olmalart ve ani karsilikla cevap vermeleri olasihgini artiracaktir. Devletler siber alandaki aciklarint
kapattikca ve glclerini artirdikea, terdr Orgltlerinin bile hedefleri olmaktan cikabilmektedirler. Terdr
orgtitleri firsat bulduk¢a hedef toplumun bilgisayar ag ve sistemlerine sizma, yerlesme veya bozma
girisimleri yapmaktadirlar. Bu 6rgltlerin imkanlari gelistikce, dis yardim aldik¢a ve teknik bilgiye sahip
Uyelerinin sayist arttik¢a siber alanda daha etkin olacaklarini, daha ¢ok kazang elde edeceklerini ve daha
ciddi saldirilar diizenleyeceklerini beklemek gerekmektedir. Bu nedenle terér Orgiitlerinin amaclarina
hizmet edecek siber kabiliyetleriyle miicadele bir ulusal giivenlik meselesi olarak goriilmelidir. Teror
orgtitlerinin  siber alanda nasi, ne zaman, nereye, hangi kimlikle ve yontemle saldiri yapacaklarin
belirlemenin olduk¢a zor olmast bu kapsamdaki miicadeleyi daha megakkatli bir is haline getirse de ulusal
siber imkanlarin artirlmasi ve caydiricilik stratejisinin uygulanmast bir ¢6ziim yolu olacaktir. Guniimiize
kadar terdr orgltlerinin cesitli zamanlarda siber saldirilart gerceklesmis olsa da basa cikilmaz ve giinlik
yasami tamamen fel¢ edebilen eylemleri ger¢eklesmemistir. Siber terdrizm tartismalari icinde oldukea
korkulan senaryolar mevcuttur. Siiphesiz ki terér 6rgiitleri daha ses getirici eylemler yapma arayisindadirlar
ve bu dogrultuda da kapasitelerini yitkseltme arayisindadirlar. Enerji iletim hatlari, temiz su depolama ve
dagitim sistemleri, kent sinyalizasyon sistemleri, bankacilik sistemleri veya askeri silah sistemleri izleyen
yillarda teréristlerin daha net siber saldirt hedefi haline gelecektir. Bu nedenle devletlerin, siber caydiricilik
kapasitelerini maksimumuma ¢ekmek zorundaditlar.
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