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Oz

Bu calisma, elektrik sebeke sistemlerinde enerji hirsizligindan kaynaklanan teknik olmayan kayiplarm (NTL)
olusturdugu ciddi siirdiiriilebilirlik ve giivenilirlik sorununa odaklanmaktadir. Bu kayiplar1 azaltmak amaciyla,
farkli kacak tiirlerinin (gerilim kagagi, akim kagagi ve gerilim-akim kagagi) tespitinde derin 6grenme
mimarilerinden yararlanan yapay zeka tabanli bir yaklasim 6neriyoruz. Literatiirdeki ¢alismalardan farkli olarak
veri seti iki boyutlu matrislere doniistiiriilerek, giinlimiiziin popiiler yaklagimlart olan Convolutional Neural
Network (CNN) ve Long Short-Term Memory (LSTM) modelleri ile analiz edilmig; CNN, %97,50 dogruluk orani
ile LSTM'nin %64,17 dogruluk oranini geride birakmustir. Ayrica, klasik yontemlerden, k-En Yakin Komsu (k-
NN) yontemi ile 67,5 dogruluk oran1 ve Destek Vektdr Makineleri (SVM) yontemi ile 62,25 dogruluk orani elde
edilmistir. Bu gibi geleneksel yontemlerle yapilan karsilastirmalar, CNN'in karmasik kagak desenlerini
belirlemedeki tistiinliigiinii ortaya koymustur. Bulgular, CNN'in akilli sebeke sistemlerine entegre edilerek gergek
zamanl hirsizlik tespiti i¢in gilivenilir bir arag¢ olarak kullanilma potansiyelini vurgulamaktadir. Gelecekteki
arastirmalar, gercek zamanli verilerin entegrasyonunu ve hibrit model yaklasimlarini inceleyerek bu ¢dziimiin
6lgeklenebilirligini ve etkinligini daha da artirmay1 hedefleyecektir.
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ag1 (CNN), Akilli sebeke
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Abstract

This study focuses on the serious sustainability and reliability problem caused by non-technical losses (NTL) due
to energy theft in electrical grid systems. In order to reduce these losses, we propose an artificial intelligence-based
approach that utilizes deep learning architectures in the detection of different types of leakage (voltage leakage,
current leakage and voltage-current leakage). Unlike the studies in the literature, the data set is converted into two-
dimensional matrices and analyzed with today's popular approaches, Convolutional Neural Network (CNN) and
Long Short-Term Memory (LSTM) models; CNN surpassed LSTM's 64.17% accuracy rate with 97.50% accuracy
rate. In addition, from the classical methods, 67.5 accuracy rate was obtained with the k-Nearest Neighbor (k-NN)
method and 62.25 accuracy rate was obtained with the Support Vector Machines (SVM) method. Comparisons
with such traditional methods have revealed the superiority of CNN in determining complex leakage patterns. The
findings highlight the potential of CNN to be used as a reliable tool for real-time theft detection by integrating it
into smart grid systems. Future research will aim to further increase the scalability and effectiveness of this solution
by examining the integration of real-time data and hybrid model approaches.

Keywords: Non-technical losses (NTL), Electricity theft detection, Deep learning, Convolutional neural
network(CNN),SmartGrid
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1. Introduction

According to worldwide studies, the cost of illegal energy use causes approximately $96 billion in lost
revenues annually [1]. For example, in the USA and the UK, the loss of revenue due to electricity theft
is approximately $6 billion each year [2-3]. Since high loss rates are reflected in the cost of electricity,
honest customers are also affected by the increasing unit prices of electricity [4].

Non-technical losses in distribution networks are considered as non-technical losses that occur when the
energy transmitted to the user via the energy transmission line by the supplier is invoiced incompletely
or not invoiced at all by third parties or subscribers intervening in the distribution network or
measurement system, or when the supplied energy cannot be measured or is measured incompletely due
to the supplier company's personnel or incorrect adjustment of the measurement system [5]. Non-
technical losses can be listed as illegal electricity use, wiring errors, meter errors, billing errors [6].
Wiring errors, errors made by supplier personnel in facility installations, use of poor quality cables and
use of inadequate, low quality measuring devices are among the factors that cause these losses. Failure
or incorrect connection of meters, electricity meters are electronic devices used to measure the energy
consumed or produced in a circuit. Failure or incorrect connection of these devices causes the consumed
energy to be invoiced incompletely or not invoiced at all. Billing errors are equivalent to invoicing the
consumed energy in monetary terms, everything included. In this case, it is important to bill the
consumed energy in a healthy way. Otherwise, the energy consumed in the wrong case will be reflected
as a loss to the supplier. Separating losses and leakages from each other, minimizing the leakages
detected by measurements and observations to be made in the distribution networks will increase the
energy quality. Reducing leakages will also ensure that the electricity network, which acts as an
electricity transmission system, operates healthily and correctly under suitable conditions. There are
many studies in the literature as a solution to the problems mentioned above. These studies can be
evaluated in two categories. These are: i) Classifications made with traditional methods, ii) Algorithmic
and regression-based approaches. Classifications made with traditional methods are summarized below.
Ghori et al. used three classifiers to predict electricity theft from a real dataset obtained from a
distribution company containing 80,000 monthly consumption records. Fourteen performance
evaluation metrics were calculated among the three classifiers. Based on these data, the performance of
the classifiers in scenarios to detect electricity theft yielded 99.12% for Random Forest, 99.27% for K-
Nearest Neighbors (KNN), and 98.37% for Linear Support Vector Machine (SVM) [7]. Celikpence
attempted to detect electricity theft using six machine learning-based classification algorithms. For this
purpose, five large-scale and real-time system data, including the Customer Information System (CIS),
Geographic Information System (GIS), Field Management System (FMS), and two different Automatic
Meter Reading Systems (AMRS), were utilized. During the data preprocessing stage, data cleaning was
performed using SQL techniques, and data normalization was conducted using min-max scaling
methods. In the next step, feature extraction was carried out, and the extracted features were fed into the
related classification methods. In the final step, the validation process was performed. Using the
GridSearch method, an accuracy rate of 68.6% was achieved. The accuracy, sensitivity, and precision
values were obtained as 67.11%, 81.70%, and 69.16%, respectively. Using the same parameters with
SVM, the values were found as 66.70%, 83.07%, and 68.97% [8].

Ghori et al. used 15 different machine learning algorithms, including recently developed classifiers such
as CatBoost, LGBoost, and XGBoost, for theft detection. The study showed that the Artificial Neural
Network (ANN) outperformed other classifiers in detecting theft, achieving a 77% success rate in
detecting electricity theft. Additionally, the study identified the best 14 features out of the 71 generated
features [9]. Gerardo Figueroa et al. presented a framework to address the data imbalance problem in
supervised classification techniques for detecting non-technical losses in power grids through
resampling techniques. Support Vector Machine (SVM) and Atrtificial Neural Network (ANN) were
used as classifiers. Classification accuracies of 89% and 90% were achieved with the SVM and ANN
classifiers, respectively [10].

Algorithmic and regression-based approaches are summarized below. Capeletti et al. proposed an end-
to-end solution for the detection of non-technical losses (NTL) using supervised classification learning,
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specifically through a multilayer perceptron (MLP) model of artificial neural networks (ANN). In this
model, data mining concepts were applied to external data (especially ambient temperature) and internal
data from energy companies. By correlating these data, improvements were made in the input data of
the model, which allows for the identification of consumer units with NTL. The test results indicate a
success with an increase of 0.0213 in ROC-AUC and a recall rate of 6.26% [11]. Zarkovié et al. utilized
various artificial intelligence (Al) algorithms, including artificial neural networks (ANN), adaptive
neuro-fuzzy inference systems (ANFIS), autoencoder neural networks, and K-means clustering, to
detect losses in distribution networks. The artificial neural network (ANN) demonstrated a classification
error rate of 7.62% by accurately classifying different consumer types. In contrast, the K-means
algorithm had a slightly higher error rate of 9.26%, while ANFIS reached an error rate of 11.11% by
failing to detect the initial type of anomaly [12]. Pengwah et al. developed a weighted least squares
approach for predicting non-technical losses by utilizing voltage sensitivity coefficients and residual
values obtained from the ordinary least squares method. In this study, voltage measurements from smart
meters and the predicted sensitivity coefficients were used to estimate the actual consumption of
customers. The differences between the measured and predicted consumption values were evaluated
against a threshold; if the difference exceeded this threshold, the customer was labeled as a "fraudulent
customer [13]. Jené-Vinuesa et al. demonstrated that a Random Forest classifier trained for the detection
of non-technical losses effectively identifies types of fraud with a weighted F1 score of 0.859.
Additionally, an unsupervised detection model integrating clustering and correlation methods has
facilitated the accurate identification of tampered meters. The study presented two adjustable parameters
that enable utilities to finely tune their meter tampering detection strategies based on economic factors.
High-accuracy fraud detection was achieved using the Fuzzy C-Means algorithm, which obtained an F1
score of 0.9 [14]. Souza et al. used real electricity consumption data to detect non-technical losses and
analyzed additional statistical and temporal features based on this data. In the study, these features were
utilized to improve the detection rates of various types of NTL. Furthermore, a model that combines the
electricity consumption data with these additional features was developed, achieving higher detection
rates for all types of fraud considered [15]. Kara et al. proposed gradient boosting decision tree-based
models, LightGBM, XGBoost, and CatBoost, to detect illegal electricity usage from smart meter data
of consumers. In the study, the CatBoost model achieved accuracy and AUC scores of 78.10% and
74.17%, respectively, while the LightGBM model achieved a sensitivity performance of 72.48% [16].
Saeed et al. used a dataset containing records of both honest customers and those who engaged in illegal
energy use. They employed Pearson's chi-square algorithm to select the most relevant features from the
data. Subsequently, the Boosted C5.0 Decision Tree (DT) algorithm was applied to classify honest and
fraudulent consumers based on these features. To assess the effectiveness of their proposed electricity
theft detection method, its performance was compared with several state-of-the-art machine learning
algorithms, including Random Forest (RF), Support Vector Machine (SVM), Artificial Neural Network
(ANN), and Extreme Gradient Boosting (XGBoost). The proposed Non-Technical Loss (NTL) detection
method outperformed these algorithms, achieving an accuracy of 94.6%, a precision of 78.1%, a
specificity of 98.2%, an F1 score of 84.9%, and an overall performance of 93.2% [17].

Chatterjee et al. tried to detect electricity theft using Recurrent Neural Networks (RNN), a state-of-the-
art artificial intelligence algorithm. The algorithm utilized Long Short-Term Memory (LSTM) units to
process sequential electricity consumption data. They proposed a model that can be used to shortlist
potential electricity theft consumers in real-time [18]. Khan et al. proposed two schemes for detecting
electricity theft by predicting illegal usage. Both schemes combined Autoregressive Integrated Moving
Average (ARIMA) and machine learning techniques to effectively model consumer behavior related to
electricity theft. Extensive simulations on real-world electricity consumption datasets demonstrated that
the proposed schemes outperformed the latest solutions, achieving 98% accuracy, 98.6% precision,
98.2% recall, 97.9% AUC, and a 98.4% F1 score [19]. Xing et al. employed the Maximal Information
Coefficient algorithm to capture the global and periodic patterns in consumption data to prevent
electricity theft. Extensive experiments conducted under various attack scenarios demonstrated the
effectiveness of the proposed method [20].

Barros et al. used the Rotation Forest algorithm to detect electricity theft and the eXtreme Gradient
Boosting (XGBoost) algorithm to predict energy recovery. The study analyzed a dataset of 261,489

195



Firat Univ Jour. of Exp. and Comp. Eng.,, 4(1), 192-205, 2025
M. Tiirk, C. Haydaroglu, H. Kilig

consumers from a public utility in Brazil. The results indicated that the proposed approach increased the
financial return of field inspections by up to 11.5 times [21]. Saeed et al. proposed a new approach for
theft detection in Electricity Distribution Companies (EDC) using the Ensemble Bagged Tree (EBT)
algorithm. Their model generates a list of suspicious consumers based on irregularities in consumption
data for further investigation. The EBT algorithm demonstrated an accuracy of 93.1% in detecting
electricity theft [22].

Shih-Che Huang et al. proposed a state estimation-based approach for load forecasting at distribution
transformers to detect theft. They used the overall fit of estimated values to feeder bar measurements,
based on customer meter readings collected at distribution transformers, to identify irregularities in
electricity usage. The results from state estimation were then analyzed using variance analysis
(ANOVA) [23]. Yurtseven proposed multiple linear regression models to estimate non-technical losses
energy losses caused by theft and fraud by third parties in electricity distribution systems. These models
aim to quantify the impact of such losses on the operations of electricity organizations [24]. Sook-Chin
Yip et al. proposed two regression-based algorithms to assess anomaly coefficients for analyzing
consumers' energy usage behaviors and detecting energy theft caused by meter tampering, as well as
identifying faulty smart meters. The model incorporated categorical variables and detection coefficients
to pinpoint periods and locations of energy theft and faulty meters. Simulations demonstrated that the
proposed algorithms successfully identified all fraudulent consumers [25]. Esther Villar-Rodriguez et
al. presented an algorithmic approach that combines probabilistic data mining and time series analysis
concepts to identify consumption outliers in smart grids [26].

In order to detect leakage in electricity meters, it is quite difficult to detect leakage in manual/physical
inspections. In order to overcome this difficulty, it is inevitable to use artificial intelligence tools developed
in a situation where there are millions of meters. In this study, three different leakage electricity meter data
and non-leakage electricity meter data were classified using both deep learning architectures and traditional
methods (SVM, k-NN). The data set used for Convolutional Neural Networks (CNN), one of the deep
learning architectures, was transformed from one dimension to two dimensions. The obtained matrices were
given to the proposed CNN architecture and Long-Short Term Memory (LSTM) architecture. In traditional
methods, the feature matrix was created by taking the mean, standard deviation, maximum and minimum
values from the data set in the pre-processing phase. These obtained features were evaluated in SVM and k-
NN classifiers. The original aspects of this study are given below.

. This study involved the development of a unique dataset tailored to address multiple types of illegal
electricity usage, specifically designed to capture voltage leakage, current leakage, and combined voltage-
current leakage scenarios. Unlike datasets used in prior studies, this dataset incorporates diverse leakage
types, providing a robust foundation for machine learning models to identify and classify distinct patterns of
non-technical losses (NTLs) in electrical grids.

. For the first time in the literature, this study presents an artificial intelligence-based method capable
of detecting and classifying multiple leakage types within electrical distribution systems. This approach
leverages advanced deep learning techniques to process and analyze complex consumption patterns, allowing
for improved accuracy and adaptability in identifying non-technical losses, a significant step beyond
traditional detection methods focused on single leakage types.

. The study introduces a novel approach by transforming the dataset into a two-dimensional matrix
format, enabling more effective analysis through deep learning architectures like Convolutional Neural
Networks (CNN). This matrix-based data processing method is particularly suited to extracting spatial
patterns inherent in the data, enhancing the model’s ability to differentiate between leakage types and
improving overall classification performance. This methodology represents a pioneering effort in leveraging
data structure transformation to optimize Al model efficacy in NTL detection.
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2. Method

In this study, three different leakage data and non-leakage electricity meter data were classified using both
deep learning architectures and traditional methods (SVM, k-NN). The data set was transformed from one
dimension to two dimensions using deep learning architectures such as Convolutional Neural Network
(CNN) and Long-Short Term Memory (LSTM). The flow diagram suggested in this study is given in
Figure 1.

Matrix/Pattern

900000
[}

Raw Data

Feature Vector Classifier

k-NN
SVM

LSTM

Figure 1. Classification methods proposed in this study

The obtained matrices were classified in the proposed CNN architecture. In traditional methods, the feature
matrix was created by obtaining the mean, standard deviation, maximum and minimum values from the data
set in the pre-processing stage. These obtained features were evaluated in SVM and k-NN classifiers.

2.1. Dataset

In the study, current and voltage information of 400 electricity meters were taken hourly and daily. Each of
these data contains 100 electricity meter data and there are 3 different types of leakage. These are: 1-Voltage
Leakage, 2-Current Leakage, 3-Current-Voltage Leakage. The remaining 100 electricity meter data consists
of data without leakage. Each meter data from these data is 300x6 in size. Columns (6 piece) in the data set
consist of current and voltage data drawn by the meters. Information on the types of leakage in the data set
is given below. The consumption values of an electricity meter belonging to a customer consuming electricity
are obtained by multiplying the Current X Voltage X Hourly data. The leakage methods examined are; 1-
Voltage Leakage, 2-Current Leakage, 3-Current-Voltage Leakage, respectively.

Voltage Leakage is a leakage method that occurs when a customer consuming electricity intervenes in the
measurement system and the voltage peaks fed to the electricity meter and included in the consumption
calculation of the used electrical energy fall to zero value or to values lower than the required values.

Current Leakage, This leakage method, which has similar features to Voltage Leakage, is a leakage method
that occurs when the current values corresponding to the electricity consumed by the customer on the
electricity meter are intervened in the measurement system and the current values are reduced to zero or to
lower values than they should be.

Current-Voltage Leakage, this leakage method, unlike the other two leakage methods, is a leakage method
that occurs when both current and voltage values are intervened in the measurement system from outside,
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and the current and voltage values that should be zero or lower than the values that should be passed through
the electricity meter in order to bill the consumer less or not billed at all for the electricity used. The types of
leaked data and non-leaked data are given in Table 1.

Table 1. Sample class data

Current Current Current

Class 11 12 13 Voltage L1 Voltage L2 Voltage L3
0.53 0.59 0.53 0 59 58.5
Voltage 0.54 0.63 0.53 0 59 58.5
Leakage 0.54 0.62 0.55 0 59.1 588
0.57 0.67 0.61 0 59.1 58.8
0.75 0.73 0.001 57.4 57.8 57.7
Current Leakage 0.9 0.88 0 57.6 58 57.7
0.69 0.69 0 57.4 57.8 57.8
0.84 0.86 0 57.4 57.8 57.7
0 0 1.52 0 57.7 57.3
Voltage-Current 0 0 1.57 0 57.7 57.5
Leakage 1.55 0 1.67 0 57.9 57.6
1.63 0 1.65 58.2 57.9 0.01
1.77 1.57 1.52 58.7 58.1 57.8
1.77 1.57 1.52 58.7 58.1 57.8

Non-Illegal

1.77 1.57 1.52 58.7 58.1 57.8
1.77 1.57 1.52 58.7 58.1 57.8

2.2. Convolutional neural network architecture

In the traditional methods used in previous studies of deep learning networks, data losses are high in the
feature acquisition phase [27]. Especially the positive developments in computer hardware have paved the
way for the use of deep learning architectures. Deep learning architectures consist of layers [27]. Each layer
has different functions. In general, an CNN architecture consists of convolution, activation, pooling and a
full layer, which is a classical neural network [27]. In the convolution layer, the data is subjected to data
convolution with a specified filter. After the convolution process, the data is subjected to the activation
process. The pooling layer is a subsampling process. Here, the largest value or average of the data in the
frame obtained as a result of stepping and stepping is taken. Feature maps are created as a result of these
processes. A CNN architecture can consist of many layers depending on the data size. Finally, the data is
classified in the fully connected layer, which has a classical artificial neural network structure. In CNN
architectures, the lower layers contain general features, while the upper layers obtain more specific features.
The CNN structure proposed in this study is shown in Figure 2.
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Figure 2. CNN structure proposed in this study
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In the study, 6 convolution layers were used in the CNN architecture. 5x5 filters were used in the first three
convolution layers, and 3x3 filters were used in the last three layers. A ReLu activation function and a pooling
layer were added after each convolution layer. 250 neuron inputs were used in the fully connected layer.
From the CNN architecture parameters, learning rate was set as 0.001, batch size as 2 and number of epochs
as 100. This study was performed on a computer with 12th Gen Intel(R) Core(TM) i5-1235U 1.30 GHz and
16 GB RAM capacity.

2.3. Long-short term memory architecture

The UKSB architecture is an CNN architecture. It is mostly used in processing one-dimensional data [28].
Its features have come to the fore in the field of language processing. It has been proposed to overcome the
shortcomings of continuous recurrent (RNN) networks. In the UKSB architecture, a previous state and input
information are kept in memory cells [29]. This memory combines the current and previous inputs. In this
way, it ensures the continuity of the data series. In the study, 4 3x3 filtered 2D LSTM convolution layers
were used. 40 feature maps were obtained in each layer. LSTM memory blocks are given Figure 3.

Te—1

ooy

Figure 3. LSTM memory blocks [30]

2.4. k-EN nearest neighbor algorithm

The K-NN classifier algorithm is widely used in classification problems[31]. It is an algorithm that can give
very good results even in noisy data. It is a supervised machine learning method. The K-NN classifier
algorithm compares a test data and calculates the distance metric k between the features of the test data and
the features of the closest classes. In this study, the k value is determined as 3. The K-nearest neighbor (KNN)
classification for sample data is given in Figure 4.

Figure 4. The K-nearest neighbor (KNN) classification for sample data [ 32]
2.5. Support vector machine
Support Vector Machine (SVM) is a supervised machine learning method [33]. It is a vector space-based
approach that identifies the decision boundary between two classes, aiming to maximize the margin between

the boundary and the nearest points in the training data [34]. Hyper plane structure of support vector machines
(SVM) is given Figure 5.
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Class-1
svm

Class-11

Figure 5. Hyper-plane structure of support vector machines (SVM) [35]
3. Results

In the study, 80% of the dataset was used for training and 20% for testing. Additionally, 10% of the training
data was set aside for validation. Three different classifiers were employed in the study. The training accuracy
and loss graphs for the convolutional neural network (CNN) architecture are shown in Figure 6.

Accuracy Loss
80000

Train b Train
validation "y FOOOO validation
] |

fl 60000
o8 J 50000
0.7 N 40000
06 J’\\AN— 4 30000
20000

05 {
4 10000

20 40 80 a0 100 o 20 40 80 a0 100

Figure 6. The training accuracy and loss graph of the convolutional neural network architecture

The classification accuracy obtained in the convolutional neural network is 97.50%. The classification
performance metrics obtained on a class basis are given in Table 2.

Table 2. Performance measurements obtained from CNN architecture

Class Precision Recall F1- Score
Voltage Leakage 1.00 0.92 0.96
Current Leakage 1.00 1.00 1.00
Voltage-Current Leakage 1.00 1.00 1.00
Non-Illegal 0.88 1.00 0.94
Average 0.97 0.98 0.975

Among the metrics obtained in the table 3, the precision metric of Voltage Leakage, Current Leakage and
Voltage-Current Leakage was found to be 1.00. The recall metric was obtained as 1.00 in the Current
Leakage, Voltage-Current Leakage and Non-Leakage classes. The F-1 score was found as 1.00 in the Current
Leakage and Voltage-Current Leakage classes. The study revealed an average brightness of 0.97% .The
confusion matrix obtained as a result of the classification is given in Table 3.

Table 3. Performance measurements obtained from CNN architecture

Actual Class Predicted Class

Voltage Leakage 24 0 0 0
Current Leakage 0 21 0 10
Voltage-Current Leakage 0 0 18 0
Non Leakage 2 0 0 15
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In the study, only 2 of the test data given to the CNN classifier were classified as VVoltage Free Leakage
class. The test data of all other classes were classified as error-free.

Table 4. Performance metrics obtained from the LSTM architecture.

Class Precision Recall F1- Score
Voltage Leakage 0.54 0.62 0.58
Current Leakage 0.63 0.61 0.62
Voltage-Current Leakage 0.77 0.69 0.73
Not Illegal 0.60 0.62 0.61
Average 0.635 0.635 0.635

As can be seen in the table 4, in the Voltage Leakage, Current Leakage, Voltage-Current Leakage and No
Leakage sensitivity metrics, the lowest value was obtained as 0.54 for Voltage Leakage, while the highest
value was obtained as 0.77 for Voltage-Current Leakage. In the recall metric, in the VVoltage Leakage, Current
Leakage, Voltage-Current Leakage and No Leakage classes, the lowest value was seen as 0.61 for Current
Leakage, while the highest value was seen as 0.69 for VVoltage-Current Leakage. When we look at the F-1
score values, in the Voltage Leakage, Current Leakage, Voltage-Current Leakage and No Leakage classes,
Voltage Leakage showed the lowest value with 0.58, while the highest value was obtained as 0.73 for
Voltage-Current Leakage. The study revealed an average brightness of 0.635%

Table 5. Confusion matrix obtained from LSTM architecture

Actual Class Predicted Class
Voltage Leakage 15 0 15 1
Current Leakage 0 17 0 10

Voltage-Current Leakage 8 0 27 0

Non Leakage 1 11 0 18

In the confusion matrix obtained in the LSTM classifier, 8 out of 24 VVoltage Leakage test data were classified
as Voltage-Current Leakage, while 1 was classified as Not Leakage. 11 out of 28 Current Leakage data were
classified as Not Leakage, 12 out of 29 Voltage-Current Leakage test data were classified as Voltage
Leakage, 10 out of 29 No Leakage test data were classified as Current Leakage, and 1 was classified as
Voltage Leakage.

In the study, in the classification made with k-NN classifier, the data was divided into 5 parts and one part at
a time was used as test data. In this way, 5 cross-validation (k-Fold) was performed. The classification
accuracy obtained from each cross-validation in the study is given in Table 5.

Table 6. K-Fold performance values of K-NN classifier

K-Fold-1 K-Fold-2 K-Fold-3 K-Fold-4 K-Fold-5
71.25 65 58.75 75 67.5
Average 67.5 |

When Table 6, is examined, it is seen that the highest success is Fold-4 and the lowest success is Fold-3. An
average of 67.5% classification accuracy was obtained in the study.

Table 7. K-Fold performance values of SVM classifier

K-Fold-1 K-Fold-2 K-Fold-3 K-Fold-4 K-Fold-5
67.5 55 62.5 0.6 66.25
Average 62.25

When the results given in Table 7, are examined, it is seen that the highest value is Fold-1 with 67.5% and
the lowest value is Fold-4 with 0.6%. As a result of the study, an average accuracy of 62.25% is observed.
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Table 8. Comparison of the classification accuracy of the classifiers used in the study.

Classifier Accuracy
CNN 97.50
K-NN 67.50
LSTM 64.17
SVM 62.25

Table 8, compares the classification accuracy performance of the classifiers used in the study. It was observed
that the highest classification accuracy was obtained from the CNN architecture, whereas the lowest
performance was obtained from the SVM classifier.

In deep learning architectures, no feature method was used. On the other hand, in classical methods, the
feature method was used. Therefore, in deep learning architectures, all of the data was given to the classifier
without any data loss. In classical methods, data loss occurs due to the features obtained. As a result, it can
be said that deep learning processes more data, whereas classical methods process less data. At the same
time, this is the reason for this performance difference.

In Table 9, the accuracy rates and other performance metrics of this study are compared with previous studies.
This table aims to reveal the performance of this study by comparing the results obtained with the results of
various studies in the literature.

Table 9. Comparison with studies in the literature

Study Method Success(%) Disadvantages
Celikpenge.[8] Classifications 68.6 The success of the study depends on the accuracy
made with and completeness of the data used. Data in
traditional methods electricity distribution networks may be incomplete
or incorrect, which will negatively affect the
accuracy of the model.
Jené-Vinuesa Algorithmic and 90 How the model works and why it makes certain
etal.[14] regression-based predictions may not be easily understood by users.
approaches This will create transparency and reliability issues.
Kara et al.[16] Algorithmic and 78.10-74.17 Although using gradient boosting decision trees to
regression-based detect illegal electricity usage with smart meter
approaches data, the data quality, risk of overfitting, and lack of
transparency of the model
Saeed et Algorithmic and 94.6 Boosted C5.0 algorithm requires more
al.[17] regression-based computational power. This can increase processing
approaches time when working with large datasets
Khan et Algorithmic and 98 Hybrid approaches are often more complex and can
al.[19] regression-based create additional challenges in data processing,
approaches model training, and integration
Saeed et Algorithmic and 93.1 can cause problems such as ensemble methods
al.[22] regression-based sometimes becoming too complex and overfitting
approaches the training dataset.
This study Deep learning based 97.50
approach

The results obtained in this study achieved a higher accuracy rate compared to the studies conducted by
Celikpenge [8], Jené-Vinuesa et al. [14], Kara et al. [16], and Saeed et al. [17, 22]. On the other hand, a
0.50% lower accuracy rate was obtained compared to the study by Khan et al. [19].

4. Conclusion

Electrical energy has an important place all over the world. Electrical energy, which has become
indispensable for modern life, is used in many areas such as health, transportation, industry, shelter (home),
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etc. It is important that electrical energy, which has an important position in economic development,
technology and production, is transmitted safely and healthily from its production to the final consumption
point. Many negative situations occur in this cycle from the production point to the consumption point. Non-
technical losses in distribution networks come to the forefront among these negativities. These losses have a
negative effect both in terms of cost and the operation of the systems that transfer electrical energy. Many
studies have been carried out in order to prevent these negativities. The cost of the studies carried out is also
important. Artificial intelligence, which has become indispensable in the field of technology recently,
provides serious gains in terms of both cost and labor in the face of such negative situations.

In this study, an artificial intelligence-based method based on the illegal electricity meter is proposed. A
dataset consisting of different types of illegal electricity was created. The data obtained from this dataset was
classified in different classifiers. The results obtained in this study show that different types of illegal
electricity can be detected using machine learning methods. Thanks to the use of such artificial intelligence-
based tools, electrical illegal electricity losses can be minimized. With this method, it is possible to obtain
healthy, uninterrupted and efficient energy. The advantage of this study over other studies is that it
automatically detects leaks from raw data. It has been observed that it gives good results in deep learning
architecture without any preprocessing on the data. If this Al-based method is integrated into real-world
systems, smart meters or real-time grid monitoring systems, it will make significant contributions to
reducing illegal electricity use and increasing grid reliability. The next study aims to use Siamese networks
to detect electrical leaks.
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