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This study introduces and analyzes a novel quadratic Lorenz-like attractor and demonstrates its application as a 
pseudo-random number generator (PRNG). A theoretical and numerical investigation of the system dynamics is 
conducted, including equilibrium point analysis, Jacobian eigenvalues, dissipativity, and Lyapunov exponents. 
The results indicate that the quadratic modification alters the system dynamics, producing stronger chaotic 
intensity than the classical Lorenz system. This is supported by larger positive Lyapunov exponents and a non-
integer Lyapunov dimension (≈2.40), which reflects a more complex attractor geometry. Numerical simulations, 
time series, phase projections, and bifurcation analysis further illustrate the rich nonlinear dynamics of the 
system. To validate its applicability, the chaotic sequences generated by the attractor were subjected to 
standard statistical evaluations, including the NIST SP800-22, Diehard, and ENT test suites. A dataset of 18 million 
samples was employed, significantly exceeding the minimum requirement for meaningful validation, and the 
results confirm that the proposed generator produces high-quality randomness. The importance of this work 
lies in demonstrating that the quadratic Lorenz-like attractor offers both strong chaotic intensity and relatively 
simple structure, making it a promising candidate for cryptographic applications, secure communications, and 
other domains requiring reliable pseudo-random number generation. 
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Introduction 
 

The creation of random numbers has become a 
necessary tool well beyond its statistical significance in 
simulations with the introduction of public-key 
cryptography by W. Diffie and M. Hellmann [1] and its 
most notable representation, the RSA-Algorithm [2, 3]. 
Since it is not particularly practical or readily available to 
generate "real" random numbers by the measurement of 
physical system features, such as ionization radiation 
using a Geiger-Mueller counter or white noise in a variety 
of physical systems. 

Therefore, the practical implementation of public-key 
cryptography-based encryption systems requires readily 
available and disposable pseudo-random number 
generators. Using chaotic systems is one way to obtain 
statistically uncorrelated pseudo-random numbers [4, 5, 
6, 7, 8, 9]. 

Recent advances continue to highlight the role of 
chaotic systems in pseudo-random number generation. 
For example, Lynnyk, Sakamoto, and Čelikovský [10] 
proposed GLS-based algorithms that exploit all three 
coordinates of the generalized Lorenz system, 
demonstrating strong statistical properties and resistance 
to brute-force attacks. Similarly, Cho and Miyano [11] 
developed a chaos-based stream cipher using an 
augmented Lorenz star network, with randomness 
validated by both NIST SP800-22 and TestU01 test suites. 
In another line of research, Ebrahimzadeh and Jampour 
[12] introduced a chaotic genetic algorithm that employs 

Lorenz-based pseudo-random sequences to overcome 
local convergence in optimization problems, achieving 
better efficiency than traditional genetic algorithms. 
Complementing these application-driven studies, 
Abdelhaleem, Abd-El-Hafiz, and Radwan [13] recently 
provided a comprehensive analysis of both chaotic and 
non-chaotic PRNG design scenarios, offering guidelines 
and confirming through extensive statistical testing that 
well-designed PRNGs can meet international 
cryptographic standards. Together, these works reinforce 
the importance of exploring new chaotic attractors for 
secure and efficient pseudo-random number generation, 
which serves as the motivation for the present study. 

Unlike previous studies that employed generalized 
Lorenz systems [10] or star networks of Lorenz oscillators 
[11], the present work introduces a quadratic Lorenz-like 
attractor with distinct nonlinear dynamics. The quadratic 
modification strengthens the chaotic intensity, as 
confirmed by Lyapunov exponents and fractional 
dimension, and enables the generation of pseudo-random 
sequences that successfully pass NIST, Diehard, and ENT 
tests. This demonstrates that a mathematically simple yet 
novel attractor can serve as a promising alternative for 
secure pseudo-random number generation. 

Mathematical models known as dynamic systems use 
equations of motion with sensitive beginning values to 
describe the temporal evolution of a system. Applications 
of dynamical systems may be found, for example, in 
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population dynamics in biology [14], chemical kinetics in 
chemistry [15, 16], and many fields of physics [17, 18, 19]. 
Mathematical economy and finance are two examples of 
topics outside of mathematics and the natural sciences 
where dynamic systems theory has been used [20, 21, 22]. 

With his pioneering work in 1890, Poincaré gave the 
field of dynamical systems a big start [23]. Afterwards, in 
the 1920s, the dynamics of complex analytic maps were 
presented by [24] and [25]. Studies like [26], [27, 28, 29], 
Cartwright and Littlewood [30] have their roots in physics, 
such as the astronomical three body issue. On the other 
hand, Stephan Smale provided a method that was solely 
driven by mathematics [31, 32]. Very basic differential 
equations can turn chaotic in some situations, according 
to E. N. Lorenz [18]. The system put out by Lorenz exhibits 
the wellknown two scroll butterfly structure in addition to 
an extremely sophisticated dynamical behavior. The 
Lorenz system's dynamic equations are provided as 

 
𝑑𝑥

𝑑𝑡
= 𝜎(𝑦 − 𝑥)         (1) 

𝑑𝑦

𝑑𝑡
= 𝑥(𝜌 − 𝑧) − 𝑦          (2) 

𝑑𝑧

𝑑𝑡
= 𝑥𝑦 − 𝛽𝑧        (3) 

 
where it is assumed that σ, ρ, and β are all positive 
parameters. Lorenz exemplified the chaotic behavior of 
the system with the constants σ = 10, β = 8/3, and ρ = 28. 
Another seminal work in the study of 3D dynamic systems 
is Rössler's investigation of "The equation for continuous 
chaos" [17]. Two unstable saddle-foci are a trait shared by 
the Burke Shaw system [33] and the Rossler attractor. 
Chen [34] and Lü and Chen [35] have postulated other 
chaotic systems that, while not topologically identical, 
have a basic structure similar to that of the Lorenz system. 
The transition between Lorenz and Chen attractors is 
discussed by Lü and Chen [35]. Another chaotic system 
with three fixed points one saddle and two stable fixed 
points was also presented by Yang and Chen. Similar to the 
Lorenz, Chen, and Yang-Chen systems, Yang et al. [36] and 
Pehlivan et al. [37] presented and analyzed chaotic 
systems having two distinct fixed points, or two stable 
node-foci. Numerous technical applications, including 
electrical circuits, have also included chaotic systems [38, 
39]. Different Non-Newtonian Calculi, such as fractional 
calculus, geometric multiplicative calculus, and 
bigeometric multiplicative calculus, have also been used 
to explain dynamic systems. In order to statistically 
investigate the chaotic behavior of the fractional order of 
the Lü system, Jun Guo Lü  converted the Lü system into 
fractional calculus [40]. 

 
In order to improve security, random number 

generators, or RNGs, are employed in information 
technology, especially in security related applications like 
cryptography. Several statistical tests are used to evaluate 

the generated data's unpredictability. A lengthy series of 
produced numbers must make up the tested experimental 
data. 

The statistical test suite SP 800-22 [41], which was 
most recently amended in April 2010 and initially released 
by the U.S. National Institute of Standards and Technology 
(NIST) in 2001, is the subject of this work. An n-bit 
sequence is the input for each of the 15 p-value based 
tests in the test suite. This work presents a novel chaotic 
attractor that is discovered by adding a quadratic 
component to the Lorenz system. Thorough numerical 
and theoretical examination indicates that the suggested 
system exhibits chaotic characteristics and possesses the 
characteristics of a two-scroll attractor, akin to the Lorenz 
attractor. It is well recognized that more chaos in the 
systems leads to more secure outcomes. In this way, the 
recently suggested approach is used to generate a random 
number generator, and the NIST statistical test suite is 
used to confirm that the generated RNGs are applicable. 

In Section 2, the modified quadratic Lorenz attractor is 
presented and its features are discussed and analyzed 
through theoretical and numerical determination of the 
equilibria points and Lyapunov exponents. The 
randomness of the RNGs and the generator created using 
the modified quadratic Lorenz attractor are examined in 
Section 3. The conclusion of this study provides an 
overview of the findings. 
 

Design of a new Chaotic System 
 

We will suggest and explain a novel chaotic system 
that follows the Lorenz attractor in the following. This is 
the suggested system: 

𝑑𝑥

𝑑𝑡
= 𝜎(𝑦𝑧 − 𝑥)    (4) 

𝑑𝑥

𝑑𝑡
= 𝜌𝑥 − 𝑥𝑧     (5) 

𝑑𝑧

𝑑𝑡
= (𝑥𝑦)2 − 𝛽𝑧    (6) 

 
 

where σ, ρ, and β are real parameters, and x, y, and z are 
state variables. Each equation in the newly proposed 
chaotic system differs in certain aspects from the original 
Lorenz system. A term by term comparison of equations 
(1)–(3) with equations (4)–(6) highlights these variations. 
In the original Lorenz system, equation (4) is nonlinear, 
whereas its counterpart, equation (1), in the proposed 
system is linear. Similarly, equations (2) and (5) are both 
nonlinear; however, the y-dependence present in 
equation (2) is absent in equation (5). The most significant 
distinction is observed when comparing equations (3) and 
(6): in equation (6), the term xy is squared, unlike the 
corresponding linear term in equation (3). 
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Table 1: Comparison of Original Lorenz System and Proposed Quadratic Lorenz-like System 

Equation Lorenz 
System 

Quadratic Lorenz-like 
System 

Key Difference 

(1) vs (4) ẋ = σ (y - x) ẋ = σ (yz - x) Linear in x for proposed system; original has y-x coupling 
(2) vs (5) ẏ = x(ρ - z)-y ẏ = (ρ - z)x Both nonlinear, but explicit y-dependence is removed 
(3) vs (6) ż = xy - βz ż = (xy)² - βz Quadratic modification: xy term is squared, increasing 

nonlinearity 
 

To highlight the structural differences between the 
classical Lorenz system and the proposed quadratic Lorenz-like 
system, a side by side comparison of their governing equations 
is provided in Table 1. While both systems share the same 
parameters (σ,ρ,β) and state variables (x,y,z) each equation in 
the quadratic variant introduces specific modifications. These 
differences, particularly the replacement of the xy-term with 
the (𝑥𝑦)2, result in enhanced nonlinearity and contribute to 
stronger chaotic behavior. 

 

System Description 
The proposed quadratic Lorenz-like system is obtained by 

modifying the structure of the classical Lorenz system through 
the introduction of nonlinear coupling and a quadratic term. 
The governing equations of the system are expressed as: 

 
𝑑𝑥

𝑑𝑡
= 𝜎(𝑦𝑧 − 𝑥)     

𝑑𝑦

𝑑𝑡
= 𝜌𝑥 − 𝑥𝑧     (7) 

𝑑𝑧

𝑑𝑡
= (𝑥𝑦)2 − 𝛽𝑧     

 

where σ, ρ, and β are real valued parameters, and x, y, and 
z are the system state variables. Each equation differs 
from the original Lorenz system, with the most notable 
modification being the quadratic term (𝑥𝑦)2 in the third 
equation, which introduces an additional degree of 
nonlinearity. 

This system exhibits cylindrical symmetry under the 
transformation (𝑥, 𝑦, 𝑧) → (−𝑥, −𝑦, 𝑧) a property that 
persists for all parameter values. The presence of 
quadratic nonlinearity enhances the chaotic intensity of 
the system while retaining a relatively simple 
mathematical form. This makes it well suited for 
applications such as pseudo-random number generation, 
where both unpredictability and computational efficiency 
are crucial. 

For varying values of β and fixed values σ = 12 and 𝛽 =
4, the proposed non-linear attractor (4)-(6) is solved for 
the initial values (1, 1, 1). As shown in figure 1, the chaotic 
behavior only appears for certain values of 𝜌. 
 
 

 

Figure 1: Simulation of the system when σ = 12, 𝛽 = 4and various 𝜌 parameter values 
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As the control parameter ρ is varied, the system 
exhibits a bifurcation sequence that marks the 
progression from near equilibrium dynamics to chaotic 
behavior. For low values of ρ (e.g., 2, 4, 5), the trajectories 
remain confined in the vicinity of the origin, producing 
minute oscillations that appear as highly compressed 
spirals in phase space. This reflects the presence of a 
stable equilibrium state, where the dynamics are 
dominated by damped oscillations rather than sustained 
motion. As ρ increases to intermediate values (6, 8, 10), 
the system undergoes a qualitative change: the 
oscillations grow in amplitude, giving rise to spiral funnels 
and increasingly dense attractor bands. In this regime, the 
trajectories no longer converge to a fixed point but 
instead explore an extended region of state space, 
indicative of the onset of chaotic dynamics. For higher 
values, such as 𝜌 = 15, the attractor undergoes further 
structural changes, evolving into a fully developed chaotic 
set characterized by overlapping sheets and layered 
structures in the x–z projection. The trajectories remain 
bounded yet non-periodic, and the darker regions 
correspond to areas of higher invariant measure where 
the system spends a significant proportion of time. Taken 
together, these results demonstrate a clear route to chaos 
through successive bifurcations, highlighting the 
transition from equilibrium states to oscillatory regimes 
and finally to chaotic attractors as ρ increases. 

 

System Analysis 
Equilibrium points 
The first step to analyze a chaotic system is to find the 

equilibrium points. It is well known that the system is in 
equilibrium, when x˙, y˙, z˙ vanish. Therefore, the 
equilibrium points of the proposed system (4)-(6) are 
given by the solution of the following set of equations with 
respect to x, y, z as following. 

𝜎(𝑦𝑧 − 𝑥) = 0 

𝜌𝑥 − 𝑥𝑧 = 0         (8) 

(𝑥𝑦)2 − 𝛽𝑧 = 0 

Thus, the solution of the system (8) with respect to x, 
y, z gives the equilibrium points as: 

𝑂 = (0,0,0) 

𝐸+ = ( √𝛽𝜌34
, √

𝛽

𝜌

4

, 𝜌) 

𝐸− = (−√𝛽𝜌34
, −√

𝛽

𝜌

4

, 𝜌) 

For the chosen parameters β = 4, σ = 12 and ρ = 8, the 
numerical values of the equilibrium points yield to 

 
𝑂 = (0,0,0)         (9) 

𝐸+ = (6.73,0.84,8)                  (10) 
   

𝐸− = (−6.73, −0.84,8)       (11) 

Stability 
For the decision of the stability of the proposed 

system, the eigenvalues of the Jacobian have to be 
analyzed. The Jacobian for this system (4)-(6) can be easily 
obtained as 

 

𝐽 = [

𝜕𝑥𝑥̇ 𝜕𝑦𝑥̇ 𝜕𝑧𝑥̇

𝜕𝑥𝑦̇ 𝜕𝑦𝑦̇ 𝜕𝑧𝑦̇

𝜕𝑥𝑧̇ 𝜕𝑦𝑧̇ 𝜕𝑧𝑧̇

] = [

−𝜎 𝜎𝑧 𝜎𝑦
𝜌 − 𝑧 0 −𝑥

2𝑥𝑦2 2𝑥2𝑦 −𝛽
]            (12) 

 
The general closed form expressions for the 

eigenvalues of the Jacobian matrix (12) are very long and 
complicated. As we are only interested in the numerical 
values of the eigenvalues at the equilibrium points (9)-(11) 
for the given parameters β = 4, σ = 12 and ρ = 8, the 
eigenvalues are stated in table 2: 

 
Table 2: Eigenvalues of the Jacobian at the equilibrium 

points 
Equilibrium 
Point 

λ1 λ2 λ3 

        O −12 −4 0 

 
𝐸+ 

2.65 + 23.87i 2.65 −23.87i −21.3 

𝐸− 2.65 + 23.87i 2.65 −23.87i −21.3 

 
At the origin O, the eigenvalues are λ1=−12, λ2=−4 and 

λ3=0. Since two eigenvalues are negative and one is zero, 
the origin represents a non-hyperbolic equilibrium point 
and is therefore unstable. 

For the equilibria 𝐸+and 𝐸−, the eigenvalues are 
identical due to the quadratic symmetry of the system. In 
both cases, λ1 and λ2  are complex conjugates with positive 
real parts, while λ3 is a negative real number. The 
presence of eigenvalues with positive real parts confirms 
that both 𝐸+and 𝐸− are unstable equilibrium points [42] 

 

Bifurcation Analysis 
Bifurcation analysis is an important tool for 

understanding the qualitative changes in the dynamics of 
nonlinear systems as parameters vary. In chaotic systems, 
small variations in control parameters can lead to 
dramatic changes in system behavior, such as transitions 
from stable fixed points to periodic oscillations and 
eventually to chaotic attractors. To investigate the 
influence of system parameters on the proposed 
quadratic Lorenz-like system, we performed a bifurcation 
study by varying the parameter ρ while keeping σ=12 and 
β=4 fixed. 
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Figure 2: Bifurcation diagram for σ=12, β=4 and varying  ρ 

 
Figure 2 presents the bifurcation diagram of the system, 

where the long term values of the state variable x are plotted 
as a function of ρ. To eliminate transient effects, the initial 
portion of each trajectory was discarded, and only the 
asymptotic states were recorded. This allows the bifurcation 
structure of the system to be clearly observed. 

The bifurcation diagram in Figure 2 illustrates several 
distinct dynamical regimes: 

• Stable region at small 𝜌: For values of ρ close to 
zero, the system settles to equilibrium, with x→0. This 
indicates that the system is stable and non-chaotic in this 
range. 

• Onset of instability (𝜌 ≈ 4 − 6): As ρ increases, 
small oscillations and fluctuations in x emerge. This 
corresponds to the loss of stability of the equilibrium 
state and the onset of periodic oscillations. 

• Transition to complex dynamics (𝜌 > 6): Beyond 
this threshold, the diagram shows increasingly dense 
bands of x-values, characteristic of period doubling 
bifurcations leading to chaos. The state variable oscillates 
irregularly over a wide range, reflecting the system’s 
entry into chaotic regimes. 

• Fully developed chaos (𝜌 ≳ 10): For larger values 
of ρ, the diagram becomes a filled region where x spans 
a broad continuous interval. This indicates fully 
developed chaotic behavior, where the trajectory is 
highly sensitive to initial conditions and explores a wide 
range of states. 
Overall, the bifurcation diagram confirms that the 

quadratic Lorenz-like system exhibits the hallmarks of 
nonlinear chaotic dynamics, including equilibrium stability loss, 
transition through oscillatory states, and fully developed chaos 
as ρ increases. Such parameter dependent transitions are 
critical in evaluating the system’s potential for pseudo-random 
number generation, since chaos is directly linked to 
unpredictability and complexity in the output sequences. 

 

Symmetry and Dissipativity 
The system defined by equations (4)–(6) possesses 

cylindrical symmetry, meaning it remains invariant under 
the coordinate transformation (x,y,z)→(−x,−y,z) and this 
property holds for all values of the system parameters. 

To examine the dissipativity of the system (4)–(6), we 
first define the corresponding vector field F as: 

 
𝐹  (𝑥̇, 𝑦̇, 𝑧̇)𝑇        (13) 

with (𝑥̇, 𝑦̇, 𝑧̇)  from (4)-(6). Then we get for the volume 
change rate 

 
𝛬 =  𝑑𝑖𝑣 𝑭 =  −(𝜎 +  𝛽).     (14) 
 

where β = 4, σ = 12 and ρ = 8,  the volume change rate 
becomes 𝛬 =  −(12 +  4)  = −16. As 𝛬 <  0, the 
system is identified as dissipative [10] and the volume 
contracts exponentially as: 

 
𝑉 (𝑡)  =  𝑉0𝑒𝛬𝑡  =  𝑉0𝑒−16𝑡     (15) 
 
From (14), it can be seen that a volume element 𝑉0 is 

contracted by the flow into a volume element 𝑉0𝑒−16𝑡 at 
the time t. 

 

Lyapunov Exponent and Fractional Dimension 
Lyapunov exponents generally refer to the average 

exponential rates of divergence or convergence of nearby 
trajectories in the phase space. The important part is that 
if there is at least one positive Lyapunov exponent, the 
system can be defined to be chaotic. According to the 
detailed numerical and theoretical analysis, the Lyapunov 
exponents are found to be 𝑙1 = 5.4162, 𝑙2 = 2.1912, and 𝑙3 
= −19.2269. The Lyapunov dimension, introduced by 
Kaplan and Yorke [44], is considered as measure for the 
chaotic behaviour of the attractor.  
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If we are dealing with a chaotic deterministic system, 
the Lyapunov dimension is generally non-integer. In order 
to calculate the Lyapunov dimension in the Kaplan-Yorke 
framework, first we have to make sure that the Lyapunov 
exponents are indexed in decreasing order, i.e. 

 
l1 ≥ l2 ≥ l3, 

which has already been done in our case. First we have to 
determine the index j such that 

 

∑ 𝑙𝑖 > 0, 𝑎𝑛𝑑 ∑ 𝑙𝑖
𝑗+1
𝑖=1 < 0

𝑗
𝑖=1   

Obviously, the index j = 2. Then the conjecture is that 
the dimension of the attractor is 

 

𝐷𝐿 = 𝑗 +
∑ 𝑙𝑖

𝑗
𝑖=1

|𝑙𝑗+1|
= 2.3957       (16) 

 
Since the Lyapunov dimension is in the range 2 <  𝐷𝐿  <

 3, the result is consistent with the findings in [45]. Equation 
(15) means that the system (4)-(6) is a dissipative system, and 
the Lyapunov dimensions of the system are fractional. Having 
a strange attractor and positive Lyapunov exponent, it is 
obvious that the system is a 3D chaotic system. 

 

 

Figure 3: Plot of Lyapunov exponents 

 
Figure 3 shows that the three Lyapunov exponents 

(𝜆1, 𝜆2, 𝜆3) of the proposed system stabilize after an initial 
transient. One exponent remains positive, one is 
approximately zero, and the third is negative. This 
configuration demonstrates sensitivity to initial 
conditions, dissipativity, and the existence of a strange 
attractor, confirming that the system exhibits 3D chaotic 
behavior with a fractional Lyapunov dimension. 

Numerical Simulations 
Time series analysis of the system (4)-(6) yielded the 

individual plots of x(t), y(t), z(t) as shown in Figure 4. For 
the solutions of the system the Runge-Kutta method was 
employed. 

 

 

Figure 4: Waveforms of x(t), y(t), z(t) respectively 

 
The time domain waveforms of the system states 

x(t),y(t),z(t) are shown in Fig. 4. Each state exhibits 
irregular, non-repetitive oscillations that are 

characteristic of chaotic dynamics. The waveform of x(t) 
demonstrates large fluctuations around zero with no 
observable periodicity, while y(t) shows similarly irregular 
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oscillations with varying amplitude. The waveform of z(t) 
differs slightly in that it remains strictly positive and 
oscillates with strong irregular bursts. Together, these 
time series confirm the non-periodic and unpredictable 

nature of the quadratic Lorenz-like system, which is 
essential for pseudo-random number generation. 

The projections of the system (4)-(6), on the various 
axes are given in Figure 5. 

 

 

Figure 5: Projection of System (4-6) on the xy-plane, xz-plane and yz-plane respectively 

 
The two-dimensional projections of the trajectories 

onto the x–y, x–z, and y–z planes are shown in Fig. 5. Each 
projection displays a densely filled region rather than 
closed periodic orbits, highlighting the sensitive 
dependence on initial conditions and the system’s 
aperiodic behavior. The x–y projection exhibits a two-
scroll-like pattern, while the x–z and y–z projections 
illustrate the nonlinear stretching and folding mechanism 
that underpins chaotic attractors. These geometric 
structures reinforce the evidence from the time series 
that the proposed system generates complex and 
unpredictable dynamics. 

 

Random Number Generator 
 
The theory of nonlinear dynamical systems, which is 

the subfield of chaos theory emphasizes the importance 
in the field of randomness. Random number generation is 
an application of nonlinear dynamical systems. The 
chaotic behavior of the system determines the 
randomness and security of the generated random 
numbers. 

After integrating the chaotic system numerically, the 
trajectories (x(t),y(t),z(t)) obtained from the solution were 
used as the basis for random number generation. An initial 
transient portion of the solution was discarded to 
eliminate settling effects, and the remaining data were 
sampled at fixed intervals with a decimation step to 
reduce short-term correlations. The sampled values were 
then converted into integers by scaling and normalizing 
their fractional parts. Finally, a mixing procedure based on 
bitwise operations, such as XOR and bit rotations, was 
applied to combine the contributions of x, y, and z. This 
post-processing step strengthens the statistical quality of 
the output, producing 32-bit random numbers suitable for 
evaluation with standard randomness test suites. 

The importance of pseudo-random number 
generation in cryptographic systems is underscored by 

several NIST recommendations. The NIST SP800-22 test 
suite [47] provides widely adopted statistical procedures 
to evaluate the quality of random and pseudo-random 
sequences, serving as an essential first step in assessing 
cryptographic suitability. Complementing this, NIST 
SP800-90B [48] specifies design principles and validation 
tests for entropy sources, recommending a minimum of 
1,000,000 samples to ensure meaningful statistical 
evaluation. Together with SP800-90A, which defines 
deterministic random bit generators, and SP800-90C, 
which describes how entropy sources and deterministic 
mechanisms can be combined, SP800-90B establishes a 
framework for robust random bit generation. 
Furthermore, NIST SP800-133 [49] highlights the central 
role of high quality randomness in cryptographic key 
generation, emphasizing that the unpredictability of keys 
is as critical as the strength of the algorithms themselves. 

Several statistical tests can be used to evaluate the 
quality and applicability of pseudo-random number 
generators. In this study, we employed three well known 
test suites: the NIST Special Publication 800-22 suite 
provided by the National Institute of Standards and 
Technology (NIST) [41], the Diehard test [46], and the ENT 
test [50], with the corresponding results presented in 
Tables 2–5. The NIST suite includes 15 individual statistical 
tests. For the evaluation of the proposed generator, a 
dataset of 18,000,000 bytes was produced. In this context, 
each byte was treated as one output sample, resulting in 
a total of 18 million samples. According to the 
recommendations of NIST SP800-90B, a minimum of 
1,000,000 samples is required for meaningful statistical 
assessment. Since the dataset used here significantly 
exceeds this threshold, the results obtained from the 
NIST, Diehard, and ENT test suites can be regarded as both 
reliable and representative. This extensive sample size 
therefore provides a strong basis for confirming the 
statistical characteristics and randomness suitability of 
the proposed generator. 
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Table 3: Results Of the NIST Test suite 

 
Table 4: ENT Test Results 

 
Table 5: Results relevant to  NIST-Test suite 

 
 
 
 
 

Statistical Test p-values Proportion Of Passing Blocks 

Frequency 0.173432 0.9862 
Block Frequency 0.401509 0.78 
Linear Complexity 0.148094 0.9833 
Runs 0.092585 0.9833 
FFT 0.183506 0.9862 
ApEn 0.098189 0.9667 
Serial 0.706149 0.9833 
Cumulative-Sum 0.182801 0.9333 
Logest Run 0.11511 0.9333 
Rank 0.232760 0.9999 
Universal 0.6 0.87837 
Overlapping Templates 0.106242 0.9500 
Non Overlapping Templates 0.257242 0.9833 

Test Name Value Result 

Entropy 14.287712 Pass 
Chi-square Statistic 14.774000 Pass 
Chi-square p-value 0.097334 Pass 
Mean 0.503333 Pass 
Standard Deviation 0.289699 Pass 
Serial Correlation -0.002353 Pass 
Monte Carlo Pi Estimate 3.102000 Pass 

Statistical Test X p-values Result 

Random Excursion X=-4 0.171169 SUCCESS 
 X=-3 0.240286 SUCCESS 
 X=-2 0.649849 SUCCESS 
 X=-1 0.555839 SUCCESS 
 X=1 0.568787 SUCCESS 
 X=2 0.214818 SUCCESS 
 X=3 0.186411 SUCCESS 
 X=4 0.813536 SUCCESS 
Random Excursion Variant X=-9 0.797607 SUCCESS 
 X=-8 0.815871 SUCCESS 
 X=-7 0.869827 SUCCESS 
 X=-6 0.807393 SUCCESS 
 X=-5 0.975191 SUCCESS 
 X=-4 0.943776 SUCCESS 
 X=-3 0.540579 SUCCESS 
 X=-2 0.332268 SUCCESS 
 X=-1 0.950406 SUCCESS 
 X=1 0.237307 SUCCESS 
 X=2 0.222115 SUCCESS 
 X=3 0.152003 SUCCESS 
 X=4 0.295507 SUCCESS 
 X=5 0.520417 SUCCESS 
 X=6 0.606057 SUCCESS 
 X=7 0.762743 SUCCESS 
 X=8 0.772531 SUCCESS 
 X=9 0.780189 SUCCESS 
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Table 6: Diehard Test Results 

 
The statistical quality of the proposed chaotic random 

number generator was evaluated using the NIST SP 800-
22 test suite, the ENT package, and the Diehard battery of 
tests. As summarized in Table 3 and Table 5, the 
sequences successfully passed all NIST tests, with p-values 
distributed within the acceptable interval [0.01,0.99] and 
proportions of passing blocks consistently above the 
minimum thresholds. Although a few tests, such as Block-
Frequency (0.78) and Universal (0.8737), exhibited slightly 
lower proportions, these values remain within the 
permissible range, confirming that the generated 
sequences do not display detectable bias. The ENT results 
(Table 4) further support this conclusion, showing near 
ideal statistical properties with an entropy value of 
14.2877 (very close to the theoretical maximum of 14.28 
for 8-bit data), a mean of 0.5033 (ideal 0.5), and a 
standard deviation of 0.2896 (expected 0.2887). The 
negligible serial correlation coefficient (−0.0023) 
demonstrates the independence of successive values, 
while the Monte Carlo estimation of π (3.1020) closely 
approximates the expected value of 3.1416. Finally, the 
results of the Diehard tests (Table 6) confirm the 
robustness of the generator, with all subtests passed and 
p-values distributed uniformly, thereby validating both 
short and long range randomness. Taken together, these 
results demonstrate that the proposed method reliably 
produces unbiased, statistically random sequences, 

supporting its suitability for cryptographic and stochastic 
applications. 

 

Conclusion 
 
In this study, a new quadratic Lorenz-like attractor was 

proposed and comprehensively analyzed as a foundation 
for pseudo-random number generation. A full dynamical 
investigation, including equilibrium analysis, Jacobian 
eigenvalues, bifurcation analysis, Lyapunov exponents, 
and fractional dimension, confirmed that the system 
possesses rich nonlinear dynamics and strong chaotic 
intensity induced by the quadratic coupling term. 
Numerical simulations, phase portraits, and bifurcation 
diagrams further demonstrated the transition from 
equilibrium states to oscillatory regimes and eventually to 
chaos as control parameters varied, thereby validating the 
system’s suitability as a robust chaotic source. 

Building on this foundation, pseudo-random 
sequences were extracted from the system and subjected 
to rigorous statistical validation using the NIST SP 800-22, 
Diehard, and ENT test suites. With a dataset of 18,000,000 
bytes well above the minimum requirements specified by 
NIST SP 800-90B the proposed generator consistently 
passed all tests, achieving high entropy, uniform 
distribution, negligible correlation, and reliable long and 
short range randomness. These results confirm that the 
quadratic Lorenz-like attractor is not only mathematically 

Test Name p-value Result 

Diehard Birthdays 0.8569 Passed 
Diehard Operm5 0.6597 Passed 
Diehard Rank 32x32 0.4244 Passed 
Diehard Rank 6x8 0.2376 Passed 
Diehard Bitstream 0.9582 Passed 
Diehard OPSO 0.9989 Weak 
Diehard OQSO 0.6666 Passed 
Diehard DNA 0.6596 Passed 
Diehard Count 1s (stream) 0.3742 Passed 
Diehard Count 1s (byte) 0.7106 Passed 
Diehard Parking Lot 0.1530 Passed 
Diehard 2D Sphere 0.4162 Passed 
Diehard 3D Sphere 0.8110 Passed 
Diehard Squeeze 0.5153 Passed 
Diehard Sums 0.6208 Passed 
Diehard Runs 0.9314 Passed 
Diehard Runs (2nd) 0.5144 Passed 
Diehard Craps 0.3592 Passed 
Diehard Craps (2nd) 0.2310 Passed 
Marsaglia Tsang GCD (1st) 0.1093 Passed 
Marsaglia Tsang GCD (2nd) 0.7032 Passed 
STS Monobit 0.4720 Passed 
STS Runs 0.7791 Passed 
STS Serial (30 tests) 0.1054 - 0.9907 All Passed 
RGB Bitdist (10 tests) 0.0076 - 0.9295 All Passed 
RGB Minimum Distance (4 tests) 0.3063 - 0.9787 All Passed 
RGB Permutations (4 tests) 0.1502 - 0.9043 All Passed 
RGB Lagged Sum (20 tests) 0.0254 - 0.9869 All Passed 



Cumhuriyet Sci. J., 46(4) (2025) 891-901 

900 

novel but also practically effective as a chaos based 
pseudo-random number generator suitable for 
cryptographic applications. 

Overall, the research presented here demonstrates 
both the theoretical richness and the practical utility of 
the proposed system. By combining rigorous system 
analysis with statistical validation, this work establishes a 
strong foundation for future exploration of chaos driven 
security mechanisms. In particular, hardware 
implementation, benchmarking against alternative 
PRNGs, and deployment in real world secure 
communication frameworks will form important 
directions for extending the applicability of the proposed 
chaotic generator. 
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