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Introduction: Wearable health devices have transformed personal health management by providing real-time monitoring 
and personalized care. However, the vast amounts of sensitive data collected by these devices pose significant privacy 

risks, particularly in compliance with the General Data Protection Regulation (GDPR). The GDPR enforces strict 

requirements around consent, data minimization, and the right to be forgotten. Ensuring GDPR compliance is a major 
challenge for developers and manufacturers of wearable health devices. 

Methods: This study employs a systematic review to analyze current literature on GDPR compliance challenges in 

wearable health devices. Data were extracted from peer-reviewed studies, industry reports, and legal analyses published 
between 2010 and 2024. Key themes were identified through thematic analysis, focusing on consent management, data 

minimization, encryption, and privacy-by-design strategies.  

Results: The review found that security breaches and informed consent are the most significant challenges in ensuring 
GDPR compliance. Many wearable devices collect excessive amounts of data, conflicting with GDPR's data 

minimization principle. Privacy-by-design and encryption were identified as critical solutions, though these approaches 

introduce trade-offs in device functionality and user experience. 
Conclusion: Addressing GDPR compliance in wearable health devices requires a balance between robust data protection 

and usability. Solutions like privacy-by-design and encryption are essential but require careful implementation to avoid 

performance impacts. Future efforts should focus on improving user consent management and developing more efficient 
data governance frameworks. 
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Giriş: Giyilebilir sağlık cihazları, gerçek zamanlı izleme ve kişiselleştirilmiş bakım sağlayarak kişisel sağlık yönetimini 

dönüştürmüştür. Bununla birlikte, bu cihazlar tarafından toplanan büyük miktarda hassas veri, özellikle Genel Veri 
Koruma Tüzüğü (GDPR) ile uyumluluk açısından önemli gizlilik riskleri oluşturmaktadır. GDPR rıza, veri 

minimizasyonu ve unutulma hakkı ile ilgili katı gereklilikler getirmektedir. GDPR uyumluluğunu sağlamak, giyilebilir 

sağlık cihazları geliştiricileri ve üreticileri için büyük bir zorluktur.   
Yöntem: Bu makale, giyilebilir sağlık cihazlarında GDPR uyumluluk zorluklarına ilişkin mevcut literatürü analiz etmek 

için sistematik bir inceleme kullanmaktadır. Veriler 2010 ve 2024 yılları arasında yayınlanan hakemli çalışmalardan, 

endüstri raporlarından ve yasal analizlerden elde edilmiştir. Tematik analiz yoluyla rıza yönetimi, veri minimizasyonu, 
şifreleme gizlilik odaklı tasarım stratejilerine odaklanan kilit temalar belirlenmiştir.  

Bulgular: İnceleme, güvenlik ihlalleri ve bilgilendirilmiş onayın GDPR uyumluluğunun sağlanmasında en önemli 

zorluklar olduğunu ortaya koymuştur. Birçok giyilebilir cihaz, GDPR'nin veri minimizasyonu ilkesiyle çelişen aşırı 
miktarda veri toplamaktadır. Gizlilik odaklı tasarım ve şifreleme kritik çözümler olarak tanımlanmıştır, ancak bu 

yaklaşımlar cihaz işlevselliği ve kullanıcı deneyiminde ödünleşimlere yol açmaktadır. 
Sonuç: Giyilebilir sağlık cihazlarında GDPR uyumluluğunun ele alınması, sağlam veri koruması ve kullanılabilirlik 

arasında bir denge gerektirir. Gizlilik odaklı tasarım ve şifreleme gibi çözümler çok önemlidir ancak performans 

etkilerinden kaçınmak için dikkatli bir uygulama gerektirir. Gelecekteki çabalar, kullanıcı onayı yönetimini iyileştirmeye 
ve daha verimli veri yönetişimi çerçeveleri geliştirmeye odaklanmalıdır. 

Anahtar Kelimeler:  GDPR uyumluluğu, Giyilebilir sağlık cihazları, Veri gizliliği, Rıza yönetimi  
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1. Introduction 

Wearable health devices have significantly transformed personal 

health monitoring and management over the past decade. From 

basic fitness trackers to sophisticated medical sensors, these 

devices empower individuals to monitor vital signs and other 

health indicators in real-time, facilitating proactive health 

management and timely medical interventions (Kazanskiy, 

Khonina and Butt, 2024). The global market for wearable health 

devices has seen rapid expansion, driven by increasing consumer 

demand for personalized healthcare solutions and the growing 

prevalence of chronic diseases that benefit from continuous 

monitoring (Hein, Vrijens and Hiligsmann, 2020). These 

developments are part of the broader trend toward digital health, 

where technology plays a pivotal role in healthcare delivery, 

patient engagement, and chronic disease management (Abernethy 

et al., 2022).  

However, the widespread adoption of these devices has raised 

significant concerns regarding data privacy and security, 

particularly in light of the stringent requirements imposed by the 

General Data Protection Regulation (GDPR), enacted by the 

European Union in 2018. GDPR sets a high standard for the 

protection of personal data, especially sensitive health data, by 

enforcing strict regulations such as explicit consent, data 

minimization, purpose limitation, and the right to erasure 

(Tikkinen-Piri, Rohunen and Markkula, 2018). For developers and 

manufacturers of wearable health devices, ensuring compliance 

with GDPR presents a complex challenge, as it requires a delicate 

balance between robust data security and user-friendly 

functionalities (Thapa and Camtepe, 2021). 

Wearable health devices collect and process large amounts of 

personal data, including sensitive health information such as heart 

rate, blood pressure, glucose levels, and sleep patterns. 

Furthermore, obtaining explicit, informed consent for the 

collection and use of such data remains a challenge, as the 

complexities of data processing are not always easily 

communicated to users (Solove, 2013). 

The GDPR principle of data minimization, which requires that 

only the necessary amount of personal data be collected and 

processed, creates practical challenges for the design and 

functionality of wearable devices (Tene and Polonetsky, 2011; 

Nissenbaum, 2011). Many wearable devices are designed to 

collect comprehensive health data to offer detailed insights, yet 

this often conflicts with GDPR’s strict data minimization  

 

requirements (Tankard, 2016). In addition, the ―right to be 

forgotten‖ presents another significant challenge for 

manufacturers, requiring robust data management systems that can 

securely and completely erase personal data upon request (Wright 

and De Hert, 2012). 

This study aims to explore the complexities of GDPR compliance 

in the context of wearable health devices, focusing on the critical 

challenges faced by developers, manufacturers, and users. It will 

also propose potential solutions to address these challenges, 

including encryption techniques, improved anonymization 

methods, and user-centric consent management platforms. By 

examining existing literature and emerging trends, this study seeks 

to provide actionable insights to promote a privacy-centric 

innovation culture within the wearable health device sector while 

ensuring compliance with GDPR. 

Wearable health devices, ranging from fitness trackers to 

advanced medical sensors, have become integral to personal 

health monitoring and management (Sætnan, Schneider and 

Green, 2018). These devices offer real-time tracking of health 

metrics such as heart rate, glucose levels, and sleep patterns, 

empowering users to take proactive control over their health. As 

the adoption of these technologies grows, so do concerns about the 

privacy and security of the vast amounts of sensitive personal 

health data they collect (Stewart, 2019; Syu et al., 2023). 

In 2018, the European Union enacted the General Data Protection 

Regulation (GDPR), a comprehensive framework designed to 

protect personal data, including sensitive health information. 

GDPR imposes strict requirements, such as explicit user consent, 

data minimization, and the right to erasure, all aimed at 

safeguarding individual privacy. Despite these regulations, 

ensuring compliance in the context of wearable health devices 

poses unique challenges, as continuous data collection and real-

time processing make it difficult to align with GDPR principles. 

Developers and manufacturers of wearable health devices must 

navigate the complexities of GDPR compliance while maintaining 

device functionality and user-friendly features. This background 

highlights the growing importance of developing robust solutions 

to protect personal health data and ensure regulatory adherence 

(Sokolova, 2021). 
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2. Methods 

2.1. Research Design 

This study employs a systematic review methodology to explore 

the challenges and solutions related to GDPR compliance and 

privacy protection in wearable health devices. A systematic 

review is an effective approach for synthesizing findings from 

existing research, providing a comprehensive and structured 

overview of the subject matter. This methodology allows for the 

identification of trends, gaps, and areas of consensus or 

divergence within the literature. By examining the latest studies, 

this review aims to present a thorough understanding of GDPR’s 

impact on wearable health devices and propose actionable 

solutions to address the identified challenges. 

2.2. Research Questions 

The systematic review is guided by the following research 

questions: 

1. What are the primary challenges faced by developers and 

manufacturers of wearable health devices in achieving GDPR 

compliance? 

2. What solutions have been proposed or implemented to 

address these challenges? 

3. How effective are these solutions in ensuring data privacy 

and security while maintaining the functionality of the 

devices? 

2.3. Inclusion and Exclusion Criteria 

To ensure the relevance and quality of the included studies, the 

following criteria were applied: 

2.3.1. Inclusion criteria: 

 Peer-reviewed journal articles, conference papers, and 

authoritative industry reports. 

 Studies that focus on GDPR compliance, privacy protection, 

and wearable health devices. 

 Research published between 2010 and 2024 to capture 

relevant developments in GDPR and wearable technology. 

 Articles written in English. 

2.3.2. Exclusion criteria: 

 Non-peer-reviewed articles, editorials, opinion pieces, and 

news articles. 

 Studies that do not specifically address wearable health 

devices or GDPR compliance. 

 Research published before 2010 unless it is particularly 

relevant to foundational GDPR issues. 

2.4. Search Strategy 

The literature search was conducted across several electronic 

databases to ensure comprehensive coverage of the topic. The 

following databases were used: 

PubMed: Focused on healthcare and wearable technology studies. 

IEEE Xplore: Captured research on the technological aspects of 

wearable devices and data security. 

Google Scholar: Broader scope to include grey literature and 

additional relevant articles. 

The search terms and Boolean operators used include: 

 ―GDPR‖ and ―wearable health devices‖ 

 ―data privacy‖ and ―wearable technology‖ 

 ―data protection‖ and ―smartwatches‖ 

 ―compliance‖ and ―fitness trackers‖ and ―health data‖ 

The search was refined by filtering for publication date (2010-

2024) and language (English). Additionally, reference lists of 

selected studies were manually reviewed to identify any further 

relevant articles. 

2.5. Data Extraction 

Data from the selected studies were extracted using a standardized 

data extraction form. The following information was collected 

from each study: 

 Authors and year of publication: To track the timeline and 

key contributors to the field. 

 Study type: Qualitative, quantitative, mixed-methods study, 

systematic reviews and meta-analyses, case studies, or 

technical papers 

 Research focus: Specific challenges or solutions related to 

GDPR compliance. 

 Key findings: Main outcomes of the study, especially 

regarding privacy protection strategies. 

 Implications for practice: How findings can be applied in the 

development or regulation of wearable health devices. 

2.6. Data Analysis 

The extracted data were synthesized using a thematic analysis 

approach, facilitated by the use of NVivo software. NVivo 

provides advanced tools for coding, organizing, and analyzing 

qualitative data, enabling researchers to identify patterns and 
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themes more systematically. Through this process, common 

themes, challenges, and solutions related to GDPR compliance 

and wearable devices were identified. Specifically, NVivo was 

used to import and manage qualitative data from the selected 

studies, allowing for the efficient coding of text segments into 

categories. The software's query and visualization tools, such as 

word frequency analyses and thematic mapping, were leveraged to 

ensure a comprehensive and structured interpretation of the data. 

This systematic approach enhanced the reliability and depth of the 

thematic analysis, providing valuable insights into the challenges 

of ensuring GDPR compliance within the context of wearable 

technologies. 

The identified themes were grouped into the following categories, 

corresponding to the research questions: 

 Challenges in GDPR Compliance: Issues such as consent 

management, data minimization, and the right to be 

forgotten. 

 Proposed solutions: Strategies including privacy-by-design, 

encryption, and pseudonymization. 

 Effectiveness of solutions: Evaluation of the success of these 

strategies in ensuring privacy and regulatory compliance. 

2.7. Quality Assessment 

The quality of the included studies was assessed using the Critical 

Appraisal Skills Programme (CASP) checklist, which evaluates 

the methodological rigor of qualitative and quantitative research. 

The checklist was used to assess the clarity of research questions, 

appropriateness of the methodology, and robustness of the 

findings. Only studies that met the quality criteria were included 

in the final synthesis, while studies with significant 

methodological flaws were excluded to ensure the reliability of the 

review's conclusions. 

2.8. Limitations 

This systematic review has several limitations: 

 Language bias: The review includes only studies published in 

English, potentially excluding relevant research in other 

languages. 

 Timeframe: The review covers studies published between 

2010 and 2024, potentially missing earlier foundational work 

or very recent research that has not yet been published. 

 Publication bias: The reliance on electronic databases may 

lead to a publication bias, as studies with negative or non-

significant results are less likely to be published. 

2.9. Ethical Considerations 

As this study involved a review of existing literature and did not 

involve primary data collection, no formal ethical approval was 

required. However, ethical considerations were maintained by 

ensuring an accurate representation of the findings and proper 

attribution to all original sources. 

3. Results 

The results of this systematic review provide insights into the key 

challenges and solutions related to GDPR compliance in wearable 

health devices. A thematic analysis was conducted, revealing that 

the most critical challenges include consent management, data 

minimization, security breaches, and ensuring the right to be 

forgotten. These challenges, though widely acknowledged, require 

technical solutions like encryption, pseudonymization, and 

privacy-by-design to enhance compliance. The effectiveness of 

these solutions varies, with encryption and privacy-by-design 

showing the most promise, although they come with trade-offs 

such as increased costs and reduced device functionality. 

Additionally, the literature highlights the need for user-friendly 

consent management and improved data governance. Overall, the 

findings suggest that while technological advancements can 

address many GDPR issues, a balance between data protection and 

usability is crucial for the successful deployment of wearable 

health technologies. 

3.1. GDPR Compliance Challenges 

The most prominent themes in GDPR compliance challenges were 

security breaches, consent management, data minimization, the 

right to be forgotten, and cross-border data transfer.  

Table 1. GDPR Compliance Challenges 

Challenge Proportion 

Security Breaches %30 

Consent Management %24 

Data Minimization  %21 

Right to Be Forgotten %15 

Cross-border Data Transfers %10 

3.1.1. Consent management  

Managing informed consent is a significant issue, especially in the 

context of wearable health devices that continuously collect and 

process sensitive personal data. GDPR mandates that consent must 

be informed, specific, and explicit (Voigt and Von dem Bussche, 

2017). However, research has shown that many users struggle to 

understand the complexities of data collection, processing, and 

sharing practices (Solove, 2013; Tikkinen-Piri et al., 2018). 
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Inadequate consent management, where users are not fully 

informed about how their data will be used, can lead to non-

compliance with GDPR, resulting in fines and breaches of privacy 

(Wright and De Hert, 2012; Hoofnagle, Van Der Sloot and 

Borgesius, 2019). A lack of transparency in the terms and 

conditions of wearable health devices further exacerbates this 

problem, as many consent forms are long and difficult to interpret 

(Goddard, 2017). To address this, user-centric consent 

management platforms and simpler privacy notices are 

recommended to improve transparency and user engagement 

(Tankard, 2016; Paul and Irvine,  2014).  

3.1.2. Data minimization 

Data minimization is a core GDPR principle that presents a 

significant challenge for wearable health devices. The regulation 

requires that organizations collect only the minimal amount of 

data necessary for a specific purpose (Voigt and Von dem 

Bussche, 2017). However, many wearable devices, particularly in 

the healthcare sector, collect excessive amounts of data, often 

beyond what is necessary for their function (Granata et al., 2022; 

Roehrs et al., 2017). For example, devices tracking heart rate or 

glucose levels might also collect location data, activity levels, and 

even sleep patterns, much of which is unnecessary for the intended 

medical use (Galvin and DeMuro, 2020; Wright & De Hert, 

2012). This is especially problematic as many wearable devices 

are designed to continuously collect data, making strict adherence 

to the principle of data minimization difficult. To mitigate this, 

researchers have suggested that developers implement privacy-by-

design principles to limit unnecessary data collection from the 

outset (Cavoukian, 2010; Granata et al., 2022) and regularly audit 

the data collected to ensure it remains within the necessary scope 

(Tikkinen-Piri et al., 2018).  

3.1.3. Security breaches 

Security breaches pose a critical threat to GDPR compliance, 

particularly in the realm of wearable health devices, which handle 

large amounts of sensitive personal data. GDPR mandates that 

appropriate security measures must be implemented to protect data 

from unauthorized access, accidental loss, or theft (Voigt and Von 

dem Bussche, 2017; Goddard, 2017). However, many wearable 

devices lack robust encryption and other security measures, 

leaving them vulnerable to breaches (Galvin and DeMuro, 2016; 

Doherty, 2014). Researchers argue that end-to-end encryption and 

regular security audits are critical to reducing the risk of security 

breaches (Hein, Vrijens and Hiligsmann, 2020; Solove, 2013; 

Fernández-Alemán et al., 2013). Moreover, organizations must 

adopt secure communication protocols, such as multi-factor 

authentication (Tikkinen-Piri et al., 2018; Wang et al., 2018).  

3.1.4. Right to be forgotten 

The right to be forgotten is a GDPR provision that allows 

individuals to request the deletion of their personal data, but 

ensuring the full deletion of user data from wearable devices 

presents a technical challenge (Wright and De Hert, 2019; Voigt 

and Von dem Bussche, 2017; European Union, 2016). Wearable 

devices often synchronize data with cloud storage or external 

databases, complicating the process of complete data erasure, 

especially when backups and redundant systems are involved 

(Goddard, 2017; Tikkinen-Piri et al., 2018). Ensuring compliance 

with the right to be forgotten is further challenged by the fact that 

health-related data may be embedded in larger datasets, making it 

difficult to isolate and delete specific user data (Granata et al., 

2022; Narayanan and Shmatikov, 2010). Moreover, companies 

often store user data in multiple locations across global servers, 

making data deletion logistically complex (Hein, Vrijens and 

Hiligsmann, 2020; Solove, 2013). Effective solutions include 

improving data retention policies and implementing automatic 

data erasure tools that ensure all copies of data are securely 

deleted from both primary and backup systems (Roehrs et al., 

2017; Voigt and Von dem Bussche, 2017). 

3.1.5. Cross-border data transfers 

Cross-border data transfers pose significant challenges for GDPR 

compliance, particularly as wearable health devices often operate 

on cloud-based infrastructure spread across multiple jurisdictions. 

GDPR restricts the transfer of personal data outside the European 

Economic Area (EEA) unless adequate protections are in place 

(Tikkinen-Piri et al., 2018; Goddard, 2017). Ensuring that data 

transferred across borders is protected by GDPR-level standards is 

particularly difficult given the varying privacy regulations across 

countries (Wright and De Hert, 2012; Covington and Carskadden, 

2013). For example, the invalidation of the EU-U.S. Privacy 

Shield has left many companies in legal limbo, as existing 

mechanisms like Standard Contractual Clauses (SCCs) are 

complex to implement and enforce (Voigt and Von Dem Bussche, 

2017; Tikkinen-Piri et al., 2018). Smaller wearable device 

companies often lack the resources to navigate these legal 

requirements, further complicating cross-border compliance 

(Granata et al., 2022). Researchers suggest that robust data 

protection strategies, such as using encryption for all data transfers 
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and limiting the storage of data in regions with weaker 

protections, can mitigate risks (Narayanan and Shmatikov, 2010; 

Wang et al., 2018). Additionally, binding corporate rules (BCRs) 

can be implemented to ensure that international transfers comply 

with GDPR standards (Hein, Vrijens and Hiligsmann, 2020; 

Tikkinen-Piri et al., 2018). 

3.2. Technical solutions 

Several technical solutions were proposed across the reviewed 

studies to address these GDPR challenges, with a focus on 

encryption, pseudonymization, and privacy-by-design. The 

Technical Solutions Comparison Table provides a detailed 

comparison of these solutions, outlining their strengths and 

weaknesses. 

Table 2. Technical Solutions Comparison Table 

Technical Solution Strengths Weaknesses 

End-to-End 

Encryption 

High level of data 

protection during 

transmission and storage. 

Increases processing 

time and may reduce 

device performance. 

Pseudonymization Helps in anonymizing 

personal data, reducing 

privacy risks. 

Potential for re-

identification in 

large datasets. 

Privacy-By-Design Builds privacy 

considerations directly 

into the design phase. 

Can limit 

functionality and 

increase 

development costs. 

Multi-Factor 

Authentication 

Provides an additional 

layer of security for user 

access. 

Can be cumbersome 

for users, leading to 

poor adoption. 

Blockchain 

Technology 

Enhances transparency 

and immutability of 

transactions. 

Still emerging and 

can be 

computationally 

intensive. 

3.2.1. End-to-end encryption 

End-to-end encryption was found to be one of the most effective 

methods for securing sensitive health data during both 

transmission and storage. Studies such as those by Ioannidou and 

Sklavos (2021) and Wang et al. (2018) demonstrate that 

encryption significantly reduces the risk of unauthorized access 

and data breaches. However, the primary drawback is that 

encryption increases processing time and can negatively affect the 

performance of wearable devices, especially those requiring real-

time data processing. This can create challenges in ensuring both 

security and usability in health monitoring applications. 

3.2.2. Pseudonymization 

Pseudonymization is another critical tool for GDPR compliance, 

as it helps in anonymizing personal data and reducing privacy 

risks. This method allows for the separation of identifiers from 

personal data, making it more difficult to re-identify individuals in 

large datasets (Narayanan and Shmatikov, 2010). Despite its 

advantages, pseudonymization is not foolproof; the potential for 

re-identification remains a concern, particularly in datasets that 

include indirect identifiers or when combined with external data 

sources. 

3.2.3. Privacy-by-design 

Privacy-by-design is a proactive approach that integrates privacy 

considerations into the development phase of wearable devices 

(Cavoukian, 2010; Martínez-Pérez, De La Torre-Díez and López-

Coronado, 2015). This strategy is highly effective in ensuring that 

devices comply with GDPR from the outset by minimizing data 

collection and embedding robust security features. However, 

implementing privacy-by-design principles can increase 

development costs and limit the functionality of devices, as it 

often requires careful balancing between privacy features and 

performance capabilities (Wright and De Hert, 2012). 

3.2.4. Multi-factor authentication 

Multi-factor authentication (MFA) provides an additional layer of 

security by requiring users to verify their identity through multiple 

authentication factors. This method strengthens data protection 

and helps prevent unauthorized access, especially in health 

devices that collect highly sensitive data (Tikkinen-Piri et al., 

2018). However, MFA can be cumbersome for users, leading to 

poor adoption and reduced user satisfaction. Ensuring ease of use 

while maintaining security is a key challenge with this approach. 

3.2.5. Blockchain technology 

Blockchain technology has emerged as a promising solution for 

enhancing transparency and the immutability of transactions in 

wearable health devices (Kuner, 2020; Baldini et al, 2018). 

Blockchain’s decentralized structure ensures that once data is 

recorded, it cannot be altered, providing a secure and transparent 

mechanism for data sharing. Despite these advantages, blockchain 

technology is still emerging and can be computationally intensive, 

which may hinder its widespread adoption in wearable devices 

that require lightweight, efficient processing (Granata et al., 2022; 

Butpheng, Yeh & Xiong, 2020). 

4. Future Research 

Future research should explore several key areas to enhance 

GDPR compliance in wearable health devices, particularly in 

sensitive health contexts. One critical area is remote health 

monitoring, where wearable devices are used to track real-time 
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data for chronic conditions like diabetes or cardiovascular 

diseases. Ensuring secure data transmission and compliance with 

GDPR, especially in telemedicine, is a priority. Moreover, Future 

research should focus on addressing the ethical and regulatory 

challenges associated with mental health wearables, particularly 

those designed to monitor mood, stress levels, and sleep patterns. 

Specifically, studies should explore innovative methods to ensure 

informed consent is both comprehensive and user-friendly, 

especially for individuals with a limited understanding of data 

privacy. Furthermore, research should investigate advanced 

techniques for data minimization, such as federated learning or 

differential privacy, to enhance user confidentiality without 

compromising device functionality or insights. 

For wearables tailored to elderly care, future work should 

emphasize designing user interfaces and device functionalities that 

cater to senior users with limited technical literacy. This includes 

studying the effectiveness of simplified user interfaces, voice-

controlled functionalities, and real-time caregiver notifications. In 

parallel, research should evaluate the efficacy of customized 

privacy frameworks and consent models that account for the 

cognitive and physical limitations often encountered by older 

adults. 

Finally, in the context of wearable devices used in clinical trials, 

research should prioritize developing standardized protocols to 

ensure compliance with GDPR and other global data protection 

regulations. This includes creating dynamic consent mechanisms 

that allow participants to manage their data permissions over time 

and examining the feasibility of anonymized or pseudonymized 

data sharing to facilitate health research. Such studies should also 

assess the potential of wearable technologies to improve the 

accuracy, timeliness, and scalability of data collection in clinical 

settings. Collectively, these research areas will contribute to 

advancing privacy-centric and user-friendly wearable health 

technologies that align with ethical and regulatory standards while 

fostering innovation in healthcare and clinical research. 

5. Conclusion 

The findings of this review highlight both the opportunities and 

challenges associated with GDPR compliance in wearable health 

devices. As these devices increasingly become part of everyday 

health management, ensuring the protection of sensitive personal 

data is more crucial than ever. The technical solutions analyzed—

such as end-to-end encryption, pseudonymization, privacy-by-

design, multi-factor authentication, and blockchain technology—

are key in addressing the core GDPR principles of data security, 

minimization, and user consent. However, each of these solutions 

comes with significant trade-offs that must be carefully managed. 

End-to-end encryption provides a robust security mechanism but 

can negatively impact device performance. This is particularly 

problematic in health wearables that rely on real-time data 

processing, such as glucose monitors and heart rate trackers. Thus, 

future innovations in encryption should focus on improving 

processing efficiency without compromising security. 

Pseudonymization, though effective in reducing privacy risks, still 

carries the risk of re-identification, especially when combined 

with external data. This suggests a need for continuous refinement 

of anonymization techniques and more rigorous data governance 

to ensure that datasets remain de-identified in practice, not just 

theory. 

Privacy-by-design presents an essential framework for ensuring 

that wearable devices are compliant with GDPR from the ground 

up. However, the increased costs and potential limitations in 

device functionality must be balanced carefully. Incorporating 

privacy features early in the design process can reduce long-term 

compliance costs, but manufacturers must also consider how these 

features impact user experience and device usability. 

Multi-factor authentication (MFA) has been highlighted as a 

valuable tool in protecting user access to sensitive health data. 

However, its complexity can deter users from engaging with the 

technology, particularly when ease of use is a key selling point for 

many wearable devices. To ensure widespread adoption, future 

MFA solutions should focus on providing seamless and intuitive 

user experiences while maintaining the highest level of security. 

Blockchain technology shows significant promise for improving 

transparency and the integrity of data transactions, especially in 

cross-border data transfers, which are a major GDPR concern. 

Yet, the computational intensity of blockchain makes it difficult to 

implement in devices that prioritize low energy consumption and 

lightweight processing. More research is needed to explore ways 

of integrating blockchain technology efficiently into wearable 

devices. 

Furthermore, the right to be forgotten and cross-border data 

transfers remain particularly challenging to implement, given the 

global nature of data storage and the reliance of many wearable 

devices on cloud infrastructures. Organizations must improve their 

data retention policies and deletion mechanisms, ensuring that 

user data is fully erased from all servers, including backups, when 
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requested. Similarly, ensuring GDPR compliance in cross-border 

data transfers requires stricter adherence to standard contractual 

clauses, and more advanced encryption techniques to secure data 

as it moves between jurisdictions. 

In light of these challenges, a multi-layered approach is 

recommended. A combination of privacy-by-design, robust 

encryption, secure authentication, and effective anonymization 

techniques is necessary to create a holistic data protection 

framework. Additionally, improving user awareness and 

simplifying consent processes will be crucial to ensure that 

individuals can make informed decisions about how their data is 

used and shared. 

The review also underscores the need for ongoing monitoring and 

audits to ensure that wearable health devices remain compliant 

with evolving GDPR standards. As privacy regulations continue to 

develop and the capabilities of wearable technology expand, 

manufacturers and developers must stay proactive in their 

approach to data protection. Failure to address these challenges 

not only exposes organizations to legal risks but also undermines 

user trust, which is essential for the continued adoption of 

wearable health devices. 

In conclusion, while significant progress has been made in 

developing solutions to enhance GDPR compliance, there remains 

considerable work to be done. Moving forward, manufacturers 

must focus on creating more efficient, user-friendly, and secure 

systems that protect sensitive health data without compromising 

the functionality of wearable devices.  
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