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Avrupa Birligi’nin onciiliik ettigi diizenlemeler, hizmet saglayicilara kullaniciy1 gerezler hakkinda bilgilendirme
ve kullanicinin agik rizasini alma sorumlulugunu yiiklemektedir. Bu nedenle web siteleri, bilgi/riza bildirimlerini
kullanicilari bilgilendirmek ve izin istemek igin kullanirlar.

Bu ¢alismanin birincil kaygisi, bilgi/riza bildirimlerinin ve dolayisiyla yasalarin kullanicilar iizerindeki etkisini
incelemektir. Mevcut ¢alisma, konuyla ilgili literatiir 1s18inda su sorulart sormaktadir: Kullanicilarin bilgi/riza
formlar1 hakkindaki bilgi ve algilart nelerdir, bu formlara nasil tepki verirler ve rizalarini etkileyen faktorler
nelerdir? Daha 6nceki caligmalar daha ¢ok AB bolgesi ve ABD'ye odaklanirken, bu ¢alisma Tirkiye'ye odaklanir.
Tiirkiye'deki kullanici davraniglarini anlamak igin 56 katilimer ile ¢evrimigi bir anket yapilmistir. Calisma,
bilgi/riza bildirimlerinin, kullanicilarin gizlilikle ilgili kararlarinda optimal karar vermeyi desteklemedigi
sonucuna varmaistir.

Anahtar Kelimeler: Cerezler, gizlilik, GDPR, KVKK, bilgi/riza bildirimleri

User’s Perception And Reactions To Information/Consent Notices In
Tirkiye

ABSTRACT

The regulations led by the European Union impose the responsibility of informing the user about the cookies and
obtaining the explicit consent of the user. For this reason, they use information/consent notices on their websites
to inform users and ask for consent.

The primary concern of this study is to examine the effect of information/consent notices and, therefore, laws on
users. The current study asks the following questions in the light of literature related to the subject: What are the
users' knowledge and perceptions about the information/consent forms, how do they react to these forms, and what
are the factors that affect their consent to these forms. While previous studies mostly focused on the EU region
and the US, this study focuses on Tiirkiye. In order to understand user behaviour in Tiirkiye, an online survey was
conducted with 56 participants. The study concluded that information/consent notices do not support optimal
decision-making in users' privacy-related decisions.
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1-INTRODUCTION

Privacy in the virtual world has become a hot topic for both practical applications and academic research,
with the dramatic spread of internet users around the world. In recent years, it has enacted privacy laws
all over the world to protect personal privacy against 'big data’. The European Union GDPR (General
Data Protection Regulation) pioneered these legal regulations. Tiirkiye, which is in the European Union
membership process, has put into effect the PDPL (Personal Data Protection Law) on April 7, 2016,
based on the EU's pre-GDPR directive (95/38/EC). Arrangements are similar to each other in terms of
the rules they set and their goal is basically to inform and support the user so that they can take rational
steps in their decisions regarding their data. Under the transparency principle, service providers must
obtain user consent to collect and use personal data. Websites commonly use cookies to collect
information and regulations require service providers to supply 'clear and understandable’ information
about cookies to users. Thus, 'informed and freely given' consent can be obtained from the user. In this
context, it can be questioned whether the law obligations literately authorise the user and help protect
their online privacy.

Many studies in the past mention that the measures to protect personal data are ineffective and
insufficient. While most studies reveal the prevalence of misunderstanding and lack of knowledge about
the mechanisms that inform and enable users to make rational decisions (Kulyk et al., 2021; McDonald
& Cranor, 2010), some other studies argue that online tracking is inevitable regardless of user
awareness.(Abrardi et al., 2021; Sanchez-Rola et al., 2019; Utz et al., 2019) However, user information
and consent forms produced by exploiting the vulnerabilities of the law easily direct the user to give
consent through methods such as highlighting and nudging. (Machuletz & Bohme, 2020; Nouwens et
al., 2020; Utz et al., 2019) Besides, factors such as self-efficiency, specific features of the website, risk
perception can also be effective in disclosing personal data. (Boerman et al., 2018; Kulyk et al., 2018;
Milne et al., 2009)

It is crucial to state that different studies have given different names to the pop-ups appearing to inform
or obtain consent from users: Consent management platforms (Nouwens et al., 2020), consent
notices(Utz et al., 2019), cookie consent notices(Abrardi et al., 2021), cookie disclaimer(Kulyk et al.,
2018, 2021). After examining the pop-ups encountered on the most frequently visited websites, it was
seen that some designs used were only informative, while others had both informative and user consent
functions. For this reason, this study calls these pop-ups ‘Information/Consent Notices' (ICN).

This study assesses the effectiveness of legal measures by investigating the impact on users of
information and consent forms, which are required by law and are frequently encountered while
browsing the net. Above all, the study focuses on Tiirkiye. There are almost no studies on the
effectiveness of the Personal Data Protection Law (PDPL), although it has been 5 years since the
implementation. To test PDPL's ability to put website users in a better position in terms of online privacy,
it poses the following research questions:

1-What is the user's knowledge and perception about the ICNs (Information/Consent Notices)?
2-How do users react to the ICNs?
3-What factors are effective in user's decisions about the ICNs?

To find the answers to these questions, I conducted an online survey with 56 participants. The survey
was evaluated using both guantitative and qualitative methods. It was concluded that ICNSs, the legal
method for protecting personal data, fall far short of the goal of ensuring privacy. Participants are
disturbed by the forms they encounter constantly, as well as they avoid interacting with them, ignore
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them, or react indiscriminately. They are also quite reluctant to get information provided by the forms.
Although users see these forms frequently, they have inadequate and misleading information about their
function and purpose. After all, factors such as the service genre provided by the website, the
dependability of the website, the content of the messages may all play a role in deciding to disclose
individual data.

2-BACKGROUND and LITERATURE REVIEW
Technical Background
Cookies

Web browser programmer Lou Montulli coined the term "cookie" and Netscape Communications use
cookies in 1994 to ensure reliable use of the shopping site.(Montulli, 2000) "Cookies are small data
structures sent from a Web server to your browser and saved on your hard drive in a text file. They are
nothing more than a string of characters (letters and numbers) that store certain pieces of information
about you." (Peters & Sikorski, 1997 p.1486)

The operation of cookies is not complicated. During website visits, various personal information of users
is saved on the user's computer through browsers such as Google Chrome Microsoft Edge. The web
server recalls these identifying information stored on the user's computer during the same website visit.
Thus, information is not requested repeatedly for each visit. (Castelluccia & Narayanan, 2012) Web
servers can remember the user's movements and information during past visits, thanks to the cookies.
They are also used to determine the advertising target audiences of the companies and to generate
accurate post traffic besides the main purpose of providing stateful navigation.

Using cookies provides many advantages and disadvantages. When a user visits a website for the first
time, visual elements such as photos and pictures, as well as website preferences such as language, are
stored in the computer memory. When the user returns to the same website, existing records save time
by allowing them to skip filling out forms. (Peng & Cisna, 2000) It also offers an "individualised" market
for website owners.(Lyon, 2006) It seems to be helpful for the server but at the same time, it is a source
of concern for the user. While cookies improve the user's browsing experience, they also increase the
privacy problem. What makes cookies dangerous in terms of privacy is not the information stored on
users' computers, but how and for what purpose the personal information made accessible through
cookies will be used by various institutions and organisations. (Edenberg & Jones, 2020 p.89-90)

Types of cookies can lead to different consequences in terms of online privacy. We can classify cookies
according to their source as first-party and third-party cookies.(Castelluccia & Narayanan, 2012 p.3;
Skouma & Léonard, 2015 p.41) First-party cookies are created by the website the user visits. They
establish a direct relationship between the web server and the user. (OneTrust, 2020) They can be
controlled, and their function is more specific. On the other hand, web servers can also allow cookies
created by third parties for their websites. Banner advertisements on some web pages are displayed
through third-party cookies. The user's web page browsing history is tracked, and the most relevant
advertising content is presented to the user. Third-party cookies introduce new parties into the
relationship between the user and the web provider, making it more complex and difficult to manage.
(Article 29 Data Protection Working Party, 2013; Skouma & Léonard, 2015)

Another classification according to their storage time is "temporary cookies™ (session cookies) and
"persistent cookies" (Kulyk et al., 2018). Temporary cookies store user information only while the
website is open and are automatically deleted while the website is closed. Short-term recordings, such
as the products in the shopping cart, pose less risk to user privacy. (Kulyk et al., 2018) On the other
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hand, persistent cookies are not deleted even if the web browser is closed; the user needs to go to extra
lengths to remove them. Long-term repositories can be used to access the user's preferences, interests,
identity information, and friends. (Borgesius et al., 2015; 1CO, 2021) They can be used for behavioural
targeting or personal advertising. According to W3Techs, 23.1 per cent of all websites use persistent
cookies, including well-known names like Google, YouTube, Facebook, Yahoo and cookies are used
by 41.9% of all websites.(W3Techs,2021)

Grouping ICNs

Websites, as required by law, add ICNs to the screen to provide information about the cookies and to
obtain permission to use them. Although the laws specify the features that consent notices must include,
they do not identify a uniform design. Thus, websites already have a broad range of ICN designs. To
determine the most commonly used ICN designs in Tiirkiye, I examined the pop-ups that provide
information about cookies and ask for explicit consent. | visited the top 50 most visited websites in
Tiirkiye according to Alexa.com rating, one by one and took the screenshots of the pop-ups.(Alexa,
2021) Then, I have classified them based on the options they presented to the user. Table 1 shows the
classified groups, definitions, and examples.

Table 1

Groups of information/consent notices (ICNs) from Tiirkiye's 50 most popular websites (according to
Alexa.com rating)

Groups Definitions-Examples
Only These pop-ups inform the website uses various cookies and provides a link
informatio | with detailed information about cookies. It does not include an option to request
n consent. It has only a cross in the top corner to close the pop-up or just the close button.
14 of the 50 websites use this design. For example, 'Hepsiburada.com' has such a
design:
Cerez Kullanimi
Sitemizde sunulan 6zelliklerin ve sitenin igleyisi icin bazi gerezlerin kullaniimas! teknik olarak zorunludur. Diger bazi gerezler de sitemizi geligtirmek ve bizim
tarafimizdan veya yetkili hizmet sadlayicilanmiz tarafindan size ilgi alaniniza gore reklamlann sunulmasi amaciyla kullanimaktadir.
Detayl bilgi icin Gizlilik Politikasi ve Cerez Politikasini inceleyebilirsiniz.
Single- These pop-ups inform the website that uses various cookies and provides a link with
option detailed information about cookies. It provides a single option- 'accept'. 4 of the 50

websites use this design. For example, ‘trthaber.com' has such a design:

Sitemizde bulundugunuz siirece size daha iyi hizmet verebilmek, size uygun icerik ve reklam
gosterebilmek ve site trafigimizi inceleyip kullanicilarimizin nereden geldigini daha iyi anlayabilmek
adina cerezlerinizi kullanmaktayiz. Bu konuda daha fazla bilgi almak ve istediginiz zaman ayarlarinizi
degistirebilmek icin Cerez Politikasi sayfamizi inceleyebilirsiniz. is Ortaklan listemize buradan

ulasabilirsiniz.

Kullanim Amaclani Kabul Ediyorum

Two- These pop-ups inform the website uses various cookies and generally provides

option a link with detailed information about cookies. It provides a double option- 'accept' and
'manage’. 25 of the 50 websites use this design. For example, ‘google.com’ has such a
design:
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Three- These pop-ups inform the website uses various cookies and generally provides
option a link with detailed information about cookies. It provides a triple-option- 'accept’,

'reject’ and 'manage’. 3 of the 50 websites use this design. For example, 'netflix.com'
has such a design:

Nt ve giinetaraflann kullnan Gerezler ve benzeri teknolojler bz web stesi
segilerinizi kabul edebilr, reddedebilr veya kisselletrebirsinz. Aynca her sayfan
fatla bilgl edinin,

Secimlerim kiiselegtr

evrimirekiam gzelletrmek cin anali etmek i kullandsiniz tarame faalyeBer hakionda toplamak bilglere bu web stesinde. Onaymaz gerektij
stadiinz zaman degistrebiirsinz Neff, Djal Rekdameilk Htifak elerinidestekder Cerealeri ve bigilei kullanimimiz haklanda d

Why Does the Usage of Cookies Require User Consent?

Cookies collect, store, and facilitate the reuse of personal data from internet users. Given this
functionality, obtaining explicit consent from individuals whose data is stored and used is critical for
safeguarding their privacy and security. Cookies can collect a variety of data, including demographic
information and browsing patterns, which can subsequently be used to improve user experience, give
tailored content, and target advertising. However, there are serious questions about how and by whom
this information may be used when such personal data is stored and used. Unauthorized sharing or
misuse of data collected through cookies poses risksto user privacy and could result in potential security
breaches. Cookies also make it possible totrack users' preferences and surfing histories, which enables
the development of comprehensiveuser profiles. These profiles can be used for sensitive purposes like
financial forecasting or behavioural analysis, in addition to targeted advertising. (Jayakumar, 2021)
Consequently, usersmay experience a vulnerability in privacy, as organizations or companies amass
extensive knowledge about individuals' online behaviors without their explicit consent. This emphasises
how crucial consent is to guaranteeing that information gathered via cookies is handled sensiblyand in
accordance with the law and ethical norms. This situation has led to the necessity of protecting users'
data privacy rights (Edenberg & Jones, 2020)

Without strong privacy protections, people are exposed to data misuse, which can lead to discrimination,
identity theft, and other negative outcomes. As a result, there is growing agreement among academics
and policymakers that legal frameworks need to change in order to guarantee users' rights to data privacy
in a world that is becoming more linked. (Edenberg &Jones, 2020)
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The European Union (EU) and other countries implemented laws like the GDPR (General DataProtection
Regulation) and KVKK (Personal Data Protection Law) to ensure that individuals' personal data is
collected, processed, and stored in a transparent and secure manner. These ruleswere created to safeguard
users' right to privacy, stop data abuse, and make sure businesses getusers' express consent before
collecting or using their data. In an increasingly interconnected digital world, the regulations seek to
address growing concerns about identity theft, data breaches, spying, and the misuse of personal
information.

Legal Background

Tiirkiye has made various regulations for protecting personal data as a requirement of becoming a
member of the European Union. The EU has regulations on protecting online privacy, which keep very
wide geography within its sphere of influence, including Tirkiye. This study includes EU legislation as
well because Turkish laws are based on EU laws and fall within the scope of them. Parts of laws
regarding cookies will be explained in the context of the scope of this work.

The EU Regulations

There are two basic regulations of the EU regarding cookies. The first is GDPR (General Data Protection
Regulation), which replaces Directive 95/46/EC, and the second is Directive 2009/136/EC, also known
as the "Cookie Law" (Meyers, 2018; Trevisan et al., 2019), which is complementary to GDPR.

EU council and

GDPR Parliament
predecessor adopt the new Expected
Directive Data implementation
ePrivacy 95/46/EC is Protection of ePrivacy
Directive adopted Regulation Regulation
2002 2014 2016 2020/21

1995 2012 2015 2018

GDPR First GDPR EU Council, GDPR is
predecessor proposal Parliament and implemented,
Directive Commission Nno consensus
95/46/EC reach an on ePrivacy
is adopted agreement reached

on the first
draft

Figure 1: The History of general data protection regulations Source:(European Data Protection
Supervisor, n.d.)

GDPR (General Data Protection Regulation)

The European Commission aimed to enhance control over one's data, raise awareness, ensure informed
and free consent while creating the GDPR.(Strycharz et al., 2020).Responsibility for the consequences
of online behaviour has been left to the user who is aware of rights and has a high level of knowledge.
(Human et al., 2020; Strycharz et al., 2020) It has been claimed that it bypasses the bureaucracy and
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creates an effect similar to the Copernican Revolution. (The Copernican Revolution refers to the concept
of the "cognitive powers of the individual™.)(Kuner, 2012) According to Kuner, GDPR is based on
individual empowerment. The obligation of web pages to obtain “consent” from the user to process
personal data increases users' awareness of online privacy and gives them active tasks.

Directive 95/46/EC, the EU's first legal regulation on protecting personal data, was published on 24
October 1995 and remained in force until GDPR (2016). The European Union Commission published a
recommendation for comprehensive changes in the Directive on January 25, 2012, due to the increasing
importance of protecting personal data with technological developments and the differences in current
regulations (Albrecht, 2016), the GDPR draft was accepted by the EU Parliament in 2014 and came into
force on 25 May 2018. (European Commission, 2018)GDPR is fully binding for all member states and
will apply the rules uniformly.

GDPR has a broad range of implementation. It applies to all web page owners who wish to process the
data of the population staying in EU countries. "Regardless of whether the processing takes place in the
Union or not", the data operator or organization is within the scope of GDPR. (GDPR Article 3) For
example, a real or legal person residing in Tiirkiye must comply with both GDPR and legal regulations
in Tirkiye if they use the data of individuals residing in EU countries.

GDPR defines various concepts in Article 4. First, it defines 'personal data' as "any information relating
to an identified or identifiable natural person.” (Article 4/1) Recital 30 acknowledges that website
cookies make a person identifiable.(Recital No:30) Although cookies are the most common tracking
method, the Directive on data protection also covers other techniques that store and access information
available on a web user's terminal device. (Recital No:24-25, Giakoumopoulos et al., 2018)

Another important definition is "consent”. GDPR's consent definition is more focused on user intent and
is more elaborate than Directive 95/46/EC's. According to Article 4/11, the characteristics of "consent"
are as follows: freely given, specific, informed and unambiguous indication of the data subject's wishes
by a statement or by a clear affirmative action.

Furthermore, user consent is required for the websites to process personal data following the law. Article
6/1 expresses this requirement: "The data subject has given consent to the processing of his or her
personal data for one or more specific purposes.” There are also various exceptions, such as the
fulfilment of a task in the public interest or the protection of the vital interests of the data subject. (Article
6/1)

Websites that will process personal data should follow a set of rules when requesting user consent
according to GDPR. ‘The request for consent shall be presented in a manner which is clearly
distinguishable from the other matters, in an intelligible and easily accessible form, using clear and plain
language’ (Article 7/2):

According to Article 29 Working Group, the information to be delivered to the user should be on the
first page when the user first logs into the site in a clear, comprehensive and visible way. Users should
have access to information about all cookies used for different purposes. It is also expected to inform
about the storage period of cookies and how preferences for cookies can be changed. (Article 29 Data
Protection Working Party, 2013)
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E-Privacy Directive

E-Privacy Directive particulates and supplements the GDPR. (Article 1/2). E-Privacy Directive
(2002/58/EC) contains legal regulations regarding cookies since 2002. It was amended in 2009
(Directive 2009/136/EC) and came into force in 2011.(European Data Protection Supervisor, n.d.)

The E-Privacy Directive, as amended in 2009, established user consent as a general rule based on clear
and comprehensive information. Article 5/3 of the Directive explains this rule: "Member States shall
ensure that the storing of information, or the gaining of access to information already stored, in the
terminal equipment of a subscriber or user is only allowed on condition that the subscriber or user
concerned has given his or her consent, having been provided with clear and comprehensive
information...”

According to the Directive, user consent must be freely given, taken on a specific subject and based on
knowledge. In addition, the user consent must be given explicitly and together with the active behaviour
of the users before the data processing activity starts. (Article 29 Data Protection Working Party, 2013)
GDPR, which came into force later, adopted this rule and provided a more detailed explanation.

Turkish Personal Data Protection Law No:6698 (PDPL)

Turkish Personal Data Protection Law no. 6698 (PDPL), which came into force on April 7, 2016,
determines the processing conditions of personal data and the data processors' responsibilities. This law
was drafted largely under the guidance of Directive 95/38/EC. (Murat & Diilger, 2019) PDPL applies to
'natural persons whose personal data are processed' and 'natural or legal persons who process such data
wholly or partially by automatic means or otherwise than by automatic means.” (Article 2)

PDPL, in parallel with the European Union legal regulations, sets the rule that "explicit consent™ must
be obtained to process the data. "Explicit consent™ must have the following characteristics: freely given,
specific and informed. (Article 3)

The law stipulates a general rule: "Personal data shall not be processed without obtaining the explicit
consent of the data subject”, but there are several exceptions, just like GDPR. (Article 5/1) (For detailed
info: KVKP, 2018) PDPL holds data processors fully responsible for informing users. Data controllers
must provide the identity of the data controller, the purposes for which personal data will be processed,
the persons to whom processed personal data might be transferred, the method and legal cause of data
collection and rights of the data subject. (Article 10)

According to Article 5/1, it is mandatory to fulfil the obligation to inform in an easy-to-understand, clear
and plain language in all cases where personal data is processed.(PDPO, 2019)

Literature Review

Studies that put the user at the center of research related to online privacy appear to address the following
issues: The first group explores users' perception and knowledge of cookies and other online tracking
tools. (Ha et al., 2006; Kulyk et al., 2018, 2021; McDonald & Cranor, 2010; Miyazaki, 2008; Ur et al.,
2012) The second group tries to understand how users respond to consent pop-ups while online
browsing(Choi et al., 2018; Norberg et al., 2007; Schermer et al., 2014) and explores essential factors
in users' behavioral reactions (leaving the website, trying to learn more. etc.) to cookies texts and online
tracking. (Abrardi et al., 2021; Boerman et al., 2018; Degeling et al., 2019; Kulyk et al., 2018, 2021;
Leon et al., 2013; Machuletz & Bohme, 2020; Milne et al., 2009; Nouwens et al., 2020; Sanchez-Rola
etal., 2019; Utz et al., 2019)
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Knowledge and Perceptions

Studies on web users' knowledge and perceptions about cookies and informative texts paint a clear
picture illustrates users' lack of knowledge and misunderstanding. Early research such as Ha et al.
(2006), McDonald et al. (2010), and Ur et al. (2012) show that there is a widespread lack of information
and misunderstandings about informational texts regarding personal data. (Ha et al., 2006; McDonald
& Cranor, 2010; Ur et al., 2012) Ha et al. divided 16 participants into 4 groups in a study conducted in
Canada according to age and technical information criteria: younger/technical, younger/nontechnical,
older/ technical, and older/non-technical. Focus groups were asked about their information and
perceptions about cookies. It revealed that all focus groups lack knowledge about the useful and
threatening aspects of cookies and are quite confused about their functions. Many participants thought
cookies could carry viruses. In particular, the non-technical groups had a hard time understanding the
working methods of cookies. The older/technical group had a relatively high knowledge of what
information would be stored with cookies or what they were used for, but they had little idea about how
to deal with them. (Ha et al., 2006) McDonald and Cranor supported the Ha et al.' results. They measured
the knowledge and perceptions of American internet users about online advertising techniques by
conducting a semi-structured interview and subsequent survey with larger participation. One-third of the
respondents answered the question 'what is a cookie’ as they were not entirely sure. While more thana
third of respondents provided partially correct answers, only three said cookies can be used to serve ads
based on users' interests. (McDonald & Cranor, 2010) What is surprising in the research is that internet
users do not know how to protect their privacy, despite their intense concern about their data. (Kulyk et
al., 2018, 2021; McDonald & Cranor, 2010) Ur et al. investigated users' attitudes and understandings
about online advertising like McDonald&Cranor's study. They interviewed in 2011 with48 participants
in the USA. The results showed the participants saw personalized advertising tools as athreat to their
privacy. Behind this understanding, there was the idea that advertisers collect informationsuch as name,
e-mail, and financial status that would lead to recognising the person. However, the participants
misunderstood the tools that inform the user about the ads personalisation and thought thatthey could
use their scanner and virus protection programs to deal with them.(Ur et al., 2012) There appears to be
a mismatch between the information users require and the information they have about online privacy.
Informative texts on websites that provide useful information about protecting personaldata frequently
make the website appear less trustworthy (Kulyk et al., 2021) or be misunderstood. (Kulyk et al., 2021;
Ur et al., 2012) Also, Miyazaki et al. discovered that disclosing the use of cookies alleviated privacy
concerns in their studies investigating the effects of the website's use of cookies on users in the USA.
According to the results, users' privacy concerns increase when cookies are used privately and the cookie
usage explanation is welcomed by the user. Also, prolonged internet use reduced anxiety about cookies.
(Miyazaki, 2008)

While awareness of online privacy was minimal between 2006 and 2012, when the relevant studies were
conducted, it has also been limited in recent years, despite scandals such as Cambridge Analytica and
frequent media discussions. Kulyk et al. surveyed 150 participants in 2017 in Germany before GDPR
and revealed that some participants had never heard of the term "cookies." The majority lacked sufficient
knowledge to comprehend how cookie disclaimers protect online privacy. Besides, some thought the
cookies could be spyware or a sign showing that the website is not reliable. (Kulyk et al., 2018) They
repeated the same study in 2018 after the GDPR came into force. Even after intense public debate about
online privacy, users' knowledge about cookies (disclaimer) has not increased. (Kulyk et al., 2021)
Furthermore, both the original and follow-up studies concluded that instead of seeing cookies as a useful
tool, users found them to be highly offensive and undesirable while surfing. The surprising result of the
follow-up study was that users were more accustomed to seeing cookies after legal regulations. (Kulyk
et al., 2021) The obligations brought by the GDPR have not changed in favor of protecting personal
privacy.
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While the above studies focus on Canada, the EU area and mostly the US, rare studies conducted in
Tiirkiye on protecting online personal data show users do not know what to do to protect online privacy.
(Eroglu, 2018; Taskaya&Talay, 2019) In 2018, Eroglu conducted an online survey targeting university
students who have a high interaction with the digital environment. Students are very concerned about
the use of their data in the digital environment. Roughly half of the students use privacy settings to
protect their privacy. However, the other half do not know what the privacy settings are for and how to
use them. Students rarely read the information texts provided by websites, and only one-third are aware
of the personal data protection law. (Eroglu, 2018) From a different perspective, Taskaya and Talay
have in-depth interviews with experienced employees working as experts in data protection. Experts
(data audit specialist, IT Law specialist) say that there is a lack of information on protecting personal
data in Tirkiye and legal regulations regarding online privacy are mostly unknown to the user. (Taskaya
& Talay, 2019)

Reactions and Factors

Studies of varying scope have provided insights into how users react to the consent notices they
encounter during their online interactions, and by which factors these reactions are affected.

The concepts of privacy paradox and privacy fatigue appear to be important in understanding how users
react to ICNs. The "privacy paradox” refers to the fact that web users tend to disclose personal
information despite having serious concerns about their online privacy.(Norberg et al., 2007) As
technologies that enable the collection, distribution, storage, and use of data strengthen, legislators and
users' concerns about online privacy grow. However, users easily share their data with the websites.
(Norberg et al., 2007) Choi et al. explain the privacy paradox with privacy fatigue. "Privacy fatigue" is
based on the belief that individuals cannot effectively protect privacy in the virtual environment, and
this belief can undermine privacy efforts.(Acquisti et al., 2017) Choi's study reveals that users' intention
to share their data is heavily affected by online privacy fatigue. When people are tired, they tend to make
fewer efforts to protect their data. Users develop an avoidant coping strategy by doing nothing. "Consent
Fatigue", on the other hand, as a sub-tab of privacy fatigue, leads to unconscious choices, such as not
reading informational messages about how personal data will be processed and used, giving consent
quickly or quickly rejecting it (Schermer et al., 2014). The user may develop behaviours in which he
does not consider the consequences to get rid of this interruption.

Research on whether consent notifications empower users in their decisions regarding online privacy
generally paint a pessimistic picture. Some of them argue that digital tracking mostly continues despite
the consent notifications therefore consent notices are “ineffective elements” (Abrardi et al., 2021,
Degeling et al., 2019; Sanchez-Rola et al., 2019), while others argue that consent notices can use designs
that can easily guide the user to give consent.(Kulyk et al., 2018, 2021; Machuletz & Béhme, 2020;
Nouwens et al., 2020; Utz et al., 2019) Sanchez-Rola et al. tested whether users could avoid online
tracking if they wish by denying permission notices for the most popular 2000 European and Non-
European websites for each time they visit. According to findings, 92% of websites already follow users
through various technical methods before expressing consent notification. Only 4% offer a clear opt-out
option with cookie notifications, and only 2.5% delete cookies. (Sanchez-Rola et al., 2019) The
overwhelming majority of websites continue tracking even if users never allow cookies, and their
responses to cookies are ineffective in protecting online privacy. (Sanchez-Rola et al., 2019) To support
this research, Degeling et al. state that the existing technical mechanisms for personal data protection
are insufficient after analysing 6579 websites in 28 member states of the EU. Websites store and use
personal data with many other methods besides cookies such as third-party cookies, beacons, JavaScript.
As a result, obtaining explicit consent is difficult. Besides, controlling third-party cookies is only
possible with the cooperation of third parties. (Degeling et al., 2019) Abrardi et al. made mathematical
modelling and measured the costs of users' preferences on consent notices. The banners informing users
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about cookie policies have too many options and require a long time to browse, cause users to give
consent easily. The unwillingness to waste time "now" results in using personal data by platforms in the
"future”. Thus, consent notices cannot protect personal privacy due to time inconsistency. (Abrardi et
al., 2021) These approaches illustrate that the user's awareness/consciousness is not essential although
they manage properly privacy setting in the most optimal way.

However, other studies show that the consent notices are ineffective, as various methods can readily
guide the user. The design of the consent notifications is quite effective at 'bypassing’ users. (Kulyk et
al., 2021; Machuletz & Bohme, 2020; Nouwens et al., 2020; Sanchez-Rola et al., 2019; Utz et al., 2019)
Utz et al. studied the interactions of 82,890 users with consent notices over four months. The results
show that the bars at the top and bottom of the screen received less interaction (2.9%: 9.6%,
respectively). On the contrary, the ones in the bottom left corner were found to attract the most attention
(33,1%). More users choose "accept all" in consent forms that offer two options: "accept all" and "reject
all". Also, the content of the information given about cookies has almost no effect on user decisions.
(Utz et al., 2019) The highlighted buttons and few option buttons increased the ‘accept all' selection as
well as the position of the consent notices on the web page. (Machuletz & Bohme, 2020; Utz et al.,
2019) On the other hand, Nouwens et al. found that consent to share personal data increases by 22-23
percent if there is no reject button. As the number of options offered to the user increases, the approval
rate decreases by 8-20%.(Nouwens et al., 2020) Likewise, the majority of consent notices use designs
that are difficult to reject. While 50.1 per cent do not have the 'reject' option at all, only 12.6% have a
'reject’ option that can be clicked with the same amount of effort as the 'accept' option. Buttons that
provide detailed information about cookies are not clicked by 93.1%. (Nouwens et al., 2020) In addition,
while the highlighted "accept all" button was preferred by 50.8% in smartphones, this rate remained at
the level of 39.2% for the unhighlighted "accept all" one. (Utz et al., 2019) Studies show that the number
of options, highlighting and nudging used in consent notifications are very effective in user behaviour.
Pop-up designs that guide users are referred to as 'dark patterns.' (Nouwens et al., 2020) In dark pattern
designs, "user value is supplanted in favour of shareholder value."(C. M. Gray et al., 2018 p.1) Websites
hide options to protect personal data or use complex information forms that are not user-friendly with
‘convincing' (Fogg, 2009) or 'nudging' designs (Acquisti et al., 2017). They negatively affect the
autonomy of the user and the cleanliness of the decision-making process. Nouwens et al. revealed that
"dark patterns" are quite common after analysing the 12,000 most widely used websites in the UK. Only
11.8% of the forms requesting user consent have features that comply with EU legal regulations. Utz et
al.'s study examining consent notice designs from 1000 random websites confirms the prevalence of
dark patterns. According to this study, 57.4% of the websites have designs that encourage the user to
share their data.

Moreover, some other factors are also influential in the users' reactions to consent notices, such as self-
efficacy (Milne et al., 2009), the type of information, the scope of data and period of data retention (Leon
et al., 2013), risk perception(Boerman et al., 2018), the type of service offered by the website, thesite's
reliability and frequency of use (Kulyk et al., 2021). According to Kulyk et al., users accepted thecookie
disclaimer when they were familiar with the websites and were less concerned about their privacy.
(Kulyk et al., 2021) It is seen that the risk perception mentioned by Boernman et al. is primarilyhigh in
newly encountered websites. (Boerman et al., 2018) Milne et al. surveyed 449 participants in theUS and
investigated how effective online self-efficacy (people's knowledge and ability to manage onlinethreats)
is in protecting their privacy. They found that individuals with high self-efficacy are more likelyto engage
in active behaviours to protect their privacy and avoid activities that they would define as risky. (Milne
et al., 2009) Leon et al. examined different dimensions of users' tendencies to share their data with an
online survey consisting of 2912 participants. The results suggest that the scope of the useand period of
data retention have a wide impact on users' wishes for sharing data. While users do not want to disclose
their browsing or location information on a social media account such as Facebook, they are more
inclined to share their personal history and educational status. How long personal data will be used is
another factor in user decisions. People are very reluctant to share data for more than a
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week. While almost no one wants to share sensitive information such as credit card number, phone
number, instant location, nearly half of the participants tend to share less sensitive data such as browser
version, gender or residence. (Leon et al., 2013) Besides, the online sphere becomes more reliable as the
level of knowledge and skill increase in how websites protect visitors' data. (Milne et al., 2009) Kulyk
et al., in their study before GDPR, found that some features of websites are effective as well as the
content and design of information texts in user reactions. Users refrained from leaving websites that
provide online banking and e-mail services, which are inevitable to use for business and daily life
activities, even if they use cookies. But they also wanted to abandon the same websites hosting sensitive
data. In addition, the website realibility has alleviated concerns about the cookies. The likelihood of opt-
out is reduced for frequently used or well-known websites. Parallelly, the post GDPR follow-up study
found that the features of the websites were still influential in abandonment behaviours. (Kulyk et al
2021) Boerman et al., on the other hand, investigates the effect of the perceived risk level and the belief
that they can protect themselves with personal efforts on the behaviour of protecting privacy. Evaluating
the results of a large-scale online survey conducted in the Netherlands, they reveal users perceive sharing
their data as a threat at a very high rate. The higher the risk people perceive to their privacy, the more
they strive for online security. Self-efficacy significantly increases protective behavior, while lack of
technical knowledge on how to protect personal data hinders action. (Boerman et al., 2018)

3-METHODOLOGY
Research Questions

This study investigates the effectiveness of the laws regarding the protection of personal data in Tiirkiye.
When the relevant literature is examined, it is discovered that most previous studies have been conducted
in the United States and the European Union. Although the relevant law in Tiirkiye went into effect in
2016, no research has been found, except for a few studies on how PDPL measures are perceived by
users, how much they are known, and what behaviours users exhibit to protect their online privacy. This
study examines whether Tiirkiye's laws are an effective method of protecting personal data to fill the
gap in the literature.

It also places the user at the centre because the laws delegate the authority to the user in decisions
regarding online privacy. (European Commission, 2018; Kuner, 2012) However, It is thought that the
ICN forms aiming to manage privacy settings do not empower the user for various reasons. Many past
studies mention the prevalence of incomplete or incorrect information about protecting users' online
privacy.(Ha et al., 2006; Kulyk et al., 2018, 2021; McDonald & Cranor, 2010; Ur et al., 2018) while
some claim that users do not make an effort to protect online privacy. (Acquisti et al., 2017; Kulyk et
al., 2018, 2021)Furthermore, dark patterns may undermine users' optimal decision-making abilities
(Machuletz & Bohme, 2020; Nouwens et al., 2020; Utz et al., 2019) and users' reactions to ICNs are
affected by various factors such as self-efficiency (Milne et al., 2009), features of shared data(Leon et
al., 2013), website features (Kulyk et al. 2018) and risk perception. (Boerman et al., 2018)

In the light of previous studies, this study poses the following sub-questions specific to the Turkish
region:

1. What is the user's knowledge and perception about ICNs offered by the websites?
2. How do users react to the ICNs they encounter while online surfing?
3. What are the factors affecting the reactions of the users to the ICNs?
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Sampling

This study uses convenience sampling. It is a non-random sampling method in which the researcher
collects data from his/her immediate surroundings. The primary advantage is that the data can be
obtained easily, quickly and economically.(Brewis, 2014; Sedgwick, 2013) Besides, samples are
convenient to use in both qualitative and quantitative research. Even so, the fact that the sample units
are drawn from the researcher's circle calls the ability to represent the main mass questionably. Some
argue that the data obtained by this method will only represent a subset of the population and will not
be suitable for generalisation to yield meaningful results. (Fricker & Schonlau, 2016; Sedgwick, 2013)

Table 2 depicts the demographic distribution of the survey. 56 people answered the online survey. 55.4%
of the respondents are female and 44.6% are male. Participants are between the ages of 18-55, but the
majority (91%) are 26-45 years old. Every participant has a bachelor's or master's degree. 80.4% stated
that they had no experience in information technology as a worker, student, employer, etc., whereas
19.4% are experienced and have worked for an average of 8.5 years.

Table 2

The demographic composition of the participants

f %
Gender Female 31 54,4
Male 25 44,6

Age 18-25 3 5,4
26-35 19 33,9
36-45 32 57,1

46-55 2 3,6
Education Bachelor 24 42,9
Master 32 57,1
IT Experience Yes 11 19,6
No 45 80,4
Total 56 100,0

Data Collection and Survey Design

The data were collected through a questionnaire developed for a similar study by Kulyk et al., whose
validity and reliability tests were performed. In response to the research questions of this study, changes
were made to the previously used survey in consultation with experts in the field. Since the survey aims
to learn the feelings and thoughts of the people, it consists of many free-text questions. Unlike the
original version of the gquestionnaire, some questions have been made multiple-choice to make them
easy to answer. The survey was conducted in Turkish and online. It comprises five parts:

In The General Part, the most commonly used ICN form in Tiirkiye is shown and asked what its content
and purpose might be. They were also asked to describe their feelings and reactions when confronted
with such a form.

The ICN Specific Part contains the most commonly used ICN designs in Tiirkiye, as determined at the
start of the study. The design, which provides both 'reject all' and 'accept all' options, has been added to
four different designs for comparison although not included in the most frequently used designs. Thus,
the questionnaire was divided into five groups, with random participants assigned to each group.
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Participants were asked about their feelings, thoughts and reactions to each design. In addition, the
possibility of clicking on links that provide extra information about cookies in ICNs was also asked.
Finally, it was inquired as to how one reacts to pop-ups that must be interacted with to gain access to
the website.

In The ICN Ranking Part, participants were shown all four different designs and asked to rank them
from most to least likely to lead them to consent to the use of cookies.

In The New ICN Part, six fresh additions (A1-A6) were made to the standard cookie message, and it
was asked whether these new versions would be preferred (to give consent) compared to the standard
message.

The Demography Part asks age, gender, profession and IT experience of the participants.
Analysis Methods

This study uses both quantitative and qualitative methods in the analysis of the data. Answers to open-
ended questions about knowledge, perception, and reactions to ICNs were discussed within the thematic
analysis. All responses were coded and evaluated to understand the overall theme observed for the
research question. Quotes from participant responses were used to support the themes.

Measurement was also used in the analysis. Measurement is the transformation of researched objects
and events into numbers, symbols, and figures within the framework of certain principles. (P. S. Gray,
2007)

4-RESULTS

In this section, the findings of the survey are presented as headings related to each research question.
User knowledge and perception about ICNs

Knowledge

The following question was asked to the participants to assess their knowledge of ICNs:

| The General Part (Q4) | "‘What could be the reason for this form to appear on the screen?

Common themes in responses are data collection, advertising activities, data security, and legal
obligation.

Data collection: A significant portion of the participants (22.4%) said that these forms that appear on
the screen aim to collect and use personal data. While the term 'collection’ of personal data was most
frequently used in the responses, the terms 'accessing' and 'storing' data were less frequently used:
‘Collecting and using the data | use on the site (e-mail, telephone, etc.)'

Advertising Activities: 18 respondents (36.7%) stated that websites collect information about users'
interests, tastes, search histories, and then offer interesting advertisements to the user based on this
information: 'Collecting some personal data from my search history and using it in advertising
strategies." Some participants highlighted the beneficial aspects of advertising activities for them.
‘Learning my behavior according to my needs and facilitating the provision of services to me.' However,
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some respondents emphasised that personalised advertisements favour websites: 'My private
information is collected and sold to others for advertising.'

Data Security: According to some participants, these forms were seen as a way to inform them about
data protection and to ensure data security during their online activities: 'Informing, having control over
the sharing of personal information..'

Legal Obligation: 7 of the respondents said that these forms appear on the screen as a legal obligation.
'In order not to act against PDPL." The participants who provided this response did not explain why
there is such a legal obligation or comment on the purpose of the law.

Perception

The following questions were given to participants to understand their perceptions of ICNs:

The General Part (Q5) What were your thoughts and feelings when you encountered this
message?
The ICN Spesific Part (Q8) What were your thoughts and feelings while reading the consent

form above?
(For one of the disclaimers G1-
G5)

The ICN Spesific Part (Q12) Do the information in the forms (about what cookies do) affect
your consent to cookies? Please explain your reasoning.

The themes encountered frequently in the responses were disturbance, apathy, distrust,
misinformation/misunderstanding and pleasure.

Disturbance: Most of the participants stated that pop-ups on the screen disturb them. The main reason
users dislike these forms is that they see them as an obstacle to reach the website: 'It is irritating to be
subject to this requirement for site use." Another disturbing factor was that they needed extra time and
effort to read, understand, approve or reject the forms: 'l see it as a waste of time.'

Apathy: Many participants stated they do not care and read ICNs and ignore forms because they
encounter them too frequently: ‘At first | found it disturbing and challenging... but my initial reactivity
is no longer there, I just walk by without looking." The fact that the participants were aware that these
warnings were required by law caused them to disregard them. 'l ignored it because it was routine and
procedural messages.'

Distrust: Although the ICNs are thought to be user-friendly, a significant group said that when they saw
the forms on the screen, they had negative feelings about their privacy and the reliability of the website.
Using cookies by websites is perceived as a source of insecurity in itself: 'l think what is written there
does not reflect the truth.’

Misinformation and misunderstandings: The common point in the answers was confusion about what
the ICNs do, the reason for being seen on the screen, or what consequences it might have on their
privacy. Many participants think they cannot access the websites unless they consent to the use of
cookies: 'If I don't agree, | think I can't handle my work on the site." Another missing information is that
the users do not know clearly what the ICNs will have to protect their data. Besides, some users
misunderstood the ICNs and said that it could be related to viruses on the website.
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Pleasure: A few participants expressed satisfaction with this application, which informs them about the
use of personal data and requests permission for using their data: 'l found it transparent and honest.'

Moreover, cross-tabulation analysis was performed on the responses of those with and without IT
experience to the question of whether they care about ICNs to see if knowledge influences perceptions
about ICNs. According to the analysis, 72.7% with IT experience said they don't care about the
information forms (that they were ineffective in their decision-making), while 51.1% with no IT
experience said the same. According to this result, knowing about ICNs did not lead to perceiving ICNs
as more important.

Table 3

Cross-tabulation analysis was performed to determine whether IT experience and non-IT experience
take into account ICNS.

Do you have any Q12: Do the information in the forms (about what cookies do) affect
experience in information your consent to cookies?
technology (IT) as a
student, employee,

employer, etc? Yes No I don’t know
Yes 27.3% 72,7% 0%
No 33,3% 51,1% 15,6%

User reactions to the ICNs

The responses to the following questions were analyzed to comprehend how participants responded to
the ICNs.

The General Part (Q6) How you would react to this form?
The ICN Spesific Part (Q9) How do you usually react to this form?

The ICN Spesific Part (Q10) What do you think will happen as a result of your reaction to this
form?

The ICN Spesific Part (Q11) How do you usually react when you see a consent form that needs
to be answered to access the website?

The ICN Spesific Part (Q13) How likely are you to click on the "more information” link?

Graph 1 depicts the responses to the Q6. As seen in the graph, only 31.5% prefer options that require
extra effort, such as managing settings (7.4%), reading the message (22.2%), or clicking the link for
more information (1.9%). However, the most common response (29.6%) is to press the accept button.
The second-highest rate (25.9%) is to stop visiting the website.
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How you would react to this form?

35
29,6 (16)
30
25,9 (14)
25 22,2 (12)
20
15
11,1 (6)
10 /7,4 4)
> . ) g,
0
| would click the | would leave | would read the | would ignore | would | would click the Other
Accept button.  the website. the message.  the message. customize the link to get more
settings with information.
manage button
[ ]

%

Graph 1: Answers to Q6

Table 4 depicts the survey groups as well as the design elements that were presented to the participants.
Participants were divided into five groups, and each group was given a design and asked how they would
react to it.

Table 4

Different ICN Designs shown participants in the five Groups

Group ICN design

G1 Only information: These pop-ups inform the website uses various cookies. Using
cookies does not include an option to request consent.

G2 Single-option: These pop-ups inform the website uses various cookies and it provides

a single option- 'accept'.

G3 Two-option: These pop-ups inform the website uses various cookies and it provides a
double option- ‘accept’ and 'manage’.

G4 Two-option: These pop-ups inform the website uses various cookies and it provides a
double option- ‘accept’ and 'reject'.

G5 Three-option: These pop-ups inform the website uses various cookies and it provides
a triple-option- 'accept’, 'reject’ and 'manage’.

Table 5 shows the responses to Q9 of participants assigned to each of the G1-G5 groups. To investigate
the differences between the ICNs, the chi-square test was used to compare the answers in groups G1-
G5. The test found no statistically significant differences between the groups (2 = 7,161, p=0,128 > p
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= 0,05), indicating that all the ICNs in the study had a similar effect on the participants' decision to give

consent.

Table 5

Chi-Square analysis investigating the difference in consent response between groups (G1-G5)

Q9: How do you usually react to this
Groups Responses other Total x? Sd p
‘I would accept’ than ‘I would
accept’
Gl 6 14 20
G2 6 6 12
G3 4 20 24 7,161 4 0,128
G4 3 14 17
G5 2 14 16

The responses to Q9 and Q10 were also analysed using open coding, and they were basically as follows:
accept, ignore, reject, and opt-out.

Accept: The majority of participants (35,7%) said they responded by giving consent to these forms.
Most of the participants are aware that they are sharing personal data by accepting the forms and they
think they will be exposed to more advertisements. 'l thought that my personal data would be recorded
and | would be encouraged to do more online shopping in the future.' Besides, another common belief
is that once the forms are approved, they will use the website or use it more effectively.

Ignore: 23,2% said that they would continue their online activities without interacting with pop-ups.
Participants expect to be greeted with the same warnings again on their next visit, after ignoring: 'If |
ignore it, the same happens when I log back in, | ignore it again.' They think it will have a neutral result
for their privacy: 'l don't think it's a loss or a benefit for me.'

Reject: 19,2% said that they refused ICNs to protect their online privacy. Participants choose the reject
button when they want to keep control of their data or when they want to feel more secure. 'If | give
permission, | think | am out of control and that | cannot claim rights for my data later.'

Opt-out: 17,8% stated that they stopped visiting the site when they encountered the ICNs. Participants
thought that this method would prevent digital tracking. 'It can't follow me because I'm not on the site.'

Graph 2 is listing how participants answered Q11. In cases where it is necessary to interact with pop-
ups to reach the website, only 21.4% of respondents said they would carefully read the information
presented to them and choose the best option; interestingly more (33.9% plus 1.8%) said they would
search for ways to use the website without providing any answers. 19.6% stated they would quickly
approve the ICNs in order to use the site and continue on their way.
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How do you usually react when you see a consent form that
needs to be answered in order to access the website?

40 33,9 (19)
35
gg 21,4 (12) 19,6 (11) 19,6 (11)
20
15
10
° 36 (2) 18()
0 [
I try to access the | read the I quickly approve | refuse to visit the other | do nothing
website without information and access the website.
responding.  presented in detail website.

and choose the
most suitable
option.

Graph 2: Answers to Q11

Graph 3 shows the answers to Q13. According to responses, only 3.6% will definitely click on the link,
while 16.1% will never click it. Furthermore, a sizable proportion of participants (69.6%) will not click
on the information link.

How likely are you to click on the "more information" link in
the consent declaration forms?

Never I 16,10
Very Unlikely . 33,90
Unlikely I 19,60
Probably N 17,90
Likely [N 5,40
Very Likely [N 3,60
Definitely I 3,60
0,00 5,00 10,00 15,00 20,00 25,00 30,00 35,00 40,00

%

Graph 3: Answers to Q13

A Kruskal-Wallis test was used to compare ICNs in groups G1-G5 in terms of the likelihood of clicking
more information links. According to the result, there is a statistically significant difference between the
G1-G5 groups. (p = 0,013 < p=0,05).
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Table 6

Kruskal Wallis analysis investigating the difference between groups (G1-G5)

Groups N Mean Rank Sd p
How likely are you to click Gl 20 42,43
on the "more information™ G2 12 56,63
link in the forms? G3 24 55,38 4 0,013
G4 17 36,79
G5 16 32,66

Mann Whitney U analysis was performed for pairwise comparisons between groups to determine which

group caused this difference. According to the test, the significant groups are; G1, G2, G3, G4, and G5.

The reason for the differentiation is that people in the G2 and G3 are less likely to click on the link.
Table 7

Mann Whitney U analysis for pairwise comparisons in groups (G1-G5)

Groups Pairwise N Mean Rank p
comparisons
G2 12 20,46 0,040
o1 G3 24 25,79 0,052
Ga 17 17,35 0,374
G5 16 15,56 0121
G3 24 18,92 0.721
G2 Gé 17 12.12 0.024
G5 16 11.19 0011
Gl 17 16,41 0,034
G3 G5 16 15,38 0021
Gl G5 16 16,03 0.563

Factors affecting the user's consent

The answers to the following questions were analysed to determine what factors influence users' consent
to share their data:

The ICN Spesific Part (Q12) Does the information in the consent forms affect your consent to
the cookies?

The ICN Spesific Part (Q14) Which situations can convince you to consent to the cookies?

The ICN Spesific Part (Q15) Which situations cannot convince you to consent to cookies?

The ICN Ranking Part (Q16) Please rank these forms in order of likelihood of allowing you to
consent to cookies.

The New ICN Part (Q18) How would the following additions change the probability of
giving consent to the forms?

After analysing the responses, the following topics have been identified that may affect the user's
consent: The ICN design, text content, and features of the website.
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The ICN design

Respondents were asked to rank the ICN designs shown in Table 4 from most convincing to least
convincing to consent. (The design in the G1 group is excluded because it has no option to consent.)

Graph 4 summarises the user responses. The most convincing design for sharing personal data is
presented in the G5. 38 respondents (73%) stated that they are most likely to share their data when 3
options appear. Despite the notable difference, the second most preferred design for consent (15.3%) is
the G3. This is followed by G4 and G2, respectively. Users frequently stated that providing more options
increased their confidence. 'The amount of information and options offered gives me more confidence.'
In addition, 75% of respondents ranked G2 as the least likely to consent. Users stated that they dislike
the G2 because it provides the fewest options (in parallel with the fact that they prefer the G5, which
offers the most options). Presenting only one option causes the user to feel compelled and insecure to
accept it: 'If the reject or the manage option are not provided, | think it's done as an order’, 'l just think
the accept button is not safe.’

Please rank these forms in order of likelihood of allowing you
to consent to cookies.

60
10
40
30 39
20
) -
. B
G2 G3 G5
M Rank 1(Most likely to give consent)  BMRank2  BERank3 Rank 4(Least likely to give consent)

Graph 4: Numbers of participants who placed a pop-up design from the corresponding group (G2-G5)
in each rank.

Text contents

In order to understand the effect of the texts in the ICNs on sharing personal data, the standard message
content was first shown to the 56 participants. They were then asked whether the message containing
each addition (A1-A6) convinced them to consent compared to the standard message. Table 8 present
the standard messages and additions.

Graph 5 shows the responses to whether they preferred the new message texts that resulted from each
addition to the standard message. Participants answered 'yes' when they preferred the new version and
'no’ when they preferred the standard message. The findings indicate that the text contents of ICNs are
effective in displaying user consent. The Cochran Q test was used to compare across all participants to
see if some additions were more likely to cause participants to consent, and it revealed significant
differences.(p = 0,000 < p =0,05) The reason for the differentiation is due to the high number of positive
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reactions to the A2. Participants mostly prefer A2 (58.9%), followed by A3 (41.8%) and Al (25%).
However, the additions that received the most negative reaction were A4 and A5 (96.4%), followed
closely by A6 (94.6%).

Table 8

Standard messages and additions presented to the participants

Standard message "This site uses cookies. Cookies are used to improve our service to you."

Adition 1 (A1) We also use cookies to show you personalized ads.
Adition 2 (A2) We also use cookies to increase user security.
Adition 3 (A3) We also use cookies to improve your user experience and provide you with the

necessary information.

Adition 4 (A4) We also use cookies to collect data about you.
Adition 5 (A5) We also use cookies to collect data about you and sell this data at high prices.
Adition 6 (A6) We also use cookies to sell our advertising space on the website more

expensive since the data is very valuable today.

How would the following additions change the probability of
giving consent to the forms?

120

100

8

6

4

2
0 R
Al A2 A3 A4 AS5 A6

M Yes (%) ™ No (%)

o

o

o

o

Graph 5: Numbers of participants who considered a corresponding new ICN (A1-A6) either more or
less likely to lead them to consent for using cookies.

The participants were also asked the reason for their preference. The themes that emerged from the
participants' responses were benefits, distrust and advertising.

Benefits: When the user advantage is emphasised in the message content (Al, A2, A3), more
participants prefer new versions. It was found more reassuring that the websites stated they would act in
favour of the user. "'The user security statement gives me confidence on the site." Also, the benefits
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that may accure in favour of the service provider are frequently cited as a reason for not approving: 'l
don't want him to take advantage of me.'

Distrust: The common theme for all additions (A1-A6) is that some users indicate they will not trust
their service provider at all. ‘Using my information is unreliable under all circumstances.’ Particularly,
the participants think that the texts in A1, A2 and A3 have the purpose of directing them. 'Perception is
created in my interest'

Advertising: Most users interpreted the phrase 'improving the user experience' in A3 as more
advertisements. 'l think ads will increase.' In addition, they did not prefer the Al version, where the
expression 'personalised advertising' is present. (Yes 25%; No 75%) 'l don't want ads to target me
specifically.' Similarly, it was deemed offensive to indicate that personal data will be used for advertising
purposes in versions A4, A5, and A6: 'The feeling of being marketed is not pleasant'

Websites features

To understand whether the characteristics of the websites are effective in users' consent, they were asked
which situations could and could not persuade them to consent to cookies.

As shown in the Graph 6, features such as the service provided by the website (public service, banking,
shopping..), the website's reliability, familiarity with the website, and the website's importance can have
both positive and negative effects on the user's desire to share their data.

Which situations can convince you to consent to the cookies?
Which situations canNOT convince you to consent to the
cookies?

Having a website of public institutions I O
Having a website that you think is reliable I NGO 3Y6
Having a website that you have to use G 7 — S
Having a website that you use often NSO E2)5
Having a online-banking website SIS EEEE2y
Having a social media page such as Facebook, Instagram mgjom
Having a shopping site  IZyN NGO/
Other 1)guym

0 10 20 30 40 50 60 70 8 90

B |t persuades me to share my data.(%) M |t cannot persuades me to share my data. (%)

Graph 6: Percentage of respondents' answers to whether they would be persuaded to share their data for
each different website feature

Feature of the service: While 66.1% of the participants stated that they would persuade webpages that
provide public services to share their data, 10.7% stated that public services websites could not convince
them. While there is a high proclivity to consent for public service, the opposite is true for social
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networking and shopping sites. A sizable proportion (71.4%) are hesitant to share their data with social
media platforms such as Facebook and Instagram. This figure is also quite high for shopping websites.
(60.7%)

Reliability of the website: The responses clearly show that the tendency to disclose personal data with
trusted websites is high (60.7%). Besides, 3.6% stated that they would not consent even if the website
was reliable.

Familiarity with the website: 50% stated they would be persuaded to consent to the ICNs if they use
the website frequently. In addition, 12.5% stated they would not want to give consent even if they were
familiar with the site.

The importance of the website: Users are more inclined to give consent for the websites they have to
use. While 60.7% of the participants stated they would approve ICNs on websites that are of high
importance to them, 12.5% of users state that this situation cannot convince them to give consent.

5. DISCUSSION

The primary goal of laws such as GDPR and PDPL is to allow users to choose whether to share data, to
determine which type of data to share, and to have various cookie information. The law assigns the user
the duty to protect their data and provide an environment to make the optimal decision. For this, they
require service providers to inform the user about cookies and to get their consent. However, the
fundamental condition for achieving this goal is undoubtedly that the user knows what ICNs are for and
how to manage them. The study's findings clearly demonstrated that even a group with a high level of
education has confusion and a lack of knowledge about ICNSs. In the participant answers, it was seen
that users focused on only one function of the ICNs or misinterpreted. The 'data collection' and
‘advertising activities' functions, which are frequently encountered in participant answers, are actually
the purpose of using cookies. It has been reported by fewer users that ICNs are used to provide
information and obtain consent. The functions of cookies and ICNs get mixed up.

Moreover, seeing these forms on the screen has created a negative perception for most users. The vast
majority feel uncomfortable when they see ICNs, and it's almost common practice to get rid of them
immediately. An interesting result from the participant answers is that seeing ICNs on the screen causes
distrust of the website. Participants no longer care as they see ICNs too often. Lack of information,
misunderstandings, distrust, indifference and discomfort seem to prevent users from spending time
effectively reading and understanding them. Few users satisfy with these forms. In this context, ICNs
are far from their target. To enable to use ICNs effectively, it's helpful to clear up the misunderstanding
and lack of information. Changing the perception of ‘constant annoying pop-ups' is vital for the user.
The users should be reminded that they have the authority to manage privacy. The lack of a standard
design of ICNs may be the reason for the differences in users' perceptions. To ensure transparency, a
common ICN form for all websites can be created by legislators.

Survey respondents rarely read and care about the information contained in the ICNs and the links
provided for more information. Users develop different behavioural patterns instead of reading the
information presented and making the optimal decision. Most of the users prefer the accept option to get
rid of ICNs as soon as possible. When asked in the General Part about their reaction to ICNs, 29.6% of
respondents said they would click accept, while 11.1% said they would ignore ICN. Besides, in
situations where interaction with ICNs was mandatory, the responses were no less of an attempt to get
rid of the pop-up without informing. (The rate of those who say they agree quickly is 19.6%, the rate of
those who say they try to reach the website without interacting with pop-ups is 33.9%) Some studies
have stated that the reason for this is consent fatigue.(Nouwens et al., 2020) The survey results revealed
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that the user can no longer care about the ICNs encountered frequently. In addition, boredom, reluctance
to read long texts and the desire to enter the website as soon as possible were seen to trigger consent
fatigue. Also, a large number stated that they do not trust the information provided in any way and they
believe they will be subjected to online monitoring under any circumstances. In addition, while only
3.6% would definitely click the links providing more information, 69.6% implied they would not click
on this link. The answers to this specific question matched the answers given in the G1-G5 groups,
where the reaction to each design was asked separately. The key point in user reactions is that the extra
effort is often unpopular. In the responses, there is almost no response to customise the settings. Again,
a substantial proportion (25.9%) state that they will leave the website to protect their online privacy,
instead of opting to customise the settings or reject them. These rates do not show significant differences
in the G1-G5 groups. (23.07%, 16.6%, 13.3%, 30%, 16.6%) The answers reveal that the user is reluctant
to read more, get information, manage settings, etc. in alternative situations.

Service providers fulfil the measures required by law, and users are looking for ways to throw of these
pop-ups in various ways. As a result, both parties carry out the process of informing and obtaining
consent with a theatrical performance. By using dark patterns extensively, service providers can interfere
with consent decisions. It casts a shadow on the ‘freely given' decision stipulated by the law. The
responses of the participants in the G1-G5 groups were closely related to what was presented to them.
Where 'reject’ is included in the pop-up options (G4-G5), respondents are more likely to choose rejection.
(30%, 44.4%). According to the results, when the 'accept’ and 'reject’ options are presented atthe same
time, the accept and reject reaction rates are the same. (30%) If only the 'accept' option is included, the
rate of those who give consent increases to 66.6%.

The results of this study showed that the ICN design, text content, and website characteristics were
effective in consenting behaviour. While ICNs with more meaningful options are preferred, users ranked
the alternative with only the ‘accept’ option last. This was because they found more meaningful options
to be more reliable. In addition, the user must understand why personal data is collected. Participants
cared about their interests and were more approving of alternatives that seemed to benefit them.
However, when the benefits of the service provider were emphasised, respondents mostly expressed
disapproval. The A2 option was preferred because it emphasized the user benefit. Yet, previous research
and these survey results indicate that the user does not prefer to read the content. The content of the texts
will, of course, be effective in this case if the user is willing to read it. Also, website characteristics affect
giving consent. The fact that a website belongs to public institutions or is thought to be reliable increases
the tendency to consent. Users, on the other hand, are unwilling to share their personal information on
shopping or social networking sites. In this case, increasing reliability means it can collect more data for
a web page. Public service pages are less queried by the user. The indispensabilityof the service offered
by the website increases the possibility of consent. The illusion that services cannotbe obtained without
consent boosts consent for these web pages.

6. CONCLUSION and LIMITATION

Websites collect, use and store people's information to act more functionally on behalf of both the user
and themselves. Cookies are the most common tools used to collect data. The collection of data through
cookies facilitates the user's online experience. But it also brings with it heated debates about protecting
personal private space. Many countries have attempted to ensure that personal data is secure in the virtual
world. Laws require service providers to provide detailed information to users about data collection
methods, reasons, and usage patterns, as well as obtain consent. The main goal of the transparency
provided by the ICNs is to allow users to have a say over and manage their data.

This study investigates the users' knowledge, perception and reaction, as well as the factors affecting
giving consent to the ICNs. The survey, which included 56 participants, provides an assessment of the
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effectiveness of mandatory practices brought by legal regulations. According to the findings, users do
not appear to fully comprehend the function of these forms. Participants' information about ICNs is
partially correct, blurry or contains misunderstandings. Besides, most participants find the ICNs
annoying. Even if the users fully and clearly understand the functions of the forms, they are quite
reluctant to read the texts, manage the settings and learn more to ensure their online privacy. They are
prone to ignoring forms or responding to them without giving them much thought. It seems unrealistic
to expect them to carefully read the ICNs and make an optimal decision, in the new world that is
fascinated by speed, on all the pages visited during the day. Also, service providers can make directions
that will enable the user to give consent, with different form designs prepared by adhering to the GDPR
or PDPL rules. Dark patterns are so common that almost no website offers an explicit option for the user
to refuse cookies. Legal obligations, which were fulfilled by superficial means, have turned into a boring,
uncomfortable, incomprehensible format. As a result, problematic and obligatory consent arises.

The design elements of the forms, as well as the reliability of the website, the type of service it offers
and the text content, all influence the participants' willingness to consent. Users are more likely to give
consent for pages they trust, are familiar with, and must use. In addition, the emphasis on user benefit
in text content facilitates user consent. Having website-specific factors enabled means that ICNs are met
with different responses in different situations. Once again, the effectiveness of ICNs suffers, as
providing detailed information is not the only effective reason for the consent.

There are a number of legal and useful ways to increase the efficacy of user consent under data privacy
regulations such as the PDPL and GDPR. One key proposal is standardized consent mechanisms across
websites. In order to make user interactions with privacy settings dependable and transparent,
standardising consent methods entails developing consistent cookie consent notice (ICN) graphics and
wording across websites. Governments could set regulations for how these ICNs should look, such as
defining a standard layout, color scheme, and terminology, so users easily recognize and understand
consent choices without confusion. For instance, each ICN may have uniform "Accept,” "Reject," and
"Customise Settings" buttons that are prominently displayed and labelled. While the content is simple
and free of technical jargon, the graphic design might highlight user choices with contrasting colours.
By setting these standards, users would experience predictable, transparent interactions with ICNs,
making it easier to exercise control over data use. Mandatory Data Privacy Impact Assessment is another
suggestion. Before processing personal data, service providers may conduct a mandatory data privacy
impact assessment. By concentrating on potential security flaws in areas like data security, user consent,
and data minimisation, it looks at how data is gathered, kept, and utilised. It may also necessitate an
effect analysis and system restructuring. Web pages are subject to obligations when this structure is
established.

In addition, the issue of stricter supervision of large technology companies such as Google and Meta,
which use big data, should be brought to the agenda. Recently, there has been much discussion about
how technology corporations exploit big data solely for commercial objectives and are not held
accountable. Companies using big data can undergo stricter controls not only for legal compliance but
also for how they handle users' data.

Enhanced user education and transparency are also crucial; governments should promote awareness
campaigns about digital privacy rights and empower individuals to manage their data actively.
Additionally, revising data minimization principles in laws could help companies only request data
essential for the service, reducing excessive data collection.

Lastly, it is important that the determined legal rules and sanctions are dynamic to adapt to constantly
changing technologies. The digital world is witnessing very important developments every day. There
is a rapid transition from the environment where big data is discussed to the reliability of artificial
intelligence. Personal data protection laws should be updated periodically, taking into account newly
developing technologies and data processing methods in the digital environment. This is especially true
in new areas of data processing such as artificial intelligence, big data, biometric data.
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