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Abstract: The physical layer security of non-terrestrial networks (NTNs) has recently garnered increasing attention from
both academia and industry as the information can be intercepted in aerial transmissions, especially when an illegitimate
user positions itself near the transmitter or receiver. To address this vulnerability, we investigate the secrecy performance
of a high altitude platform station (HAPS) system using optical communications in the presence of an aircraft eaves-
dropper. Specifically, we assess the secrecy-reliability trade-off by considering both outage and interception probability,
and explore the secrecy outage probability. In the proposed setup, we evaluate a practical scenario in which the HAPS
communicates with multiple ground stations located at different altitudes, examining the system’s physical layer security
performance for different types of attenuators including fog, clouds and air pollution. The findings indicate that weather
conditions significantly affect the secrecy performance of optical HAPS communications. However, placing ground sta-
tions at higher altitudes or selection among multiple ground stations can improve the overall security performance of the
system.
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Zorlu Hava Kosullari Altinda Yer istasyonu Secimi Yoluyla Optik HAPS
lletisiminde Gizlilik Basariminin Arttirilmasi

Ozet: Son zamanlarda, havasal iletimlerde bilginin ele gegirilebilmesi nedeniyle, karasal olmayan aglarin (non-terrestrial
networks, NTNs) fiziksel katman glivenligi hem akademide hem de endistride artan bir ilgiyle karsilanmaktadir; &zellikle
de yetkisiz bir kullanicinin vericiye veya aliciya yakin bir konumda bulunmasi durumunda givenlik riskleri artmaktadir.
Olasi glvenlik agiklarini ele almak amaciyla, bu galismada optik haberlesme kullanan bir yiiksek irtifa platform istasyonu
(high altitude platform station, HAPS) sisteminin gizlilik performansi, bir gizli dinleyicinin varhidi altinda incelenmistir.
Ozellikle, kesinti ve ele geciriime olasiliklarini dikkate alarak dnerilen sistemin gizlilik-giivenilirlik dengesi degerlendirilmis
ve gizlilik kesinti olasiigi hesaplanmistir. Onerilen senaryoda, HAPS'in farkli yiiksekliklerde konumlanmis birden fazla
yer istasyonu ile iletisim kurdugu pratik bir durumu ele alarak, sistemde sis, bulutlar ve hava kirliligi gibi farkli zayiflatici
etmenlerin etkisi incelenmistir. Sonuglar, hava kosullarinin optik HAPS iletisimlerinin gizlilik performansini dnemli élglide
etkiledigini gostermektedir. Ancak, yer istasyonlarinin daha ylksek irtifalarda konumlandiriimasi veya birden fazla yer
istasyonu arasindan secim yapilmasi sistemin genel glivenlik performansini arttirabilmektedir.

Anahtar Kelimeler: HAPS sistemleri, optik haberlesme, fiziksel katman guvenlik.
|
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1 INTRODUCTION

Due to the foreseen increase in requested data rates from
the users, different techniques aiming to convey more in-
formation to the users are among the key topics of interest
for researchers today. Free space optics (FSO) offers a
promising solution to the growing demand for higher data
rates, leveraging the broader bandwidth available at optical
frequencies to transmit large volumes of data. One dis-
tinctive feature of optical signals is their highly directional
beams, which restricts their use to line-of-sight (LOS) sce-
narios, unlike traditional radio frequency (RF) communica-
tion where a LOS link is not always required. However, this
signal characteristic also addresses another critical issue:
data privacy [1]. Unlike RF signals, where electromagnetic
wave propagation raises security concerns, an eavesdrop-
per in FSO systems must be positioned close to the LOS
link to be able to listen the legitimate user, thereby enhanc-
ing the security of transmitted data [2].

An alternative approach to address user privacy con-
cerns can be established by using physical layer security
(PLS) techniques, which provide information-theoretic se-
curity by exploiting the inherent randomness in wireless
channels, such as noise and fading characteristics. PLS
techniques ensure secure communication as long as the
legitimate user’s channel quality surpasses those of poten-
tial eavesdroppers [3]. Compared to the traditional cryp-
tographic methods, PLS techniques offer greater computa-
tional efficiency and ease of implementation, making them
a topic of increasing interest among both researchers and
industry professionals in the recent years [4].

Aiming to satisfy both high data rate and security require-
ments, various scenarios that utilize FSO technique have
been analyzed in the literature. [1] and [5] derive the se-
crecy performance of a single hop FSO link under different
turbulence channels. Reference [6] extends the single hop
analysis to multiple scenarios for different eavesdropper lo-
cations, and [2]] focuses on secrecy performance under dif-
ferent eavesdropper locations. Moreover, [7] and [8] add
an RF link to the single hop scenarios, with and without an
additional RF eavesdropper, respectively. Finally, [9] and
[10] analyze multi hop hybrid FSO/RF scenarios with maxi-
mum ratio combining (MRC) and selection combining (SC)
diversity reception techniques respectively.

Another promising approach for providing stable and
high-rate data transmission to targeted users is the im-
plementation of vertical networks, which can be realized
through unmanned aerial vehicles (UAVs), high-altitude
platform stations (HAPS), or low Earth orbit (LEO) satel-
lites. In HAPS enabled communications, stronger and less
disrupted LOS communication can be provided to a large
number of user, with enhanced data rates, and reliable
communication performance [11]. However, as these net-
works serve a large number of users, higher privacy de-
mands arise. Consequently, the need for comprehensive
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research and detailed analysis of vertical network scenar-
ios becomes essential to address these growing privacy
concerns effectively.

In the recent years, secrecy performance of vertical net-
works with PLS techniques have been investigated in the
literature. Among them, [12] analyzes a downlink satellite
communication scenario where the receiver and the eaves-
dropper are equipped with multiple antennas. Reference
[13] explores the impact of satellite orbits on secrecy perfor-
mance, while [3] examines a satellite communication sce-
nario that incorporates channel estimation errors and con-
siders the presence of multiple receivers along with mul-
tiple eavesdroppers. Moreover, [14] analyzes the secrecy
performance of a scenario in which multiple relays are fed
from a satellite and paired with multiple users, and [15] in-
cludes power optimization and trajectories of UAV’s to im-
prove secrecy performance. Finally, [16] focuses on the se-
crecy performance of a multiple UAV relay assisted system
setup. In addition to the aforementioned studies, numerous
papers in the literature have explored the integration of the
high data rates provided by FSO techniques with the exten-
sive coverage capabilities of vertical networks to enhance
secrecy. For instance, [17] examines the secrecy perfor-
mance of a single-hop FSO link between a LEO satellite
and a HAPS system. Similarly, [18] explores various sce-
narios in non-terrestrial networks, including LEO satellite-
to-HAPS, HAPS-to-HAPS, and HAPS-to-ground links. Fur-
thermore, [19] introduces a hybrid FSO/RF link in addition
to the FSO link between a LEO satellite and a HAPS, en-
hancing communication robustness.

In addition to the above-mentioned studies, several se-
crecy analyses have been conducted in the literature, com-
bining both the high data rate output of FSO techniques and
the robustness of vertical networks. For instance, [17] ex-
amines the secrecy performance of a single-hop FSO link
between a LEO satellite and a HAPS. Similarly, [18] ex-
plores various scenarios in non-terrestrial networks, includ-
ing LEO satellite-to-HAPS, HAPS-to-HAPS, and HAPS-
to-ground links. Furthermore, [19] introduces a hybrid
FSO/RF link in addition to the FSO link between a LEO
satellite and a HAPS, enhancing communication robust-
ness.

Building upon the principles of FSO communication and
PLS, this study presents a comprehensive analysis of phys-
ical layer security in HAPS systems utilizing optical com-
munication. Given the growing demand for secure and
high-rate communication in non-terrestrial networks, partic-
ularly with the unique characteristics of FSO such as nar-
row beamwidth and high directivity, our research focuses
on evaluating the secrecy performance of HAPS-based op-
tical communication links. The contributions of this paper
can be summarized as follows:

+ By integrating the strengths of optical transmission with
the security benefits offered by PLS techniques, we
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provide a thorough investigation into how these sys-
tems can ensure secure communication against po-
tential eavesdropping threats. To do so, we consider
different site deployment scenarios in the presence of
various attenuators, including fog, clouds, and air pol-
lution.

» The analysis is crucial as HAPS systems, positioned in
the stratosphere, present distinct challenges and op-
portunities in terms of maintaining high-quality, secure
communication links over vast areas. To establish a
practical scenario, we consider an aerial eavesdropper
positioned close to the HAPS node, trying to intercept
optical communication.

+ In this study, we analyze the impact of various weather
conditions and deployment scenarios on system per-
formance, with a primary focus on the secrecy out-
age probability. Furthermore, we examine the security-
reliability trade-off by jointly considering outage prob-
ability and intercept probability. By evaluating these
factors in the proposed scenario, we aim to provide a
deeper understanding of how environmental conditions
and site configurations influence both the security and
reliability of the system.

The paper is organized as follows. In Section 2.1, a gen-
eral system model is described, followed by explanations
about atmospheric attenuation and turbulence-induced fad-
ing channel in Section 2.2. Section 2.3 focuses on clar-
ifying different scenarios that will be used throughout the
paper. Section 3 focuses on statistical properties of SNR
and analytical expressions about secrecy performance of
the proposed system. Simulation results are talked upon in
Section 4, and the results are summarized in Section 5.

2 SYSTEM AND CHANNEL MODEL

2.1 System Model

In this study, we introduce a scenario for an eavesdrop-
ping attack on the communication link between a HAPS
system and a ground station. Specifically, we analyze the
case where HAPS A is communicating with the best site
B;, among possible sites By, k € {1,2,...,N} in the footprint
of A. This capability allows A to enhance the secrecy per-
formance of the communication by strategically choosing
the optimal site from a range of possible candidates [20].
Meanwhile, the aircraft eavesdropper E, positioned in close
proximity to A, is actively attempting to intercept and gather
information transmitted through the optical beam as illus-
trated in Fig. Positioning itself above the troposphere
enhances E’s eavesdropping performance by mitigating the
impacts of weather-dependent effects. However, despite
this advantage, intercepting information in optical commu-
nication remains challenging, as any eavesdropper in close
proximity to A must block the LOS communication between
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A and By to successfully gather the data. Alternatively, E
could function as a passive optical beam splitter, capturing
a small fraction rg of the laser beam’s irradiance, while al-
lowing the remainder rp, to be transmitted to B satisfying
rg, +re =1 [1]. For the proposed structure, the received
signals at B, and E can be written as

yB, = \/ 7B, Palp g, X+ np,,

(1)
and

YE = VrEPAIEgEXx +ng, (2)
where P, is the transmit power of A, np, stands for the ad-
ditive white Gaussian noise (AWGN) with one-sided noise
power Ny, Ip, is turbulence induced fading channel coef-
ficient, and gp, denotes the atmospheric attenuation be-
tween A and By respectively. Moreover, Ir and g are the
turbulence induced fading coefficient and attenuation be-
tween A and E, and ng is the AWGN noise at passive eaves-
dropper with one-sided noise power Ny. Accordingly, the
instantaneous SNRs at B, and E can be written as

r~PA _
%= N e =ik ®)
where j € {B,E}, and 7, = r{VZA g7 is the average SNR with

E[l}]=1.

2.2 Channel Model

The optical signal’s quality is influenced by various atmo-
spheric factors, such as weather conditions, turbulence,
and random fluctuations as it travels through the atmo-
sphere. Key factors include atmospheric conditions like
cloud formations, fog, dust, rain, and snow, which cause
scattering, absorption, and attenuation of the signal due to
changes in the refractive index along the transmission path.
In this section, we briefly summarize these limiting effects.

2.21

In optical communication systems, atmospheric attenuation
is caused by scattering and absorption, both of which are
affected by atmospheric particles and weather phenomena,
especially fog and clouds Mathematically, atmospheric
attenuation is expressed as gz, = gg. g » Where g§'° and
gp, represent the attenuation due to Mie scattering and
geometrical scattering, respectively. Mie scattering occurs
when the wavelength of operation is similar to the size of
the particles in the transmission medium, and its behavior
can be described as [21]

Atmospheric attenuation

1 As a HAPS eavesdropper, E remains impervious to weather-dependent
effects. Consequently, the analysis presented herein remains applicable
to the communication between A and By.

E. Erdogan, E. S. Ahrazoglu, E. B. Bakirci, and I. Altunbas



ITU Journal of Wireless Communications and Cybersecurity

IO

Eavesdropper - E

Fig. 1 lllustration of HAPS to ground station communication with a HAPS eavesdropper.

gmie:exp _ p,
By sin(6g,) )’

where 6p, is the elevation angle between A and B;-th site.
Here, p’ denotes the extinction ratio and it is defined as

(4)

p' =dhy +b'hy +'hg +d, (5)

where hp, is the height of the selected site above mean
sealevel. d', V', ¢/, and d’ depend on the signal wavelength
A through the following equations

d' = —0.0005451% +0.00214 — 0.0038,
b =0.006281% —0.02321 +0.0439,
¢ = —0.0284% +0.101A —0.18,

d = —0.22813 +0.9221% — 1.261 +0.719.

Geometrical scattering, on the other hand, is associated
with the optical visibility range, which is influenced by
cloud/fog formations and atmospheric pollution. Based on
the Kim’s model, the attenuation caused by geometrical
scattering can be expressed as [22]

(7)

6 = expl— g, D).

where Dy is the distance of the fraction of the link between
A to By that experiences geometrical scattering, and ¢p,

denotes the attenuation coefficient, defined as

391 A\ TV
=y, \550)

where yp, and Vp, are the particle size coefficient and op-
tical visibility, and yp, is determined by the Kim’s model as

23]

(8)
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1.6 Vg, > 50
1.3 6 < Vp, <50
yp, =4 0.16Vg, +0.34 1<Vp <6 9)
VBk —-0.5 0.5< VBk <1
0 Vp, <0.5.

Herein, Vp, is defined as [23]

1.002

VBk = W [km],

(10)
where #p, and ¢p, denote liquid water content and cloud
number concentration. The values of #p,, 63, and Vp,, un-
der A = 1550nm, for various cloud formations are presented
in Table [T} Moreover, Vi, and @3, values for fog formations
and different atmospheric pollution levels are provided in
Table [2and [3] respectively.

Table 1 Geometrical scattering parameters for different cloud
formations at A = 1550 nm [23]

Cloud formation  #p,[cm~3] 3, [g/m—>] Vg, [km]
Cumulus 250 1.0 0.028
Stratus 250 0.29 0.0626
Stratocumulus 250 0.15 0.0959
Altostratus 400 0.41 0.0369
Nimbostratus 200 0.65 0.0429
Cirrus 0.025 0.06405 64.66
Thin cirrus 0.5 3.128 x 107*  290.69

Table 2 Geometrical scattering parameters for different fog for-
mations [24]

Fog formation Vg, [km] ¢p, [dB/km]
Dense 0.05 339.62
Thick 0.2 84.9

Moderate 0.5 33.96
Light 0.77 16.67
Thin 1.9 4.59

Table 3 Geometrical scattering parameters for different atmo-
spheric pollution levels [25]

Atmospheric pollution Vg, [km]  ¢p, [dB/km]
Extremely polluted atm. 1 (low) 16.98
Normal atm. 10 (mod) 0.442
Non-polluted atm. (clear) 145 (high) 0.022

2.2.2 Turbulence-induced fading

Atmospheric temperature fluctuations give rise to turbulent
eddies with randomly varying refractive indices. As these
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eddies function like dynamic optical lenses, they introduce
random variations in the amplitude of the transmitted sig-
nal, a phenomenon termed turbulence-induced fading. This
fading can be effectively modeled using the exponentiated
Weibull distribution (EW) [26], where the probability density
function (PDF) and cumulative distribution function (CDF)
characterize the statistical behavior of signal fluctuations as

a—1

-2 () [ Gl ]

(11)
nuw:<r—ap{—(;)q>a,

respectively. Here, o and  are the distribution parame-
ters, and n is the scale parameter. The parameters can be
expressed as [27]

(12)

7220777

2/6

o=
r(24870;

70.104) ’

B =1.012(ac?) "/* +0.142,

1
1= a0+ 1/B)gi1(aB)’

where g;(a, ) is defined as

Ly (DT
s1(@:B) = Y T PN

(14)

In this formulation, the fluctuation level can be obtained by
using the scintillation index o7, which is determined by the
Rytov variance o7 as [28]

0.4903 0.5103

2
Of =exp —
1+ 11167°)7/6  (140.690,7/°)5/6

1, (15)

and the Rytov variance o3 is related with the physical pa-
rameters, including transmitter and receiver altitudes, wind
speed, wave number and the zenith angle. Further details
about the calculation of 63 can be found in [28].

2.3 Site Deployment Model

In the forthcoming generation of optical wireless commu-
nication systems, multiple ground stations may be strategi-
cally positioned at varying altitudes above mean sea level to
optimize coverage and enhance performance. Specifically,
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deploying multiple stations within NTNs offers a viable so-
lution for mitigating signal attenuation caused by adverse
weather conditions. With practical deployment in mind, we
propose three distinct deployment strategies in this work.

In the scenario of ground level deployment, we consider
that all sites available for communication are situated at
ground level, precisely hp = 0 km above the surface and
hg = 0.01 km above mean sea level, where the wind speed
is 2.8 m/s, and A = 1550 nm. In the configuration of mid-
level deployment, we assume the ground stations are po-
sitioned at mid-altitudes, such as on hills, low mountainous
regions, or foothills, to minimize signal attenuation. The
altitudes are set to hp = 0.5 km and hr = 0.7 km. As a re-
sult, the wind speed experiences a slight increase to 5.1
m/s, with an operational wavelength of A = 1550 nm. In the
setup of high-level deployment, the ground stations are lo-
cated at very high altitudes, like high plateau, or mountains.
As a result, hp and hg are taken as hp =2 km and hg =2.2
km, and the wind speed increases up to 10.0 m/s, with the
same operational wavelength as given above.

3 SECRECY PERFORMANCE ANALYSIS

In this section, we first present the statistical properties of
SNR. Thereafter, we analyze the proposed system in terms
of secrecy outage probability (SOP) and provide a security-
reliability trade-off.

3.1 Statistical Properties of SNR

The proposed site selection method relies on the maximiza-
tion of SNR. Mathematically, the best site is selected as

K —arg max |7
arg max |1,

and similarly, the end-to-end SNR at the legitimate link can
be written as

(16)

Yp = max [¥g,]. (17)

1<k<N
Assuming independent identically distributed Exponenti-
ated Weibull random variables in each link, with the aid of
and CDF of the overall SNR can be expressed as

N ” Be/27 \ %
s fi1-ee]- (2 ))" o
k=1 (angBk> 78,

3.2 Secrecy Outage Probability

In the physical layer security, SOP stands as one of the
most extensively employed metrics for evaluating secrecy
performance in academic literature. Within the context of
wireless communications, HAPS A must ensure that the in-
formation is transmitted at a fixed secrecy rate, denoted by
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R;. For secure communication to be maintained, this se-
crecy rate is required to be less than the secrecy capacity
C,, meaning that the condition C; > R, must hold true to pre-
vent a breach in secrecy [29]. Mathematically, SOP can be
defined as

PSO :Pr[Cs <RS]7 (19)

where R, = log, %5, and C; can be written as

C = {log2 (1 -H’B) —log,(1+7e), V8> (20)

T 0, otherwise.

As we assume a turbulence-free communication model be-
tween B and E, due their close proximity, the SNR at E,
denoted as yx, can be represented by its average value ¥,
given by 1 = e = % [1]. Therefore, by invoking into
(19). Pso can be written as

Pso =Pr[ys < %n(1+7e) — 1], (21)
and with the aid of (21), and (18), Pso can be expressed as

- Be/279\ o
Pso:ﬁ<1—exp[—<%h(l+%)_l> ]) . (22)

k=1 (angBk> 27Bk

3.3 Security-Reliability Trade-off

The security-reliability trade-off (SRT) is characterized by
the balance between the intercept probability (IP) and the
outage probability (OP) in communication systems [30]. IP
refers to the probability that £ successfully intercepts and
decodes the transmitted signal. This happens when the E’s
SNR exceeds a certain threshold, allowing it to capture the
data. On the contrary, OP measures the probability that the
signal quality, typically quantified by SNR of the legitimate
link, falls below a certain threshold y,,. By taking IP and OP
into consideration, the SRT can be expressed as [30]

(23)

Please note that IP and OP are statistically independent.
Therefore the above expression can be written as Psgrr =
Pr[ys < ¥£]Pr[ve > yu]. Therefore, Psgt can be expressed

Psrr =Pr[vs < ¥e, Y > Yin)-

Pspt = Pr{yg < ¥e] Pr¥e > ¥l

N ’)_/ ﬁk/z (073
:PF[YE>%h}H<1—exp[—<152> ]) )
k=1 (angBk) 7Bk

(24)

Morever, SRT can be asymptotically evaluated by using the
high SNR Taylor expansion of exp(x) = 1 —x as

N y 4B /2
OO E
k=1 (angBk) 5,
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4 NUMERICAL RESULTS

In this section, the SOP and SRT performances of the pro-
posed system are illustrated, and theoretical findings are
validated by Monte-Carlo simulations. It is assumed that
HAPS A is employed at an altitude of 30 km as recom-
mended in [31] and that the eavesdropper E is located at
very close proximity of HAPS A. Due to close distance
between A and E, we assume that Pr[yz > 7] = 0.9. The
zenith angles between the A and all possible sites are as-
sumed to be { = 10°. Three different site deployment sce-
narios are considered as described in Section 2.3, and the
fading parameters are found as a = 3.209, § =2.505, n =
0.81 for the ground level deployment, o = 3.113, 8 = 2.657,
n = 0.827 for the mid-level deployment, and o = 3.135,
B =2.621, n = 0.823 for the high-level deployment. The
distances D% are calculated through measurement results
in [32]. Additionally, the fixed secrecy rate is taken as R, = 1
bit/s, and the fraction of the power received by the eaves-
dropper is set to ry = 0.2. Also, the received SNR at the
eavesdropper is assumed as ¥z =5 dB.

In Fig. [2, the SOP performance of the system is shown
for the ground level deployment scenario in the presence
of thin cirrus cloud formation with D = 0.1 km for differ-
ent number of sites. It can be seen here that the theo-
retical results are perfectly matched with the simulations.
Moreover, it is inferred from the figure that the slopes of the
curves increase with the increasing number of sites. This
stems from larger diversity order offered by higher number
of sites. Hence, it can be deduced that enhanced security
can be achieved by deploying higher number of sites.

10%Q o o .
Theoretical
O  Simulation
102 3
10 3
FL% N =5,10,20
10 3
108 3
I I I
5 10 15 20 25

\T, [dB]

Fig. 2 SOP performance of the system under thin cirrus cloud
formation for the ground level deployment and N =5, 10, 20.

The SOP curves for N = 10 sites are illustrated in Fig.
for different deployment scenarios in the presence of thin
cirrus cloud formation with Di® = 0.1 km. It can be ob-
served from the figure that the system performance is en-
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hanced from ground level to mid-level deployment and from
mid-level to high-level deployment. Therefore, it can be said
that utilizing higher altitudes for sites improves the system
performance. Notice here that the slopes of the curves are
almost the same, and the system performance is improved
in terms of power gain. This can be attributed to lower loss
levels owing to high-level deployment and shorter link dis-
tance.

10°Q °
102
104k
Q?

108

Ground level deployment

Mid-level deoployment
108 High-level deployment

O Simulation
| I
5 10 15 20

& [dB]
Fig. 3 SOP performance of the system under thin cirrus cloud
formation for different deployment scenarios and N = 10.

In Fig. [4] the SOP performance is presented W|th respect
to rg for different deployment scenarios, f|xed =15 dB,
and N = 10 number of sites. Here, thin cirrus cloud forma-
tion is considered with DF° = 0.1 km. It can be inferred
from the figure that deploying sites at higher altitudes sig-
nificantly improves the system performance for lower val-
ues of rg. However, for higher values of rg, SOP dramat-
ically increase. This can be explained by the fact that the
eavesdropper receives very large fraction of the transmitter
power and the legitimate sites receive very small fraction of
the power. Thus, secure communication becomes infeasi-
ble for high values of rg.

In Fig. [5, the SOP curves are illustrated for N = 10 num-
ber of sites with mid-level deployment under different atmo-
spheric conditions. Here, thin cirrus cloud formation with
Dgeo = 0.1 km, thin fog with Dgi" = 1.01 km, and normal
poIIuted atmosphere with D%° = 3.04 km are considered to
examine the effects of various visibility levels. It can be de-
duced from the figure that for a SOP of 10~°, atmospheric
pollution results in ~ 2.5 dB SNR loss in system perfor-
mance, whereas thin fog formation introduces ~ 9 dB SNR
loss. Hence, it can be concluded that the system perfor-
mance significantly affected by the atmospheric conditions.

SRT performance of the proposed system is presented
in Fig. [6] for N =5 and mid-level deployment scenario un-
der non-polluted, normal polluted, and extremely polluted
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Ground level deployment
10—6 L [0} Mid-level deoployment <
High-level deployment
O Simulation
1 0—7 I I I I I I L L L

0 0.1 02 03 04 05 06 07 08 09 1
TE

Fig. 4 SOP performance of the system with respect to rg under
thin cirrus cloud formation for N = 10 and 1{’,—:‘] =15dB.

10°Q——0——0—
102
104
2
9
106
Thin cirrus
Thin fog
108 Normal atmosphere E
O Simulation
! I I I
5 10 15 20 25

£ 4B
Fig. 5 SOP performance of the system under thin cirrus cloud
formation, thin fog formation, normal polluted atmosphere for
N = 10 and mid-level deployment.

atmospheric conditions all with D5 ° = 3.04 km. It can be
seen here that asymptotic curves perfectly depicts the sys-
tem performance in high SNR region. Moreover, the figure
reveals that different pollution regimes results in significant
SNR loss in the system performance. Under extremely pol-
luted atmosphere, reliable communication is not achievable
with reasonable SNR values. Therefore it can be deduced
that atmospheric pollution is critically important in SRT per-
formance of the system.

In Fig. SRT performance of the system is illustrated
with respect to rg for different deployment scenarios. Here,
thin cirrus cloud formation with Dz = 0.1 km, N = 10 sites,

and % =15 dB are considered. It can be deduced from
the figure that deploying legitimate sites at higher altitudes

10°Q Q00000000
1051 1
10—10 b 4
Non-polluted atmosphere
Normal atmosphere
Extremely polluted atmosphere
= = = Asymptotic Eq. (25)
O  Simulation
1015 | | |
5 10 15 20 25
i [dB]

Fig. 6 Impact of pollution on SRT performance of the system for
N =5 and mid-level deployment scenario.

enhances the SRT performance of the system, similar to
Fig. Additionally, high values of rz results in poor SRT
performance, increasing up to probability of 1. This stems
from the eavesdropper gathering most of the transmitted
power, thus, secure communication between HAPS A and
legitimate sites becomes infeasible.

10°

gfz
1 0-1 0 4
Ground level deployment
Mid-level deoployment
High-level deployment
O Simulation
10715 | . | | | | | | |

0 01 02 03 04 05 06 07 08 09 1
TE

Fig. 7 SRT performance of the system with respect to rg under
thin cirrus cloud formation for N = 10 and 1’% =15dB.

5 CONCLUSION

This study highlights the critical role that weather condi-
tions play in the physical layer security of optical HAPS
communications, particularly in the presence of an airborne
eavesdropper. By evaluating the secrecy-reliability trade-
off through interception and outage probabilities, we have
demonstrated that adverse weather conditions, such as fog,
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clouds, and air pollution, can severely degrade system per-
formance. However, our results also show that strategically
positioning ground stations at higher altitudes offers a vi-
able solution to enhance overall secrecy. These insights
provide valuable guidance for the design and deployment
of secure non-terrestrial networks, emphasizing the need
for careful consideration of environmental factors and sys-
tem configuration in maintaining secure communications.
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