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Abstract
In this study, we present an encoding/decoding algorithm using k-Fermat and k-Mersenne numbers. We use

Fermat Q matrices and Mersenne R matrices, the terms of these matrices are composed of k-Fermat and k-
Mersenne numbers, respectively, and look like Fibonacci Q matrices. In this method, which we will obtain by
creating square matrices, we obtain different keys and messages. The purpose of this process is not only to
increase the reliability of information security technology, but also to provide the ability to verify information

at a high rate.

Keywords: coding/decoding algorithm, Fermat Q-matrix, Mersenne R-matrix, minesweeper

k-Fermat ve k -Mersenne Sayillarina Dayali Kodlama-Kod C6zme Algoritmasi
Oz

Bu calismada k-Fermat ve k-Mersenne sayilarmni kullanarak bir kodlama/kod ¢dzme algoritmasi sunuyoruz.
Fermat Q matrisleri ve Mersenne R matrislerini kullaniyoruz. Bu matrislerin terimleri sirasiyla k-Fermat ve k-
Mersenne sayilarindan olusuyor ve bu matrisler Fibonacci Q matrislerine benziyor. Kare matrisler olusturarak elde
edecegimiz bu yontemde farkli anahtarlar ve mesajlar elde ediyoruz. Bu islemin amaci yalnizca bilgi giivenligi
teknolojisinin giivenilirligini artirmak degil, aym1 zamanda bilgilerin yiiksek oranda dogrulanabilmesini
saglamaktir.
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1. Introduction

The development of encoding-decoding model represents an important stage in communication.
It is also a semiological conception. Fibonacci and Lucas numbers and their generalization have
interesting applications to almost every field of art and science. Many researchers have
introduced coding/decoding algorithms using Fibonacci and Lucas numbers [19-20]. Ucar et
al., introduced Fibonacci Q matrices and R matrices [1]. Parasad introduced a new method for
coding/decoding algorithms using Lucas p -numbers [2]. Diskaya et al. presented a new
encryption algorithm based on Fibonacci polynomials and matrices [3], [21]. Jenan Shtayat et
al. introduced an encoding/decoding algorithm using Padovan numbers [4]. Other studies using

similar techniques are also discussed in [5-6].
k-Fermat numbers are defined as follows [7]
GE,=k2"+1 ,n>0. (1)
The first few of these sequences are
GE,={k+1,2k+ 1,4k + 1,8k + 1,16k + 1,32k + 1, ...}
and Fermat Q,, matrices are defined as follows

GFTl+1 GFTl ]. (2)

Qn - [ GFn GFn—l

Forn =2 we get

B [GF3 GFZ]
Qz = GF, GF,|
namely
0, = [8k +1 4k+1
27 lak+1 2k +1)

The elements of Q, are
q1=8k+1,q2=4k+1,q3=4k+1andq4=2k+1.

One can easily see that the determinant of Q, is 2k. He and Shiue used a similar relationship as

inspiration in his work called “On the Applications of the Linear Recurrence Relationships to
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Pseudoprimes” in [8]. Now we introduce k-Mersenne numbers. k-Mersenne numbers are

shown by GM,, and as G M, satisfies the equation as follows [9]
GM, =k2"—1 ,n=>0 3)
The first few terms of these sequences are
GM, ={k—1,2k—1,4k — 1,8k — 1,16k — 1,32k — 1, ...}

k-Mersenne R, matrices are defined by as follows [10]

_ GMn+1 GMTL
Ry = [ GM,, GMn_l]' )
Forn =2 we get
GM; GM,

k2 = [(;M2 GMl]'
namely

R :[Sk—l 4k — 1
27 4k -1 2k —1F

The elements of R, are
T‘1=8k—1,rz=4k—1,1‘3=4k—1and1”4=2k—1.
One can easily see that determinant of R, is —2k either.

Asci and Aydinyuz [16] generalized the AES-like cryptology on 2x2 matrices with the elements
of k order Fibonacci polynomial series using a certain irreducible polynomial in the cryptology
algorithm, which is called AES like cryptology on the k-order Fibonacci polynomial matrix.
Anderson [18] introduced a number of keystream generators based on Fibonacci series.
Karacam et al. [17] investigated the transmission of time and position variable cryptology in
the Fibonacci and Lucas number series with music. In our study, we present a new
encoding/decoding algorithm using k-Fermat and k-Mersenne numbers. Many researchers
investigate k- Mersenne numbers and their properties [11-12]. We give a new coding-decoding
system using Mersenne R matrices and Fermat Qmatrices. Our study consists of two parts. In

the first part, we present a coding-decoding algorithm using Mersenne R matrices giving an
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example. We divide the message matrix into 2 X 2 block matrices. By mapping each letter in
the alphabet to a different number, we obtain a codded matrix. With encoding and decoding
operations, we can create a more secure password and decode the given password. In the second
part, we present a coding-decoding algorithm using both Mersenne R matrices and Fermat
Qmatrices, giving an example of the algorithm. Minesweeper is essentially an interesting way
of looking at a potentially unconditioned (dry) subset of problems in Integer Programming and
Linear Algebra. There are a lot of research about solving Minesweeper game. [13-15]. Ucar et
al., used the encoding-decoding algorithm "Minesweeper Model" in [1]. We use this method,
which is based on the principle of creating a stronger coding system by combining different
number sequences of coding, was handled by Ugar and brought a different perspective to the

coding algorithm.
2. A New Coding-Decoding Algorithm Using Mersenne R Matrix

In this part first, we give a character table which we use in coding/decoding. The first character

1s matched with n.

Table 1. Number values corresponding to letters.

A B C D E F G H I J
n n+1 n+2 n+3 n+4 n+5 n+6 n+7 n+8 n+9
K L M N o P Q R S T

n+10 n+11 n+12 n+13 n+14 n+15 n+16 n+17 n+18 n+19
U A% W X Y V4 0 ! ?

n+20 n+21 n+22 n+23 n+24 n+25 n+26 n+27 n+28 n+29

That the size of the message matrix M is 2m X 2m. We put “ 0” between each word. The block
matrices of M are shown by T;. 1 < i < m? . The size of each block is 2 X 2. We use the

matrices of the following forms:
R _|al 4 _[91 92 M T
= Lé th A= ay aj 0= [CI3 Q4]’Ri B [7‘3 T4]'

The number of the block matrices T; is denoted by t. According to t, we choose n as follows.

t t<3

= t
n {ﬂiﬂ otherwise
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By choosing n as above, we write the Table 1 according to mod30 for n (Tablel can be
extended depending on the massage content). Now we present the coding-decoding algorithm

asin[1].
Mersenne Blocking Algorithm

First of all, in case of any minor of (7;),x, is zero we have to add zero sequence of the
beginning of the T; matrix. Our coding algorithm is based on six steps. We give the steps as

follows:

(1) Divide the matrix M into block matrices T; (1 < i < m?).
(2) We choose n.

(3) Determine ¢/ (1 < j < m?).

(4) We compute each det(T;) - w;.

(5) Construct the coded matrix P which is [w;, t,‘c]k=1,2’4.

(6) End of algorithm.
Decoding Algorithm

To decode the message, we take the coded matrix and apply an inversion process to it and we
get the M matrix. Our decoding algorithm is based on eight steps. We give these steps as

follows:
First, we know that det (T;) = w;.

(1) Compute R,, and determine 7;. (1 < j < 4).

(2) Compute ryti + 15tk > al (1 <i<m?).

(3) Compute ryti + 7r,th — ab.

(4) Solve (—=k) X w; = al(ryx; + ryth) — ab(ryx; + 13th) if i is even.
(5) Solve —k2™"1 x w; = al(ryx; + uth) — ab(ryx; + r5tl) if i is odd.
(6) Substitute for x; = t.

(7) Construct T;.

(8) And finally, we obtain M.

We use these steps above we present the following example. Utilizing Mersenne Q matrices we

code and decode masseges.
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2.1 An Example for Coding-Decoding Process

Considering the message “HOW OLD ARE YOU?” we get the following message matrix.

~x O m
Ox =0
SHCECIES
N O OO

Using Table 1, we obtain the coded matrix L as follows

9 16 24 128
16 13 5 28
2 19 6 28
26 16 22 O

Now we construct the block matrices T; of L matrices.

(1) We can divide the L matrix of size 4 X 4 by the matrices T; of size 2 X 2 since m = 2,

we have four blocks.

N

1. Sincet =4 > 3, we calculate n = [E]]= 2. For n = 2, using the character Table 1. we

get

O W 0 O L D 0
16 24 28 16 13 5 28
R E 0 Y 0 U ?
19 6 28 26 16 22 30

N x| o —

3. We have the elements of the blocks T; (1 < i < 4) matrix as follows

ti=9 t;=16 t3 =16 t; =13

ty =24 t:=28 t:=5 tZ =28

t3=2 t3=19 t3=26 ti=16

tf=6 t;=28 t;=22 t;=0
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w, = —139, w, =532, w3 = —462, w, = —616.
4. At the end we have encoded matrix P as follows

-139 9 16 13
p= 532 24 28 28

—-462 2 19 16/

—-616 6 28 0

Decoding algorithm:
(1) It is known that
e 4
(2) The elements of R, are denoted by
n=8k—-1rn=4k—-1,3,=4k—1andr, = 2k — 1.
(3) We calculate the elements a! and we composite the matrix E;:
al = 136k — 25, a? =304k —52,a3 = 92k — 21 and af = 160k — 34.
(4) Now we calculate the elements a’ and we composite the matrix E;:
al =68k — 25, a5 = 152k — 52, a3 = 46k — 21 and a; = 80k — 34.
(5) We find the x; values of the equations as follows
Forn = 2 we use

_kzn—l X w; = ai(rle' + n;ti) - aé(rlxi + r3t"i-)'

i =1, 278k = (136k — 25)((4k — Dx; + 2k — 1)13) — (68k — 25)((8k — 1)x, +
(4k — 1)13) = x, = 16.

i =2,—1064k = (304k — 52)((4k — 1))x, + (2k — 1)28) — (152k — 52)((8k —
Dx, + (4k — 1)28) = x, = 5.

i =3, 1386k = (92k — 21)((4k — D)x3 + (2k — 1)16)) — (46k — 21)((8k — 1)x3 +
(4k — 1)16)) = x5 = 26.
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i = 4,—872k = (160k — 34)((4k — D)x, + (2k — 1)0) — (80k — 34)((8k — Dx, + (4k
—1)0) = x, = 22.

(6) We rename x; as follows
x; =ti =16, x, =t5 =5,x3 = 26 and , x, = 22.
(7) We construct the block matrices T; :

Tl:[196 12 Tz—[24 28] r, =2

26 16] L= [262 gg'

(8) and finally, we obtain the message matrix L as follows

9 16 24 128
16 13 5 28
2 19 6 28
26 16 22 30

3. A Mixed Model: Minesweeper

In this part, we introduce @Q,, for k-Fermat matrices and R, for k-Mersenne matrices. Using
these matrices, we present a new model for decoding. The main idea of this model blocking the
message matrix M. We use k-Fermat matrices for odd indices and k-Mersenne matrices for

even indices.
Coding Algorithm
We give the steps for coding as follows

(1) Divide the matrix L into blocks T; (1 < i < m?).
(2) Choose n.

(3) Determine ¢/ (1 < j < m?).

(4) Compute det(T;) = w;.

(5) Construct matrix F.

(6) End of algorithm.
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Decoding Algorithm
We give the steps for decoding as follows

(1) Compute Q,,.
(2) Compute R,,.
(3) Compute gt + g5ttt » at,i =21+ 1for0 <1 < 2m.
Compute 7y tt + r3th - at,i =2l for 0 <[ < 2m.
Compute q,ti + quts > ab, i =21+ 1for0 < < 2m.
Compute r,ti + 13tk > ab,i =2l for 0 < | < 2m.
(4) Solve (—k)2™ x w; = al(rytl + ryx;) — ab(rth +13x;),i = 2p,0 < p < 2m.
Solve k2™t x w; = al(qatl + qux;) — ab(quth + q3%),i=2p+ 1,0 < p < 2m.
(5) Substitute for x; = tt.
(6) Construct T;.
(7) Construct L.
(8) End of the algorithm.

3.1 An Example for Coding-Decoding Process

Considering the massage “MIXED MODELLING FOR CRYPTOGRAPHY” we get the

following message matrix.

TN~
~Qo=Q0~
ocOOQ T X
o O mMm
ox<Te~DT
[=NavBav ROl o)

Coding Algorithm

We give the steps for coding as follows

(1) Divide the matrix M into blocks T; (1 < i < m?)
_M I _[X E _[D 0
n=ly ol m=lp Blm=[ 1

n=ly ol m=le glre=ly ple=ly Ylm=[ oln=[ o
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(2) Since t =9 > 3, we calculate n = [E]] = 4. For n = 4, we use the character

table as follows for matrix M.

M I X E D 0 M O D E L L
16 12 27 8 7 0 16 18 7 & 15 15
/I N G 0 F O R 0 C R Y P
12 17 10 0 9 18 21 0 6 21 28 19
T O G R AP HY 0 0 0 0
23 18 10 21 4 19 11 28 0 O O O

(3) We get the elements of the blocks T; (1 < i < 9) as follows

ti =16 ty =12 ti =16 t; =18

t2 =27 t2 =8 t2 =7 t2=8
t3=7 t3=0 t3 =15 t3 =15
tf =12 ty =17 ts =21 t;y =0
t2 =10 t5=0 t>=6 ty =21

ts=9 te =18 ts =28 t? =19
t] =23 t; =18 t7 =11 t7 =28
t8 =10 t8 =21 t8 =0 t8 =0

t; =4 ty =19 t3 =0 t; =0

(4) Calculating the determinants w; of blocks of T; we find
Wl = 96 Wz == 160 W3 == 105
w, = =357 wg =210 wg = —333

W7:44’6 W8:0 W9:O

(5) Now we can construct the matrix F; = [Wl-, t,‘{] as follows for k € {1,2,3}

96 16 12 167
160 27 8 7
105 7 0 15

—-357 12 17 21
210 10 O 6

—-333 9 18 128
446 23 18 11

0 10 21 O
0 4 19 O0-
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(6) End of the algorithm.
Decoding algorithm

(1) Let’s find Q,

0 :[GFS GF4]:[32k+1 16k + 1
*~|6F, GF) " li6k+1 8k+1

(2) Now let’s find R, = [GMS GM4] _[B2k-1 16k-1

GM, GM;|~ li6k—1 8k-—1

(3) If i is odd we use Fermat Q-matrices otherwise we use Mersenne R-matrices and

we get as follows

al = 704k + 28

ab = 352k + 28

a? =992k — 35 a2 = 496k — 35
a3 =224k +7 ad=112k+7
at =656k —29 at =328k —29

a® =320k +10 af =160k + 10
a® =576k —27 a$ = 288k — 27
al =1024+41 a] = 512k + 41
a® = 656k —31 af = 328k — 31
a) =432k +23  a) = 216k + 23

(4) For n = 4 we get following equations

768 = (704k + 28)((16k + 1)16 + (8k + 1)x,)
— (352k + 28)((32k + 1)16 + (16k + 1)x,)

:>x1:18

—1280 = (992k — 35)((16k — 1)7 + (8k — 1)x,)
— (496k — 35)((32k — 1)7 + (16k — 1)x;)

=>x,=28
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840 = (224k + 7)((16k + 1)15 + (8k + 1)x3)
— (112k + 7)((32k + 1)15 + (16k + 1)x3)

:>x3:15

—2856 = (656k — 29)((16k — 1)21 + (8k — 1)x,)
— (328k — 29)((32k — 1)21 + (16k — 1)x,)

=>x,=0

1680 = (320k + 10)((16k + 1)6 + (8k + 1)xs)
— (160k + 10)((32k + 1)6 + (16k + 1)xs)

:>x5:21

2664 = (576k — 27)((16k — 1)28 + (8k — 1)x,)
— (288k — 27)((32k — 1)28 + (16k — 1)x4)

:>x6:19

3568 = (1024k + 41)((16k + 1)11 + (8k + D)x;)
— (512k + 41)((32k + 1)11 + (16k + 1)x;)

:>x7:28

0 = (656k — 31)(0 + (8k — D)xg) — (328k — 31)(0 + (8k + 1)xg)

=>x3=0

0 = (432k + 23)(0 + (8k + 1)xg) — (216k + 23)(0 + (16k + 1)xy)
= x9=0

(5) We rename x; as follows

g1 o 42 0 43 . 44 . 45 . 46 o _ 37 o _ 48 o _ 49
Xp = Uy, Xp = Ug,X3 =g, X, =Ty, X5 =y, Xg = Uy, X7 = Uy, Xg = Uy, Xg = 1y

(6) Now we can construct the block matrices T;

L e

T, = [142 107]'T5 - [160 201]'T6 - [9 18]'T7 = [23 18]'T8 - [100 201]' T = [

28 19 11 28

4 9
0 0
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(7) At the end of the process we get L matrix combining the matrices T;

16 12 27 8 7 0

16 18 7 8 15 15

{12 17 10 0 9 18

®) M= 4 0 6 21 28 19
23 18 10 21 4 9

11 28 0 0 0 046
Thus, the algorithm ends.

If we k = 1 and considering the massage “MIXED MODELLING FOR CRYPTOGRAPHY”

in [5], we obtain the same results .
4. Conclusion

In this study, after giving a coding-decoding algorithm for Fermat Q and Mersenne R matrices,
we first gave a coding-decoding algorithm for Mersenne R matrices. By using k-Fermat and k-
Mersenne number sequences, it is aimed to both increase reliability and transfer information
correctly by using two different sequences in addition to the single number sequence. By
combining these two matrices, we constructed a new coding and decoding algorithm. We found
more secure keys using Fermat @ matrices and Mersenne R matrices. Utilizing the

“Minesweeper Model” we can make more reliable encryption.

Different security coding\decoding can be created by applying this work to all number

sequences.
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