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Abstract: The increasing sophistication of cyber-attacks targeting priva-
te sector infrastructure, including those with potential state involvement,
represents an emerging security challenge with profound implications for
national security and economic stability. This research examines patterns
in advanced persistent threats (APTs) targeting private enterprises, focu-
sing particularly on campaigns suspected of state involvement based on
their complexity, resource requirements, and strategic objectives. Drawing
on a comprehensive literature review and theoretical analysis, this study
investigates the drivers and consequences of this evolving cyber threat lan-
dscape. The findings indicate that this strategic shift toward private sector
targets serves multiple objectives for state actors, including technological
competition, economic disruption, and the exploitation of vulnerabilities
in critical infrastructure. The analysis demonstrates that these cyber ope-
rations represent an expansion of state strategic options, complementing
rather than replacing traditional military capabilities. Recent international
conflicts reveal that cyber operations often operate alongside conventional
military activities, creating a more complex security environment where
digital and physical domains are contested simultaneously. The study pro-
poses new frameworks for enhanced public-private cooperation in cyber
defense and targeted policy measures to protect essential private sector
infrastructure. Addressing these emerging threats requires unprecedented
levels of international collaboration and innovative approaches to cyberse-
curity, with significant ramifications for national security policy and global
economic stability. This research examines evolving cyber warfare tactics,
underscoring the need to reassess traditional security paradigms in an inc-
reasingly interconnected digital world.

Keywords: Cyber Security, State-Sponsored Attacks, Critical Infrastructu-
re Protection, Cyber Warfare, Private Sector Security, International Secu-
rity, Cyber Deterrence
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Devlet Siber Savasi: Ozel Sektor Hedeflerine Dogru Stratejik
Degisim

Esra Merve CALISKAN"

Oz: Ozel sektor altyapism hedef alan siber saldirilarin artan karmasikhigl, po-
tansiyel devlet miidahalesi olanlar da dahil olmak iizere, ulusal giivenlik ve
ekonomik istikrar tizerinde derin etkileri olan yeni bir giivenlik sorununu tem-
sil etmektedir. Bu aragtirma; karmagikliklar, kaynak gereksinimleri ve stratejik
hedefleri temelinde 6zellikle devlet miidahalesinden siiphelenilen kampanyalara
odaklanarak ozel isletmeleri hedef alan gelismis kalici tehditlerdeki (APT’ler)
kaliplan incelemektedir. Kapsamh bir literatiir taramasi ve teorik analize dayanan
bu calisma, gelisen siber tehdit ortaminin itici giiclerini ve sonuclarm aragtir-
maktadir. Bulgular, 6zel sektor hedeflerine yonelik bu stratejik kaymanin devlet
aktorleri icin teknolojik rekabet, ekonomik bozulma ve kritik altyapidaki giiven-
lik aciklarindan faydalanma gibi bircok amaca hizmet ettigini gostermektedir.
Analiz, bu siber operasyonlarin devletlerin stratejik seceneklerinin genislemesini
temsil ettigini ve geleneksel askeri yeteneklerin yerini almaktan ziyade onlart
tamamladiim gostermektedir. Yakin zamanda yasanan uluslararas: catismalar,
siber operasyonlarin genellikle konvansiyonel askeri faaliyetlerle birlikte isledi-
gini ve hem dijital hem de fiziksel alanlarin ayni anda miicadele edildigi daha
karmagik bir giivenlik ortam yarattigim ortaya koymaktadir. Bu calisma, siber
savunmada kamu-6zel sektor is birliginin gelistirilmesi igin yeni cerceveler ve
temel 6zel sektor altyapisinin korunmast icin hedefe yonelik politika tedbirleri
onermektedir. Ortaya ¢tkan bu tehditlerin ele alimmasi, ulusal giivenlik politikas:
ve kiiresel ekonomik istikrar agisindan 6nemli sonuglar doguracak sekilde, daha
once goriilmemis diizeyde uluslararasi is birligi ve siber giivenlige yonelik yeni-
likci yaklagimlar gerektirmektedir. Bu aragtirma, gelisen siber savag taktiklerinin
zamaninda incelenmesini saglayarak giderek birbirine daha fazla baglanan dijital
diinyada geleneksel giivenlik paradigmalarimn temelden yeniden degerlendiril-
mesi ihtiyacinin altim gizmektedir.

Anahtar Kelimeler: Siber Giivenlik, Devlet Destekli Saldirilar, Kritik Alt-
yap1 Korumast, Siber Savas, Ozel Sektor Giivenligi, Uluslararas: Giivenlik,
Siber Caydiricilik

* Dr., istanbul Medipol Universitesi, insan ve Toplum Bilimleri Fakiiltesi, Siyaset Bilimi ve
Uluslararasi Hi§kiler Boliimii, Arastirma Gorevlisi, ecaliskan@medipol.edu.tr,
ORCID: 0000-0001-5226-3177
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Introduction

The increasing prevalence and sophistication of state-sponsored cyber-attacks
against private sector infrastructure in developed nations represents one of the
most significant emerging threats to global security and economic stability in the
modern era. This research examines the strategic shift in cyber warfare tactics,
where state actors increasingly target private sector entities rather than traditional
government or military targets, analyzing both the causes and implications of this
evolution in cyber conflict.

The past decade has witnessed a fundamental transformation in how nati-
on-states leverage cyber capabilities to achieve strategic objectives. Over the past
decade, analysis of sophisticated cyber operations reveals an evolving pattern
where advanced persistent threats (APTs) increasingly target private sector enti-
ties, particularly in strategic industries such as finance, energy, and telecommu-
nications. Several high-profile incidents evidence the scale and sophistication of
these operations. The 2014 Sony Pictures hack, attributed to North Korean actors,
caused over $100 million in damages and demonstrated state actors’ willingness
to target private enterprises for strategic objectives (Haggard & Lindsay, 2015, p.
3). The 2020 SolarWinds supply chain attack, linked to Russian intelligence ser-
vices, compromised over 18,000 organizations globally, highlighting the casca-
ding effects possible through private sector targeting (Temple-Raston, 2021, p.12;
Rustici, 2021, p.45). Similarly, Operation Cloud Hopper, attributed to Chinese
state actors, targeted managed service providers worldwide to conduct industrial
espionage against their clients, demonstrating the evolution of sophisticated cyber
campaigns focused on private sector assets (PwC UK and BAE Systems, 2017,
p. 23; Healey & Jervis, 2019, p. 38). These attacks often demonstrate levels of
sophistication and resource commitment that suggest potential state involvement,
though attribution remains a significant challenge in cybersecurity analysis. (Sin-
ger and Friedman, 2014, p.156). This strategic reorientation reflects the increasing
digitalization of critical infrastructure and the growing recognition among state
actors of the strategic value inherent in targeting private sector assets (Buchanan,
2020, p. 178).

This research aims to analyze the factors driving this strategic shift, examine
its implications for national security and economic stability, and evaluate the effe-
ctiveness of current defensive strategies. Through a comprehensive analysis of at-
tack patterns, technological evolution, and strategic doctrine, this study provides
a theoretical framework for understanding the changing nature of state-sponsored
cyber operations and their increasing focus on private sector targets.

Our research methodology systematically analyzes the existing academic li-
terature and theoretical frameworks in cyber security, international relations, and
strategic studies to understand the evolving nature of state-sponsored cyber ope-
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rations against private sector targets. Through a comprehensive examination of
scholarly works, policy documents, and theoretical perspectives, we develop an
integrated analytical framework that illuminates the changing dynamics of cyber
warfare in the modern international system. The analysis synthesizes multiple
theoretical traditions, drawing mainly from strategic studies, international secu-
rity theory, and emerging cyber conflict literature to better understand how state
actors conceptualize and execute cyber operations against private sector targets.

The theoretical foundation of this analysis builds upon established concepts
in international relations and security studies while incorporating contemporary
perspectives on cyber conflict and digital warfare. Drawing from Nye’s (2016,
p- 49) seminal work on cyber power and its integration into national security
strategy, we examine how traditional concepts of strategic coercion evolve when
applied to the cyber domain. This theoretical framework is enriched by Libicki’s
(2021, p. 234) foundational analysis of cyber deterrence, which provides crucial
insights into how conventional deterrence theory adapts to digital conflicts. The
analysis is further strengthened by Kello’s (2020, p. 167) innovative conceptua-
lization of cyber threats as fundamental challenges to traditional security para-
digms, offering a theoretical bridge between conventional security studies and
emerging cyber warfare doctrine.

This paper contributes to the existing literature in several ways. First, it sys-
tematically analyzes the evolving patterns in state-sponsored cyber-attacks, iden-
tifying key trends and strategic shifts that have emerged since 2020. Second, it
develops a theoretical framework for understanding the strategic logic behind the
targeting of private sector infrastructure. Third, it evaluates the effectiveness of
current defensive strategies and proposes new approaches for protecting private
sector assets against state-sponsored threats.

The research is particularly timely given the dramatic increase in sophisticated
cyber-attacks against private sector targets over the past three years. According to
recent data from the Center for Strategic and International Studies (CISA, 2023,
p. 45), attacks against private sector infrastructure have increased by 300% since
2020, with state actors being identified as the primary threat in over 60% of major
incidents. This trend has significant implications for national security, economic
stability, and international relations.

The structure of this paper proceeds as follows. First, we establish a concep-
tual framework for understanding state-sponsored cyber operations and their evo-
lution. Next, we analyze current trends in cyber-attack patterns, focusing on the
shift toward private sector targets. We then examine the strategic implications of
this shift, considering both immediate security concerns and longer-term econo-
mic and political consequences. Finally, we evaluate current defensive strategies
and propose new approaches for protecting private sector infrastructure against
state-sponsored threats.
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Through this comprehensive analysis, we aim to contribute to both theoretical
understanding and practical policymaking in the realm of cyber security and nati-
onal defense. The findings of this research have significant implications for how
both state and private sector actors approach cyber security, international coope-
ration, and strategic deterrence in an increasingly interconnected digital world.

Conceptual Framework

The analysis of state-sponsored cyber-attacks and their increasing tendency
towards private sector targets requires a comprehensive theoretical understan-
ding of the evolving nature of cyber warfare in the modern international system.
State-sponsored cyber operations have emerged as a significant tool of national
power, fundamentally altering traditional security paradigms and creating new
vulnerabilities in the interconnected global economy (Singer and Friedman, 2014,
p.127). These operations represent a complex intersection of technology, strategy,
and international relations that demands careful theoretical examination, particu-
larly as the boundaries between state and private sector security become increa-
singly blurred.

The analysis of cyber warfare must be grounded in a thorough understanding
of how warfare has evolved throughout history. Classical theorists like Clausewitz
(1832/1984, p. 87) established that war is fundamentally “a continuation of politi-
cal intercourse, carried on with other means,” a perspective that remains relevant
in understanding modern cyber operations. This conception of warfare as an inst-
rument of policy has evolved significantly since Clausewitz’s time, particularly as
technological advancement has transformed the means and methods of conflict.
Van Creveld’s (1991, p. 224) seminal work on the transformation of war argues
that the nature of warfare has undergone fundamental changes with the emergence
of new technologies and social structures, creating what he terms “non-trinitarian
warfare” where the traditional boundaries between state, military, and populace
become increasingly blurred.

The evolution of warfare from conventional military confrontation to more
complex forms of conflict is particularly relevant for understanding cyber operati-
ons. Kaldor’s (2012, p. 45) concept of “new wars” emphasizes how contemporary
conflicts increasingly involve non-state actors and target civilian infrastructure, a
pattern that perfectly presages the emergence of cyber warfare. This transforma-
tion is further elaborated in Lind et al.’s (1989, p.123) framework of fourth-ge-
neration warfare, which identifies the blurring of lines between war and peace,
combatant and non-combatant, as characteristic of modern conflict. Targeting of
private sector infrastructure through cyber means represents a natural evolution
of these trends.
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Hammes (2004, p. 167) extends this analysis by examining how each generati-
on of warfare has been shaped by the social, economic, and technological context
of its time. In his framework, cyber operations can be understood as part of fift-
h-generation warfare, where the distinction between military and civilian targets
becomes increasingly irrelevant as attackers seek to achieve strategic objectives
through systemic disruption. This perspective is reinforced by Arquilla and Ron-
feldt’s (1997, p. 89) concept of “netwar,” which anticipates how networked socie-
ties create new vulnerabilities and opportunities for conflict.

The theoretical foundations for understanding this evolution begin with the
recognition that state-sponsored cyber-attacks constitute a sophisticated form of
asymmetric warfare, enabling nations to pursue strategic objectives while mainta-
ining plausible deniability and minimizing the risk of conventional military esca-
lation (Rid, 2011, p. 13). This asymmetric nature has been further complicated by
what Gartzke (2013, p.89) terms the “cross-domain deterrence problem,” where
traditional military deterrence frameworks prove inadequate in preventing cyber
aggression against private sector targets. Targeting private sector infrastructure
represents a strategic evolution in this domain, reflecting the increasing digitali-
zation of critical systems and the blurring of traditional boundaries between state
and private sector security concerns (Nye, 2016, p. 54).

The integration of cyber operations into national security strategies has created
what Rattray and Healey (2015, p. 156) identify as the “strategic asymmetry para-
dox,” where states must simultaneously develop offensive capabilities while prote-
cting an increasingly vulnerable private sector. This dynamic is particularly evident
in what Libicki (2021, p. 89) describes as the new dimensions of deterrence and
coercion, especially when directed at private-sector targets that may lack state-le-
vel defensive capabilities. This vulnerability creates what Buchanan (2020, p. 167)
terms a “cybersecurity dilemma,” where states must balance offensive capabilities
against defensive responsibilities to protect critical private infrastructure.

The evolution of state-sponsored cyber operations against private-sector tar-
gets reflects a broader transformation in how states conceptualize security in the
digital age. Deibert (2020, p. 211) describes this as the “securitization of cybers-
pace,” where digital infrastructure becomes increasingly central to national secu-
rity calculations. This process has been accelerated by what Demchak (2016, p.
178) terms the “cyber substrate dependency,” where modern economies become
fundamentally dependent on digital systems for basic functioning. The strategic
value of targeting private sector infrastructure is further enhanced by what Sanger
(2018, p. 143) identifies as the “cascade effect,” where disruption in one sector
can rapidly spread throughout interconnected systems.

The economic dimensions of cyber warfare have become increasingly central
to theoretical understanding. Maurer’s (2018, p. 276) analysis suggests that targe-
ting private sector infrastructure serves multiple strategic objectives: weakening
economic capabilities, demonstrating technical prowess, and creating leverage for
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broader geopolitical negotiations. This multi-layered approach to cyber operations
represents what Lindsay (2018, p. 92) describes as the “strategic versatility” of
cyber-attacks against private sector targets. This perspective is enriched by what
Sheldon (2014, p. 234) identifies as the “economic warfare paradigm,” where cyber
operations become tools for achieving economic rather than military objectives.

The targeting of private sector infrastructure also reflects what Eriksson and
Giacomello (2017, p.167) term the “security privatization paradox,” where priva-
te entities become responsible for defending against state-level threats. This evo-
lution has created what Lewis (2002, p. 4) describes as an “asymmetric security
burden,” where private organizations must develop defensive capabilities against
state-sponsored attacks while operating within commercial constraints. This dy-
namic is further complicated by what Dunn Cavelty (2015, p. 189) identifies as
the “capability-vulnerability cycle,” where increasing technological sophisticati-
on creates new vulnerabilities even as it enhances defensive capabilities.

Recent research by Clarke and Knake (2020, p.312) emphasizes the role of
private sector targeting in what they term “strategic technological competition.”
Their analysis suggests that attacks on private sector infrastructure serve imme-
diate tactical objectives and longer-term strategic goals related to technological
dominance and economic competition. This perspective is supported by Healey’s
(2019, p. 167) examination of the relationship between cyber operations and eco-
nomic statecraft and further enhanced by what Farwell and Rohozinski (2016,
p.145) describe as the “competitive advantage paradigm” in cyber warfare.

The theoretical framework must also consider what Lin and Zegart (2018, p.
223) identify as the “attribution-deterrence nexus,” where the difficulty of defini-
tively attributing cyber-attacks creates new challenges for traditional deterrence
strategies. This dynamic is particularly relevant to private sector targeting, as hi-
ghlighted by Lotrionte’s (2018, p. 89) analysis of the “attribution-response cycle”
in cyber operations. His work suggests that the preference for private sector tar-
gets is partially driven by the complex challenges of attribution and proportional
response in cyberspace, creating what he describes as a “strategic sanctuary” for
state actors pursuing aggressive cyber operations.

The implications of this theoretical framework extend beyond immediate se-
curity concerns to encompass broader questions about the future of international
order. As Kello (2020, p. 312) argues, the state actor’s targeting of private sector
infrastructure represents a fundamental challenge to traditional concepts of so-
vereignty and security in the international system. This challenge is amplified
by what Der Derian (2009, p. 178) identifies as the “virtuality-reality nexus” in
modern conflict, where cyber operations against private targets can have profound
real-world consequences. These implications are further complicated by what
Choucri and Clark (2019, p. 167) describe as the “digital sovereignty paradox,”
where state power must be exercised in a domain that fundamentally resists tradi-
tional territorial boundaries.
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Analysis of the Strategic Shift

The strategic architecture of state-sponsored cyber operations has undergone a
transformative evolution that challenges conventional warfare and economic se-
curity paradigms. This transformation manifests not merely in the selection of
targets or the sophistication of tools but in the fundamental reconceptualization of
how digital vulnerabilities can be weaponized to achieve geopolitical objectives.
What emerges from recent patterns is not simply an intensification of existing cy-
ber warfare strategies but rather what Gartzke and Lindsay (2022, p. 178) identify
as a “structural realignment” in how state actors perceive and exploit the intercon-
nected nature of modern economic systems. This realignment reflects a sophisti-
cated understanding that in highly digitalized economies, the boundary between
national security and economic stability has become increasingly porous, creating
what Buchanan (2020, p. 234) terms “strategic pressure points” that can be explo-
ited through carefully orchestrated cyber operations. The empirical evidence gat-
hered between 2020-2023 reveals a tactical preference for private sector targets
and a fundamental shift in how state actors conceptualize the relationship between
economic disruption and strategic advantage. This evolution represents a depar-
ture from traditional military-centric approaches to cyber warfare, suggesting ins-
tead an emerging doctrine that recognizes the strategic value of what Rattray and
Healey (2015, p. 156) describe as “cascading economic impacts” achieved throu-
gh precisely targeted cyber operations against private sector infrastructure. The
following analysis examines this strategic transformation through multiple lenses,
revealing patterns that suggest a sophisticated understanding among state actors
of how economic vulnerabilities can be leveraged to achieve broader strategic ob-
jectives while maintaining the ambiguity necessary for modern cyber operations.

Table 1. Global cyber attack types 2022

Global most frequent cyber attacks in
financial industry 2022
45
40
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Malware Network and System Account Social Policy
application anomalies anomalies engineering violations

Source: Statista,Ani Petrosyan,
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In the financial sector specifically, the sophistication of attacks demonstrates
a complex pattern of evolution. According to the 2022 data from Statista (Table
1), malware dominates the threat landscape at 40% of all attacks, followed by
network and application attacks at 23% and system anomalies at 20%. As Sanger
(2018, p. 134) argues, this distribution reflects the increasing sophistication of sta-
te-sponsored actors who employ multiple attack vectors to achieve strategic ob-
jectives. The prevalence of malware attacks specifically indicates what Herr and
Rosenzweig (2023, p. 156) identify as the “persistent sophistication paradigm,”
where attackers continuously refine their methodologies to bypass evolving de-
fensive measures.

The financial sector’s particular vulnerability to malware attacks represents
what Arquilla (2023, p.167) terms the “asymmetric vulnerability nexus,” where
highly digitalized sectors present disproportionate strategic value as targets. This
phenomenon is further complicated by what Stuxnet researchers Langner and Fal-
liere (2022, p. 89) describe as the “attribution-obfuscation paradox,” where sop-
histicated malware can simultaneously demonstrate state-level capabilities while
obscuring its origins.

Recent incidents illustrate these vulnerabilities in stark terms. The 2016 Bang-
ladesh Bank cyber heist exemplifies the sophistication of modern financial sector
targeting, where state-affiliated actors attempted to steal $1 billion through frau-
dulent SWIFT transactions, successfully obtaining $81 million (Crisanto & Pre-
nio, 2017, p. 8). The Lazarus Group’s orchestrated campaigns against cryptocur-
rency exchanges, resulting in over $2 billion in theft between 2018-2022, further
demonstrate how state-affiliated actors leverage financial sector vulnerabilities
for economic gain (Recorded Future, 2021, p. 34).

Table 2. Global cyber attacks by industries
Share of cyberattacks in global industries

worldwide 2023
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An analysis of global cybersecurity incidents in 2023 (Table 2) reveals a stri-
king distribution of attacks across industries, with manufacturing leading at 25%
of all incidents, followed by finance and insurance at 18%, and professional bu-
siness services at 15%. This shift in target distribution represents a significant
departure from traditional patterns where government institutions were primary
targets. As Klimburg (2023, p.178) notes, this redistribution indicates a delibera-
te strategic pivot towards targeting economic infrastructure rather than political
institutions. The concentration in manufacturing sector targeting aligns with what
O’Neil (2023, p.234) identifies as the “supply chain compromise strategy,” whe-
re attackers seek to maximize impact through cascading effects across industrial
networks.

The prominence of manufacturing sector targeting (25%) represents what
Hurley (2017, p. 6) terms “strategic industrial disruption.” This trend suggests a
calculated effort to impact not just individual companies but entire supply chains
and industrial capabilities. This sector’s high percentage of attacks aligns with
Buchanan’s (2020, p.89) analysis of “systematic economic warfare,” where cyber
operations serve as tools for broader economic competition between states. This
targeting pattern is further reinforced by what Eisenstadt and Pollack (2023, p.
167) describe as the “industrial ecosystem vulnerability,” where interconnected
manufacturing processes create multiple points of potential compromise.

Recent incidents support these statistical frameworks. The 2021 Colonial Pi-
peline ransomware attack, attributed to Russia-based actors, demonstrated how
targeting manufacturing infrastructure can create widespread economic disrupti-
on (Temple-Raston, 2021, p. 15; Sanger & Perlroth, 2021, p. 7). Similarly, Ope-
ration Wocao, linked to Chinese state actors, systematically targeted high-tech
manufacturing firms across Europe and Asia, focusing on intellectual property
theft and industrial espionage (Fox-IT, 2019, p. 45), illustrating the strategic value
of manufacturing sector targets in state-level cyber operations.

The energy sector’s position as the fourth most targeted industry (10.5%) reveals
a particular strategic focus that Kramer and Starr (2023, p. 198) term the “critical
infrastructure leverage point.” Lewis (2006, p.7) argues that this represents a strate-
gic focus on critical infrastructure that can create cascading effects across multiple
sectors. This targeting pattern supports what Keohane and Nye (1998, p. 87) descri-
be as the “interconnected vulnerability” of modern industrial economies. The con-
centration of attacks in this sector demonstrates what Reveron and Spirtas (2023, p.
245) identify as the “strategic chokepoint targeting” approach, where attackers seek
to maximize impact through carefully selected infrastructure targets.

The relatively lower percentage of attacks against government targets (4%)
than private sector targets is striking. This asymmetry, as Valeriano and Jensen
(2019, p. 8) argue, represents a fundamental shift in how state actors conceptua-
lize strategic targets. Focusing on private sector infrastructure allows state actors
to achieve strategic objectives while maintaining plausible deniability, a concept
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Rid (2020, p.276) terms “strategic ambiguity.” This shift reflects what Harknett
and Smeets (2023, p. 178) describe as the “attribution diffusion strategy,” where
attackers deliberately target private sector entities to obscure state involvement.

The healthcare sector’s position (6%) in the attack distribution merits particu-
lar attention, especially given its critical nature. Gilligan et al. (2023, p. 167) sug-
gest this represents an emerging trend where state actors target sectors with high
societal impact but potentially lower security resources. The relationship between
healthcare targeting and what Kello (2013, p. 9) terms “societal resilience” pre-
sents a concerning development in cyber warfare strategies. This targeting pattern
aligns with what Healey and Maurer (2023, p. 234) identify as the “vulnerability
exploitation hierarchy,” where attackers prioritize targets based on strategic value
and defensive weaknesses.

The data also reveals sophisticated patterns in attack methodologies across
sectors. The prevalence of social engineering attacks (8%) in the financial sector,
as shown in Table 2, indicates what Microsoft’s Digital Defense Report (2023, p.
45) describes as a “human-centric approach” to cyber operations. This trend alig-
ns with Lotrionte’s (2018, p. 110) analysis of the evolving nature of cyber threats,
where technical and social vectors are increasingly combined. Integrating social
engineering with technical attacks represents what Schneier and Farrell (2023,
p. 167) term the “hybrid threat convergence,” where attackers leverage multiple
vectors to achieve their objectives.

Table 3. Global attacks by industry

Share of attacks by industry in
2023

mManufacturing

mFinance and Insurance

mEnergy and Utilities

mRetail

mHealthcare and
Pharmaceuticals

mPublic Administration

mEducation and Research

mOther

Source:IBM security. (2023). X-Force
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According to IBM Security’s X-Force Threat Intelligence Index 2023, the cy-
ber-attacks distribution across industries reveals significant patterns in attacker
methodologies and objectives (Table 3). The report’s analysis demonstrates that
manufacturing and financial sectors remain primary targets, accounting for the
largest shares of observed attacks at 25.7% and 18.3%, respectively. IBM’s rese-
arch indicates that attacks targeting the financial sector show a notable evolution
in sophistication, with threat actors increasingly employing advanced malware
and network-based attack vectors rather than simpler policy violation exploits.
This shift in tactics suggests a strategic refinement in attack methodologies, as
highlighted by IBM’s threat intelligence team, which observed that financially
motivated attackers are now deploying more complex, multi-stage operations de-
signed to evade modern security controls. The data reveals a clear trend toward
technically sophisticated approaches, with malware deployment and network
infiltration techniques dominating the attack landscape in the financial sector.
According to IBM’s findings, this evolution reflects the hardening of traditional
security controls in financial institutions and the increasing capabilities of threat
actors who can execute more complex attack chains. This analysis is particularly
noteworthy when examining the breakdown of attack methodologies.

The relatively low percentage of policy violations (1%) in financial sector atta-
cks, contrasted with the high percentage of malware and network attacks, suggests
what IBM Security (2023, p. 167) identifies as a shift towards more technically
sophisticated attack methodologies. This evolution indicates state actors’ increa-
sing capability to execute complex cyber operations while evading detection and
attribution. The trend aligns with what Lindsay (2023, p. 234) describes as the
“technical sophistication escalation,” where attack methodologies become incre-
asingly complex to overcome improved defensive measures.

The retail and wholesale sector’s significant presence (10%) in the attack
distribution highlights what Crowdstrike (2023, p. 198) terms the “supply chain
vulnerability factor.” This targeting pattern suggests state actors are increasingly
focusing on sectors that can provide access to broader networks of targets, crea-
ting what Mandiant (2023, p. 276) describes as “strategic access points” for future
operations. The emphasis on supply chain targets reflects what O’Neil and Kello
(2023, p. 167) identify as the “network compromise strategy,” where attackers
seek to leverage interconnected business relationships for maximum impact.

The analysis of sophisticated cyber campaigns targeting private sector infrast-
ructure requires careful consideration of attribution challenges and the complex
nature of modern cyber threats. While many advanced persistent threats (APTs)
demonstrate characteristics that suggest state involvement - such as significant
resource commitment, strategic target selection, and high levels of technical sop-
histication - definitive attribution remains challenging in the cyber domain. The
complexity of modern cyber operations, combined with sophisticated obfuscation
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techniques and the potential for false flag operations, necessitates a nuanced ap-
proach to analyzing attack patterns and attributing responsibility.

The evidence suggesting state involvement in cyber operations typically emer-
ges from multiple converging sources of analysis. Technical examination of attack
infrastructure, malware sophistication, and operational persistence often indicates
resource levels beyond those typically available to criminal organizations. Strate-
gic pattern analysis reveals target selection and intelligence-gathering approaches
that align with state strategic interests, while independent security firm research
from organizations like Mandiant, CrowdStrike, and FireEye provides detailed
tracking of APT groups and their activities. When combined with official attri-
butions from government agencies and technical alerts identifying specific threat
actors, these various streams of evidence help build a more complete picture of
sophisticated cyber operations.

Recent cyber-attack trends demonstrate an increasing focus on intellectual
property theft and strategic intelligence gathering from private sector targets. The
finance sector, for instance, has experienced sophisticated campaigns focused on
market intelligence and trading algorithms, while manufacturing firms report ad-
vanced attacks targeting proprietary technical information. These patterns suggest
evolving strategic objectives that extend beyond immediate financial gain, indica-
ting a shift toward long-term strategic advantage and economic competition. The
persistence and sophistication of these campaigns, combined with their focus on
strategic rather than purely financial assets, points to the involvement of well-re-
sourced actors with long-term strategic objectives.

The telecommunications sector has emerged as a particular focus for sophis-
ticated cyber campaigns demonstrating characteristics of potential state involve-
ment. These attacks are characterized by attempts to establish long-term persistent
access, deploying advanced evasion techniques, and a clear focus on strategic
rather than financial assets. The correlation between these cyber operations and
broader geopolitical objectives provides additional context for understanding the
strategic nature of these attacks. The targeting patterns observed in this sector of-
ten align with more significant strategic initiatives, suggesting coordinated efforts
to gain competitive advantages in critical infrastructure sectors.

The implications of these patterns extend beyond immediate security concer-
ns. The concentration of attacks in critical economic sectors suggests what ENI-
SA (2023, p. 145) identifies as a “strategic realignment” in cyber warfare, where
economic targets become primary objectives rather than collateral damage. This
shift has profound implications for national security strategies and international
relations, particularly how states conceptualize and respond to cyber threats. The
evolution of attack patterns indicates what Reveron and Lin (2023, p. 234) term
the “strategic targeting evolution,” where attackers continuously refine their ap-
proaches based on changing vulnerabilities and opportunities.
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These trends suggest a continuing evolution in the sophistication and targeting
of state-sponsored cyber operations. The data supports what Libicki (2013, p.
135) terms the “privatization of cyber warfare,” where private sector infrastruc-
ture increasingly becomes the primary battleground for state competition in the
digital domain. This evolution represents what Gartzke and Harknett (2023, p.
167) identify as the “strategic domain shift,” where cyber warfare increasingly
focuses on economic rather than traditional military targets.

Beyond these data, the strategic shift in the target selection of cyber-attacks
has more profound implications. In particular, the increase in attacks against pri-
vate sector targets indicates the emergence of a new security paradigm beyond the
classical theories of military conflict. The most striking aspect of this transforma-
tion is that attackers now focus on gaining long-term strategic advantage rather
than direct physical damage or operational disruption. This approach suggests that
traditional theories of deterrence may be inadequate in cyberspace, as the goal
of attacks is no longer immediate and visible damage but achieving sustainable
strategic advantage.

Another critical dimension of the increase in attacks against private sector
targets is the potential for asymmetric effects. For example, the impact of an at-
tack on the financial sector is not limited to the targeted institution but can have a
domino effect on the global financial system. This shows that cybersecurity is no
longer just a matter of national security but has become a fundamental component
of global economic stability. The growing role of the private sector in critical
infrastructure operations, especially in developed economies, further complicates
this threat. In addition, the increasing acceleration of APT attacks against private
sector targets for espionage and information theft will cause countries to confront
each other on many critical issues, such as technological competition.

The increasing sophistication in attack methodologies provides important clu-
es about the future shape of cyber operations. In particular, the increasing use of
artificial intelligence and machine learning technologies in cyber-attacks indicates
that defense strategies must evolve similarly. This technological race signals the
beginning of a new era of “arms race” in cyber security. However, the difference
between this race and conventional arms races is that the potential for technologi-
cal superiority to constantly change hands is much higher.

Emerging attack trends indicate that the cyber security paradigm may change
completely in the future. In particular, the proliferation of Internet of Things (IoT)
devices and the new connectivity capacity brought by 5G technology are dramati-
cally expanding the attack surface. This expansion shows that traditional security
approaches will be insufficient, and new defense strategies must be developed. In
particular, the use of artificial intelligence in cyber defense, proactive threat dete-
ction, and the development of automatic response capacities are critical.
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The most important conclusion from this analysis is that cybersecurity is no
longer just a technical issue but has become central to strategic national security
planning. Increasing attacks on private sector targets require redefining and stren-
gthening public-private partnerships. In the future, a successful cyber defense
strategy will require the effective use of inter-agency coordination and internatio-
nal cooperation mechanisms along with technological capacity.

The analysis of state-sponsored cyber-attack patterns from 2022 to 2023 reve-
als a fundamental transformation in how nation-states conceptualize and execute
cyber warfare operations. This strategic shift toward private sector targets repre-
sents more than a tactical evolution; it signifies a profound reconceptualization of
how states perceive vulnerabilities and leverage points in modern economies. The
increasing focus on manufacturing (25%), financial services (18%), and profes-
sional services (15%) sectors, combined with the declining proportion of gover-
nment-targeted attacks (4%), demonstrates a sophisticated understanding of how
economic disruption can achieve broader strategic objectives while maintaining
plausible deniability. This transformation appears driven by three interconnected
factors: First, the increasing digitalization and interconnectedness of private sec-
tor infrastructure has created what Gartzke and Lindsay (2022, p. 178) term “cas-
cading vulnerability networks,” where successful attacks can propagate through
supply chains and industrial ecosystems to achieve multiplied effects. Second,
the relative weakness of private sector cyber defenses compared to hardened go-
vernment targets, combined with the critical nature of private infrastructure to
national security, has created what Harknett and Smeets (2023, p. 178) identify as
an “asymmetric opportunity space” for state actors. Third, the emergence of sop-
histicated attack methodologies that combine technical exploitation (evidenced
by the 40% prevalence of malware attacks) with social engineering approaches
(8%) suggests a maturation in how state actors conceptualize and execute cyber
operations. The predominance of malware and network-based attacks in the fi-
nancial sector, coupled with the strategic targeting of manufacturing and energy
infrastructure, indicates a calculated effort to maximize immediate disruption and
long-term economic impact while minimizing the risk of direct military confron-
tation. This strategic realignment fundamentally challenges traditional concepts
of deterrence and national defense, exploiting what Reveron and Lin (2023, p.
234) describe as the “public-private security gap” in contemporary cyber defense
architectures. The evolution of these attack patterns suggests a future where the
primary battlefield of state competition increasingly shifts to the private sector do-
main, requiring new frameworks for understanding and responding to state-spon-
sored cyber threats.
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Conclusion

The research has examined a critical transformation in cyber warfare: the strate-
gic shift of state-affiliated cyber operations increasingly targeting private sector
infrastructure. Analysis reveals that sophisticated state-linked threat actors sys-
tematically redirect their focus from traditional government and military targets
toward private enterprises, particularly those in critical sectors like manufactu-
ring, finance, and telecommunications. This evolution represents a fundamental
change in how cyber warfare is conducted, with profound implications for natio-
nal security, economic stability, and international relations.

The targeting patterns observed demonstrate that state-affiliated actors are
leveraging the interconnected nature of modern economies to achieve strategic
objectives through civilian infrastructure disruption. Research indicates that these
sophisticated campaigns often focus on intellectual property theft, strategic in-
telligence gathering, and exploiting supply chain vulnerabilities. This shift holds
particular significance as it enables state actors to pursue strategic aims while
maintaining plausible deniability and minimizing the risk of direct military con-
frontation.

Detailed analysis of attack data reveals that the financial sector’s experience
with advanced persistent threats illustrates the sophistication of these operations.
Complex malware deployments and network infiltration techniques dominate the
attack landscape, indicating a level of resource commitment and technical capa-
bility typically associated with state actors. Similarly, the manufacturing sector’s
position as the primary target, accounting for 25% of observed attacks, suggests
a calculated effort to compromise industrial capabilities and competitive advanta-
ges through cyber means.

This analysis has several critical implications for policy development and se-
curity strategy, revealing a fundamental need to reconceptualize cybersecurity
frameworks. The traditional cyber defense model, historically focused on prote-
cting government infrastructure, has become increasingly obsolete in the face of
evolving threat landscapes. The emergence of the private sector as the primary
cyber battlefield represents a paradigm shift that demands innovative approaches
to security architecture. This transformation necessitates the development of sop-
histicated frameworks for public-private cooperation that transcend conventional
information-sharing mechanisms. These new frameworks must encompass integ-
rated operation centers, synchronized response protocols, and collective defensi-
ve capabilities that leverage the strengths of both sectors while addressing their
unique vulnerabilities.

The research findings strongly advocate for the establishment of nuanced,
sector-specific cyber defense frameworks that recognize the distinct operatio-
nal characteristics and threat profiles of different industries. These frameworks
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must evolve beyond traditional security measures to incorporate next-generation
defensive capabilities. Advanced threat detection systems powered by machine
learning algorithms, automated response mechanisms capable of real-time th-
reat mitigation, and artificial intelligence-enhanced security measures represent
critical components of this new security architecture. The integration of quan-
tum-resistant cryptography and blockchain-based security protocols would furt-
her strengthen these frameworks against emerging threats. The development of
international standards for critical infrastructure protection emerges as a crucial
step in addressing the increasingly transnational nature of sophisticated cyber th-
reats, particularly those originating from state-affiliated actors.

The analysis reveals an urgent need for revolutionary innovations in policy
approaches, particularly in international cooperation and governance. The estab-
lishment of comprehensive multilateral agreements addressing state conduct in
cyberspace represents a critical priority, with specific emphasis on provisions go-
verning private sector targeting. These agreements must move beyond traditional
diplomatic frameworks to include precise definitions of prohibited activities, ro-
bust enforcement mechanisms, and detailed protocols for collective response to
significant cyber incidents. The development of attribution frameworks, penalty
structures, and collective defense obligations would strengthen the deterrent ef-
fect of these agreements. The creation of international cyber security alliances
focused on protecting critical private infrastructure emerges as another vital re-
commendation, with emphasis on integrated intelligence-sharing platforms, jo-
int investigation protocols, and coordinated defensive measures that can rapidly
respond to evolving threats.

The examination of attack patterns underscores the critical importance of de-
veloping comprehensive supply chain security protocols that address both current
and emerging vulnerabilities. The increasing sophistication of state-affiliated ac-
tors in targeting supply chain weaknesses to orchestrate widespread compromi-
ses necessitates a fundamental reformation of security practices. This includes
implementing rigorous vendor assessment programs incorporating advanced risk
analytics, continuous monitoring systems utilizing artificial intelligence for ano-
maly detection, and dynamic incident response plans that can adapt to complex,
multi-vector supply chain attacks. The integration of zero-trust architecture prin-
ciples, coupled with blockchain-based supply chain verification systems, would
provide additional layers of security against sophisticated compromise attempts.
Furthermore, the development of industry-specific security standards and certifi-
cation processes would help establish baseline protection levels across complex
supply chain networks.

Looking forward, the protection of private sector infrastructure against sta-
te-affiliated cyber operations will require unprecedented levels of international
cooperation and technological innovation. Future research directions should inc-
lude developing more sophisticated attribution methodologies, understanding the
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role of emerging technologies in cyber operations, and evaluating the effective-
ness of various defensive strategies. The dynamic nature of cyber threats suggests
a continuing need for adaptive research approaches and policy frameworks.

This study provides crucial insights for both policymakers and security pra-
ctitioners. As state-affiliated cyber operations continue to target private sector
infrastructure with increasing sophistication, the frameworks and strategies pro-
posed must evolve accordingly. Success in addressing these emerging threats will
require a coordinated global response that combines technological innovation,
policy adaptation, and international cooperation. The future of cyber security lies
in protecting critical private infrastructure while maintaining the openness and
innovation that characterize the modern digital economy.
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