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Highlights
« Stirling polynomials were defined and examined.
* AES type encryption algorithm was performed using the special case of Stirling polynomials.
* The study was supported by giving a clear example.

Article Info Abstract

In this article, by examining Stirling numbers, a new matrix type containing these numbers is
Received: 17 Dec 2024 defined and this matrix is called Stirling matrix. Based on the fact that the use of matrices is
Accepted: 10 Jun 2025 very common and convenient in the field of encryption, we used the newly defined Stirling

matrix to perform AES type encryption. Inspired by the properties of integer sequences, a
new recurrence relation that gives Stirling polynomials is defined. The Stirling polynomials

Keywords used in our study are associated with k-order generalized matrices. LU decomposition of this
Stirling polynomials generalized matrix is performed and examined. The L matrix obtained with the help of this
Galois field decomposition is used in AES-like encryption methods. In our study, the examination and
Coding- decoding verification of this algorithm are given with an application.

1. INTRODUCTION

Stirling numbers of the first type are defined by the recurrence relation
s(nk)=s(n—1,k—1)+n—-1)sn—1,k)

where n is greater than k and initial values are

s(n,0) =s(0,k) =0,s(0,0) =1.

These numbers have been studied by many authors. A large number of generalized finite sums involving
Stirling numbers can be seen in Section 6.1 of Concrete Mathematics [1]. Some of these studies are worth
recalling. These numbers are called after J. Stirling (1692-1770) and were first put forward in his book
"Methodus differentialis" in 1730 [2]. However, Abraham de Moivre (1667-1754) was the mathematician
who first worked on Stirling numbers. De Moivre used these numbers in permutations and combinatorics
[3]. Later, James Stirling (1692-1770) examined and analyzed these numbers, known as Stirling numbers,
in more detail [4]. Stirling's works have an important place, especially in asymptotic analysis. Abel,
Norwegian mathematician, worked on Stirling numbers, polynomials [5]. Abel's work contributed to the
understanding of Stirling numbers in a broader mathematical context. Jacobi (1804-1851) worked on
Stirling numbers and determinant theories. Jacobi's work revealed the relationship of these numbers to
matrix theory and linear algebra [6].
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Modern Studies (20th and 21st century), Stirling numbers have found wide application in combinatorics,
numerical analysis and computer science today. Modern mathematicians have further developed these
numbers by using them in various algorithms and theories. In the study conducted by Aziza, H.A (2016),
generating functions and combinatoric sums and their related applications were studied [7].

The first type of Stirling matrix is defined as

Sp(1) = [Sij]nXVD

where i, j are the positive numbers and i is greater than j and “0” in the other cases. Details of the studies
done with Stirling matrix can be seen in the references [8-10]. The studies done with the first type of Stirling
polynomials can be seen in the references [11-17]. However, for this study, the first type of Stirling
polynomials, similar to Fibonacci, was used. These polynomials were created using the row sums of the

first type Stirling number table. These polynomials are defined by the same recursive relation as for the
first type Stirling numbers,

Sna1(x) = x5, (x) + (nx + n? — n)s,_4 (x)

and give the first type Stirling numbers with special values. We now construct the Stirling polynomials and
derive the general form of the Stirling polynomial matrix. In [18], for kK > 0 and n > k, first and second
type Stirling polynomials are defined by

Spk(x)=xs(n—Lk-1)+n—-1s(n—-1k)

and

Spk(x) =xs(n—1,k—-1)+ks(n—1,k),

respectively, where sgo(x) = Sgo(x) = 1 and s, (x) = S5 0(x) = Sp r(x) = Sp(x) = 0.

Noticed that when x = 1, above last equations give the first and second type Stirling numbers, respectively.
Some terms of the first sequence are

51‘1(x) =X, 52,1(x) =X, Sz,z(x) = x2, 53,1(x) = 2x, 53,2(x) = 3x?, ...

Table 1. First and second type Stirling polynomials

Sp(x) | 1 2 3 4 5 6
1 X
2 x x?
3 2x 3x? x3
4 6x | 11x? 6x3 x*
5 24x | 50x% | 35x3 | 10x* x>
6 120x | 274x? | 225x3 | 85x* | 15x° | x°
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In the Table 1, if we take x = 2 we obtain the sequence (A125553) included in the OEIS and it’s T(n, k).
T(n, k) = 2¥s(n, k)
{2,2,4,4,12,8,12,44,48,16,48, 200, ... }.
2. MATERIALS AND METHODS
2.1. Stirling Polynomials

In this section, Stirling polynomials are studied in detail and some new identities are given. In the following
theorem, a recurrence relation is given that gives the row sums for Stirling polynomials.

Theorem 2.1.1. For n > 0, we have

Sn+1(X) = (n + x) 55, (%)

and

Sn+1(%) = x5,(x) + (nx + n? — n)sp_q (%), (1)
Proof. The proof can be done by using the row sums of Table 1.

So(x) = 1,for n = 0,1and m — 1 the polynomials s, (x) are s; (x) = x, s,(x) = x + x?and s,,,(x) =
(m—1) s;_1(x) + x 5,51 (x), respectively.

For n = m, the Equality (1) is true. So,
Sm41(X) = m s (%) + x 5, (x)
Sm+1(X) = m[(M — D)spm_1(x) + x5pm-1 ()] + x[(M — D51 (x) + x53-1 ()]
Sme1(X) =M+ x)(Mm —1 + x)5;_1 (X).
Consequently, we can write
Sma1 (@) = (M?2 —m+ 2mx — x + x2) s,_1 ().
Thus, we have
sn+1(x) = (N + 1) s (%)
which is the desired result.
Moreover, we have the following identities.
i.  Ifn — 1 is written instead of n in the above Equation (1), then we get

Sp(x) = (n+x = 1)sp_1(x).
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ii.  The sum of consecutive polynomials, is

Sne1(X) = (n+x = D($,(x) + 51 (%))
iii.  The difference of consecutive polynomials is
Sne1(X) = (0 +x = D(5,(0) = 5p-1(0)) + 2 5, ().
Now, we can give the sums of the Stirling polynomials.

Theorem 2.1.2. For the polynomials s, (x), we have

i) Sp(x)=1+ ) (n+x—-1)s,_1(%).
i) Son(@) =14+ ) 2n+x—1)55,_1(x).
ZO : Z -

i) ) Soni1(®) = @n+2) ) s0(3),
n=0 n=0

Proof. Here, only the proof of i) will be given. Let's do it by induction over finite numbers k.

Y9 _05p(x) = 1is true. Assume that

k+1 k
D 0@ = ) 5000 + 51 (),
n=0 n=0

If we substitute the following equality a into the assumption,
Sk osn(x) =so(x) + Xk_ (n + x — 1) 5,,_1 (%) then, we write
HEoSn(x) = 5o(x) + Xk (n+x = 1) 551 (%) + 5pe41(x)

Using the equation sy, (x) = (k + x)s,(x), we get

k+1 k+1

Z Sp(x) = so(x) + Z(n +x—1)s,_1(x).
n=1

n=0
Thus, the proof is completed.

In this study, the matrix Q;}(x) is defined to be used in encryption and LU decomposition of this matrix
was performed. AES type encryption was performed by using LU.

Definition 2.1.3. Let's define a new matrix, we call the Stirling polynomial matrix, denoted by Q;} (x)
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0@ 5100 @ - s
51(x) Sz(x) 53(x) Sk+1(x)
ercl(x): Szgx) 53(95) s4§x) 5k+g(x)
S1r () 5000 St Sparr (D)

Now, let us give two different decompositions of this matrix without proof.

Lemma 2.1.4. The LU decomposition of the matrix Q7 (x) is

ercl(x) = L,Up.

. 0 0 L x $.(2)
x 1 - 0 —
where L, = : : .. :|andU, = 0 X . Sk+1 (%) : xSp (%)
@ oo i
[sn—1(x) Snxx —Spog(x) - 1] 0 0  Speyn-1(0) = DS LiUii

In our current study, the L, matrix of the LU decomposition given in the above lemma is used.

The AES method is known to be a classic method for encryption. This method is widely used both for
encrypting the message to be transmitted and for decrypting the message. In this method, both keys used
for encryption and decryption are the same. AES supports 128, 192 and 256 bit keys. The cycle for the
method used is given in Figure 1. For more detailed information about AES, you can refer to references

[19-21].
128 /1/
128/192/256

AES —<k

Figure 1. Cycle AES [23]

The Galois field is an algebraic structure that commonly includes matrix operations and provides ease of
operation. Detailed information about this structure can be found in [22- 24]. The elements of GF (2™) can
be integers as well as matrices and polynomials. In the situtation the elements of GF(2™) are polynomials,
the degree of these polynomials is at most m — 1. The number of elements of the Galois field used in AES
type encryption is 28.

A polynomial A(x), is written as A(x) = a;x”+...+a;x + ag, a; € GF(2) = {0,1}.

Coding algorithms play an important role in ensuring information security and various number sequences
are widely used in the cryption area.

In a study conducted in 2020, the authors used some special integer sequences to encrypt with AES type
[25]. We also used matrix representations of Stirling polynomials to obtain the targeted algorithm,
especially as a motivation from this study.
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In the following section, we give an encryption algorithm using the first type Stirling polynomials, which
we denote with the symbol Q7 (x) and used the following key matrices.

c 0 D B A
1.Key=|B B B|, 2.Key = [D ol
c ¢ B

3. CODING AND DECODING WITH STIRLING POLYNOMIAL MATRICES

In this section, we examined the AES type encoding and decoding method using the matrix Q7 (x).
Throughout the study, we redefined the elements of Stirling polynomials of order k using irreducible
polynomials to be able to perform AES type coding. Since it is advantageous to use algebraic structures
with finite elements, the Galois field containing 128 elements was used in this study.

Let the polynomials A(x), B(x) in GF(2™) and for the irreducible polynomial p; modulo. And P(x) =
Yo pixi, C(x) = A(x)B(x). As the polynomial, we use P(x) = x” + x + 1. Let's match each polynomial
s;(x) used with a letter in the alphabet.

In the Table 2, the polynomials are defined on the Galois field and the alphabetical comparison are given.

Table 2. Polynomials and their letter equivalents

No | Bit Polynomials Letter
equivalents

0 0000000 0 A
1 0000001 1 B
2 0000010 X C
3 0000011 x+1 C
4 0000100 x2 D
5 0000101 x?+1 E
6 0000110 x? 4+ x F
7 0000111 x2+x+1 G
8 0001000 x3 G
9 0001001 x3+1 H
10 | 0001010 x3 4+ x I
11 | 0001011 x3+x+1 I
12 | 0001100 x3 + x? J
13 0001101 x3+x%+1 K
14 | 0001110 x3+x% +x L
15 [ 0001111 x3+x%+x+1 M
16 | 0010000 x* N
17 | 0010001 x*+1 0
18 | 0010010 x* +x 0]
19 [ 0010011 x*+x+1 P
20 | 0010100 x* + x? R
21 |0010101 x*+x%+1 S
22 10010110 x*+x%+x S
23 10010111 x*+x2+x+1 T
24 | 0011000 x* + x3 U
25 10011001 x*+x34+1 U
26 | 0011010 x*+x3 4 x \Y
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27 | 0011011 a3 +x+1 W
28 | 0011100 x* + x3 + x? X
29 | 0011101 x* a3+ xt+1 Y
30 | 0011110 x*+x3 +x%+x Z
31 | 0011111 x*+ 3+ x4 x+1 Q
32 | 0100000 x5 Ay
33 | 0100001 x5+1 B,
34 10100010 x5+ x C;
35 0100011 xS +x+1 Cq
36 | 0100100 x% 4 x? D,
37 10100101 x>+ x%2 41 E;
38 | 0100110 x5+ x? +x F
39 | 0100111 x4+ x2+x+1 Gy
40 | 0101000 x5+ x3 Gy
41 10101001 xS+ x3+1 Hy
42 10101010 x°+x3 +x I
43 10101011 x°+x3+x+1 I
44 10101100 x5+ x3 + x? J1
45 10101101 xS +x3+x2+1 Ky
46 0101110 x®+x3+x%+x Ly
47 | 0101111 P+ i+ x?+x+1 M,
48 | 0110000 x° + x* Ny
49 10110001 x5+ xt+1 0,
50 |0110010 x° +x* +x 0,
51 | 0110011 X+ xt+x+1 Py
52 10110100 x5+ x* + x? Ry
53 10110101 xS +xt+x2+1 Sy
54 0110110 x®+xt+x%+x S1
55 | 0110111 CHxt i Hx+1 T,
56 | 0111000 x5+ x* 4+ x3 Uy
57 10111001 x+xt+x3+1 U,
58 0111010 x5+ xt+x3+x Vi
59 | 0111011 xS+ xt+x3+x+1 |14
60 | 0111100 x° + x* + x3 + x? X1
61 | 0111101 xS+ xt+x3+x%+1 Y
62 | 0111110 X+ xt+xd +x?+x Zy
63 | 0111111 xS+ xt+xd+xt+x+1 Q,
64 | 1000000 x© A,
65 | 1000001 x0+1 B,
66 | 1000010 x® 4+ x C,
67 | 1000011 xb+x+1 C,
68 | 1000100 x6 + x? D,
69 | 1000101 x6+x2 41 E,
70 | 1000110 X+ x? +x F,
71 | 1000111 X+ x?+x+1 G,
72 | 1001000 x84+ x3 G,
73 | 1001001 x®+x3+1 H,
74 | 1001010 x4+ x3 +x I,
75 11001011 x®+x3+x+1 I,
76 | 1001100 x84+ x3 + x? I
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77 | 1001101 x+x3+x%2+1 K,
78 | 1001110 xb+x3+x%+x L,
79 | 1001111 X +x3+xt+x+1 M,
80 | 1010000 x6 4+ x* N,
81 | 1010001 x4+ x* 41 0,
82 | 1010010 x® +x* +x 0,
83 | 1010011 x0+xt+x+1 P,
84 | 1010100 x8 + x* + x? R,
85 | 1010101 xC+xt+x?+1 S,
86 | 1010110 x0+xt+x%+x S,
87 | 1010111 X+ xt+xP+x+1 T,
88 | 1011000 x8 + x* + x3 U,
89 | 1011001 xO+xt+x3+1 U,
90 | 1011010 x®+x*+x3+x Vv,
91 | 1011011 x+xt+x3+x+1 W,
92 | 1011100 x® + x* 4+ x3 + x? X,
93 | 1011101 xC+xt+x3+x%2+1 Y,
94 | 1011110 x® +xt+x3+x% +x Z,
95 | 1011111 o+ x4+ x4 x%+x+1 Q,
96 | 1100000 x® + x5 As
97 | 1100001 x® +x>+1 B3
98 | 1100010 X+ x5+ x Cs
99 | 1100011 X+ x5 +x+1 Cs
100 | 1100100 x® + x> 4+ x2 Ds
101 | 1100101 x0+x5+x%+1 E;
102 | 1100110 x®+x°+x%+x F3
103 | 1100111 X+ x>+ x?2+x+1 Gs
104 | 1101000 x® + x° + x3 Gs
105 | 1101001 x0+x5+x3+1 Hs
106 | 1101010 x®+ x>+ x3+x I3
107 | 1101011 x0+ xS +xd+x+1 I
108 | 1101100 x° + x° 4+ x3 + x? I3
109 | 1101101 x®+ x>+ x3+x%2+1 K
110 | 1101110 X0+ x5 +x3 +x%+x Ly
111 | 1101111 X+ x>+ x3+x%2+x+1 M;
112 | 1110000 x84+ x5 + x* N
113 | 1110001 xC+ x5+ xt+1 [
114 | 1110010 x®+x° +x* +x 0,
115 | 1110011 xC+ xS+ xt+x+1 Py
116 | 1110100 x8 + x° 4+ x* + x? R3
117 | 1110101 X+ x>+ xt+x%+1 S3
118 | 1110110 X0+ x5+ xt+x%+x S3
119 | 1110111 X+ x>+ xt+x%2+x+1 T3
120 | 1111000 x84+ x5 + x* + x3 Us
121 | 1111001 xC+ x> +xt+x3+1 U,
122 | 1111010 x® + x>+ xt+x3 +x V3
123 | 1111011 X+ xS+ xt+xd+x+1 Ws
124 | 1111100 x® + x% 4+ x* + x3 + x? X3
125 | 1111101 X+ x>+ xt+x3+x24+1 Y3
126 | 1111110 X+ xSt P+t +x Zs
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(127 [ 1110000 | xS+ xS+x* +a3+x2+x+1 | Qs |

Now, let's give the encryption algorithm we want to apply.

Choose n Choosek=n—-1

Create Q;; (x) . Arrange its elements by P(x)

1
For Qf} (x) write suitable Ly, (x)

Write the numbers and polynomial equivalents of the letters of
the text to be encrypted.

[ Write the text to be encrypted in the form M,,»; (=M) J

[ (Lp(x) ) X (M,,«1) = first encrypted message ]

(Key matrix) X (First encrypted message matrix) = My,

Forall n, (M,«x1) + (s,gk)) = Last encrypted message

Utilizing the above algorithm, the decoding algorithm becomes as follows.

[ For each n, the final encrypted message + (s,(lk)) = (Mpx1)
I J
N
(The invers of key matrix) X (M,,«1) = first encrypted message matrix
J
I
[ Chose n for n, k: (L,(x) )™t ]
I
[ (Lp(x))~1 x (first encrypted message) = Message Text J

Since the number of elements in Table 1 is very high, it is clear that the encryptions to be obtained will be
more secure. A detailed application is given below to see this situation.
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Let's assume that the message text to be sent is "PELIN GO BACK".

Step 1. The message text is 11 letters. According to the given coding algorithm, n can be chosen arbitrarily.
Let's continue the coding algorithm by choosing n = 3.

Step 2. The matrix L3 (x) is created from the LU decomposition of the matrix Q;} (x) using the polynomial
P(x), the matrix elements L3 (x) are reduced.

1 0 0
Lx=| x 1 o
x>+x 1 1

For n = 2, we use the matrix L,(x) = Llc 2]

Step 3. The numbers and polynomial equivalents corresponding to the text to be encrypted are written.
19 = (0010011) =x*+x+1=P
5=(0000101) =E

14 = (0001110) =L

11 = (0001011) = |

16 = (0010000) = N

7 =(0000111) =G

17 = (0010001) =0

1 =(0000001) =B

0 = (0000000) =4

2 =(0000010) =C

13 =(0001101) = K.

For the message text divided into block matrices 3 X 1 and 2 X 1. The matrices L, (x) are multiplied by
the block matrices, respectively.

[P [x*+x+1 P
Li(xX)|E|=[x>4+x+1|=]|C1]
(L] x4+ x5+1 B3

(i1 1
L:(x)|N|=|F
¢l Lk,

)
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0 0
L;(x)|B| = |C1],
A G3

C1_1[C
L2(x) [K] = [H]
Thus, according to the above operations, the first encrypted text is
PC,B;1FK,0C;G;CH.

Step 4. Let's multiply the message matrix obtained in Step 3 by the 1st key, respectively.

¢ 0 D[P U
B B Bllc¢.|=]0,]
¢ ¢ BllBl lc

Since the block matrix obtained using the other six letters is of type 3 X 1, it is multiplied by the first key
in order.

C 0 DIfi] [G2]
B B B||F|=]|4]
¢ ¢ Bllkl lo,.
C 0 DY[071 [Di
B B Bllc.|=1s,|.
¢ ¢ Bllel la

Since the block matrix to be created for the remaining two letters is of type 2 X 1, it is multiplied by the
second key.

2 A16-10

Thus, the second encrypted message is as follows.
Uy0,C,G, A, 0, D; S, A, CR.

Step 5. The resulting encrypted message is added to the kth powers of the Stirling polynomials s (x) to
obtain a new encrypted message.

U, + 51(3)(x) =x°+x* =Ny
0, + 553)(x) =H;

C, + S§3)(x) =13

G, + sf)(x) =U;

A+ séS)(x) =35,
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0, +sP(x) =Y,

D; + s§3)(x) =1L,

Sp+s5 (0 =Q

A+ 5.53)(96) = X3

C+ sl(g)(x) = X3

R+ 51(?(") = K.

As a result, the encrypted text sent to the recipient of the message is as follows
N Hi3055,Y, L, QX5 X3 K5 .

Backward solving algorithm.

In order to obtain the initial state of the encrypted message obtained in the last operation of the encrypted
algorithm, the following steps are followed in order.

Step 1. The letters of the encrypted message obtained in the last process of the encryption algorithm are
summed, respectively, by the kth power of the Stirling polynomials.

N; + 51(3)(x) =x5+x*+x3=U,
H, + 52(3)(x) =0,

I3 + s§3)(x) =C;

Us +s82(x) = 6,

S, + 55(3)(x) =A,

Y, + séS)(x) =0,

L, + sgg)(x) =D,

Q+ Ség)(x) =S,

X; + 5‘53)(x) =4,

X3 + sl(g)(x) =C

K3 + 51(? (x) =R.
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So, we can get
Uy 0,CyG,A10,D; S, A CR.

Step 2. Let's multiply the resulting message matrix by the inverse of the key matrices, respectively

Z 1, E|1U P
03 VZ C3 02 = Cl .
03 XZ B3 C]_ B3

Since the block matrix to be used for the other six letters in the sequence is of order 3 X 1.

[z 1, E,|[G.]1 17
03 V2 C3 Al = F )
0, X, Bs|loil Lkl

[z 1, E|[Di] [P1]
03 V2 C3 52 = SZ .
_03 Xz B3_ —Al— -Al—

Since the block matrix required for the last two letters is of type 2 X 1.

b, ol (&l =[5}

Thus, we obtain the encrypted decryption message as follows
PC,B;1FK,0C, G3CH.

Step 3. Considering the polynomial P(x), the matrix (L3 (x))~? is as follows

1 0 0
(L3(x)1 = [—x 1 O].
—x? -1 1

Step 4. The ciphertext obtained in Step 2 should be multiplied by the matrices (L3(x))~! in Step 3

P1 [P
(L3N Cu| = [E|.
B3| 1L

(LsCNTH F | =[N|.

52

and (L,(x))~" [2] - [1‘2]
4

(L3 ()™

I
X O

A
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When all these steps are followed, the text to be sent will be found as PELIN GO BACK.
4. CONCLUSION

In this study, Stirling numbers were examined and Stirling polynomials were defined with the help of these
numbers. Using these newly defined polynomials, the AES type encryption algorithm, which is widely used
in the literature, was examined and an application was given to perform encryption as an application of this
algorithm. This given algorithm can be used in other studies to be done in the field of encryption.
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