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CYBERSECURITY IN CRITICAL INFRASTRUCTURES AND
CYBER TERRORISM: A STRATEGIC ANALYSIS ON TURKIYE

Seckin AKOZ', Hatice SURURI™
ABSTRACT

Cyber-attacks that may pose a threat to critical infrastructures (Cl) have the potential to cause
wide-ranging negative effects ranging from economic losses to service interruptions and
social chaos. Tirkiye is in a high-risk group against cyber-attacks due to its strategic
geographical location and rapidly digitalizing infrastructures. Denial of service attacks on
energy grids, ransomware threats in health infrastructures and data breaches on banking
systems are concrete examples of the cyber security vulnerabilities that Tiirkiye faces. The
study addresses the global dimension of cyber threats by taking into account large-scale
cyber-attacks experienced internationally and examines the local effects of these threats with
examples specific to Tiirkiye. The study evaluates Tiirkiye’s current policies, legal regulations
and defense strategies against threats. In the fight against cyber threats, the development of
domestic and national technologies, strengthening cooperation at global, regional, national,
international and institutional levels, international information sharing and the establishment
of proactive response mechanisms against cyber threats are among the prominent strategic
measures. In this context, cyber security is not only a technical issue; it is a necessity in terms
of national security, economic sustainability and social stability.

Keywords: Critical Infrastructures, Cybersecurity, Cyberterrorism, Tiirkiye, National
Strategy, National Security

KRITIK ALTYAPILARDA SIBER GUVENLIK VE SIBER
TERORIZM: TURKIYE UZERINE STRATEJIK BIR INCELEME

OZET

Kritik altyapilara yonelik tehdit unsuru olusturabilecek siber saldirilar, ekonomik kayiplardan,
hizmet kesintilerine ve toplumsal kaosa kadar genis kapsamli olumsuz etkilere yol agabilecek
potansiyeli barindirmaktadir. Tiirkiye, stratejik cografi konumu ve hizla dijitallesen altyapilari
nedeniyle siber saldirilara karsi yiiksek risk grubunda yer almaktadir. Enerji sebekelerine
yonelik hizmet reddi saldirilari, saglik altyapilarindaki fidye yazilim tehditleri ve bankacilik
sistemlerine yonelik veri ihlalleri, Tiirkiye’nin karsi karsiya oldugu siber giivenlik
zafiyetlerinin somut ornekleridir. Calisma, uluslararas1 diizeyde yasanan biiyiik ¢apli siber
saldirilardan yola ¢ikarak, siber tehditlerin kiiresel boyutunu ele almakta ve Tiirkiye
ozelindeki 6rneklerle bu tehditlerin yerel etkilerini incelemektedir. Calismada tehditlere karsi
Tiirkiye’nin - mevcut  politikalari, yasal diizenlemeleri ve savunma stratejileri
degerlendirilmektedir. Siber tehditlerle miicadelede, yerli ve milli teknolojilerin gelistirilmesi,
kiiresel, bolgesel, ulusal, uluslararasi ve kurumsal diizeyde isbirliklerinin gii¢lendirilmesi,
uluslararasi bilgi paylasimi ve siber tehditlere yonelik proaktif miidahale mekanizmalarinin
olusturulmasi1 6ne ¢ikan stratejik Onlemler arasinda yer almaktadir. Bu kapsamda, siber
giivenlik, yalnizca teknik bir mesele degil; ulusal giivenlik, ekonomik siirdiiriilebilirlik ve
toplumsal istikrar agisindan bir zorunluluktur.

Anahtar Kelimeler: Kritik Altyapilar, Siber Giivenlik, Siber Terérizm, Tiirkiye, Ulusal
Strateji, Ulusal Giivenlik
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INTRODUCTION

As digitalization accelerates, critical infrastructures (CI) have become the
building blocks of national security and social order. While the digitalization
of vital systems such as energy, health, finance and transportation has
increased the efficiency and accessibility of these infrastructures, it has also
brought new security risks. This study aims to evaluate the cyber threats
inherent in digitalized infrastructures and to reveal strategic approaches that
can be developed against these threats, especially in Tirkiye. As an
inevitable consequence of digitalization, cybersecurity has become not only
a technological issue but also a threat to the political and economic stability
and national security of countries. Digital attacks on critical infrastructures
can lead to a wide range of negative effects, from service interruptions to
data theft, from economic losses to social chaos (Lewis, 2019, p.21). In this
context, it is inevitable that cybersecurity will become a priority issue in
digitalizing infrastructures. Any disruption to the functioning of critical
infrastructures affects not only the individuals using these systems, but also
other sectors due to interdependence between systems. Therefore, it is
imperative for states to implement holistic cybersecurity policies in order to
maintain national security and political stability.

Cyber terrorism threatens the security of individuals, societies and states
through the malicious use of information technologies, targets critical
infrastructures and aims to create fear and panic in society. Within the scope
of this study, the multi-layered risks posed by cyber terrorism, both
physically and digitally, are analyzed and the destructive effects of these
risks on critical infrastructures are evaluated. In the information ecosystem
where the physical world and the virtual world intersect, the primary targets
of cyber terrorism include vital areas such as energy grids, health systems,
air traffic control systems, telecommunications and financial infrastructures
(Collin, 1997, p.15). The scale of these threats is not only limited to
damaging individual infrastructures, but also has the potential to create
instability by changing interstate dynamics in international relations and
undermining global peace (Dubyna et al. 2024, p. 6952). In this framework,
cyber threats are complex, destructive and challenging for states. To combat
malicious cyber threats, international organizations such as the European
Union (EU), the Organization for Security and Cooperation in Europe
(OSCE), the United Nations (UN) and NATO (North Atlantic Treaty
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Organization) focus on strategies to detect, prevent and respond to cyber-
attacks (NATO, 2024). In this context, in 2016, NATO declared cyberspace
as an area of operation against possible ultimate threats and developed cyber
defense policies based on deterrence, defense, crisis prevention, management
and cooperation to combat cyber threats (NATO, 2024).

It is observed that the effects of cyber terrorism and attacks are not only
limited to short-term disruptions, but also damage public confidence and the
sustainability of strategic sectors. Tirkiye’s focus on technological
innovations, legal regulations and international cooperation in combating
these threats is of vital importance for the management of these risks.
Tiirkiye is in position more vulnerable to these threats due to its strategic
location and rapidly developing digital infrastructures. As an important
energy transit point on both national and regional scales, Tiirkiye is
becoming one of the primary targets of cyber terrorism due to its geopolitical
importance. This situation necessitates Tirkiye to adopt a more
comprehensive and holistic approach in its cyber security strategies. This
article discusses the vulnerability of critical infrastructures in the face of
digital threats, strategically analyzes Tirkiye’s current situation, and
proposes concrete solutions to improve cybersecurity.

1. THE IMPORTANCE OF CRITICAL INFRASTRUCTURES IN
INTERNATIONAL SECURITY IN ADIGITALIZING WORLD

The digital transformation of the 21st century has radically changed not
only technology but also the understanding of international security. Access
to information has become significantly easier, and the boundlessness of
communication has reached alarming proportions. This situation has
reshaped the security priorities of states. Wars are no longer confined to the
battlefield; they now occur in energy lines, data centers, satellites, and even
hospital systems. As a result, protecting critical infrastructure has ceased to
be merely a technical task and has become a political, economic, and
strategic necessity.

Globalization and the developments that accompany it demonstrate that
today, a country’s security is measured not only by its military power but
also by the robustness of its water resources, energy systems, and financial
infrastructure. In today’s global security structure, states must be prepared
not only for traditional threats but also for new risks brought about by the
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digital age. Threats such as cyberattacks, infrastructure sabotage, and Al-
driven information manipulation have reached a borderless, complex, and
often unpredictable dimension. Therefore, the protection of critical
infrastructure lies at the heart of not only national security policies but also
international cooperation and strategic partnerships. While digitalization has
made security more complex, it has also exposed vulnerabilities more
quickly. For this reason, developing a layered, comprehensive, and proactive
security approach for infrastructure now forms the foundation of modern
security understanding.

1.1. International Security and Critical Infrastructures in the
Digitalizing World

Critical infrastructures are the physical and virtual systems necessary to
ensure the continuity of the basic functions of societies and have a central
role in the functioning of societies. Any failure or attack on critical
infrastructure systems has the potential to directly threaten national security
Critical infrastructures consist of “systems, assets and networks, whether
physical or virtual” (NATO, 2021). These systems, which provide essential
services such as energy, transportation, health and finance, have become
smarter, more connected and more efficient as digitalization has accelerated.

However, this transformation has increased the vulnerability of critical
infrastructures to cyber threats by expanding the attack surface. In this
context, especially energy grids and telecommunication infrastructures are
becoming targets due to the widespread use of digital control systems
(Ercan, 2015, p. 4). Since critical infrastructures generate and store data on a
large scale, the security of this data creates domino effects that can affect not
only the organizations that provide services, but also society as a whole.
Therefore, it is inevitable that the digitalization process should be addressed
together with security.

The protection of critical infrastructures is not only a technical problem,
but also a strategic priority in terms of national security and social order. In
the process shaped by the digital transformation of society, the dependence
on digital infrastructure is increasing exponentially, and the proliferation of
information and communication technologies in critical infrastructures
makes these systems more complex and dynamic (KAS & EDAM, 2022, p.
10). In this context, the development of national and international
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cybersecurity strategies, technology-oriented solutions and the integrated
operation of legal regulations play a critical role in protecting critical
infrastructures against cyber threats.

New security paradigms are needed to manage these threats brought
about by digitalization and to increase the resilience and durability of
infrastructure systems. As cyber threats are expected to become more
complex in the future, strengthening these infrastructures within the
framework of cyber security has become a common responsibility at both
national and international levels. With the change in the dynamics of
security understanding in the global framework and digitalization, a large
number of threats have dominated the international arena. With the existence
of new threats, non-traditional asymmetric threats have framed national and
international competition and opened a space where the resilience of states
and political powers is tested. These asymmetric threats are considered to be
the products of the new world order in the field of defense. With modernity,
the concept of total war has brought the speed of instant communication to
the forefront with the changes in information and machine technologies.

In this new field of competition, cyber threats to critical infrastructures
have been explicitly recognized as a significant threat element in NATO’s
2022 Strategic Concept (NATO, 2024). This explicit recognition is
particularly important for the academic and strategic literature, as NATO's
strategic doctrines serve as normative frameworks that influence the
cybersecurity and defense postures of member states (NATO, 2024).

NATO’s framing of cyber threats as collective security issues provides
not only a policy direction but also a theoretical foundation for
understanding cyber conflict in international relations. NATO emphasizes
operational strategies for defense, resilience, and the stability of the alliance
by developing systems integrated with artificial intelligence strategies
against external interventions targeting the protection of critical
infrastructures. This integration of emerging technologies into strategic
defense frameworks marks a paradigm shift in cybersecurity governance and
has been highlighted in literature as a move toward anticipatory security
models (Bellanova et al., 2022, p. 337). In this framework, international
organizations such as NATO (North Atlantic Treaty Organization), OSCE,
UN, and EU (European Union) are developing measures to increase
resilience by improving national defense capacities, ensuring secure access
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to critical infrastructures, and providing alternative defense perspectives in
times of crisis (NATO, 2024). Such coordinated institutional efforts reflect
what Deibert (2019) terms the “securitization of cyberspace,” where cyber
resilience becomes a shared transnational responsibility rather than a solely
national concern. In this context, the concept of cyber resilience comes to the
forefront as a critical solution within cyber security strategies due to the
increasing complexity and frequency of cyber threats. As Carrapico and
Barrinha (2018) emphasize, the inclusion of cyber resilience in NATO
doctrine signals a growing recognition of the need for adaptive, multi-
layered defense structures in the face of persistent and asymmetric threats.
Therefore, NATO’s approach not only informs operational practices but also
contributes Therefore, NATO’s approach not only informs operational
practices but also makes a significant contribution to the academic literature
on collective” defense, digital sovereignty and strategic adaptation in the era
of hybrid warfare.

1.2.  Converging Threats in International Security

In the digital age, the line between cybercrime and cyber terrorism has
increasingly blurred, giving rise to converging threats that pose significant
risks to national and international security. As Lewis (2019) argues, cyber
capabilities now allow both state and non-state actors to target critical
infrastructures with disruptive, and at times, destructive intent. Particularly
in geopolitically exposed countries like Tirkiye, the convergence of
cyberattacks with broader terror strategies has made cyberterrorism a tool
not just for disruption, but for political signaling and psychological impact.

The growing sophistication of attacks on energy grids, financial
networks, and public institutions demonstrates that these threats are no
longer hypothetical but operational realities (Radziwill, 2018). The 2023 and
2024 ransomware attacks on Turkish public institutions and the 2020 assault
on gas distribution networks are stark examples of how intertwined cyber
and physical security domains have become (Kriter Dergi, 2023; Kandir,
2025). As threats evolve in complexity and attribution becomes increasingly
difficult, national cyber defense strategies must adapt by integrating
intelligence, infrastructure resilience, and international cooperation
mechanisms (Rid & Buchanan, 2015). Thus, cyber security and cyber
terrorism should no longer be treated as separate policy domains, but rather
as intersecting dimensions of a comprehensive national security paradigm.
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1.2.1. Cyber Security and Cyber Terrorism

Cyber security and cyber-attacks in cyberspace have become one of the
most important security issues and threats of the digital age. Cyberspace, as
a strategic area beyond mere technological infrastructures, represents a
multi-dimensional battlefield where security, sovereignty and power
dynamics come together (Kello, 2013).The concept of cyberspace
encompasses not only Internet-based systems but also unmanned aerial
vehicles, airplanes, radio systems and all information systems (Libicki, 2009,
p.12). Unlike traditional security paradigms where physical barriers define
territorial control, cyberspace blurs these boundaries, creating an asymmetric
and decentralized threat environment (Rid, 2011). In cyberspace, which is
defined as an “interdependent network”, attackers resort to DDoS
(Distributed Denial of Service) attacks to damage the availability of internet
systems, and more recently to the more effective and alarming ransomware.
In this context, cyber threats are deliberate attacks aimed at disrupting,
disrupting or completely destroying the computer systems and critical
infrastructures of the target audience (Lin, 2010, p.63). In cyberspace, where
information becomes a target for attacks, all strategies designed within the
framework of establishing information security have built the concept of
cyber security.

Cyber terrorism is characterized by terrorist groups’ efforts to damage
critical infrastructures, create social fear and achieve political goals by using
digital tools. DDoS attacks are among the methods frequently used by sub-
state terrorist groups. DDoS attacks overload target systems with excessive
data, disabling their functions and disrupting infrastructure services
(Bayrake¢1 & Kogman, 2023, p. 188). DDoS attacks are usually carried out by
networks called botnets, which consist of a group of computers hijacked
with malicious software. These attacks can cause serious operational damage
to states by making the targeted systems vulnerable and they are also highly
attractive due to the attackers’ ability to conceal their identities. Such tactics
highlight how cyberspace provides an opportunity for asymmetric warfare,
in which non-state actors can challenge state authority without engaging in
conventional military conflicts (Arquilla & Ronfeldt, 1996; p.4).

Cyber terrorism has the potential to cause large-scale economic and
social damage at both individual and institutional levels. For example, an
attack on energy grids can not only affect the national economy, but also
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other infrastructures such as health systems (Yilmaz & Sagiroglu, 2013).
The wvulnerability of critical infrastructures to such attacks makes it
imperative for countries to give greater priority to cyber security policies in
their national security strategies. In this context, the securitization of
cyberspace has led to a paradigm shift, where digital assets are now treated
as critical components of national security and necessitating coordinated
international responses (Dunn Cavelty, 2008). In the future, cyber-attacks
supported by the Internet of Things and artificial intelligence are expected to
increase. In this context, adopting an approach supported not only by
technological solutions but also by legal regulations and international
cooperation will be inevitable in the fight against cyber terrorism. Moreover,
cooperation with international organizations (NATO, UN and EU, etc.) are
among the factors that can play a key role in managing these threats. For
example, NATO has accepted cyberspace as an operational domain by
integrating cyber resilience into its collective defense strategy (NATO,
2021). In countries like Tirkiye that are rapidly developing their digital
infrastructures, it is critical to include individuals in the digital security chain
through education and awareness activities.

In cyber security, it is inevitable to develop resilient defense mechanisms
against cyber threats. Early warning systems and threat analysis tools that
will create resilience against cyber threats ensure that attacks are detected
early and damages are minimized (Seker, 2020, p.114). In addition,
information sharing and coordination among international organizations can
also form an effective defense mechanism against cyber threats (NATO,
2021, p.12). National policies to mitigate the effects of cyber threats need to
cover not only technical but also economic and social dimensions. In order
to fully address the geopolitical impacts of cyber threats, state actors need to
go beyond traditional deterrence models and adopt multidimensional
security strategies that include cyber intelligence, digital diplomacy and
cross-Dectoral cooperation (Tikk & Kerttunen, 2020). In particular, to
prevent economic losses, the resilience and resilience of critical
infrastructures should be increased and regular stress tests should be
implemented. Consequently, governance of cyberspace requires a hybrid
approach that combines technological resilience, legal frameworks, and
strategic alliances to counter the evolving nature of cyber threats.

1.2.1.1. Cyber Risks and Threats Affecting Critical Infrastructure
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With the acceleration of digitalization, critical infrastructures have
increasingly become targets of cyber threats. Vital sectors such as energy,
water, transportation, and finance are subjected to attacks carried out by
state-sponsored groups and organized crime syndicates. For example, in
2023, Chinese hacker groups infiltrated ports, energy grids, and
telecommunications networks in the United States, demonstrating their
capability to disable these infrastructures at will (The Wall Street Journal,
2025, p. 1). Similarly, in 2023, the Russia-linked group APT28 exploited a
vulnerability in Microsoft Outlook to target the defense and technology
sectors in Germany (The Guardian, 2024, p. 2).

The impact of cyberattacks is not limited to state-sponsored actors;
financially motivated groups also target critical infrastructures. In 2023, a
vulnerability in the MOVEit file transfer software was exploited by the
ransomware group ClOp, compromising the data of over 2,700 organizations
worldwide (Robinson, 2025). This attack caused serious disruptions in
sectors such as healthcare, finance, and public services.

Tiirkiye has also faced similar threats. In 2023, it ranked among the
countries most affected by cyberattacks on a global scale. Iran-backed
MuddyWater and Russia-linked groups targeted Tiirkiye’s energy and
telecommunications infrastructures (Kriter Dergi, 2023, p. 4). These attacks
have once again underscored the importance of enhancing the country’s
cybersecurity capacity and protecting its critical infrastructures.

2. CYBER SECURITY AND CRITICAL INFRASTRUCTURES

In terms of cybersecurity, critical infrastructures has two dimensions:
defense and offense. The rapid development in network technologies has led
to decisions to manage critical infrastructure, which is vital for a state’s
national security and public functioning, through operating systems that rely
heavily on internet technologies. Therefore, states engaged in power
struggles within the international system can damage each other’s critical
infrastructure sectors and consider them as military targets. In this context, it
is imperative for states to protect their critical infrastructure against cyber-
attacks by investing in the defense capacity of these systems and trying to
provide security for them. The other dimension is cyber-attack capacity. A
state may seek to fully or partially damage an adversary state’s critical
infrastructure by seeking opportunities, developing capabilities in this
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capacity, and conducting covert operations. These infrastructures not only
cause economic losses if their functionality is disrupted, but also pose
serious threats to national security and social order (Afyonluoglu, 2020, p.
11). As part of a complex, interconnected ecosystem, their failure and
destruction, whether physical or virtual, has the potential to weaken states in
terms of national security, national public health and economic security
(NIST, 2016).

Digitalization poses significant risk areas for states due to the potential
for increased exposure to cyber-attacks and cybersecurity incidents,
jeopardizing energy supply security, supply chains, public safety and the
confidentiality of critical data for states. With the increase in cyber threats,
the protection of these infrastructures has become a fundamental element of
national security policies. Today, digitalization necessitates the
implementation of not only physical security measures but also cyber
security strategies in the defense of critical infrastructures. International
organizations such as the EU and NATO create roadmaps and strategies at
the level of awareness and preparedness to protect critical infrastructures
within the scope of cyber security policies (EU, 2024). In this framework,
the EU published the EU Security Union Strategy in 2020, aiming to ensure
European security in both physical and digital areas covering the whole
society at national level. While the focus of the strategy concept is on the
energy sector, the strategy defined operational solution phases that can make
critical infrastructures resilient against physical, cyber and hybrid threats. In
strategically important countries such as Tiirkiye, the strategy focuses on
international cooperation and local technology production for the protection
of critical infrastructures, and establishes action and response plans with
effective planning, monitoring and crisis management, prioritizing common
minimum requirements.

2.1. Definition and Scope of Critical Infrastructure

Critical infrastructures are systems that are vital for a country’s
economic, social and national security. While sectors such as energy, health,
transportation, communication and finance stand out in the definitions made
by the European Union, new security risks arise with the integration of these
systems (Karabacak, 2011, p. 2). The US Department of Homeland Security
considers water supply, financial systems and communication infrastructures
as critical infrastructures (Lee & Conway, 2022, p. 5). Critical

232



Cybersecurity in Critical Infrastructures and Cyber Terrorism
A Strategic Analysis on Tiirkiye
Seckin AKOZ & Hatice SURURI

infrastructures are essential services that support society and serve as the
backbone for its security (NIST, 2016). According to the US National
Council for the Improvement of Public Service (1990), “critical
infrastructure” is defined as facilities with long economic life, economic
development, high fixed costs, and a tradition of public sector involvement
(CRS, 2004, p.6). In this context, critical infrastructures are the structures
that build the foundations of a strong economy and national security,
including airports, water and energy resources.

The concept of critical infrastructure, which has been prominent in the
EU and its member states since the early 2000s (Pursuianen, 2009, p.721),
has also been discussed in a multidisciplinary manner in the literature.
Russia has defined its critical infrastructure strategy within the framework of
national security. In this context, in its approach focused on civil defense,
emergencies and national security, critical infrastructures are based on
human security within the framework of a comprehensive security approach.
From a state-centered national security perspective, critical infrastructures
are seen as a necessity to protect society and the state from internal and
external threats, to protect systems that will guarantee the implementation of
constitutional rights and freedoms, independence and sustainable economic
development (Pursuianen, 2021, p.22)

AFAD’s (Disaster and Emergency Management Presidency) definition of
critical infrastructure is; “It is the whole of networks, assets, systems and
temples that may pose serious threats to citizens, health, security and
economy as a result of the negative impact on the environment, social order
and public services when they do not fulfill their function partially or
completely” (AFAD, 2014). In Tirkiye, critical infrastructures include the
energy, transportation, health and finance sectors, but communication
infrastructures and digital systems are also becoming increasingly important
(Demirci, 2021, p.54). However, a comprehensive national strategy and
standards need to be developed for these infrastructures. In particular, energy
infrastructures are one of the sectors that need to be protected as a priority
due to Tiirkiye’s geopolitical position. The scope of critical infrastructures is
expanding with advancing technology and digitalization. In this context,
Tiirkiye needs to make regulations in line with international standards and
focus on local solutions to ensure the security of its infrastructures. In this
context, in the event of cyber-attacks on critical infrastructures, states should
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shape their cyber security strategies based on military, economic, civilian,
social and psychological defense, as well as implement a resilience-based
crisis management cycle. Resilience is the ability of a system to withstand
and resist stress (Pursuianen, 2021, p.26). When faced with processes where
service interruptions become difficult to prevent, it is inevitable to develop
strategies that build redundancy and adaptive capabilities.

2.2. Importance of Cyber Security for Critical Infrastructures

Cyber security plays a key role in protecting critical infrastructures.
Cyber security covers all activities carried out to ensure security in
cyberspace. In this context, it is the existence of systems that can ensure
confidentiality, integrity and accessibility criteria for cyber security (Ardielli
& Ardielli, 2017, p.43). Violation of these three criteria in cyberspace means
that there may be an existing threat. Especially when sectors such as energy,
transportation and health systems are exposed to cyber-attacks and terrorist
attacks, large-scale service interruptions and economic losses can occur. For
example, the Black Energy (BE) cyber-attack on the Ukrainian energy
infrastructure on December 23, 2015, has caused hundreds of thousands of
people to experience unplanned power outages and demonstrated the
vulnerability of critical infrastructures to cyber threats (Lee, Assante, &
Conway, 2014, p.6). This attack demonstrated that remote access to energy
grids can be used to take control of systems and cause large-scale damage
and disruption. States’ energy infrastructures are highly interdependent
through transit gas pipelines or electricity transmission networks. In this
context, the protection and resilience of the relevant infrastructure element
will prevent system disruption (Zoli et al., 2018, p.4). Terrorist organizations
and non-state actors also target critical infrastructures, especially where
interdependence exists, to expand the sphere of influence of their mass
actions. The academic draft approach to understanding the interdependencies
of countries came to the forefront in the 2001s. The interconnected nature of
critical infrastructures makes it important to identify the problems that may
arise in each infrastructure in order to manage the related interdependencies.
The problem is that when critical systems are considered holistically, the
failure or damage that may occur in a single element of the system may be
reflected in the whole system due to interdependencies. Therefore, an attack
on systemically critical infrastructures may pose a risky threat that could
disrupt the entire operation.
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In Tiirkiye, when we evaluate critical infrastructures holistically, energy
grids and healthcare systems are among the most vulnerable areas. Health
infrastructures are particularly exposed to attacks such as ransomware. By
encrypting patient data, attackers disrupt healthcare services and put patient
safety at risk (Lewis, 2006, p.1). For example, the ransomware attacks
against many hospitals in Europe and Tirkiye in 2020 have once again
highlighted the inadequacies in protecting these infrastructures.

Cyber security strategies should not be limited to technological solutions.
Early warning systems and artificial intelligence-supported threat detection
systems are at a level that will allow such such attacks to be detected in
advance. In addition, the resilience of infrastructures should be increased by
strengthening corporate collaborations. Tiirkiye’s development of local
software solutions in this area will reduce foreign dependency and increase
its cyber defense capacity.

3. CYBER TERRORISM AND CRITICAL INFRASTRUCTURES

Cyber terrorism is a form of terrorism that targets society through attacks
in the digital environment, usually aimed at creating fear and panic through
cyber-attacks on states or critical infrastructures. This type of terrorism is
considered a digital extension of traditional terrorism and is an expanding
global threat in which individuals, institutions and states can be targeted.
Considering cyber terrorism as an integral element of the digital domain,
national security and intelligence-based digital surveillance has become an
essential element of surveillance for states in the fight against cyber
terrorism. In addition to the measures taken at the national level, the
expansion of defensive practices by states against threats that may come with
virtual surveillance has led to a decrease in risks in the context of national
and international security.

The main purpose of cyber terrorism is to throw societies into economic
and social chaos and to strain the capacity of states in crisis management
(Singer & Friedman, 2014, p. 29). Such attacks are usually carried out by
cyber criminals, hacker groups or terrorist organizations. Since cyber
terrorism can be effectively carried out in the digital environment, its targets
often cover a wider area compared to traditional terrorism. Especially the
digital infrastructures of developed countries offer great opportunities for
attackers. This situation shows that not only economic but also social and
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psychological effects can be created cyber attacks. Critical infrastructures
can be targeted by cyber terrorists and cause widespread effects that can stop
the functioning of states or societies (Sagiroglu & Alkan, 2018, p. 9). For
example; In the Russia-Ukraine war, cyber attacks targeting Ukraine's
critical infrastructures has been a cyber terror act linked to hacktivist groups
designed by Russia.

According to intelligence sources, threats to critical infrastructures are
increasingly being carried out by cybercriminal organizations and states
carrying out “covert” actions. Cyber terrorism can directly affect societies
through attacks on these critical infrastructures. The magnitude of the impact
area of the related attacks is of a nature that can have long-term
consequences not only economically but also socially and psychologically
(Kurum, Bilgi¢, & Cardak, 2022, p. 443). In this context, cyber security
measures and strategies require not only technical solutions but also global
coordination and more effective information sharing. Increasing inter-
country solidarity will enable for a stronger fight against cyber threats.

From a policy perspective, states are planning cyber terrorism and
terrorism as a growing threat in cyberspace and developing national security
policy mechanisms using an ‘“all-hazards awareness and preparedness
model” based on risk and resilience, where multiple risk factors are
addressed simultaneously. Terrorist organizations and sub-state groups also
build critical infrastructures or aim to seize critical infrastructures in order to
target critical points and carry out their actions (Asal et al., 2015, p.5). These
emerging terrorist groups are pushing the boundaries and possibilities of
critical infrastructures to serve the mass purposes of the organizations all for
the sole purpose of action and expanding and their area and, to get one man
closer to their course.

Cyber terrorism and the protection of critical infrastructures are of
increasing importance for states. In this context, resistance against cyber
threats should be increased by developing national security strategies, cyber
security measures, international cooperation and cyber defense policies
(Atasever, Ozgelik & Sagiroglu, 2019, p.239). Protecting critical
infrastructures against cyber-attacks is a policy necessity for states due to the
destructive effects of digital technologies. In this context, cyber terrorism is
a public responsibility for states to combat and prevent due to the
limitlessness of the area it covers (Weiss & Biermann, 2021, p.1). The
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rapidly evolving structure of technology requires continuous updating of
cyber defense systems. This will enable states to prepared to identify, control
and manage cyber-attacks and risks that may arise with a stronger and more
flexible infrastructure.

3.1. Definition and Scope of Cyber Terrorism

Information systems and the digital space are considered as a vulnerable
area and are placed in the target of terrorists. There for using information
systems to determine a target area and plan an attack is one of the important
stages of cyber terrorism activity (Jormakka and Molsa, 2005). Parks and
Duggan (2011) defined cyber terrorism as an extension of conventional
terrorism and a new approach in which terrorist organizations take action in
cyberspace to achieve their goals. Cyber terrorism refers to terrorist activities
carried out in the digital environment and generally aims to create fear and
panic in society through attacks on critical infrastructures. According to
Pollitt, cyber terrorism is defined as “premeditated, ideologically motivated
attacks on computer systems, non-combatant targets, computer programs and
data by sub-national organizations and covert intelligence agents” (Pollitt,
1998). According to Evan Kohlmann (2008), cyber terrorism is defined as
“any act of terrorism that takes place on the Internet”. In this context, cyber
terrorism is the use of the tools of the virtual world by terrorist organizations
in cyberspace in attacks targeting online computers, networks and the
information stored on them for communication, recruitment, coordination,
fundraising on behalf of organizations, action planning and intelligence
gathering (Kohlmann et al., 2008). Such attacks are carried out by non-state
actors or state-sponsored groups and are considered the digital extension of
traditional terrorism. The main objectives of cyber terrorism include
threatening public security, targeting economic infrastructure and
undermining public faith in state security (Singer & Friedman, 2014, p. 29).
This reveals the complex nature and wide-ranging effects of cyberterrorism,
as cyberattacks have a wider reach, with attacks taking place digitally rather
than through physical violence (Sagiroglu & Alkan, 2018, p. 37). According
to Robert S. Mueller, cyber terrorists focus on combining physical attacks
with cyber-attacks by recruiting from outside while training their members
to carry out their actions in cyberspace (Nakashima, 2010). In this context,
the fight against cyber-terrorism will not only be specific to states, but
individual, society and state-related methods of struggle will be decisive.
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Cyber terrorism also has the potential to surpass traditional terrorism with
its social and psychological effects. Such attacks can create iimediate social
fear and panic, while in the long run they can undermine confidence in the
security and stability of the state (Kurum, Bilgi¢, & Cardak, 2022, p. 458).
While cyber security is becoming more important with each passing day, the
complexity and impact of attacks are also increasing. This is because the
global interconnectedness of digital systems allows an attack to spread
rapidly over a wide area (Atasever, Ozcelik, & Sagiroglu, 2019, p. 238).

3.2. Differences between Cyber Terrorism and Traditional Terrorism

One of the main differences between cyber terrorism and traditional
terrorism is the means used. While traditional terrorism uses physical
violence and explosive devices to cause massive damage to targeted
locations, cyber terrorism is more often a digital attack. Cyber terrorists
often use digital tools such as computer viruses, ransomware and denial of
service attacks (DDoS) to bring down the systems of targeted organizations
or states (RAND Corporation, 2015, p. 21). In this context, traditional
terrorism involves physical violence, geographical limitations, and visibility
and high risk factors. Cyber terrorism, on the other hand, is a wide-area
terrorism method in which attacks are carried out using digital tools such as
computers, networks and software, and systems around the world can be
targeted. Cyber terrorism is operationally covert, operationally low-risk and
high-cost attacks.

These differences also make the impact of cyber terrorism more
widespread because a cyber-attack can spread around the world in a few
seconds and cause chaos on a global scale (Kurum, Bilgi¢, & Cardak, 2022,
p. 460). Attacks carried out in the digital environment leave fewer traces, it
becomes much more difficult to track. This increases the impossibilities that
attackers have to hide their identities and that states or organizations face

when taking security measures (Atasever, Ozgelik, & Sagiroglu, 2019, p.
239).

3.3. Examples of Cyber Terrorism against Critical Infrastructure
3.3.1. International Cases

3.3.1.1. Estonia DDoS (Distributed Denial of Service) 2007 Attacks
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The cyber-attacks on Estonia in 2007 are one of the most prominent
examples of cyber-terrorism. Estonia was subjected to one of the most
coordinated and comprehensive cyber-attacks against a single country to that
date. The attacks took the form of Distributed Denial of Service Attacks
(DDoS) on the websites of public organizations and the banking system.
These attacks posed a serious threat to Estonia’s digital infrastructure and led
the country to take comprehensive measures in the field of cyber security
(Sagiroglu & Kanca, 2022, p. 70; Tikk & Kaska, 2010, p. 288). Estonia’s
rapid response to these attacks has been an important lesson on how to
develop cyber defense strategies worldwide. The Estonian attacks not only
affect inter-state relations, but also threaten the security of a nation’s digital
infrastructure. These attacks have demonstrated how critical the cyber
defense capacities of states are and this highlights the importance of
international cooperation in the field of cybersecurity (Singer & Friedman,
2014, p. 72).

3.3.1.2. Natanz Nuclear Facility Attack

The 2010 cyber-attack on Iran’s Natanz Nuclear Facility was an example
of cyber warfare as a real national security threat in the international arena.
This attack was carried out with the use of a computer worm called Stuxnet
and caused serious damage to Iran’s nuclear program. Stuxnet is considered
to be the most sophisticated and targeted computer virus (worm) ever
discovered. It specifically targets industrial control systems and is designed
to sabotage centrifuges used in Iran’s nuclear facilities. After infiltrating the
nuclear facility’s networks, the Stuxnet worm manipulated the systems that
control the speed of centrifuges (984 centrifuges), causing them to spin at
excessive speeds and thus causing damage (Holloway, 2015; Kesler, 2011).
The focus of the Stuxnet attack was the ability of the virus to penetrate
deeply into targeted systems. The virus used various techniques to bypass
the facility’s firewall and remained undetected for a long time. The attack on
the Natanz facilities opened a new dimension in international relations. It
signaled that cyber threats, in addition to conventional warfare methods,
could also affect international relations and even lead to conflicts. The attack
increased international tension and antagonism between Iran and the other
countries, causing states to take measures to increase their capacities in the
cyber domain and invest more in defense systems.
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4. CURRENT STATUS OF CRITICAL INFRASTRUCTURES IN
TURKIYE

In the digital domain, where cyber-attacks have become prominent and
are also used by sub-state groups, state-sponsored organizations and terrorist
organizations, the protection of critical infrastructures has entered the agenda
of national and international security. However, the threat posed by cyber-
attacks has paved the way for states to focus on developing collective
capabilities and capacities to respond to cyber-attacks, and to implement
regulatory legal arrangements and strategic roadmaps between public and
private institutions. Although there is disagreement in the literature on which
factors should be included in the critical infrastructure classification,
communication infrastructures, financial sector, commercial facilities,
defense industry, emergency services, energy grids and nuclear facilities,
transportation and information technology systems are considered critical
infrastructures (Lewis, 2019). However, some of these sectors can be subject
to attacks that can pose serious problems independent of cyberspace. The
European Union (2022), has defined the sectors where a cyber threat is
believed to have potentially catastrophic consequences as high critical
infrastructures sectors. Accordingly, high criticality critical infrastructures
are defined as transportation, energy, banking and financial infrastructures,
health, drinking water, wastewater, digital infrastructures, information and
communication technologies, public spaces and space (EU, 2022).

4.1. Energy Infrastructure

Tirkiye is strategically located on energy transit routes, making energy
infrastructures more critical for national security. Besides having national
distribution lines in Tirkiye's existing energy infrastructure, there are also
international oil and natural gas pipelines (Baku-Thilisi-Ceyhan Pipeline,
TANAP, Turkish Stream Gas Pipeline, Kerkilk-Yumurtalik Crude Oil
Pipeline, etc.) is also in the transit corridor.

In energy grids and electrical systems in the energy infrastructure include
all connections that allow the transmission of electricity from suppliers to
consumers. They consist of power plants, storage facilities, transmission
lines, distribution lines, transformers and power switches. Attacks on
international power lines are focused on managing and protecting critical
infrastructures that cannot be guaranteed. In cyberattacks on energy
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infrastructure, smart grid systems are needed to protect infrastructures
(Giindiiz & Das, 2020, p.971). The goals of smart grids are to increase
efficiency and reliability by using automatic control and high-power smart
converters. DDoS attacks on electricity grids leave the energy sector
vulnerable and negatively affect other sectors with knock-on effects (Libicki,
2009, p.66). For example, a cyber-attack on energy infrastructures in
Tirkiye in 2016 temporarily disabled the functionality of electricity
distribution systems, clearly demonstrating the vulnerability of these
infrastructures (NTV, 2016). The security of energy infrastructures can be
enhanced through regular stress tests and threat detection systems.
Furthermore, to build cyber resilience in the energy sector, investments
should be made in domestic solutions and international standards should be
harmonized. In this context, cooperation with NATO and the European
Union can play a critical role in the defense of energy infrastructures.

4.2. Health Systems

The healthcare sector is particularly vulnerable to cyber threats such as
ransomware and data breaches. Health infrastructures in Tiirkiye have faced
security vulnerabilities with the digitalization process. There has been a
significant increase in ransomware attacks on healthcare systems, especially
during the COVID-19 pandemic. These attacks disrupted the operations of
healthcare organizations and jeopardized the treatment processes of patients
(KAS & EDAM, 2022, p. 12). The use of Al-powered security solutions and
encryption technologies is critical to protect healthcare infrastructures. In
addition, awareness should be raised by providing regular cyber security
trainings for healthcare professionals, and their capacity to respond quickly
to attacks should be strengthened (Booker & Musman, 2020, p.1). Measures
to be taken within this framework are;

- “Identify and prepare for potential threats and risks that may occur,

- Taking measures to reduce the security vulnerabilities of critical
infrastructures, systems and networks identified in connection with internal-
external and interdependencies in critical sectors in the health sector,

- Mitigating the potential threatening effects of critical infrastructures
during or as a result of emergencies that may occur and ensuring that the
relevant failure is eliminated after damage detection,
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- Regardless of the causal factors, it will be decisive to establish systems
that are resilient to interruptions caused by emergencies and systems that can
adapt to changing conditions in order to quickly recover from damages that
may occur, as well as preventive response systems that prevent systematic
and operational attacks across the sector” (EU, 2024).

4.3. Financial Systems

Banking and financial infrastructures are one of the most frequently
targeted sectors by cybercriminals. Ransomware and data theft attacks on
banking systems in Tiirkiye have caused serious disruptions in the financial
sector (Yesilyurt, 2015, p.101). For example, in 2020, an attack on a banking
institution in Tirkiye resulted in the leakage of customer information and
millions of liras in losses. This situation shows the necessity of continuous
monitoring and rapid response teams in protecting financial systems.
Another cyber-attack that took place in 2015 was a large-scale DDoS attack
against Tiirk Telekom and the Information and Communication Technologies
Authority (BTK). The attacks caused internet services to be interrupted, and
along with the speed disruption, there were disruptions or even complete
stoppages in digital and sometimes physical internet-based activities across
the country.

Blockchain-based solutions and artificial intelligence-supported software
should be used to protect financial infrastructures (Goeva et al., 2024, p.1).
In addition, comprehensive training programs should be implemented to
raise individuals’ financial security awareness and regulatory bodies should
strengthen cybersecurity protocols.

5. TURKIYE’S GEOSTRATEGIC POSITION AND INCREASING
RISKS AND THREATS TO CRITICAL INFRASTRUCTURE

21. century, traditional geopolitical concepts such as land-based borders,
maritime control or air superiority are no longer sufficient to explain
strategic power. Instead, cyberspace has emerged as a distinct and dynamic
space in which national interests are discussed and redefined. Rather than
analyzing Tirkiye's position through classical geopolitical lenses, its
geostrategic importance must now be included in the developing cyberspace
logic, which is an area shaped by digital infrastructures, information flows
and cyber sovereignty. In this new environment, power is not solely
determined by physical control, but also by a state's ability to protect,
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disrupt, or govern the virtual architectures that sustain both civilian life and
national security (Castells, 2009; Nye, 2010; Rid, 2020). These attacks in
cyberspace not only cause infrastructural damage, but also target a state’s
strategic capacity, international reputation and social integrity.

In this multi-layered threat environment, Tiirkiye’s geostrategic location
makes it not only a physical bridge but also a “digital transit corridor”.
Tirkiye is both a target and a transit route for attacks that may occur in
cyberspace, as it is the crossroads of digital data flows connecting Europe,
Asia and the Middle East. This situation necessitates Tiirkiye to address its
cybersecurity policies not only from a defense perspective but also as a
geopolitical priority.

Tirkiye stands out as an important actor on both regional and global
scales due to its geopolitical position. As an energy transit hub between
Europe, Asia and the Middle East, Tiirkiye plays a strategic role in energy
security with projects such as TANAP (Trans Anatolian Natural Gas
Pipeline) and Baku-Thilisi-Ceyhan. However within the context of
cyberspace, these infrastructures represent not just physical assets but also
critical digital terrains- vulnerable to cyberterrorism and state-sponsored
attacks. These infrastructures are increasingly becoming high-value targets
for adversial actors employing asymmetric methods such as ransomware,
malware, or sabotage. Such attacks not only compromise operational
continuity but also trigger cascading disruptions across financial markets,
trade routes, and diplomatic engagements.

The strategic logic of cyberspace significantly undermines the basic
assumptions of classical deterrence and war theories. The frequent targeting
of Tirkiye’s financial, communication and defense infrastructures
concretizes the geopolitical risk this new area poses. Indeed, ransomware
attacks targeting the banking sector in recent years have clearly revealed the
digital vulnerabilities and structural weaknesses of these infrastructures
(Aydin, Barigkan & Cetinkaya, 2021, p. 156). The perpetrators of
cyberattacks are often unidentifiable, and unlike classical security threats,
the threshold for attack is often unclear; conflicts begin before they are
officially declared and progress in a hybrid form (Rid, 2020). For this
reason, cyberspace stands out as a strategic area of competition that disrupts
traditional military power balances and enables asymmetric actions. As
Joseph Nye (2010, p.1) stated, cyberpower is not only technical capacity, but
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also the ability to manage perception, manipulate information and disrupt the
opposing party’s decision-making mechanisms.

As Joseph Nye (2010) points out, cyber power is inherently asymmetric;
it privileges those who can move flexibly within open, decentralized
networks. For Tiirkiye, this requires a strategic shift: national cyber security
cannot be considered solely as a defensive posture, but must also include
active deterrence, digital diplomacy, and network resilience. Manuel Castells
(2009) emphasizes that power in the information age flows through
networks; not only military alliances, but also data infrastructures and
software ecosystems. In this sense, Tiirkiye’s integration into transnational
cyber defense networks (e.g. NATO’s CCDCOE) becomes a way to
strengthen not only protection but also digital sovereignty.

Moreover, cyberspace challenges the Westphalian paradigm by shifting
the locus of sovereignty from territory to information. In such an
environment, strategic depth is measured not in kilometers but in
milliseconds of response time, degrees of system redundancy, and real-time
threat detection capabilities. Tiirkiye’s increasing participation in NATO’s
cyber doctrines (especially those emphasizing resilience and multilayered
defense) reflects this transition (NATO, 2023). Moreover, cyberterrorism,
which blurs the lines between political violence and digital sabotage,
highlights the urgency of rethinking national security beyond traditional
borders.

The convergence of cybersecurity and cyberterrorism highlights the need
to reconceptualize geostrategy through the lens of cyberspace. As the
boundaries between state and non-state actors, war and crime, and public and
private sectors continue to erode, cyber resilience is becoming not only a
technical requirement but also a geopolitical imperative. For a state like
Tiirkiye, at the crossroads of continents, alliances, and conflicts, digital
sovereignty and strategic adaptability in cyberspace are now essential
components of national power On the other and increasing complexty of
cyber threats requies coordination not only national level but also at the
regional level. Tiirkiye should develop its own cyber policy doctrine against
freely evolving threats, taking into account all this inclusiveness.

5.1. Threats Specific to Tiirkiye
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Tiirkiye’s geostrategic position and rapid digitalization have significantly
increased its exposure to cyber threats, particularly targeting critical
infrastructure sectors such as energy, finance, and public services. Among
these, the energy sector has become a primary target due to its strategic
importance and technological vulnerability.

These developments reveal that digital and physical security areas can no
longer be addressed separately. It is clear that Tiirkiye needs an integrated
security strategy to protect its critical infrastructures. This strategy should
encompass not only technological solutions but also institutional
coordination, crisis management capacity and public-private sector
collaboration.

Cyberattacks targeting Tiirkiye’s energy infrastructure have escalated
both in frequency and complexity. According to Kaspersky's 2022 report, the
percentage of industrial control system (ICS) computers in Tiirkiye’s energy
sector that encountered malicious objects reached 43.2% in the second half
of the year—an increase of 1.8 percentage points compared to the first half
(Kaspersky, 2023). These attacks aimed to infiltrate and disrupt industrial
systems that manage energy generation and distribution, highlighting a
critical vulnerability in the nation’s cyber defense posture. This upward trend
in cyber threats demonstrates the urgent need for Tiirkiye to reassess its
national energy security paradigm—not only in terms of physical resilience
but also through comprehensive cyber defense strategies. Given the cross-
border and non-attributable nature of cyberattacks, enhanced collaboration
with international cybersecurity frameworks, including NATO, is essential
to mitigate such evolving threats.

In 2023, several banks in Tiirkiye were targeted by DDoS attacks on their
digital platforms, resulting in significant disruptions to internet banking
services. These attacks prevented users from accessing their accounts and
caused considerable delays in financial transactions (Kriter Dergi, 2023). In
the same year, ransomware attacks were carried out against the digital
infrastructures of various public institutions, leading to the temporary
suspension of municipal services. As a result, citizens experienced
interruptions in accessing essential public services, and the security of public
data was severely compromised (Kriter Dergi, 2023). In recent years,
Tiirkiye has increasingly become a target of both cyber and physical security
threats. This trend underscores the necessity of a comprehensive and
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multidimensional security approach, particularly for the protection of critical
sectors such as public institutions, the energy sector, and healthcare
infrastructure.

In 2015, large-scale DDoS attacks targeted DNS servers with the “.tr”
extension; access to thousands of websites was temporarily cut off. These
attacks revealed the vulnerabilities in Tiirkiye’s digital infrastructure and the
lack of resilience of public information systems (Kandir, 2025). In 2020, a
ransomware attack on an energy company that distributes natural gas in
major cities halted the company’s operations and revealed the
infrastructure’s vulnerability to cyber threats (Kandir, 2025). In the same
year, the websites of various government ministries were subjected to
simultaneous cyber attacks; Access to many institutions, including the
Presidency's of the Republic of Tiirkiye Directorate of Communications, has
been temporarily cut off (DGRNET, 2024, p. 4).

A cyber attack on the Ministry of Health in 2021 targeted personal health
data. This incident has once again shown how sensitive health systems are in
terms of cybersecurity, especially during the pandemic (DGRNET, 2024, p.
2). In addition to cyber threats, security risks related to the physical domain
and intelligence have also come to the forefront. The terrorist attacks
targeting the Ministry of Interior in October 2023 and the TUSAS facilities
in 2024 have demonstrated that national security concerns are not limited to
the digital sphere, but also encompass the physical domain and intelligence
dimensions (Ceylan, 2024, p. 6).

These developments show that digital and physical security areas can no
longer be considered separately. It is clear that Tiirkiye needs an integrated
security strategy to protect its critical infrastructures. This strategy; in
addition to technological solutions, it should also include elements such as
institutional coordination, crisis management capacity and public-private
sector cooperation

6. CYBER SECURITY AND THE FIGHT AGAINST CYBER
TERRORISM IN TURKIYE

Tirkiye is taking important steps in the field of cyber security against the
increasing cyber threats on a global scale and developing various strategies
to combat cyber terrorism. Within the framework of national security
strategies, cyber security is seen as the guarantee of both the state’s
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understanding of security and economic and social security. In recent years,
Tirkiye has been trying to overcome its deficiencies in this field with the
policies and strategies it has developed in the field of cyber security and has
been conducting a more effective fight against cyber terrorism. In this
context, cyber resilience, proactive cyber defense and deterrence, people-
oriented cyber security approach, safe use of technology, domestic and
national technologies in combating cyber threats, as well as the activities
carried out by the Digital Transformation Office, ICTA and TUBITAK are
effective.

6.1. National Cyber Security Policies and Strategies

Tiirkiye published its first National Cyber Security Strategy in 2013 and
updated it in 2019. The National Cyber Security Strategy aims to protect
critical infrastructures, detect cyber-attacks and develop effective response
methods. While strengthening Tiirkiye’s digital security infrastructure, the
strategy also emphasizes the development of domestic cyber security
products (Sagiroglu & Alkan, 2018, p. 51). With its cyber security strategy,
Tiirkiye aims to combat cyber threats not only at the national level but also
at the global level.

The success of cyber security strategies depends on the strong
cooperation of both the state and the private sector. Tiirkiye’s cybersecurity
strategy emphasizes the need to spread cybersecurity awareness in the public
and private sectors. In particular, it is stated that institutions should have the
capacity to detect threats in advance and take precautions. At this point,
including the private sector in these strategies will be an important step in
protecting critical infrastructures (Kurum, Bilgi¢, & Cardak, 2022, p. 461).
In addition, Tirkiye’s indigenous technologies developed in the field of
cyber security have great potential for increasing its cyber defense capacity.
Indigenous software and hardware reduce foreign dependency, while at the
same time increasing the international competitiveness of domestic
producers in this field. However, the rapidly changing nature of cyber threats
requires continuous updating of cyber security policies. Within the
framework of these policies, the “Cyber Security Presidency” was
established with the decree published in the Official Gazette dated January 8,
2025. The Presidency will develop action plans and strategies to develop
policies and objectives to ensure cyber security.
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6.2. Legal and Regulatory Framework

The legal and regulatory framework in Tiirkiye plays an important role in
combating cybercrime and ensuring cybersecurity. Law No. 5651 provides
an important legal basis for combating cybercrime and crimes committed in
the digital environment. This law defines offenses such as defamation,
slander, and violation of personal data committed over the internet and
imposes criminal sanctions (Acay, 2021, p.87). In addition, the Law on the
Protection of Personal Data adopted in 2016 introduced important
regulations for the protection of personal data in the digital environment.
However, only legal regulations are not sufficient for cyber security. The
effective implementation of these regulations requires strengthened oversight
mechanisms and more training. Furthermore, active support from the private
sector should be sought in the fight against cybercrime.

Tiirkiye’s success in combating cybercrime relies on the effectiveness of
both legal and administrative structures. From a national security
perspective, broader cooperation is needed to combat a threat as complex
and transnational as cyber terrorism. In order to combat global threats,
Tiirkiye’s cybersecurity laws should be continuously updated in parallel with
international developments (Sagiroglu & Alkan, 2018, p. 36). In this
context, the National Cyber Security Law No. 7545, which entered into force
in March 2025, has been a transformative step in Tiirkiye’s cyber
governance. This comprehensive legislation has brought significant reforms.
Some of these reforms include mandatory periodic cyber risk assessment
reports for critical infrastructure sectors (such as energy, finance,
telecommunications), the establishment of the National Cyber Threat
Intelligence Center, and gradual sanction mechanisms for non-compliance.
The law also clarified the obligations of public and private sector actors
regarding incident reporting processes, expanded the authorities of the
National Cyber Incident Response Center (USOM), and institutionalized
international cybersecurity cooperation. One of the most striking aspects of
Law No. 7545 is that it has brought Tiirkiye’s cyber resilience planning more
in line with EU and NATO standards by placing public-private sector
cooperation on a legal basis (Resmi Gazete, 2025).

Developing cybersecurity laws within the framework of international
cooperation will play a critical role in mitigating the effects of cybercrime
and cyberterrorism not only in Tirkiye but also worldwide. Therefore,
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Tiirkiye’s harmonization with global cybersecurity regulations is important
in terms of consolidating international cooperation.

6.3. Current Situation in the Protection of Critical Infrastructures

In Tirkiye, critical infrastructures in the energy, healthcare and finance
sectors can be vulnerable to cyber threats. Especially in the energy sector,
cyber-attacks can cause major damage by targeting critical systems.
Therefore, more effective cyber security measures are needed to protect
energy infrastructures (Kurum, Bilgi¢, & Cardak, 2022, p. 460). Tirkiye’s
energy sector should be harmonized with cybersecurity standards and the
resilience of systems against cyber threats should be increased. However,
infrastructures in the healthcare sector are also highly vulnerable to cyber
threats. Cyberattacks on the energy and manufacturing sectors in Tirkiye are
on the rise. According to Kaspersky's 2022 data, 41.9% of Industrial Control
System (ICS) computers in Tiirkiye faced cyber threats. The energy sector is
among the most attacked sectors (Kaspersky, 2023).

Critical data such as digital health records, patient information and
medication management can be targeted by cyber-attacks, which can not
only breach personal data but also harm public health (Singer & Friedman,
2014, p. 75). Protecting digital systems in the healthcare sector is critical to
preventing cyberattacks that threaten public health. Healthcare organizations
need to invest more in cybersecurity and strengthen their infrastructure.
Financial systems are one of Tiirkiye’s most vulnerable sectors and should
have the highest standards of cybersecurity. Tiirkiye should adopt a more
integrated and comprehensive security approach for continuous monitoring
and protection of digital infrastructures in the financial sector (Tikk &
Kaska, 2010, p. 293). Cyber-attacks targeting financial systems can cause
huge economic losses and seriously undermine public confidence. Therefore,
closing vulnerabilities in financial systems is an important part of
cybersecurity policy.

7. DEFENSE AND PREVENTION STRATEGIES

Cyber security plays a critical role in ensuring national security,
economic stability and social trust in today’s digitalized world. In particular,
cyber terrorism and cybercrime pose significant threats to states and the
private sector. An effective fight against these threats is not only possible
through technology-based solutions, but also requires the development of
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strong defense and prevention strategies. These strategies are necessary not
only to defend against cyber-attacks, but also to anticipate the effects of
these attacks and minimize risks through early response and rapid recovery
mechanisms. In this framework, it will be decisive to take prevention and
response steps to detect and prevent cyber-attacks in advance and to create
deterrent mechanisms (NATO, 2024).

Defense and prevention strategies are generally shaped around domestic
and national technologies, public-private partnerships, international
cooperation and proactive response approaches (Aksu Ereker, 2019). These
strategies include key elements such as strengthening cyber security
infrastructure, early detection of threats and rapid response to attacks. In
addition, increasing information sharing among countries and establishing
common defense mechanisms are also of great importance in the fight
against cyber terrorism. Tiirkiye’s cyber security strategies are shaped in this
direction and include many important steps, from the development of
indigenous solutions to the strengthening of international cooperation.

7.1. Domestic and National Technological Solutions

Domestic and national technological solutions play a critical role in
Tiirkiye’s cyber security strategies. In recent years, the development of
indigenous cyber security software and hardware has enabled Tiirkiye to
take important steps towards reducing its dependence on foreign sources.
These solutions both reinforce national security and make Tiirkiye more
resilient against cyber threats. Domestic software and hardware increase
Tiirkiye’s security power not only in the local scale but also in the
international arena (Sagiroglu & Alkan, 2018, p. 167).

Tiirkiye’s success in this field shows that in addition to domestic
production solutions, innovative strategies in cyber security should also be
developed. The state’s cyber security strategies become more effective
through collaborations with the private sector. Public and private sectors
acting together not only strengthen the cybersecurity infrastructure, but also
increase Tirkiye’s technology production capacity in this field (Kurum,
Bilgi¢, & Cardak, 2022, p. 446). Since externally dependent systems may
lose their effectiveness, especially in times of crisis, local solutions will also
help to respond more quickly and effectively to cyber threats. Developing
indigenous solutions is of great importance not only for national security but
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also for economic development. In this context, the development of
indigenous technologies will increase Tirkiye’s technology exports as well
as its goal of becoming an independent country in the field of cyber security.
Tiirkiye’s investments in indigenous solutions in cyber security will also
provide a significant advantage in its competition with other countries.

7.2. Public-Private Sector Cooperation Models

Public-private partnerships are especially important in combating threats
to critical infrastructures. The effectiveness of cybersecurity strategies in
Tiirkiye relies on cooperation between the governments’s regulatory and
oversight role and the private sector’s innovative solutions. This
collaboration enables faster and more efficient implementation of
cybersecurity strategies. Especially in critical sectors such as financial and
energy infrastructures, a stronger cybersecurity infrastructure can be created
when the private sector’s capacity to produce technology and the public
sector’s regulatory role are combined (Kurum, Bilgi¢ & Cardak, 2022, p.
461). However, cooperation between the public and private sectors should
not be limited to joint projects. A stronger interaction between these two
sectors should also be ensured in information sharing and training processes.
This approach is critical not only for cyber security but also for the security
of all digital infrastructures (Hekim & Basibiiyiik, 2013, p. 137). Cyber
security infrastructures developed through public-private partnerships will
create a more secure environment in the digital environment and enable
faster reactions to cyber threats. Moreover, the development of these
collaborations may lead to more research and development (R&D) activities
in the field of cyber security. These R&D activities will increase the
effectiveness of Tiirkiye’s cybersecurity strategies, not only for the country’s
internal security, but also on a global level. Strong collaborations between
the public and private sectors can make Tirkiye a more independent and
powerful actor in cybersecurity. Cyber security should not be limited to
technical measures; it should also include education, awareness, and
international cooperation. For example, institutions such as CISA in the
USA cooperate with the private sector in protecting critical infrastructures.
In addition, international norms adopted under the leadership of the United
Nations require states to act responsibly in the cyberspace and avoid attacks
on critical infrastructures (Kesan, Hayes, & Bashar, 2021).

7.3. International Cooperation and NATO Integration
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Since cyber security is a threat that transcends national borders,
international cooperation against this threat is of great importance. Within
the framework of its NATO membership, Tirkiye is strengthening
international cooperation in cyber security and developing a collective
defense mechanism against cyber terrorism. NATO aims to develop a
common strategy against cyber security threats among member states and
Tiirkiye plays an important role as a part of these strategies (Singer &
Friedman, 2014, p. 78).

By strengthening its cyber defense capacity with NATO, Tirkiye is
establishing a common line of defense against global cyber threats. This
cooperation creates a strong solidarity against cyber threats not only for
Tirkiye but also for all NATO member states. Sharing cyber security
knowledge and experience at the international level will play a key role in
eliminating vulnerabilities in this area (Polat, 2020, p. 149). Information
sharing with NATO and other international organizations will not only
enable early detection of cyber-attacks, but will also help establish an
international standard in cyber security. Tiirkiye’s NATO integration will
enable a more effective response to global cyber threats and strengthen
international cooperation.

7.4. Proactive and Reactive Response Mechanisms

The effectiveness of cyber security strategies relies on both proactive and
reactive response mechanisms. Proactive intervention involves detecting
threats in advance and taking necessary measures against them. Such
interventions are made possible by early warning systems and continuous
monitoring (Tikk & Kaska, 2010, p. 294). Tiirkiye is working on developing
such proactive systems to detect threats to its critical infrastructures in
advance.

Reactive response, on the other hand, ensures a fast and effective
response when a cyber-attack occurs. These responses help limit the impact
of cyber-attacks and allow infrastructures to return to normal quickly. By
strengthening these response mechanisms, Tirkiye is becoming more
resilient against cyber-attacks (Cahmutoglu, 2020, p. 68). Proactive response
means detecting attacks before they occur and being prepared for these
threats. Reactive response, on the other hand, requires effective crisis
management to minimize the damage caused by attacks. Tiirkiye’s strategies
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combining these two approaches play a key role in ensuring strong
protection against cyber threats to critical infrastructures.

8. STRATEGIC RECOMMENDATIONS FOR TURKIYE

8.1. Roadmap for Countering Cyber Terrorism in Critical
Infrastructure

Tirkiye is developing strong cyber security strategies against cyber
threats to critical infrastructures. The relevant strategies cover both
cybersecurity and cyberterrorism dimensions in line with national security
policies. Tirkiye’s National Cybersecurity Strategy, published in 2019,
provides a guiding framework on how to approach cyberattacks to critical
infrastructures (Tlziin, 2022). This strategy aims to detect cyber threats in
advance, respond quickly to potential attacks, and take the necessary
precautions. Within this framework, cyberattacks deepening with
connectivity are important and the “cyber resilience” strategy is important
for continuity in the cyber world (Demhack, 2011, p.76). The 2024-2028
National Cybersecurity Strategy and Action Plan was prepared based on the
themes of “Human”, “Defense”, “Deterrence” and “Cooperation” and
focused on the transformation of relevant themes into action within a
concrete framework (UAB, 2024).

In the event of attacks on critical infrastructures, states are trying to
resolve the issue with a paradigm shift from “protection to resilience”. In the
2000s, the European Union launched the European Critical Infrastructure
Program (EPCIP) to combat cyber threats. The focus of the EPCIP program
is to offer solutions with a conventional approach to protect critical
infrastructures. Since the conventional approach carries the risk of not being
sufficient to prevent all threats, it will not be possible to protect all critical
infrastructures. In this context, strategies such as robustness, stress resistance
and resilience of critical infrastructures against possible crises have been
focused on (Liu & Song, 2020). The term resilience is derived from the Latin
word “resiliere”, which means “bounce back™. In this context, resilience
refers to the capacity to adapt to changing conditions, withstand disruptions
caused by emergencies and recover quickly. The focus is on resilience
“against a variety of expected and unexpected events and risks”. These risks
are systemic due to their operational dimensions, their ability to be realized
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through virtual or physical means, and the uncertainty and complexity of the
threats.

The first step to prevent cyber threats to critical infrastructures should be
to continuously update national security policies. The rapidly changing
nature of technology requires cyber security strategies to be in constant
evolution. Tirkiye should consider not only current threats but also potential
future cyberattacks and be prepared for them (Polat, 2020, p. 136). Within
the scope of this strategy, developing domestic technologies, reducing
foreign dependence and using domestic cyber security products have an
important place. In Tirkiye’s cyber security strategy, a structure supported
by innovative solutions from the private sector and academic research should
be established. In this way, knowledge accumulation and technology
development processes in the field of cyber security will become faster and
more effective. Moreover, public-private sector cooperation will ensure
more successful implementation of these strategies.

8.2. The Role of Academia and the Private Sector

Collaboration between academia and the private sector is crucial for
success in cyber security. Academic research enables a better understanding
of cyber threats and the development of new security technologies.
Universities and research institutions in Tiirkiye (e.g. TUBITAK BILGEM,
BTK) play an important role in cybersecurity knowledge production (Hekim
& Basibiiylik, 2013, p. 155). These institutions work to develop next-
generation cyber security solutions and take precautions against potential
cyber-attacks.

The private sector is a critical stakeholder in cyber security with its
innovative solutions and technology development capacity. In particular,
Tiirkiye’s leading technology companies are developing indigenous cyber
security solutions and implementing these solutions in cooperation with the
government. These collaborations between the public and private sectors
will enable Tiirkiye to fight more effectively against cyber threats (Sagiroglu
& Alkan, 2018, p. 36). A strong collaboration between the academic world
and the private sector will ensure that research in the field of cyber security
is transformed into viable solutions. These collaborations also allow for a
stronger preventive mechanism against future cyber threats. Universities
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and the private sector in Tirkiye can build a more robust digital
infrastructure by developing joint projects in cybersecurity.

8.3. Strengthening International Information Sharing and Cooperation

As cyber security has become a global threat, strengthening international
cooperation is of utmost importance. In this context, Tiirkiye needs to
increase its cooperation with NATO and other international organizations.
NATO’s strategies in the field of cyber security enable member states to act
in a common language (Polat, 2020, p. 145). By strengthening its integration
with NATO, Tiirkiye can create a more effective defense mechanism against
global cyber threats. Such cooperation enables not only information sharing
but also the coordinated development of cyber defense strategies.

International cooperation will contribute to enhancing Tiirkiye’s
cybersecurity capacity and enable the creation of a broader cybersecurity
network. Increasing information sharing between countries on a global scale
allows for a faster and more effective response to cyber threats (Cahmutoglu,
2020, p. 69). Tirkiye’s strengthening international cooperation in
cybersecurity will contribute significantly to both the prevention of
cybercrime and the fight against cyberterrorism. International information
sharing provides not only defense in cybersecurity but also global solidarity
against cyber threats. Tiirkiye’s cooperation with NATO is an example of
global information sharing in this area. As cyber-attacks increase on a global
scale, Tiirkiye’s strengthening of such cooperation will help ensure not only
national security but also worldwide security.

CONCLUSION

This article has aimed to comprehensively examine the cybersecurity
risks faced by Tiirkiye’s critical infrastructures and the strategic approaches
required to combat cyber terrorism. In today’s rapidly digitizing world,
critical infrastructures are not only technological systems but also
fundamental pillars of national security and social stability. Infrastructures
serving sectors such as energy, healthcare, and transportation have become
integral components directly affecting the daily functioning of society.
However, with increasing digitization, these systems are increasingly
exposed to cyber threats, which in turn makes defense requirements more
complex. Due to both its strategic location and the rapid development of its
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digital infrastructure, Tirkiye finds itself in a particularly vulnerable position
against threats like cyber terrorism.

The study has addressed Tiirkiye’s current cybersecurity policies, their
practical implementations, and potential strategic steps to counter emerging
threats. Prioritizing domestic and national technologies, strengthening
public-private sector cooperation, enhancing international information
sharing, and developing proactive intervention systems are of critical
importance for increasing Tiirkiye’s resilience against cyber threats. These
elements should be considered not only on a technical level but also as part
of a holistic approach involving governance and strategic development.
Moreover, constructive collaborations with international institutions will not
only assist in neutralizing external threats but also bolster Tirkiye’s
competitiveness on the global cybersecurity stage.

Progress in cybersecurity cannot be achieved solely through technical and
institutional measures. Raising awareness across all segments of society is
essential to ensuring the long-term effectiveness of security policies.
Cybersecurity should not be regarded solely as a matter for the state or
certain institutions, but as a shared responsibility encompassing a wide range
of actors—from individuals and private sector entities to public institutions
and academic circles. In this context, educational policies must be
restructured around digital literacy and cybersecurity awareness.
Encouraging younger generations to engage with this field from an early age
is a strategic investment not only to address current threats but also to build
the cybersecurity architecture of the future. This approach could contribute
to Tiirkiye becoming a regional hub for cybersecurity in the long run.

Looking ahead, it is of great importance for Tirkiye to invest in Al-
supported defense systems, increase its pool of qualified human resources,
and implement sector-specific risk analyses in order to further strengthen its
capacity in this domain. In the coming years, it will be essential not only to
build mechanisms that can defend against existing threats, but also to
develop an effective deterrence capacity. In this regard, forming more
integrated and functional partnerships with international structures such as
NATO will play a key role in elevating Tiirkiye’s cybersecurity ecosystem to
global standards. In conclusion, the findings of this study demonstrate that
while Tirkiye has made significant strides in enhancing the security of its
critical infrastructure and building resilience against cyber threats, this
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process can only be rendered sustainable through a continuous, strategic, and
multidimensional approach. Combatting cyber terrorism requires a
comprehensive will that extends beyond technical solutions and
encompasses political, economic, and social dimensions.
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