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Abstract. Privacy has been a fundamental concern for humanity since the beginning and remains one of the
most critical human rights today. Modern laws, such as GDPR Article 15, allow individuals to obtain access to
the personal information held concerning them. This includes the right to inquire whether their data is processed
and to access that data if desired. While these laws outline what must be done to protect personal data, they often
lack clear guidelines on how to implement these protections in practice. Additionally, there are potential security
risks associated with Data Subject Access Requests (DSARs), particularly if a data controller or processor acts
maliciously. The aim of this study is to develop a model that will eliminate vulnerabilities and provide secure and
reliable data access, especially in cases where the data processor and data controller may be malicious.
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1. Introduction

The swift advancement of technologies such as big data, cloud computing, mobile devices, artificial intelligence,
and machine learning, coupled with the exponential growth in the generation and consumption of data, has significantly
complicated and broadened the scope of safeguarding the personal data. Uncertainties surrounding privacy and personal
data, combined with inadequate protective measures, have led to significant political, legal, and ethical challenges. In
this scope, many issues have been regulated by The GDPR, enforced since May 2018. Table 1 shows Data Protection
regulations in some countries.

GDPR covers not only the member states of the European Union, but also all countries which handle the data of
European Union citizens, even if they are not members of the European Union. The importance of GDPR should be
assessed in this context. To evaluate from the broadest perspective, GDPR and personal data protection laws in other
countries, as the name suggests, aim to protect individuals' personal data. Individuals have direct rights over their own
data. This issue is addressed as Request for Access by the Data Subject under Article 15 of GDPR. Apart from article
15, various articles exist related to DSAR.

• Article 12: Transparency and Modalities.
• Article 13: When Personal Data is Collected Directly from the Individual.
• Article 14: When Personal Data is Collected from Sources Other Than the Individual.

*Corresponding Author
Email addresses: toyferidun80gmail.com (F. Toy), alkan@gazi.edu.tr (M. Alkan)

https://orcid.org/0009-0001-4841-7601
https://orcid.org/0000-0002-9542-8039


F. Toy, M. Alkan, Turk. J. Math. Comput. Sci., 17(1)(2025), 282–295 283

• Article 16: Rectification Right
• Article 17: Right to be Forgotten.
• Article 18: Right to Restrict Data Processing.
• Article 20: Right to Transfer Data.
• Article 21: Right to Object.
• Article 22: Auto. Individual Desicion-Making

Country Law/Regulation Effective Date
Australia PA 1988 Dec. 21, 1988
Canada PIPEDA January 1, 2001
Japan Act on the Protection of PI May 30, 2003
China Personal Information Protection Law (PIPL) May 1, 2013
Turkey Personal Data Protection Law (KVKK) April 7, 2016
EU General Data Protection Regulation (GDPR) May 25, 2018
India PDPA 2018 July 25, 2018
Brazil General Data Protection Law (LGPD) Sept. 18, 2020
USA Personal Information Protection Act (PIPA) Draft Stage

Table 1. Worldwide Personal Data Protection Laws and Regulations

DSAR is a type of request that gives individuals the right to access information about personal data that an organization
processes. This allows individuals to find out what data is collected, how it is used and with whom it is shared.
Institutions and organizations are obliged to provide certain information when they receive a DSAR request. This
information includes:

• Purpose of data processing,
• Third parties, if any, if data is shared,
• Categories of personal data,
• Source of data,
• Data retention time,
• Knowledge about automated decision-making processes,
• Information on rights under the GDPR.

Persons who may request the DSAR include parents making a request on behalf of a child, legal representatives,
relatives or friends making a request on behalf of a customer, and persons appointed as guardians. Organizations have
the right and obligation to request written consent or documentation supporting consent in order to verify the identity
of the requester.

Individuals can submit DSAR requests in writing, via email. They can also apply verbally over the phone or through
other communication channels such as social media. In the context of this article, it is planned to make requests through
a DSAR module to be integrated into the web page.

According to recital 64 of the GDPR, verifying the identity of the individual requesting access to personal data
necessitates taking all reasonable steps to confirm their identity, especially concerning online services and digital
identifiers. It is important to note that the controller should not retain personal data solely to fulfill potential requests.
Furthermore, measures must be taken to ensure that the documents or information requested to verify the identity of
the data subject do not give rise to other security issues. Those responsible for responding to DSAR requests involve
key roles such as the Data Protection Officer (DPO), the Data Controller, and the Data Processor. However, teams
such as legal and compliance, IT and security, customer service and human resources may also be involved. Given
organizational differences, it is important that employees in each unit are familiar with DSAR requests and know how
to handle such requests.

The legal deadline for responding to DSAR requests is set by the GDPR. Organizations must respond to a DSAR
request without undue delay and no later than one month after receiving the request. This period starts on the day the
request is received. However, this deadline may be extended for an additional two months if the request is complex or
if multiple requests are received from the same person. In the event of such an extension, the organization is required
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to inform the data subject within the first month, stating the reasons for the delay. If the request appears suspicious
and additional information is required for authentication, the response period may be paused until such time as this
information is received. In some cases, organizations may refuse to respond to DSAR requests. These include if
the request is clearly unfounded or excessive, if there is an error in authentication, or legal exemptions. Under the
GDPR, certain legal exemptions allow organizations not to disclose data. These exemptions include data processed
for the prevention and detection of crime, data processed under legal professional privilege, and data processed for the
exercise or defense of legal claims.

Best practices for handling refusals include establishing clear policies and procedures, training and awareness for
staff, and seeking legal advice where necessary. Organizations may have the right to refuse DSAR requests, but
these refusals must be carefully justified, documented and communicated to the data subject in an appropriate manner.
Justification of refusals is critical for GDPR compliance. Responding to DSAR requests is generally free of charge,
but there may be some exceptions. There is no charge for standard requests. However, when a DSAR is clearly
unfounded or excessive, for example when requests are repeated, an organization may charge a reasonable fee based
on the administrative costs associated with the request. Likewise, if the data subject requests additional copies of
previously provided information, a fee may be charged for those additional copies, again based on administrative costs.

The main reasons for recording user data include ensuring the functioning of digital platforms, improving user
experience, ensuring security, compliance with legal requirements and supporting business operations. Before the
proliferation of the internet, personal data could only be accessed by governments and government agencies through
hard copy documents. Today, however, every action taken by users creates a digital footprint. As French forensic
scientist Edmond Locard said, “every contact leaves a trace.” User data is recorded and processed for a variety of
purposes, from providing better services to advertising and data development. When this data is investigated using
Open Source Intelligence Tools (OSINT), even the most confidential information can be accessed. It is therefore
important to emphasize the rights of individuals to access and have full control over their data. However, there is not
an equally strong emphasis on technical details. As a result, differences in legal practice and security issues can arise.

In Figure 1, the DSAR is divided into two parts, with the first part covering topics that are generally discussed in
the literature. The second part is the main theme of the paper.

Figure 1. Main Framework for the Study

2. RelatedWorks

Data Subject access request is one of the most important regulations of GDPR. This issue also opens the door to
many security problems. Studies have highlighted how privacy laws might be abused by attackers, and how flaws in
the procedures of data controllers can compromise user privacy. in [6, 11, 15]. In [11] a comprehensive study has been
carried out on the right of access to data provided by Article 15 of the GDPR. Data access requests were made to more
than 300 data controllers. Almost every data controller has responded to the requests by applying a different procedure
(from a structured file such as CSV to a screenshot of the monitor). Within the scope of the study, it was observed
that almost half of the data controllers were affected by factors that could jeopardize the privacy of data owners. These
factors are stated below;

• Sharing data via email and no email encryption
• Using identity card for verification
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• Email as authentication
• Data escalation
• The answers to two critical questions about DSAR have been investigated in [6].
• To what extent is it secure for a data subject to exercise their right to access personal data?
• At what point does a data controller possess sufficient information to verify the identity of a data subject?

Even within the European Union member states, there is no common practice in responding to data subject access
requests. There is no authentication process for the DSAR process in countries such as Portugal, Poland, Denmark
and Greece. In countries such as Belgium, Bulgaria and Austria, customer ID or copy of national ID card is required.
In addition to the national ID card, data masking is also envisaged in Germany. There are also practices such as data
minimization and least privacy sensitive in Italy, Lithuania and Latvia. Previous studies have analyzed and compared
Data Subject Access Request (DSAR) processes, focusing on required credentials and potential threat models [15].
In this analysis, 40 organizations that were given two years to improve their data policies were re-evaluated. Results
showed that 53% of organizations previously identified as vulnerable had not made any improvements to their poli-
cies. Additionally, 27% of organizations initially assessed as secure seemed to have weakened their data protection
measures instead, leaving sensitive information potentially exposed to security threats. As part of the same study, a
fake identity card was created by digitally altering a publicly available ID card copy obtained through OSINT (Open-
Source Intelligence). This was done to assess how companies respond to access requests [48]. In the study, data access
requests were sent to 38 companies. Differences were noted in how the requests were handled and the type of data
disclosed: only 21 out of the 38 companies (55%) responded within the required time, and only 13 (34%) provided
a copy of the requested information. In another study [44] examining the compliance of Blockchain technology with
GDPR, the impact of distributed ledger technology on data privacy was analyzed. A comprehensive literature review
was conducted, highlighting that the immutable nature of distributed ledgers poses challenges to GDPR’s data subject
rights, such as the right to correction, deletion, or restriction of data processing. The study emphasized that more
research is needed on how these rights can be effectively implemented in blockchain systems to allow data subjects to
exercise their rights within these frameworks. This study aims to analyze prior research findings by examining GDPR-
compliant Blockchain studies. The primary focus is on data subjects, emphasizing their rights to correct transactional
records and to request data deletion in cases of excessive processing. To achieve this, two key research questions were
explored:

• In what areas is blockchain technology not compatible with data subject privileges in the GDPR?
• What approaches or strategies can blockchain systems adopt to uphold GDPR data subject rights, particularly

in relation to correcting and deleting processed personal data?

To explore potential challenges during Data Subject Access Requests (DSARs), a ”knot” metaphor for policy-
design-implementation was applied as a case study. The findings suggest that further research and reviews are essential
to use DSARs and other data protection rights effectively. Additionally, more experimentation is encouraged to refine
how DSARs are regulated and applied. The enactment of Indonesia’s Personal Data Protection (PDP) Law, as noted
in [1], strengthens Indonesia’s position as a leading digital economy in Southeast Asia. This law, similar to the GDPR,
introduces DSARs as a key mechanism for individuals to exercise their data rights. However, primary challenges to
successful DSAR processing have been identified as resource limitations, lack of understanding, and technical difficul-
ties. DSAR management is described as time-intensive and demanding, requiring the handling of multiple, complex
requests within tight timelines. Comparative analysis with other data protection laws highlights that similar issues
might arise as Indonesia implements the PDP Law, emphasizing the need for collaboration with experts from diverse
fields. Transparency and data portability remain core principles in modern data protection laws like GDPR. From a
regulatory perspective, enabling individuals to access their data is essential. However, unlike other privacy principles,
technical progress on data access rights has been minimal, leaving DSAR processes largely manual and preventing the
full realization of data accessibility. To address this, [36] proposes an automated DSAR approach, using web automa-
tion to streamline the process. This ”one-click DSAR” model includes a general workflow structure, a formal language
for service-specific workflows, an open-access workflow repository, and a browser-based execution tool. To validate
this model, DSAR workflows from 15 popular service providers were formalized and implemented in a publicly avail-
able browser extension.To respond to DSAR-related requests at a technical level, both the Data Request Model and the
Response Data Model have been introduced [24]. In outlining the general process for handling such a request, a num-
ber of requirements that must be met are set out. In addition, some problems encountered regarding the implementation
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of Article 15 of the GDPR are discussed. In [45], Despite allocated budgets for GDPR projects, companies express
concerns about achieving full compliance with GDPR and DSAR requirements. It is argued that many companies lack
the necessary processes and infrastructure to address their DSAR-related legal obligations effectively. This gap leads
to substantial manual effort and prolonged response times for data subjects, prompting complaints to data protection
authorities. However, since these requests are often submitted through company platforms or via email, data subjects
typically lack the legal proof needed to establish the initiation of their request. This study proposes a blockchain-based
application as a technical solution to facilitate secure submission and tracking of data access requests, thereby enhanc-
ing the protection of data subject rights. The research, as outlined in [42], follows a two-step approach, beginning with
the design of a user experience journey to exercise the right to access personal data, addressing: Finding - locating the
required information,

• Authentication - verifying user identity,
• Request - submitting the access request,
• Access - gaining entry to the data, and
• Data Use - appropriately using the accessed data.

Through this model, 59 participants exercised their data access rights, assessing the usability of each phase. Draw-
ing on 422 data points gathered from 139 organizations, the study underscores the interconnections between process
design and user satisfaction.These findings provide valuable insights for developing an accessible and user-friendly
approach to the right of access. In [7], participants were asked to make DSAR requests to 5 different companies (Ama-
zon, Facebook, Google, Spotify and Uber) and share their results and fill out the survey given to them. The survey
responses were then analyzed. In general, participants stated that they were surprised when they found certain data.
(e.g. search history) They talked about the different aspects of tracking available in various applications. Next, it is
discussed the implications of the findings. As a result of the research, a new tool was proposed to increase the user
experience positively and to investigate the data. [25, 28, 30, 30, 35] focus on the legal and procedural complexities
surrounding Data Subject Access Requests (DSARs) under GDPR, addressing issues such as compliance challenges,
ethical dilemmas, and operational inefficiencies. These articles emphasize the need for clear guidelines and robust
systems to navigate ambiguities in legal frameworks while proposing strategies for balancing regulatory obligations
with practical constraints in managing requests like the ”right to erasure.” In [10, 17, 23] explore the critical role of
technology in streamlining DSAR compliance, highlighting the increasing reliance on automation and software tools
to enhance efficiency and accuracy. These articles underscore the operational benefits of adopting scalable technologi-
cal solutions while advocating for their strategic integration into organizational workflows to reduce compliance costs
and manual errors. [12, 14, 32] focus on to adopting a user-focused perspective on DSAR management, emphasizing
the importance of transparency, accountability, and user-friendly processes. These works discuss how organizations
can align their operational practices with user expectations by improving communication, ensuring accessibility, and
fostering trust in their data handling practices under GDPR. [19, 47] delve into the technical and procedural impera-
tives of secure data destruction under GDPR, emphasizing critical methodologies such as overwriting, degaussing, and
physical destruction, alongside the indispensable role of comprehensive documentation to ensure regulatory compli-
ance and mitigate risks of unauthorized data recovery. [3,18,52] collectively analyze the pivotal role of anonymization
and pseudonymization as foundational GDPR-aligned strategies for mitigating data protection risks, underscoring their
distinct applications in achieving an optimal balance between privacy preservation and data utility while maintaining
strict adherence to regulatory mandates. [16, 40] investigate the convergence of regional data protection frameworks,
including Turkish and EU regulations, with the core principles of GDPR, placing particular emphasis on transparency,
data minimization, and purpose limitation, while illustrating GDPR’s influence as a global benchmark in shaping
contemporary data governance paradigms. Articles [4, 13, 43, 50] emphasize GDPR’s focus on transparency and the
effective implementation of Data Subject Rights (DSRs). These studies discuss practical challenges in ensuring compli-
ance, from operational hurdles to fostering user empowerment. Together, they highlight the centrality of transparency
in aligning organizational practices with GDPR’s core principles. Articles [27, 29, 34, 46] explore the intersection of
GDPR provisions with research and data portability. These works analyze the operational challenges of balancing
privacy protection with innovation, particularly in scientific and cross-jurisdictional contexts, underlining the nuanced
application of GDPR in data processing.Articles [9, 38, 41, 49, 51], examine GDPR’s profound influence on organi-
zations. They delve into the complexities of achieving compliance across borders, managing data effectively, and
adapting to new regulatory standards. These studies underscore the need for robust governance and strategic planning
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to navigate GDPR obligations.Articles [8, 22, 31, 39] highlight GDPR’s role in shaping technological advancements.
By focusing on automation in DSR management, the compatibility of GDPR with big data practices, and the regulatory
treatment of pseudonymous data, these works underscore the evolving relationship between technology and regulatory
frameworks.Articles [5, 21, 33, 37] address GDPR’s global reach and its transformative impact on data governance.
These studies highlight its role in standardizing international compliance practices and fostering accountability in a
rapidly evolving digital landscape.Articles [2,20,26], provide detailed insights into GDPR’s legal architecture, analyz-
ing provisions such as legitimate interests, rights-based frameworks, and risk-based approaches. These works offer a
comprehensive understanding of GDPR’s regulatory logic and its implications for practical compliance.

The ”Related Works” section of this study has illuminated critical vulnerabilities and inconsistencies within existing
Data Subject Access Request (DSAR) procedures. Specifically, prior research by Bufalieri et al. [11] identifies preva-
lent security shortcomings, such as the routine transmission of sensitive data via unencrypted email and the reliance
on email as a primary authentication method. These practices inherently introduce substantial privacy risks. Further
corroborating these concerns, Boniface et al. [6] and Di Martino et al. [15] highlight a significant lack of standardized
DSAR authentication practices across various jurisdictions, with some even mandating the submission of highly sen-
sitive personal documents, like national identification cards, for verification. Alarmingly, these studies also indicate
a concerning trend where numerous organizations either fail to enhance their data protection measures or, in some
instances, inadvertently weaken existing safeguards.

Our proposed model directly confronts these identified security deficiencies and procedural inconsistencies through
its integrated ”Secure Email Communication Proposal” and a ”Multi-Layered Architecture.” To directly counteract the
risks associated with unencrypted email transmission and the use of email for sole authentication, as exposed in [11],
our model incorporates a robust ”Secure Email Gateway” coupled with a compulsory ”Multi-Factor Authentication
(MFA)” protocol. The ”Secure Email Communication Proposal” delineates a rigorous framework that mandates the de-
ployment of modern End-to-End Encryption (E2EE) protocols, enforces robust email authentication standards such as
SPF, DKIM, and DMARC, and utilizes Data Loss Prevention (DLP) tools. These measures are designed to proactively
monitor and control sensitive data flows, thereby substantially mitigating the likelihood of inadvertent transmissions,
inadequate encryption, and data exfiltration through email channels.

Furthermore, to address the profound authentication and security shortcomings in DSAR processes underscored
by [6] and [15], our model introduces a novel ”dual-authorization” mechanism seamlessly integrated with ”One-Time
Password (OTP) verification.” A foundational principle of our approach is that the ”Data Controller should not be the
sole authority to respond to DSAR.” This multi-layered control paradigm is engineered to prevent single points of
failure by ensuring that any action, even if initiated by a data controller or processor with malicious intent, necessitates
oversight and multiple approvals. As depicted in our proposed algorithm's flow chart, following the initial processing
of a DSAR by the data processor, a unique OTP is dispatched directly to the data subject for their explicit approval.
This critical step must precede the data controller's final approval of the data processor's request. This robust OTP
verification, in conjunction with an initial two-factor authentication for the data subject, establishes a verifiable and
consent-driven mechanism that directly resolves the concerns pertaining to secure authentication and stringent data
access control articulated in the existing literature. By implementing these synergistic technical and procedural con-
trols, our model establishes a significantly more secure and reliable framework for the comprehensive management of
DSARs, effectively minimizing the vulnerabilities exploited in prior studies.

3. Methodology

In previous studies, how data security can be ensured during DSAR, the methods that can be used in the verification
phase, and their advantages and disadvantages have been mentioned. In this context, the legal problems that may arise
when personal data falls into the hands of malicious persons and is abused are emphasized. In this article, it has been
evaluated that the stages described above took place smoothly and under legal conditions and that the conditions stated
below are met.

• Which data is being recorded?
• What is the purpose of recording this data?
• How is this recorded data stored?
• Is the data classified while saving?
• Are data masking techniques used and anonymized?
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• How will the data subject request their data?
• How will the data subject be verified?
• How to respond within the legal period?
• Under what procedures and principles will the data requested to be deleted be destroyed?
• How will data that cannot be accessed by law be identified?

Even if the above-mentioned conditions are considered to be met, If the data controller/processor is malicious,
almost all of the above measures can be violated. In terms of protecting personal data, controlling the actions taken by
the data controller/data processor with a control mechanism is at least as important as verifying the data owner. In this
context, the main subject of this article is the controllability of the data controller and data processor. Considering the
importance of this issue, a methodology should be designed and possible security vulnerabilities should be minimized.
The proposed methodology consists of following stages:

A. A Multi-Layered Architecture Proposal for Personal Data Security in Institutions and Organizations: This
section outlines a proposed multi-layered architectural model aimed at enhancing the security of personal data within
institutions and organizations. (Fig. 2)

Figure 2. A Multi-Layered Architecture Proposal

This architecture establishes a comprehensive, multi-layered security framework with the following key advantages:
a. Advanced Endpoint Defense: The integration of Endpoint Detection and Response (EDR) provides real-time

threat detection and response at the source, effectively mitigating vulnerabilities and minimizing potential
breaches.

b. Secured Data Transmission: The implementation of robust encryption protocols combined with a Secure Email
Gateway ensures the confidentiality and integrity of sensitive information during transmission, safeguarding it
from unauthorized access.

c. Centralized Threat Visibility and Management: The seamless integration of Data Loss Prevention (DLP) and
Security Information and Event Management (SIEM) systems facilitates holistic threat monitoring, rapid de-
tection of anomalous activities, and coordinated incident response strategies.

d. Mitigation of Data Leakage Risks: By employing advanced DLP mechanisms, the architecture minimizes
risks associated with both inadvertent and malicious data exfiltration, thereby reinforcing compliance with
data protection regulations.

e. Enhanced Organizational Resilience: The synergistic interaction between the architectural layers fosters a
proactive and resilient security posture, enabling organizations to address evolving cybersecurity threats with
greater precision and efficiency.

In the architectural framework described above, the detection of personal data within a SIEM (Security Information
and Event Management) system has been examined and explained through laboratory experimentation.

The local user with the private IP address 172.16.0.21 attempted to send personal data to a country outside the
European Union (Fig. 3). SIEM tool evaluated this situation as 2 different event names (1. SSL Tunneling, 2. Personnel
Data Transferred to Third Countries Regions(Fig. 4)). This attempt was detected by the rules previously written in the
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SIEM tool in (Fig. 5) and was evaluated as a GDPR Compliance violation. This detected situation has been recorded
in the system as a violation (Fig. 6) to be examined by cyber analysts. Cyber analysts may evaluate this situation as
false positive or false negative - true positive or true negative.

Figure 3. Qradar Offenses Tab Related to GDPR violation

Figure 4. Qradar Offense Description

Figure 5. Qradar Building Block to detect GDPR Violation

Figure 6. Event Names Related to Offense
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B. Empowering Data Controllers and Processors with Specific Privileges and Permissions in a Multi-Layered Ar-
chitecture: To fulfill their legally assigned responsibilities (e.g., responding to Data Subject Access Requests (DSARs)
by sending personal data via email), data controllers and processors need certain privileges and permissions in the
multi-layered architecture. However, the misuse of these permissions can lead to significant security vulnerabilities.
This study focuses on addressing this issue by proposing a novel architectural model designed to mitigate such risks.

a. Data controller should not be the sole authority to respond to DSAR: No security measures should be ne-
glected when protecting personal data. In this context, the human element will always be at the forefront of
the measures to be taken regarding information security. Giving authority to a single person regarding the
personal data, which is the subject of the article, and the transactions to be made on them may lead to security
vulnerabilities. For this reason, in an issue that requires special sensitivity of this type, there must be a control
mechanism and people must be subject to supervision. Thus, both the data controller and the data owner will
be under control.

b. Persons involved in DSAR (Fig. 7) and their responsibilities should be determined.

Figure 7. Who is Who

Under the previous Data Protection Directive 95/46/EC, only data controllers were held accountable for noncompliance
with data protection standards. However, the EU General Data Protection Regulation (GDPR) introduces a more
balanced approach by assigning direct responsibilities to data processors as well.

c. In every transaction (except where required by law) to be made on personal data, the data owner must be informed
with appropriate methods and procedures, and the transactions must be continued following his/her approval: One-
time passwords (OTP) are a secure method used to obtain a user’s consent at various stages of a login process. These
unique, temporary passwords, which work for only one session, have become a go-to security measure, particularly
in areas requiring two-factor authentication. This extra layer ensures that even if someone manages to obtain your
primary password, they still lack the required OTP needed for that particular login attempt.

d. The algorithm should be designed according to the determined responsibility chart.

No. Explanation Figure / Details / Options

1.

It is envisaged to make this request From The DSAR
Module on the relevant organization’s web page or

designated landing page.In this way, the user will be able
to access data.

2.

The username and password registered in the system
belonging to the person making the request will be

requested.

3.

Two Factor Authentication - otp will be used as an extra
security layer for user authentication.
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No. Explanation Figure / Details / Options

4.

If the data subject enters the OTP correctly, the DSAR
process will start.If there is an error in the OTP, the

system will warn the data subject.

5.

At this stage, the data processor is responsible. If the
data processor initiates a transaction after reviewing the
request, the data subject will be informed again. (Your

data has started to be processed upon your request).

6.

The data subject has approved the start of the operations
related to its data. In this context, the 2nd stage approval
has been activated. The data processor sends the data to
the data controller for approval. Thus, the multi-layer

approval mechanism is activated.

7.

After the data controller performs the necessary
operations, it sends the data to the data subject.

However, the data subject is informed beforehand. In
this way, data is not sent to the wrong person and the

data subject’s approval is obtained.

8. At this stage, the confirmation process for the data
submission phase is completed.

9.

At this stage, data will be sent to the e-mail address
specified by the data subject.

10.

The following details should be taken into consideration
when sending sensitive data via email.

• Securing the Communication Channel
• Ensuring Data Security
• Implementing User Authentication

* Under subsection C, a detailed analysis has been
conducted,

Table 2. Algorithm Flow Chart

C. A Secure Email Communication Proposal in Light of Modern Cybersecurity Challenges: Considering that
many contemporary cyberattacks exploit email systems, this part of the study seeks to answer the question: How can a
secure email be sent in the context of a complex cyber security environment and evolving threats?

a. Initially, potential cyber threats, their associated risk levels, and proposed solutions are analyzed, with the
current state illustrated in Table 3.

b. Subsequent to the detailed assessment of the current state, the architectural framework outlined in (Fig. 8) has
been proposed within the scope of this study. The architecture specifically emphasizes the implementation of
OTP and Dual Authorization, which are strongly recommended in this work.
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Threat Risk Level Solution Priority Recommended Solution
Unintended Recipient
Transmission

Medium High Implement a recipient verification step before
sending.

Insufficient Encryp-
tion

High High Enforce modern E2EE protocols

Phishing / Malware
Attacks

High High Use Secure Email Gateways and Multi-Factor Au-
thentication.

Lack of Security Pro-
tocols

Medium Medium Deploy SPF, DKIM, and DMARC for email au-
thentication.

Threat Risk Level Solution Priority Recommended Solution
Unauthorized Access
to Email Accounts

High High Multi-Factor Authentication for all accounts.

Man-in-the-Middle
(MitM) Attacks

High High Enforce TLS encryption for email transmission.

Email Spoofing High High Combine SPF, DKIM, and DMARC protocols to
prevent spoofing.

Email Bombing and
DoS

Medium Medium Use rate-limiting and anti-spam filters on email
servers.

Insider Threats Medium High Implement strict access control and monitor email
activity.

Malware Distribution
via Attachments

High High Block high-risk file types and scan attachments
regularly.

Data Exfiltration via
Emails

High High Use DLP tools to monitor and restrict sensitive
data flows.

Email Archiving and
Retention Risks

Medium Medium Automate email retention policies and secure
archives.

Social Engineering
through Email

High High Conduct phishing simulations and employee
awareness training.

Table 3. Risk Prioritization Table with Recommended Solutions

Figure 8. Recommended Framework for Strengthening Email Security

4. Results

A. A solution has been developed by focusing on a specific issue that is generally considered to be ignored
regarding DSAR, one of the most fundamental rights under GDPR.

B. Since individuals have absolute authority over their own data, they must be aware of any action to be taken
regarding their data and must have their approval. In this context, a flow chart was designed.

C. Software was developed in accordance with this flow chart. Domain name and hosting transactions were
carried out and the processes were taken to the live environment and their activity was confirmed. Based on
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Number of
People Inter-
viewed

Position of the
Person Being Inter-
viewed

Opinions and Advice

3 Data Controller The implementation of a structured algorithm for DSAR (Data
Subject Access Request) is considered a genuine necessity and
should be adopted

2 Data Processor The system could assist in reducing the response time required
for handling DSAR requests, which is currently set at one month.

3 Data Processor The activation of this module might lead to an increase in un-
necessary requests, as individuals might submit inquiries out of
curiosity, thus contributing to a heavier workload (Multiple re-
quests should not be made within a certain period of time and
should be restricted).

1 Data Controller It should be developed as a google add-on to make it easier to
use.

2 Data Processor This module alone would not suffice; other modules addressing
data collection, processing, and transmission are necessary, and
these should be integrated to work cohesively.

Table 4. Interview Results

the interviews conducted with 11 data controllers and processors, including users of the system, the following
findings were obtained:

D. The implementation of a structured algorithm for DSAR (Data Subject Access Request) is considered a gen-
uine necessity and should be adopted.

E. The system could assist in reducing the response time required for handling DSAR requests, which is currently
set at one month. However, the activation of this module might lead to an increase in unnecessary requests, as
individuals might submit inquiries out of curiosity, thus contributing to a heavier workload (Multiple requests
should not be made within a certain period of time and should be restricted).

F. It was also emphasized that this module alone would not suffice; other modules addressing data collection,
processing, and transmission are necessary, and these should be integrated to work cohesively.

5. Conclusions

This study addresses a critical gap in GDPR compliance by focusing on the security vulnerabilities associated with
malicious data controllers and processors during DSAR processes.

The proposed 10-step methodology, which integrates OTP verification, dual authorization, and secure email proto-
cols, provides a robust framework for safeguarding personal data.

Key findings include:

A. Enhanced Security Measures: The introduction of multi-layered authentication and control mechanisms sig-
nificantly reduces the risks posed by insider threats.

B. Practical Solutions: The modular approach ensures adaptability across various organizational structures and
technical infrastructures.

C. Improved Transparency: The implementation of OTP-based notifications and real-time approvals empowers
data subjects by ensuring transparency in every stage of the DSAR process.

D. Operational Efficiency: Automating the verification and response processes minimizes human error and ac-
celerates compliance with legal deadlines.

To further improve the effectiveness and security of DSAR processes, future research should focus on the
following areas:
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A. Establishing a Clear Communication Framework: It is essential to establish accessible channels for submitting
DSAR requests, such as online forms, dedicated email addresses, or physical mail options. This approach can
enhance the ease of use for data subjects and streamline the communication process.

B. Transparent Process Explanation: Organizations are advised to clearly outline the DSAR process on their
websites. This explanation should include details about what information can be requested, how to submit a
request, and the expected timelines for responses, ensuring transparency and trust.

C. Efficient Legal Compliance: Developing systems to ensure timely responses to DSARs within the legal time-
frame is strongly recommended. Future research could explore the potential of automation to streamline this
process while carefully evaluating its advantages and limitations.

D. Advanced Verification Techniques: Sophisticated methods for verifying the identity of data subjects should be
identified and implemented. These methods can help minimize the risk of unauthorized access while main-
taining a balance with user convenience.

E. Mitigating Malicious Actor Risks: Innovative solutions should be investigated to address scenarios where data
controllers or processors act maliciously. Such measures are critical to ensuring the integrity and security of
personal data.

F. Integrating Artificial Intelligence: The integration of artificial intelligence holds significant potential for en-
hancing DSAR handling. Future studies could examine how AI might automate threat detection, verify re-
quests more efficiently, and optimize workflows to improve overall system performance.

G. Enhancing Email Security: The development of novel methodologies to secure email communication is rec-
ommended. These methodologies should address emerging threats and align with the evolving cybersecurity
landscape and regulatory requirements.
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