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Abstract—Security is an important issue that should be taken 

care of by every system. In recent years, however, attackers are 

constantly developing themselves with new techniques to obtain 

personal information on the network. As systems evolve, the data 

that needs to be protected is increasingly appreciated and carries 

a higher risk of attack. As with many attacks such as MITM, 

there are solutions against this attacks. Nevertheless, these safety 

measures must be developed continuously. For this reason, we 

have developed a new system architecture with user-defined 

authentication against the intruders for the systems having large 

amount of data transmission rate. To maintain integrity of data, 

over a reliable system is that all incoming data are authenticated 

when data send to the server, on the other hand, in this system, 

the user-defined authentication can provide fast communication 

and it can decrease authentication time. The proposed system 

introduced in the present study checks for any changes in our 

instantaneous data. Moreover, we control the data integrity on 

simple devices such as sensors and motors or other industrial 

devices. Instead of using encryption, basically client-server based 

authentication system is used to avoid complex operations and 

protect the big data. 

 
 

Index Terms—Client-server based authentication, IIoT, MITM, 

Security 

 

 

I. INTRODUCTION 

ODAY’S Internet of Things (IoT) technology world, we 

are trying to store and qualify the data that millions of 

sensors have produced. This situation occurs big data. Big data 

comes from the combination of thousands of sensors creates 

security risks for large scale network. We must take measures 

to protect big data and take precautions for the safety of these 

critical system clearly. 
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Along with the developing IoT device technology such as 

wireless sensors [1], attacks on the network system are 

increasing in recent years. It is vital to detect these attacks and 

protect our network system, especially in the industrial fields. 

IoT means Industrial Internet of Things (IIoT) in the industrial 

systems. If we examine them in detail, IIoT and IoT are 

absolutely different. IIoT technology includes networked 

smart power, factory and manufacturing. For this reason, IIoT 

devices require rapid communication between themselves and 

must be protected against harmful attack. 

Intrusion Detection Systems (IDS) on a computer network is a 

first step of preventing the system to malicious use [2]. 

Sending to the main servers to analyze the information from 

various sensors is vital to large areas such as industrial areas. 

Therefore, intrusion detection systems have been developed. 

IDS may prevent many important damages for our system. 

IDS can be basically divided into two broad categories with 

respect to its architecture. [3]. Even then, a hybrid third one 

was developed by combining these two architectures. 

However, these architectures are basically similar in 

appearance to similar technologies in their application areas. 

Intrusion detection systems detect attacks made by instant 

analysis. The central server analyzes the events at different 

times with a base detection system. 

We propose a new system architecture with user-defined 

authentication that simultaneously put on authentication and 

industrial field control at the same time. Besides we present a 

fast and secure client-server based system instead of 

encryption algorithms. In this study, the system architecture 

with user-defined authentications explained and the 

performance is discussed with popular encryption algorithms.  

The IDS, which basically work with Host-based Intrusion 

Detection Systems (HIDS) concept, have turned into use 

Network-based Intrusion Detection Systems (NIDS) 

technology over time with different needs. HIDS are slightly 

different from the NIDS in that it is the technology in the 

protected computer. HIDS will not receive untrained traffic to 

the main computer under protection by itself. Instead, the 

HIDS tool monitors critical system file packages or files on 

the machine [4] and disconnects the network when there is an 

attack. It notifies a central management console. NIDS is 

deployed at strategic locations in the network system 

infrastructure (outside the firewall, especially in areas like the 

Demilitarized Zone, DMZ) to control traffic flow and compare 

known attack types against a database [5]. 
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The intrusion detection systems, main server-based, are the 

focus of this article. In this paper, implemented with 

appropriate network connection is proposed to deal with 

intrusion detection problems using HIDS technology. 

Authentication system is designed to trigger instant attacks by 

performing key matching with specific functions. Thus, 

information obtained from instantaneous data generating 

devices such as sensors will be determined to have not 

undergone any changes during transmission. 

The present paper is organized as follows. Section 2 describes 

the need for security, section 3 compares the methods of 

encrypting with the intrusion detection system, and explains 

why the IDS are preferred. Potential cyber threats are given in 

section 4 and the proposed system structure is presented in 

section 5. The conclusion can be found in the last section. 

II. BIG DATA NEEDS BIG SECURITY 

It’s no secret that encryption is large proponents of data 

security. Attacks such as network misuse on the security side, 

data modification, data theft and unauthorized access to IoT 

devices should be avoided by taking security precautions. Data 

security is the most important factor in network construction. 

Because of this, industrial companies are trying to provide 

data security by making a monetary investment in a large 

amount.  

Large scale systems depend on computers or servers to control 

field devices. By the nature of computer systems, important 

amount of data that is controlled and processed is very 

important and sensitive. Because of this reason, big data 

requires protection against intruders. In the light of this 

information, Big Data needs Big Security. For example, one 

the most important device of a plant could be seized and a 

different value is sent to the authentication server by changing 

the temperature, humidity or pressure sensor values and this 

will be a problem for large fields. Security for data integrity is 

vital for cyber physical system [6]. 

III. COMPARISON 

A. Intrusion Detection Systems 

Intrusion Detection System [3, 4] is a network security system 

designed to detect security vulnerabilities against applications 

that are likely to be attacked or computer systems. An IDS 

technology is used to detect explicit attacks and is out of 

bandwidth in the networking system; It finds no real-time 

communication between the server and the client as illustrated 

in Fig.1. Obviously, the IDS technology to be described here 

is just a listening device. The IDS monitors the network traffic 

instantly and reports its results to a system administrator, but 

cannot automatically take action to prevent a detected exploit 

from taking over the system. 

To summarize, the three main functions of the IDS include 

controlling (evaluating), examining (detecting), and reacting 

(reporting) the attacking eyebrows in software systems and 

networks [7].  

Intrusion detection system can be divided into three categories 

with respect to their architectures [3, 7] as shown in Table 1. 

 

1) Host-based Intrusion Detection System 

The host-based intrusion detection system allows critical 

incidents to be seen in transmission systems. One can also 

detect and respond to malicious attacks or unusual movements 

discovered in the network system. It checks data integrity and 

traces the network system. 

 

2) Network-based Intrusion Detection System 

A network-based intrusion detection system monitors the 

network traffic to protect a system from threats and analyzes it 

according to the information in its hand [4]. It reads all 

packages and examines the packages which detect as 

dangerous. The system categorizes dangerous packages and 

notifies IT (Information Technology) staff. It can also block 

the packets according to IP address. 

 

3) Distributed Intrusion Detection System 

Distributed Intrusion Detection Systems (DIDS) over a huge 

network [8], all of which communicate with each other, or 

with a central server that simplify developed network 

monitoring, event analysis, and instant attack data [9]. 

 
TABLE I 

A COMPARISON OF DIFFERENT IDSS BASED ON THEIR 
ARCHITECTURE [7]. 

IDS 

Type 

Deployment 

Location 
Information 

source 
Control 

domain 

HIDS Under-control 

system, software 

process 

Local traffic (on 

OS 

level) and Log 

files 

Local hosting 

system 

NIDS Isolated system 

on 

network traffic 

route, 

software process 

Network traffic 

(raw data packets 

of the network) 

Local 

segment or 

whole 

network 

DIDS Distributed and 

heterogeneous 

(host, network 

and central 

management 

system) 

Host traffic and 

network traffic 
Network 

wide (all 

hosts and 

different 

network 

segments) 

 

B. Encryption 

Encryption is a method that transforms the information on the 

computer into an unintelligible form. Hence, even if someone 

can access a network system with important data [10], it will 

not be able to do anything unless it is some special software or 

the original data key. 

The main function of the encryption is to convert the not only 

a normal text into an encrypted text but also a binary data into 

an encrypted binary data. Encryption helps to ensure that the 

data is not readable by the unauthorized people.   

There are three different basic encryption methods that have 

different advantages for themselves. Their properties are 

tabulated in Table 2. It is clearly seen from Table 2, 

encryption methods notice integrity, authentication and non-

reputation. 
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1) Hashing Functions 

The way of summarization functions work is to show a shorter 

area by taking a long input. The goal is to reflect on the exit 

when there is a change in the ground. An encryption hash 

function [11] is a type of algorithm that can be applied on a 

piece of data, such as a single file or password, and produces a 

result called a checksum. The logic underlying the encryption 

hash function is to verify the authenticity of the data packet. 

For example, two files can be the same, but only if the 

checksums generated from each file use the same encryption 

burst function. Some of the summarization functions are MD5 

(Message-Digest algorithm 5) and SHA1 (Secure Hash 

Algorithm 1). 

 
Fig 1. HIDS and NIDS are illustrated basically in the same picture in terms 

of how they work 

 
TABLE II 

CRYPTOGRAPHIC TECHNICS WITH KEY USAGE 

Property Hashing 

Functions 

Symmetric 

Methods 
Asymmetric 

Methods 

Integrity Yes Yes Yes 

Authentication No Yes Yes 

Non-

repudation 

No No Yes 

Key Usage None Symmetric 

Key(One 

key) 

Assymmetric 

Key(two key) 

 

2) Symmetric Methods 

Symmetric methods care about integrity and authentication 

with a symmetric key. Essentially, symmetric algorithm means 

hash function with a key. Encrypt the whole data. AES 

(Advanced Encryption Standart) is a kind of symmetric key 

encryption [12]. 

 

3) Asymmetric Methods 

Asymmetric encryption uses two keys for encryption or 

decryption. This method cares about integrity, authentication 

and non-reputation with the asymmetric key [13]. 

 

C. Reason for IDS Selection 

Some systems, particularly networks that care about data 

coming from sensors, want to analyze whether only incoming 

information has been changed. Thus, they achieve both a 

faster system and a lower cost. Such systems in an industry 

can need to control the accuracy of instantaneous transmission 

by considering data integrity directly rather than encryption. 

Because symmetric [10] cryptosystems involve significant 

communication problems. The secret key is forwarded to the 

receiving system before sending the actual data. The system 

with the Internet connection is 99% safe so there is no 

guarantee that the hacker will not attack. For this reason, the 

only safe way to change the keys is to exchange them 

personally. There is no need encryption in some systems 

which care about data integrity to make process go faster. 

In this paper, we developed a network system that allows 

verifying the identity of the sender. For this reason, we only 

care about data integrity during data transmission. We propose 

to select a user-defined authentication system in this network 

to determine if there is a change in the data package. 

 

IV. CYBERSECURITY THREATS 

The ever-evolving world of the internet is becoming the focus 

of hackers. As IoT technology evolves, attacks are increasing 

in species. In particular, aggressive tools such as botnets take 

advantage of the exploits in the system to capture the network. 

Security systems often catch many attackers on the network. 

However, imagine that an attacker has captured a system such 

as an industry or a large hospital. Let's consider a production 

site that works with very sensitive sensors. The risk of mortal 

accidents is very high when cameras and sensor devices are 

seized. As a real example, we have come to the conclusion 

that by the end of 2015, cyber-attacks [14] were a serious 

threat when Ukraine seized large portions of the electricity 

grid and proved to be dark in the middle of winter [15].  

Currently, IoT technology brings a great deal of connectivity 

and convenience to modern day-like. However, the benefits 

created by IoT technology require manufacturers and users to 

be alert throughout the product life cycle. Protection against 

such danger must be provided by improved algorithms. 

Today, the types of attacks are increasing. Some attacks can 

get some information between two computers that are in direct 

communication. The type of attack we are handling in this 

study is the man-in-the-middle attack (MITM). The MITM 
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intercepts communication between the two network devices 

such as router, key server and switch etc. and this attack can 

change, modify or filter data [16].  

The purpose of network security is to provide information 

security. This information security is based on 3 basic reasons: 

confidentiality, integrity and availability.  

In some cases, the network's data may change because the data 

is gone through the intruder’s computer. In this cases, we need 

to know if there is an attack for changing the data. Otherwise, 

we cannot secure communication. So, IoT technology can 

never be passed in industry or any other huge systems. 

Such attack as man-in-the-middle attack on confidentiality and 

integrity or Denial of Service Attack [17] on availability [18]. 

Compromised credentials, cross-site scripting, man-in-the-

middle attack, data breach, denial-of-service attack, malicious 

insiders, arp-poisoning, malware, ransomware and spear 

phishing etc. There are many kinds of attacks that can be 

performed by intruders for capturing. There is too much 

danger in the transmission phase from device to device. That’s 

why, some attack detection algorithms should be developed to 

take precautions while transmitting the data.  

Intrusion detection systems such as Firewalls, Network IDS, 

SNORT, Firestorm, Host IDS are developed to prevent the 

attacks [19]. However, these systems have the advantages of 

intrusion detection but have some disadvantages also. To 

explain some of them; Firewalls have legitimate user 

restriction, diminished performance, vulnerabilities, internal 

attack and high cost. For this reason, we use the firewall 

together with IDS to avoid many attacks. SNORT is an 

important system which rules define new attacks can easily be 

written and added. On the other hand, a kind of system which 

encrypted communications (VPNs, SSL, SSH, etc.) cannot be 

monitored, it cannot keep up with high volume traffic, 

network infrastructure requires change/editing and produce 

false alarms very intensely. Firestorm logs the data regularly 

every day using the administration console. But this brings 

overload to the system on the network. Our system removes 

the overload of computers. Because the network system is 

very simple. It just cares about data integrity and detects the 

intruders. 

V. CLIENT-SERVER BASED AUTHENTICATION SYSTEM 

The most important purpose of our system is to evaluate this 

big data obtained by IIoT devices with sensors in the industrial 

field. As the amount of data increases, attackers are regularly 

trying to change this files and logges. For this reason, we 

propose a system via HIDS. This intrusion system is a 

technology that works like a central server and scans its own 

systems for activities. Typically, HIDS scans daily or weekly 

files in the operating system, application log files, or files in 

the database to find attack traces. For this reason, HIDS only 

works depending on the daily or weekly received file. As a 

result of this dependent situation, HIDS cannot detect the 

occurrence of an attack on the network by itself if the data of 

the weekly database files are bad or the information is 

changed by the attacker.  

When controlling the data coming from the sensors, we must 

move with an advanced algorithm by controlling the server 

entrance, taking filtering precautions, monitoring the events 

instantly and activating the warning system. 

The result of the control scan performed by the host-based 

intrusion detection system is filed and logged securely and 

compared with logs to detect any malicious attempt. As a 

result of this situation, we propose a new system architecture 

with user-defined authentication. This is a kind of instant 

detection system for intruders. 

A. Proposed System Architecture 

Reliability of data integrity always needs security via 

observation. For this reason, the system must be installed with 

some rules on network system with actuator and sensors as 

follows: 

• Monitor and check access to the variables 

instantaneously. 

• Abnormal sensor data should be detected and attempted 

attack should be prevented. 

• Real-time intrusion must be detected and alerted. 

• After the attack, check the system and analyze the output 

event. 

• Give a report to IT staff after alarm against the 

possibility of changing big data environments. 

The proposed client-server based authentication system in an 

industrial plant network is illustrated in Fig. 2. In this network 

system, large amount of data produced instantly by thousands 

of sensors in an industrial field are supposed. In the context of 

IIoT, owing to the instant transmission in the proposed system 

is carried out through smart devices, the emerged large data is 

naturally in the network environment. This system requires the 

data transmission between industrial devices to be controlled 

and secure. For this reason, we propose an architecture for this 

system consisting of 3 layers. These are Sensor and Actuator 

Layer, Transmission Layer and Administrator and 

Management Layer.  

First, the data produced by the field sensors data is sent from 

Sensor and Actuator Layer to Transmission Layer. The data 

reaching the Transmission Layer is collected by the Sensor 

Unit. The Sensor Unit transmits this data to the Authentication 

Server. The Authentication Server updates the sensor data 

depending on the functions defined by the system user. For 

example, these functions can be adapted to be able to 

authenticate within an algorithmic rule. After this process, the 

data is sent to the Administration and Management Layer. 

Within the Administration and Management Layer, 

Management Points or IT Staff departments make the 

necessary assessments. The evaluated data is sent to the 

Authentication Client Server in the Transmission Layer again. 

The Authentication Client Server controls the authenticity of 

these data with respect to the previously defined 

authentication rules. After control by the Authentication Client 

Server, if there is no attack trace in the coming data, it sends 

these new inputs to the controller unit. The Actuator Unit 

sends these control inputs to actuators in the industrial field. 

As a result, the proposed system works in a secure structure. 
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Fig.2. Proposed client-server based authentication system in an industrial plant network. 

 

B. Proposed System Algorithm 

The intrusion detection algorithm works within the proposed 

system can be summarized step by step as follows: 

Step 1: The measurements of the sensors are collected in the 

sensor unit at each sampling time. 

Step 2: The authentication server directly connected to the 

sensor unit adds a specific key to the sensors’ data 

and sends the corresponding clients. 

Step 3: The clients validates the data at first and then 

transmits the unit connected to itself. 

Step 4: The tasks defined in Step 2 and 3 are valid for the 

Authentication Server/Client in Administration and 

Management Layer.  

Step 5: If the validation is completed with success, then the 

data is proceeded. 

Step 6: If the validation fails, then alarm is set to the IT staff 

and the data is logged. 

Step 7: Stop 

 

The flowchart of the algorithm is illustrated in Fig. 3. 

 

C. User Defined Authentication 

Authentication mechanism is one of the most effective ways to 

determination attacks. The proposed user-defined 

authentication technique has a lot of advantages over 

traditional encryption schemes. 

First, the user-defined authentication procedures can be 

determined much simpler, and consequently. Then, it is much 

faster as compared to the encryption and decryption systems. 

Second, the data traffic level can be reduced to very low levels 

in the industrial fields while sending data due to the 

authentication control based method here, together with the 

instantaneous comparison operations performed in the 

algorithm.  

Third, the computation time is potentially reduced depending 

on the user-defined authentication function. 

 
Fig 3. Flowchart of the proposed system algorithm. 
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VI. CONCLUSION 

In recent years, IT staff in industrial systems want to detect the 

changes from the sensors during the instantaneous data 

transmission process. Taking this into account, the proposed 

system architecture with user-defined authentication works to 

ensure the confidentiality, accessibility and security integrity 

of the data transmission system. Our presented system, 

especially for IIoT technology, detects the modification of the 

packet at the moment of data transmission. This system 

provides high performance and efficient technology when 

compared with existing encryption techniques. This is very 

important if large amount of data transmissions exists in a 

system. Transmitted and stored correct data directly effects the 

reliability of the large systems, i.e. IIoT based large networks. 
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