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ABSTRACT

Proctored online exams have become widespread, especially after COVID-19, increasing exam security and
efficiency. In recent years, artificial intelligence developments have increased these systems” importance by
expanding their use. Accordingly, this study aims to provide an in-depth understanding of the conceptual
structure of artificial intelligence-supported proctored online examination (AI-SPOE) research. Systematic
literature review and text mining were used as methods. Thirty-two studies in Scopus and Web of Science
databases were analyzed according to the PRISMA technique. While all the studies were examined in the
context of content analysis, abstracts and keywords of the relevant studies were analyzed by text mining.
The current study found it effective in increasing academic integrity and exam security, but problems such
as privacy violations, exam anxiety, and algorithmic biases were encountered. Although methods such as
biometric verification and behaviour analysis successfully detect cheating, technical difficulties, and false
positives negatively affect the user experience. In the future, more inclusive designs, transparent algorithms,
and alternative evaluation methods are suggested. In conclusion, the study emphasizes the potential of Al-
SPOE systems and highlights the importance of ethical and technical improvements.
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INTRODUCTION

With the rapid transformation in education during the pandemic, online proctored exam technologies
within the scope of assessment and evaluation activities have also become widespread (Lee & Fanguy, 2022).
Online exams are considered an integral part of online distance education programs, and their reliability,
accuracy, and equitable nature are intensely debated among educators and researchers (Hussein et al., 2020).
In recent years, with the increasing use of artificial intelligence (Al)-supported solutions in educational
environments, the potential role of Al in this field has come to the fore (Rahman, 2022) and brought a
different dimension to the discussions.

It is known that Al has important potential in terms of assessment and evaluation processes as well as its
contributions such as personalization of teaching processes and learning analytics (Holmes et al., 2019). It
can be said that AI-SPOE is frequently preferred especially in ensuring academic honesty in online exams
(Nigam et al., 2021). Techniques such as facial recognition, voice analysis, eye movement tracking, and
behavioural analysis allow the detection of potential violations by monitoring students’” behaviour during
exam processes (Priyanka & Shravani, 2023). However, while these technologies hold promise for improving
exam security, they also bring challenges such as privacy violations, algorithmic biases, and ethical issues
(Aydemir et al., 2024; Bozkurt et al., 2026a, 2026b). There are questions about the ability of algorithms
to ensure fairness, especially in terms of equity and impartiality (Berti et al., 2010), which directly affects
students” sense of participation and psychological well-being (Jui & Rivas, 2024). These recent studies
comprehensively examine the impact of these technologies by addressing the advantages and disadvantages

of AI-SPOE:.

LITERATURE REVIEW

The widespread use of online exams during the COVID-19 pandemic has increased research focus
addressing multiple aspects of these assessment methods in terms of academic integrity, student preferences,
authentication, and technological innovations (Butler-Henderson & Crawford, 2020; Dayananda et al.,
2021; Kaddoura et al., 2022; Muzaffar et al., 2021; Newton & Essex, 2024; Noorbehbahani et al., 2022;
Topuz & Kinshuk, 2024). The reviewed studies reveal that cheating rates in online exams increased during
the pandemic and this increase was associated with factors such as opportunity availability, exam difficulty,
time management problems, and technical inadequacies (Newton & Essex, 2024; Noorbehbahani et al.,
2022). In addition, ease of use, perceived usefulness, and security methods stand out among the factors
affecting students’ acceptance of online exams, and it is seen that students prioritize feedback mechanisms
and the possibility of home exams (Topuz & Kinshuk, 2024; Dayananda et al., 2021). Studies emphasize
that Al and machine learning-based technologies are particularly effective in areas such as authentication,
anomaly detection, fraud detection, and automatic grading (Butler-Henderson & Crawford, 2020; Kaddoura
et al., 2022; Muzaffar et al., 2021). However, it has been noted that these technologies bring challenges
such as privacy violations, algorithmic biases, and ethical issues. While online exams offer the advantages
of accessibility and flexibility, they struggle with issues such as digital inequality and vulnerabilities,
and innovative methods such as biometric verification and dynamic question banks have been found to
provide partial solutions to these problems (Butler-Henderson & Crawford, 2020; Dayananda et al., 2021;
Noorbehbahani et al., 2022).

It was found that there are relatively few studies that systematically examine proctored online exams (Fatima
etal., 2022; Kuleva & Miladinov, 2024; Mendez-Ortega, 2021; Najar & Ahmad, 2024; Oncul, 2021). While
studies have emphasized that proctored online exams increase security in areas such as facial recognition,
motion tracking, and fraud detection, these systems encounter problems such as privacy concerns, algorithmic
biases, and digital literacy deficiencies (Fatima et al., 2022; Kuleva & Miladinov, 2024; Mendez-Ortega et
al., 2021). It has been observed that proctored exams are effective in protecting academic integrity, but
increase cost and student anxiety, while unproctored exams, although easy to administer, can encourage
ethical violations (Oncul, 2021; Najar & Ahmad, 2024). It was concluded that low-cost, accessible, and
student-friendly systems need to be developed, while larger data sets and adaptive algorithms are needed
(Fatima et al., 2022; Mendez-Ortega et al., 2021).



Only one systematic review study was found in the literature analyzing research in the AI-SPOE application
area (Nigam et al., 2021). Nigam et al. (2021) stated that AI-SPOE:s are effective in improving cheating
detection, authentication, and exam security and that these systems increase exam reliability with techniques
such as biometric verification, facial recognition, motion detection, and continuous authentication.
In the same study, it was emphasized that privacy concerns data security issues, high cost, and network
infrastructure requirements limit the large-scale application of these technologies. In addition, the risk of Al
algorithms producing false positives and causing ethical concerns among students stands out as important
factors affecting the acceptability of these systems.

This study, which examines the articles on AI-SPOEs in Scopus and Web of Science databases, differs from
other studies in the field in that it covers current research published in 2024. As one of the few literature
reviews on AI-SPOEs, the study identifies the gap in the literature and serves as a guide for both educators
and policy makers. In addition, the study makes inferences about the future of AI-SPOE:s in education in
the context of ethical dimensions, student experiences and technological developments. In this direction, the
study aims to understand the conceptual structure of existing research on AI-SPOEs in depth. In line with
this purpose, the study will seek answers to the following research questions:

e What is the distribution of the most used words in AI-SPOE studies?
*  What are the tools and algorithms used in AI-SPOE?

* What are the methods of ensuring exam integrity in AI-SPOE?

*  What are the problems/challenges in AI-SPOE?

e What are the recommendations for the future of AI-SPOE?

METHOD

A systematic literature review was used in the study. According to Moher et al. (2015), a systematic review’s
main purpose is to answer a specific research question by bringing together all relevant evidence that meets
predetermined criteria. Systematic reviews adopt a systematic search process to identify studies that meet
these eligibility criteria and allow for an explicit synthesis of the characteristics and findings of the included
studies.

As an alternative to such traditionally conducted literature reviews, the use of semi-automated methods is
recommended (Audrin & Audrin, 2022). Due to the large amount of relevant data available in the early
stages of the literature review process (Ananiadou et al., 2009; Fabbri et al., 2013), researchers need to utilize
text analysis and automatic data extraction techniques (Thomas et al., 2011). In such studies, when the
number of classes used in article evaluation increases, valuable results can be obtained by integrating tools
such as text mining into the systematic structure at the coding stage (Karami et al., 2020). Text mining is
an effective method that helps to reveal new insights by facilitating large-scale information analysis and is
increasingly used in educational research (Ferreira-Mello et al., 2019). However, these methods seem to be
underutilized in scientific articles in the field of education and systematic literature reviews on AI-SPOE.
Text mining is a highly effective tool for understanding the literature on AI-SPOE, especially given its
ability to perform analyses on large datasets. This method is designed to fulfill three main functions. These
are (1) facilitating information retrieval, (2) making meaningful inferences from existing information, and
(3) conducting in-depth analyses by highlighting direct and indirect relationships between various pieces
of information (Thomas et al., 2011). These processes are critical for conducting the systematic literature
review.

Data Screening Process of the Study

The databases used for literature review include Scopus and Web of Science. In this process, the two
databases were searched several times separately by two researchers and all studies that fall within the scope
of the inclusion/exclusion criteria were tried to be reached. The articles in this study were accessed between
October and November 2024. Accordingly, the inclusion and exclusion criteria are given in Table 1.



Table 1. Inclusion and exclusion criteria
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Figure 1. Prisma of article selection

As a result of the unfiltered search with the keyword group in Figure 1, a total of 127 articles were found in
Web of Science (n=70) and Scopus (n=57) databases. For each search, the filters of “Article” type, “written
in English” and “Open Access” were applied in the databases. According to the relevant criteria, 43 articles
were excluded from the study, leaving a total of 84 articles from Web of Science (n=41) and Scopus (n=43)
and databases. When 29 articles “not related to the research topic” were excluded from the study in the two
databases, a total of 55 articles remained. It was determined that 23 of these articles were repeated in the
databases. Finally, 32 articles remained (See Table 1).



Table 2. Literature review: Related studies examined within the scope of the study

ID Authors Article Title Source Title Country Type of
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(2022) proctoring in online exams e-Learning
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Redesign of online proctored exams
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[21] Mitra (2023) higher-order thinking skills and FEMS Microbiology Letters India Synchronous
democratic pedagogy via Operhot
platform
Ensuring academic integrity and trust
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[23] (2023) conducting online examination using Applications Bangladesh  Automatic
the blockchain method PP
Teiaswi et al Proctor net: An Al framework for
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Most of the reviewed studies (59%) dealt with automated proctoring systems, while 28% examined mixed
methods and only 6% examined simultaneous surveillance systems. In addition, 9% did not specify any
technical surveillance method, but rather adopted a conceptual or literature-based approach. In terms
of methodology, a significant number of studies included qualitative case studies, systematic reviews,
technology-oriented application development studies, and survey-based quantitative research.

Again, the vast majority of studies have focused on the contributions of online proctoring systems in
increasing academic integrity, authentication, or reducing cheating behavior. Artificial intelligence-based
models have been reported to achieve high accuracy rates. On the other hand, some studies have discussed
the ethical issues that arise in the use of the systems, while others have found that they can increase test
anxiety and create inequality, especially for students with low technical skills.

Finally, it is observed that most of the studies provide case studies limited to specific countries or institutions.
This is a major methodological limitation that reduces the generalizability of the findings. For example,
many implementation studies only covered trials at one university and did not test the long-term results of
use or the functioning of the system in different cultural contexts. Furthermore, most of the studies that
developed technical systems focused only on model accuracy in a laboratory setting and did not adequately
consider the actual user experience and student-teacher interactions.



Data Analysis and Validity-Reliability

In this study, Leximancer, a text mining tool, was used to analyse the relationships between the most frequently
used words within the scope of the first research question. Leximancer is a powerful analysis software that
automatically identifies conceptual structures in the text and visualises the relationships between these
structures through thematic concept maps. In this way, the main concepts of the study and the relationships
between these concepts were analysed in a structured framework. In addition, 32 articles covering the other
research questions were analysed in depth by the first and second authors of the study through content
analysis method. The content analysis process was conducted systematically to ensure validity and reliability
in qualitative research. Firstly, a standard content analysis form was developed in line with the research
questions and the relevant theoretical framework. This form was structured to include categories such as
tools and algorithms, methods, problems/challenges and recommendations. Finally, the form was finalised
after being reviewed by a field expert.

Before proceeding to the analysis process, the first and second authors of the study independently coded five
randomly selected co-authored articles within the scope of the pilot study. This practice aimed to test the
functioning of the coding framework and to evaluate the inter-coder agreement before starting the content
analysis. In addition, the number of articles examined in this pilot study conducted before the analysis was
between 10% and 20% of the total sample, as recommended by Hazzi and Maldaon (2015), which is in
line with the pilot study rates recommended in qualitative data analysis. Within the scope of validity and
reliability, the internal consistency rate between these codings was calculated as 92%. This rate is above the
minimum acceptability level of 80% suggested by Miles and Huberman (2010) and this shows that the
inter-coder reliability in the study is high.

The first two authors each independently analysed 16 articles and completed the content analysis form. The
coding process was carried out both based on predetermined themes (deductive approach) and by adding
new codes derived from the data during the analysis process (inductive approach). The coded data were
systematically entered into the content analysis form and the textual equivalent of each code was clearly
stated. After the coding process was completed, the third author and the field expert reviewed all content
analysis forms, checked possible errors in data entry and evaluated coding consistency. In the solution of
the disagreements experienced during the control process, all researchers discussed the coding results and
provided a common opinion.

Various strategies were applied to increase the validity and reliability of the study. Internal validity (accuracy)
was ensured by presenting the systematic review process in detail and by involving more than one researcher
in the analysis process. External validity (transferability) was secured by elaborating the data collection
process. Internal reliability (consistency) was ensured through multiple control steps and common coding in
the coding process, while external reliability (verifiability) was ensured by reporting the data collection and
analysis processes in detail (Yalman & Uzunoz, 2021). All these practices support that the study is based on
a solid methodological foundation and the reliability of the findings.

FINDINGS
RQ1. Distribution of the Most Used Words in AI-SPOE Studies

The findings obtained under this heading will contribute to revealing the conceptual framework of the field
in line with the aim of the study and which themes are emphasised in literature. It will also lead to a strategic
insight that will guide similar studies in the future. In this regard, abstracts and keywords were subjected to
concept map analysis with the help of Leximancer text mining tool and various themes were revealed. This
analysis method is used to transform lexical association information from natural language into semantic
and relational patterns in an unsupervised manner (Smith & Humphreys, 2006). The results of the analysis
are given in Figure 2.
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Figure 2. Concept map of abstracts and keywords visualized through text mining.

As a result of the analysis (See Figure 2), the theme “online” (Hits=147) was the most prominent. In
this theme, the words learning, proctoring, students, exam, cheating, assessment, Al, systems, integrity,
software, technology, detection, remote, ethics, and algorithms were related to each other. This theme shows
that online proctored exams are closely related to Al-supported technological systems, ethical principles,
algorithms, academic integrity, fraud detection, and remote exam practices. While Al systems play an active
role in proctoring exams and fraud detection, ethical principles form a fundamental basis for issues such as
student privacy and fair assessment. Algorithms are used to make exam processes meaningful and reliable.
Remote exams, on the other hand, provide geographical flexibility but also bring challenges such as security
and ethical concerns. This analysis emphasizes the importance of implementing online exams reliably and
ethically, supported by technological solutions. Another theme obtained within the scope of the analysis is
“system” (Hits=89). In this theme, the words examination, paper, test, results, proposed, accuracy, features,
user, and time were related to each other. This theme provides important clues about the functioning of
proctored exam systems and the basic elements of these systems. It also draws attention to the importance
of considering elements such as accuracy, user-friendly features, time management, and result reliability as a
whole in the design and implementation of proctored exam systems. Other prominent themes in the study
were data (Hits=50), analysis (Hits=24), and ethical (Hits=21). Within the scope of these themes, it is seen
that the words face, model, recognition, ethical, and academic dishonesty are related to each other. Data,
analysis, and ethical themes focus on data use, analysis processes, and ethical dimensions in proctored exams.
The Data theme emphasizes the role of facial recognition technologies in authentication and suspicious
behaviour detection. The analysis theme addresses the processing of this data and fraud detection with Al
models, while the ethical theme emphasizes the fair, ethical, and student privacy-friendly use of technology.
These themes reveal that the effective use of technology as well as ethical principles and the protection of
academic integrity are critical. The concept map for the themes obtained within the scope of this research
question is given in Figure 2.

t-SNE, a nonlinear dimensionality reduction technique that aims to preserve the local structure of
unsupervised data, is used to analyze and visualize high-dimensional data (Van der Maaten & Hinton,
2008). To identify the focal points of the articles, t-SNE analysis was performed using textual data collected
from the abstract and keywords of the studies, and the findings are shown in Figure 3.
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Figure 3. t-SNE analysis of abstracts and keywords of articles

According to Figure 3, there are three main clusters: green, pink, and blue. In the green cluster, which is
the largest cluster, online, proctoring, learning, students, exams, systems, and Al stand out. In addition,
security, higher education, and remote are other terms used in this cluster. It can be said that these words
emphasize proctored systems and Al in assessment and evaluation exams in online learning. In the other
cluster, pink, the concepts of assessment and evaluation, artificial intelligence, software, and technology
were prominent. In addition to these concepts, the words test, detection, and cheating were also used.
These concepts can be said that Al and software technologies are used to detect cheating in assessment and
evaluation exams. Finally, in the blue cluster, the keywords face, data, model, proctor, recognition, ethical,
privacy, and automated were prominent. It can be said that the words in this cluster can reveal the ethical and
privacy violations that automatic face recognition models may create in online proctored exams.

RQ2. Tools and Algorithms Used in AlI-SPOE Studies

Under this heading, the tools and algorithms used in the development of systems for ensuring exam integrity
in studies on AI-SPOE are mentioned. These tools and algorithms are generally used for purposes such as
authentication or image processing. These tools and algorithms are shown in Figure 4.

Tools/Algorithms

RPNow, ExamID, ExamMonitor, TRUSTID, Real Talk, Deep Speaker, YoLov3,
Inception-Resnet

Attentive-Net, Proctor Net, FaceNet, CHEESE, PyTorch, Celery,
RabbitMQ, Kaldi, Gauss Model, L2-GraftNet, Atom Search Optimisation,
Deep Speaker, Real Talk, Scikit Learn, TensorFlow, Vision API, Keras,
Django, Firebase, Electron JS, PostgreSQL, Google Voice Recognition,
Turnitin, Authenticate, Inthaiism Checker

Respondus LockDown Browser, Secure Exam Browser
Remote Desktop Protocol (RDP)

Figure 4. Tools and algorithms used in AI-SPOE



Figure 4 shows that the tools and algorithms used are grouped under three categories: authentication,
analysing suspicious behaviour, and preventing fraudulent behaviour. Biometric verification methods
such as face recognition, voice recognition, eye recognition, and fingerprint analysis are generally
used to authenticate students in online exams and to prevent impersonation behaviour. RPNow [8],
ExamID [2], and ExamMonitor [2] are the main tools used for authentication in online exams.
Similarly, TRUSTID [22] application supported by technologies such as SpeechBrain [22], and
PostgreSQL [20][22] is another application used for face and voice authentication. Real Talk [18]
and Deep Speaker [18] systems contribute to the real-time authentication of students during exams.
Finally, models such as YoLov3 [20] and Inception-Resnet [24] have been used to improve face
recognition efficiency.

In addition to authentication, it is important to analysing suspicious behaviours of students during the
exam to ensure online exam security. In this context, video and image processing tools are generally
utilized. Tools such as Attentive-Net [24], Proctor Net [26], and FaceNet [29] are among the tools used
to detect suspicious behaviour of students thanks to their eye gaze tracking, mouth movement tracking,
and head pose estimation features. Furthermore, systems such as CHEESE [32] provide contextual
analysis for cheating detection by extracting multimodal features. For video and audio processing,
tools such as PyTorch [16], Celery [22] and RabbitMQ [22] have been used. High-performance deep
learning inference optimizers such as TensorRT [16] are also integrated to process and optimize video
data. Machine learning algorithms and deep neural networks were also used to analyze student activities
during the exam and detect cheating. Models such as L2-GraftNet [10] and Atom Search Optimization
(ASO) [10] have achieved effective results in identifying and classifying exam behaviours. Machine
learning frameworks such as Scikit Learn [29], TensorFlow [16], Vision API [20], and Keras [24][25]
have facilitated the creation and implementation of neural network models. For the development of
these systems, technologies such as Django [20][22], Firebase [4], Electron JS [6], and PostgreSQL [20]
[22] were utilized.

In online exams, voice and text detection technologies are other tools used to identify suspicious
behaviours of students. These technologies have been used to detect unauthorized communication
between students during exams. Kaldi [6] and Gaussian Mixture Models (GMM) [6] have been used to
detect voice activity in online exams. The Google voice recognition API [19] was used to convert voice
inputs into text. Software such as Turnitin, Authenticate, and Inthaiism Checker [14] have been used
to detect plagiarism, especially copy-and-paste texts, within the scope of text detection technologies
[23][24]. The methods used in plagiarism detection include semantic-based and grammar-based
methods.

Another method used to ensure online exam security is to impose some restrictions to prevent students
from resorting to cheating behaviour. In this direction, lockdown browsers and network restriction tools
appear as system components used in Al-supported systems. Respondus LockDown Browser [3] and
Secure Exam Browser (SEB) [19] are tools that allow students to access only the exam tab during the
exam and restrict other applications. Remote Desktop Protocol (RDP) [23] was used to monitor network
interactions and prevent non-exam access [24].

RQ3. Methods of Ensuring Exam Integrity in AI-SPOE Studies

Under this heading, the cheating detection methods used to ensure exam integrity in the studies
conducted on AI-SPOE are included. These methods mentioned in the related studies are shown in
Figure 5.
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Figure 5. Methods for ensuring exam integrity within AI-SPOE

According to Figure 5, cheating detection methods used to ensure exam security are categorized under four
categories. These categories are named as authentication mechanisms, real-time monitoring, denial of access
to devices, and ensuring exam security. One of the first methods that exam systems proctored use to increase
the security of online exams and ensure academic integrity is authentication mechanisms. In this context,
methods such as face recognition [2][5][6][22][23][27], voice authentication [5][6][23], writing style
recognition [7][23], and biometric analysis such as fingerprint reading, eye/iris scanning [4][6][30][32][33]
are used. These systems provide functions such as face spoofing detection and authentication. Continuous
verification mechanisms focus on detecting attempts by students to take exams with fake identities or pre-
recorded images. For example, systems provide authentication by comparing live images with recorded
photos [28] and analyzing mouth movements [25][29] to detect facial forgery.

Another way to ensure exam security within AI-SPOE is to monitor student behaviour during the exam in
real time to detect abnormal behaviour and cheating attempts. Detections are based on recording video and
audio streams [19] and using advanced algorithms to detect cheating attempts [4]. In cheating detection,
Al analyzes students’ behavioural indicators such as eye movements [20][25][26][30][33], head positions
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[33], emotion detection [29] and body posture [30][31]. For example, eye gaze tracking [33] monitors the
degree to which students focus on the exam, while head position analysis evaluates students” attention to the
environment. By extracting multimodal features such as facial and behavioural analysis, the systems identify
abnormal events to flag suspicious situations. For example, micro-expressions and gesture analysis are used
to detect abnormal movements. The system flags unusual sounds and light changes as suspicious activities.

Another method used by Al-powered proctored systems to identify abnormal and fraudulent behaviour
is environmental monitoring to detect other people in the environment or unauthorized device use.
360-degree camera images [18][20][23][26][27][28], microphone and desktop screen recordings are used
to monitor students’ exam environment. By analyzing the captured video footage and ambient sounds,
the system can identify situations where another person can help the student off-screen. Speech analysis,
phone usage detection [29], and active window tracking are used to detect violations such as the use of
unauthorized devices or materials. Furthermore, lockdown scanners and network connection limitations
increase the security of the exam process by preventing students from accessing external resources during
the exam. Again, Al-powered software monitors the students keyboard input, screen activities, and voice
communications. Keyboard sniffer programs [4][8][21] can detect unauthorized access attempts during the
exam.

Finally, another method used to ensure online exam integrity is to increase exam security. In general,
advanced technologies such as blockchain-based systems [3] are used for data security. At the same time,
institutions adopt a multi-layered approach to minimize cheating attempts by implementing high-quality
exam design [14], randomized question ordering [24], and adaptive examination methods [14]. Moreover,
plagiarism prevention software [24] and automated Al-based proctored systems are deployed to protect
academic integrity

RQ4. Problems/Challenges in AI-SPOE Studies

The problems encountered in the studies examined within the scope of AI-SPOE were analyzed. The findings
are given in Figure 6.

© Technical Problems

/Algomhm limitation and bias

Delay in exam evaluations

pdate and system optimisation needs
Low availability

Having a complex structure

e Lack of Knowledge and
Skills

Problems Encountered

Psychological Problems

Restricted environmental conditions
Insufficient hardware capacity

Problems with the Internet

_[ Lack of skills

Low digital literacy

Increasing test anxiety

Constant feeling of being watched
Anxiety of being misunderstood
Increased anxiety

Damage to trust

Data privacy concerns

Concern about breach of privacy

© Access Problems
t Socioeconomic injustice
Lack of equal access

Neglect of cultural differences

9 IntEgratiOn Problems { Neglect of pedagogical approaches

Neglecting the need for innovative systems

Figure 6. Issues/challenges in AI-SPOE implementations
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Figure 6 shows that the problems encountered are grouped under five categories: technical problems, lack
of knowledge and skills, psychological problems, access problems, and integration problems. Technical
problems experienced by both students and faculty members are the first of the major criticisms expressed
against these systems. Face recognition errors [3] in these systems cause students to experience difficulties in
the authentication process and this raises concerns about digital proctored. Similarly, limited environmental
conditions such as low light and loud noise [2][17][23][30][32] and insufficient hardware capacity for the
devices used in online exams [3][4][5][23][26][30] increase the error rates of the systems [4][6]. Internet-
related interruptions or quota problems are among other technical problems [4][5][6][19][23][26]. In
addition, while the use of much hardware together creates a complex structure [3][7][17]1[19][23][26], this
situation brings the perception of low usability [19] to the forefront. Another consequence of this situation is
the need for updates and system improvements [21]. Again, because of the technical limitations mentioned
above [11][19][21][28][31], it can be mentioned that image quality decreases and exam evaluations are
delayed. The significant delay in reporting times [2] negatively affects the grading and feedback process.

Other technical problems include concerns about algorithm limitation and biases. These limitations reduce
the cheating resilience of the systems [2][7]. This can lead to false cheating detections, resulting in questioning
of students who do not engage in cheating behaviour [19][21][28][29]. Al-based proctored systems can
disproportionately affect certain groups, such as students of color and women, especially due to biases in
facial recognition algorithms [30]. The false flagging of students with darker skin tones has demonstrated
the discriminatory potential of such software. This highlights the need to consider both socioeconomic
differences and the diversity of the datasets used in training the systems.

Within the second category, lack of skills and low digital literacy levels are expressed as the problems
encountered [9][16][24][26]. This situation may cause individuals not to use digital technologies effectively
and not to analyze the information they may encounter in the online environment correctly. In addition,
lack of skills and low digital literacy levels may increase student anxiety during the use of these complex

systems [9][16][24][26].

Another problem encountered in studies on AI-SPOE is the negative psychological impact of proctored systems
on students. Proctored systems can increase students” test anxiety and cause a decrease in their performance
[1][5][15][21][31]. Students may have difhiculty focusing on the test due to the feeling of being constantly
monitored [5][7][11][27]. Again, the anxiety of not being misunderstood restricts students’ movements [4].
This situation reflects negatively on exam results [5][7][8][11]. In addition, perceptions about the reliability
of technology directly affect students’ trust and overall satisfaction with these systems. In particular, the
lack of transparency about the reliability and fair functioning of these systems can undermine trust between
educational institutions and students [9][27]. Other negative pragmatic effects include concerns about data
confidentiality and privacy [2][9][13][15][17][21][23]. In addition, the implementation of technologies
such as biometric recognition and behaviour analysis has strengthened the perception of privacy violations
among students.

In the implementation of proctored technologies, issues of equal access and socioeconomic justice have
been frequently raised. Internet connectivity problems, low hardware capacity, and high costs have created
significant barriers, especially for disadvantaged groups [4][5][14][23].

The last category under this heading is integration problems. The integration of technology into educational
processes involves neglecting cultural differences, pedagogical approaches and innovative systems [7][19].
This can damage student-teacher relationships in the long run and lead to mistrust in the educational
environment. Most importantly, a focus on preventing cheating through Al detection can lead to a narrow
view of assessment, neglecting the need for innovative processes and systems that measure learning more
effectively. There is a risk that the use of detection tools can reinforce entrenched power dynamics and
decision-making norms in educational systems [27].

RQ5. Recommendations for the Future of AI-SPOE Systems

The recommendations in the studies examined within the scope of AI-SPOE were analyzed. The results of
the analysis are given as categories and codes in Figure 7.
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Recommendations for Educational
Environments

Alternative assessment methods should be used

GE Al-supported systems should be used
Students should be given the freedom to choose different assessment tools.
Improving the user experience.

@ Recommendations for Developers Development of algorithms.

- Development of existing systems.

Recommendations for Researchers

Recommendations {— More large-scale and long-term research should be conducted.

- Comprehensive studies should be conducted in different educational contexts.

~ Ethical and confidentiality principles must be observed.

t— The principles of trust, autonomy, concern, and fairness must be observed

t— Transparent management processes should be established.
Recommendations for Decision |- Stakeholder views should be taken into account.

" Makers I~ Human-centered approaches should be prioritized

|- Palicies to encourage student success should be developed

|- Assessments should be organized according to pedagogical approaches.

*— Make it accessible for everyone.

Figure 7. Recommendations for AI-SPOE

When Figure 7 is analyzed, four categories were formed under the recommendations heading: recommendations
for educational environments, recommendations for developers, recommendations for researchers, and
recommendations for decision-makers. Firstly, it is suggested that Al-supported systems can be used to ensure
online exam security for educational environments [4][14][15][16][18][20][23][24][25][28]. However,
educatorsshould work onalternative assessment methods to complement the limitations of proctored technologies
[11][15][27]. Methods such as project-based assessments, oral exams, and grading student participation can
reduce cheating while providing more meaningful learning opportunities [5][6]. Giving students the freedom
to choose different assessment tools instead of exams can reduce anxiety and increase motivation.

In these studies, three main recommendations for system developers were mentioned. The first one is to improve
the user experience. To use proctored exam systems effectively, it is recommended to organize comprehensive
training programs for faculty members and students [2][4][13][18][20][21][26]. To improve the user
experience, systems should aim to include non-intrusive authentication methods and reduce privacy concerns
related to the use of biometric technologies. In addition, collecting regular feedback from students and faculty
members is important for both technical improvements and increasing satisfaction [8][20][25][26][27][29].
Other suggestions for system developers are the need for technical improvement of algorithms and existing
systems. Continuous improvements to increase the accuracy of Al and machine learning algorithms in proctored
technologies are recommended in this context [2][5][17][19][22][25]. It has been stated that algorithms used
in face recognition, behaviour analysis, and fraud detection should be trained with larger and more diverse
datasets [28][29][30][32]. In addition, solutions that can adapt to low hardware capacities should be developed
to increase the accessibility of examination platforms. It is also recommended to develop and implement hybrid
models that combine Al and human supervision in proctoring systems [6][7][13][19][25][28]. These models
can reduce false positive markings and address ethical concerns about students. Hybrid systems can provide
higher accuracy in cheating detection through human and machine collaboration. Finally, the integration of
new technologies such as blockchain can help improve data security and the integrity of exams [3].

In the studies conducted for AI-SPOEs, it is recommended that clear guidelines regarding the ethics and
confidentiality of online proctored technologies should be set for decision-makers [3][5][6][7][11][15]
[26]. Within the scope of collaboration between stakeholders, transparent management processes should be
established to increase trust, especially between students and educators, and stakeholders” perspectives should
be considered [9][13][23][27]. In addition to online proctored technologies, human-centered approaches
should be prioritized in learning and assessment processes. Policies should be developed to use technology
not only to prevent cheating but also as a tool to promote student achievement [7][8][13]. Finally, the use of
proctored systems should be made accessible to all [4][5][6][16][21][29]. Steps should be taken to address

the disadvantages of students with limited access to basic resources such as hardware and internet access.

Recommendations for researchers include conducting more large-scale and long-term research to measure
the effects of proctored systems and improve future practices. Issues such as academic integrity, pedagogical
effects [15], student satisfaction, and reliability of systems should be comprehensively examined in different

educational contexts [2][3][5][10][19][27][31].
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DISCUSSION

The study aims to provide an in-depth understanding of the conceptual structure of research on AI-SPOEs.
For this purpose, 32 related studies in Web of Science and Scopus databases were analyzed with Systematic
Literature Review. Within the scope of the analysis, keywords used, tools and algorithms used, problems
encountered, methods of ensuring exam integrity, and recommendations were examined.

AI-SPOE authentication uses different tools and algorithms to detect suspicious behaviour and prevent
fraudulent behaviour. Tools such as TRUSTID, Proctorlock, ProctorU, ExamID/ExamMonitor can
authenticate students by analyzing their unique biometric characteristics (face, voice, eye, fingerprint, etc.)
to increase exam security. It is known that such low-cost and fast response (Zimik & Keishing, 2021)
authentication methods, especially face recognition algorithms (Abu-Ein & Masadeh, 2023; Haliassos et al.,
2021; Mazaheri & Roy-Chowdhury, 2022), are effectively used in educational environments (Tanwar et al.,
2019). Tools and algorithms such as CHEESE, Atentive Net, PyTorch face recognition model, RetinaFace,
and Proctor Net can monitor student behaviour during exams and identify suspicious behaviour. Camera-
based tracking and posture analysis is another widely used method for detecting cheating behaviours,
especially during exam processes (Dilini et al., 2021; Samir et al., 2021). Multimodal analysis of different
indicators such as head position, object detection, and eye movements together provide high accuracy rates in
cheating detection (Abozaid & Atia, 2022). Finally, applications such as Respendus Lock Down Browser and
Remote Desktop Protocol (RDP) restrict networks and browsers, preventing students from unauthorized
access to devices and resources.

In AI-SPOEs, exam integrity is ensured through authentication, real-time monitoring, blocking access to
devices and resources, and strategies to enhance exam security. It is noteworthy that these strategies are
in line with the tools used and their intended use. As mentioned before, these systems can authenticate
students by analyzing their unique biometric characteristics (face, voice, eyes, fingerprints, etc.). In this way,
impersonation behaviour can be prevented, and exam integrity can be ensured. In addition, Al-supported
software that analyzes keyboard input can examine behavioural data such as typing speed, editing habits,
and writing style of students and use these analyses in authentication processes (Juola et al., 2013). Studies
empbhasize that biometric verification improves exam integrity, reduces reliance on passwords, and provides a
reliable solution to authentication problems (Al Rousan & Intrigila, 2020; Sudar et al., 2019).

Another strategy Al-enabled systems use to ensure exam integrity is real-time monitoring. By monitoring
eye movements and head positions during the exam, they can detect behavioural anomalies and potential
cheating attempts. These technologies, which also detect the presence of other people in the room, make
it possible to detect potential violations and intervene immediately (Irfan et al., 2021). With the help of
360-degree camera images, microphones, and screen recordings, fraudulent behaviour in online exams can
be detected and prevented (Satre et al., 2023). In the literature, Nabil et al. (2022) and Kamalov et al. (2021)
demonstrated the potential of deep learning models to increase exam integrity by monitoring students’
movements and focus of attention. These studies emphasize the importance of innovative technology-
supported approaches in ensuring exam integrity. For example, studies on speech analytics have shown that
this technology is an effective tool for identifying people’s emotional states from their speech or analyzing
their behaviour (Bekmanova et al., 2022).

In online exams, another strategy used to increase exam integrity is the restriction of access to devices
and resources. Locking scanners and network connection limitation tools aim to reduce the likelihood of
cheating by restricting students’ access to external resources during the exam. Monitoring screen activity also
detects actions that may be intended for cheating (Tweissi et al., 2022). Research shows that these measures
contribute to exam integrity (Slusky, 2020). However, some negative effects of the implementation of these
technologies are also mentioned. It is known that the use of these tools can increase students’ stress levels and
cause more technical problems (Ruzgar & Chua-Chow, 2023).

Five main problems arise in AI-SPOE implementations. These problems are technical, lack of skills, negative
psychological effects, equal access problems, and integration problems. Within the scope of technical
problems, face recognition errors come first. This affects both the reliability and acceprability of the system
(Yusuf et al., 2022). Problems such as low light conditions and ambient sounds are among the main factors
that reduce the effectiveness of authentication algorithms (Zarkasyi et al., 2020). Connection interruptions
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and limited hardware capacities are also cited as other reasons for this situation (Green et al., 2021; Kharb
& Chahal, 2023). Algorithmic biases and discrimination appear as another technical problem. Biases in
face recognition algorithms disproportionately affect certain demographic groups, resulting in higher error
rates for individuals with darker skin tones (Ntoutsi et al., 2020). The main reason for this situation, which
has the potential to increase discrimination risks, is the lack of diversity in the data sets used (Jain &
Menon, 2023). The fact that data sets predominantly include only certain demographic groups limits the
generalization capacity of models and prevents them from producing egalitarian results (Roselli et al., 2019).

One of the major problems encountered in the implementation of AI-SPOE:s is the negative psychological
effects of the system on students. There are criticisms that the systems increase students’ anxiety and worry
while decreasing student performance (Wecks et al., 2024). One of the main reasons for this is that students
feel that they are constantly being watched and cannot move too much to avoid being misunderstood
(Langenfeld, 2020; Sinha et al., 2020). In addition, the constant monitoring situation increases the anxiety
level in students and negatively affects exam performance, while it can damage student-teacher relationships
and the trust environment (Birnhack & Perry-Hazan, 2020). These systems used in education not only
provide security but also create a “sense of constant proctored” that aims to control student behaviour. This
leads students to change the way they write and speak (Dawson, 2002). Moreover, lack of skills and low
levels of digital literacy are other problems encountered in the implementation of AI-SPOEs. This situation
causes individuals to be unable to use digital technologies effectively and analyze the information they may
encounter in the online environment correctly. Apart from these, lack of skills and low digital literacy levels
are other factors that increase student anxiety during the use of these complex systems (Jacobs & Mncube,
2023; Tejaswi et al., 2023).

Another problem encountered in the implementation of AI-SPOE:s is the issue of equal access. While effective
use of these technologies often requires costly hardware and strong internet connections, these requirements
can create significant barriers for disadvantaged groups (Cecchini & Scott, 2003; Mossberger et al., 2012).
For example, low-income households have difficulty accessing the necessary technological infrastructure,
limiting participation in education and other digital services (Van Dijk, 2020). Lack of internet connectivity
is a major problem, especially for individuals living in rural areas (Yaacoub & Alouini, 2020). Moreover,
the high costs of proctored technologies create a financial burden for organizations with limited resources,
such as schools and public institutions, which further limits the opportunities for disadvantaged groups to
benefit from digital equality and deepens socioeconomic injustices (White & Black, 2022). In this context,
policies should be developed both to overcome infrastructure deficiencies and to reduce the costs of these
technologies in the dissemination of proctored technologies.

As a result, the problems experienced in AI-SPOE applications can be summarized as technical glitches,
psychological effects, equal access difficulties and digital skills deficiencies. In solving technical problems,
it is important to train algorithms with inclusive data sets and develop technologies that are sensitive to
environmental conditions. To reduce psychological impacts, user-friendly, less intrusive designs and practices
that foster an environment of trust should be adopted. Equal access problems can be addressed through
low-cost technological solutions and investments in internet access in rural areas. In addition, training
programs and information activities should be carried out to increase digital literacy levels. Overcoming
these challenges requires addressing both technical and social dimensions through multifaceted strategies. In
this context, ensuring a user-friendly interface and supporting learner autonomy—as emphasized in distance
education textbook criteria—can enhance the pedagogical quality of such systems (Yavuz et al., 2020).
Moreover, integrating designs that foster social presence can mitigate the ‘cold” surveillance effect of Al,
reducing transactional distance and creating a more humanized learning environment (Yavuz et al., 2025).

The AI-SPOEs recommend that policies on student privacy and ethical values should be clearly articulated
for decision-makers. In particular, the proliferation of video proctored systems raises serious concerns
that threaten students’ privacy rights. Studies emphasize that proctored technologies lead to violations of
children’s data privacy and therefore human rights should be protected (Karagianni & Papakonstantinou,
2022). Moreover, the implementation of current practices without considering ethical and legal frameworks
leads to a disruption of the balance between privacy and security. This is particularly evident in the use
of video-proctored systems (Nagpal & Chaturvedi, 2016). These findings suggest that privacy and ethical
principles must be considered in the implementation of proctored technologies in education. It has also been
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reported that online exam environments affect students’ exam experiences and satisfaction (Henderson et
al., 2022). Therefore, for the effective use of these technologies, it is important not only to focus on exam
security but also to take supportive measures to improve students’ experiences.

For AI-SPOE developers, algorithmic discrimination can impede social progress by reinforcing social
inequalities and emphasizing the need for a wider diversity in data sets to create a fair system (Introna
& Wood, 2004). In this context, ethical and legal principles should play a central role in the design and
implementation of AI-SPOEs, and transparency and oversight mechanisms should be developed to identify
and address biases (Varona & Suarez, 2022). All these elements are critical for AI-SPOE:s to function in a
fair, impartial, and credible manner.

For educational environments, hybrid proctored models are proposed to evaluate suspicious behaviour with
the collaboration of Al and human observers. There is a growing interest in the effectiveness of this method
in online exam security (Tweissi et al., 2022). While Al can quickly and systematically analyze large amounts
of data such as keyboard input, facial expressions, voice communication, and screen activity (Juola et al.,
2013), human observers are involved in assessing more complex or contextual situations. This is especially
critical for Al-enabled systems to improve the accuracy and reliability of the assessment by weeding out false
positives and negatives (Potluri & Sistla, 2022).

Finally, the future of AI-SPOE may be reshaped by innovative technologies such as explainable artificial
intelligence (XAI), adaptive testing systems and learning analytics. Explainable Al can provide trust and
accountability by increasing the transparency of system decisions (Gunning & Aha, 2019). Adaptive tests
can offer more accurate and individualized measurement by dynamically adjusting the question level based
on student performance (van der Linden & Glas, 2000). Learning analytics integration makes it possible to
monitor not only achievement but also the learning process (Ifenthaler & Yau, 2020). Moreover, monitoring
emotional states during an exam can support the assessment process from a cognitive and affective perspective
(Picard, 1997). The use of these technologies in line with ethical principles will increase the social acceptance
of these systems (Floridi & Cowls, 2019).

LIMITATIONS

Although this review adheres to a systematic process and incorporates text mining techniques to enhance the
breadth of findings, several limitations should be noted. First, the search was confined to English-language and
open-access publications within two databases (Scopus and Web of Science), potentially excluding relevant
studies published in other languages or housed in other databases. Second, while text mining tools provided a
robust overview of prevailing themes, these methods may inadvertently overlook context-specific nuances not
captured by keyword frequency. Third, despite efforts to ensure reliability through multiple coders, the subjective
nature of content analysis may still introduce interpretive bias. Finally, given the pace of Al development, it is
possible that rapidly emerging technologies and newly published articles were not captured in the study’s time
frame. Future research could expand the search across additional databases, include non-English sources, and
employ longitudinal approaches to assess how Al-supported proctored exam technologies evolve over time.

CONCLUSION AND IMPLICATIONS

This study comprehensively examined the use and impact of AI-SPOE in educational processes. The findings
obtained through a systematic literature review show that AI-SPOE systems offer significant opportunities
in terms of exam security and academic integrity. Technologies such as facial recognition, voice analysis,
and behaviour tracking have been shown to provide high accuracy in authentication and cheating detection
processes. However, the technical challenges, ethical issues, and algorithmic biases encountered in the
implementation of these systems stand out as important issues that need to be resolved.

While students and lecturers appreciated the security and accessibility advantages of such systems, they
also emphasized negative aspects such as privacy concerns and psychological effects. Privacy violations
during the monitoring of exam environments and the possibility of systems producing false results hurt the
acceptability of these technologies. Furthermore, socioeconomic inequalities and technological access issues
make it difficult to implement AI-SPOE systems equitably.
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The findings suggest that transparency in technology design, use of diverse data sets, and ethical guidance
should be prioritized to make AI-SPOE systems more inclusive and fairer. Alternative assessment methods
are recommended to be considered as a complementary approach to the limitations of proctored exams.
Finally, the development of guidance programs for students and instructors in the integration of AI-SPOE
into educational processes is critical to improve the user experience and increase trust. Finally, this study
provides important insights on the role and impact of AI-SPOE technologies in educational settings and
constitutes a valuable resource to guide policymakers, educators, and technology developers.
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