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Mustafa Akpinar, Rising technology generates an increasing data flow on the internet by the day. Specific security systems
Higher Colleges of Technology are crucial for managing this growing data traffic. One such security system is the firewall used in Turkey
mustafakpinar@gmail.com Maritime Enterprises Inc. (TME). All TME internet traffic is controlled by a security firewall that operates

within existing rules and regulations. The security firewall produces output based on traffic categorized as
“allowed” or “blocked.” This study collected log records from the firewall on five different days to create
datasets. Twenty-six variables were extracted from the firewall logs, excluding the output. The study aimed
to identify the most significant parameters impacting the output using linear regression (LR) and principal
component analysis (PCA). The analysis identified mutually influential log variables affecting the output
using two methods. After, the initial dataset with 26 variables and a reduced dataset with six variables were
used to predict output using the artificial neural network (ANN) for five datasets. The prediction accuracy
and precision ranges were between 85% and 88% and 92% and 98%, respectively. The F1-score showed
results between 89% and 92% in addition to accuracy and precision. ML and PCA methods successfully
identified crucial variables for estimating output and reduced the number of variables from 26 to 5.
Moreover, it was noted that the ANN could accurately determine whether firewall traffic would be blocked
or allowed based on the reduced datasets. Reducing the feature space from 26 to 6 variables identified via
MLR+PCA improved ANN performance across hours, indicating that compact, interpretable inputs can
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1. Introduction

With the advancement of Information Technologies, internet traffic has significantly increased due to the vast amount of
data. While internet usage serves various purposes, including corporate needs, malicious actors can exploit existing systems
for vulnerabilities or weaknesses in end-user security. These vulnerabilities can lead to system compromise or encryption,
posing significant cybersecurity threats.

The surge in internet traffic and the continuous rise in cyber threats have necessitated the use of a security mechanism to
control systems [1]. These cyber threats demand the deployment of Intrusion Detection Systems (IDS) and Intrusion
Prevention Systems (IPS). These systems are utilized to prevent cyberattacks and vulnerabilities. However, relying solely on
systems like IDS and IPS is insufficient. Additional security measures may involve the use of end-user antivirus software, as
well as ensuring the security of incoming/outgoing emails through anti-spam or mail-gateway solutions, to prevent potentially
harmful links or executable programs. Security products, such as Security Information and Event Management (SIEM) tools,
are also employed for easy anomaly detection and to generate alerts for system administrators or end-users.

Turkey Maritime Enterprises Inc. (TME) manages all its internet traffic for end-users, and the system passes through the
security firewall. TME also operates two additional locations connected to the main center. The security connections between
these locations and the main center are facilitated via IPSec connections, where the internet access for these locations is
routed through the security firewall at the main center. Additionally, the organization is part of KamuNet, a closed virtual
network for government institutions. If provided via KamuNet by government institutions, services acquired from external
sources are accessed through KamuNet. TME also offers services on KamuNet, and services obtained from the internet via
KamuNet are accessed through it.
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The institution’s security firewall logs are employed for all internet traffic. According to Law No. 5651, published in the
Official Gazette on May 23, 2007, these logging procedures are mandatory for hosting and access providers [2]. These logs
are signed with a timestamp in accordance with Law No. 5651, ensuring their unalterability and non-repudiation. Required
fields within these logs include Internet Protocol (IP) and Medium Access Control (MAC) addresses.

Internet traffic is regulated through rules defined by the institution via the security firewall. These rules are customized by
default according to the institution’s requirements. Security profiles, such as Web Filter, Application Filter, and Domain
Name System (DNS) Filter, are established, and options are selected to ensure that traffic is filtered according to these security
profiles. For instance, within the institution’s security rules, all traffic containing “Social Media,” “Hacking,” “Illegal,”
“Proxy,” “Terrorism,” or “Pornography” content from the local network to the internet is blocked, while other content is
allowed. The security firewall also logs IPsec traffic between the main center and connected locations, Secure Sockets Layer
Virtual Private Network (SSL VPN) traffic, and KamuNet traffic. The mentioned traffic is segmented and logged into specific
sections by the firewall. Each log’s traffic on the firewall is parsed into a total of 219 fields. Many of these fields are often
empty. Based on the type of traffic (i.e., web, application, VPN), some fields within the logs are populated while others
remain empty.

2. Literature Review

An internet security system automatically controls incoming and outgoing internet traffic through a predefined set of rules.
Machine learning algorithms are used to analyze traffic on the firewall and manage internet traffic based on the results. Al-
Behadili (2021) controlled the firewall traffic using a Decision Tree classification algorithm [1]. This study conducted a
detailed analysis to classify daily firewall access. The results obtained were compared to assess the performance of the
Decision Tree algorithm. The Decision Tree algorithm was found to be the most successful in terms of classification accuracy
when compared with DVM, ANN, Multi-classifier, and other machine learning algorithms. Performance evaluation was also
conducted using common metrics like classification error, Kappa Statistic, F-measure, and Mean Absolute Error. The results
demonstrated that the Decision Tree algorithm outperformed all other algorithms in terms of various performance metrics for
firewall activities.

It is challenging for a system administrator to observe how accurately the rules established through the firewall are enforced,
whether any rules are losing significance, or if there exist rules among them that might create security vulnerabilities. In
reference [3], an attempt was made to determine the effectiveness of an analysis study based on classifying firewall logs
using machine learning methods. In this study, 5,000,000 log lines were examined, 17 firewall log fields were extracted, and
six different algorithms were utilized. The algorithms used were HyperPipes, Decision Table, ZeroR, Naive Bayes, IBK (-
kNN), and OneR. Ultimately, when considering Correctly Classified Instances, Kappa, and Root Mean Squared Error values,
it was observed that the 1Bk algorithm ranked first with a high score, followed by the Decision Table algorithm. According
to the F-score results provided by the IBk algorithm, it was noted that the Policy IDs of the firewall rules required
reconsideration.

Understanding how software and hardware were utilized for system and information security can be maintained and discussed
by Akbas [4]. It is paramount in ensuring system security. Log records are essential components of a system, and it is
highlighted that logs collected from various network devices can be analyzed in multiple fields using today’s technology.
Log data collected from operating systems, applications such as DHCP, security firewalls, network devices, emails, and
databases can be maintained. Time information is crucial in collecting logs, hence the necessity of operational NTP services.
Besides log management, the importance of Security Information Event Management (SIEM) software has also been
emphasized.

Another study aimed to efficiently create security firewall rules in a system [5]. Security firewalls can be attributed to security
vulnerabilities or incorrect system functioning. Solutions were proposed to address configuration-related issues such as
incorrectly structured firewall rules, repetition of similar rules, or missing rules.

A recent study on classifying firewall logs aimed to identify key features that influence network traffic [6]. The dataset log
was retrieved from a firewall with 1,048,576 data points from 10 days. Logs were classified and analyzed using artificial
intelligence and deep learning methods. Aljabri et al. conducted two experiments in their study. The first used 11 features
from firewall log fields, and the second added application and category fields, resulting in a total of 13 features. The logs’
“action” results of “deny,” “allow,” “drop,” and “Reset-Both” were utilized. Since the lowest category of the results is
“Deny,” the remaining categories were undersampled. Various algorithms were executed, including KKN, NB, RF, J48, and
ANN. The Random Forest algorithm yielded the best results, achieving 99.11% accuracy in the first experiment and 99.64%
in the second, based on the number of correctly classified instances.

The firewall actions differ for each packet it receives. Similar to [6], al Haija et al. employed similar firewall actions, such as
“Allow,” “Deny,” or “Drop/Reset,” for incoming and outgoing network traffic based on predefined rules [7]. It aimed to
present an intelligent classification model that accurately classifies decisions made by the firewall using machine learning
methods [7]. Shallow Neural Network (SNN) and Optimizable Decision Tree (ODT) algorithms were used. The dataset used
in the study was obtained from the logs of Firat University’s firewall device, which consisted of 11 result-producing log
fields. The dataset was divided into 15% validation, 15% test, and 70% training. Since the “Reset-Both” category had minimal
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records, it was merged with the “Drop” category. According to the classification results, SNN and ODT accuracies were
98.50% and 99.8%, respectively. Ertam and Kaya used the same dataset to estimate classification using a support vector
machine (SVM) in their study [8]. They observed which kernel function yielded more effective results on classification. To
reach this conclusion, they looked at F1, Precision, and Recall value results. The best recall value of 98.5% was achieved
using the Sigmoid function for classification. The linear function classification observed the highest precision value of
67.75%. The best F1 score of 76.4% was obtained using the RBF function for classification. Both precision and recall values
were significantly lower than the other if the polynomial kernel functions were used. The average values of precision, recall,
and F1 scores showed that RBF classifications were the most optimal. Al-Tarawneh and Bani-Salameh analyzed the log
records of the same dataset of Firat University’s security firewall device. They used K-Nearest Neighbors (KNN), Random
Forest (RF), and Deep Neural Network (DNN) classifiers [9]. Comparisons were conducted by evaluating the classifier’s
performance using accuracy, recall, precision, and F1-score metrics. The Random Forest algorithm selected the best features
according to the analysis results.

Anomaly detection is another common topic in computer networks [10-12]. Website anomaly detection is one type of it [10],
and the authors employed the Negative Selection algorithm, which belongs to the Artificial Immune System (AIS) [10]. The
Yahoo Webscope S5 dataset encompassed abnormal and normal result-producing data traffic. The dataset comprised four
different classes with 367 time series signal patterns. These signal patterns contained 1500 data segments, totaling 5,050,000
data points. Seven experiments were conducted, resulting in a range of 93.18% to 98.33%. The average correct classification
rate for all experiments was 94.30%. It was concluded from the experiments that the negative selection algorithm of AIS
could be used to detect anomalies in web traffic.

Sahin developed a security firewall for the application layer and classification algorithms to visualize the accuracy [13]. The
open-source CSIC 2010 HTTP dataset comprised Post, Get, and Put requests in traffic. Their accuracy values were calculated,
an attribute table was formed, and classification procedures were conducted. The dataset was divided into training and test
sets with a 70:30 ratio. The C4.5 decision tree algorithm yielded the highest accuracy at 96.26%. However, the comparable
results achieved by other algorithms suggest that the key to success lies more in the effective selection of attributes rather
than the specific choice of algorithm.

A machine learning model was trained using Deep Neural Networks (DNN), which was trained using the dataset obtained
from the internet security firewall of the UCI Machine Learning Center [14]. Eleven features were used, and a model was
generalized due to the dataset’s imbalance. K-fold cross-validation was applied to regularize the model, preventing overfitting
[14]. The accuracy of 94.49% with test data and 95.81% with training data demonstrated better performance than similar
studies.

Web Application Firewalls (WAFs) protect web applications from various types of attacks. Signature-based approaches are
defended against threats by blocking malicious traffic with application-specific rules [15]. However, these approaches may
become vulnerable to unexpected threats, such as zero-day attacks. Machine learning-based WAFs are more flexible and
adaptable than traditional methods, producing fewer false positives and negatives. Studies in the literature have shown that
this new approach is particularly effective against zero-day attacks. Therefore, employing machine learning-based approaches
in WAFs might offer a more effective defense mechanism against existing and unexpected attacks. However, it is worth
noting that current research is limited in determining the effectiveness of this new approach against attack types targeting
web applications.

Institutions” security policies are implemented as security firewall rules. Any abnormalities in these rules can lead to security
vulnerabilities. In cases where networks are extensive and rules are complex, the manual inspection might be insufficient,
making it difficult to detect abnormalities. Ucar and Ozhan proposed an automatic model based on machine learning and
high-performance computing methods to detect abnormalities in security firewall rules [16]. For this purpose, security
firewall records were analyzed, and the extracted features were evaluated using machine learning classification algorithms,
including Naive Bayes, k-Nearest Neighbor (kKNN), Decision Tree, and HyperPipes. F-Measure was used for performance
evaluation. In experiments, KNN showed the best performance. Subsequently, a model based on the F-Measure distribution
was predicted. This model analyzed 93 security firewall rules and predicted six rules as anomalies. It is observed that machine
learning methods can automatically analyze large-scale log files and detect abnormalities in security firewall rules.

The model presented by Kulyadi et al. aimed to understand normal behaviors by learning the relationships and complex
structures between messages recorded by the firewall over time [17]. A Generative Adversarial Network (GAN) model was
introduced to detect anomalies in time series data. Various anomaly detection techniques were applied based on the normal
behavior model that was obtained. Reconstruction errors were calculated using cosine similarity, and two different encoding
techniques were presented to feed these data. Experimental results showed that using both encoding techniques, the GAN
model outperformed the autoregressive integrated moving average (ARIMA) and long short-term memory (LSTM) models.

A model recommended using machine learning techniques to detect web attacks for WAFs [18], focusing on general and
comprehensive features extracted from HTTP requests to address deficiencies. These features were calculated using four
different datasets: CSIC 2010, HTTPParams 2015, a hybrid dataset (combining CSIC 2010 and HTTPParams), and logs from
a compromised web server. Basic and extracted features were combined to classify normal and abnormal requests using
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Logistic Regression, Decision Tree, and Naive Bayes algorithms. The proposed model achieved a classification accuracy of
99.6% with standard datasets and 98.8% with real web server datasets. The effectiveness of machine learning-based methods
in web application firewalls has been demonstrated.

Our study utilizes a dataset from TME firewalls to identify the most influential parameters affecting network traffic,
employing multiple linear regression (MLR) and principal component analysis (PCA). The study's second phase shows how
it could affect the accuracy of estimations of firewall rules using evaluation metrics. We have two hypotheses in this study:

H1: Applying MLR+PCA feature selection yields higher ANN performance than training on all 26 variables.
H2: Reduced models are less prone to specificity degradation across hours than full-feature models.
3. Materials and Methods

The ability of information systems to learn from data and utilize these learnings to fulfill requested tasks or enhance problem-
solving capabilities represents a branch of artificial intelligence.

In the digitized world, the utilization of concepts such as cybersecurity, the internet of things (10T), big data, cloud computing,
artificial intelligence, and machine learning has increased [19]. With the advancement of the digital world, there has also
been a significant surge in data produced. Based on life experiences and acquired knowledge, humans can make specific
predictions. However, in situations where humans make predictions, emotions often influence decisions, making it
challenging to make genuinely objective decisions. Moreover, individuals may miss specific details in data-rich scenarios,
leading to erroneous decisions [19]. Machine learning methods are employed to derive meaningful insights from acquired
data.

Supervised Machine Learning reflects an algorithm’s ability to generalize information derived from existing labeled or target-
oriented data. In this context, the algorithm predicts new, unlabeled data [20]. The primary objective of supervised learning
is for any model to analyze its data first and then generate the best-matching outputs for other data. Initially, the algorithm
necessitates a labeled dataset for training. Subsequently, a model is constructed, trained, and validated with a separate dataset.
Its performance is measured using the obtained results. In this study, the Artificial Neural Network algorithm was utilized.

Unsupervised machine learning is a method used to determine patterns and relationships within data. Unsupervised machine
learning algorithms aim to understand the structures of datasets and explore them without the need for labels or outcome
variables in the data. Unsupervised machine learning algorithms, commonly known as clustering algorithms, do not require
knowledge of class labels for any data because they compute similarities among dataset elements and then partition the dataset
into various segments, called clusters, based on these similarities [21].

The study used MLR and ANN, supervised learning algorithms, and PCA, an unsupervised learning algorithm. Details
regarding these algorithms are provided below.

During the data preprocessing stage, as detailed in Section 4, the study, MLR, and PCA algorithms were applied to determine
which parameters (variables) in the datasets had the most significant influence.

3.1. Multiple linear regression

Multiple linear regression (MLR) is a statistical method used to model the relationship between a dependent variable and one
or more independent variables. The objective of MLR is to model the linear relationship between the independent variables—
‘x’s—and the dependent variable ‘y’ [22].

The MLR quantitatively measures the impact of each independent variable on the dependent variables. The coefficient of
each variable represents the effect of the corresponding feature on the dependent variable. Models are created using equations
that express the relationships between coefficients and independent variables.

Various methods and criteria were employed to create models for MLR. The methods used include forward selection,
backward elimination, and stepwise selection models. Information criteria, such as the Akaike Information Criterion (AIC),
Schwarz Bayesian Criterion (SBC), and R-squared criterion, were used [23,24].

3.2. Artificial neural network

It is a mathematical model inspired by the human brain [9]. ANNs rely on their ability to adapt to changing situations by
adjusting their weight and learning from experiences. Artificial neurons are organized in layers. These layers consist of a
series of neurons performing similar functions. Input, output, and hidden layers are the types of these layers [25].

Foran ANN to be capable of learning weights and making generalizations on data, it must first be trained. Training is achieved
by the method known as backpropagation, where errors in the output are propagated backward to update the weights. This
flexible structure enhances the ability of ANNSs to solve complex problems and improve learning capabilities.

The classifier was implemented with scikit-learn’s MLPClassifier. The network comprises two hidden layers, each with 50
units (hidden_layer_sizes=(50, 50)), and uses ReL U hidden activations. Scikit-learn applies a logistic/softmax output with
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cross-entropy (log loss) internally for binary classification. Optimization uses Adam (solver='adam') with a constant learning
rate schedule (learning_rate='constant') and an initial learning rate of 0.001 (learning_rate_init=0.001). We apply L2 (weight-
decay) regularization = 1le-4 (alpha=0.0001). Mini-batch size follows scikit-learn’s auto rule (batch_size='auto', i.e., min(200,
n_samples)), and samples are shuffled each epoch (shuffle=True). Training runs for up to 200 iterations per fit
(max_iter=200) with a convergence tolerance of 1e-4 (tol=1e-4). We do not use early stopping (early_stopping=False), so no
validation hold-out is created; the optimization tolerance and iteration cap determine convergence. To ensure reproducibility,
the main experiment uses a 70/30 train/test split (test_size=0.3) with a fixed seed (random_state=42). We also repeated
training over 20 additional splits (with the same 70/30 proportion) without fixing random_state and reported summary metrics
across runs to assess variability. No class reweighting or resampling was applied, and the inputs to the MLP were the selected
six numeric features. Prediction thresholds are set to the scikit-learn defaults (0.5 for binary decisions). .3.3. Principal
component analysis.

PCA, introduced by Karl Pearson in 1901, is an effective statistical method [18]. Large datasets pose a problem due to the
high computational costs they can incur. Therefore, reducing the dimensionality of datasets is often desired to enhance system
performance and retain as much information as possible from the original data [26].

Let XeR™? be the data matrix and Z its column-centered version (optionally standardized). PCA finds directions v that
maximize variance by solving the eigenproblem of the sample covariance S=(Z72)/(n-1) [27, 28]:

SVk =Aka ;/‘11;22-2 = le 20 (1)
Scores (principal components) are the projections of the centered data onto these directions:
t, =2Zv, andT =7V 2

Components are ordered by A« (variance captured); we report their proportions in the text and use the leading components to
guide variable reduction.

PCA is primarily an unsupervised machine learning technique widely used to reduce the dimensionality of datasets and
understand the relationships between variables in these datasets. It is one of the simplest and most commonly used
dimensionality reduction methods [26].

PCA aims to reduce the number of variables in high-dimensional datasets and comprehend the complexity among these
variables. The study employed PCA to explore the relationships among the data in five different datasets, each with 26
parameters, to identify the most effective data.

3.4. Proposed model evaluation metrics

Accuracy, Precision, Recall, and F1-score metrics measure the performance of classification and categorization estimations.
For each metric, the higher the metric value, the higher the classifier’s performance [29]. The binary classification was
employed for all five datasets. In binary classifications, when tested, we obtain four different counts: True Positive (TP),
False Positive (FP), True Negative (TN), and False Negative (FN) [29]. The accuracy, precision, recall, F1-score, and
specificity values are calculated using Equations 3, 4, 5, 6, and 7.

A _ TP +TN )
Couracy = rp T FP+ TN + FN
TP
p P L 4
recision TP T FP 4)
TP
Recall = ——— 5
= TP+ FN ©)
Precision * Recall
F1 Score = 2 x — (6)
Precision + Recall
TN
S T .t - - 7
pecificity TN+ FP (7

4. Data Preparation

The Directorate General of TME has a FortiGate 101F security firewall manufactured by Fortinet. The logs from this security
firewall are forwarded via syslog redirection to the FortiLogger software, where they are parsed and transformed into a
readable format. The datasets have been collected from the FortiGate firewall device. Five log files were generated to create
the dataset. The dates and time intervals of these log files are shown in Table 1 below.

The output obtained from the firewall was saved as CSV files. They were transferred to Microsoft SQL Server to manage the
log files in a common environment, and specific programming tasks were performed.
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Data preprocessing involves organizing, modifying, and filling in missing data, as well as performing other operations on the
datasets. The raw data obtained from the log fields were subjected to data preprocessing to make them suitable for analysis.
The parsed log fields generated by the security firewall are detailed in Table 2. The first step in the preprocessing was
removing empty variables. The remaining 29 log variables were converted to numerical values in the second step. The data
obtained from log files comes in different types, including numerical and textual data. For instance, fields like ‘srcport” and
‘dstport” are numerical, while ‘srcip,” ‘dstip,” ‘apprisk,” and similar log fields are textual. To ascertain the significance of the
data on the final results in subsequent stages and to ensure more accurate outcomes with the algorithms used for prediction,
all data in the dataset has been converted into a numerical format. Several data points, both before and after preprocessing,
are presented in Figure 1. Approximately 10,000 data points were cleaned in each log during the preprocessing step.
Textual/categorical fields used in modeling were encoded as follows: levels, proto, appcat, profiles, fn_direction — one-hot
encoding (binary indicators per category) without imposing ordinal structure; apprisk — ordinal integers 1-5 reflecting the
device’s native risk scale. IP-like identifiers (e.g., srcip, dstip) were not used directly as features. All numeric fields were
min—max scaled within each log to [0,1] after train/test splitting to avoid leakage.

Table 1. Collected the log information

Dataset Name Date Hour
Log 1 15-08-2022 11:00 - 12:00
Log 2 24-08-2022 15:00 - 16:00
Log 3 08-09-2022 10:00 - 11:00
Log 4 20-09-2022 14:00 - 15:00
Log 5 09-11-2022 11:00 - 12:00

Table 2. Variables prepared from firewall logs and their descriptions
Variable Name Long Version Description
SrclP Source IP Indicates the source’s IP address.

SrcPort Source Port Indicates the source port.

DstIP Destination IP Indicates the destination IP address.

DstPort Destination Port Indicates the destination port.

Appcat Application Category Indicates the category of the used application.

Srcintf Source Interface Indicates the source interface on the firewall.

Dstintf Destination Interface Target interface on the firewall.

SubType Sub-Type Subcategory of the traffic

Level Level Indicates the security level.

Policyld Policy-ID ID value representing firewall rules.

Proto Protocol It represents the used protocol.

AppList Application List The field indicates which security rule generated by the application
control was passed through.

Profile Profile The field indicates which security rules it passed through for web-based

(WebFilter, DNS, System) traffic.
The field indicates the name of the conducted traffic.

PolicyName  Policy Name

App Application The field indicates which application the log traffic was made with.
Trandlsp Nat Translation Indicates the type of NAT performed.

SentByte Sent Byte The number of bytes sent by the firewall.

TransIP Translation IP The IP address to which the traffic is being NAT.

RcvdByte Received Byte The number of bytes received by the firewall.

AppRisk Application Risk The risk level under application control.

TransPort Translation Port The port where the NAT operation is performed.

Action Action The firewall provides the outcome as a result of the traffic.

SrcintfRole Source Interface Roles Shows which role the Source Interface belongs to

User User The name of the user generating the traffic found by the FSSO Agent.
DstintfRole Destination Interface Roles The role associated with the destination interface.

SrcCountry Source Country The location where the source is located.

PolicyType Policy Type Indicates whether any policy is applied or not.

Cat Category ID It specifies the ID of the category in web traffic.

CatDesc Category Description It indicates the description of the category in web traffic.
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Figure 1. Raw and processed data numbers
4. Results

In this section, the selection results of the most influential variables will be presented, and the accept-reject status of traffic
on the network will be estimated using an ANN. MLR and PCA were employed to examine the parameters significantly
impacting the output in the datasets.

MLR was initially utilized in the analysis process using the Statistical Analysis Software (SAS) web platform. A 95%
confidence interval was chosen for the operations. MLR models were constructed using three different approaches: forward
selection, backward elimination, and stepwise. All these methods were employed to calculate the impact of each dataset’s
variables on the logs. Three criteria were used to find the best MLR model using the three approaches. These were AIC, SBC,
and R2. Consequently, processing the datasets involved obtaining results across all possible combinations.

The t-value was used as a reference to assess the influence of log fields (variables) on the output in the datasets. Absolute
values of the t-value were considered in descending order to prioritize the effects (Table 3). Following this ranking, it was
determined that the highest t-value holds the most significant impact.

For each dataset, rankings were established based on models and criteria, and the average values of these rankings were
computed. Subsequently, a new ranking was generated based on these average values.

Following the analyses, attention was given to the rankings derived from the average values. In this context, it was determined
that, according to the linear regression method, ‘levels,” ‘proto,” ‘appcat,” ‘apprisk,” ‘profiles,” ‘dstinnfrole,” ‘fn_direction,’
and ‘trandisp’ parameters have a more significant impact on the output.

Table 3. MLR t-values result.

Variable T-Value Rank
levels 177.51 1
proto 101.19 2
appcat -76.7 3
apprisk 64.58 4
dstintfrole 42.8 5
profiles 29.14 6
app 26.71 7
srccountry -19.91 8
fn_direction -19.51 9
applist -18.57 10
users 18.41 11
srcintf -17.89 12
trandisp 16.42 13
Transip -15.47 14
cat 15.26 15
srcintfrole -13.11 16
dstip 12.24 17
policyid 12.15 18
policyname -8.87 19
srcip 4.89 20
srcport 341 21
subtype -2.9 22
dstport -1.68 23
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A similar process was performed with PCA after identifying parameters with a more significant impact on the results using
MLR. All variables except the output were selected for analysis. The analysis involved 26 different principal components.
Table 4 presents three principal components and the results of 12 variables as an example. Each variable has a coefficient
associated with each principal component; the values of the variables are multiplied by their respective coefficients based on
the components.

Table 4. The first three principal component values of PCA

Variable Prinl Prin2 Prin3
srcip 0.013137 -0.10555 -0.00474
srcport -0.00596 0.031809 0.045008
dstip 0.000151 -0.03505 0.241091
dstport 0.041506 -0.01788 -0.14743
srcintf 0.000535 -0.06307 0.177739
srcintfrole 0.001584 -0.08541 0.476522
dstintf -0.00487 -0.03088 0.278789
dstintfrole 0.003235 0.109204 -0.40813
appcat 0.27566 0.197122 0.003896
subtype -0.37778 0.064988 0.069135
levels -0.11948 0.431319 0.052395
policyid 0.078101 -0.21846 -0.29393

Each principal component has an impact on the PCA model. In most cases, the first three principal components account for
50% of the dataset's explanation. Proportion values of the first three components are given in Table 5. The impact ranking
was calculated for PCA. The proportions of the components were sorted in descending order (Table 5).

Table 5. Proportion value for components

Component Proportion
1 0.2582
2 0.1318
3 0.1206

When calculating the impact ranking, each parameter in the relevant component is multiplied by the proportion value to
calculate the Resultl value (Equation 8).

Resultl = Impact Ranking * Proportion (8)
The component value is multiplied by the proportion value to calculate the Result2 value for each component (Equation 9).
Result2 = Component Value + Proportion 9)

These mathematical operations are conducted for 26 components, producing results for each component. The results fall into
three different categories: for each dataset, the average ranking based on all parameters’ component values, the ‘Resultl’
value representing the average of the multiplication of variables’ impact ranking by the proportion value, and the ‘Result2’
value representing the average of the multiplication of component value by the proportion value.

According to the resulting values, a lower value in the “Impact Ranking” and “Result]1” average signifies a higher impact
degree for the variables. Meanwhile, a higher value in the “Result2” average indicates a higher degree of impact for the
variables.

Table 6. Mutual parameters affecting the result

MLR PCA

levels policyid

proto apprisk

appcat proto

apprisk applist

profiles appcat

dstinnfrole levels

fn_direction cat

trandisp transip
profiles
fn_direction
policyname
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Three outcomes were derived after the analyses were conducted on five different datasets. As observed in the PCA analysis,
specific parameters have a greater impact on the output. These parameters include ‘policyid,” ‘apprisk,” ‘proto,” ‘applist,’
‘appcat,” ‘levels,” ‘cat,” ‘transip,” ‘profiles,” ‘fn_direction’, and ‘policyname’, totaling 11 parameters that have a more
significant effect on the output.

The analyses conducted using MLR also revealed that the parameters having the most significant impact on the output were
identified as ‘levels,” ‘proto,” ‘appcat,” ‘apprisk,” ‘profiles,” ‘dstinnfrole,” “fn_direction,” and ‘trandisp,’ as indicated above.
In the PCA analyses, it was determined that the parameters with the most impact on the output were ‘policyid,” ‘apprisk,’
‘proto,” ‘applist,” ‘appcat,” ‘levels,” ‘cat,” ‘transip,” ‘profiles,” ‘fn_direction,” and ‘policyname’. The comparison of the most
significant variables among the methods is presented in Table 6. We merged overlapping statements in Table 6 and clarified
that mutual variables across MLR and PCA (“levels,” “proto,” “appcat,” “apprisk,” “profiles,” “fn_direction”) form the
candidate set for reduction.

In the data arrangement section, following the examination and organization of log records obtained from the firewall traffic,
27 log variables were organized into five datasets, along with the outputs. MLR and PCA algorithms were used to identify
which log fields had a significant impact on the output. Through these algorithms, six different log fields that had the most
impact on the outcome were identified. New datasets were then formed using these log fields.

5.1. Estimation of firewall traffic permissions

Two different datasets were prepared, one comprising 26 parameters and the other 6. These datasets contain 70% training
data and 30% test data. Initially, datasets containing 27 variables, including the output, were employed. Subsequently,
datasets with only 7 variables, including the output, were employed.

The ANN models consist of two hidden layers, each with 50 neurons. Ten ANN models were prepared and trained. The
number of neurons in the input layer depends on the number of variables. Six variables include models constructed with six
neurons, and 26 variables include models constructed with 26 neurons. There are two output values, zero and one. Models
were trained with the training datasets.

The predictions were conducted using an ANN on five different test datasets, and the estimation results are presented in Table
7. Following the predictions using ANN on Log 1, Log 2, Log 3, Log 4, and Log 5 datasets. When examining the accuracy
value across the entire dataset series, it was observed that the accuracy of all datasets with six variables was higher than that
of their respective scenarios with 26 variables. This suggests that reducing the number of variables in the dataset has a positive
impact on the model, increasing its flexibility. The increased predictive power with fewer variables demonstrates the
significance of the identified variables affecting the model. Furthermore, noticeable improvements are seen in accuracy,
recall, precision, specificity, and F1-score values.

Table 7. Results based on the artificial neural network algorithm with 26 and 6 parameters in the datasets.

Dataset # of variables F1-Score Recall Precision Specificity Accuracy
Log1 26 0.78732 0.65218 0.99311 0.98825 0.74559
6 0.90020 0.82975 0.98374 0.96438 0.86717
Log 2 26 0.86600 0.99434 0.76701 0.23552 0.77944
6 0.89652 0.85819 0.93843 0.85750 0.85799
Log 3 26 0.81727 0.69327 0.99528 0.99141 0.77572
6 0.91383 0.88690 0.94243 0.85830 0.87899
Log 4 26 0.79498 0.67304 0.97088 0.95258 0.75650
6 0.90303 0.87921 0.92819 0.84019 0.86756
Log 5 26 0.89782 0.86386 0.93456 0.80924 0.85071
6 0.92112 0.89543 0.94833 0.84614 0.88357

When the average results of all datasets are obtained, the F1-Score, Recall, Precision, Specificity, and Accuracy values for
models with 26 variables are 0.83268, 0.77534, 0.93217, 0.7954, and 0.7816, respectively. On the other hand, for models
with six variables, these values increased by 8.92%, 12.2%, 1.72%, 9.79%, and 11.45%, respectively, resulting in values of
0.90694, 0.8699, 0.94822, 0.8733, and 0.87106, respectively.

Across all datasets, it is evident that reducing the number of parameters from 26 to 6 generally leads to better performance
metrics. Specifically, F1-Score, Recall, Precision, and Accuracy consistently improved with fewer parameters. This suggests
that the neural network algorithm benefits from a more streamlined parameter set, possibly due to reduced overfitting and
enhanced generalization. Specificity showed significant variations, especially in Log 2, indicating potential issues with false
positive rates in some datasets when more parameters are used. Overall, the results highlight the importance of parameter
selection in improving the performance of machine learning models.
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Figure 2 presents TP, TN, FP, and FN values for each dataset and model. In all datasets, the number of logs allowing traffic
is greater than that of logs denying traffic. In this context, TP in Figure 2 represents the number of logs that allow traffic.
Precision, indicating the accuracy of predicting permitted traffic, was higher in 6-variable datasets than in 26-variable
datasets, except for the Log 1 dataset. In the Log 1 dataset, the 6-variable dataset showed approximately a 1% lower success
rate.

The value shown as TN in Figure 2 indicates the accuracy with which the blocked traffic in the datasets was predicted. In
this context, the specificity value in Table 7 demonstrates the effectiveness of predicting blocked traffic in the analysis. Upon
examining Table 7, it can be observed that the specificity value in Log 1, Log 3, and Log 4 datasets resulted in lower
successful outputs in the 6-variable datasets compared to the 26-variable datasets, while in Log 2 and Log 5 datasets, it
performed better. The notably lower specificity for Log 2 under the 26-variable configuration is consistent with (i) a more
imbalanced “‘allow”/*“deny” distribution in that hour and (ii) the susceptibility of high-dimensional inputs to spurious
correlations, which inflate FP rates. After reduction to six variables, specificity improves markedly, indicating the reduced
set curtails noise while preserving signal.

According to the results presented in Table 7, the F1-score values in the 6-variable datasets yielded better outcomes compared
to those in the 26-variable datasets. When reviewing the Recall values, except for the Log 2 dataset, all datasets in the 6-
variable format yielded better results than the 26-variable datasets.

When evaluating the prediction results obtained through an ANN to identify variables with MLR and PCA, it becomes evident
that the correct variables were identified within the dataset. We compared No selection and MLR+PCA using the same ANN
and splits. MLR+PCA provided the most consistent improvements in F1 and recall across all logs, indicating complementary
benefits of coefficient-based ranking

Analyzing the counts of TP, TN, FP, and FN across datasets, it is evident that reducing the number of parameters from 26 to
6 leads to varied impacts on the performance metrics. Across all logs, the number of TPs increases significantly with fewer
parameters, indicating an improvement in correctly identifying positive cases. There is a mixed impact on TN, with some
logs showing a decrease (e.g., Log 3) and others showing an increase (e.g., Log 2), suggesting variability in the model’s
ability to identify negative cases correctly. The count of FP generally increases with fewer parameters, as observed in Logs
1 and 2, indicating more instances where the model incorrectly identified positive cases. The number of FN decreases across
all logs with fewer parameters, showing a substantial improvement in minimizing missed positive cases.
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Figure 2. The evaluation metrics are in datasets with 26 and 6 parameters. Numbers of (a) TP, (b) TN, (c) FP, and (d) FN

Reducing the number of parameters from 26 to 6 enhances the model’s ability to correctly identify positive cases (TP) and
reduce the number of false negatives (FN). However, this comes with increased FP in some datasets, which suggests a trade-
off between sensitivity and specificity. These results underscore the importance of parameter selection in optimizing model
performance and balancing the identification of true cases while minimizing incorrect identifications.
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6. Conclusions and Discussion

This study collected logs from the FortiGate brand firewall used in TME over five days and times, specifically during office
hours. These logs were processed through various software and programs to make them usable. Five different datasets were
generated, each comprising 26 variables that produced output.

Our datasets derive from a single FortiGate deployment and five one-hour office-time windows, which may limit
generalization to other vendors, policies, and traffic mixes (e.g., off-hours or peak loads). Future work will expand temporal
coverage (full multi-week windows), include controlled attack traffic and stress periods, and validate across multiple firewall
brands to assess portability of the selected variables.

The aim was to determine whether it was possible to predict results using fewer variables by identifying the variables that
had the most impact on the output using MLR and PCA methods. After performing operations with MLR and PCA, 6
variables were identified as having a significant impact on the output: “levels,” “proto,” “applicant,” “app risk,” “profiles,”
and “fn_direction. "

EEINT3 EEINT3

When these significant variables were tested using the ANN to estimate output, the 6-parameter datasets yielded more
successful results than the 26-parameter datasets, based on accuracy, recall, and F1-Score metrics, in most cases. However,
in some datasets, the 26-variable datasets performed better in terms of specificity and precision metrics than the 6-variable
datasets.

The successful reduction of datasets using the methods employed to identify influential parameters is evident. With the newly
obtained datasets, the ANN demonstrated an accuracy range of 85% to 88% and a precision range of 92% to 98% when
predicting with the datasets. Furthermore, the F1-score ranged between 89% and 92% upon examination.

For on-premises inference, a single CPU core processes ~thousands of events/second with sub-millisecond per-record
preprocessing (one-hot expansion over <O(100) categories) and sub-millisecond ANN forward pass. Batch scoring amortizes
overheads. The reduced 6-variable representation minimizes memory and cache pressure. Data privacy is maintained by
processing on a secure infrastructure; no payload contents are required—only metadata already logged by the firewall.

In conclusion, adequate data could be identified using MLR and PCA methods. Furthermore, depending on the dataset, the
ANN demonstrated a high accuracy level in determining whether firewall traffic would be blocked or permitted.
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