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1. Introduction

Ethics are the basic moral principles that help individuals to distinguish between right and wrong. With its philosophical
history dating back to Ancient Greece, it has evolved into an interdisciplinary field that systematically examines the value
judgments of individuals. Ethics refers not only to individual conscience but also to a collective structure based on social
trust, justice, and responsibility. While Aristotle's virtue ethics centers on the individual's character development, Kant's
deontological approach defines acting in accordance with universal rules as a moral obligation [1], [2].

Ethics has vital importance not only at the individual or philosophical level but also in organizational structures and
professional fields in the 21st century. Especially in areas that require high responsibility, such as technology, informatics,
and security, ethical values are among the determining factors that directly affect decision-making processes [3]. In this
context, cybersecurity is not only a technical discipline but also a multi-dimensional area of expertise that involves serious
ethical responsibilities. Cybersecurity is a set of policies and practices designed to protect information systems, digital data,
and technological infrastructures against unauthorized access, use, disclosure, corruption, or destruction. This process extends
beyond software and hardware measures, encompassing various components, including human factors, regulatory
frameworks, and, most notably, ethical approaches. The growing complexity of cyber threats demonstrates that sustainable
security cannot be achieved solely through technical measures. Ethical weaknesses in human behavior often lead to incidents
such as ransomware, phishing attacks, and social engineering. This situation necessitates that cybersecurity be supported by
ethical awareness, individual responsibility, social sensitivity, and technical capacity.

Ethical principles contribute to the creation of secure digital environments at both individual and organizational levels through
values such as confidentiality, data integrity, fairness, transparency, and accountability [4]. The ACM Code of Ethics
recommends designing systems that are not only functional but also consider ethical responsibility [5]. Similarly,
organizations such as (ISC)?, ISACA, and NIST expect cybersecurity professionals to adopt high ethical standards in areas
such as public safety, integrity, individual privacy, and compliance with the law [6], [7], [8]. For instance, ISACA's
certification programs, such as CISA, CISM, and CRISC, require experts to have not only technical knowledge but also
ethical behavior principles [7]. The NIST Cybersecurity Framework, on the other hand, does not provide a direct code of
ethics, but supports a culture of cyber risk management within the framework of principles such as confidentiality,
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transparency, accountability, and fairness. The guidance published by the UK Cyber Security Council (UK CSC) also
encourages the integration of common ethical behavior principles that prioritize professionalism, equality, and public interest
into professional practices [9], [10].

The cybersecurity profession has a structure that requires high ethical awareness and understanding of responsibility, as well
as technical competence. Professionals working in tasks such as protecting user data, system security, and preventing
unauthorized access are obliged to comply with high ethical standards. This obligation has been institutionalized by the
principles of non-maleficence, respect for confidentiality, and the public interest, as set forth by organizations such as IEEE
[11].

The integration of ethical values into vocational practices and normative ethical theories also provides a crucial theoretical
foundation for this approach. Deontological, utilitarian, and virtue ethics approaches provide universal principles to guide
individuals' decision-making processes [1], [2]. These theories guide the solving of ethical dilemmas faced by professionals,
especially in complex and multi-stakeholder cybersecurity environments.

Therefore, ethical awareness stands out as a key component of sustainable digital security, given that ethical violations can
lead not only to technical vulnerabilities but also to a loss of social trust. Professional awareness should go beyond the
individual level and be integrated into organizational strategies, security policies, and professional standards. Ethical
responsibility is a strategic requirement that needs to be continuously developed not only on an individual basis but also on
an organizational and societal level.

1.1. Theoretical Framework
1.1.1. The Concept of Maturity

Maturity is a critical concept that expresses the level of development of individuals or organizations in a particular field, as
well as the extent to which their processes are structured, measurable, and sustainable. This concept offers the opportunity to
assess not only the current state of organizational capacity but also its potential for future development. The People Capability
Maturity Model (People CMM), one of the most frequently referenced models in the literature, enables the systematic analysis
of processes and the identification of development steps. Such models are widely used, especially in human resource
management and in measuring the maturity level of organizational structures. Structures with a high level of maturity are
more flexible, resilient, and capable of making strategic decisions in the face of uncertainties and threats. Therefore, maturity
level should be considered as an indirect indicator not only of operational competence but also of dimensions such as strategic
management, organizational resilience, and ethical integrity [12].

1.1.2. Importance of Ethical Value Analysis with AHP

In multi-stakeholder, rapidly changing, and high-risk areas such as cybersecurity, there is a critical need to analyze decision-
making processes based on ethical values with objective and systematic methods. In this context, the Analytic Hierarchy
Process (AHP) method is a structured and numerically based evaluation tool that stands out among multi-criteria decision-
making (MCDM) approaches. AHP enables decision-makers to rank various ethical values in order of comparative
importance. With this method, ethical dilemmas can be analyzed within the framework of hierarchical structures; individual
attitudes and value judgements can be transformed into measurable data [13], [14]. Analyzing ethical values with AHP
enables not only the measurement of individual awareness but also the evaluation of professional and institutional ethical
maturity. In this way, the similarities and differences between the ethical priorities of various expert groups can be objectively
compared and analyzed. It also provides valuable input for organizational decision-making mechanisms such as human
resources management, recruitment processes, professional competence assessments, and ethics training planning. Thus,
AHP is not only a technical analysis tool but also a methodological framework to guide ethics-oriented strategic planning. In
this study, the prioritization results obtained by the AHP method are analyzed comparatively with selected cybersecurity
incidents in Tirkiye in recent years. Furthermore, a cybersecurity ethical maturity model is presented in Section 3.

2. Literature Review

In recent years, there has been a significant increase in studies examining the application of ethical principles in cybersecurity
and their relationship to professional competence. In this context, various theoretical and practical approaches that focus on
individuals' attitudes influenced by ethical value systems, levels of professional development, and behavioral patterns in
decision-making emerge prominently. The literature particularly examines how ethical theories influence individual
decisions, how maturity models depict organizational capacity, and how ethical decision-making processes impact digital
security practices. This section begins by discussing maturity models and then explores current approaches to ethical decision-
making in cybersecurity.

2.1. Maturity Models

In today's cybersecurity landscape, technical measures alone are not enough; decision-making frameworks based on ethical
principles are essential for maintaining secure digital infrastructures. Maturity models created within this context are no
longer solely focused on measuring technical capabilities; they have evolved into multi-dimensional evaluation tools that
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incorporate ethical awareness, organizational responsibility, and individual consciousness. Below, key models that consider
ethical awareness are discussed, and the roles of these frameworks are analyzed.

One significant institutional level is the Cybersecurity Maturity Model for the Protection and Privacy of Personal Health Data
presented by Rojas et al. (2022). This structure, based on the C2M2 architecture of the US Department of Energy, is adapted
for the Peruvian health sector and measures the maturity level on the axes of cybersecurity, privacy, and personal health data
management through a total of 10 areas, 29 objectives, and 317 implementation criteria. The findings indicate low levels of
maturity, particularly in areas such as access control, human resource competence, and system architecture, as well as partial
progress in risk and threat management. The model opens the door to applications based on an ethical framework, centering
on the privacy of individuals [15].

Complementing this institutional perspective, David (2022), with 21 cybersecurity professionals working in the defense
industry. In this grounded theory study, ethical tensions were analyzed around values such as autonomy, usefulness, prudence,
and accountability based on stakeholder theory. The study revealed that, beyond technical competence, compliance with
organizational ethical codes, transparent communication, and continuous ethical training have a direct impact on the maturity
level. In this respect, the model shows that organizational ethical awareness is much more than just a written policy [16].

At the individual level, Sadeghi et al. (2023) created a serious game-based training scenario in their study, based on five basic
ethical principles (beneficence, nonmaleficence, fairness, autonomy, and explainability), and modeled the moral preferences
of 250 cybersecurity students using the decision tree method. The findings indicate that an individual's cultural background,
extroversion, sense of responsibility, and sense of belonging influence their ethical preferences. This study offers valuable
insights into how personalized education models can be integrated into ethical maturity strategies [17].

Extending the discussion to a community-level framework, the Community Cyber Security Maturity Model (CCSMM) was
developed by Sjelin et al. (2016). The model presents a five-stage development process (Awareness, Initial, Structured,
Institutionalized, and Dynamic) and enables the measurement of leadership, communication, public relations, social and
ethical awareness, and technical capacity. It aims to create a collective safety culture by encouraging the active participation
of local governments and non-governmental organizations in the processes [18].

Finally, a comparative analysis of all these models was carried out by Rea-Guaman et al. (2017). The research evaluated
widely used cybersecurity maturity models, including C2M2, NIST CSF, CERT-RMM, and COBIT, in both structural and
functional dimensions. Although it is stated that NIST and C2M2 models offer advantages in terms of flexibility and
measurability, it is emphasized that these models do not directly include ethical values. This situation highlights the need to
develop new-generation maturity models with an ethical focus [19].

In developing a cybersecurity maturity framework specific to Tiirkiye, it is essential to consider national standards and
regulatory mechanisms that shape institutional information security practices. Two key references underpin Tiirkiye’s
cybersecurity governance: the ISO/IEC 27001:2022 standard, adopted as TS EN ISO/IEC 27001 within the Information
Security Management System (ISMS) framework [20], [21], and the Information and Communication Security Guide (BIGR)
issued by the Presidential Digital Transformation Office [22], [23].

The ISO/IEC 27001:2022 standard restructures its Annex A control catalogue into 93 controls grouped under four domains
(organizational, human, physical, and technological), explicitly addressing ethical considerations in cybersecurity
management, such as access governance, incident handling, monitoring, and accountability. Complementing this
international framework, the BIGR provides a nationally harmonized reference model defining minimum mandatory
measures and auditing mechanisms for public institutions and critical infrastructure operators. Introduced through
Presidential Circular No. 2019/12 [22] and reinforced by the Information and Communication Security Audit Guide (2021)
[23], this approach institutionalizes a systematic auditing process, thereby strengthening ethical compliance and
organizational responsibility.

The ethical maturity model proposed in this study establishes a conceptual linkage between these national frameworks and
ethical value dimensions. Through comparative mapping of the model’s ethical components with the ISO/IEC 27001 Annex
A control families and the operational domains of BIGR, the study demonstrates how values such as privacy, accountability,
transparency, and responsibility awareness are embedded into institutional cybersecurity processes. Furthermore, the
National Cybersecurity Strategy and Action Plan (2024-2028) [24] reinforces this alignment by emphasizing continuous
BIGR compliance, institutionalization of independent audits, and capacity-building initiatives aimed at enhancing ethical and
organizational maturity across Tiirkiye’s cybersecurity ecosystem.

Most existing models prioritize technical capacity, process management, and operational standards, while a direct, holistic,
and measurable assessment structure for ethical values remains secondary, as shown in Table 1. This underscores the need
for new-generation maturity approaches that focus not only on technological aspects but also on the human and ethical
dimensions of cybersecurity.
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Table 1. Comparison of Ethical Maturity Models.

Study Reference | Scope & Level Key Features Major .Res{_llts /
Contributions
Cybersecurity Maturity There is a need for ethics-
Model for the I C2M2-based, 3 axes (cyber oriented development in
- : Institution, . . . .
Protection and Privacy [15] Health sector security, privacy), 10 areas, areas with low maturity,
of Personal Health 29 targets, 317 applications such as privacy and access
Data control.
An Ethical Framework Qualitative interviews with .
A _— Ethical awareness, code
for Cybersecurity Institution, 21 experts, based on - .
; ) compliance, and continuous
Professionals: A [16] Expert stakeholder theory I .
. training are determinants of
Grounded Theory experience (autonomy, usefulness, .
o corporate maturity.
Study accountability)
Modelling the ethical . Individual characteristics

oo . - 250 students, decision trees, | . ;

priorities influencing Individual, : influence ethical preferences
. A [17] and a severe game scenario
decision-making in Student - M and the need for
. based on 5 ethical principles . .
cybersecurity contexts. personalized education.
: 5 levels (Awareness, R . .
The Communlty C;yber Community / Dynamic), leadership, public Building collective ethl_cal
Security Maturity [18] - . - . awareness and community-
Local authority relations, and social ethical
Model based safety culture.
awareness
Comparative study of C2M2, NIST CSF, CERT- . The .Iack- of an ethical .
: - dimension is evident, and it
cybersecurity Model RMM, COBIT comparison, . ;
capability maturity [19] Comparison structural and functional IS a necessity for new
. generation models based on
models analysis .
ethics.
. Aligns access control,
ISO/IEC 27001:2022 - Standard/ | AnMexA: 93 controlsunder | oniioring Cincident
. . - four themes (organizational, -
Information Security [20], [21] Institutional cople. phvsical response, and accountability
Management Systems governance PEOpE, pnysical, processes with ethical values
technological)
and governance.
Presidential Circular 2019/12 L . N
o Institutionalizes auditing;
. . . mandates minimum . :
Information and National policy / R . reinforces ethical
N . measures; national audit .

Communication [22], [23] Public sector & methodology (annual compliance, transparency,
Security Guide (BIGR) ' critical inde gg dent ' and accountability across the
& Audit Guide (2021) infrastructure . pen . public sector & critical

planning/execution/reporting, infrastructure
results to DDO) '

. . Recognizes BIGR & Audit Strer)gthens eCOSys.tem._level
National Cybersecurity . Lo - ethical and organizational

. National strategy Guide; sets monitoring & L .
Strategy and Action [24] . i maturity via sustained
/ Ecosystem evaluation processes; ; -
Plan (2024-2028) . L N compliance and capability
capacity-building priorities
development.

2.2. Ethical Decision-Making Processes in Cybersecurity

Cybersecurity is a multi-layered discipline that encompasses not only technical measures but also decision-making
mechanisms grounded in ethical values. Ethical sensitivity has a wide range of effects, from the daily behavior of individuals
to the creation of corporate security policies, and directly shapes decision-making processes.

Within this scope, the ethical decision-making framework developed by Formosa et al. (2021), based on the ‘principlism’
approach, provides an important theoretical foundation for analyzing the dilemmas faced by cybersecurity professionals. The
model is centered on the principles of beneficence, non-maleficence, autonomy, justice, and explicability, allowing for a
context-sensitive evaluation of ethical issues that arise in various areas, from ransomware to penetration testing.

The fact that the model is grounded in multiple ethical principles rather than a single theoretical approach enhances its flexible
applicability in the field. It supports the development of ethical capacity at both individual and organizational levels [25].

Building upon this, the study conducted by Flechais et al. (2023) shows that existing ethical codes do not adequately cover
the problems encountered in practice. Based on the CyBOK framework, semi-structured interviews revealed a total of 122
ethical principles on issues such as exposure to illegal content, protecting customer privacy, and clarifying the boundaries of
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professional responsibility. The study reveals that the ethical tensions frequently encountered in the field cannot be fully
resolved by existing codes, and therefore emphasizes the need for clearer, functional, and adaptable ethical guidelines tailored
to professional practice [26].

Further contributing to this discourse, Nasir et al. (2024) provide a comprehensive perspective on how ethical awareness can
be internalized at the organizational policy level. The study examines the ethical dilemmas faced by cybersecurity experts
through a multidimensional approach, addressing critical issues such as data privacy, informed consent, algorithmic bias,
accountability, and the ethics of hacking. In particular, the case studies presented under the headings of security-privacy
balance, transparency of user consent, and clear definition of corporate responsibility for data breaches reveal that ethical
sensitivity should be integrated not only with individual awareness but also with corporate strategies. In this respect, the study
contributes to both the theoretical foundations and practical implications of ethical decision-making processes in
cybersecurity [27].

Adding a psychological dimension to the understanding of decision-making in cybersecurity, another important study was
conducted by Al-Hashem et al. (2024). This research investigates how individuals perceive cyber threats and how they make
decisions in response to these threats, within the framework of cognitive processes. Empirical findings reveal that media
influence, personal experience, and organizational culture directly shape threat perception. Additionally, cognitive biases and
risk perception were found to play a significant role in ethical decision-making processes. The study argues that awareness
training should be supported not only with technical skills but also with psychological approaches, and ethical maturity
strategies should be structured following personal psychological profiles [28].

Finally, from a normative standpoint, Navdeep et al. (2022) present another study that addresses the role of ethical principles
in the development of cybersecurity policies. The research emphasizes that security measures should not be limited to
technical competence but should also be structured with an ethical understanding that maintains a delicate balance between
individual privacy, surveillance, and national security. The study argues that within the framework of the principle of ‘not
harm’, not only individuals but also all segments of society should be protected by ethical security policies. It is also stated
that policymakers should holistically address the new risks posed by artificial intelligence, 10T, and quantum technologies in
the ethical context. In this context, it is stated that structures should be established where decision-makers can receive support
from philosophical and social perspectives, as well as technical expertise [29].

Table 2. Comparison of Selected Studies Contributing to Ethical Decision-Making Processes in Cybersecurity.

Reference | Focus Point Key Contribution
[25] Principlism-based ethical decision | Context-sensitive solution proposal with multiple principles

framework in ethical decision-making processes

Field inadequacies of ethical codes | Proposal for clear, actionable guidance for ethical tensions
[26] : : :

and the need for restructuring encountered in the field
[27] Ethical hacking, data privacy, and | 250 students, decision trees, and a severe game scenario based

organizational policies on 5 ethical principles

Cognitive pracesses and the Impact Integration of threat perception and risk awareness into
[28] of threat perception on decision- ; .

- ethical education

making

Policy . de\_/elopmgnt_ with Integration of the ethical tenets into technical policy
[29] normative ethical principles (not

development processes
harm, balance)

In general, the reviewed studies reveal that ethical awareness is not only a virtue for the cybersecurity profession but also a
necessary component for sustainability and public trust. Ethical dilemmas in areas such as personal data security,
organizational accountability, the limits of intervention, and the duty of disclosure require professionals to be guided by both
their individual conscience and organizational values. Therefore, cybersecurity should be carried out by individuals who have
not only technical skills but also value-oriented decision-making competencies based on ethical principles.

2.2. Classification of Ethical Values and Code Compliance

The classification of ethical values is structured based on nationally and internationally recognized professional ethical codes.
In this context, each ethical value is based on the principles published by organizations such as ACM (Association for
Computing Machinery), IEEE (Institute of Electrical and Electronics Engineers), (ISC)?, ISACA, NIST, and UK Cyber
Security Council [5-11]. This mapping both strengthens the theoretical and practical validity of ethical values and provides
a methodological basis for integrating ethical awareness into organizational practices. Moreover, it provides a structure that
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is open to comparative analyses by ensuring that the assessment is meaningful not only in a local but also in a global context.

Table 3 below shows the compliance of ethical values with international ethical codes.

Table 3. Compliance of Ethical Values with International Ethical Codes.

Responsibility

Ethical Value ACM IEEE (I1SC)? ISACA NIST UK CSC | Description
Truthfulness,
Honesty v v v v v v correctness, and non-
misleading.
Impartiality and Impgrtial _ decision-
; v v v v . . making, fairness, and
non-bias ; )
avoidance of bias.
Respect for the
Privacy and confidentiality and
Confidentiality v v v v v v privacy of personal and
corporate information.
Responsibility to take
ownership and
Accountability v v v v v v accountability for the
consequences of their
behavior.
Acting with awareness
Awareness of of duties and roles,
Responsibility v v v v v v recognizing ethical
obligations.
Compliance with
Commitment to the applicable laws,
Law v v v v v v regulations, and ethical
standards.
Open, honest, and
Transparency v v v v v . understandable sharing
of information.
Respect and cooperate
Respect and Co- with colleagues,
operation v v v v ) v stakeholders, and the
community.
Technical qualification,
continuous
Professionalism v v v v v v improvement, and
professional ethical
behavior.
Promoting ethical
Ethical Leadership | v v v v . . culture and setting an
example for colleagues.
Openness to  new
. . knowledge and
Innovative Learning | v v v v v v willingness to  learn
continuously.
Sensitivity to society,
Social the individual, and
Responsibility v v v v : v corporate social
responsibility.
Equal treatment of all
Justice and Equality | v v v v . v individuals and fair
practices.
Environmentally
Environmental v v . v . . sensitive practices and

sustainability
awareness.
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Table 3(Continued)
Sensitivity and defense
. awareness against
Security Awareness v v v information  security
threats.

. Disclosure and
Responsible reporting of unethical
Disclosure and v v v sporting

T situations through
Notification .
appropriate means.
Avoiding - .
Unauthorized v v v Avoiding ynauthorlzed
: access and interference.
Intervention
Respect for the rights of
Data Ownership v v v individuals over their
personal data.
Evaluating the potential
Influence Analyses v v v consequences of ethical
practices.

- All actions are traceable

Traceability v v v and transparent,
Ensuring  everyone's
Accessibility v v v access to information
and systems.
Respect for Cultural R_espectful approach to

o . . v different cultures and

Diversity o
traditions.
Service understanding
Awareness of rioritizes the needs of
Homeland and v v v prio -
. . society and the public
Public Service ;
interest.
Sensitivity to  and
National ~ Security v v v defense of the country's
Sensitivity digital security and
sovereignty.
. Effective, efficient, and
Respect for Public ! T
Resources v v v honest use of public
resources.

S Prioritizing the public
Prioritization of L
Community Benefits v v v good over individual

interests.
Cyber Sovereignty Technqloglcal
and . . . v v v sovereignty a_nd
Independence Ethics national cyber security
awareness.

**Note: (Implicitly = ), this value is not directly named but is implied by statements or expectations of behavior.
2.3. Case Study Analyses from Tiirkiye: Evaluation in Line with Ethical Values

To establish a contextual foundation for the development of the proposed maturity model, this section provides a critical
analysis of major cybersecurity incidents that have occurred in Tiirkiye from an ethical standpoint. Rather than serving as
empirical validation, these cases function as illustrative examples demonstrating how ethical priorities and deficiencies are
manifested within the practical realities of national cybersecurity practices.

Cyberattacks against public institutions in Tiirkiye have been increasing significantly in recent years. In 2015, Distributed
Denial of Service (DDoS) attacks against Tiirk Telekom and several banks resulted in service interruptions, threatening the
continuity of public services. Similarly, targeting Ministry of Health data during the COVID-19 pandemic, which emerged
in 2020, revealed the vulnerability of critical infrastructures to cyber threats. Despite initiatives such as the National
Cybersecurity Strategy and Action Plan, public systems still face attacks from both local and international sources [30].
Allegations of data leakage regarding the e-Devlet system sparked a serious public debate. In 2023, despite claims that the
data of 85 million citizens had been stolen, the authorities stated that these claims were not technically feasible and that only
user profile information was stored in the system. Similarly, technical analyses did not confirm data leaks alleged to have
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occurred in 2021 through systems such as e-Nabiz, EBA, and OSYM. It was determined that most of the incidents were
caused by targeting users' individual accounts through phishing and malware. In this context, the importance of ethical values
such as privacy and user awareness once again emerges [31].

Although Law No. 6698 on the Protection of Personal Data (KVKK) is essential for securing personal data in Tiirkiye, some
corporate violations indicate that this legal framework is not being implemented effectively. In 2018, a data breach at a
leading e-commerce platform allowed cyber attackers to capture user information and exposed security vulnerabilities. In
2022, an allegation surfaced that customer information of a major GSM operator had been leaked on the internet, sparking
serious concerns among the public. The delays in Tiirkiye's data protection legislation have contributed to the occurrence of
such violations. Convention No. 108, signed in 1981 but entering into force in 2016, clearly indicates that the legal
infrastructure could not be established on time. In addition, incidents such as the leakage of voter data onto the internet during
the 2009 local elections demonstrate that even public institutions have significant weaknesses in data security [32].

Cyberattacks have become an essential threat to the banking sector in Tiirkiye. In 2016, attacks on ATM systems resulted in
significant financial losses; by 2021, phishing attempts via mobile banking and SMS had become more prevalent. Advanced
techniques, such as ‘Man-in-the-Browser’ and ‘Automated Transfer Systems’, which enable unauthorized money transfers
from users' accounts, were used in these attacks. In addition, credit card fraud has become widespread, with card copying and
routing methods posing a serious threat to users' digital security. In this context, technical measures, user education, and
ethical awareness should be systematically strengthened. To prevent unethical behaviors in the digital environment, it is
essential to increase corporate responsibility and user-oriented ethical awareness in the banking sector [33].

Table 4. Selected Cybersecurity Cases from Tiirkiye and Their Correspondence to the Stages of the Cybersecurity Ethical
Maturity Model (CEMM)

Significant

Featured Ethical - Relationship with
Year Sector & Case Vulnerability / :
Value(s) Consequence Stage in the Model
Telecom & Banking, | National Security Severe dlsruptlon, Stage_ 2 Initiation:
S exposed national | Reactive posture,
2015 Large-scale DDoS | Sensitivity, Awareness | . .
o infrastructure absence of foundational
attacks of Responsibility .
weaknesses policies
Data Ownershi Violation of KVKK | Stage 3  Structured:
E-commerce platform . P, (Turkish Data Protection | Policies  exist,  but
2018 Commitment to the -t -
data leakage - Law), millions of records | enforcement  remains
Law, Accountability
leaked weak
Targeting of  the Privacy and Cyberattacks during the Stage 4 Integrated:
.. Confidentiality, . L Ethics integrated, but
2019-20 Ministry of Health pandemic crisis, health .
Awareness of . performance falters in
data (COVID-19) o data at risk L
Responsibility crisis
Mobile banking & | Honesty, Awareness of | Financial scams, low Stage 3 Structured:
2021 - Tools  present, user
SMS phishing Responsibility user cyber awareness L
awareness missing
Data Ownership, | User data  exposed, Stage 2 Initiation: L(_egal
GSM operator e base exists,
2022 Transparency, breach notification L .
customer data leakage Accountabilit delaved communication is not
Y y transparent
. . Stage 1 Awareness:
2023 85 million eDeviet | ot T D bigh public misuust | PPl ik perception
data leaked' allegation Transparency and media amplification grew, bL_Jt transparency
was lacking
Privacy and | Customer PII (ID, phone
Confidentiality, number, address, and | Stage 3  Structured:
TiirkNet(2025) TiirkNet customer Accountz_iblllty, static IP) was exfiltrated,; C_ontrols exist, .t?ut
leak Responsible no passwords or | disclosure accountability
Disclosure, and | financial data  were | is weak.
Notification leaked on illicit forums.

**Note: The classification of each case by maturity stage is based on the five-level Cybersecurity Ethical Maturity Model
(CEMM) proposed in this study (see Fig. 3 in Section 3.3). Each stage reflects the organization’s ethical development level,
ranging from Stage 1: Awareness to Stage 5: Excellence, as applied to the contextual analysis of Tiirkiye’s cybersecurity

incidents.
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Another crucial factor, alongside technical infrastructure, in cybersecurity is the level of awareness among individuals and
organizations. Many organizations in Tiirkiye are vulnerable to digital threats due to their personnel's limited knowledge of
cybersecurity. Although awareness in this field has increased in recent years, sustainable and comprehensive educational
activities are still not widespread enough. Equipping public and private sector personnel with cybersecurity awareness is
critical for the security of technical systems and understanding ethical responsibilities. Domestic software should be
encouraged to overcome these deficiencies, and specialist training programs should be expanded [34], [35].

It has been observed that the focus on privacy and confidentiality, which has the highest rate in the AHP analysis, 11.98%,
has a direct correspondence in the e-Devlet and TiirkNet cases [36]. On the other hand, the inadequate implementation of
awareness of responsibility and accountability in the field, particularly the lack of transparent reporting by organizations,
aligns with the development areas identified in the maturity model. In conclusion, the proposed model has the potential to
both explain the critical weaknesses in the cases and inform policy and training design [37].

This table illustrates that when highly valued ethical principles, such as confidentiality, privacy, and accountability, are
compromised, the consequences tend to be severe and systemic, often impacting critical infrastructures and eroding public
trust. In contrast, transparency and accountability are considered lower in the ethical maturity hierarchy but play a crucial
role in effective crisis management and public perception. Their absence can significantly increase the impact of an incident,
particularly in terms of undermining trust and delaying organizational response.

3. Materials and Methods
3.1. Data Set and Survey Application

The data set of this study was created through a structured online survey conducted with the participation of cybersecurity
professionals actively working in Tiirkiye. The study’s primary purpose is to determine the individual priorities of the
participants regarding ethical values and to analyze the relationship between these priorities and their professional ethical
maturity levels. Within the scope of the survey, the participants were asked the question, ‘As a cybersecurity of 1-10, the
same expert panel conducted, what are the following ethical values for you?’. The survey form was designed to allow
participants to rate each ethical value on a scale of 1 to 10. With this structure, participants could assign the same score to
more than one ethical value; thus, they could make a prioritization that was more flexible, realistic, and in line with personal
values. As aresult of the application, a total of 37 valid responses were obtained and included in the analysis process. Ethical
codes published by ACM, IEEE, (ISC)? ISACA, NIST, and UK Cyber Security Council were used to define ethical values.
This approach enabled an evaluation process based on individual perceptions and professional and organizational ethical
norms. The data obtained were analyzed based on the participants' scores, revealing the relative importance levels of the
ethical values. These findings provide a strong basis for modelling the level of ethical maturity.

Table 5. Software tools and computational environment used in the study

Component Tool / Library Version Purpose in workflow
Scripting for data
Programming language Python 3.135 processing and AHP

computations (Egs. 4 - 7)
Reading/cleaning survey
data; column-
normalization; row-average
weights
Vector/matrix operations
. ] A, Apnax eStimation. Used

Numerical computing NumPy >1.26 in Eqg. (6) and CI/CR

calculations (Egs. 7 and 8).

Data analysis Pandas >22

Exporting and importing
matrices and results to .xlsx
Excel I/0 Openpyx >3.1 produced the tables
reported in the Results

section.

Manual matrix entry; quick

. . checks; figure/table
Microsoft Excel (Microsoft 16 formatting. Column totals,

365, desktop) quick sanity checks, and
figure exports.

Spreadsheet
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Level of Importance Given by Cybersecurity Professionals to Ethical Values
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Figure 1. Levels of Importance Given by Cybersecurity Professionals to Ethical Values

The participants were cybersecurity professionals with 5 to 10 years of experience in the field. To preserve anonymity and
reduce the burden of responding, information about sector and job role was not collected. In addition to providing 1-10
ratings, the same expert panel completed an AHP pairwise comparison exercise for the ethical criteria. To enhance
transparency and reproducibility, the software environment used in data handling and AHP calculations is summarized in
Table 5.

3.2. AHP Application Process

The AHP is a systematic and quantitative method for solving multi-criteria decision-making problems. This approach, which
was first introduced by Myers and Alpert (1968) within the scope of multidimensional preference modelling, was transformed
into a formal model by Thomas L. Saaty in 1977 and turned into a framework applicable in decision-making processes. AHP
allows decision-makers to analyze complex problems by simplifying them in a hierarchical structure. This method establishes
priority relationships between decision points and the factors affecting them through pairwise comparisons. Each decision
factor is evaluated against the others on a scale of 1 to 9, and relative importance levels are calculated based on these
evaluations. The resulting n x n square matrix contains a quantitative expression of the relative importance of the relevant
criteria. The diagonal elements of the matrix take the value 1, assuming that each criterion is of equal significance to itself.
This structure turns into a symmetric comparison matrix as shown in Equation (1) [13].

a1 Az Gy
a1 Qp; a;

: "o ()
Ay Az - a,,

The comparison matrix makes comparisons for all upper triangular elements above the value 1. Naturally, for the components
in the lower triangle of the matrix, it is sufficient to use the formula in Equation (2).

@ = )
To explain through the given example, when the value at the intersection of the first row and the third column in the
comparison matrix (i = 1, j = 3) is determined as 3, the component in the third row and the first column (i = 3, j = 1), which
is symmetrical to this evaluation, will automatically be 1/3. This is based on the pairwise comparison logic used in the AHP
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method. The importance levels of AHP are expressed in numerical scales reflecting the extent to which the decision maker
prefers one element over another. The values of this scaling system are presented in detail in Table 6.

Table 6. AHP Importance Scale

Importance Value Description
1 When both factors are equally important
3 When the first factor is slightly more important than the second factor
5 When the first factor is strongly more important than the second factor
7 When the first factor has a considerably more dominant importance than the second factor
9 When the first factor is superior to the second factor
2,4,6,8 Intermediate values reflect intermediate preferences between two basic levels of importance.

In the AHP method, decision-makers are expected to compare two criteria and indicate to what extent one is more important
than the other. These comparisons are expressed numerically within a particular scale. Single numbers such as 1, 3, 5, 7, and
9 form the basis of the scale, while the values 2, 4, 6, and 8 are used to indicate intermediate preferences between these basic
levels. For example, a value of 1 indicates that two criteria are equally important, while a value of 9 represents the absolute
superiority of one criterion over the other. This systematic structure ensures that subjective assessments become consistent
and comparable. The values obtained from the comparisons are normalized by dividing each value by the relevant column
total, and the weight coefficients of the criteria are calculated by averaging the values in each row. As a result of this process,
a consistent and measurable prioritization structure is obtained to guide the decision-making process. Equation (3) shows the
calculation process of the normalized pairwise comparison matrix.

bll
bnl

Pairwise comparisons within the scope of the AHP method allow subjective evaluation criteria to be expressed systematically
and numerically. This structure enhances the reliability of the evaluation process by making the individual judgments of
decision-makers controllable through consistency checks. The performance criteria for selecting a patch management
application in this study were structured using the AHP method. The evaluation process was conducted with the participation
of numerous professionals specializing in information technology, and weighted averages were calculated based on the
opinions gathered. Thus, the relative importance levels of the criteria were determined more accurately. Equation (4)
illustrates the calculation method for the normalized pairwise comparison matrix, a key component of this process.

b;; = %ij

J n
i=1 QAij

4)

After obtaining the column-normalized matrix B = [b;], the priority vector is derived by the row-average method. For each

criterion i:
n
1
w; = EZ b;; ()

j=1

Letw = [wy, ....,w, ] denote the weight vector and A = [a;;] the original (non-normalised) pairwise matrix. The maximum
eigenvalue 4,,,,, Which is required for consistency analysis, is estimated as follows:

n

1 (Aw);
Amax = ;Z 7 (6)
i=1
Subsequently, the Consistency Index (Cl) and Consistency Ratio (CR) are computed using Equations (7) and (8):
cf = tmax =M )
n-1
CR = ¢l 8
= RI ®)

750



Cevat Ozarpa, Isa Avel, Yahya Zakrya Khan Sakarya University Journal of Computer and Information Sciences 8(4) 2025, 740-761

Here RI,, represents Saaty’s Random Index for a matrix of order n. n = 27,RI,, = 1.6631 [38]. According to standard
AHP practices, a Consistency Ratio of less than, CR < 0.10 indicates that the judgement matrix demonstrates acceptable
consistency [13]. RI values shown in Figure 2.

Order 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15
RI 0 0 0.52 0.89 1.12 1.26 1.36 1.41 1.46 1.49 1.52 1.54 1.56 1.58 1.59
Order 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

RI 1.5943 1.6064 1.6133 1.6207 1.6292 1.6385 1.6403 1.6462 16497 1.6556 1.6587 1.6631 1.667 1.6693 1.6724

Figure 2. RI Values [38]

3.3. Proposed Cybersecurity Ethical Maturity Model

This study developed a new ethical maturity model based on a five-stage process: (1) Awareness, (2) Initiation, (3) Structured,
(4) Integrated, and (5) Excellence. This proposed five-stage structure draws inspiration from organizational maturity models
in the literature, especially the Community Cyber Security Maturity Model (CCSMM). The CCSMM addresses not only
technical capacity but also multidimensional factors, such as ethical awareness, leadership, communication, and social
awareness. Its structure begins with awareness and evolves into a dynamic security culture through institutionalization over
time. The developed model is rooted in this multi-layered structure of CCSMM and emphasizes the integration of ethical
values into institutional processes in a hierarchical manner. Therefore, a measurable development path is outlined, where
ethical principles are defined in terms of individual attitudes and strategic organizational competencies. A specific set of
ethical values characterizes each level. For instance, the Awareness stage includes values that ‘need to be noticed’ but are
not yet reflected in corporate practice, such as transparency, traceability, and respect for cultural diversity. The Excellence
stage fully institutionalizes strategic and critical values, such as privacy and confidentiality, accountability, cyber sovereignty,
and independent ethics. Figure 3 illustrates the comprehensive architecture of the model, with the ethical value sets
corresponding to each level presented in a mind map format.

Awareness of
Responsiility

\mm‘imi;mm-,iﬁ;mx

Cyber Independence T

Q KVKK violations

Innovative Learning

\ccessihility

él\

Respect and Co
Jl—\my!U

Policy-Procedure Statements

Justice and Exuality (—"

Influence Analyses

Figure 3. Mind map of the Cybersecurity Ethical Maturity Model

Figure 3 illustrates the model's overall structure along with the ethical value sets for each level, depicted as a mind map.
When examined, the Awareness level is associated with low critical values based on transparency. In contrast, the Excellence
stage is characterized by high-critical values that focus on privacy, confidentiality, and awareness of responsibility. The
Initial, Structured, and Integrated stages serve as intermediate transition points between these levels, supported by policy and
procedure statements, supervision and certification mechanisms, and continuous improvement and innovation strategies,
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respectively. This structure provides a practical framework for assessing an organization’s current ethical capacity and
identifying steps to reach the next level. For an interpretation of the model in conjunction with the AHP results, see Chapter

4.
4. Findings and Discussion

4.1. Findings

This study used the statistical average method and the AHP to evaluate the importance of ethical values in cybersecurity. In
the first step, participant scores for each ethical value were added up, divided by the total number of participants (n = 37),
and the average importance of each value was calculated. This approach showed the general trend of how professionals
prioritize ethical values. In the second step, a pairwise comparison matrix was created using the AHP method based on expert
opinions, and the relative weight coefficients of each ethical value were determined through this matrix. The weight vectors,
obtained by normalizing the comparison matrix, were scaled to express the proportional importance of each ethical value as
a percentage of 100%. Combining these two methods obtained participant-based overall trends and analytical weight values
from expert evaluations. Detailed results are shown in Tables 7, 8, and 9.
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Figure 4. Cybersecurity Ethical Value AHP Analysis Radar Graphic

Tables 7 and 8 reflect the details of the calculations related to the AHP process conducted in this study. In Table 7, the relative
weight coefficients of each ethical value are calculated together with the pairwise comparison matrix created based on expert
opinions and the normalized values obtained from this matrix. The comparative importance levels of ethical values relative
to one another are presented in the upper part of the matrix. The total contributions and rankings of these values in their
normalized form are provided in the lower part. Thus, the relative importance of ethical values was analyzed systematically.
Tables 8 and 9 present the normalization and ranking of these weights in percentage terms. This representation enables
decision-makers to compare and prioritize among ethical values. According to the AHP analysis, Confidentiality and Privacy
stand out as the most important ethical values, with 11.98%, Awareness of Responsibility with 10.29% and Cyber Sovereignty
and Independence Ethics with 8.56%. This ranking reveals the ethical prioritization of experts working in the field of

cybersecurity.
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Table 7. Ethical Values Pairwise Comparison Matrix Based on the AHP Method
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Table 8. AHP Weight Coefficients of Ethical Values
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Security 0.05 | 004 | 005 | 004 | 003 | 003|005 | 009 | 010 | 008 |008|007|009| 008 |008| 008|007 | 007 | 007 | 0.06 | 0.06 | 006 | 0.06 | 0.06 | 0.06 | 0.06 | 0.06
Sensitivity
Asvsgggss 0.05 | 004 | 005 | 0.04 | 003 | 003|003 | 005 | 0.06 | 008 |008]|007|006| 006 |006| 006|007 | 007 | 007 | 006 | 0.06 | 006 | 0.06 | 0.06 | 0.06 | 0.05 | 0.05
Honesty 004 | 003 | 003 | 0.02 | 0.02 | 002 | 002 | 0.02 | 0.03 | 005 |005]005]|004| 005 |005| 005 | 006 | 0.05 | 0.05 | 0.05 | 0.05 | 005 | 0.05 | 0.05 | 0.05 | 0.04 | 0.04
Respect for
Public 003 | 003 | 002 | 002 | 002 | 002|002 |002|002]| 003 |005|005]|004| 005 |005| 005|004 |005]| 005 | 005|005]| 005 | 005|004 | 005|004 | 004
Resources
Justice and
Equality 003 | 003 | 002 | 002 | 002 | 002|002 | 002 | 002 | 001 |003|005]|004| 005 |005| 005|004 | 004 | 005 | 005 | 005| 005 | 005 | 004 | 0.05 | 0.04 | 0.04
Influence
Analyses 003 | 003 | 002 | 002|002 | 002|002 |002|002]| 001 |001]|002]004| 005 |005| 005|004 | 004/ 004 | 005|005]| 005 | 005|004 | 0.04 | 0.04 | 0.04
Respect and
Comperation | ©03 | 002 | 002 | 002 | 002 | 001 | 001 | 002 | 002 | 001 | 001|001 002| 003 |003| 003|004 | 004 | 004 | 004 | 004 | 004 | 004 003 | 004 | 004 | 008
Impartiality
and o bins | 003 | 0.02 | 002 | 001 | 001 | 001 | 001 | 001 | 001 | 001 |001|001 001 002 |002| 002 | 003|003 | 003 002|003 | 003 | 003|003 | 003 003|003
0w2:::hip 003 | 002 | 002 | 001 | 001 | 001|001 | 001|001 | 001 |001]|001|001] 002 |002] 002 | 003|003 003 |002|003]| 003 | 003|003 003]003] 003
LeEtdhelrcsar:ip 003 | 002 | 002 |00t | 001 | 001|001 | 001|001 | 001 |001]|001|001] 002 |002] 002 | 003|003 003 | 002 |003]| 003 | 003|003 003]003]| 003
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Table 8(Continued)
i 2 2 ° 2
S13l2g| 0|2 : . g & 5 £ 3 | 2 -
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2|3 |sg| £ |8 Z | g 2 | £ 8|S ¢ | 2| 2|8 g 2| & 2 | = g
s | 5|25 E |28 B | 5| 5 s S| 23| ¢ || 9% |3c £ 2| 5| sgc| 2|82 7 2
2 s |[EW g | 23| =2 n o 2B 2| 3| & < @ £ 18g| 2|5 = Z | £58 s | EE| 8 213
= o | 20| & |ES| ® S| 8 28| 7| E 7 o S| 8|8l = |0g| 3 2 EE= o | 25| © = |32
S ] o 9 | S o c = = 17} [ < Q c 2 I o Tl 2 — = o] o] T C i e= = e} >
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Ethical Value O S < I L 3 Py = oL 2 c 2 4 c c| o S S o
s > T = s Ll 4 3 N [} -5 S o k] > o) - = K c 5 = 4} o C @ <] @ s} = S
° S c = = B 2 2 T o c c b = | 28] ¢ | Sm ] [0 o2 E | =2 § s | 88
s | 8|78 283 8| 2% 28¢ | 8|5 || 5 |g| 8|22 2 |5® 8|5 | BE| =528 £|E& |8
>~ | &€ |sg| & |ga| £ | s | 3 3 Z2|E€| 8] £ S|l |8 R < | €| 57| E |0kl F 2
Q [ Q= c [ c fr] [hd = = 8 I e ] = 8 o IS K
fg 5 > £ = 5 o n a ) o Q = %) > S @
£ s | © g £ & E 8 2 < &)
a < b z - o a
Responsible
Disclosure and | 0.02 | 0.02 | 0.02 | 0.01 | 0.01 | 0.01 | 001 | 001 | 0.01 | 001 |0.01|001|001| 001 |001| 001|001 | 003 | 003 | 002 003| 003 | 003|003 |003]| 003] 0.03
Notification
Accessibility | 0.02 | 0.02 | 0.02 | 0.01 | 001 | 001 [ 001 | 001 | 001 | 001 [001[001/001| 001 [001] 001|001 |001 | 003 |002]003]| 003 |003]0.03]003]003]| 003
Prioritisation
of Community | 0.02 | 0.02 | 0.02 | 001 | 001 | 0.01 | 0.01 | 001 | 0.01 | 001 |001|001|00L| 001 |001|001 |00L |001| 00L |002]|003]| 003 |003]003]|002]003]| 003
Benefits
Accountability | 0.02 | 002 | 002 | 001 | 001 | 001 | 001 | 001 | 001 | 001 |001]001]001| 001 |001] 001|001 ]|001]| 001]001]002] 003 |003]003]002]|003] 0.03
Resjc?r?sliatl)ility 0.02 | 001 | 0.01 | 0.01 | 0.01 | 001 | 0.01 | 0.01 | 0.01 | 0.01 |0.01|0.00001| 001 |001]| 001|000 | 000 | 000 | 001|001 | 002 | 002|002 |002] 002] 0.02
Avoiding
Unauthorised | 0.02 | 0.01 | 0.01 | 0.01 | 0.01 | 001 | 0.01 | 0.01 | 0.01 | 0.01 |0.01]0.00001| 001 |0.01]| 001|000 | 000 | 000 | 000 | 000| 001 | 001|002 |002] 001 ] 001
Intervention
Ctgn:}?:in;s\?t 0.02 0.01 0.01 0.01 | 0.01 | 0.01 | 0.01 | 0.01 | 0.01 0.01 0.01 | 0.00 | 0.01 0.01 0.01 | 0.01 | 0.00 | 0.00 0.00 | 0.00 | 0.00 0.01 0.01 | 0.02 | 0.02 | 0.01 | 0.01
Er;\s/gg:s?&?its 0.02 | 001 | 001 | 001|001 | 001 | 001|001 001 | 001 |001|000]|001| 001 |000]| 000 | 000 |000]| 000 | 000]|000]| 000 |000]|001|002]| 001|001
Transparency 0.02 0.01 0.01 0.01 | 0.01 | 0.01 | 0.01 | 0.01 | 0.01 0.00 0.00 | 0.00 | 0.00 0.00 0.00 | 0.00 | 0.00 | 0.00 0.00 | 0.00 | 0.00 0.00 0.00 | 0.00 | 0.01 | 0.01 | 0.01
Traceability | 0.02 | 0.01 | 0.01 | 0.01 | 0.01 | 0.01 | 001 [ 0.01 | 001 | 0.00 |0.00|0.00]000| 000 |000]| 000 | 000|000 | 000 | 000]000| 000 | 000|000/ 000]|001]001
Respect for
Cultural 0.02 0.01 0.01 0.01 | 0.01 | 0.01 | 0.01 | 0.01 | 0.01 0.00 0.00 | 0.00 | 0.00 0.00 0.00 | 0.00 | 0.00 | 0.00 0.00 | 0.00 | 0.00 0.00 0.00 | 0.00 | 0.00 | 0.01 | 0.01
Diversity
Total 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 |1.00 | 1.00 | 1.00 | 1.00 |1.00| 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00
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Table 9. Normalized Percentages and Importance Weights of Ethical Values

Normalized Total
Ethical Value Normalized Total Weight Percentage Value and
Order of Importance (%)
Privacy and Confidentiality 3.24 0.12 11.98
Awareness of 2.78 0.10 10.29
Responsibility
Cyber Sovereignty and 2.31 0.09 8.56
Independence Ethics
Innovative Learning 2.14 0.08 7.94
Awareness of Homeland 1.93 0.07 7.15
and Public Service
Professionalism 1.80 0.07 6.67
National Security 1.72 0.06 6.38
Sensitivity
Security Awareness 151 0.06 5.61
Honesty 1.12 0.04 4.15
Respect for Public 1.02 0.04 3.80
Resources
Justice and Equality 0.97 0.04 3.60
Influence Analyses 0.91 0.03 3.38
Respect and Co-operation 0.75 0.03 2.76
Impartiality and non-bias 0.53 0.02 1.95
Data Ownership 0.54 0.02 1.98
Ethical Leadership 0.54 0.02 1.98
Responsible Disclosure and 0.47 0.02 1.75
Notification
Accessibility 0.45 0.02 1.66
Prioritisation of 0.42 0.02 1.55
Community Benefits
Accountability 0.38 0.01 1.42
Social Responsibility 0.28 0.01 1.03
Avoiding Unauthorised 0.24 0.01 0.88
Intervention
Commitment to the Law 0.24 0.01 0.88
Environmental 0.21 0.01 0.77
Responsibility
Transparency 0.19 0.01 0.70
Traceability 0.16 0.01 0.60
Respect for Cultural 0.16 0.01 0.60
Diversity
Total 27.00 1.00 100.00

Radar Graph in Figure 4, designed as a visual summary of these findings, clearly illustrates the distribution of ethical values
based on their AHP weights. In the graph, it is apparent that Confidentiality and Privacy, the ethical values with the highest
importance, stand out prominently; other values are positioned on the graph according to their relative magnitudes. The fact
that especially low-scoring values, such as Respect for Cultural Diversity, Traceability, and Transparency, are located near
the center of the radar chart emphasizes the need for increased awareness and improvement in these areas. This graph is a
crucial tool for decision-makers and institutions to visually compare ethical values and guide policy development processes.

The Consistency Ratio (CR) obtained from the pairwise comparison matrix was calculated as 4.88%, which is well below
the generally accepted threshold of 10%. This result indicates that the expert judgments in the pairwise comparisons are
consistent and reliable. Therefore, the AHP-derived prioritization of ethical values in this study can be considered both valid
and statistically coherent. The consistency analysis results of the AHP matrix are shown in Table 10.

4.2. Discussion

The results reveal a clear hierarchy in how cybersecurity professionals perceive ethical values. Privacy and Confidentiality
were identified as the most significant ethical dimensions, 11.98%, followed by Awareness of Responsibility, 10.29% and
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Cyber Sovereignty and Independence Ethics, 8.56%. These findings indicate that experts place strong emphasis on data
security, personal privacy, and national digital sovereignty. Considering the rising cyber threats and the growing concerns
surrounding digital surveillance, these priorities are consistent with the dual focus on individual ethical responsibility and
national cybersecurity resilience.

Table 10. Consistency Analysis Results of the AHP Matrix
n RI Amax Cl CR CR (%)
27 1.6631 29.11 0.08 0.05 4.88

Conversely, the relatively low importance attributed to Transparency, Traceability, Environmental Responsibility, and
Respect for Cultural Diversity suggests that ethical education in cybersecurity should not be limited to technical and security-
oriented principles. Instead, it should also integrate social, environmental, and cultural dimensions to foster a more holistic
understanding of ethical responsibility in digital environments.

The integration of both statistical averaging and AHP-based analysis in this study allowed the development of an objective,
data-driven ethical prioritization framework based on expert opinions. This structure provides strategic guidance for
organizations aiming to design ethical education programs and develop policy frameworks grounded in empirical evidence.
Moreover, targeted awareness initiatives focusing on lower-weighted ethical values could play a vital role in cultivating a
more comprehensive cybersecurity culture.

When compared with Figure 3, representing the five-stage CEMM introduced in Section 3.3, the findings demonstrate strong
internal consistency. Values such as Transparency, Traceability, and Respect for Cultural Diversity, located within the
Awareness stage of the model, correspond to the lower range of Table 7 (0.4 - 0.5%), indicating that these values are not yet
fully embedded within organizational ethics. In contrast, Privacy and Confidentiality 11.98%, Awareness of Responsibility
10.29%, and Cyber Sovereignty and Independence Ethics 8.56%, core elements of the Excellence stage, form the outer
perimeter of the radar chart, aligning with expectations at the highest maturity level. The pairwise comparisons and resulting
weights were directly mapped to the corresponding ethical maturity levels defined in the CEMM model, thereby linking each
ethical criterion to its developmental stage. This operational mapping clarifies how value clusters such as transparency,
traceability, and cultural diversity are positioned within the Awareness stage, while high-weighted values such as privacy,
confidentiality, and responsibility awareness correspond to the Excellence stage, illustrating the hierarchical transition
between ethical awareness and institutionalization.

The clustering of values such as Commitment to the Law (0.63%), Justice and Equality (3.55%), and Innovative Learning
(7.73%) in intermediate positions, corresponding to the Initial, Structured, and Integrated stages, suggests that organizations
tend to prioritize foundational compliance and fairness-related concerns before advancing toward innovation and continuous
improvement strategies. Therefore, the weight distributions derived from the AHP analysis empirically reinforce the
progression logic of the maturity model and enhance its confirmatory validity.

Future research can build upon the findings of this study in a number of ways. Firstly, including professionals from diverse
sectors, such as public administration, finance, health, and critical infrastructure, in the participant base would enhance the
representativeness and generalizability of the proposed CEMM. Secondly, alternative multi-criteria decision-making
techniques could be useful in validating and comparing the robustness of the obtained prioritization results, such as the
Analytic Network Process (ANP), Best-Worst Method (BWM), or Fuzzy Analytic Hierarchy Process (FAHP). Thirdly,
incorporating real-world incident data and key performance indicators, such as breach frequency, response efficiency, and
public trust metrics, into longitudinal studies would provide empirical evidence with which to assess the model’s predictive
capacity and practical utility.

Furthermore, future research should examine the integration of the ethical maturity assessment framework into existing
national and organizational audit mechanisms, such as ISO/IEC 27001 and the Information and Communication Security
Guide (BIGR), with the aim of establishing a unified structure for ethics-based governance. Cross-cultural comparative
analyses between Tiirkiye and other countries could also help to clarify the influence of socio-cultural contexts on ethical
awareness and maturity in cybersecurity practices. These multidisciplinary, empirical extensions would strengthen the
theoretical basis of the proposed framework and make its policies more relevant.

5. Conclusion

This study examines ethical maturity in the cybersecurity profession in a measurable and phased manner, utilizing survey
data and the AHP approach in conjunction. Responses from 37 experts across Tiirkiye were used to quantitatively determine
the priority weights of 27 ethical values aligned with internationally recognized codes (ACM, IEEE, (ISC)?, ISACA, NIST,
and UK CSC). The resulting pairwise comparison matrix produced a consistent solution (CR = 4.88%). The top three
priorities were privacy and confidentiality (11.98%), responsibility awareness (10.29%), and Cyber Sovereignty and
Independence Ethics (8.56%). Conversely, transparency (0.70%), traceability (0.60%), and respect for cultural diversity
(0.60%) received the lowest weights, indicating that these values were not sufficiently reflected in corporate practices. These
weights were then matched with the five-level CEMM and tested for internal consistency. The low-weighted values being
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placed at the Awareness level in the model and the high-weighted values centered on privacy and responsibility being placed
at the Excellence level confirm that empirical data validate the maturity logic. Values in the middle tiers, which focus on
regulatory compliance, auditing/certification, and improvement dimensions, define the thresholds on which organizations
should focus during the establishment, structured, and integrated transitions.

Seven current events, selected from the Tiirkiye context, were analyzed using the model. These events were: the large-scale
DDosS attacks in 2015; the e-commerce data breach in 2018; the targeting of Ministry of Health data during the 2019—2020
period of the pandemic; the mobile banking and SMS phishing attempts in 2021; the GSM operator customer data leak in
2022; the claim in 2023 that ‘85 million e-Government data were leaked’; and the TiirkNet customer data incident in 2025.
Incidents that violate the principle of privacy and confidentiality, which carries the highest weight, are associated with the
most confidence-eroding and systemically impactful outcomes. Examples include the TiirkNet and e-Government cases, as
well as the GSM and e-commerce cases. Delays or ambiguities in crisis communication have accompanied weaknesses in
the principles of transparency and accountability. The insufficient internalization of responsibility awareness in practice has
also emerged as a recurring finding. These findings validate the model's diagnostic power, showing that high-impact failures
correspond to gaps in high-priority ethical values and that weak crisis performance corresponds to deficiencies in
operationally critical but low-priority values.

In conclusion, this study offers three main contributions to cybersecurity professionals, decision-makers, and training
designers: an AHP-based priority map quantifying ethical values, an ethical maturity model that embodies the organizational
development path at five levels, and an action plan for policy, supervision, and training interventions through model and case
matching. It is considered critical for organizations to invest in relatively low-scoring areas such as transparency and cultural
sensitivity, as well as privacy and confidentiality, and an awareness of responsibility, and to update the maturity model with
a continuous improvement cycle to build a sustainable cyber ecosystem with high public trust.

Appendix A. Survey Form Used in the Study
Title: Cybersecurity Professionals’ Views on Ethical Values
Instructions for Participants:

As a cybersecurity professional, please rate the importance level of each ethical value listed below on a scale from 1 to 10,
where 1 = Least Important and 10 = Most Important. You may assign the same score to multiple values according to your
personal judgment. No personal or identifiable information was collected, and participation was entirely voluntary and
anonymous.

Ethical Value Score (1-10)
Honesty
Accountabilitiy
Transparency
Ethical Leadership
Justice and Equality
Responsible Disclosure and Notification
Influence Analyses
Respect for Cultural Diversity
Respect for Public Resources
Impartiality and non-bias
Awareness of Responsibility
Respect and Co-operation
Innovative Learning
Environmental Responsibility
Avoiding Unauthorised Intervention
Traceability
Awareness of Homeland and Public Service
Prioritisation of Community Benefits
Privacy and Confidentiality
Commitment to the law
Professionalism
Social Responsibility
Security Awareness
Data Ownership
Accessibility
National Security and Sensitivity
Cyber Sovereignty and Independence Ethics

I e e o o o R |
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