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ABSTRACT 

Any secure image encryption system needs to distort the statistical and visual structure of the image to prevent 

unauthorized access. Unlike traditional chaos-XOR methods, this paper presents a new hybrid image encryption 

model based on dynamic chaotic key generation, combined with two novel dedicated bit-level logic functions. 

The proposed model includes image pre-processing steps, such as flattening color channels and pixel shuffling, 

to break down the spatial structure. Bit-level nonlinear transformations are then applied using dedicated bit-

level logic functions (FLF and FOF). The Bogdanov scheme was used as the chaotic key generator.   The image 

encryption quality was evaluated against four state-of-the-art models using Entropy, NPCR, UACI, PSNR, and 

SSIM, along with visual analysis of histograms and correlation indices. The experimental results reported an 

average Entropy value of 7.95. NPCR rate and UACI values were 99.61% and 33.2% respectively. The 

correlation coefficient was 0.0046. The  SSIM remained at 1.0, while the average encryption execution was 0.47 

seconds. These results demonstrate that the proposed system can achieve a high level of visual security. This 

study represents a qualitative and quantitative contribution to the development of secure digital image 

processing methods. 
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1. Introduction 

Medicine, security, and communications are  examples of fields that can be developed using image processing techniques 

[1]–[3]. Some image processing applications are vulnerable to unauthorized access. Therefore, image processing stages may 

require an internal data encryption model to provide protection against unauthorized access. Any secure image encryption 

mode is designed to convert images into an encrypted format that is difficult for unauthorized individuals to understand. 

Multiple methods have been proposed for image encryption, including traditional methods such as symmetric and asymmetric 

encryption, as well as more advanced methods like chaos-based encryption. Therefore, image encryption technology has 

become an important part of information security to protect sensitive data [4], [5]. In certain special cases, such as resource-

limited environments, the challenge becomes more complex. As a result of such reasons, the available algorithms may not 

be able to operate efficiently  [6].  Several encryption algorithms have been proposed. However, many of them are not suitable 

for image data due to the optical integrity of the image data  [7]. Furthermore, various chaotic algorithms show insufficient 
diffusion and confusion when using XOR operations [8], [9]. Additionally, the process of retrieving the original image after 

encryption may be affected by noise during transmission [10].  

It is worth mentioning that efforts have been made to address the use of chaotic models for image encryption [11]–[13]. These 

contributions often relied on simple classical maps and XOR operations. In contrast, several previous studies investigated the 

mathematical structure of encryption without focusing on the structural analysis of the image or texture patterns  [14]–[16]. 

For instance, a symmetric key encryption algorithm based on the logistic map has been presented by Wang et al. [17]. Their 

algorithm did not provide sufficient resistance against differential attacks (NPCR/UACI less than 99%).  Zhou et al. [12] 

proposed a combination of Henon and Tent maps for key generation. The encryption result of this study remained linear 

through XOR only, without support for nonlinear operations or Feistel-based architecture.  

In addition, a chaotic key from a logistic map has been utilized by Patel and Veeramalai [18] in their study to encrypt medical 

images.  This study does not address partial corruption, such as noise. Furthermore, metrics such as PSNR or SSIM were not 

used to evaluate image encryption performance. The study of Hanif et al. [19] used a chaotic algorithm based on permutation 

and substitution. This study also investigates the static key structures. Yuan et al. [20] developed an XOR-based system with 

a Tent map for practical random number generation. The model generates a random key without incorporating any Boolean 

functions or multiple encryption layers, making it reproducible.   Pourasad et al. presented a digital image encryption method 

based on chaos theory [21]. This work generates random chaotic sequences and discrete wavelet transform (DWT) structures. 
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It is worth noting that the use of DWT may introduce computational complexity for large images.  Therefore, the algorithm 
may not be suitable for real-time applications or low-resource devices. A chaotic iteration of dragon fractal shapes (ChDrFr) 

for encryption, with filters to enhance image quality, was the objective of another study [22]. The results of this study 

enhanced random dispersion in pixel distribution and increased resistance to statistical attacks. However, this study did not 

provide results regarding the quality of the optical properties.  In addition, other researchers presented a model that combines 

a chaotic Bogdanov map with the anti-asynchronous property of the Chain dynamical system [23]. The study aimed to 

generate encryption keys with high randomness and advanced mathematical complexity. This study also demonstrated 

Bogdanov's algorithm's ability to generate strong keys. However, the study did not include tests in non-ideal environments, 

such as the presence of noise or partial image loss.  

Algorithms such as KASUMI are used widely in 3G cellular networks. These algorithms are based on the Feistel structure. 

Such a structure consists of binary-level implementations of subfunctions, including FL, FO, and FI, as presented in [24]. In 

contrast, the KASUMI algorithm is not compatible with dynamic, chaotic keys. It was designed to investigate textual data 
rather than visual data. Furthermore, certain chaotic algorithms that rely only on XOR operations have poor diffusion and 

confusion, particularly when the same seed values are used repeatedly [8], [25]. From another perspective, sensitive 

applications such as those involving military or medical images are vulnerable to image corruption due to errors or noise in 

the encrypted image transmission.   

The research gap in the field of digital image encryption is related to the lack of algorithms that combine two essential 

elements. On one hand, the use of complex chaotic schemes, such as the Bogdanov map.  The Bogdanov map provides more 

diverse dynamic behavior and a larger key space. This way may enhance encryption strength compared to traditional maps. 

On the other hand, the integration of bit-level logic functions is inspired by cryptographic algorithms such as KASUMI. It 

generates large-scale internal randomness within the image. Such an idea may outperform the capabilities of simple linear 

operations such as XOR. Additionally, traditional algorithms often overlook the structural properties of digital images. As a 

result, this can lead to data distortion or loss of information during the decryption process. Furthermore, traditional encryption 

techniques typically do not consider the resistance to noise or partial image damage [26]. Thus, it is essential to have 

encryption models that can retrieve images in unexpected situations. 

To address these challenges, this paper presents a novel hybrid digital image encryption model that leverages the visual and 

statistical properties of the image. This model combines the generation of chaotic keys using the Bogdanov scheme and the 

application of dedicated bit-level logical functions. These functions are referred to as Feistel-Like Function (FLF) and Feistel-

Oriented Function (FOF). The structure of FLF and FOF functions is similar to image processing filters. These functions 

could be used to enhance internal blurring and introduce large-scale nonlinear randomness within encrypted image data. The 

proposed model addresses the weakness in many conventional systems by reshaping the spectral and spatial structure of the 

image before and during encryption. Thus, the proposed model could be considered as an extension of secure image 

processing concepts, rather than a standalone encryption system. Another objective of this paper is to evaluate the proposed 

model's ability to process noisy images. To do that, the simulation of real-world environments was investigated when images 

are subject to partial loss or distortion. Our proposed model aims to preserve the basic optical properties of the decrypted 

image, even in the presence of salt-and-pepper noise in unreliable networks.  

In summary, this study contributes to the field of digital image processing by introducing a novel hybrid model that integrates 

a chaotic key scheme with two specialized bit-level logic functions (FLF and FOF). The propagation and confusion 

characteristics of the encryption process will be enhanced due to such integration. Therefore, the proposed model's result may 

provide a high level of optical security and robustness against noise and partial data corruption.  

2. Material and Theoretical Background  

The structure of the digital image, pixel distribution, and image statistical properties are the fundamental concepts of our 

proposed encryption model. The methodology and theoretical steps to build the proposed image encryption model are given 

in the next sections.  

2.1 Image Visual Properties and Processing Objectives 

In this study, PNG color images were evaluated, as it is a lossless compression format. This format preserves the original 

pixel values, allowing for the accurate evaluation of statistical metrics. The image contains three color channels (R, G, and 

B). Each channel has a different statistical distribution. Images are characterized by spatial redundancy between pixels and 

correlation between channels. Considering these properties, encryption increases the robustness of the proposed algorithm 

against statistical analysis attacks. Therefore, techniques similar to "pre-transformations" have been adopted, such as 

flattening the color matrix to a 2D shape, reordering pixels to break the spectral and spatial structure, and encryption is 

performed at each pixel (not only at the block level). Pre-encoding phases are designed to be similar to image processing 

steps. 

2.2 Proposed Model Structure  

Fig. 1 presents a flowchart of the proposed model. The model is based on a hybrid architecture of three main components:   

1) A dynamic chaotic key generated using the Bogdanov map. 2) Linear and nonlinear processing operations, including pixel 

shifting and XOR operations.  
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3) Custom logic functions (FLF and FOF) are implemented at the bit level to enhance diffusion and blurring.  The algorithm 
is applied to three-channel color (RGB) images after converting them to a flat matrix. Each color element is encoded 

separately. 

 

Figure 1. Flowchart of the proposed  hybrid image encryption model. 

2.3 Key Generation Using the Bogdanov Scheme 

Cryptography and mathematical coding techniques play an important role in enhancing information security. Therefore, 

efforts have been made to use mathematical models to achieve high levels of security [27]. In contrast, this study proposes a 

chaotic approach based on Bogdanov's dynamic key generation  map and dedicated bit-level logic functions to achieve high 

diffusion and confusion in the digital image. Thus, the proposed model offers a complementary approach to these 

mathematical methods, focusing on processing digital images rather than textual or numerical data. The Bogdanov method 

produces a chaotic key. The key generation method is based on two iterative equations, as shown below: 

𝑥𝑛+1 =  𝑥𝑛 + 𝑦𝑛        (1) 

 

𝑦𝑛+1 = 𝑦𝑛 + 𝑒. 𝑦𝑛 + 𝑘. 𝑥𝑛. (𝑥𝑛 − 1) + 𝑚 . 𝑥𝑛 . 𝑦𝑛    (2) 

where  e=0.01, m=0.1, and k=0.295 are three constants. Furthermore,   𝑥0 = 0.5 and 𝑦0 = 0.9 are two initial values. The 

result values are then converted to numerical values between 0 and 255 using quantization to obtain 8-bit key as shown in 

Equation 3:   

𝐾𝑖 = 𝑟𝑜𝑢𝑛𝑑(255 × |𝑥𝑖 𝑚𝑜𝑑 1|)     (3) 

These values are then divided into subkeys that are used inside the FLF and FOF functions.  The results demonstrated that the 

keys provide strong randomness properties and a large key space (NIST SP800-22 test).  

The chaotic Bogdanov key was chosen due to its high suitability for image encryption applications. This property yields a 

large effective key space under finite-precision quantization and good stability when quantified to 8 bits. Unlike traditional 

logistic/tent maps, the Bogdanov scheme provides  high variance across iterations. In the proposed model, the key is 

dynamically updated to avoid reuse.  Such a step enhances randomness and reduces correlation between image pixels.  
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2.4 Design of FLF and FOF Functions  

FOF operates on three consecutive rounds of nonlinear encryption using keys that are dynamically created using the 

Bogdanov algorithm. For each round, a series of logical operations is performed. These operations include calls to dedicated 

binary substitution tables (S7 and S9), as well as extension, truncation, and XOR gate interlocking.  The FLF function has 

been developed in a Feistel-like microstructure. It performs logical operations (AND, OR, XOR and ROL) on the two halves 

of a binary block alternately  to generate dynamically changing internal noise. This function is similar to a logical filter that 

is applied to a binary block level before merging the final output.  This implementation achieves high levels of randomness, 

thereby enhancing the algorithm's resistance to statistical analysis and attacks. Such properties distinguish our proposed 

model from traditional systems that rely only on XOR. 

2.4.1 The FLF function  

FLF function is built in a manner that simulates the work of edge detection filters (such as Sobel and Laplacian). Logical 

operations are performed at the bit level to create a "logical blur" in the image that helps break visual patterns.  FLF is a 

bidirectional logic encryption function that splits the input block into two halves (32 bits per half) and performs logical 

operations, as shown in Algorithm 1. 

Algorithm 1. FLF algorithm 

1 

2 

3 

4 

5 

6 

7 

8 

Dividing the binary string into Bin11 and Bin12 (32 bits each ) 

BKa = Bin11 AND KL1, where KL1 refers to key left part 1 

BKa = ROL (BKa, 1), where ROL means rotate left 

Bin12  = Bin12 XOR BKa  

Tmp = Bin12 OR KL2  where KL2 refers to key left part 2 

Tmp = ROL(tmp, 1) 

Bin11 = bin11 XOR Tmp 

Buf = Bin11 + Bin12   

 

Both keys, KL1 and KL2, are internal subkeys derived from the main chaotic key, generated using the Bogdanov scheme. It 

is worth noting that the structure of FLF is similar to the FL functions in the KASUMI algorithm; however, it has been 

optimized for operation in a chaotic environment and with image data. 

2.4.2 The FOF function 

FOF is applied to a series of adjacent blocks and interacts with their values. It is similar to a non-linear convolution process. 

FOF relies on three internal rounds involving the keys KO(i), KI(i), and implementation of custom nonlinear functions S-

Boxes (S7: a 128-element substitution table and S9: A 512-element substitution table). The S7 and S9 functions were chosen 

to be equivalent to complex activation functions in image processing networks. Operations are performed by alternating 

between half-blocks and using directed XOR operations to generate a final, unpredictable output. 

2.5 Encryption Algorithm  

The steps shown in Algorithm 2 below are not typical digital encryption operations but rather serve as image processing 

procedures at the optical level. These steps rearrange image components in a way that breaks repetitive patterns and weakens 

the original image structure. Dedicated logical filters are used, performing functions similar to those used in spectral 

transforms such as DCT or Wavelet, but implemented at the bit level. Thus, each encryption step performs a dual role: 

encryption on the one hand, and optical structural processing on the other, to achieve a higher level of optical security.  

Algorithm 2. Steps of the proposed Encryption model 

1 

2 

3 

4 

5 

6 

7 

Reading the image and converting it to a three-dimensional (RGB) matrix. 

Flattening the matrix to a two-dimensional N×3 matrix. 

Generate a chaotic key using the Bogdanov scheme  

Using a permutation function to generate a shuffled pixel from chaotic strings generated by a Bogdanov map. 

Applying the XOR operation between the resulting chaotic keys and the rearranged pixels. 

Applying the FLF and FOF functions to each 32-bit data block. 

Resampling the image and storing it in PNG format. 

 

2.6 Decryption Steps 

The decryption process relies on recovering the original pixel order, as shown below: 

1) The FLF and FLF functions are applied to the encrypted image in reverse order. 
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2) Applying the XOR operation using the same chaotic keys. 

3) The original image is restored using reverse permutation. 

2.7 Evaluation Methodology 

To compute the performance of the proposed model, several statistical metrics were used for this purpose. These tools are an 

effective way to measure the effectiveness of the proposed model in distorting the visual and statistical properties of the 

original image. Furthermore, some of these indicators demonstrate the proposed model's ability to preserve the quality of the 

decrypted image. 

Entropy Index (H): Entropy measures the degree of uncertainty. In cryptography, Entropy measures the uncertainty in the 

distribution of color values within the encrypted image. An entropy value close to 8 indicates an unpredictable distribution 

[28]. The value of Entropy is calculated as follows:  

𝐻 = − ∑ 𝑝𝑖
255
𝑖=0 𝑙𝑜𝑔2 𝑝𝑖  ,       (4) 

where 𝑝𝑖 is the probability of the gray value.  

Number of Pixel Change Rate (NPCR): NPCR is used in image processing to measure the sensitivity of an encryption 

method to any alterations in the original image. An NPCR value close to the ideal value of 100% reflects the algorithm's 

robustness in propagating changes and then higher resistance to differential attacks. The value of NPCR is calculated as 

shown in Equation 5. 

𝑁𝑃𝐶𝑅 =
∑ 𝐷(𝑖.𝑗)𝑖,𝑗

𝑀×𝑁
× 100%  ,       (5) 

where M and N represent the image dimensions.  

 Unified Average Changing Intensity (UACI): Measures the spectral differences between two similar images after 

encryption. This metric shows how effectively the algorithm changes the overall appearance of the image.  

𝑈𝐴𝐶𝐼 =
1

𝑀×𝑁
 ∑

|𝑖𝑚𝑔1−𝑖𝑚𝑔2|

255
× 100 ,      (6) 

where  𝑖𝑚𝑔1 and 𝑖𝑚𝑔2 are two encrypted images. The total number of pixels is represented by𝑀 × 𝑁. The absolute difference 

for each pixel is represented by |𝑖𝑚𝑔1 − 𝑖𝑚𝑔2|.  

Correlation Coefficient (r): It measures the statistical relationship between neighboring pixels in an image. Values close to 

zero indicate that the algorithm is successful in breaking the structural correlations of the image. Given two images or two 

sets of pixel values 𝑋 = {𝑥1, 𝑥2, … , 𝑥𝑛} and 𝑌 = {𝑦1 , 𝑦2 , … , 𝑦𝑛}, the correlation coefficient is computed as follows:    

𝑟 =
∑ (𝑥𝑖−𝑥̅)(𝑦𝑖−𝑦)𝑛

𝑖=1

√∑ (𝑥𝑖−𝑥̅)𝑛
𝑖=1

2
.√∑ (𝑦𝑖−𝑦)𝑛

𝑖=1
2
 ,      (7) 

where 𝑥̅ is the mean value of X and 𝑦̅ represets the mean value of Y.  

Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity Index (SSIM): These metrics assess the quality of the decoded 

image in comparison to the original. PSNR measures the numerical loss in the signal, while SSIM measures the structural 

similarity between the two images. PSNR is computed as shown in Equations 8 and 9, while SSIM is calculated as provided 

by Equation 10.    

𝑃𝑆𝑁𝑅 = 10. 𝑙𝑜𝑔10(
2552

𝑀𝑆𝐸
)        (8) 

𝑀𝑆𝐸 =  
1

𝑀×𝑁
∑ ∑ [𝐼(𝑖, 𝑗) − 𝐾(𝑖, 𝑗)]2𝑁

𝑗=1
𝑀
𝑖=1       (9) 

𝑆𝑆𝐼𝑀(𝑥, 𝑦) =  
(2𝜇𝑥𝜇𝑦+𝐶1)(2𝜎𝑥𝑦+𝐶2)

(𝜇𝑥
2+𝜇𝑦

2+𝐶1)(𝜎𝑥
2+𝜎𝑦

2+𝐶2)
    ,      (10) 

where 𝜇𝑥, 𝜇𝑦   are the mean of images x and y.  𝜎𝑥
2, 𝜎𝑦

2 are the variance of images x and y. 𝐶1, 𝐶2   are two small constants.  

Additionally, a simulation of noise or data loss that may occur during image transmission over unreliable channels was 

conducted. This was done by adding Salt and Pepper noise to the encrypted image. The decrypted image was evaluated using 

PSNR, SSIM, and UACI. Therefore, the proposed model performs the encryption process and provides an additional feature 

for processing damaged images. 

2.8 Algorithmic Summary of the Proposed Model  

The basic steps of the proposed image encryption and decryption model are summarized as shown in Algorithm 3. 

2.9 Statistical and Experimental Setup 

A paired t-test was conducted to compute a performance comparison between the results of the proposed model and the 

results of the reference algorithms. The average performance metrics (Entropy, NPCR, UACI, PSNR, and SSIM) of twenty 
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independent experiments for each model were evaluated.  For each statistical analysis, a p-value less than 0.05 was considered 
statistically significant.  The statistical properties of the keys generated by the proposed model were evaluated using the NIST 

SP800-22 standard randomness test. Additionally, all experiments were conducted on a system equipped with an Intel Core 

i7-2600 CPU at 2.60 GHz, 16 GB of RAM, and Windows 10 (64-bit), utilizing Python 3.10. To ensure fair comparison, the 

proposed model and all reference algorithms were implemented using the same parameter settings and operating conditions. 

The average time reported in this study represents only the computation time required for the encryption algorithm. It is the 

duration between the start and end of the encryption function. This function does not include key generation, image loading, 

or file I/O operations. 

Algorithm 3. Summary of the proposed model 

1 

2 

3 

4 

 

5 

6 

7 

 

Generate initial values using a chaotic Bogdanov map and a secret key. 

Produce an eight-bit key stream after executing several cycles to remove transitions.  

Flatten the RGB channels and reorder the pixels according to a chaotic sequence.  

Perform an XOR operation followed by nonlinear logic transformations (FLF and FOF) to increase diffusion and 

confusion. 

Introduce salt-and-pepper noise to test the robustness of the proposed system. 

Perform the inverse operations in the same order to restore the original image.  

Calculate statistical and visual performance indicators to estimate the quality of the proposed Model: Entropy, 

NPCR, UACI, PSNR, and SSIM.  

3. Results and Discussion  

Figure 2 shows the application of the proposed encryption model to an example image. It is clear from this Figure that the 

algorithm successfully destroyed all visual and color patterns of the original image. One can notice that there are no visually 

distinguishable features or details. This result confirms the effectiveness of the nonlinear encryption steps. Furthermore, the 

application of FLF and FOF functions demonstrates their ability to reduce the spatial and spectral correlations of image data. 

 

Figure 2. Example of applying the proposed model to a test image. (a) Original image, and (b) the encrypted image  
 

Figure 3 demonstrates the correlation map between the adjacent pixels of the original image and the encrypted image. From 

this Figure, it is evident that the scattered points are predominantly located along a diagonal line, as shown in Figure 3(a). 

Such  a  distribution indicates a strong correlation between the neighboring pixels. This is a natural behavior in unencrypted 

images due to the spatial symmetry.  In Figure 3 (b), the points appear to be distributed randomly across the various regions 

of the graph. Thus, this finding means a loss of regular pattern.  Therefore, a clear breakdown in the statistical correlation 

between neighboring pixels could be noticed due to the encryption process.   This result reflects the effectiveness of our 

proposed model in distorting the visual structure of the image by breaking up local patterns and reducing predictability. This 

is due to the effectiveness of FLF and FOF logic functions in producing strong nonlinear distortion at the bit level.  

Figure 4 demonstrates the visual analysis of the histogram related to three color channels (red, green, and blue) in an RGB 

image before and after encoding. The original histogram in Figure 4(a) displays clear peaks for each color channel. This 

reveals the presence of a distinct color pattern and the dominance of specific colors in the scene. This type of distribution is 

an easy target for statistical analysis attacks. It can be exploited to infer the content of the image or some of its components. 

The histogram related to the encrypted image is presented in Figure 4 (b). One can see from this Figure a random distribution 
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across all levels, without clear peaks for any color. The histogram appeared randomly balanced in all color channels (R, G, 
B), indicating the decomposition of the original spectral structure. This helps prevent the recovery of the original patterns. 

The homogeneous distribution indicates that the proposed algorithm enhances the randomness of the image, making it 

difficult to infer its content through statistical analysis. The absence of a symmetric distribution after the encryption process 

demonstrates the ability of our proposed model to remove the distinctive spectral structure of the original image. Therefore, 

the proposed model of this study reduces the possibility of retrieving visual information from the encrypted image, thereby 

increasing visual security.  

 

Figure 3. Neighboring pixels correlation. (a) Original image and (b) the encrypted image. 

 

 

Figure 4. Histogram representation. (a) Original image. (b) Encrypted image. 

 

The proposed model was evaluated using a set of statistical metrics to approve the secure image processing. The results 

presented in this paper include encryption using both our proposed model (Bogdanov + FLF/FOF) and four state-of-the-art 

algorithms, such as Henon, Tent, Hyperchaotic Lorenz, and LogisticXOR. The proposed and the reference models were 

applied to a set of 20 different images. Table 1 shows the average results of our model and these reference models using a set 

of statistical metrics. According to this Table, the average NPCR of our proposed model was 99.6%, indicating that the 

algorithm responds to minor changes in the original image. This behavior enhances the diffusion property, making it difficult 

to reconstruct the original image from the encrypted one. According to the study of Wang et al. [17], any algorithm with an 
NPCR value exceeding 99% is considered to have high security performance. In contrast, the average value of UACI 

exceeded 33%. Therefore, the results that are shown in Table 1 indicate that the encrypted image differs significantly in color 

intensity from the original one.  

It is obvious from Table 1 that the application of our proposed Bogdanov+FLF/FOF model to encrypt an image achieved an 

average entropy value of 7.9561. This value indicates a high degree of randomness in the pixel distribution. It has been 

reported that a high entropy value contributes to the production of an unpredictable pattern [8]. This result indicates that the 

encryption successfully hides the original structure of the image.  In addition, the reference algorithms achieved a slightly 

higher entropy value than our proposed model. However, this may not reflect a security advantage, because some algorithms 

rely on linear XOR operations, such as LogisticXOR. Studies such as Li et al. [8] have demonstrated that it is vulnerable to 

cracking in some scenarios due to poor diffusion and confusion.  Furthermore, the average correlation coefficient was 
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approximately 0.0046. This result confirms that the proposed model successfully broke down the correlation between 
neighboring pixels. In contrast, the average SSIM was constant at 1.0.  This result reveals that the decoded images were 

similar to the original images. This reflects an efficient lossless decryption model. Finally, the average execution time for a 

256×256 image was only 0.476 seconds. Such an execution time makes the proposed model suitable for real-time 

applications. 

From another perspective, our proposed model combines nonlinear logical operations (FLF and FOF) with a Bogdanov 

chaotic key. Therefore, the result of the cryptographic pattern was more resistant to statistical analysis.  FLF is responsible 

for enhancing diffusion within bits via simple logical operations such as XOR, AND, OR, and Rotation to distribute the 

change from one bit to multiple bits [29]. In addition, FOF adds a layer of nonlinearity (confusion) that prevents statistical 

and differential analysis [30]. Furthermore, the close performance of our proposed model to the reference methods 

demonstrates greater efficiency in preserving visual properties after encryption and decryption. Furthermore, a paired t-test 

was performed to compare the proposed model's results with those of each baseline method. All obtained p-values were 
higher than 0.05. These results confirm that there are no significant differences between the performance of the proposed 

model and the reference models in terms of quantitative metrics. In addition, the unique hybrid architecture of the proposed 

model provides flexibility and effectiveness in changing and noisy environments. Therefore, it can be concluded that the 

integration of Bogdanov chaotic dynamics with the customized bitwise logic layers (FLF/FOF) provides encryption quality 

comparable to established chaotic and classical standards models, while maintaining structural novelty and computational 

efficiency. 

Table 1. The proposed Model's performance results against four state-of-the-art methods  

Model Entropy 

Encrypted 

NPCR UACI Correlation 

Encrypted 

PSNR 

Decrypted 

SSIM 

Decrypted 

Encrypted 

time (s) 

Henon 8.0229 99.6112 33.0838 -0.0007 ∞ (lossless) 1.0000 0.4809 

Tent 8.0228 99.6017 33.0765 -0.0006 ∞ (lossless) 1.0000 0.4665 

HyperLorenz 8.0229 99.6120 33.1134 0.0004 ∞ (lossless) 1.0000 0.4617 

LogisticXOR 8.0229 99.6033 33.0904 0.0002 ∞ (lossless) 1.0000 0.4666 

Our Model 7.9561 99.6136 33.2851 0.0046 ∞ (lossless) 1.0000 0.4769 

 

The algorithm's resilience against partial corruption was tested by applying 2% salt-and-pepper noise to the encrypted image. 

Figure 5 presents the result of the decrypted image after applying noise compared to the original decrypted one. Consequently, 

our model demonstrated high tolerance in noisy conditions. 

 
Figure 5. The results of the recovered image without noise are compared to the recovered noisy image by applying the 

proposed model.  

 

Additionally, the statistical indicators of the noisy decrypted image with a 2% salt-and-pepper noise are presented in Table 

2.  It is clear from this table that a low UACI indicates that the noise effect is limited compared to the encryption. By testing 

the encrypted image with salt-and-pepper noise, we found that the proposed model can recover the image with satisfactory 

quality (PSNR ≈ 24.5 dB, SSIM ≈ 0.80). Such results were not achieved by most conventional algorithms based on XOR or 

simple chaotic maps. This demonstrates that our proposed model is not just an encryption system, but also a cryptographic 

image processing system. In addition, the proposed model has demonstrated its ability to handle data loss in unreliable 

transmission environments. These properties offer significant advantages in applications like medicine, surveillance, and 

wireless sensor networks. For instance, noise and partial distortion resistance in any cryptography model are important criteria 

in medical applications [10].  

The model demonstrates that it is not only robust against attacks but also maintains high resilience against partial corruption 

during transmission. This confirms the importance of our proposed model in image processing applications, such as those in 
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wireless networks.    Many previous studies, such as the one by [18], did not address the processing of damaged images. This 
study addressed the issue by introducing Salt and Pepper noise and verifying the ability of our system to recover images with 

acceptable quality. Compared to the results of previous studies [12], [17], our algorithm achieves similar or better NPCR and 

Entropy values. However, the FLF and FOF structures provided results that are more resistant to statistical analysis.  

Traditional XOR algorithms fail under corruption. The two logical functions, FLF and FOF, constitute a qualitative 

contribution to the architectural structure of the proposed model. These functions introduce bit-level logical randomness, 

similar to the effect of edge detection filters (such as Sobel and Laplacian), but in a way that achieves encryption in addition 

to visual processing. This combination of processing and encryption principles creates what is known as "structural 

encryption," which not only alters values but also reconfigures the spectral structure of the image. This approach is rarely 

discussed in the current literature. For example, it has been reported that the importance of integrating advanced chaotic 

maps, such as Bogdanov, with dynamic properties to ensure key diversity, as shown in [18]. However, the combination with 

structural logical operations was not investigated. 

Table 2. The statistical indicators of the decrypted noisy image 

Decrypted noisy image PSNR SSIM UACI 

38092_noisy.png 24.51 dB 0.8006 0.77% 

 

4. Conclusion  

To the best of our knowledge, this study is considered the first one conducted to integrate security concepts with image 

processing techniques. The manual implementation of FLF and FOF functions proved its ability to combine complex logical 

operations with the use of nonlinear substitution tables. Thus, the proposed model is enhanced to analyze visual and statistical 

patterns of images. The applications of the proposed model to image datasets demonstrate high performance in security and 
randomness metrics. Furthermore, this study provided image processing properties, including noise response, spatial disorder, 

and post-decryption optical stability. These results are promising for a wide use in sensitive and visual application 

environments. In addition, the structure of FLF and FOF contributes to efficient noise and bit-level diffusion.  Therefore, the 

proposed model is comparable to traditional XOR-based models and resistant to analytical attacks. The use of the Bogdanov 

scheme as a key generator enhances the security compared to traditional chaotic maps. Furthermore, the proposed model 

takes into account the structural properties of the image, including spatial and spectral redundancy. This enhances the model's 

resistance to attacks, making it suitable for applications such as medical, surveillance, and remote sensing.  

Several future ideas can be developed from this work. First, the encryption algorithm could be extended to include multi-

layer chaotic systems, thereby increasing the key space and enhancing the level of randomness. Second, it would be beneficial 

to integrate artificial intelligence and deep learning techniques to automatically assess the quality of encryption and determine 

the optimal parameters for various image types. Furthermore, the proposed model could be implemented in real hardware 
environments or on low-power embedded devices used in IoT and smart surveillance applications. Additionally, it is proposed 

to test the proposed model against various types of analytical attacks, including statistical attacks, chosen plaintext attacks, 

and differential attacks, to verify its robustness in real-world applications. 

It may now be beneficial to propose supporting multi-layer encryption by incorporating more than one chaotic map, such as 

the Tent or Piecewise Linear map.  Additionally, it may be of interest to integrate a machine learning model to analyze the 

security levels of encrypted images or evaluate the quality of the decrypted images. Finally, this study is a qualitative and 

quantitative contribution to the field of secure digital image processing. It represents a practical step toward developing image 

encryption algorithms.   
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