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ABSTRACT

The purpose of this study was to examine the relationship between pre-service
teachers' information security knowledge and information security awareness. In
this context, a correlational research design, one of the general survey models,
was used in the study. The sample consisted of a total of 284 pre-service teachers,
112 from the Department of Elementary Mathematics Education and 172 from
the Department of Early Childhood Education. In the study, data were collected
using the Information Security Knowledge Scale and the Information Security
Awareness Scale. Descriptive statistics and canonical correlation analysis were
used to analyze the data. The results indicated that pre-service teachers'
information security awareness levels were high across the total scale and sub-
dimensions. In contrast, their information security knowledge levels were
moderate across the total scale and sub-dimensions. In addition, a significant
positive relationship was found between pre-service teachers' information
security knowledge and awareness. As a result of the canonical correlation
analysis, the Information Security Awareness variable set explained 16.2% of the
variance in the Information Security Knowledge variable set. Conversely, the
Information Security Knowledge variable set explained 5.5% of the variance in
the Information Security Awareness variable set.
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Introduction

Information and communication technologies (ICT) have become an integral part of human life due
to the opportunities they offer and the convenience they provide (Hakkari, 2022). Developments in
ICT enable users to access, produce, share, and protect information (Avct & Orug, 2020; Hakkari,
2022). One of the main reasons ICT has assumed such an important place in everyday life is the
internet, which allows individuals to connect with the world (Ava & Orug, 2020) and offers
opportunities to learn about and explore it (Hakkari, 2022). According to the Household Information
Technologies Usage Survey conducted by the Turkish Statistical Institute (TSI), 96.4% of households
in Tiirkiye have internet access. Internet usage rates were reported as 92.2% for males and 85.4% for
females, while overall internet usage among individuals aged 16-74 reached 88.8%, reflecting a
steady increase compared to previous years (TSI, 2024). These findings indicate that internet use is
highly prevalent, particularly among younger populations.

While technological developments facilitate daily life, they also increase threats and attacks
targeting information security. In parallel with the growing volume of information produced in
digital environments, various security threats directed at both information and information
technologies have emerged (Gokgearslan et al., 2021; Kruger & Kearney, 2006). Despite high levels
of internet use, many users have limited knowledge and awareness of the risks they may encounter
in online environments (Aiken, 2019, as cited in Shillair et al., 2022). Similarly, although increased
technology use enhances convenience, it has also led to various security problems, rendering
information security an issue that requires careful consideration (Karaoglan-Yilmaz & Cavus-Ezin,
2017; Pontoan et al., 2023).

Information security is commonly defined as the prevention of unauthorized access to information
and its protection against inappropriate access and use (Lugnet et al., 2020; Puhakainen, 2006).
Similarly, it is described as preventing unauthorized access to information and ensuring that
information is transmitted between the sender and the receiver in accordance with security
principles (Unver et al., 2011). In a broader sense, Whitman and Mattord (2009) define information
security as the protection of information itself, the components that create it, and the systems and
hardware that enable its creation, storage, and distribution. Consistent with these definitions,
information security can also be understood as safeguarding information against unauthorized
access, use, modification, damage, or destruction (Cetinkaya et al., 2017). Information security is
built upon three fundamental components: confidentiality, integrity, and availability (Puhakainen,
2006; Weippl & Ebner, 2008). Confidentiality refers to protecting information from unauthorized
access; integrity involves preventing unauthorized modification or deterioration; and availability
ensures that authorized users can access and use information whenever needed (Baykara et al., 2013;
von Solms & Niekerk, 2013; Wang, 2022). The absence of any of these components may result in
significant information security risks (Cetinkaya et al., 2017).

Ensuring information security requires the integrated consideration of people, processes, and
technology (Eminagaoglu & Goksen, 2009). Accordingly, information security should not be
addressed solely through technical and infrastructural measures; the human factor must also be
taken into account, and appropriate precautions should be implemented by identifying users” levels
of information security awareness (ISA) (Cetinkaya & Oktelik, 2022; Rezgui & Marks, 2008). Factors
such as unconscious or improper technology use, insufficient awareness levels, and the increasing
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diversity of threat types further complicate efforts to ensure information security (Giildiiren et al.,
2020; Ogiitcii et al., 2016). In this context, it can be argued that ensuring information security at both
personal and institutional levels requires all users to possess a certain level of information security
awareness. Similarly, the literature emphasizes that one key measure for maintaining information
security is to provide users with training and inform them about security-related issues (Canbek &
Sagiroglu, 2007). Furthermore, Ava and Orug (2020) state that ISA can be developed through
education and that such awareness should be fostered from early childhood.

The role of the human factor in information security is closely related to users” knowledge and
behaviors (Kruger et al., 2010). Knowledge refers to users’ understanding of situations, concepts,
and practices related to information security. To ensure information security, users need to
understand the core principles of confidentiality, integrity, and availability, and recognize their
relationships. Such knowledge enables individuals to make more informed decisions and adopt
safer behaviors in digital environments (Kruger et al., 2010). In this regard, it can be argued that
users’ levels of knowledge regarding information security are critical for ensuring information
security at both the individual and institutional levels.

Information Security Awareness (ISA) is defined as individuals’ awareness of situations that
threaten information security and their engagement in behaviors aimed at preventing such threats
(Siponen, 2000). According to McCormac et al. (2017), ISA is closely associated with users’
knowledge of security rules and their compliance with these rules in practice. Thomson et al. (2006)
classified users as either competent or incompetent in terms of information security. They further
indicated that incompetent users may either be aware of their deficiencies or remain unaware of
them. The most critical situation arises when users lack competence in information security and are
unaware of their own deficiencies. Therefore, by helping users recognize their information security
shortcomings, it becomes possible to improve their skills and promote safer behaviors (Thomson et
al., 2006). In this context, Kruger and Kearney (2006) developed a model based on knowledge,
attitude, and behavior to examine ISA and the relationships among these components. According to
this model, increases in users’ knowledge positively influence their attitudes toward information
security, which, in turn, lead to changes in their behavior. Supporting this perspective, Benzer and
Karal (2023) found a positive relationship between pre-service teachers’ information security
knowledge and their security-related attitudes and behaviors. In other words, users” information
security knowledge plays a significant role in shaping their attitudes and behaviors toward
information security.

The literature includes several studies on ISA and ISK (Information Security Knowledge). Previous
studies have reported varying levels of ISA and knowledge among students. Findings related to ISA
indicate high levels (Avct & Orug, 2020; Goldag, 2021; Hakkari, 2022), moderate levels (Benzer &
Karal, 2023; Erdogmus, 2017; Giiltekin & Ozel, 2023; Sagir et al., 2018), or basic levels (Wang, 2022)
among university students and pre-service teachers. For instance, Hakkari (2022) found that
associate degree students demonstrated a certain level of awareness regarding information security.
In contrast, Ndiege and Okello (2018) concluded that university students’ information security
awareness was insufficient. Similarly, findings related to ISK reveal predominantly low levels
(Erdogmus, 2017) or moderate levels (Benzer & Karal, 2023; Hakkari, 2022) among university
students and pre-service teachers. A review of the literature indicates that studies simultaneously
examining both ISK and ISA among pre-service teachers are limited. In this respect, the present
study is significant in that it addresses the relationship between these variables and helps fill an
important gap in the literature.
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Developments in information and communication technologies (ICT) affect not only daily life but
also teaching and learning processes. Digital applications, tools, systems, and learning environments
are increasingly used to enhance the effectiveness of educational practices. Within the process of
technology integration in education, information security occupies a critical position and requires
comprehensive preparation and investment (Wang, 2022). In addition, teachers are expected to
possess a certain level of digital competence in order to use these digital platforms effectively in
educational settings (Kilig, 2022). In this sense, it can be argued that teachers—and pre-service
teachers as future educators—should demonstrate behaviors aimed at protecting information by
possessing adequate levels of ISK and ISA in order to prevent potential security breaches in digital
environments. A review of the relevant literature indicates a notable lack of studies that address pre-
service teachers’ ISK and ISA simultaneously. Based on this gap, the present study is expected to
contribute to the literature by identifying pre-service teachers’ levels of ISK and ISA. Accordingly,
the purpose of this study is to determine pre-service teachers’ levels of ISK and ISA and to examine
the relationship between these constructs. In line with this purpose, the following research questions
were addressed:

What are the levels of pre-service teachers” ISK and ISA?
Is there a statistically significant relationship between pre-service teachers’ ISK and ISA levels?
To what extent does the ISK variable set explain the variables in the ISA dataset?

To what extent does a single variable within the ISK dataset contribute to predicting the combined
variables of the ISA dataset?

Method

Research Design

The purpose of this study is to examine the relationship between pre-service teachers’ Information
Security Awareness (ISA) levels and Information Security Knowledge (ISK) levels. In line with this
purpose, a correlational research design, one of the general survey models, was employed.
Correlational research designs allow researchers to determine the direction and strength of
relationships between variables and to describe existing conditions as they naturally occur. In this
design, the researcher does not intervene in or manipulate the variables; instead, the relationships
among variables in their existing conditions are analyzed using statistical methods. Although
correlational studies reveal relationships among variables, they are not intended to establish direct
causal conclusions (Creswell & Creswell, 2018; Fraenkel et al., 2011).

Participants

The study sample consisted of 284 pre-service teachers, including 209 females (73.6%) and 75 males
(26.4%), enrolled in the Faculty of Education at a public university located in the Mediterranean
region of Tiirkiye during the fall semester of the 20242025 academic year. Participants were selected
using convenience sampling, a non-probability sampling method in which the sample comprises
individuals who are easily accessible to the researcher; therefore, it is widely used in social science
research (Clark, 2007; Etikan et al., 2016). Fraenkel et al. (2011) note that convenience sampling may
limit the representativeness of the target population and, consequently, the external validity of the
study. To address this limitation and enhance transparency, participants’ demographic
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characteristics are presented in detail. Accordingly, Table 1 summarizes the demographic
characteristics of the pre-service teachers included in the study.

Table 1

Demographic Characteristics of the Participants

N %
Gender Female 209 73.6
Male 75 26.4
Grade 1 51 18.0
2 125 44.0
3 29 10.2
4 79 27.8
Department Elementary Mathematics Education 112 39.4
Early childhood education 172 60.6
Years of Internet Use 1 to <4 years 23 8.1
4 to <6 years 27 9.5
6 years or more 234 82.4
Daily Internet Use Less than 1 hour 10 3.5
1 to <2 hours 33 11.6
2 to <4 hours 107 37.7
4 hours or more 134 47.2
Internet Usage Skill Beginner 11 3.9
Intermediate 184 64.8
Advanced 89 31.3
Total 284 100

Data Collection Instruments

In this study, data were collected using the Information Security Awareness Scale and the
Information Security Knowledge Scale. Both scales have been shown to be reliable and valid in
previous research. Participants completed the scales voluntarily, and their responses were kept
confidential to protect their privacy.

Information Security Awareness Scale: The Information Security Awareness Scale, developed by
Erdogmus (2017), consists of 18 items rated on a five-point Likert scale and comprises five sub-
dimensions: Internet Security (5 items), Social Media Use (4 items), Web Browser and Network
Security (3 items), Password Creation (3 items), and Social Media Traps (3 items). Total scores
obtained from the scale range from 18 to 90, with higher scores indicating higher levels of
information security awareness. In the original scale development study, the internal consistency
coefficient (Cronbach’s alpha) for the overall scale was reported as .96. Reliability coefficients for the
sub-dimensions were .90 for Internet Security, .94 for Social Media Use, .87 for Web Browser and
Network Security, .86 for Password Creation, and .91 for Social Media Traps (Erdogmus, 2017).

In the present study, the Cronbach’s alpha coefficient for the overall scale was calculated as .90. The
reliability coefficients for the sub-dimensions were found to be .76 for Internet Security, .81 for Social
Media Use, .75 for Web Browser and Network Security, .75 for Password Creation, and .77 for Social
Media Traps. These results indicate acceptable internal consistency for all dimensions.

Information Security Knowledge Scale: The Information Security Knowledge Scale, developed by
Erdogmus (2017), consists of 13 items rated on a five-point Likert scale and comprises two sub-
dimensions: Threats (7 items) and Precautions (6 items). Total scores obtained from the scale range
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from 13 to 65, with higher scores indicating higher levels of information security knowledge. In the
original scale development study, the internal consistency coefficient (Cronbach’s alpha) for the
overall scale was reported as .94, while the reliability coefficients were .91 for the Threats sub-
dimension and .91 for the Precautions sub-dimension (Erdogmus, 2017). In the present study, the
Cronbach’s alpha coefficient for the overall scale was calculated as .93, with reliability coefficients
of .87 for the Threats sub-dimension and .90 for the Precautions sub-dimension, indicating high
internal consistency.

Data Analysis

Descriptive statistics were used to determine pre-service teachers’ levels of ISA and ISK. Mean scores
were interpreted as follows: 1.00-2.33 = low, 2.34-3.67 = moderate, and 3.68-5.00 = high. In addition,
Canonical Correlation Analysis (CCA) was employed to examine the multivariate relationships
between the ISA dataset, comprising Internet Security, Web Browser and Network Security, Social
Media Traps, Social Media Use, and Password Creation, and the ISK dataset, comprising Threats
and Precautions. The analyses were conducted using SPSS 25.

Canonical correlation analysis is a multivariate statistical technique that maximizes the relationships
between two sets of variables by deriving canonical functions (Tabachnick & Fidell, 2013). The
primary purposes of canonical correlation analysis are to: (1) examine relationships between
multiple dependent and independent variable sets, (2) maximize the correlations between these
variable sets through canonical functions, and (3) evaluate the relative contribution of each variable
to the canonical functions (Tabachnick & Fidell, 2013). This technique also reduces the probability
of committing a Type I error when examining relationships among multiple variables (Thompson,
2005). For these reasons, canonical correlation analysis was deemed appropriate for the present
study.

The number of canonical functions that can be extracted depends on the number of variables in each
dataset, with the maximum number determined by the dataset containing the fewest variables
(Thompson, 2005). In this study, the ISA dataset included five variables, whereas the ISK dataset
consisted of two variables. Accordingly, two canonical functions (roots) were extracted and
examined.

Assumptions of Canonical Correlation Analysis

Prior to conducting Canonical Correlation Analysis (CCA), several statistical assumptions must be
examined (Tabachnick & Fidell, 2013). These assumptions include sample size adequacy, univariate
and multivariate normality, linearity, absence of multicollinearity among variables, and
homoscedasticity. Violations of these assumptions can lead to biased or unreliable results; therefore,
they were assessed before conducting the analysis.

Regarding sample size, Stevens (2009) recommends that the number of participants should be at
least 20 times the total number of variables included in the analysis. In the present study, the ISA
dataset consisted of five variables. In comparison, the ISK dataset included two variables, resulting
in a minimum required sample size of 140 participants. As the study included 284 participants, the
sample size exceeded the recommended minimum for performing a canonical correlation analysis.

Univariate normality was assessed by examining skewness and kurtosis values, histograms, and Q-
Q plots. The results indicated that skewness and kurtosis values for all variables fell within the
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acceptable range of -1.5 to +1.5 (Tabachnick & Fidell, 2013). Visual inspection of histograms and Q-
Q plots further supported the assumption of normal distribution.

To assess multivariate normality and identify potential outliers, Mahalanobis distance values were
calculated. The analysis revealed that none of the distance values exceeded the critical value of 24.32,
indicating the absence of multivariate outliers (Pearson & Hartley, 1958). Therefore, the data were
considered suitable for Canonical Correlation Analysis.

Canonical correlation analysis also requires linear relationships among variables. To evaluate this
assumption, scatterplots for each pair of variables were examined for outliers and curvilinear
patterns. The inspection indicated meaningful and linear relationships among the variables.

The assumption of the absence of multicollinearity was examined by calculating Pearson correlation
coefficients among the variables. All correlation coefficients were below .90, suggesting no
multicollinearity issues (Tabachnick & Fidell, 2013). In addition, the Variance Inflation Factor (VIF)
and tolerance values were examined. The results showed that tolerance values were greater than .10
and VIF values were less than 10, confirming that multicollinearity was not a concern (O'Brien,
2007).

Finally, homoscedasticity, which refers to the assumption that the variance of error terms is constant
across all levels of the independent variables, was evaluated. Examination of the relevant
scatterplots indicated that this assumption was satisfied. Thus, it can be concluded that the data met
all the necessary assumptions for conducting Canonical Correlation Analysis.

Ethical Approval

Ethical principles were strictly observed in the present study, and the necessary ethical approval
was obtained prior to data collection. This study was approved by Burdur Mehmet Akif Ersoy
University institutional ethics committee; approval number: GO 2022/891; approval date: 05.10.2022.

Findings

Levels of Pre-service Teachers’ Information Security Awareness and Information Security
Knowledge

Descriptive statistics, including means and standard deviations for each sub-dimension, were
calculated to provide an overview of the participants” ISA and ISK levels. These statistics help to
identify patterns and variations in the data before conducting further analyses. The findings related
to pre-service teachers’ ISA and ISK levels are presented in Table 2.

As shown in Table 2, pre-service teachers demonstrated high levels of information security
awareness across the overall scale and all sub-dimensions. In contrast, their information security
knowledge levels were moderate across the overall scale and its sub-dimensions. Within the ISA
dataset, pre-service teachers obtained the highest mean score in the Web Browser and Network
Security sub-dimension (M = 4.36, SD = 0.71), whereas the lowest mean score was observed in the
Social Media Use sub-dimension (M = 4.08, SD = 0.59). Regarding the ISK dataset, pre-service
teachers demonstrated higher mean scores in the Precautions sub-dimension (M = 3.09, SD = 0.87)
compared to the Threats sub-dimension (M = 2.80, SD = 0.88).
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Table 2

Levels of Pre-service Teachers’ Information Security Awareness and Knowledge

Variables N Min Max X sD Level

Information Security Awareness (Total) 284 2.50 5.00 421 0.50 High

Internet Security 284 2.40 5.00 4.26 0.55 High

Social Media Use 284 2.50 5.00 4.08 0.59 High

Web Browser and Network Security 284 2.33 5.00 4.36 0.71 High

Password Creation 284 2.00 5.00 412 0.70 High

Social Media Traps 284 2.00 5.00 4.15 0.70 High
Information Security Knowledge (Total) 284 1.00 5.00 2.94 0.82 Moderate
Threats 284 1.00 5.00 2.80 0.88 Moderate
Precautions 284 1.00 5.00 3.09 0.87 Moderate

Canonical Correlation Analysis Results

CCA was conducted to examine the relationship between the ISA and the ISK dataset. The ISA
dataset consisted of five dimensions: Internet Security, Web Browser and Network Security, Social
Media Traps, Social Media Use, and Password Creation. The ISK dataset consisted of two
dimensions: Threats and Precautions.

Table 3

Canonical Correlation Analysis Results

Roots rc rc? Eigenvalue Wilks” Lambda F Df p
1 43 187 229 .790 6.935 10 .000
2 17 029 .030 971 2.103 4 .081

As shown in Table 3, the first canonical function was statistically significant, with a canonical
correlation coefficient of .43, corresponding to 18.7% shared variance (Wilks' A =.790, F(10, 554) =
6.935, p <.001). In contrast, the second canonical function was not statistically significant (canonical
correlation = .17, shared variance = 2.9%; Wilks' A =.971, F(4, 278) = 2.103, p = .081). Therefore, only
the first canonical function was retained for interpretation, consistent with the recommendations of
Tabachnick and Fidell (2013).

Canonical Loadings and Explained Variance

Table 4 presents the standardized canonical weights and canonical loadings for the variables in each
variable set. The canonical loadings were used to interpret the variables most strongly associated
with the first canonical variate.

As shown in Table 4, Web Browser and Network Security (-.75) and Internet Security (-.70)
exhibited the strongest canonical loadings in Set 1, indicating that these variables were most strongly
associated with the first canonical variate. In contrast, Social Media Use (-.08) showed the weakest
canonical loading. In Set 2, both Threats (—.98) and Precautions (-.88) exhibited very strong canonical
loadings, indicating that both variables were strongly associated with the first canonical variate,
with Threats showing a slightly stronger association than Precautions. The first canonical variate
explained 29.7% of the variance in the ISA variable set and 87.0% of the variance in the ISK variable
set.
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Table 4

Standardized Canonical Weights and Canonical Loadings for Each Variable Set

. Canonical Weights Canonical Loading
Variable (Standardized)
Set 1- Information Security Awareness
Internet Security -.66 -70
Social Media Use 73 -.08
Web Browser and Network Security -.63 -75
Password Creation -.03 -.34
Social Media Traps -20 -.57
Explained Variance (%) 29.7
Set 2— Information Security Knowledge
Threats -72 -.98
Precautions -.33 -.88
Explained Variance (%) 87

Based on the standardized canonical weights presented in Table 4, the canonical variate equations
were formed as follows:

Set 1 (Information Security Awareness) = —.66(Internet Security) + .73(Social Media Use) — .63(Web
Browser and Network Security) — .03(Password Creation) —.20(Social Media Traps)

Set 2 (Information Security Knowledge) = —.72(Threats) — .33(Precautions)
Canonical Loadings and the Relationship Between the Canonical Variates

Canonical loadings represent the correlation between each observed variable and its respective
canonical variate. The variance explained by a canonical variate is calculated by averaging the
squared canonical loadings of the variables within that dataset. The canonical loadings and the
correlation between the first canonical function are illustrated in Figure 1.

Figure 1

Canonical Loadings and Canonical Correlation for the First Canonical Function Between Information
Security Awareness and Information Security Knowledge

Internet Security

Web Browser and

Network Security

Threats

Password
Creation

Awareness Knowledge
X=Setl Shared variance Y=Set2
18.7%

Precautions

Social Media
Traps

Social Media
Use
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As shown in Figure 1, the correlation between the ISA and ISK canonical variates was .43, indicating
a moderate positive relationship. According to Tabachnick and Fidell (2013), variables with
canonical loadings greater than .30 are considered meaningful contributors to a canonical variate.
Accordingly, within the ISA dataset, Internet Security (-.70), Web Browser and Network Security (-
.75), Password Creation (-.34), and Social Media Traps (-.57) met this criterion, whereas Social Media
Use (-.08) did not. Within the ISK dataset, both Threats (-.98) and Precautions (-.88) exceeded the
threshold and were retained as meaningful contributors. Although all variables exhibited negative
loadings, they were related in the same direction across both datasets, indicating that decreases in
one canonical variate were associated with corresponding decreases in the other.

Cross-Loadings

To better understand the relationships between the variables, the cross-loadings of each variable on
the canonical variates were examined. Cross-loadings between the two canonical variates are
presented in Table 5. The patterns observed in the cross-loadings indicate which variables contribute
most strongly to the canonical relationships.

Table 5

Cross-Loadings of Canonical Variables

Variable Cross-Loading

Set 1: Information Security Awareness Information Security Knowledge Variable Set
Internet Security -.30
Social Media Use -.03
Web Browser and Network Security -32
Password Creation -15
Social Media Traps -24
Explained Variance (%) 5.5

Set 2: Information Security Knowledge Information Security Awareness Variable Set
Threats -42
Precautions -.38
Explained Variance (%) 16.2

Table 5 shows that, in explaining ISK, the ISA variables demonstrated highest cross-loadings were
Web Browser and Network Security (-.32) and Internet Security (-.30), followed by Social Media
Traps (-.24), Password Creation (-.15), and Social Media Use (-.03). Collectively, the ISA dataset
explained 16.2% of the variance in the ISK dataset. Conversely, in explaining ISA, the ISK variables
Threats (—.42) and Precautions (—.38) accounted for 5.5% of the variance. These findings indicate an
asymmetric explanatory relationship between the two datasets.

Discussion, Conclusion, and Recommendations
Discussion and Conclusion

This study aimed to determine pre-service teachers’ Information Security Knowledge (ISK) and
Information Security Awareness (ISA) levels and to examine the extent to which the ISK dataset
explains the ISA dataset. For this purpose, data were collected from 284 pre-service teachers enrolled
in the Faculty of Education at a public university during the fall semester of the 2024-2025 academic
year.
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The study's findings revealed that pre-service teachers’ ISK was at a moderate level. Previous
studies have reported varying results regarding university students’ levels of ISK. Consistent with
the present study's findings, Hakkari (2022) and Benzer & Karal (2023) noted that university
students demonstrated moderate levels of ISK. In contrast, Erdogmus (2017) found that pre-service
teachers’ ISK was low. Taken together, these findings suggest that pre-service teachers’ ISK may
vary across contextual, institutional, and sample-related factors.

In addition, the present study found that pre-service teachers’ ISAs were at a high level. This finding
is largely consistent with previous studies. Avci and Orug (2020) found that undergraduate students
exhibited high levels of ISA, and Hakkari (2022) reported similar findings among associate degree
students. Similarly, Goldag (2021) concluded that associate and undergraduate students had high
levels of digital data security awareness. Nevertheless, the literature is not entirely consistent, with
some studies reporting moderate or even low levels of ISA. Benzer & Karal (2023) and Erdogmus
(2017) reported moderate levels of ISA among university students, while Sagir et al. (2018) found
similar results among vocational school students. Likewise, Giiltekin and Ozel (2023) determined
that associate, undergraduate, and graduate students demonstrated moderate levels of ISA. In
contrast, Wang (2022) showed that university students had only basic-level ISA, while Ndiege and
Okella (2018) concluded that university students’ ISA was insufficient.

Overall, these findings suggest that university students” ISA levels vary across different contexts
and samples and that there remains a clear need for further improvement. As emphasized by Ava
and Orug (2020), integrating information security-related courses into academic curricula may be
an effective strategy for enhancing users’ awareness. In addition, educational interventions should
include explicit instruction on information security threats to better inform users and promote safer
behaviors in digital environments (Sahinaslan et al., 2009). In this regard, it can be argued that
organizing targeted training programs to increase users’ information security knowledge and
awareness is essential, particularly given users' active role in ensuring information security.

The findings of the present study revealed a significant and positive relationship between pre-
service teachers’ ISK and ISA. In other words, greater ISK is associated with higher ISA. This finding
is consistent with previous research. Benzer and Karal (2023) reported a significant relationship
between university students” ISK and their attitudes toward information security. Similarly, the
same study found a significant positive relationship between ISK and information security
behaviors.

According to the results of the canonical correlation analysis, a moderate positive canonical
relationship was identified between pre-service teachers” ISA and ISK. To examine the relationship
between these two constructs, a canonical correlation analysis was conducted, and the first canonical
function was found to be statistically significant at p <.001. The first canonical function yielded a
canonical correlation of .43, indicating that the ISA and ISK variable sets shared 18.7% of their
variance.

Further examination of the relationship between the two datasets showed that ISA explained 16.2%
of the variance in ISK. In contrast, ISK explained 5.5% of the variance in ISA. These findings suggest
that the linear combinations of the variables in the two datasets are meaningfully related.
Accordingly, it can be argued that as pre-service teachers’” ISA increases, their ISK is likely to increase
as well.
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Limitations and Recommendations for Future Research

Although the present study provides insights into pre-service teachers’ information security
knowledge and awareness, it has several limitations that should be acknowledged. First, the data
were collected solely through self-report questionnaires, and it was assumed that participants
responded voluntarily and honestly. Therefore, the findings may be subject to potential response
bias. Additionally, there is a gender imbalance among participants, with females accounting for
more than 73% of the sample. This may limit the generalizability of the findings.

Another limitation is that the study sample consisted only of pre-service teachers enrolled in the
Elementary Mathematics Education and Early Childhood Education programs at a single public
university. This may also limit the generalizability of the findings. Future studies may address this
limitation by including pre-service teachers from different academic departments and comparing
results across disciplines. Similarly, conducting studies with samples drawn from multiple
universities may enhance the generalizability of the findings.

Future research may also incorporate additional variables related to information security knowledge
and awareness in order to examine more complex relationships among variables. Moreover,
intervention-based studies implementing information security training programs for pre-service
teachers may be conducted to enhance their information security knowledge, awareness, and related
behaviors. The effects of such educational interventions could then be examined and compared with
findings reported in the existing literature.

In addition, qualitative studies may be conducted to provide in-depth insights into pre-service
teachers’ perceptions and experiences regarding information security. Mixed-methods research
designs may also be employed to explore cause better-and—effect relationships and to provide a
more comprehensive understanding of information security knowledge and awareness in
educational contexts. Such approaches strengthen the validity and reliability of research findings by
supporting participants’ perspectives with quantitative data.
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