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suaibakhter@subu.edu.tr Infectious diseases can appear suddenly, spreading harm from a single household to multiple countries.
The world has seen this happen repeatedly, starting from influenza and tuberculosis to more recent out-
breaks of Ebola, cholera, and COVID-19. While many precautions have been taken to protect against
these attacks, ambulance management has remained overlooked, despite being the first line of defense.
This paper proposes a Smart Ambulance System designed to facilitate primary clinical investigation
and real-time patient monitoring during the critical transit period before hospital arrival. To address the
sensitive nature of epidemiological data, a blockchain-based security architecture is integrated into the
system, ensuring data confidentiality and integrity, and enabling a decentralized environment for cross-
institutional information sharing. The proposed system is simulated using the Ethereum platform to
demonstrate its feasibility in managing emergency medical resources during infectious disease surges.
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1. Introduction

Hospitals worldwide are integrating Electronic Health Records (EHRs) to obtain faster access to patients’ medical histories. EHRs are aiding in
ensuring better treatment, improving clinical performance, and promoting research in the health sector. Data for healthcare is inevitably on the
rise, and handling it efficiently, certain technologies such as a network with distributed data, parallel processing, scalable storage, infrastructures,
frameworks, etc., are required. To solve these sorts of complex issues, several technologies are integrated. While adding new generation
technology, the developers have to face difficulties to ensure security, data, and patients’ privacy, storage management, real-time outcomes,
interoperability, etc. (see Figure 1). Beyond these core issues, the implementation process is often hampered by a combination of technical,
operational, and infrastructural barriers [1]. For example, while high-speed 6G connectivity is essential for real-time monitoring, maintaining
this infrastructure in remote or rural areas remains a significant geographic hurdle [2]. In addition, the high initial investment costs and the need
for specialized staff training often create financial and operational bottlenecks that can slow down the adoption of smart medical services [3].
To improve services in the healthcare sector, several systems have been implemented; blockchain is one of them and can provide a distributed
platform to address the above-mentioned challenges. Blockchain was used in several areas of healthcare and proves its worthiness.

Blockchain technology is a peer-to-peer network in which a distributed ledger is managed and shared among peers. The technology operates
without requiring a central administrator and is a decentralized data storage management system. Data is widely spread through numerous nodes,
and the data quality is maintained by replicating and encrypting [4]. On 31st October, 2008, the blockchain concept came into existence through
a white paper introduced by Nakamoto. The idea of bitcoin transactions on a platform where online payment transactions could be transmitted
directly peer-to-peer, bypassing a financial institution such as a bank. Nakamoto’s idea was to build a trustless [5] platform that resolves the
double-spending problem using a decentralized, peer-to-peer distributed ledger. By utilizing encryption technologies such as hashing, signing,
and verification, blockchain provides additional security services and helps prevent attacks.
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