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DESIGN OF AN INTERFACE FOR RANDOM NUMBER

GENERATORS BASED ON INTEGER AND FRACTIONAL

ORDER CHAOTIC SYSTEMS
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Abstract. Chaos is one of the most topical subjects in the literature and
is applied to various number of different fields such as system identification,

optimization, brain functions identification, secure communication, encryption

and random number generation. In this work, a user interface is designed for
generation of random numbers based on fractional and integer order chaotic

systems. In order to evaluate the randomness of the generated numbers NIST-

800-22 and ENT statistical tests are performed. The design interface provides
the users a wide range of options. Moreover, the interface is also implemented

on a microcomputer that the generated random number can be used in mobile
applications. In this way, random numbers that have great importance on

applications such as cryptographic and secure communication systems, statis-

tical samplings, computer simulations and designs based on randomness are
generated with different ways.

Keywords: Chaos, chaotic systems, fractional order chaotic systems, ran-

dom number generators, interface design.

1. Introduction

Nowadays smart systems that can be used in house and building automation, in-
dustry, energy, medical, transportation and communication system and the security
of data transfer of these smart systems have become very important. Multimedia
data like text, image and audio can be shared all over the globe very easily but
this system has brought some series concern on the shared data security. It is quite
possible for the third parties to access to the data and even to change it. In order to
prevent third parties to access the data some security tools and technologies have
been developed. Among these tools random number generators (RNGs) are one of
the most important ones. The RNGs are widely employed in encryption applica-
tions as well as in applications such as numerical analysis, game theory, statistics
and simulation and so on. Chaos based RNG designs have become a very topical
subjects in the literature. Chaos can be simply defined as a discipline that studies
order in disorder. The main features of the chaotic signs are sensitivity to the ini-
tial conditions, irregularity in time domain, having huge number of harmonics and
broader power spectrum like noise [1].

In nowadays chaotic systems are used in many different application fields. Some
of these are nonlinear deterministic estimation, biomedical applications, chaotic
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encryption and stenography, modelling of nonlinear systems, nonlinear filtering,
dynamic data compression and coding, weather forecast and random number gen-
eration and so on [2-4]. In this study, a design of a user-friendly interface for chaos
based random number generation is aimed. There are two types of RNGs, namely,
true random number generators (TRNGs) and pseudo random number generators
(PRNGs). In RNG based applications, PRNGs are preferred for repeatable ran-
dom number sequences while TRNGs are preferred for high unpredictability. All
the generated numbers with the designed interface are pseudo random numbers.
Moreover, the interface will allow generation of random numbers with different
methods or chaotic systems. In the literature, there are numerous studies on chaos
based random number generation. In some of these studies, discrete chaotic sys-
tems [5-7], continuous systems [8-10] or fractional order chaotic systems [11-13] are
employed. There are also studies on chaos based TRNGs [6,14-17] and PRNGs
[5,7-12]. The setup of the paper is as follows: the chaotic systems used in ran-
dom number generation are described in Section 2; chaos based random number
generation is discussed in Section 3; the designed interface for chaos based random
number generation is mentioned in Section 4; the statistical results of the generated
random numbers are given in Section 5 and finally conclusion is given in the last
section.

2. The Chaotic Systems Used in the Study

In this section, the chaotic systems which are used in the interface to generate
random numbers are mentioned. The chaotic systems which are used in the study
as follows:

Lorenz chaotic system [18]

(2.1)

ẋ = a(y − x)

ẏ = rx− y − xz

ż = xy − bz

Rössler chaotic system [19]

(2.2)

ẋ = − (y + z)

ẏ = x+ ay

ż = b+ z (x− c)

Van Der Pol chaotic system [20]

(2.3)
ẋ = y

ẏ = a(1 − x2)y − x3 + cos (ct)

Aizawa chaotic system

(2.4)

ẋ = (z − β)x− δy

ẏ = (δx) + (z − β) y

ż = γ + αz − z3

3
− (x

2
+ y2)(1 + εz) + (ζzx3)

Pehlivan G chaotic system
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(2.5)

ẋ = y − x

ẏ = ay − xz

ż = xy − a

Chen chaotic system [21]

(2.6)

ẋ = a(y − x)

ẏ = −xz + (c− a)x+ cy

ż = xy − bz

Labyrinth chaotic system [22]

(2.7)

ẋ = sin(y) − bx

ẏ = − sin(z) − by

ż = sin(x) − bz

Rucklidge chaotic system [23]

(2.8)

ẋ = Kx+ Ly − yz

ẏ = x

ż = z + y2

Rikitake chaotic system [24-26]

(2.9)

ẋ = −µx+ zy

ẏ = −µx+ (z − a)

ż = 1 − xy

A chaotic system with golden proportion equilibria [27]

(2.10)

ẋ = y − x− az

ẏ = xz − x

ż = −xy − y + b

3. Chaos Based Random Number Generation

In the study, random numbers are generated by numerically solving the chaotic
system equations and then the obtained numerical solutions which are in decimal
format are converted into the binary format by using three different methods de-
scribed in this section. After the conversion process a certain number of least
significant bits (LSBs) are selected for random bit series.

The numerical method for the integer order chaotic systems is Runge-Kutta 4
(RK4) method and for the fractional order chaotic systems is Grnwald-Letnikov
(GL) method.
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3.1. Numerical Solution of Fractional Order Chaotic System. Nowadays
fractional order integral, differential and integro-differential equations are usually
employed in science fields such as physics, chemistry, electric and electronics, ther-
modynamic and control theory. Fractional order systems and their applications
have become a topical subject in the last decades [28-29].

In the literature symbol D is used as integro-differential operator and it can be 
used to represent integral or differential operations. In Eq. (3.1), it is shown cases 
where the integro-differential operator represents integral or differential operation. 
In Eq. (3.1) a positive value of a represents differential while a negative value of a 
represents integral [30,31].

(3.1) aD
α
x =


da

dxa
, α > 0

1, α = 0∫ x

a

(dτ)
−α
, α < 0

Figure 1. Some different order derivatives of f(x)=x [30].

To solve fractional order chaotic system Grnwald Letnikov (GL) definition is 
employed and it is given in Equation (3.2).

(3.2) aD
α
t f (t) = lim

h→0
h−α

t−a
h∑
j=0

(−1)
j

(
α

j

)
f(t− jh)

where
(
α
j

)
is the binomial expansion coefficients and

(3.3)

(
α

j

)
=

α!

j!(a− j)!
=

Γ(α+ 1)

Γ(j + 1)Γ(a− j + 1)

Γ(n) is the Gamma function.

(3.4) Γ(n) = (n− 1)!
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(3.5) Γ(z) =

∫ ∞
0

tz−1e−tdt

For numeric solution of the fractional order derivatives the below expression can
be written:

(3.6)
k−Lm

h

Dq

tk
f (t) ≈ lim

h→0
h−q

t−a
h∑
j=0

(−1)
j

(
q

j

)
f(tk − j)

where Lm is the memory length and h is the step size. The binomial expansion
coefficients can be expressed as:

(3.7)

c
(q)
j = (−1)

j

(
q

j

)
, c

(q)
0 = 1, c

(q)
j =

(
1 − 1 + q

j

)
c
(q)
j−1 , (j = 0, 1, 2 . . . )

General numeric solution of fractional order system can be written as:

(3.8) aD
q
ty (t) = f(y (t) , t)

(3.9) y (tk) = f(y (t) , t)hq −
k∑
j=v

c
(q)
j y(tk−j)

3.2. Binary number conversion techniques. In the studies, time series of the
chaotic signals are obtained via numerical algorithms. These obtained numbers are
in decimal format and they are converted into binary format. In the binary bit
series, the randomness is usually higher at the least significant bits (LSBs). Hence,
for the random number generation process the LSBs are selected. How many LSBs
are selected can be set in the interface by the user as described in the next section.

For the binary conversion process, there are three different conversion methods
in the designed user interface.

Method 1 (Floating point): In this method, the decimal numbers obtained
from the time series are converted into 32-bit IEEE 754 floating point number
format.

Method 2 (dec2bin): In this method, the negative numbers are converted
to positive numbers by shifting the time series. Then, these all positive decimal
numbers are converted to integer numbers by multiplication of power of 10. Finally,
the integer numbers are converted into binary numbers.

Method 3 (mod2): In this method, only the decimal parts of the time series
are considered. For every digit after the decimal point, 0 is written in the bit series
if the value of the digit is even while 1 is written in the bit series if the value of the
digit is odd. The number of digits can be set in the interface.
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4. The Design of an Interface for Chaos Based Random Number
Generation

In this part user interface for chaos based random number generation is given.
The designed interface allows use of chaotic system with both integer and frac-
tional order, use of different binary conversion methods and selection of any state
variable of the chaotic system to generate random numbers. Moreover, in the de-
signed interface new chaotic systems can be added and the order of derivative and
initial condition of the existing chaotic systems and newly added one can be eas-
ily changed. For the random number generation process, options like conversion
methods, number of iterations, step size and the number of LSBs can be set very
easily.

In the designed interface, the continuous time chaotic systems are numerically
solved with RK4 and GL algorithms for integer and fractional order respectively. In
this step, the generated discrete numbers are real numbers. Then, these real decimal
numbers are converted to 32-bit binary number according to the selected conversion
method. After the conversion process, the LSBs are selected for generated random
bit series. The number of selected LSBs can be set in the interface.
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Figure 2. The user interface for the chaos based random number generation.
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In Fig. 2 the general view of the chaos based random number generator interface
is given. In the following a detailed explanation of the interface is given.

(1) Chaotic Equation: In this part a user can select the chaotic system given
in Section 2.

(2) Initial Conditions: In this part, the initial values of the selected chaotic
system are set.

(3) Chaotic Equation Numerical Solution Algorithm Settings: In this
part, numeric solution methods for the chaotic systems are selected. For integer
order system the numeric solution method is RK4 (4th order Runge Kutta) method
and for fractional order system the numeric solution method is based on GL (Grn-
wald Letnikov) definition.

(4) Fractional Orders: In this part, the fractional order is set if An Algorithm
for Fractional Order System is checked in the interface.

(5) Output Variable Selection: In this part, the state variable of the chaotic
system is selected to be used in random number generation process.

(6) Output Hardware: In this part, the location in which the generated
random numbers are saved is selected. If Extract Here (txt) is checked, the random
numbers are saved in a text file in the interface directory. If Raspberry (GPIO 21)
is checked the generated numbers are send to Rasbperrys GPIO 21 pin.

(7) Random Number Generator Settings: In this part, random number
generation methods described in Section 3 can be selected. Also, the real numbers
can be obtained from the time series of the chaotic system by checking do not
convert.

(8) Numerical Solution Settings: In this part, number of iteration and step
size is set for the numerical solution of the chaotic system. Moreover, the number
of LSBs selected for generation of binary number is set in Sensitivity (LSB) box.

(9) Random Number Output Settings: In this part, the output formats
(binary or decimal) of the generated random numbers is set. Maximum value for
decimal box represents the number of bit blocks for binary to decimal conversion.

(10) Start Button: This button starts the random number generation pro-
cesses according to the selected options.

Figure 3. Maximum value for decimal box is activated after se-
lecting Decimal Output option.

In random number generation process the obtained numbers from a chaotic sys-
tem is converted into 32-bit IEEE 754 floating point number. If Binary output is
selected in the interface, the number of LSBs are selected from each 32-bit number
as set in Sensitivity LSB option. Then, these selected bits are written in a text
file or they are sent to digital output of the Raspberry Pi. If Decimal output is



DESIGN OF AN INTERFACE FOR RANDOM NUMBER GENERATORS 9

selected in the interface, the generated binary random numbers are converted to
decimal numbers. For binary to decimal conversion, the number of bit blocks as set
in Maximum value for decimal is converted into decimal format. Then the obtained
random decimal numbers are written in a text file.

In the interface, the method of conversion to binary numbers can be set with
Random Number Generator Settings. In Method 1 the real numbers obtained from
the time series of the chaotic systems are converted into 32-bit IEEE 754 floating
point number. In Method 2 the time series of the chaotic systems are shifted up such
that all the obtained numbers are positive. Then, these positive real numbers are
multiplied with powers of 10 to convert all the real numbers into integer numbers.
Finally, these integers are converted to binary format. In Method 3 the binary
numbers are obtained according to the values of the digits after the decimal point.
In Method 4 the numbers obtained from the time series of the chaotic systems are
used in the random number generation process without conversion.
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Figure 4. The block diagram of the random number generation interface.
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The generated random numbers can be written in a text file or send to the
GPIO21 pin of Raspberry Pi according to the selected options in the interface.

Figure 5. Sending the generated random numbers to Raspberry
Pi wirelessly.

Figure 6. The oscilloscope output obtained from Raspberry Pi.
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5. The oscilloscope output obtained from Raspberry Pi

In this study, chaos based random numbers are generated with the designed
interface. In order to evaluate the randomness of the generated numbers, NIST800-
22 statistical tests and ENT Monte Carlo test are conducted. In Table 1, the
NIST800-22 statistical tests result for the random numbers obtained from the time
series of the Lorenz system are given. In Sensitivity (LSB) option in the interface
selected as 8 LSB. As it can be seen in the table, random numbers generated from
Lorenz system passed all 16 NIST tests successfully for all three random number
generation methods described in Section 3.
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Table 1. NIST800-22 tests result for random numbers obtained
from Lorenz system
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In Table 2, the NIST800-22 statistical tests result for the random numbers ob-
tained from the time series of the fractional ordered Lorenz system are given. In
Sensitivity (LSB) option in the interface selected as 8 LSB as in the previous case.
As it can be seen in the table, random numbers generated from the fractional or-
dered Lorenz system passed all 16 NIST tests successfully for all three methods
again.
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Table 2. NIST800-22 tests result for random numbers obtained
from fractional order Lorenz system
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For random number bit series to be considered successful in the NIST800-22 tests,
the bit series must be passed successfully all the 16 tests. In Table 3, the NIST800-
22 results of the random numbers generated from both integer and fractional order
of the chaotic systems used in the study are given.
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Table 3. NIST800-22 test results of the chaotic system used in
the study (8 Bit LSB)
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Finally, in Table 4, ENT Monte Carlo test results of the random numbers
generated from both integer and fractional order of the chaotic systems used in
the study are given. In the table, the results show the ratio of the Monte Carlo
value to the supposed value. It is considered to be successful if this ratio is equal
to or greater than 94% [32]. As it can be seen in the table, the all results show
the random number generated from both integer and fractional order of the chaotic
systems are passed successfully.
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Table 4. ENT Monte Carlo test results of the chaotic system
used in the study (8 Bit LSB)
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6. Conclusion

In this study, a user-friendly interface for integer and fractional order chaotic
system based random number generator is designed. For random number genera-
tion process there are four different methods. Moreover, the microcomputer-based
application of the interface is realized. In order to evaluate the randomness of the
generated numbers, the NIST-800-22 and ENT tests are performed. The designed
interface enables users to generate chaos based random numbers with four different
methods. The generated numbers can be in binary or decimal format and they
can be written in a text file or send to a hardware like Raspberry Pi as a signal.
This makes mobile RNG application possible. In the interface, a user can select
any pre-defined chaotic system and can define new chaotic systems. In addition to
this, a user can generate a very huge number of random number sequences by just
altering settings like initial condition, order of derivation, generation method etc.
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