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Abstract. The evolution of new information technologies has led to the
emergence of a wide range of e-health applications. These applications
continuously evolve and transfer a significant amount of sensitive data
over the Internet. Such applications carry some security risks such as
alteration and unauthorized access. A robust and secure watermarking
technique is needed to protect medical data from unauthorized access.
This paper aims to propose a new robust watermarking approach for
protecting sensitive medical data, using DFT transform and QR decom-
position. The main idea consists of embedding the watermark DFT co-
efficients into cover image DFT coefficients of the QR coefficients using
a scalling factor to strengthen the robustness and imperceptibility. Sim-
ulations results prove that the proposed technique could find a better
trade-off between robustness and imperceptibility.

Keywords: Digital watermarking - Robust - Discrete Fourier Transform
(DFT) - QR decomposition - Sensitive data protection.
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1 Introduction

The advanced communications and multimedia technologies lead to the emer-
gence of a wide range of e-health applications. These applications transfer a
significant amount of data over unsecured networks, where the data could face
alteration or unauthorized access. Consequently, data authorship could be lost
or stolen. To this end, new efficient techniques that consider the special features
must be proposed.

The cryptography is a very promising mechanism that makes data unreadable
by an unauthorized party. However, these benefits, cryptography technique when
data is decrypted, it brings new security risks such as unauthorized access and
copyright violation [1,2] .

Recently, the use of watermarking technique is raised as a compliment of
cryptography for felling their drawbacks. It ensures copyright protection, proof-
ing the authorship and integrity checking under vulnerable access [3]. It con-
sists of embedding watermark data in a cover document (text, audio, image ,and
video) [4]. The watermark is constructed in the spatial domain and embedded
directly in the image pixel by modifying their intensity [5], or in the frequency
domain [6] where it is embedded usually in the original image transform.

Watermarking techniques are classified according to the robustness into three
categories: robust, semi-fragile, and fragile [7]. In robust watermarking ap-
proaches, the watermark resists after any attacks applied on the watermarked
image, while, in semi-fragile, the watermark resists after minors attacks per-
formed on the watermarked image. In fragile watermarking, the watermark is
easily collapsed against any intentional or unintentional operation. Based on
the watermark extracting techniques. Image watermarking techniques can be
classified into three types: blind, semi-blind and non-blind [8,9] . For the first
kind, the extraction process doesn’t require any of the original or watermark
image. In the second type, the extraction process necessitates the presence of
the original watermark, while for the last one, the , the original image is required
for the watermark extraction. Therefore, the robust image watermarking should
be resistant to all kinds of attacks. To realize this, several image watermarking
techniques have been studied [10-16]. However, the frequency domain tech-
nique is robust with significant degradation of the image quality against various
attacks.In this paper, our aim is to develop a new medical image watermark-
ing technique that provides higher robustness while preserving medical image
quality.

The rest of this paper is organized as follows: section 2 describes recent related
works. Section 3 details the proposed approach in detail. Section 4 presents and
analyzes the experimental results of the proposed method. Finally, section 5
concludes the work.
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2 Related Work

Frequency domain-based watermarking show more robustness than spatial do-
main watermarking. In this section, we study the recent transform watermarking
techniques existing in the literature [10-16].

In [10], Hanet et al.propose a hybrid technique based on Discrete Fourier
Transform (DFT), Discrete Wavelet Transform (DWT), Discrete Cosine Trans-
form (DCT) and Hermite chaotic neural network. The main idea is to apply the
DWT and DFT on the cover medical image, after that select the low and me-
dian frequency band as data features; where these last are used to generate the
watermark. The watermark is scrambled using Hermite chaotic neural network
and encrusted in the DCT coefficients of the original image. This approach offers
good trade-off between robustness and imperceptibility. However, it tested only
against few attacks and it requires an important computational complexity.

In [11], the authors presented a non-blind watermarking algorithm based on
Lifting Wavelet Transform (LWT) and Singular Value Decomposition (SVD).
LWT and SVD are applied on the cover image. After that, the watermark is
decomposed into four blocks and the SVD is applied on each of them. Finally,
the singular values of the watermark are added to the singular value of the cover
image. This approach gives good trade-off between imperceptibility and robust-
ness against many attacks, except some geometric attacks such as histogram
equalization, cropping.

In [14], the authors present a semi-blind method based on DWT, Countourlet
transforms (CT), Schur Decomposition, SVD and Arnold transform, where the
scrambled watermark singular value are embedded in the singular value of the
host image after DWT, CT and Shur decomposition respectively. This method
gives good results in terms of imperceptibility and robustness. However, this
technique presents some vulnerability with some attacks such: salt and pepper
noise (0.2) (PSNR in [11, 16] dB), Gaussian noise(0.1) (PSNR in [10, 12] dB).
Also, it requires high computational complexity for embedding/ extracting pro-
cesses.

In [15], Singh et al. proposed a hybrid method based on DWT and SVD.
The idea is to generate a signature from the watermark using SVD after that
embed it into the LL and HH coefficients in a strategic location that slected
using a secret key. This proposed approach gives good results in terms of imper-
ceptibility and robustness. However, it requires an important execution time for
embedding/extracting processes.

The authors in [16] presented a blind medical images watermarking method
based on DCT and fractional differentiator (FD), where the watermark image is
embedded into the RONI DCT middle band frequency coefficients using FD, by
generating direct spread spectrum sequence. This method gives good trade-off
between imperceptibility, computational complexity and security. However, we
couldnt measure the robustness degree because the method was tested only with
few attacks.
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The challenging problem of image watermarking is still on-going to develop
a method that can provide full robustness. In this context, the proposed method
improves the robustness comparing to some existing methods.

3 Proposed Technique

The main purpose of the proposed robust effective watermarking method is to
protect medical data transmitted over unsecured communication channels. The
watermark embedding process is performed by the sender before the transmission
of the watermarked image. During the transmission of the watermarked image,
the image is open potentially altered. The receiver extracts the embedded med-
ical data using the same operations in the embedding process. The Watermark
embedding/extracting processes are detailed as follow:

3.1 Watermark embedding process

The watermark embedding process is based on QR decomposition and DFT [10],
as illustrated in Fig. 1 and detailed as follows:

Step 1. Decompose up the cover image into non-overlapping blocks of size 2x2.

Step 2. Performing QR decomposition [4]. on each block (Bi):
QR(Bi) = [U, V] (1)

Step 8. Apply DFT on the V matrix obtained in step 2 and on the watermark
image scrambled with Arnold chaotic map using a key (k).

Step 4. Select a block coefficient (BCi) and two watermark DFT coefficients
(WCj and WCj+1), and embed them in the middle band coefficients of BCi ,
using scaling factor as follow-

{BC’i(172) = BCi+ (1—a)* WG, @

BCi(Z, 1) = BC; + (1 — a) * WCj+1
Where « in ]0,1].
Embedding two watermarks DFT coefficients in the middle band DFT coeffi-

cients of the V matrix doesn’t affect the cover image intensity due to the good
features of DFT and QR decomposition [4, 10].

Step 5. Apply DFT~! on Ci to obtain the watermarked V matrix (Vw), then
perform QR™! to obtain the watermarked block using the following equation:

QR '=UxVwx*UT (3)
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Step 6. If not all the watermark DFT coefficients are embedded go back to step
4 with i+1 and j+2. Else end.

3.2 Watermark extracting process

The extraction process is semi-blind where it requires the original embedded
data. The detailed extraction process is illustrated with a block diagram in
Fig. 2 and discussed as follow:

Step 7. Decompose up the host image into 2x2 non-overlapping blocks.
Step 8. Performing QR decomposition on each block (Bi) using equation (1).
Step 9. Apply DFT on the V matrix obtained below.

Step 10. Select a blocks coefficients (BCi) and two watermark intensities ( WIj
and WIj+1 ) and then extract the watermark DFT coefficients as follow:

we; = Wh2) _ 1-ay Boy(1,2)
4)
W +1=Tn@h _1-ay pey(2,1)

Step 11. If not all the watermark blocks are extracted go back to step 10 with
i+1 and j+2. Else Apply DFT! on the extracted watermark coefficients to get
the extracted scrambled watermark block then apply the Arnold chaotic map
inverse using the same key used in embedding to get the watermark image.

4 Experimental Results and Discussion

In order to evaluate the performances of the proposed technique in terms of
imperceptibility and robustness, a data set of DICOM images of size 256x256 is
used (from [17,18].), while the watermark image of size 128x128. Fig. 3 and
Fig. 4 show, respectively, the watermark image and gives a sample of medical
images used in experimentations. In the following, we use a scaling factor of

value 0.98.

4.1 Performances metrics

a) Peak Signal To Noise Ration (PSNR): This metric is used to evaluate the
imperceptibility performance. A higher PSNR value indicates higher impercep-
tibility [19]. The PSNR is calculated as follow:

2

255
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with

MSE =

NaM (I1(k, 1) = I2(k, 1)) (6)
k=0 =0

Where I1 and 12 are the original image and the watermarked one respectively,
N and M are the images’ sizes.

b) Normalized Correlation(NC): This metric is used to compare the original
watermark with the extracted one [11], A higher NC value means the good
robustness of the watermarking method.

u:WN -1 ’U:WM —1

Ne= Y S (Wilu,v) - Waluw)) (7)

Where Wi x Wy, are the watermark size and Wy, Wy are the original wa-
termark and the extracted one respectively.

4.2 Imperceptibility Evaluation

The imperceptibility is the similarity degree between the original image and the
watermarked one. Imperceptibility is an important factor in the context of med-
ical images. A mediocre imperceptibility degree means the impracticability of
the watermarking method. To this end, we use PSNR to evaluate the impercep-
tibility. Table 1 gives the imperceptibility degrees in terms of PSNR(dB) using
medical images.
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Table 1. PSNR average values (dB) using the proposed watermarking method.

Images Colon Knee Hands Spine
PSNR(dB) 43.18 43.39 44.61 44.62

Table 2 gives the imperceptibility comparison results among various techniques
described in in [12-14, 16]. and the proposed approach in terms of PSNR (dB).

Table 2. Imperceptibility comparison among the proposed and method in [12-14, 16].

Methods [12] [13] [14] [16] |Proposed method
PSNR(dB) | 40.48 39 36.49 i 14.62

As shown in Table 1 and Table 2, the proposed method achieves better im-
perceptibility. The reason is that the embedding of a watermark DFT coefficient
necessitates a small change in the QR-DFT coefficients of the cover image blocks.
To this end, the watermarked images keep the good imperceptibility comparing
to the original one.

4.3 Robustness Evaluation

The robustness is the resistance degree of the embedded watermark after any
attacks applied to remove it or confuse the image authentication.

Table 3. NC values Of the extracted watermark from attacked watermarked images.

Attacks Colon Knee Hands Spine
Salt and pepper noise v=0.05 0.918 0.91 0.91 0.91
White noise v=0.05 0.891 0.88 0.89 0.89

DICOM JPEG compression

attacks QF=50 0.99 0.99 0.99 0.99
Rotation 45 0.99 0.99 0.99 0.99
Cropping 10 0.99 0.99 0.99 0.99

Shearing 0.99 0.99 0.99 0.99

In order to evalaute the robustness of the proposed method, we use a metric
called Normalized Correlation (NC) [8,7,20, 5].

We apply some attacks to the watermarked image, and then evaluate the
extracted watermark image using NC measure between the original watermark
and the extracted one. Table 3 gives the NC values of the extracted watermarks
from the attacked watermarked images. Table 4 shows the robustness compari-
son results between the proposed method and the approaches described in [15,
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Table 4. Robustness comparisons under NC values.

Attacks [14] [15] |Proposed method
Salt and pepper noise v=0.01 0.97 0.794 1
Salt and pepper noise v=0.05 0.911 |Not found 0.98
White noise v=0.01 0.939 0.794 0.99
Rotation 5 - 0.81 1
Rotation 45 0.91 0.519 0.99

14]. The results show that our approach is more robust against different kinds
of attacks than the existing approaches.

From Table 3 and Table 4 its obvious that the proposed technique offers good
robustness; the reason is that the NC values are very close to 1. This means that
the proposed method allows full robustness for the watermark image.

5 Conclusion

This paper presents a new robust medical image watermarking method, which
benefits from the good features of QR decomposition and DFT. The main idea
is to embed the watermark data into the DFT-QR coefficients of the host im-
age blocks. Experimental results prove that the proposed technique offers better
performance in terms of robustness, imperceptibility and data payload. A com-
parison with some related methods reveals that the proposed approach is better
when we talk about imperceptible and robustness. However, the computational
complexity required for embedding and extracting must be improved in future
works. In future works, we will focus mainly on the robust blind watermarking
methods to be adopted to real-time e-Health applications.
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