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Abstract

The platooning is an emerging concept in VANETS that involves a group of vehicles behaving
as a single unit via the coordination of movement. The emergence of autonomous vehicles has
bolstered the evolution of platooning as a trend in mobility and transportation. The autonomous
vehicles and the elimination of individual and manual capabilities introduces new risks. The
safety of the cargos, passenger and the advanced technology had increased the complication of
the security concerns in platooning as it may attract malicious actors. In improving the security
of the platoon, the threat and their potential impacts on the vehicular systems should be
identified to ensure the development of security features that will secure against the identified
risks. In this paper, two critical types of security breaches were identified those are Sybil attack
and Delay attacks. Those security attacks can be somewhat disruptive and dangerous to the
regular operation of the platoon leading to severe injuries, increased fuel consumption and delay
the performance of the network. The research in this paper focuses on design, detection and the
mitigation of attacks in a vehicle platoon. priority call algorithm in combination with color-shift
keying modulation is used to protect the platoon alleviating the undesirable impacts such as
collisions, oscillations and disintegration in the platoon caused by the attacks.

Keywords: VAENT, Priority call, Color-shift keying, Inside and Outside Attacks.

1. INTRODUCTION

become essential to implement intelligent

With the increasing of traffic accident caused by
human error that take millions of lives, recent
studies showed that 60% of these accidents could
be avoided if the driver had been warned half a
second before the accident occur, for that it

* Corresponding Author: mohbar.isl @gmail.com

transportation system to reduce not only the
accident that caused by human error but also to
reduce pollution and traffic congestion for more
safety and road efficiency [1]. Autonomous
vehicles consider the future of the transportation
system, where vehicles will be able to take
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decision and communicate with each other to
share sensitive information such as accident
warning, intersection warning and blind spot
warning etc, even in bad weather without human
intervention. Autonomous vehicles depend on the
real time exchange of sensory data for decision
making, for that communication system is a major
part to achieve autonomous vehicles (self-driving
vehicles). vehicular ad-hoc network (VANET)
which is a network design to meet the requirement
of autonomous vehicles by allowing vehicles
approximately 300 meters from each other to
communicate and share different kind of
information for instance when accident is
detected, vehicle will send this information to
other vehicles in the same roads to avoid it [2]. In
VANET there are sub network called platoon that
consist of platoon leader any many other
followers for more reliability and road safety in
which all the vehicles in the platoon will have
same speed, acceleration, inter vehicles distance
and same destination, etc. In the same platoon
vehicles will share its own information with other
members but the platoon leader only has the
ability to take decisions in the platoon. In each
platoon there are two communication (internal
and external), in which internal communication
called vehicle to vehicle communication (V2V)
where vehicles communicate with each other in
the road and external communication with road
side unit known as vehicle to infrastructure
communication (V2I), in which the infrastructure
will provide the vehicles with road condition and
weather condition, etc [2]. The most important
issue that facing such a network is its security,
where it’s essential that this network safe from
different types of attacks, whether these attacks
where passive or active attacks [4]. Currently,
technologies such as IEEE 802.11p suffer from
many weaknesses for its latency and wide
coverage area that make it vulnerable to attacks
[5]. to overcome this problem visible light
communication (VLC) consider proper solution
due to the directionality of the communication
that this technology provides which make it
difficult to interrupt by an outsider malicious
actor and for much higher data rate that required
by vehicular system [6]. In vehicular system there
are two types of attacks inside attacks and outside
attacks. In term of inside attacks which count the
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most significant and critical attacks for such a
network since one of the platoon members is the
malicious actor meaning that this attacker able to
send fake message from a trust member. In term
of outside attacks, the attacker is an outsider
meaning that the malicious actor is a vehicle near
the platoon but not part of the platoon.

VANETsS purpose of improving the protection of
the highways, stopping collisions, supporting the
passengers and help vehicles to interact with other
vehicles [7]. VLC is a new technology that can
overcome these attacks. problem of collaborative
driving for vehicles platoon in the existence of
message  falsification  vulnerability  and
communication weakness on wireless vehicular
networks is investigated [8]. To secure the
communication between vehicles new technology
called VLC was proposed, to carry the digital
information in wireless manner it will use modify
light radiation in the visible light spectrum. VLC
transceiver use LED to send the information and
CMOS or diode image for the receiver. Improving
safety performance and its long service, LED
become common in automotive lighting.
Similarly, many vehicles use CMOS for tracking
purposes and parking assist. Previous studies have
focused on VLC wvehicle connections on
derivation of channel characteristics [9],
requirements [10][11], advanced modification
schemes [6][12]. Few studies focus only on VLC
security, but for non-vehicle scenarios [13].

Other studies focus on making independent
vehicles more reliable and support decision-
making by referring to the confidence system
while integrating the maneuver scenario into the
platoon. Vehicles that want to join the platoon and
the relationship between platoon members have
been described in the case of priority and speed
adjustment but not in the security situation [14].

In [15] proposed a scheme not for eliminate the
sybil attack but only to suppress the attack based
on signal strength distribution. This study shows
that verification error rate significantly reduced.
In [16] proposed detection scenario for sybil
attack based only on road side unit. This study
shows that this method enormously decreases the
effect of Sybil attacks. This study did not take in
consideration the inside attack where the
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malicious actor is not an outsider vehicle but as a
vehicle part of the platoon.

Delay attack is one of the most serious attack that
reduce the stability of the platoon due to the
necessity of real time exchange of sensory data by
adding extra time slot to the message. In [17]
proposed delay attack detection based on
intrusion detection system (IDS), in which
sensors will observe the network by illegal
listening to the transmission of its neighbors. But
this detection system designed for a specific
topology and their appropriate reconfiguration for
various purposes or topologies is not discussed. In
[18] a misdirection attack and topologies analysis
were investigated where the attacker (malicious
actor) will misdirect the packet to another vehicle
to affect the stability and reduce efficiency due to
the high delay caused by this attack. The study
shows that wireless sensor network (WSN)
performance in tree topology better than mesh
topology.

This paper aim to detect and secure the platoon
from inside attacks in particular (sybil and delay)
attacks. To design secure platoon, we introduced
the possible instances of attacks which can be
implemented by malicious actors to exploit the
weaknesses in the visible light communication
algorithm used in the platoon. In securing the
platoon, we explored the ability of the attacker to
disrupt the traditional performance of the platoon
via the control of the vehicles and modification of
the control law. Further, a detection algorithm is
proposed to isolate the attacker in the platoon as
the first step towards mitigation of the control
law. Ultimately, a priority call algorithm in
combination with color-shift keying modulation
is used to protect the platoon alleviating the
undesirable impacts such as collisions,
oscillations and disintegration in the platoon
caused by the attacks.

The rest of this paper is organized as follows.
Section II describes the system model in term of
the platoon and attacker formation. Section III
presents our result in term of detecting and
securing the platoon from those attacks. Finally,
concluding remarks given in Section IV.
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2. SYSTEM MODEL

This section will evaluate the two internal
integrity attacks i.e. Sybil and delay attack. The
two attacks have been evaluated in the previous
section and they tend to affect the vehicular ad
hoc networks (VANET) especially in the
platooning of vehicles. The design will provide
the structure and communication of the platoon
and the simulation design of the attacks and the
solution.

2.1. Platoon Model

The structure of the platoon will be based on the
following spatial position and functionalities
where the vehicles can be classified into the
following important roles as illustrated in the
“Fig. 1”. The behavior of vehicles in the Platoon
in this model will not only rely on their driver’s
objectives but also consider the management and
constraint from the Platoon control center i.e., the
leader vehicle [19]. Remember vehicles will
transmit request messages in case the driver wants
to alter the driving behavior to match up with its
own need such as arrest or destination. This
characteristic will be vital in case of attacks
especially internal breaches [20]. Upon reception
of the request the leader will make judgement
based on the condition of the traffic at the time of
request. In case the leader vehicle responds to the
request then all the vehicles in the Platoon will
have to adjust their behavior to align with the new
instructions to maintain stability in the platoon.
Thus, considering the dynamics of the vehicle in
the platoon then the control law may be used to
describe the relationship in the platoon using the
following equations;

X1 = Vg (D

Then the vehicle dynamics for the first vehicle can
be expressed as;

kyv,

For the second vehicle

Xy = Uy 3)
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Vehicle dynamics for the second vehicle can be
expressed as

K2xs — k2d + K3vy + 2K3v, + KZvg )

For the n-1th vehicle

Xpn-1 = VUn_1 (5)

Vehicle dynamics for the n-1 vehicle can be
expressed as

1..7-,1_1 = kg_lxn_z + kg_lxn_l + k{)l—ld +
kptxs + kix, — ki, +kptd 4+ (0
k(ril_lvn—z - ZkZil_lvn—l + k(ril_l

For the nth vehicle
Xpn = Vp

Vehicle dynamics for the n-1 vehicle can be
expressed as

1.771_1 = kg’xn_l + kg’xn + kgd +
kjv,_1 — kjv, +u

(7)
Where

v; 1s the velocity of the ith vehicle

x; 1s the position of the ith vehicle

k;') is the proportional gain

kY is the derivate gain

u is the control unit i.e., the leader.

From the above model equation the value for k,

is constant whereas the value for the k; is a
variable based on the size of the  platoon.

1) Leader vehicle: This is conventionally the first
vehicle in the platoon. The vehicle is tasked with
the roles of establishing and furnishing the
platoon with coordinates using the advanced
traffic management system [21]. The advanced
traffic management system utilized by the platoon
leader is vital for the controlling of driving
behavior of the other platoon vehicles, the

Sakarya University Journal of Science 24(5), 936-947, 2020

collection of data from the other vehicle and the
roadside units, broadcasting of information to the
platoon [19]. The movement of the platoon leader
forms the reference for all the other platoon
vehicles.

2) Member vehicle: These are the vehicles within
the platoon that follow the platoon leader and are
located neither at the front door at the back [22].
These vehicles receive specified control messages
from the leader and the preceding member
vehicles.

3) Relay vehicle: This can be any member of the
platoon charged with assisting the leader vehicle
in conveyance of messages to all the other
respective member vehicles.

4) Free vehicle: These are the vehicles that do not
belong to any platoon [20]. In the event that they
want to join a platoon they will send a request to
the leader who will grant permission and that it
can perform the join operation.

5) Tail vehicle: This the vehicle located at the tail
end of the platoon. it is essential for the inter-
platoon communication [19]. The vehicle is vital
and responsible for establishment of connection
with the next platoon.

Platoon

Leading Vehicle ~ Member Vehicle ~ Relay Vehicle Member Vehicle Tail Vehicle

| D Al b S s

& Free Vehicles m

Figure 1 The Model of the platoon

2.2. Communication Model

The intra-vehicle communication is vital in
achieving the platoon stability. The stability is
maintained by constant and reliable exchange of
information between the vehicles in the platoon as
illustrated in “Fig. 2”. The call mechanism of
platoon communication is the V2V scheme. The
visible light communication (VLC) system will
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be used for the vehicle to vehicle communication
in the platoon [23]. The transmission will be such
that the flow of the information will be from the
leader to the second vehicle to the succeeding
vehicle in a consecutive manner. Additionally,
there will be no broadcasting the VLC system so
that malicious actors can be detected easily. The
broadcast mode in this model will be different
from the traditional schemes as not all the vehicles
in the platoon will be required to transmit an
acknowledgement (ACK) to prevent the
occurrence of an acknowledgements storm. In
case that the transmission fails in broadcast mode,
the source vehicle will not retransmit the lost
packets. The Request To Send / Clear To Send
(RTS/CTS) access mode will not be applied as it
will lower performance in the broadcast mode due
to the mobility in the platoon and the increased
overhead [23]. The longitudinal movement of the
vehicles in a Platoon will be affected by the leader
therefore the communication framework should
ensure that the leader receives information from
each vehicle in the platform. Thus, it is assumed
that the length of the platform will not exceed the
communication range R of the leaders hence
restricting the communication range [19]. The
vehicle in the platoon will be fixed with a
transceiver for communication. In this model, the
leader can send information to any member of the
platoon while all the other vehicles can only send
information to the following member vehicle. The
leader will transmit the control information which
dictate the behavior of the vehicles such as
accident warning, driving behavior and traffic
conditions [24]. The non-control information will
entail application data such as media, office
services and entertainment. The movement of the
control information affect the stability and safety
of the platoon therefore in this research we will
consider the flow of control data.

Visible Light Communication (VLC)

al, pl, il
vl,ail, fll,pml al,pl.
i, pi, pi-1yvil 1y alpl vl Flatoon
o alpd|| P70 5 al,pl, Tnfa
vi-l V1

i e B e ...

Figure 2 The visible light communication framework
for the platoon
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2.3. VEHICLE CONTROL MODEL

The dynamics of the platoon vehicle is non-linear
but they can be linearized when certain
assumptions and feedbacks are applied.
Therefore, a simple model is applied for the
dynamic model for the longitudinal motion in the
platoon. The communication will be based on the
leader-predecessor scheme as demonstrated in
“Fig. 3”. The spacing error can be defined using
the following system equations.

€ = Di-1— Pi — li-1 — Pi-des 6)
Where
p; is the position of the ith vehicle
pi_1 1s the position of the preceding vehicle
[;_; 1s the length of the preceding vehicle
@i_q 1s the desired gap between the two

At t = 0 at initial condition €;(0) is the geared
towardsthe  objective of attaining convergence
at

€;(t) » 0, wheret —» o

Taking the initial condition of €; = 0 the desired
position of the ith vehicle can be calculated as

Di—des = Pi—1— lic1 — @i—des
The desired acceleration can be compute  (7)
considering the feedback messages such as the
speed, acceleration and the position of the
preceding vehicle and the position desired by the
leader vehicle thus the acceleration will be
expressed as;

Ui—ges = (1 = q1)ai-1 + qua1 — (v — ()
Vi-1) — @s(vi — V) — q4 €

Where

q1, 92, q3 and q, are the design parameters

[ denotes the leader

Further, in this model a first-order filter will be
utilized to model the signal processing delay and
actuator lag in the platoon as demonstrated below.

Ui—ges = (1 + us)uy; )

Where pu is the collective delay such as actuator
delay (which is a constant), sensor detection,
processing delays and control delay.
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Leader Followers

Leader veliicle

o gl R - b

Figure 3 The leader-predecessor flow of information

2.4. Threat Model

In this research we will consider a case of a single
actor in control of a vehicle that is in an already
established platoon. The vehicle will be travelling
at a constant speed as the rest of the members of
the platoon and will attempt to destabilize or take
control of the platoon [21]. The attacker in this
may attain its objective by causing the vehicle
under control to subvert or ignore the control
information does leading to follower separation.
The vehicle under the controller will not obey any
laws regarding modification or change in
direction of the movement [24]. The attacker’s
vehicle possesses the same ability as all the
vehicles in the platoon. To illustrate that the
attacker is capable of destabilizing the platoon
operations without possessing nominal control
then it will be assumed that the vehicle under
control is not the leader of the platoon. The state-
pace representation of the linear time-invariant
(LTI) system when a vehicle is under the control
of an attacker will be represented as

x = Ax + Bu (12)

Where x is the state of all the vehicles in the
platoon and can be expressed as;

X = [X1,V1,X0,Vp e, X, Uy |7 € R (14)
A € RanZn

B € R?™2 has non-zero entries for both the
leader and the attacker

C is the identity matrix

Sakarya University Journal of Science 24(5), 936-947, 2020

u= [ulua]T
u; is the state of the leader

U, = asin wt is the state of the attacker where a
is the amplitude of attacker’s input and w is the
frequency.

The primary goal of the attacker will be to cause
instability in the network through the
modifications of the entries of A. The attacker will
attain the a sin wt point so as to convey messages
and cause instability.

2.5. Priority Scheduling for Attack Detection

This is a non-preemptive algorithm that is
commonly used in batch systems. This algorithm
will be modified to conform to the commands
send by the leader. The control commands from
the leader have more precedence that all other
commands. All the member vehicles in the
platoons will scan for control commands before
acting to any other form of instruction. Therefore,
during an attack especially Sybil attack the
member vehicles will scan for control instructions
from the leader. In case of conflicting commands,
the vehicle will act on the information with the
highest level of precedence. The priority call
algorithm will be implemented as demonstrated in
“Fig. 47;

Start

‘Caniral
Commands

Channals
Loarer
li Priority —|
Dizcomnect Cantact the
Lower priority Laadar
commands
Setup Connection to
member vehicles

l

Start

Figure 4 priority call algorithm
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3. RESULT

This section talks about the effects, detection and
the mitigation of sybil and delay attacks by using
priority call algorithm in combination with color-
shift keying modulation to protect the platoon
alleviating the undesirable impacts such as
collisions, oscillations and disintegration in the
platoon caused by the attacks.

3.1. Visible Light Communication

The leader is fixed with VLC sensors which uses
light to send control communication to the
succeeding vehicles in the platoon. The
communication from the leader to the second
vehicle is dependent on the luminous intensity of
the light in the VLC as illustrated in “Fig. 5”.

4| Figure 1 = O *

File Edit View Inset Tools Desktop Window Help ¥

ErPEEER:E

The communication in VLC

218 4

e

T R A B R

/II;;:’;‘”I"'O' i e
LSS AR

"rllm‘,”'lf%’ft“’t\"“,\“{:\\\\\§\

Luminous Intensity [cd]
iy
-

Width [m] 02 92 Length[m

Figure 5 The visible light communication scheme
between the platoon vehicles [25]

Thus, using the VLC scheme the normal
distribution can be completed as illustrated below
for the communication from one vehicle to the
next in the platoon.
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4 Figure 2 = 0 X
File Edit View Insert Tools Desktop Window Help k.

U de | @ 0E|RE

The normal distribution in the communication in the platoon

25

Normal Distribution

1A
g
XTI
i
s
et e

KRt

01 0.2

0.1

Width [m] 02 g2 ~ Ensihlg

Figure 6 The normal distribution leader and the
vehicles in the platoon [25]

Further, the leader wuses the flow of
communication in the VLC scheme to detect any
break in communication caused by a malicious
actor. The malicious actor in the platoon will be
detected as a break in the light communication
between the leader and the rest of the platoon
vehicle.  The simulation for this proposed
framework commenced with the creation of the
ideal scenario where the communication of the
platoon vehicles via VLC will be greatly impaired
by the malicious actor. in “Fig. 6" above illustrate
that the connectivity of the vehicles for VLC will
increase exponentially with increase in the
luminous intensity of the light. The changes in the
traffic will not significantly affect VLC
communication, therefore, for ideal case we
expect the communication between the member
vehicles and the leader vehicle to behavior in a
similar manner unlike IEEE 802.11p as shown in
“Fig. 77, where duration time increase with the
increasing of traffic density.
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4. Figure2 — ] X
File Edit View Inset Tools Desktep Window Help

Dodse | 8|0E|LE

Average duration - 3 neighbors connected vs Traffic Density
or

600 -

£-3 &
(=] =
= =

Average duration
=]
(=}

200

100

0 . . . . ; . 3 . J
50 100 160 200 250 300 350 400 450 500
Traffic Density

Figure 7 The duration of V2V communication for the
normal communication of platoon vehicles. The graph
illustrates the time taken for communication between
the vehicles in the platoon as the vehicle increases
[25]

The average duration describes the delay in the
system. The delay behaves in a similar fashion as
the VLC communication as rate of
communication determine the waiting time for
acknowledgement in the system. The average
waiting time increases in the system with the
increase in the number of vehicles in the traffic as
well as the platoon.

3.2 Sybil Attack

The simulation was based on a real scenario
where the vehicles in the platoon are expected to
negotiate an intersection and take the forward
route. In the model the leader will communicate
the dynamics of the road to detect the behavior of
the vehicles as they negotiate the intersection. The
rate of communication of the control information
will be based on the VLC communication where
the malicious actor will hinder information
moving to the vehicle.

Sakarya University Journal of Science 24(5), 936-947, 2020

4/ Figure 1 — O X
File Edit View Inset Tools Desktop Window Help E

D de|2|0E|KE

Platoon information flow

Width of reom [m] 02 g2

Length of room [m]

Figure 8 The normal flow of information in the
platoon [25]

In the normal scenario the vehicles will
communicate the control information between
each other through VLC. Alternatively, the
attacker will be an impediment to the traditional
communication between the vehicles in the
platoon. Considering the attacker is located within
the platoon vehicles then the VLC scheme
integrity will decay rapidly until it become non-
existent in cases of longer distances from the
leader.

4 Figure 4 = O >
File Edit View |Inset Tools Desktop Window Help E

Ngde |2 0E &E

108 Total Information Received after attack

Qutput Signal
F=Y w o e |

w

0 0.5 1 1.5 2 2.5 3 3.5 4
Time (ns)

Figure 9 The change in the VLC communication
received during the attack in the platoon [25]
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The VLC will enable the conveyance of the
control information from the leader to the tail
vehicle. The proportion of VLC communication
should increase to a certain point of integrity
where it cannot be affected by the number of
vehicles in the platoon provided they are within
the range of each platoon member. In the event of
an attack the proportion of VLC communication
will be compromised thus decrease rapidly
hindering the transmission of the control
information from the leader to the tail vehicle as
illustrated in “Fig. 9”. The attack will diminish the
efficiency of the diffused VLC hence it will
appear nonexistent compared to the LOS.

3.3 Delay Attack

The delay attack will occur in a similar fashion as
the Sybil attack in which the attacker will try to
take control of the vehicle as well as the follower.
“Fig. 10 illustrate the delay leading to the loss of
communication in the platoon. The attacker will
lead to reduced flow of information via VLC
scheme.

4] Figure 5 = O >
File Edit View Insert Tools Desktop Window Help k]
Dcde |2 0E| KE
108 VLC during the delay attack
8
LGS
N diffused |
7
3]
o 5
el
7]
+ 4
i
3 3
2
1
- -
=
0 10 20 30 40 50 60 o 80 80 100
Traffic Density

Figure 10 The delay in the communication in the
system [25]

3.4 Detection and Mitigation

The second simulation was to detect the attacker
where the parameter for the gains and the
estimated alterations are identified. The system
incorporated a detection and mitigation
mechanism. The method was applied to the data
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used in the attack simulation. “Fig. 11” illustrate
that the information flow will build exponentially
in the VLC communication as each vehicle
waiting for its turn to transmit. Whereas “Fig. 12”
illustrate the time taken to detect the attacks with
the increase in the traffic density in the platoon.

4 Figure 3 = | X
File Edit View Inset Tools Desktop Window Help k]
Dode | @ 08| k[E

w10 Total Information Received
45 : r - 7 " r
4
35 .
g ‘4 -
o 4 e
3 3 - o N
o / N
(54 il e
525 / \
b o X
£, / \
= / a o\
2o / \
1.5 / \
14 \

0.5 - - : - - - -
02 015 01 .05 ] 0.05 0.1 0.15 0.2

Traffic Density

Figure 11 The detection of the attackers and
subsequent mitigation. The graph illustrates the
communication between the members of the vehicles
after mitigation of the attack [25]

4 Figure f = O X
File Edit View |Inset Tools Desktop Window Help e
Qdde | @ 0| LE
108 Time taken to detect the Attack
2.32 T T T T T T
2311
23r
W
£ 229r
£
@
E 228
l_
2.27 \
226
225 ; ; : ; ] ; ;
0.2 -0.15 0.1 -0.05 0 0.05 01 0.15 0.2
Traffic Density

Figure 12 The time taken for the detection of the
attacks [25]
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To address the attacks, the vehicles should always
fetch the control information before acting to
other commands. The priority of the control
information will prevent splitting at the
intersection. For instance, when a vehicle receives
a split or turn command which will affect its
dynamics such as position and velocity will have
to search and check for commands from the leader
before acting on the information.

3.5 Color Shift Keying

After detection platoon security will be
implemented using the color-shift keying (CSK).
CSK is a VLC modulation scheme used to
transmit information by altering the light
intensity. In this research we recommend a light-
to-frequency (LTF) converter. In this system the
receiver will decode the symbols with regards to
the frequency of transmission. Once there is a
drop in the intensity of the light transmitted in the
platoon the CSK will be implemented to alter the
intensity of the RGB coupling with radio
frequency to ensure security of the
communication. The CSK will use coded symbols
to transmit the control information from the
leader.
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Figure 13 The initial VLC communication after attack
[25]
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Figure 14 VLC communication coded using CSK [25]

4. CONCLUSION

This research has shown that the vehicular
networks have the potential of becoming a vital
application of the Ad hoc networks. Platooning is
a special application of these networks being
applied in autonomous vehicles presenting
several security challenges in communication.
The security challenges in VANETs and vehicle
platoon need to be addressed using new
communication perspectives. In vehicle platoon,
security consideration is considered as paramount
over all other networking elements. The
application of a robust security system will ensure
the resilience of the vehicle platoon in the
presence of interference and other communication
problems that can induce an error in VANETS.
This research has shown that security for vehicle
platoon can be achieved through the application
of two techniques to detect and mitigate
interruption in the visible light communication
algorithm used in the network. The network and
the attack scenarios were simulated in MATLAB
[25] to create a simplified detection and mitigation
system to counter the effects of the breaches and
guarantee security thereafter. The results of the
research illustrated that a vehicle in the platoon
that is under a modified control system and being
operated by a malicious actor would interrupt and
destabilize the normal operation of the platoon.
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The communication of the vehicles in the platoon
will provide the first incites on the attacks in the
system.

Using MATLAB [25], a model was created to
simulate the multiple scenarios of attack. The
model created several aspects of the vehicle
platoon; the physical operation of the platoon, the
communication in the Ad hoc network via visible
light communication (VLC), possible security
breaches and the effect of attacks on the platoon
and the Ad hoc network. The scenarios were
created based on the underlying knowledge
collected during the literature review. The
information gathered led to the decision to
incorporate the physical and the network aspect of
the vehicle platoon in the simulations. The
network design was independent of the vehicles;
thus, different communication protocols can be
implemented. The defenses were tested using
attack scenarios. The behavior of the network was
used to identify the different types of attacks. The
attacks were mitigated using a variant of the
priority call algorithm and the system secured
using the color-shift keying algorithm.
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