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ABSTRACT 

 
In this paper, we introduced a new type of Encryption and Error Correction scheme, which is called 
“A Combined Encryption and Turbo Coding Scheme: AES-TURBO”. Although in previous studies 
error correction and encryption are handled independently, we combined error correction and 
Encryption functionality into one single step. This combined System’s performances are evaluated in 
AWGN (Additive White Gaussian Noise) channel  type. The results are compared with the system 
employing  ideal encryption and decryption. 
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1. INTRODUCTION 

 

In this paper, we introduced a new type of 

Encryption and Error Correction scheme which 

is called “A Combined Encryption and Turbo 

Coding Scheme: AES-TURBO” In previous 

studies [1-2] error correction and encryption are 

handled independently. In the transmitter part of 

the system the data is encrypted by using one of 

the encryption techniques before it is sent 

through the wireless channel. After that, the 

encrypted data is sent to the Turbo encoder block 

[3]. The output of the turbo encoder block is sent 

to the wireless channel according to the channel 

model. In the receiver part of the system; The 

data taken from the wireless channel is sent to 

the turbo decoder block. The output of the turbo 

decoder block is sent to the decryption block. At 

the end of this process original plaintext can be 

obtained. 

 

On the other hand, in this study we combined 

Error correction and Encryption functionality 

into one single step. In this proposed system we 

chose AES[4] for encryption and decryption 

process and turbo codes [3] for encoding and 

decoding. 

 

According to general perspective of the system 

Turbo Encoder block is embedded in AES 

encryption block in the first round after subbytes 

block. The remaning steps of the AES encryption 

are followed normally . 
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In the decryption phase Turbo Decoder block is 

embedded in AES Decryption block in the last 

round before SubBytes block.   

2.  MATERIAL  

2.1. AES (Advanced Encryption Standards) 

 

The input and output for the AES algorithm each 

consist of sequences of 128 bits (Digits with 

values of 0 or 1). These sequences will 

sometimes be referred to as blocks and the 

number of bits they contain will be referred to as 

their length. The Cipher Key for the AES 

algorithm is a sequence of 128, 192 or 256 bits. 

Other input, output and Cipher Key lengths are 

not permitted by this standard [4]. 

 

The quantity of circles changes depending on the 

width of key. For 128 bit key , at the process of 

encryption in 10 circles , for the length of key 

192 and 256 bites, the encryption process is done 

12 and 14 circules subsequently.  According to 

key size AES is named as “AES-128”,“AES-

192”, and“AES-256” [4-5].  

 

2.1.1. AES Encryption Process 

 

In the process of encryption, first, 128 bit is 

transfered to 4x4 byte matrix. Later, the bytes 

while changing their places in each circle, the 

table’s mixing and before the key planing  the 

XOR actions with definite keys are done for 

coming circle. In the process of byte’s place 

changing, the value of 16 byte, 8 bit of entrance 

and 8 bit of exit are entered in S box. In the 

process of shiftrows, the row`s of 4x4 byte 

matrix shift and the process of  Mixcolumns, 

columns values are mixed. At the end of the 

circle`s last layer, XOR process is done with the 

key which belongs to that circle.[4-5] 

 

Below is presentation of AES Encryption 

Algorithm which chooses 128 bit key size. 

 

2.1.2. AES Decryption Process 
 

Decryption process of AES is reverse of 

Encryption process. The individual 

transformations used in the Decryption process - 

InvShiftRows, InvSubBytes, InvMixColumns 

and AddRoundKey [4]. Decryption process is 

presented in figure 2. 

 

 
 
Figure 1. AES Encryption Process Scheme. 

 

 

2.2 Turbo Coding 

 
Turbo codes are a new class of error correction 

codes that were introduced a long with a 

practical decoding algorithm in [3]. The 

importance of turbo codes is that they enable 

reliable communications with power efficiencies 

close to the theoretical limit predicted by Claude 

Shannon [6]. Since their introduction, turbo 

codes have been proposed for low-power 

applications such as deep-space and satellite 

communications, as well as for interference 

limited applications such as third generation 

cellular and personal communication services 

[7]. 
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Figure 2. AES Decryption Process scheme. 

 

 

2.2.1. Turbo Encoder 
 

A Turbo encoder is a combination of two simple 

encoders. The input is a block of information 

bits. The two encoders generate parity symbols 

from two simple recursive convolutional codes, 

each with a small number of states. The 

information bits are also sent uncoded. The key 

innovation of turbo codes is an interleaver, which 

permutes the original information bits before 

input to the second encoder. The permutation 

allows that input sequences for which one 

encoder produces low-weight codewords will 

usually cause the other encoder to produce high-

weight codewords. Thus, even though the 

constituent codes are individually weak, the 

combination is suprisingly powerful. The 

resulting code has features similar to a ‘random’ 

block code with information bits [8]. 

 

 
 

Figure 3. Turbo Encoder 

 

 

2.2.2. Turbo Decoder 

 

Random block codes are known to achieve 

Shannon-limit [6] performance as gets large, but 

at the price of a prohibitively complex decoding 

algorith. Turbo codes mimic the good 

performance of random codes using an iterative 

decoding algorithm based on simple decoders 

individualy matched to the simple constituent 

codes. Each constituent decoder sends a 

posteriori likelihood estimates of the decoded 

bits to the other decoder and uses the 

corresponding estimates from the other decoder 

as a priorilikelihoods. The uncoded information 

bits (corrupted by the noisy channel) are 

available to each decoder to initialize the priori 

likelihoods. The decoders use the `MAP` 

(Maximum a Posteriori) bitwise decoding 

algorithm, which requires the same number of 

states as the well-known viterbi algorithm. The 

turbo decoder iterates between the outputs of the 

two constituent decoders until reaching 

satisfactory convergence. The final output is a 

hard-quantized version of the likelihood 

estimates of either of the decoders [8]. 

 

Turbo encoder’s structure is presented in figure 

4. 

 

 

 
 
Figure 4. Turbo Decoder. 
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3. METHODS 

 

We introduced a new type of Encryption and 

Error Correction scheme which is called “A 

Combined Encryption and Turbo Coding 

Scheme: AES-TURBO”. This combined system 

is presented in figure 5.  

 

In the transmitter part of the system, Turbo 

Encoder block is embedded in AES encryption 

block in the first round after subbytes block. The 

remaning steps of the AES encryption are 

followed normally  After that The bit stream is 

sent to the wireless channel 

 

For simulation, we choose AWGN (Additive 

White Gausian  Noise) channel model  

 

In the receiver part of the system, the bit stream 

is taken from the wireless channel. The remaning 

steps of the AES decryption process are followed 

normally. Turbo Decoder block is embedded in 

AES in the last round before SubBytes block. 

 

4. EXPERIMENTAL RESULTS  

 

Frame size is chosen 128 bits and AWGN 

(Additive White Gaussian Noise) channel is 

considered . The bit error  rate performance of 

overall system is investigated over mobile 

communication channel for various Signal to 

Noise Ratios (SNRs). 

 

4.1. Bit Error Rate (Ber) Performance Over 

Awgn Channel Model  
 

Frame size is 128 bite and Channel model is 

AWGN chosen. The bit error rate performance of 

overall system is figured in figure 6. 

 

4.2. Bit Error Rate (Ber) Performance Over 

Ideal Channel Model  

 

Frame size is 128 bit and Channel model is ideal 

chosen. The bit error rate performance of overall 

system is figured in figure 7. 

 

 

 

 

 

 

 

 

 
 

Figure 5. A Combined Encryption and Error 

Correction Scheme:AES-TURBO.  

 

 

 
 

Figure 6. For N= 128, Bit Error Rate (BER) 

Performance  over AWGN Channel. 
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Figure 7. For N= 128, Bit Error Rate (BER) 

Performance over ideal channel. 

 

 

5. CONCLUSION  

 

In this study, we introduced a new type of 

Encryption and Error Correction scheme, which 

is called “A Combined Encryption and Turbo 

Coding Scheme: AES-TURBO”. This Combined 

systems will help to manufacturing Monoblocks 

in a single step.   
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