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Abstract:  
 

Cloud computing defines the SPI model, which is generally agreed upon as 

providing Software-as-a-Service, Platform-as-a-Service and Infrastructure-as-a-

Service. Interest in those service delivery models is growing because the paradigm 

offers to cloud customers high computational resource on-demand with a low cost. 

However, trustiness in the cloud services regarding the security and the privacy 

of the delivered data is the most critical issue in the SPI model. In this paper a 

trusted SPI model is proposed that gives cloud customer more confidence into SPI 

services by leveraging a trust in a neutral SPI certifying authority. The proposed 

model prevents insider attacks from tampering with application service before and 

after the computational resource was launched and allow cloud customer to verify 

if its node run in a secure environment. 

  
 

1. Introduction 
 
The benefits of cloud computing are very known by 

cloud costumers, notably the capability to use 

computing and storage resources on-demand with a 

lower cost. More than 3 million businesses have 

adopted Google Apps, Google cloud email. This rate 

is expanding at 3000 users a month [1]. Yet there is 

still considerable aversion to move to the cloud. 

Cloud customers are not willing to lose the control 

of their sensitive data and outsource the trust of 

computation of critical data to a non-trusted third 

party. The main concern is about the Confidentiality, 

Integrity and Availability. A malicious backend 

administrator may intentionally or accidentally 

tamper with the hosted data or inject a malicious 

code onto a Virtual Machine image (VMi), which 

will be later copied, to dig sensitive information. 

This can occur without the knowledge of cloud 

customer. Although many Cloud Providers (CPs) are 

making efforts in order to strengthen the trustiness 

of cloud customers by reducing the chances of an 

internal attacks. For example, CPs limit the access to 

the critical components of the infrastructure [2]. 

Nevertheless, malicious insider can still access cloud 

customers’ sensitive data and tamper with them. 

When Xen is used in the backend, Xenaccess [3] 

enables backend administrator the access the content 

of a Virtual Machine’s (VM’s) memory at runtime. 

Another alternative for CPs, in order to reinforce the 

trust with cloud customer, aims to the use of 

cryptography to prevent confidentiality violations 

[17-19]. However, cryptography have shown some 

issues dealing with confidentiality. First, the CP 

holds both the keying material and encrypted data, 

given both items backend administrator can get 

encrypted data. Second, cryptography preserve 

confidentiality for data at rest and in-transit, and it 

cannot be applied to a public SaaS or PaaS, since 

encryption will prevent the indexation and 

computation of data. To establish more confidence 

http://dergipark.org.tr/en/pub/ijcesen
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in their services, CPs have defined the specification 

of the Trusted Platform Module (TPM) [4]. This 

approach has been used by Santos et al. [2] to design 

a trusted cloud computing platform based on TPM 

attestation chain. Terra [5], a trusted computing 

platform can prevent malicious backend 

administrator from tampering with a computation. 

Terra also provides a remote attestation capability 

that enables a cloud customer to determine upfront 

whether the host can run securely the computation 

on its data. In [9], a trust system with certificate 

authority (CA) and Trusted Platform Module (TPM) 

is established. 

This paper proposes a model for enhancing trust in 

cloud SPI (SaaS, PaaS and IaaS) stack, especially for 

public SaaS and IaaS. The model strengthens the 

trustiness of the cloud customers. For this purpose, 

the source code, of a public SaaS, of the application 

service must be certified by a neutral trusted 

certifying authority (TCA) in order to prevent the CP 

from tampering with application service, through to 

the use of the multisignature mechanism. The CP 

through the TPM, certifies also the source code. The 

operation prevents the misuse of service application 

when it is running in the cloud platform. For the 

public IaaS, the model will enable the cloud 

customer to check and authenticate a VMi (Virtual 

Machine image) created by the CP to ensure that it 

comes from the CP who claim to be the owner. The 

operation is done by digitally signing VMi by the 

TCA. The organization of the paper is as follows: 

Section 2 provides a background of TPM and 

Multisig schemes. Section 3 provides an overview of 

the Trusted SaaS Model. Section 4 presents the 

Trusted IaaS Module. This paper ends with a 

conclusion and discussion in section 5.  

2. Background 

2.1. Trusted platform module (TPM) 

Trusted Computing Group (TCG) have defined the 

specification of TPM [4]. The TPM (Fig. 1) is a chip 

that contain a cryptographic co-processor, secure 

memory, I/O components and other components. It 

also implements a validated FIPS [8] key size 

generation for computing digital signature key (512 

to 2024 bits). The chip can store an Endorsement 

Key (EK) that identify the TPM (Thus device 

authentication). 

Figure 1. TPM Architecture 

The chip is tampering resistant through its multiple 

physical security mechanism. Besides, the chip 

enables platform integrity; This is done during the 

boot process, the firmware and operating system 

components (integrity measurement) are measured 

(ML) and stored in the TPM. The integrity 

measurements can be used as evidence for how a 

system started. Once a platform needs to be attested 

the platform, a trusted third party sends a token to 

the platform. The platform takes both the ML and 

token encrypted by the TPM’s EK and send the 

encrypted information to the third party which 

decrypt it using EK’s corresponding public key (thus 

ensuring authentication) and checks the integrity of 

data (ML and Token) to verify that the configuration 

it deems trusted [4,7]. TPM enables certificate 

installation/creation on device where it is 

implemented. Once done, the RSA private key is 

engraved to the TPM and cannot be exported. 

Trusted platforms [5,6,9] leverage the features of 

TPM to enable remote attestation.  

2.2. Multi-signature schemes 

Multi-signatures schemes are a digital signature 

scheme that allows two or more signers to sign a 

single document as a group, yielding a multi-

signature with the same size as a standard signature 

[21]. This allow them to jointly authenticate a 

document using a single compact signature [20]. By 

transmitting the joint signature instead of n 

individual signatures, multi-signature schemes help 

saving on communication costs. However, one still 

needs the public keys of all cosigners in order to 

verify the validity of such a multi-signature. The 

concept is used in the field of cryptocurrency for 

additional security in transactions. In a bitcoin 
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wallet, multiple signature is required in order to 

authorize a bitcoin transaction. 

3. Trusted SaaS Platform 

 
Earlier implementations of a multisignature σ on a 

message m is obtained by setting (σi : i ∈ L) where 

σi is the signature of the ith signer on the message m 

[11, 12]. This multisignature is however large, of 

size proportional to the number |L| of signers. 

Moreover, Earlier multisignature schemes require a 

set up process between all the signers which make 

their use impracticable especially for devices with 

small resources such as PDAs, cell phones and TPM 

chips. Researches efforts have led to recent 

multisignature schemes [13, 14] that do not require 

nothing more than that each signer has a certified 

public key. Furthermore, these multisignature 

schemes have become as efficient as others signature 

schemes in both signing and verification process.     

The proposed SaaS platform aims to enhance 

trustiness in today’s cloud computing services. It 

allows users of these services to have an independent 

insight into their behavior. The main components of 

the proposed platform are: a cloud provider (CP) that 

hosts application services on an infrastructure and 

platform that it controls, a service provider (SP) that 

launches the application service as an instance 

hosted on a cloud platform owned by CP and a 

neutral source code certifying authority (TCA) 

responsible for certifying a source code of an 

application service owned by SP. In our design the 

TCA uses a validated RSA key pair in accordance 

with FIPS-140 standards in order to issue 

certificates. The CP uses as private key the EK of the 

TPM. Related to the EK are Attestation Identity 

Keys (AIKs). An AIK is created by the TPM and 

linked to the local platform through a certificate for 

that AIK. This certificate is created and signed by a 

certificate authority (CA). A privacy CA allows a 

platform to present different AIKs to different 

remote parties, so that it is impossible for these 

parties to determine that the AIKs are coming from 

the same platform. In our model, the used AIK key 

represents the public key of the TPM regarding 

multisignature schemes [13,14].The code source 

certification of the application service by a TCA and 

the CP addresses the specific need to prevent the 

misuse of the application before and after it was 

launched. The use of multisignature schemas 

establishes a mechanism of double protection since 

it prevents attackers from SP and CP to act jointly or 

separately in order to misrepresent the behavior of 

the application. The attestation provided by the TCA 

ensures the integrity of the application when it was 

under the monitoring of the cloud provider. After 

launching the application, the SP assumes it’s the 

control but it still the cloud provider that controls the 

server platform and the launch procedure. Thus, the 

cloud provider can be responsible for guaranteeing 

the application’s integrity after it was launched by 

using the TPM certification. In various TPM-based 

platform, such as Intel’s Trusted Technologies [16], 

the proposed functionalities have been extended to 

post-launch checks. This makes the task of the cloud 

provider more affordable. The TPM attestation 

consists of several steps of cryptographic 

authentication by which the specification for each 

layer of the platform is checked from the hardware 

up to the operating system and application code. At 

a high level, the TPM attests the source code of 

service application by signing its hash with an 

attestation identity key (AIK). This will be done by 

following the trust chain TPM → BIOS → 

Bootloader → OS → Application. Direct 

Anonymous Attestation (DAA) [15] can be used to 

protect the privacy of the TPM in such a way that a 

user will able to verify the validity of attestation 

without linking it with the platform that contains the 

TPM. The SP first (1) requests the CP to certify the 

source code of its application service (P). Once 

received, the SP (2) verifies whether the signature 

issued by the CP is valid or not. If it is valid then it 

forwards (P) sealed with the digital signature to the 

TCA (3), otherwise the service provider requests 

another signature. Once received, the TCA (4) first 

checks the signature provided by the CP. If it was 

valid, the TCA cheeks the source code of the 

application and then certifies it. This will be done by 

signing the digital signature issued by the CP via the 

multisignature mechanism. Otherwise, the TCA 

rejects the request. If all these steps had gone 

smoothly, the TCA (5) forward the result of the 

multisignature mechanism to the CP who made it 

available for the cloud users (Fig. 2). 

4. Trusted IaaS Platform 

 
The proposed IaaS platform aims to enhance 

trustiness of leased VMi. In their manual [10], 
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Figure 2. Trusted SaaS Model 

 
NIST have defined cryptographic key challenges 

tied to VMi authentication and deployment. When a 

cloud customer leases a VMi from the CP, he could 

be worried about its authenticity. To improve 

confidence with the cloud customer, the CP may 

digitally sign the VMi, and makes the public 

corresponding key available for cloud customer in 

order to check the authenticity. In [5,6] solutions 

focus more on secure computation of data and a 

closed box execution. In [9] authors propose a 

collaborative design to make effective use of TPM. 

Thus, the solutions suppose that cloud customer 

have already deployed the VM. Trust in IaaS 

platform start with the authentication and check of 

the pre-built VMi before its first deployment. Our 

design proposes the authentication and check 

functions and work as [6] or [9]. When the cloud 

customer leases a VMi from the CP, he could be 

worried about its authenticity. To enhance the 

trustiness with him, the CP may digitally sign the 

VMi and makes to corresponding public available 

for customer in order to check the authenticity. The 

problem with digital signature as mentioned by 

NIST [10] is that: (i) the cloud customer cannot have 

assurance that communication with CP are secure 

when exchanging data and results, (ii) Cloud 

customer does not have enough assurance about the 

credibility of verification engine running in the CP. 

Fig. 3 presents the added value by the TCA to ensure 

the VMi check and authentication. Our design 

assumes that the part of TCA responsible of digitally 

signing the VMi is implemented as private cloud at 

the CP. Once the CP generates the VMi, the TCA 

compute the digest and store it securely. Every time 

that a cloud customer checks out the VMi, he can 

verify the digital signature by the EK’s 

corresponding key, which he supplies to the 

verification engine, as illustrated in Fig. 3. 

 

Figure 3. VMi Authentication and Check 

 

5. Discussion 

 
Trusting a CP is mainly based on its reputation; 

therefore, it has no interest in the behavior of the 

service instance it hosts. It can strength assurances 

of trustworthiness to its customers by issuing 

attestations of its own software stack based on a 

hardware root of trust. The CP is also responsible for 

granting the privileges access (admin interface) to 

the SP. Thus, it can limit the control of the SP on the 

application after it was launched to only the 

legitimate operations (launch, stop, ...). For all these 

reasons, the CP itself can be seen as a trusted 

platform that run a well-tested software stack and 

offers hosting platform for multi tenants’ users. This 

means that the CP in our model can serve as a 

guarantor for preventing the SP from tampering with 

application service after it was launched even if it 

was under its control.  The mere fact that the CP acts 

as a root of trust in our model does not mean that it 

is completely trusted since it can tamper with 

application service before it was launched. This 

issue was addressed by incorporating a TCA source 

code authority that ensures the application’s 

integrity when it was under the control of the CP. 

The TCA is responsible for certifying the source 

code of the application service jointly with the CP. 

This process prevents any attempt for subverting the 

instance before it was hosted in the cloud platform.  

The VMi digital signature, enable cloud customer to 

check and authenticate the pre-built VMi to ensure 

that it comes from trusted source and have not been 

tampered with. To reinforce the trust with cloud 

customer the TCA digitally sign the VMi through the 

TPM. The operation has the advantage that the 

private key (EK) is securely stored, well protected 
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from unauthorized use or disclosure and protected 

while in use through TPM’s facilities. Also, the 

design enables authentication of the signing 

authority and thus the authentication of the VMi. 

 

6. Conclusion 
In this paper we argue that concerns about trust 

computing is a major deterrent for enterprises 

looking to embrace cloud computing especially 

public SaaS and IaaS solutions. We surveyed the 

security concerns unique to the SPI delivery model. 

Also a new trusted SaaS model that addresses these 

security issues and reinforces the trustiness of users 

in SaaS services and enables authentication of leased 

VMi in IaaS model is proposed. In our SaaS model, 

the source code of the service application is certified 

by a neutral TCA and the CP using the 

multisignature mechanism. For the IaaS leased VMi, 

the VMi is digitally signed by the TCA and the cloud 

customer needs only to verify the digital signature 

using the AIK key of the TCA in order to check out 

the VMi. In the future, we plan to implement the full 

functionalities of our model and evaluate its 

performance and perform a comprehensive security 

analysis.  
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