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When Chaos Is Not Secure: Revealing Hidden
Vulnerabilities in Chaotic Cryptography

Fatih Ozkaynak (%1
*Firat University, Department of Software Engineering, Elazi§, 23119, Turkiye, *Kriptarium R&D Software, Firat Technocity, Elazig, 23350, Turkiye.

ABSTRACT Chaos-based cryptographic schemes have been widely investigated as lightweight solutions for image and KEYWORDS
multimedia security, owing to their nonlinear dynamics and high sensitivity to initial conditions. Despite these attractive Chaos-based
theoretical properties, many such systems have been found to be susceptible to implementation-level vulnerabilities that cryptography
remain undetected through purely mathematical analysis. In this study, a chaotic image-coding algorithm employing Side-channel
conditional XOR and XNOR operations was examined from a side-channel perspective. A profiling-based power simulation leakage

framework was developed to model the dynamic switching behavior of these gates, which are logically complementary
but physically asymmetric. Distinct power signatures were observed for XOR and XNOR operations, allowing secret
selection bits to be inferred with an average classification accuracy of 86.1%. The obtained results indicate that algorithmic
unpredictability alone does not ensure resistance against physical leakage. It is therefore suggested that the design and
validation of chaos-based cryptosystems should incorporate side-channel evaluation as an integral stage of development.
The presented simulation framework can serve as a diagnostic tool for identifying gate-level asymmetries before hardware
implementation. Future research is recommended to include hardware-level measurements, balanced logic synthesis, and

Implementation-
level vulnerability
Power analysis
Profiling-based
attack

automated leakage auditing in order to establish physically robust and cryptographically secure chaotic architectures.

INTRODUCTION

Cryptology can be envisioned as a two-legged table. One leg rep-
resenting cryptography, which is the art and science of securing
information, and the other leg representing cryptanalysis, the dis-
cipline devoted to testing and breaking those algorithms. Like a
table that cannot stand on a single leg, the field of information
security remains unstable if either cryptography or cryptanalysis
is neglected. Strong cryptographic design must always be accom-
panied by equally strong analytical validation. As Shannon (1949)
argued, the security of a system lies not in obscurity but in the
rigorous evaluation of its mathematical and operational soundness.
Similarly, Kerckhoffs (1883) established that the security of a cipher
must depend solely on the secrecy of the key, not on the secrecy of
the algorithm. This principle continues to guide modern security
engineering. A system that has not been analyzed thoroughly is
inherently fragile. Cryptographic primitives may appear secure in
theory, yet their practical implementations often diverge from ideal
assumptions due to computational precision limits, hardware vari-
ability, and protocol errors (Mangard et al. 2007). Such divergences
create subtle side effects; timing delays, voltage fluctuations, or
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electromagnetic emissions that attackers can measure and exploit
(Ozkaynak 2018). As a result, every cryptographic design must
be treated as a hypothesis that requires experimental falsification
through testing that actively attempts to break it; otherwise, vul-
nerabilities remain latent until discovered by adversaries (Paar
and Pelzl 2010).

From a historical perspective, cryptanalysis has evolved along-
side cryptography itself. Early methods relied on linguistic and
statistical frequency analysis, as used to break monoalphabetic
ciphers in the Renaissance (Kahn 1996). With the advent of mod-
ern mathematics and computing, attacks became algorithmic and
formalized, targeting algebraic properties of ciphers, factorization,
and discrete logarithm problems (Stinson and Paterson 2019). The
late 20th century, however, introduced a paradigm shift: the real-
ization that cryptographic systems could be compromised without
solving their underlying mathematics. Instead, attackers could ob-
serve physical leakages during computation. This new category of
attacks, known as side-channel attacks, revolutionized cryptanal-
ysis. Kocher (1996) demonstrated that variations in computation
time could leak information about secret keys, leading to the first
timing attack. Shortly afterward, Kocher et al. (1999) introduced
Differential Power Analysis (DPA), showing that power consump-
tion traces from hardware devices could reveal cryptographic keys
with astonishing accuracy. These discoveries established the foun-
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dation of a new research domain: implementation-level cryptanal-
ysis (Goodwill et al. 2011; Acikkapz et al. 2019).

Over the past two decades, side-channel attacks have diversi-
fied and matured. Simple Power Analysis (SPA) examines raw
power traces to infer operation patterns, whereas DPA and its
statistical variant, Correlation Power Analysis (CPA), use large
datasets to correlate measured leakages with hypothetical key val-
ues (Mangard et al. 2007). More sophisticated approaches, such
as template attacks (Chari et al. 2002) and machine-learning-based
methods, employ probabilistic modeling and pattern recognition
to improve efficiency (Standaert et al. 2009). In parallel, fault in-
jection attacks, including voltage glitching, laser faulting, and
electromagnetic perturbation, intentionally disturb device behav-
ior to extract sensitive data (Barenghi et al. 2012). These techniques
have proven that even mathematically sound algorithms such as
AES or RSA can fail catastrophically if their implementations leak
information through physical channels. The implications of these
findings are profound. Side-channel attacks demonstrate that the
real security of a cryptosystem is not limited to the strength of its
algebraic structure but extends to its physical embodiment. Any
imbalance, irregularity, or conditional branching within the hard-
ware logic can serve as a source of information leakage. Therefore,
modern cryptographic engineering demands a holistic approach
that unites mathematical rigor with hardware resilience. Designers
must adopt constant-time operations, balanced circuits, masking
schemes, and continuous leakage testing as integral parts of the
development cycle (Kocher et al. 1999; Mangard et al. 2007).

Studies in chaos-based cryptology have made significant ad-
vances in secure data communication and encryption applica-
tions. Akgul et al. (2021) developed a microcomputer-based mobile
random number generator and demonstrated its applicability in
encryption applications. Fractional-order chaotic systems have
yielded remarkable results, particularly in biomedical image en-
cryption (Emin et al. 2024; Gokyildirim et al. 2024); Akgiil et al.
(2025) examined the data security applications of the incommensu-
rate fractional-order Arneodo chaotic system on a microcomputer.
Hybrid encryption approaches have also emerged prominently in
this field; Cavusoglu et al. (2018) proposed a novel hybrid encryp-
tion algorithm combining chaos and the S-AES algorithm. FPGA-
based implementations have provided significant advantages in
high-speed random number generation and chaotic oscillator de-
sign (Algin et al. 2018; Garcfa-Grimaldo et al. 2023; Koyuncu et al.
2020, 2022; Seker et al. 2021). Tlelo-Cuautle and colleagues have
conducted extensive research on FPGA applications of chaotic
systems (Tlelo-Cuautle et al. 2016), developing voice recognition-
based cryptosystems (Rodriguez-Orozco et al. 2018), fractional-
order chaotic circuits (Tlelo-Cuautle ef al. 2020), and image trans-
mission applications (Estudillo-Valdez et al. 2023; Kotadai et al.
2025). Additionally, innovative approaches such as using image
algorithms for text encryption (Lawnik et al. 2022) and investigat-
ing symmetry in chaotic systems (Volos 2022; Charalampidis et al.
2022) have also been featured in the literature.

In this study, the chaotic encryption approach proposed in A
New Data Coding Algorithm for Secure Communication of Image (Ogras
2024) has been re-evaluated with a focus on its implementation-
level security. The algorithm, which employs entropy-sensitive
coding and chaotic dynamics to improve confidentiality in image
transmission, has been acknowledged for its mathematical formu-
lation and conceptual novelty. However, within the scope of the
present analysis, the physical robustness of this method against
side-channel vulnerabilities has been investigated. Special atten-
tion has been given to the procedure of secret code generation and
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application, wherein XOR and XNOR operations are conditionally
executed according to internal bit selections. Experimental obser-
vation has indicated that these conditional operations produce
measurably distinct power consumption profiles, which can inad-
vertently disclose partial information about the underlying secret
bits. Such behavior demonstrates that theoretical soundness and
statistical complexity alone are insufficient to ensure cryptographic
security when hardware-level characteristics are overlooked. The
investigation thus emphasizes the necessity of aligning algorithmic
innovation with practical resilience.

Chaotic or entropy-based designs, while promising in princi-
ple, must also be validated against physical attacks such as power
analysis, timing analysis, and electromagnetic observation. Ac-
cordingly, the examined algorithm has been analyzed through
the framework of side-channel-aware cryptographic engineering,
highlighting the interplay between mathematical chaos and physi-
cal implementation fidelity. Through this perspective, the classical
metaphor of cryptology as a two-legged table regains its pragmatic
relevance: cryptography provides the theoretical foundation, while
cryptanalysis maintains equilibrium through empirical validation.
The current study, situated at this intersection, illustrates how a
theoretically robust chaotic encryption system may compromise
its own secrecy through the subtle physics of its implementation.
This realization is intended to guide future developments in chaos-
based cryptography toward designs that integrate algorithmic
complexity with measurable physical security.

The principal contributions of this study can be summarized as
follows:

¢ To the best of our knowledge, this is the first side-channel
security evaluation of the entropy-sensitive chaotic data-
coding scheme of Ogras (2024), identifying its conditional
XOR/XNOR selection step as an exploitable source of physi-
cal leakage.

* A profiling-based power-simulation framework is developed
that models the dynamic switching asymmetry between logi-
cally complementary XOR and XNOR gates and recovers the
secret selection bits with an average accuracy of 86.1%.

* Because the selection bits coincide with the secret-image bit
stream, the recovered information corresponds directly to the
plaintext; the attack therefore bypasses the reference image,
the chaotic code stream, and the logistic-map parameters on
which the original security argument depends.

¢ Itis shown that the leakage arises from the operation-selection
mechanism rather than from the chaotic source itself, and
concrete balanced-logic and masking countermeasures are
recommended.

It should be emphasized that the present study constitutes a
simulation-based proof of concept aimed at exposing a gate-level
asymmetry; hardware-level measurement and validation are left
to future work.

LOGICAL FOUNDATIONS OF XOR AND XNOR IN CRYPTO-
GRAPHIC DESIGN

In digital cryptographic systems, logical operations form the most
fundamental level of data manipulation. Among all Boolean
functions, exclusive OR (XOR) and its complement exclusive
NOR (XNOR) are particularly preferred in encryption and key-
generation architectures. The reason is rooted in their ability
to combine two binary inputs in a reversible and symmetry-
preserving manner, which is a desirable property in both diffusion
and confusion processes of cryptography (Shannon 1949). Unlike
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the basic logical functions AND, OR, and NOT, which are asym-
metric and often lossy with respect to their inputs, XOR provides
an operation where:

A®B=(AN-B)V (-AAB) 1)

Eq. (1) implies that XOR yields a 1 only when the two inputs
differ. The function is self-inverse, as shown in Eq. (2).

APB®B=A )

Such reversibility allows XOR-based encryption and decryption
to use the same operation, a property that has made XOR central to
stream ciphers, block cipher mixing functions, and pseudorandom
number generators (Paar and Pelzl 2010). In contrast, simple AND
or OR operations cannot be directly inverted without auxiliary
information, and therefore they are rarely used alone in secure
transformations. From a hardware perspective, there is no single
physical XOR or XNOR gate at the transistor level; both are realized
through the composition of simpler gates. The XOR logic can be
constructed as Eq. (3). It should be noted that Eq. (1) and Eq. (3)
describe the same XOR operation in two equivalent forms: Eq. (1)
states it as a truth condition, whereas Eq. (3) expresses it as a
gate-level composition.

A®B=(AVB)A-(ANB) 3)

while its complement XNOR can be expressed as Eq. (4):

AOB=-(A®B)=(AAB)V(-AA-B) 4)

These composite definitions reveal that XOR and XNOR require
multiple transistor networks—typically four to six gate operations
in CMOS technology. As a result, each operation has a distinct
power consumption profile and switching pattern depending on
transistor count, gate depth, and input transition probability (Man-
gard et al. 2007). Although XOR and XNOR are logically equivalent
complements, they are not physically equivalent in implementa-
tion. The XNOR gate requires one additional logical inversion
stage compared to XOR. This means an extra NOT operation, re-
alized through an additional inverter, must toggle every time an
XNOR output changes. Consequently, XNOR operations often
exhibit slightly higher dynamic power consumption and differ-
ent propagation delays than XOR (Weste and Harris 2019). In
high-speed cryptographic circuits, these differences can become
measurable through precise power or electromagnetic analysis.

This asymmetry has a direct implication for side-channel vul-
nerability. When XOR and XNOR operations are alternated based
on secret-dependent conditions—as in the algorithm analyzed in
the present study—the presence or absence of that additional inver-
sion stage creates distinct power signatures. An attacker equipped
with power-measurement equipment can statistically correlate
these differences to infer the underlying selection bit sequence. In
other words, what appears as a simple logical choice at the algo-
rithmic level can manifest as a measurable physical footprint at the
hardware level, revealing sensitive information about secret codes
or key material. Thus, while XOR and XNOR are mathematically
compact and ideal for reversible encryption operations, their hard-
ware asymmetry demands special attention. Balanced or masked
implementations must be adopted to prevent attackers from ex-
ploiting the observable differences that arise from the additional
inversion inherent in XNOR.
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ANALYSIS OF ENCRYPTION ALGORITHM

This section analyzes the implementation-level behavior of the
scheme. It first recalls the original coding algorithm, then illus-
trates its operation on a small worked example, and finally exam-
ines the power-consumption signatures produced by the condi-
tional XOR/XNOR selection.

The original coding algorithm (Ogras, 2024)

For completeness, the scheme under evaluation is first summa-
rized. The original method takes a secret image and a reference
image of equal size and never transmits the secret image directly.
A logistic map generates a chaotic binary sequence whose initial
condition is perturbed by the Shannon entropy of the reference im-
age, x, = (xo + Entropy(reference)) mod 1, so that the generated
series depends jointly on the map parameters and on the reference
content. The reference image and the secret image are converted
into serial bit streams. For each bit position the secret bit selects
the operation: a value of one applies XOR and a value of zero ap-
plies XNOR between the corresponding reference bit and chaotic
bit, producing one output (secret-code) bit. The complete output
stream, reshaped to the image size, constitutes the transmitted
secret code.

Decoding inverts this process and succeeds only when the re-
ceiver holds exactly the same reference image, the same logistic-
map parameters, and the same code series. The original design
reports extreme sensitivity: a single-bit change in the reference
image, or a perturbation of about one part in a million in a map pa-
rameter, prevents correct recovery, with reported NPCR and UACI
values close to their ideal levels. The security argument therefore
rests on keeping the reference image and the map parameters se-
cret. The analysis that follows shows that the secret-dependent
choice between XOR and XNOR leaks through power consump-
tion; this undermines the argument, because the selection bits are
exactly the secret-image bits and can thus be recovered without
the reference image or the map parameters.

lllustrative 5x5 example

To demonstrate the operation of the algorithm proposed by Ogras,
a simplified 5x5 binary example is constructed. Both the secret
image and the reference image are assumed to be binary matrices
(values of 0 and 1) of equal size. For clarity, gray-level quantization
and chaotic parameter tuning are omitted; instead, the logical flow
of bitwise operations is shown step by step.

Step 1 — Secret image conversion:  Secret image S and reference
image R are both 5x5 matrices as Eq. (5).

011 o 0 1 1 0 o
010 1 1 10110
S=11 00 0 1| R=lo 1 0 0 1 ®)
001 1 0 0 110 1 1
1 1 0 1 0 0o 0o 1 0 1

Both are reshaped into serial bitstreams by row concatenation
as Eq. (6) and Eq. (7), respectively.
Spits =[1,0,1,1,0,0,1,0,1,1,1,0,0,
0,1,0,1,1,0,0,1,1,0,1,0]
Rpits = [0,1,1,0,0,1,0,1,1,0,0,1,0,
0,1,1,1,0,1,1,0,0,1,0,1]

(6)

@)
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Step 2 — XOR/XNOR operation mapping:  Each bit of the secret image

defines which operation will be used:

e If the bit = 1, — use XOR.
e [f the bit = 0, — use XNOR.

Thus, for this example the operation sequence is
©,0,8,8,0,0,8,0,86,8,0,0,0,8,0,8®,0,0,8,,0,8,0|.

Step 3 — Generation of chaotic binary series: A Logistic Map (LM)
is used to generate chaotic values using Eq. (8).

Xp1 =1 %n(1 = xn) (8)

Given the control parameter r = 3.9442 and the initial condition
xp = 0.0875, and iterating Eq. (8), the first elements of the chaotic
sequence are x; = 0.3149, x, = 0.8509, x3 = 0.5003, x4 = 0.9860,
x5 = 0.0543, and so on (five shown of twenty-five). After 25
iterations, binary thresholding (values > 0.5 — 1, else 0) gives
Cpits as Eq. (9).

Cpits = [0,1,1,1,0,0,1,1,0,1,0,1,0,

)
0,1,1,0,1,0,1,0,0,1,1,0]

Step 4 — Reference image serial conversion:  The reference image R
is reshaped and serialized as Ry;;s, already defined above.

Step 5 — Bitwise processing according to secret bits:  For each po-
sition i, the operation is determined by Sy;;[i] using Eq. (10) and
Eq. (11), respectively.

If Spits, = 11 O; = Ryis; D Chigs, (10)

If Spits, = 0 Oi = Ryits; © Coi, (11)

The step-by-step process of obtaining the resulting modified
chaotic series is shown in Table 1. Additionally, the output is given
in Eq. (12).

Obits = [0/ 1/ O/ 1/ 1/ 0/ 1/ 1/ 1/ 1/ Or 1/ 1/

(12)
1,0,1,1,1,0,1,0,0,1,1,0]

Step 6 — Final secret code generation: ~ The output bitstream Oy,
is reshaped back into a 5x5 matrix to form the modified chaotic
series, the secret code:

O=10 111 0 13)
111 0 1

0 01 1 0

This 5x5 “coded image” represents the final output of the pro-
posed data coding algorithm. From a side-channel perspective,
however, each conditional XOR/XNOR operation can produce
different instantaneous power profiles, potentially revealing the
corresponding secret bit, the core issue investigated in the present
study.

CHAOS Theory and Applications

Power Consumption Analysis on the 5x5 Example

To better understand the side-channel implications of the algo-
rithm, a simplified dynamic power estimation was carried out
using the 5x5 example. In this analysis, each logical operation
(XOR or XNOR) was assumed to be implemented using comple-
mentary MOS (CMOS) transistor logic. According to CMOS theory,
dynamic power is primarily consumed when signal transitions
occur, and it can be expressed as Eq. (14).

Pyyu = CLV? fu (14)

where Cy is the load capacitance, V is the supply voltage, f is
the clock frequency, and « is the switching activity factor (Weste
and Harris 2019). Within the 5x5 test sequence (25 operations in
total), the output of the XOR/XNOR logic changed state 14 times.
Among these transitions, 6 occurred when the XOR path was ac-
tive, and 8 occurred when the XNOR path was selected. Since the
XNOR gate includes an additional inverter stage compared to XOR,
each of those 8 transitions resulted in one more internal switching
event, leading to slightly higher dynamic energy consumption.
When typical microcontroller parameters were applied (V = 3.3V,
f =48 MHz, and a few femtofarads of switching capacitance per
node), the difference between XOR and XNOR power usage was
in the order of tens of femtojoules per operation. Although this
energy difference is very small, it is consistent and measurable
across repeated executions. In a side-channel context, such deter-
ministic variations are significant because they can be detected
statistically through power analysis techniques. The observed im-
balance therefore supports the hypothesis that the alternating use
of XOR and XNOR operations based on secret bits can create distin-
guishable power traces, revealing sensitive information about the
bit sequence controlling the encryption process. This analysis high-
lights that even minimal structural differences in logic gates can
leave a detectable physical footprint, underlining the importance
of power-balancing countermeasures in secure hardware design
(Mangard et al. 2007).

ANALYSIS RESULTS

Consistent with Kerckhoffs’s principle and standard practice in
profiling-based side-channel research, the adversary is assumed to
know the encryption algorithm and to possess a profiling device
of the same type as the target, on which power traces can be mea-
sured under controlled, labeled conditions. The adversary does
not know the secret-dependent quantities: the logistic-map control
parameter and initial condition, the resulting chaotic code stream,
the reference image, or the secret image itself. The attacker ob-
serves only the power traces of the target encryption run and seeks
to recover, for each operation, whether an XOR or an XNOR was
executed. Because that choice is dictated bit-by-bit by the secret
image, recovering the selection sequence is equivalent to recover-
ing the plaintext, and no knowledge of the chaotic parameters or
the reference image is required.

A software simulation was conducted to assess whether the
XOR/XNOR selection mechanism in the evaluated chaotic-coding
algorithm gives rise to exploitable side-channel leakage. Figure 1
illustrates the end-to-end workflow of the proposed simulation
framework designed to evaluate side-channel vulnerabilities in
chaotic-coding cryptosystems. The process begins with two input
images, a secret image containing the confidential data to be pro-
tected and a reference image that serves as an auxiliary chaotic
seed source. Both images are first converted into serial bitstreams
to allow bitwise processing compatible with logical gate operations.
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Table 1 The step-by-step process of obtaining the resulting modified chaotic series
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Subsequently, a chaotic coding algorithm is applied, in which XOR
or XNOR operations are dynamically selected based on the value of
each secret bit. The resulting bitstream forms the encoded output
sequence. To investigate potential information leakage, the system
simulates the power trace acquisition process that would occur
in a physical hardware implementation. Each logical operation
(XOR or XNOR) produces a distinct power-consumption profile
reflecting the switching asymmetry inherent to real circuits. The
right side of the figure shows an example power-trace signal corre-
sponding to a sequence of such operations, along with the original
secret bits and the predicted bits obtained from side-channel anal-
ysis. The close similarity between the two sequences indicates that
even simple logical imbalances in XOR/XNOR circuitry can reveal
sensitive cryptographic information through measurable power
variations.

Reference
Image

Secret

Image
J Example Power-Trace

A

Time
SecretBit 11010101...
Predicted 11011101...

Power

Conversion to
Bitstreams

!
Chaotic Coding
Algorithm
v

Power Trace
Acquisition

Figure 1 Simulation workflow and power-trace example. The figure
should be read as follows: because each operation is selected by

a secret bit, the per-operation power signature reveals that bit, so
leaking the XOR/XNOR choice is equivalent to leaking the plaintext.
This conceptual workflow motivates the empirical results reported
below

A standard profiling attack model was employed: a labeled
profiling dataset was generated under controlled conditions, a
classifier was trained on the profiling data, and the trained model
was applied to traces produced by a single encrypted transmis-
sion. To ensure transparency and reproducibility, Table 2 sum-
marizes the main simulation parameters used in the side-channel
analysis experiment. All values were selected to reflect realistic
small-scale embedded implementations while remaining computa-
tionally tractable for software simulation.
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The classifier is the core of the attack and is described here in
full. Each XOR or XNOR operation is represented by one simu-
lated power-trace segment of 160 samples. The classifier performs
a binary decision on every segment: it predicts the selection bit,
that is, whether the operation was an XOR (bit 1) or an XNOR
(bit 0). Its input features are the standardized raw samples of the
segment; no hand-crafted features are used. During the profiling
phase, 6,000 labeled segments are generated with an equal number
of XOR and XNOR examples, and a linear Support Vector Ma-
chine is trained on them. A linear model is deliberately chosen:
the modeled leakage is a constant amplitude offset, so the two
classes are close to linearly separable in the raw-segment space,
and a higher-capacity classifier would add no benefit while risking
the fitting of simulation noise rather than the signal of interest.
During the attack phase, the trained model is applied to the 1,024
unlabeled segments of a single target encryption run, yielding
one predicted selection bit per operation. For the demonstration,
the 3232 secret image is the cover image of this journal (Chaos
Theory and Applications), which provides a concrete and recog-
nizable target. The complete simulation code, this image, and the
fixed random seeds are provided in the supplementary reposi-
tory; after installing the listed dependencies, running the single
provided script (python sca_simulation.py, with no arguments)
deterministically reproduces the reported result (86.1% accuracy;
confusion matrix [[490,77], [65,392]], with rows denoting the true
classes XNOR and XOR) and regenerates all figures. Repeating
the experiment with other random seeds yields 86-87% accuracy,
confirming the stability of the finding.

The amplitude offset that distinguishes XNOR from XOR seg-
ments (normalized value 0.25) is an empirically hypothesized
quantity rather than a transistor-level (SPICE) measurement. Its
magnitude is consistent with the gate-level analysis of Section 2:
an XNOR cell carries one additional inversion stage out of roughly
four to six gate operations, which corresponds to a fractional in-
crease in switching activity on the order of one fifth to one quarter
of the baseline. To make the dependence on this assumption ex-
plicit, a sensitivity sweep was performed in which the offset was
varied while the noise level was held fixed. Recovery accuracy rises
monotonically with the assumed offset, from chance level (about
50%) when no asymmetry is present, through approximately 86%
at the operating point of 0.25, to near-perfect recovery for larger
offsets. As a control, setting the offset to zero, that is, removing
any physical difference between the two gates, reduces accuracy to
chance, confirming that the demonstrated leakage is attributable
entirely to the modeled gate asymmetry and not to any artifact of
the simulation or classifier. These results frame the present analysis
as an illustrative, conservative proof of concept and quantify how
the recoverable information would scale with the true physical
asymmetry of a given implementation.
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Table 2 Main simulation parameters

Parameter Description

Value / Range Notes

Input data Grayscale image converted

cret/reference pair)

to binary (se-

Chaotic generator Logistic map

Operations per run Total number of XOR/XNOR computations

Operation logic Conditional bit-wise selection

Segment length Samples per simulated trace segment

Noise model Additive Gaussian noise (¢ = 0.25)
Amplitude offset  Extra inverter activity
(XNOR)

Profiling dataset size Labeled trace segments for training

Classifier Linear Support Vector Machine (SVM)

Evaluation set Trace sequence from one encryption run

Performance metric Selection-bit recovery accuracy

32 x 32 pixels Serves as symbolic “encryption payload” for bit-wise

operations

r=23.99, xo = 0.3333  Output thresholded at 0.5 to obtain binary chaotic

series
1024 Equal to number of image bits
XOR for 1/ XNOR for  Matches algorithm under evaluation
0
160 samples Represents 80-160 ns of activity at MCU-level clock
rates
Models environmental and measurement noise
+0.25 (normalized Creates measurable, consistent differential for profil-
units) ing
6000 Equal class distribution (XOR/XNOR)

Standardized raw seg-
ments

Trained for binary classification of selection bit

1024 segments Same parameters; unlabeled for attack phase

86.1 % Reported in Section 4

All simulations were executed in Python 3.11 using standard
scientific libraries (NumPy, scikit-learn, matplotlib). Trace gener-
ation employed Gaussian pulse models with amplitude scaling
to emulate dynamic power variations due to gate-level switching
activity. The random seed was fixed to ensure deterministic repro-
ducibility. The complete simulation script and generated datasets
are available in the supplementary materials repository. All ex-
periments were performed on simulated data for methodological
demonstration. Parameters and code have been made publicly
accessible to enable verification and replication of the presented
results. Under the chosen simulation conditions, the classifier re-
covered the secret selection bit (the control bit that chooses XOR vs.
XNOR) with an overall accuracy of 86.1% on the target encryption
run. The confusion matrix (rows = true class; columns = predicted
class) for the 1,024 operations in the target run was:

e true XNOR (0): 490 correct, 77 misclassified
¢ true XOR (1): 392 correct, 65 misclassified

Figure 2 illustrates the overall simulation workflow and the
empirical validation of the proposed side-channel analysis on
a chaotic-coding encryption algorithm. The experiment begins
with a secret image and a reference image of identical dimen-
sions (32x32), both converted into serial bitstreams to emulate the
bit-level operations defined in the target algorithm. The chaotic
bitstream, derived from a logistic map with control parameter
r = 3.99 and initial condition xy = 0.3333, serves as a pseudo-
random input to drive the XOR/XNOR selection logic. For each bit
position, XOR is applied when the corresponding secret bit is “1,”
whereas XNOR is used when it is “0,” producing the output codes
displayed in panel (e) of the figure. This sequence represents the
cryptographic transformation intended to secure the secret image
through chaotic diffusion. To assess the potential for information
leakage, a power-trace acquisition model was implemented. Each
bit operation (XOR or XNOR) was simulated as a short analog
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waveform segment whose amplitude and shape were determined
by the gate’s logical activity and intrinsic switching asymmetry.
The mean per-class power templates in panel (h), together with the
representative trace and predicted bits in panel (i), reveal small but
consistent amplitude differences between XOR and XNOR tran-
sitions. Using these traces, a profiling-based classifier—trained
via a linear support vector machine—was employed to predict the
secret selection bits from the observed power data. The resulting
prediction, shown in panels (f) and (i), achieved an average clas-
sification accuracy of 86.1%, demonstrating that the XOR/XNOR
switching asymmetry yields exploitable side-channel leakage. To-
gether, these findings highlight that even mathematically sound
chaotic cryptosystems can exhibit physical-layer vulnerabilities if
hardware-level dynamics are not symmetrically balanced.

Thus, the classifier identified XNOR operations correctly in
approximately 86% of instances and XOR operations with compa-
rable reliability. Average profiling templates (mean trace per class)
reveal a small but systematic amplitude difference between XOR
and XNOR segments, consistent with an extra inverter stage or ad-
ditional switching activity on the XNOR path. The results demon-
strate that a persistent physical asymmetry between the XOR and
XNOR execution paths can be learned and exploited by a profiling
adversary. In transistor-level implementations, XNOR commonly
includes an additional inversion stage relative to XOR. This ad-
ditional logic contributes extra switching activity when outputs
toggle, producing a reproducible perturbation in the measured
power trace. Although the per-operation energy difference is small,
it is consistent across many operations; profiling methods therefore
accumulate evidence and enable high-accuracy classification. An
86.1% per-operation recovery rate substantially reduces the effec-
tive entropy of the secret selection stream. Even when the attacker
does not obtain perfect per-bit recovery, partial information can
materially weaken security by (a) enabling error-correcting infer-
ence across the stream, (b) reducing brute-force search complexity,
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Side-channel recovery on the 32x32 journal-cover experiment (single run, 86.1% accuracy)
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Figure 2 Side-channel recovery on the 32x 32 journal-cover experiment (single run, 86.1% accuracy). (a) The cover image of this journal, used
as the secret image; (b) its 32 x 32 binary bitmap, which is simultaneously the plaintext and the XOR/XNOR selection bits; (c) reference-image
bits; (d) chaotic mask bits; (e) transmitted secret code, i.e. what appears on the channel, indistinguishable from noise; (f) plaintext recovered
from the simulated power traces (86.1% of bits correct); (g) the residual bit errors (142 of 1024); (h) the mean power templates of the two
classes, showing the small but systematic amplitude difference between XOR and XNOR; (i) the true and predicted selection bits for the first
operations. All panels come from the same run, so panels (b)—(e) are shared between the encoding stage and the attack stage

or (c) facilitating chosen-plaintext or adaptive attacks that combine

side-channel outputs with protocol-level information. In short,

the scheme’s security claims that rely solely on the mathematical
unpredictability of a chaotic generator are insufficient unless the
implementation eliminates or masks this physical leakage.

A further point deserves emphasis. The leakage demonstrated
here does not stem from the chaotic map. The vulnerable element
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is the secret-dependent interchange between XOR and XNOR,
while the chaotic stream acts only as the mask that is combined
with the reference bits. If the logistic map were replaced by any
other source of randomness, including a cryptographically strong
generator, the selection step would remain identical and the same
physical distinction between the two gates would persist; the at-
tack would therefore succeed unchanged. Consequently, the result
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Recovery accuracy vs assumed gate asymmetry (noise sigma = 0.25)
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Figure 3 Sensitivity of selection-bit recovery accuracy to the as-
sumed XNOR amplitude offset, with the measurement-noise level
held fixed. Accuracy rises monotonically from the chance level
(about 50%) when no gate asymmetry is present to near-perfect
recovery for large offsets; the operating point adopted in this study
(0.25) yields approximately 86%. The control case at zero offset
confirms that the demonstrated leakage is attributable entirely to the
modeled gate asymmetry rather than to any simulation artifact

is not a statement about the unpredictability of chaos but about the
implementation of conditional logic: any scheme that selects be-
tween two physically distinguishable operations under the control
of secret data inherits this weakness regardless of how the accom-
panying key material is produced. For the specific scheme under
study, the practical implication is direct. The selection bits are the
secret-image bits, so an adversary who recovers the selection se-
quence reconstructs the plaintext itself without ever recovering the
reference image, the chaotic codes, or the logistic-map parameters
that the original design treats as secret. At a per-operation accuracy
of 86.1%, the per-bit uncertainty of the plaintext stream drops from
one bit to roughly 0.58 bit, and the residual errors are spatially
sparse, so the secret image is already visually recognizable from
the recovered bits and can be further cleaned by error-correcting
inference across the stream.

Limitations and Scope

Several limitations of the present simulation should be noted and
do not undermine the qualitative conclusion:

¢ Simulation assumptions: The study used a simplified physi-
cal model in which XNOR segments included a modest, con-
stant amplitude offset and additive measurement noise. This
model is intended to represent the extra switching activity
expected from an additional inverter stage and from realistic
measurement chains; it is not a transistor-level SPICE simula-
tion.

¢ Profiling model: The attacker was assumed to have access
to a profiling device of the same type (a standard and well-
accepted threat model in side-channel research). If an attacker
lacks an appropriate profiling device, attack efficiency may
decline.

* No countermeasures applied: Hardened implementations
(masking, balanced datapaths, dual-rail logic) were not
present in the simulation. Those countermeasures can substan-
tially increase the attack work factor but must be validated
with the same testing methodology.
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These bounds imply that the simulation provides a conservative
demonstration of feasibility under realistic, but not worst-case,
conditions.

Recommendations

To mitigate the demonstrated leakage, implementations of the
evaluated algorithm should adopt side-channel aware counter-
measures prior to deployment. Recommended measures include:

¢ Compute both XOR and XNOR in parallel and select outputs
through a balanced multiplexer whose datapath and transistor
count are equalized to avoid selection-dependent switching
differences.

e Apply first-order masking with frequent mask refresh to
decorrelate instantaneous power from secret-dependent val-
ues. Care must be taken to use masking techniques that are
robust to glitches and propagation effects.

* Adopt dual-rail or other differential logic families (for critical
modules) to reduce data-dependent power variation at the
cost of area and power overhead.

¢ Integrate leakage testing into validation (TVLA, CPA, tem-
plate profiling) and report quantitative leakage metrics in
engineering deliverables.

CONCLUSION

The present study reaffirms that the long-standing division of
cryptology into cryptography and cryptanalysis is not merely con-
ceptual but operational. Every algorithm that aims to protect in-
formation through mathematical complexity must also withstand
the empirical scrutiny of physical reality. By analyzing a chaotic
image-coding algorithm that employs conditional XOR/XNOR
operations, this research demonstrated how implementation asym-
metries, specifically the differing switching activities of logic gates
can produce observable side-channel signatures. Our simulation
results, showing an 86.1% bit-recovery rate under a standard pro-
filing threat model, illustrate that even mathematically sound de-
signs may disclose secret information when physical leakage chan-
nels are ignored. These findings echo earlier demonstrations in
classical cryptography where unbalanced datapaths undermined
strong ciphers and extend them to the emerging domain of chaotic
and entropy-based encryption.

Several recent works have promoted chaos-driven ciphers as
lightweight yet secure alternatives for image and multimedia pro-
tection (Muhammad and Ozkaynak 2019). However, few of these
studies have evaluated their architectures from a side-channel per-
spective. The current work therefore bridges this methodological
gap, demonstrating that chaotic nonlinearity does not inherently
confer resistance to physical leakage and that any imbalance in
logic implementation can become an exploitable vector for key
disclosure. From a theoretical standpoint, the results highlight
an important paradigm shift in modern cryptologic engineering:
security assurance must integrate mathematical unpredictability
with hardware symmetry. A cipher is not secure if it can be dis-
tinguished by its power or electromagnetic footprint. The tested
algorithm’s use of XOR versus XNOR, two gates that are function-
ally complementary but physically distinct illustrates how design
choices intended to increase randomness can inadvertently create
deterministic side effects.

To strengthen and generalize these results, future research
should proceed along several axes:

¢ Empirical hardware validation — Implement the proposed
model on FPGA or ASIC prototypes to collect real power and
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electromagnetic traces. This would quantify leakage magni-
tude in physical units and evaluate resistance to first- and
higher-order attacks.

* Cross-algorithm benchmarking — Extend the profiling
methodology to other chaotic encryption schemes, such as
logistic-tent hybrids or fractional-order maps, to build a com-
parative database of leakage sensitivity versus algorithmic
complexity.

¢ Countermeasure co-design — Develop balanced logic cells
or dynamic masking methods specifically tailored to chaos-
based cryptographic primitives. The design goal should be
to equalize power transitions between logical complements
without degrading chaotic entropy.

¢ Automated analysis toolchain — Integrate the presented simu-
lation into a modular software suite that allows researchers to
import HDL or gate-level descriptions, simulate side-channel
profiles, and estimate information leakage before hardware
fabrication.

* Al-assisted leakage detection — Explore the use of deep learn-
ing models (e.g., CNNs, transformers) for unsupervised dis-
covery of subtle, nonlinear leakage patterns that traditional
correlation methods may miss.

Finally, these findings have direct implications for encryp-
tion schemes that derive their randomness from physical entropy
sources. A growing body of work generates keys and keystreams
from the unpredictable dynamics of physical phenomena for in-
stance, the turbulent motion of lava lamps, the movements of jelly-
fish, or the chaotic dynamics of a flame and feeds this entropy into
bit-level cryptographic operations. The lesson of the present study
is that the security of such systems depends not only on the quality
and unpredictability of the entropy source, but equally on how that
entropy is combined into the cipher at the implementation level:
a secret-dependent choice between two logically complementary
operations leaks through power consumption no matter how un-
predictable the underlying source is. Therefore, when high-entropy
physical generators are integrated into encryption pipelines as in
our ongoing work on physically-sourced randomness based on
lava-lamp, jellyfish, and flame dynamics the combination logic
should be realized with balanced, data-independent gates and
validated against the side-channel methodology presented here, so
that physical-entropy generation and side-channel-resistant com-
bination are treated as complementary requirements rather than
independent design choices. In summary, this work contributes
both a methodological framework and a cautionary perspective:
chaos-based cryptography, despite its algorithmic novelty, remains
vulnerable if its physical instantiation is not neutralized against
leakage. By treating implementation security as an equal partner
to algorithmic innovation, future research can ensure that the next
generation of chaotic cryptosystems achieves true robustness—
mathematical, physical, and practical.
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ABSTRACT Streptococcus pyogenes is a bacterial pathogen responsible for a wide range of infections, from the mildest throat

KEYWORDS
conditions to the most severe invasive diseases, and it remains one of the major global health concerns. A new fractal—fractional
mathematical model for its transmission dynamics is hereby proposed using the Caputo—Fabrizio (CF) derivative. Compared to the Streptococcus
classical integer-order models, the introduced model characterizes memory and hereditary effects, hence it becomes more realistic pyogenes

in describing the pattern of disease spread and the effectiveness of interventions. The model presents a system of fractal—fractional
differential equations in time that describes dependencies associated with epidemic spreading. The mathematical well-posedness of
the model is established by proving the existence and uniqueness of solution utilizing fixed-point theory. Furthermore, the disease-free
equilibrium (DFE), endemic equilibrium (EE), and basic reproduction number R are derived to investigate the transmission dynamics and
persistence of the disease. The derived condition allows us to prove the Ulam—Hyers stability of the system, hence, the robustness and

Existence and
uniqueness
Equilibrium analy-

sis
resilience of the dynamics against small perturbations. For the numerical analysis, the modified Adams—Bashforth scheme has been
adapted, which fits perfectly in handling the memory properties encoded in the CF operator. Furthermore, calibration of the model is done Adams-Bashforth
with real epidemiological data, which highlights strong agreement between the simulated trends and the real data observed.The numerical scheme

results demonstrate that the fractional-order parameters play an important role in the progression of the disease. Variations in these
parameters influence the timing of peak infections, the duration of disease persistence, and the overall transmission pattern. Compared
with the classical model, the proposed fractal—fractional framework provides a more flexible description of the epidemic process and offers
additional insight into the underlying transmission dynamics. These observations suggest that fractal—fractional modeling can serve as a

Numerical simula-
tion
Mathematical

useful approach for studying complex infectious diseases and supporting the evaluation of disease control measures.

modeling

INTRODUCTION

Streptococcus pyogenes, commonly known as Group A Strepto-
coccus (GAS), is a major human pathogen and a significant pub-
lic health concern worldwide, particularly in low- and middle-
income countries. It is responsible for a broad spectrum of dis-
eases ranging from mild infections, such as pharyngitis and im-
petigo, to severe invasive conditions, including necrotizing fasciitis
and streptococcal toxic shock syndrome. One of the most serious
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long-term consequences of GAS infection is rheumatic heart dis-
ease, which develops following acute rheumatic fever, an autoim-
mune inflammatory response triggered by untreated streptococcal
throat infections. In addition, invasive GAS (iGAS) infections,
post-streptococcal glomerulonephritis, and recurrent pharyngitis
contribute substantially to global morbidity and mortality. Fur-
thermore, GAS-associated pharyngitis accounts for a considerable
proportion of antibiotic prescriptions worldwide.

In recent years, the epidemiological burden of GAS infections
has attracted increasing attention. By late 2022, several countries
within the European region reported a substantial increase in inva-
sive Group A Streptococcal infections and, in some cases, scarlet
fever outbreaks. A corresponding rise in iGAS-related deaths was
also observed, particularly among children younger than ten years
of age.

Several contributions in the literature have improved the under-
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standing of Streptococcus pyogenes from epidemiological, clinical,
and public health perspectives. Efstratiou and Lamagni (2022)
discussed the global occurrence of GAS infections and examined
factors associated with disease spread and persistence. Public
health concerns related to GAS and the measures required for its
prevention and control were reviewed by (Avire et al. 2021). The
Public Health Agency of Canada Public Health Agency of Canada
(2001) also provided guidelines highlighting the importance of
surveillance and biosafety practices in managing infections caused
by this pathogen. Research efforts have further focused on the
diagnosis and clinical manifestations of GAS infections. Speller-
berg and Brandt (2022) described laboratory methods used for the
identification of S. pyogenes and their role in supporting clinical
decision-making.

A study by Luca-Harari et al. (2009) reported the clinical and
microbiological characteristics of severe GAS infections in Europe,
while the classical work of Griffith (1934) established the sero-
logical classification of S. pyogenes, which remains important for
understanding strain variability. From a molecular perspective,
Aziz et al. (2010) examined the evolutionary behaviour of Group
A Streptococci and showed how genetic changes may influence
pathogenicity and disease progression. Cases of rapidly progress-
ing invasive infections reported in the literature Dwyer (2012)
demonstrate the serious health risks associated with GAS and un-
derline the need for continued investigation of its transmission
mechanisms. Surveillance-based studies have also documented
changing patterns in the occurrence of severe infections across
different populations, indicating that the epidemiology of GAS
remains an active area of research (Swanink et al. 2018).

Mathematical modeling has emerged as an important approach
for studying infectious disease transmission and evaluating the po-
tential impact of intervention strategies. For example, the work in
Naik et al. (2020) investigated the viral kinetics of HIV-1 infection,
while Owolabi and Pindza (2022) developed a fractional-order
model to study tuberculosis transmission dynamics. Based on
real epidemiological data, the authors in Zhao ef al. (2022); Swetha
et al. (2025b) analyzed the progression of HIV/AIDS cases in In-
donesia. A mathematical model describing cancer dynamics and
the stability of therapeutic protection was investigated in Swetha
et al. (2025a). In another study, a fractional-order framework based
on the Atangana—Baleanu—-Caputo derivative was developed to
analyze malware propagation while incorporating memory effects
into the transmission process Gunasekar ef al. (2025, 2026) and the
application of mass-action principles in epidemic modeling Li et al.
(2018). More recently, mathematical models have been applied to a
variety of problems, including COVID-19 transmission (Kubra and
Ali 2023), breast cancer progression (Owolabi and Shikongo 2021),
Lassa fever dynamics (Abidemi et al. 2022), poliovirus transmis-
sion (Karaagac and Owolabi 2023), and other infectious diseases
Kurniawati et al. (2021).

In addition to clinical and epidemiological investigations, math-
ematical modeling has become an important approach for un-
derstanding infectious disease transmission and evaluating the
effectiveness of disease control strategies. Classical compartmen-
tal models, such as the susceptible-infected-recovered (SIR) and
susceptible—exposed—infected—recovered (SEIR) frameworks, have
been widely employed to describe disease dynamics and predict
epidemic behaviour (Hethcote 2000). Furthermore, mathematical
models have been developed to investigate the transmission dy-
namics of Group A Streptococcal infections, providing valuable
insights into disease spread, carrier dynamics, and the impact of
intervention measures (Yokchoo et al. 2019; Patanarapeelert et al.
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2021). Despite these contributions, existing mathematical models
are primarily based on conventional deterministic or stochastic for-
mulations and do not simultaneously incorporate memory effects
and the heterogeneous nature of disease transmission within a
unified fractal-fractional framework. Consequently, although con-
siderable progress has been made in understanding the biological,
clinical, and epidemiological aspects of S. pyogenes, comparatively
few studies have explored advanced mathematical models that
integrate both memory effects and heterogeneous transmission
characteristics. Motivated by this gap, the present study develops
a fractal-fractional Caputo—Fabrizio model to provide a more re-
alistic representation of S. pyogenes transmission dynamics while
accounting for memory-dependent processes and complex disease
progression patterns.

The objective of this paper is to develop a fractal-fractional
epidemiological model for the transmission dynamics of Strep-
tococcus pyogenes using the Caputo—Fabrizio derivative within
a fractal-fractional framework. Classical integer-order epidemic
models are often based on Markovian assumptions and may not
adequately represent memory-dependent processes such as de-
layed immune responses, treatment effects, and disease history, all
of which can influence the progression and persistence of Strep-
tococcus pyogenes infections. This limitation motivates the use of
fractional-order operators, which incorporate non-local charac-
teristics and memory effects into the modeling framework. The
proposed model is formulated within the fractal-fractional Caputo—
Fabrizio framework to describe the transmission dynamics of Strep-
tococcus pyogenes. The population is classified into susceptible,
infected, diagnosed, pseudo-recovered, relapsed, and terminally
ill compartments according to the progression of the disease. The
pseudo-recovered class is included to represent individuals who
show temporary clinical improvement but may later return to an
infectious state. The movement of individuals between these com-
partments is governed by a system of fractal-fractional differential
equations that incorporates memory effects into the transmission
process.

The analytical properties of the system are examined using
fixed-point theory. The existence and uniqueness of solutions
are established, and the well-posedness of the model is verified.
In addition, the disease-free equilibrium, endemic equilibrium,
and basic reproduction number R are obtained to describe the
qualitative behaviour of the disease. Ulam-Hyers stability is also
investigated to determine the response of the system to small
perturbations. A modified Adams—Bashforth method is employed
to compute approximate solutions of the model. The numerical
procedure is used to examine the behaviour of the system for
different values of the fractional order and to study the influence
of memory effects on disease progression.

The numerical findings are compared with weekly laboratory-
confirmed invasive Group A Streptococcal (iGAS) cases reported in
England by the UK Health Security Agency during the period from
September 2019 to May 2026. The simulations reproduce the gen-
eral pattern observed in the reported data, including the increase,
peak, and subsequent decline in the number of cases. The compar-
ison further indicates that higher fractional-order values produce
results that are more consistent with the observed epidemiologi-
cal trends. The results obtained in this work demonstrate that the
fractal-fractional framework is capable of describing important
features of Streptococcus pyogenes transmission while incorpo-
rating memory-dependent effects that cannot be represented by
conventional integer-order models.

The structure of the paper is as follows: In Sections 1 and 2, we
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will present the mathematics related to fractal-fractional Caputo-
Fabrizio derivative. In Section 3, the fractional-order model for
Streptococcus pyogenes will be introduced. Section 4 establishes
the existence and uniqueness of the model’s solutions by applying
the fixed-point theorem. In Section 5, equilibrium states of the sys-
tem and the basic reproduction number R are derived to describe
the long-term dynamics and transmission behavior of the model.
Section 6 discusses the Ulam-Hyers stability analysis. Section 7
The numerical scheme adopted for solving the system. Section 8
demonstrates numerical simulations to support and validate the
theoretical findings. Finally, Section 9 summarizes the key out-
comes of the study and discusses potential directions for future
research.

PRELIMINARIES

Definition 1: Atangana and Baleanu (2016) Let (/) be a continu-
ous function that is also fractally differentiable over the interval
(a1,ap) with order ©. The fractal-fractional (FF) derivative of g(I)
in the Riemann-Liouville sense with an exponentially decaying
kernel and order g is defined as

I
FFCFpp@ (1) = ]lw_(iz d;}l@/ exp (—%(l—é)) 8(2)dc,

where p > 0,0 <m € T,and M(0) =

Definition 2: Atangana and Qureshi (2019) If g(!) is a con-
tinuous and fractally differentiable function over the interval
(a1, a2), then the fractal-fractional (FF) integral of g(I) with order
g and exponentially decaying kernel is given by,

s e i@+ S hiegan

FFCFIKJ ,©
0

MODEL DESCRIPTION

This study introduces a novel fractional-order mathematical model
for Streptococcus pyogenes dynamics, employing the Fractal-
Fractional Caputo-Fabrizio (FFCF) derivative to better capture
the complex interactions among different stages of the disease.
Contrary to the classical models where the influence of history
is ignored, the fractional-order approach incorporates memory-
dependent mechanisms, hence being more biological in nature.
This feature is highly necessary for depicting various realistic as-
pects of infectious diseases, including their gradual progression,
long-lasting immunity, and nonlinear recovery processes. In the
proposed model, the total number of people at a specific moment
of time I will be split into seven epidemiological classes for de-
scribing the process of infections. People in class G(1) refer to
susceptible individuals who can still become infected. Class f(I)
consists of people who are infected with an early-stage disease
without having clear symptoms. Patients who are being treated af-
ter diagnosis will be placed in class B(1), and class P(I) represents
pseudo-recovered individuals who look healthy but can easily get
sick again. Individuals who have already fully recovered from
the disease belong to class C(I), while class Q(I) includes patients
whose diseases have come back. Finally, class A(I) denotes in-
dividuals who are terminally ill since further medical assistance
would have no effect on their condition.

By incorporating the memory effect of fractional calculus
through the CF derivative, this model provides a more refined
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and realistic representation of S. pyogenes dynamics. The total
population in the system is expressed as,

T(1) = G() +J(1) + B() + C(1) + P(1) + Q1) + A(D).

The dynamics of the classical first-order system are governed by
the following set of nonlinear differential equations.

%f =Y - (p+x+@)G(l),

%{:pé(z) —(w+x+9)f(0),

9B ol 0)+ o0 — v+ 5+ g+ T)BO),

9 @G + 9l + (D) — (x+ O)CO), M
‘%3 =6C(1) = (y+v+x+IDD(])

Figure 1 Streptococcus Pyogenes Transmission Model

Since classical models often neglect memory effects inherent in
biological systems, we extend the above system using the Caputo-
Fabrizio derivative of fractional order p € (0, 1]. This adjustment
accounts for non-local effects and temporal memory, better rep-
resenting real disease progression. The fractional-order system is
given by

SECEDPOG() = Y — (p +x + @) G(1),
SFEEDPOI(1) = pG (1) — (@ + K + )] (1),
SFEDPOB() = w](1) +0Q) — (v+x+ 1 +7)B(),
SECEDEOC(1) = @G (1) + 9f (1) +1B(1) — (k +6)C(1), ()
§FEEDPOP(1) = 6C(1) — (v + v+ K +TD)P(1),
67FDYOQ() = 4P(1) — (v + x5+ E+0)QU),
SFCEDEC A1) = Q1) + TP (1) + TB(1) — (v + ) A(D).

The system is described by the following initial conditions

G(0) = Go, J(0) = Jo, B(0) = By, C(0) = Co, P(0) = Py,
A(0

Q(0) = Qo, A(0) = A,.
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The parameter Y denotes the recruitment rate of new suscep-
tible individuals entering the population, either through birth or
A(J+B)

T

migration. The parameter p = represents the rate of force of

infection at which susceptible individuals G(1) transition into the
latent phase f(I), marking the early stage of infection. The natural
immunity or protection against infection is modeled by @, while x
accounts for the natural mortality rate, which applies uniformly
across all compartments. The progression from latent infection to
active symptomatic cases is governed by w, whereas 1 captures
the direct recovery from the latent phase to the recovered class
C(1) without developing active disease.

The parameter o represents the rate at which the relapsed in-
dividuals Q(I) revert to active disease state B(I), either due to
incomplete treatment or reactivation. The disease-induced mortal-
ity across infected and severely ill compartments is given by v. The
rate of successful treatment from the active infected class into the
fully recovered compartment is represented by #, whereas T repre-
sents the rate at which active cases deteriorate to the terminally ill
class A(I) due to either therapeutic failure or due to complications.
Further,  allows the flow of individuals from the recovered class
C(1) into the pseudo-recovered compartment P(I) of individuals,
who though appearing clinically better, are at risk of relapse. The
rate of relapse of pseudo-recovered individuals is modeled by the
parameter <y back to the relapsed class Q(I). Finally, IT describes
the flow of pseudo-recovered individuals to the terminally ill state,
and ¢ describes the terminal deterioration of relapsed individuals
to the same final compartment A(1). This parameter framework
allows the model to capture the complex trajectory of Streptococ-
cus pyogenes infection inclusive of relapse, pseudo-recovery, and
terminal illness. The inclusion of memory effects through the frac-
tal fractional Caputo—Fabrizio operator further enables the model
to reflect history-dependent disease progression and therapeutic
outcomes.

EXISTENCE AND UNIQUENESS OF THE FFCF SOLUTION

In this section, we develop the existence theory for the proposed
model. For this purpose, System 2 is reformulated into the follow-
ing form

§EDYG(1) = @1° 1 Hy (E(1),1),
6" DYJ(1) = @19 Hy(E(1),1),
§"DPB(1) = @19 Hs(E(1), 1),
§DPC(1) = @19 Hy(F (1), 1), 3)
§E Dy P(1) = @19 Hs(F(1), 1),
6 Dy Q1) = @1° T He(F(1), 1),
6 DI A(l) = @19 Hy (F(1), 1),
where
Hy(E(D),) =Y — (o +x+@)G(I),
Ha(E(1),1) = pG (1) = (w +x + ) (1),
Hs(E(1),1) = wf(l) +0Q(l) — (v +x+n+1)B(),
Hy(F(),1) = @G (1) + 9] (1) + nB(1) — (x +6)C(1),
Hs(F(1),1) = 6C(1) — (v +v+x +TID1)P(1),
He(E(1),1) = vP(I) = (v+x+ & +0)Q(D),
H7(F(1),1) = ¢Q(1) +11P(1) + tB(1) — (v +x)A(1).
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By rewriting System 3, we obtain the following compact repre-
sentation

SEDYE(1) = @191 H(1, (1)),
F(0) = Ry, (4)
where
F(1) = (G(1), J(1), B(1),C(1), P(1), Q(1), A(D)),
and

H(LE(1)) =
By applying the fractal-fractional integral operator in the Ca-
puto-Fabrizio framework, we obtain

(le HZ/ H3/ H4/ H5/ H6/ H7)

B0) = for S0, )+ 10 [0 1@ E@)
©)
where
HI0,F0)) =Hi (60, 1), H(10), 1)), Ha(B(0), (1), Hu(C(D), ),
Hs(P(1), (1), Ho( QD) (), Ho(AQ), (1),
50 =0 Lot ) + 122 [0 (), 00,
1) =S (B, + 1o [ 60 a(E(Q), 000
(1) =i s (B, + 152 [0 s (D), ),
e =2 b)) + s [0 @, e,
() =Skt (b 1)+ 52 [0 (), 00,
o =28y, + 25 [ 00 (£ Q)00
1) =200t (), 1) + 1o [0 (B, 00t
(6)

To prove the existence and uniqueness of solutions, we make
use of fixed-point theory. Let v, = S[0, T] represent the space of
all continuous functions corresponding to the state variables G(I),
f(), B(1), (1), P(1), Q(1), and A(l), where n = 1,2,...,7. The
function space Vj, is considered as a Banach space, equipped with
the supremum norm defined by

I¢]] = sup [Z(D)]-

1€[0,T]

7= max 1T 181 = max 1B,

1€[0,T]

QI = max Q)]

Gl = G(1)l,
ICll = max I6(0)

1Pl = max [P(1)],

ol= c,
ICll lrer[l3>T<]| Ol max,

[A[| = maxjepo,7y [A()]-
Thus, the norm in the product space is defined as
The Banach space v is then given by,
U =701 XUy XU3 XUyg X005 X 0Ug X0y,

where each v, corresponds to the space of continuous functions
over the interval [0, T}, equipped with the supremum norm.
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Now;, let us define an operator & : v — v based on System 6. {9(1*@ TO-1 4 ©T° } and
= M(p) M(p)
The operatorZ can then be expressed as

AH1 = UHy + UyH, + UsHy + UyHy + UsHq, + UgHp + UyH4,

E ()0, Ay, = UyHy + UpHy + U3 Hy + UgHy + UsHy + UgHy + Uy Ha,
EZ(V)(I)' Ap, = UyHz + UpH3 + U3 H; + UgH; + UsHz + UgHz + Uy H;,
Es(V)(1), Ap, = UHy + UpHy + UsHy + UgHy + UsHy + UgHy + U7 Hy,

EWV)(I) = 4 E(V)(D), Ap, = Uy Hs + Uy Hs + Us Hs + Uy Hs + Us Hs + U Hs + Uy Hs,
Es(V)(D), Ap, = Uy Hg + UpHg + UsHg + UyHg + UsHg + UgHg + Uy Hg,
gégx‘j; Eg/ Ap, = UyH7 + Uy H7 + UsHy + UyH7 + UsHy + UgH7 + U7 H7.
=7

Proof: B i
where each component E;(V)(I) corresponds to the integral rep- rook: By assufing

resentation of the respective fractional differential equation in sup Hy(1,0,0,0,0,0,0,0) =og, < oo
System 6. sup Hy(1,0,0,0,0,0,0,0) =vp, < oo
sup H3(1,0,0,0,0,0,0,0) =vp, < o0
sup Hy(1,0,0,0,0,0,0,0) =vp, < oo

( )

( )

( )

M(p)
l A =
n ©® / §®’1H1(G(§),§)d§, sup Hs(1,0,0,0,0,0,0,0) =vp, < oo
M(p) Jo sup Hs(1,0,0,0,0,0,0,0) =vp, < oo
g, E(1) =](0) + ®1(\}1(_ 5@) 19-1H, (G, 1) sup Hy(1,0,0,0,0,0,0,0) =v, < co.
PO o1, A
+ M(p) ,/0 ¢ H(G(8), 0)dc, Let Cy C C denote a closed convex ball. Assume that the variables

G, ], B, C, D, Q, Ae Cpy, it then follows that

M(p) — .
; 21 (V)| SMTQ’lmax(\Hl(G(l),l) — Hy(0,0,0,0,0,0,0,1)]
PO 011y (A J M(p) lel
+ Mol {7 H3(G(Q), 0)dg,
(p) Jo + |H1(0,0,0,0,0,0,0,1)|)
24 (1) *CA(O)+®(1 ©) jo-1p (G(), 1) PO 1o A
By () = M(p) : +—max(/ 2O H, (6(1),1) — Hy(0,0,0,0,0,0,0,7)|
l 7) Mg 1e1 “Jo
" ey y ©HG@.D, +1(0,0,0,0000,0), )
0
O(1-9) o1 A 7 5
. . _ . <= W01 G| + U + Uz, ||B
25 £(1) =D (0) + ®1(\}1(pﬁp) 91 b (G0, 1) = (U, |G| + Up i, [T+ Us g, || B|
00 i + Uy iy, [|CI| + Us 1, [|P]] + Us, i1, || Q| + Uz, | Al + vHy)
0-1 A ~ N N ~
i) y & @0, T U |G+ U 1+ Us g 18] + Ui s 1€
. . o1 - . 5 A 2
=5 £() =0(0) + 21O H G (), ) + Us g 1P|+ Us i, [ Q1 + U 1Al + 08)
+ 2 {0y (C(0), 0, ®)
M(p) Jo p
=, £(1) =A(0) + 22916y, 1) < p1hm (7 o) < 7
M(p)
PO /l Oy (A = z
+ H; (G dc. [E2(V)| <=,
IZa(v)l <Z
Theorem 1: Assume that the functions Hy, : I x ®7 — R are -7’
continuous, and let Uy p, 124(V) || <i’,
Uy n,, .-, Uzm, > 0be given constants. Consider the variables _Z
C.C1,1,8,8,6,C,B,F,0,0,4,A € o,where I = [0,T] and l2s(v)ll <%, ©
n=12,...7. - o
In this setting, the following Lipschitz-type inequality holds Z6(V)| < 7
Va
. o o A .. (V)| <Z.
1 (7,1) = Ha(V',1) < Uy Ho[(G — 6| + UnHll( = 1) 12 W)l <7

+ oo+ UpHl| (A = A
From Equations 8 and 9, together with the definition of v, we get
If the condition w(AHy+AHy;+---+AHy) < 1 is satis-
fied, then System 2 admits a unique solution, where w = I12(V)|| = ||IE(G,],B,C,P,Q.A)| < E. (10)

92 | Gunasekar et al. CHAOS Theory and Applications



For V, V' € vand for any ! € I, we have

I2109) - 29 < 28 D10 ma( 152G 1), 1) ~ Hy (€ (1), 1)

[2(C) / o—1 R
<— Hqi(G H d
_Mprglglx(oé |H(G(0),0) — Hi(G(£),0)dg)
<wz Ap V-V (11)
Similarly, we obtain
1Z2(V) = E2(V) || <wzAm, [V = V|
IE5(V) — E3(V))|| SwzAp,l[V — V|

I
[11

(V)
(V)
sV <wsAp, |V -V
s(V)Il <wsAp, |V -V (12)
(V)| SwsApllV =V
(V)| <wsAmllV = V.

™
=
<>
|
[11

[x1
ol
D NN
>
VVSVVV
|
11

6

[I]

7

From Equations 11 and 12, we derive

I2(V) —E(V)|| < (wgAn, + wsAh, + wsAp, + wsAg,

- (13
twzAp; +wz Ay, + weAp)[|[V =V .

Since, (wz Ap, +ws Ap, + ws Ap, + wg Ap, +wz Ag, +
wg Ap, + wg Ap,) < 1. Ttis evident that the operator E satis-
fies the contraction property. Therefore, by invoking the Banach
fixed-point theorem, we conclude that E(V') possesses a unique
fixed point. Consequently, the proposed system 2 admits a unique
solution.

Theorem 2: Let &y 1, 82,1, 83,H,, 4,1, 85,H,, S6,H,, §7,H, * | =
R*, n=1,2,...,7besuch that for all G(I), J(I),...,A(l) € V, it
holds that

[Ha(V(D), )] < 1,1, (1) + 82,1, (DGO + &3,1, DI (D] +
+87,m, (DIA(D)].

Define  sup;c;G1m, (1) = Gimy superlon,(l) =
& Hyr ee-r SUPerC7mH,(1) = &7m,, and assume that

C1,H,,C1,Hy/ - - -, G1,1, > 0. Other assumptions include,

— ~— e~ e~ e~ e~ o~

whereq =2,3,...,8,and

1—wg

(/—\_/ — —

Cam +83H, + -+ 53,H7> ,

1-ws (Cz;,H1 +Can, + -+ C4,H7) ,

D
[
Il
2.
=]

1—wsg (CS,H1 +8sm,+F §8,H7>
Therefore, the system 2 has at least one solution.
Proof. Let E : V — V be a completely continuous operator.
Since each Hy, (forn =1,2,...,7) is continuous, it follows that = is
also continuous.
Let B C V be a bounded set, and assume that there exist con-
stants iy, > 0 such that

max |H, (V(1),1)| < hy,,
lel
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forall V € B. Then, we have

Jeor(9) ] <20 10 max 11, (1), 1)

M(p)
pO /I -1 A (14)
— Hi(G(1),0)|d
+ e max [ 207 H(E0),0)l g
< wEhH]‘
Similarly, one obtains
lw2(V)]| < wellhps, |,
lws(V)]| < wsllhg, |,
wiM| < wzllhy, |,
I 4(A)H < wz ||yl 15)
llws(V)I < wa /s,
llws (V)| < ws||h,ll,
w7 (V) < wgllh, |-

Equations 14-15 show that w(G, J, ..., A) is uniformly bounded.
Next, we show that w is equi- contmuous Let0<; <L <T,
then

leor(V(12)) = wr (V ()] < “W (1=

X {Hl(é(lz)r---rA(lz)rlz) - Hl(é(ll)v“rA(ll)rll)}‘

Phe, (e-1  j0-1
ey (s e
—0, asl, — Iq.
(16)
Analogous relations hold for wy, ..., wy, i.e.

wi(V(L)) —wj(V(I)| =0 ash =1, i=2,...,7. (17)
Thus, w(V) = w(G,],..., A) is equi-continuous and completely
continuous.

Now, define
B={VeV:(G,J...,A) =¢w(V), &c0,1]}.

LetV € B,sothat V = Cw(V). Then for | € I, it holds that

G(I) =g (V)(1), J(1) = Gwn(V)(1), B(1) = Gws(V)(1),
Cl) =Cwa(V)(1), P(I) = Ews(V)(1), Q(I) = &ws(V)(1),
A(l) =gw7 (V)(1).

(18)
Therefore,
A O(1l-p) 01, T
MUE ( Mp) " M(@)) (19)

(&Lm, (1) + &2, (DIGD)| + -+ - + &7,m, (DIAD)]).

Simplifying 19, we obtain

—_

1G] < wg (&1, (1) + Eam (DG + - - + &, (DIAD)]).

(20)
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Similarly, we have

DI < wz G () +Em (DIGD)] + -

—

+8&7,m(DIAWD)),

+ &7 (DIA)]).
(21)

1AM < wz (&, (1) + G, (DIGD)] + -
Adding Equations 20~ 21 yields

IGH+ 171+ + 1 All < ws @ (1) +Em (D) + -+ & (1)

twz (Eo,m, (1) + G (D) + -+ + o, ) G + - -

tws (&7, (1) + &7 (D) + -+ + &7, (D) IAD) .

(22)
Consequently,
S0, (D), ., A Euin (1) + Gy () + -+ G, (1)
G, @), A < we ( o

Thus, B is a bounded set. By Theorem , w has at least one fixed
point, implying that the proposed system 2 admits a solution.

THE EQUILIBRIUM STATE AND BASIC REPRODUCTION
NUMBER OF THE SYSTEM

Disease-Free Equilibrium State
The disease-free equilibrium (DFE) represents the state of the sys-
tem where no infection persists in the population. Mathematically,
this implies that all infected and disease-related compartments
vanish, while the susceptible population remains at steady state.
For the proposed model, the disease-free equilibrium is obtained
by setting
j=—B=C=P=0=A=0
Thus, the disease-free equilibrium point is given by
Eo = (GO, 0,0,0,0,0, 0) )
where
A0 Y
T ptkt+@
This equilibrium corresponds to the absence of disease in the pop-

ulation, where only the susceptible class persists and all transmis-
sion dynamics are eliminated.

Endemic Equilibrium State
The endemic equilibrium (EE) represents a steady state in which
the disease persists in the population over time. At this state, all
system derivatives are set to zero, leading to a system of nonlinear
algebraic equations. The endemic equilibrium is denoted by
E'=(G" ] B",C" P*, Q% AY),

where R

0=Y-(p+x+@)G",

0=pG* — (w+x+p)f*

0=wf*+00Q* - (v+x+n+1)B*,

0=G* +yJ* +yB* — (x +6)C*,

0=06C"— (y+v+x+II)P*,

0=9P" = (v+x+i+0)Q",

0=¢Q* +T1P* + 1B* — (v +x)A*.
The endemic equilibrium exists when the system admits a biologi-
cally feasible positive solution.
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) .

Basic Reproduction Number (R()
The basic reproduction number Ry is defined as the average num-
ber of secondary infections produced by a single infected indi-
vidual introduced into a completely susceptible population. To
compute Ry, we reformulate the infected subsystem of the model
as
X=(],8,CPQ AT

The system is decomposed into new infection and transition com-
ponents as

ax

dl
where F(X) represents the rate of appearance of new infections
and V(X) represents all transfer, progression, and removal terms.
The new infection vector is given by

= F(X) - V(X),

0

0

while the transition dynamics are captured by

(w+x+9)J
v+x+n+7)B—wf—0Q
(k+06)C— @G —yf—yB
(y+v+x+I1)P-5C

(v+x+E+0)Q—P

i (V—l-K)A—éQ—HIS—TB_

Evaluating the system at the disease-free equilibrium yields the
next-generation matrix K = FV~1. The basic reproduction number
is defined as Ry = p(K) where p(K) denotes the spectral radius
of the matrix K. After simplification along the dominant infection
transmission pathway, the reproduction number can be expressed
as

4 w 4 Y

Ro = (w+Kx+1) ’ v+x+1+1) ' (y+v+x+1II) ’ v4+x+c+0)

The threshold parameter R governs the transmission dynamics
of the system. If Ry < 1, the disease-free equilibrium is locally
asymptotically stable and the infection dies out. Conversely, if
Rp > 1, the disease persists in the population and an endemic
equilibrium may exist. Thus, R plays a critical role in determining
the long-term behavior of the proposed model.

ULAM-HYERS STABILITY

This section introduces the foundational ideas and stability criteria
associated with the proposed fractal-fractional epidemic model. To
analyze the stability behavior, let us consider a small perturbation
function (1) that satisfies the following initial condition $(0) = 0.
The perturbation is assumed to meet the subsequent conditions
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(C) || <e, for® > 0.
(C2) FEDECE(1) = H(1, E(1)) + 3(1).
Lemma 1 Consider the perturbed system
FEDSCR(I) = H(L E(1) + (1), F(0) = fy.

A solution F(1) exists if the following condition is satisfied

£y - {ﬁ<o> - o (HOE0) + 30(0)10

p0 1 e A
3t b © 1H(C,F(C))d€”

o1 |,
M(p) |

Theorem 3 By combining systems (3.2) and (4.3) along with
Lemma , the proposed model achieves Ulam-Hyers stability if the
following condition holds 6 < 1, where

9_[%—%—

0-1 +

01 -yp)
: [ M(p)

M(p)

Proof: As demonstrated in the existence and uniqueness analy-
sis, the proposed system possesses a unique solution. Let ' € ¢
denote the exact solution, and let Feco represent any approx-
imate solution of the model. Then, the difference between both
solutions can be expressed as:

~ ~ g =~ = @(1—@) —
IF() —F ()| = F(l){F(O)Jr(H(Z,F(l))Ho(l))M(p)l® !
+% / OH( F @))déH
. . . O(1-9p)e0-
< F(l)—{F(0)+(H(lrF(l))—Ho(l))M(p)l® !
+ % / ’ @®1H<c,ﬁ<g>>d@}‘
. . O(1-p),e_
+ {F(0)+ (H(1,E(D)) —Ho(l))ml(@ 1
NI@(Z)/OIC@lH(C,f(é))dé}
~ — O(1-p),e_
- {F (0)+ (HWLF (1) = Ho(1) =19
M?(Z),/OICMH@'f@””’CH
O1— )T Ry 2~ OTRy .
ngz,®+W”F Fl+ M(p) |F—F|
=xpo+7|E-F.
(23)

Following the Lipschitz condition applied to H(!, F), the in-
equality leads to the bound characterized by 6, demonstrating
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that |F(1) — F (I)] < 68y. Consequently, when 6 < 1, the model
satisfies the criterion for Ulam-Hyers stability.

NUMERICAL SCHEME OF THE STEPTOCOCCUS PYO-
GENES

The Adams-Bashforth scheme Fatmawati et al. (2020) is an ex-
plicit multi-step method designed for fractional systems under the
Caputo-Fabrizio operator. To devise the scheme, equations 2 are
rewritten to decouple the fractal and fractional effects so that an
efficient computation can be achieved. Such a method advances
the solution by making use of values from previous time levels,
commencing with prescribed initial conditions and a chosen time
step I so as to maintain stability and accuracy. This framework
truly reflects the memory characteristics of the model and shall
provide reliable simulations of the disease dynamics over a long
period.

AAAAAA

SFDYG(1) = @171, (G, [, B,C,P,Q, A1),
6 DfT(1) = 019715,(G,],B,C,P,Q, A1),
§EDPB(1) = ©197185(G, [,B,C, P, 0, A),
§EDYC(1) =@1°71s4(G,J,B,C,P,Q,A,1), (24)
SEDYDP(1) = ©197185(G, 1,B,C,P,Q, A1),
6" Dy Q1) = 019715¢(G, [,B,C,P,Q, A, 1),
§EDPA(l) = ©19715:(G, [,B,C,P,0, A D).

By applying the Caputo-Fabrizio integral operator to equation24,
we obtain

. . L A A A A A
G(1) = 6(0) + % [ -0 15161, B.C, QA DL,
1 AAAAAA ~
(1) =J(0) + % /O O 11— 18,(6,1,B,C,P,Q,4,0)d,
A A l AAAAAA ~
B(1) —B(o)+%/o O 11— ) 155(G,1,B,C, P, 0, A, 0)dg,
1
() = €(0) + % [ -0 15406, 18,6,2, 0, A0,
l R o . R
B(1) = P(0) + % [ a-07155(6.1,B,C, 2.0, 4,0,
. . L A A A N
A1) = Q) + %/0 2O 11— )9 154(C, ],B,C, 0,0, A,)dg,
~ l AAAAAA ~
A1) = A(0) + % /0 O (1-0)v718:(G,],B,C,P,0,A,0)dc.
(25)
where
S1(G,J,B,C,P, QA0 =Y~ (p+x+@)G(l),
S2(G,J,B,C,P,Q,A,7) = pG(l) — (w+x+¢)](1),
S3(G,J,B,C,P,Q,A,7) = wf(l) + 0Q(l) — (v+x+ 1+ 1)B(),

)

)

)

54(G,1,B,C,P,Q A Q) = @G(1) + yJ(1) +nB(1) — (x +8)C(1),
S5(G,J,B,C,0,0,A,0) =6C(1) — (y+v+x+I1)D(D),
AAAAAA ) D= @+r+E+0)Q(),

) 1) +TIP(1) + TB(1) — (v +x)A(]).

=¢

AAAAAA ~

= 7P(
57(G/]/B/C1P1Q1A/€ (
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Now using the approach at t,, 1, we have the following

96

GO+ OO (1) a s A A N

¢ = s G L BC RO A
+ ;\%(Z / 29718,(6,1,B,C,5,Q,A, 0,
e )
+ 22 [0015,(G,1,B,C,P, Q. AL,

By = O 0= 956,1,8,6,0.0. 4
+ 22 [0053(G,1,B,C,P, Q. A,0E,

e =SF 65(;)(1 “96,(6,1,8,6,8,0,A1)
+ 22 [100154(6,1,8,6,2,Q, 4,00z,

Py = PO ) 68,60, A
+ 22 [100155(G,1,B,C,P, Q. AL,
aw = SO =)s6,1,8,6,0,0,40
+ 22 [00IS(G.1,B,C, P, Q. AL,
A =20 U 6,6,,8,6,0,0,40

N

PO /’ O-1c (AP A AD A
FVR S G/ /B/CIPI /A/ d 7
o Jo © 7(G,J Q, A, 0)dg
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at t, 11, we have the following

AAAAAA

AAAAAA
AAAAAA

AAAAAA

pO /'l O-1c. (AT RED A A
FVPR S G/ /B/C/P/ /A/ d ’
M Jo © 3(G,J Q,A,0)dg

9O M o-1c (AR DA A
+ S G/ ’ B/ C/ P/ /A/ d ’ (27)
My Jo 07 54(G, ) Q, A,0)dg

AAAAAA
A A A A

AAAAAA

) /l O lg (A 1B AP O .
+7 S G/ /B/C/P/ /A/ d .
Mo Jo 5G] Q, A, 0)dg

By evaluating the difference between successive terms of the nu-
merical scheme, the following expression is obtained

(26)

1% (1 - p)
M(p)

_ e (1-p)

M(p)

Gn+1 — Gn S] (én’fn’ Bn, Cﬂ, pn, Qn’An, ln)

Sl (Gn—ll j‘n—l[ anll Cnflr pnflr Q"nfll Anfll ln—l)

1
o2 [ (G 08,8, A D),
e (1-p)
M(p)
e (1 -p)
M(p)
PO (i1 g 1. A s An A 2

IrH»l
+—/ 0-15,(G,,8,C,8,0,A,0)dL,
Mo i, g 2(G, ] Q, A, 0)dC

fn+1 — fn

Sz(énfllj‘n—ll anll(fnfl’pnfl, Q"nfllAnfllln_l)
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it _ OO 0) s o pr g
Bn+1 S Gn’ n,Bn,Cn’Pn’ n’An,l
M(p) 3( ] Q ”) én+1 _ Gn®l®71(1_@)s Gn n Bn Cn pn An An 1
1871(1 @) - W 1( /] ’ ’ ’ /Q ’ ’ n)
C M(p) @11 —p)
% 53(6;1171 j‘ 1 B" 1 Cnfl pr 1 Qn 1 An 1 ln 1) M(p)
@ /]”Jrl é@ 153(@ ]‘ B C p Q A g) g % Sl(énfl ]Anfl anllénfl,pnfl,anllAnfl,lnil)
Mp Ji, PO (i1 3h g 4 Gn fn gn @n pn An An
o1 o0 [ s (G P 0 A )
ent = en©@ (L=9) g an jn g én pn e 4o gy P
o0 1(M(@)) ZZE 1151((;1171’fnfllgnfllénfllpnfllanllAnflllnil)]’
11—
- 0-1(1 _ o R
Mo it = O s G B, P 0 A )
X S4(Gn=L, =1, pr=1, Gn1 pr-l =l jn1 gy v
! eI 1(1-p)
p@ LS e A A A A _
Mo . €OTSiG]B.CPQ AL, M(p)
sni1 _ p5n @91 (1—p) (G B, Cr B O A ) XSz(G”*lJ’H,B”*,CH,PH,Q"*,A'H,znfl)
P P75G,],B,C,P,Q,A,ln I, o
M(p) +@/ 3te-1g, @ jr g en pr on AN 1)
@1°1(1 - p) Mg 2
M(p) _ EZS) 115 (Gn 1 ]nfllanllénfllpnfllanl,An—lllnil)]/
% S anl fn—1 anllénfllpnfll An—1 Anflll B
( ] Q ! 1) Bn+1 Bn®l® 1(1_@5 (Cn fn En Cn 13 Q A )
p@ n+1 0-1 A s oA A A A - M( ) 3 7 7 7 7
M—/ ®155(G,1,,C, 8,0, A, 0)dC, o
o o)
@t = @ O s e B, 0, £, Q1 AT 1) M(©) A -
x S3(GnL, it gt ¢enmt prmt gn=t AnTL )
eI (1 - p)
M(p) +@/"“[3hz® 155(G", i, B, ¢, B, O, AT 1)
- n 7 ’
%S (Gn—l fn 1 B" 1 C‘n—l pr 1 Qn 1 An 1 1 ) Mp 2
6 ! -1 l@ ls (énfllj‘nfllanllénfllpnfllanllAnfllln_l)]/
K’6/1"“@@’15(Gfl?;c‘ﬁQAg)g 2!
Mg /i, 6 ’ . . @911 — A a A A A Al
e et = O (=9 g @ g gn, e, pr, @, An, 1)
Antl — A"w S;(G", jr, B, ¢, P, Q" A1) M(p)
M(p) I°-1(1 - p)
0—-1/(1 _ R R . . A N . - M
_ MS7(G1171/]"71,anllcnfllpnfllanllAnfllln_l) A (W)A . . . . A
M(p) « 54(Gn_1,]n_1,B”_l,cn_l,Pn_l,Qn_l,A”_l,ln_l)
P® Ins1 O-1c /A + 5 A B A Iy An B An B A A
Mip/zn oG B.CPQADL %(Z/z +1[%1,? Lsy(Gn, B, C", D", ", A 1)

(28)

By applying Lagrange polynomial interpolation and integrating

the resulting expressions, we obtain
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h A . A R A N
— Sleo Sa(GMTL L Bt et Pl 9 AL L),

A

O-1(1 _ An o R
:pn®l (1 @) (G ] B’Cn

I’jn""l M(p) ’pl’l’ QH,AV[’ l}’l)
e1°-1(1 - a1 tne1 n—1 An—1 A1 An—1 in—
7#55(G” 1/]11 1,Bn 1lc1’l 1,Pn 1,Qn I/An 1/ln—1)
+ 2 [ B 55 B, P, A )
h N . A N A -
_ 511? 115 (Gn_l,]n_l,Bn_l,cn_l,Pn_l,Qn_l,An_l,lnfl)],
O-1(1 _ L N
gt =g M((l) Pss(Gr, n, B¢, 07,0, A", 1)
o1 -p)
M(p)

x 56(6;”71 fnfl B”fl,énfl,pnfl,Q”fl,Anfl,ln,l)
@/”Hsh@l . pn pn An  An
 Mp (5 107186 (G, ], B, C", P, Q", A", 1)

SRty e B e g A )
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01— p)

A = en, Jr, B, e, Q1 AT,
M(p) 57 "
_er1-p)
M(p)
x S7(G"1, 1, 31171/6"71/13;171/Qnilenil/ln—l) 29)

@/n+l3h®l PPN A n
+Mp.zn [21 7(G" ", B, C" P, Q" A L)

- gzg IS, (Gr, et Bt Ent pret G A g )L

Further simplification of Equation 29 yields the following result
1 3ph An w Bn A BAn An A
o) 2wy S (G T B QAT )
l@,](l—p 3ph )
" M(p) - 2M(p)
x 51(G”‘l,f"‘l,l?”‘l,é”‘l,P”‘l,Q”‘l,A”‘l,lnfl),
1— 3ph An B N oA A
i+l 0-1 ® ©
jrt =]+ el (M()+2M()) 2 (G", ", B, ¢, P, Q" AT L)
1, 1-p 3ph
—0I9 7 (= +
ORI
% Sz(én—l,fnfllBn—llén—llpnfllQ"n—llAn—lll”_l),
A A 1, 1—-p 3ph
n+l _ pn 0-1
B"™ = B" + @I; (M(p)+2M(§))

GVl+1 Gn +®l® 1(

)Ss(G", J*, B, C", P, Q", A", 1)

1— 3ph
_ @19*1 J + L
1 Mp) T 2m(p)

% S3(Gn—1,fn71,l§n—llén—l pnfl/Qn—llAn—lllnil)/

1—-p 3ph An ot Bn A A1 An A
An+l _ An 0-1 n n
C =C + Ol (7M( )+2M(p))54(c 0 B, C P, QAT L)
4, 1—-p 3ph
@191
Ot Gt + )

Xs4(Gn1]n1Bnlcn1pﬂlinAn l” 1),

1-p 3ph o an A

Pn+1 Pn +®l® 1( )S5(Gn,]n,B'l,Cn 15 Q A )

M(p) T 2M(p)
_qe-1/1-p 3ph
Ol (3M(p) T 2m(p))

% S5(én71,fn71, Bn—llén—ll 15"*1, Q"n—llAn—lll”_l),

Qn+l Qn+®ln® 1(1 £ + 3ph )Sé(cnlfn’Bnrénlpn,Qn/An’ln)

M(p) = 2M(p)
@@ 1—p  3ph
Ol M) ™ am(p))

% 56(Gn—1 fnfl Bn—l Cn—l/pnfllQn—l//«;n—l/lnil)/

301 \o (6 B, e, B OM, AT 1)

An+1 An +®l® 1(M( p) 4 ZM(p))

1—p 3ph
M(p) T 2M(p)
1

><57( j lcnlpﬂlinAnllnl)

— 0L

UU>

(30)

NUMERICAL SIMULATION AND DISCUSSION

Numerical simulations were conducted to investigate the trans-
mission dynamics of Streptococcus pyogenes using the proposed
fractal-fractional Caputo—Fabrizio (FFCF) model. The classical
integer-order formulation presented in Equation (1) serves as the
foundation for deriving the corresponding fractal—fractional exten-
sion given in Equation (2). By introducing the Caputo-Fabrizio
fractal-fractional operator, the model incorporates nonlocal mem-
ory effects, which play a significant role in describing disease
evolution more realistically than traditional integer-order models.
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All numerical experiments in this study are based on the FFCF
system defined in Equation (2). The approximate solutions were
obtained using a modified Adams-Bashforth scheme in MATLAB,
specifically adapted for the fractal-fractional Caputo-Fabrizio op-
erator. To explore the influence of memory effects on the disease
dynamics, the fractal dimension parameter was kept fixed while
different values of the fractional order were considered. The initial
conditions were assumed as

G(0) = 1000,
Q(0) =0,

representing a population in which a single infected individual
is introduced at the onset of the outbreak. The parameter values
used in the simulations were chosen to illustrate the qualitative
behaviour of the proposed model and to investigate the influence
of the fractal and fractional orders on the disease dynamics. In
addition, weekly reported cases of invasive Group A Streptococcal
(iGAS) infections in England were obtained from the UK Health
Security Agency (UKHSA) surveillance system UK Health Security
Agency (2026). This dataset consists of laboratory-confirmed noti-
fications recorded through national surveillance programmes be-
tween September 2019 and May 2026. These observational records
are used here to provide a quantitative comparison with the simu-
lated dynamics generated by the proposed model. The simulation
is carried out over a sufficiently long time horizon in order to
capture the full progression of the epidemic, including the initial
growth phase, peak transmission period, and eventual decline. The
resulting dynamics of all compartments are presented in Figures 2—-
9, illustrating the temporal evolution of the disease under different
fractal-fractional-order. The numerical parameter set employed in

J(0oy=1, B(0)=0, C(0)=0, P(0)=0,
A(0) =0,

this study is given by Y = 30, p = 0.05, x = 001, @ =
003, w =002, ¢ =004 o =002 v =001 5 =
0.02, t=0.015 =005 ~v=0.03, II=0.01, ¢=0.02

The system is simulated over an extended time interval to en-
sure that all stages of the outbreak are adequately represented,
from the initial transmission phase through to the peak and final
decay. The numerical outcomes depicted in Figures 2-9 clearly
illustrate the evolution of each epidemiological compartment over
time. Figure 2 presents a comparison between the observed weekly

Observed vs Predicted iGAS Dynamics under FFCF Model

W’“V\“ ,W\W

Figure 2 Comparison between weekly iGAS surveillance data
(UKHSA) and the infected compartment [(!) generated by the
FFCF model under different fractional-order values. The obser-
vational data are normalized to allow consistent comparison

of temporal trends. The results demonstrate that the proposed
model successfully captures the observed epidemic pattern

laboratory-confirmed iGAS cases reported by the UK Health Se-
curity Agency (UKHSA) and the corresponding infected class J(I)
obtained from the proposed fractal-fractional Caputo—Fabrizio
(FFCF) model. The discrete points represent the observed data,
whereas the continuous curves correspond to model simulations
for different fractional-order values, namely p = 0.30,0.50, 0.60,

CHAOS Theory and Applications



and 0.96. The results indicate that the proposed model is capable
of reproducing the main qualitative features of the epidemic tra-
jectory, including the rapid increase in cases, the peak incidence,
and the subsequent decline. It is further observed that higher
fractional-order values provide a better agreement with the re-
ported data, highlighting the importance of memory effects in
capturing real-world transmission dynamics. The normalization
of the dataset ensures a consistent and meaningful comparison
between observed and simulated values.

Quantitative Validation Using RMSE and R? Metrics

To quantitatively assess the performance of the proposed model,
two standard statistical measures are employed: the Root Mean
Square Error (RMSE) and the coefficient of determination (R?).
These metrics provide a rigorous measure of the agreement be-
tween observed data and model predictions for the infected popu-
lation J(I). The RMSE is defined as

RMSE =

S|~

-

(0; — P;)?

where O; represents the observed weekly reported cases, P; denotes
the corresponding model-predicted values, and 7 is the total num-
ber of observations. A smaller RMSE value indicates improved
agreement between the model and the data. The coefficient of
determination is given by

R2_ 1. Liza(0i = P)?

i=1(0; — 0)?
where O denotes the mean of the observed data. The value of R?
lies between 0 and 1, with values closer to 1 indicating that the
model effectively explains the variability in the observed data. In
this study, both RMSE and R? are computed after normalizing the
observational and simulated datasets to ensure consistency in scale.
The computed performance metrics for different fractional-order
values are summarized in Table 1. As shown in Table 1, the RMSE
values decrease from 0.078 to 0.038, while the corresponding R?
values increase from 0.930 to 0.983 as the fractional-order param-
eter increases from p = 0.30 to p = 0.96. Among the considered
fractional-order values, p = 0.96 yields the lowest RMSE and the
highest R?, indicating the closest agreement between the simu-
lated and observed data. Overall, these quantitative performance
measures demonstrate that the proposed FFCF model accurately
reproduces the observed epidemic trends and provides a reliable
representation of the transmission dynamics of invasive Group A
Streptococcal (iGAS) infections.

Table 1 Quantitative validation of the proposed FFCF model
using RMSE and R? for different fractional-order values based
on the observed and predicted normalized iGAS data.

Fractional order (p) RMSE R?
0.30 0.078  0.930
0.50 0.066  0.949
0.60 0.052  0.966
0.96 0.038  0.983
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Figure 3 Temporal dynamics of the susceptible population in the
fractal-fractional Caputo—Fabrizio model. The fractal parameter
O is kept fixed for each subplot, while the fractional order g is
varied to analyze memory effects on population evolution over
time

Susceptible dynamics (G) are shown in Figure 3. There is a
sudden decrease at the beginning, and this should be the case
because of the large number of individuals moving out of the
susceptible pool into the exposed and infected categories due to
the effect of the parameter p. Since there will be a constant influx
into the category of susceptibles, the recruitment rate Y would not
be enough to counterbalance the effect of the high infection rate
at the start. However, as the number of infected people starts to
dwindle, the dynamics will start to level off and approach endemic
levels.

Dynamics of Exposed Compartment
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Figure 4 Temporal evolution of the infected population under
the fractal-fractional Caputo—Fabrizio framework. Each subplot
corresponds to a fixed value of ®, whereas different fractional
orders @ are used to study their influence on infection dynamics

Figure 4 shows the dynamics of infected population (). This
compartment shows an epidemic curve. The population of infected
individuals increases rapidly at the beginning due to spread of
infection. It attains its highest level and finally decreases. The max-
imum is attained due to a decline in the susceptible population,
which causes fewer new cases compared to the transition to the di-
agnosed treatment compartment (B) or the recovery compartment
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(C) at the rates w and 1 respectively.

Dynamics of Diagnosed Compartment
0 =030 o = 0.50

Population

o 100 200 500 o 100 400 500

20, 00 201 00
Time (days) Time (days)

© = 0.60 © = 0.96

© =100 ——% =100
= 096 —r
© = 080 10 = 080
200 e —— % =050

Population
Population

400 500 o 100 400 500

20, 00 20, 00
Time (days) Time (days)

Figure 5 Time evolution of the diagnosed population in the pro-
posed fractal-fractional model. The parameter © is held constant
in each panel, while variations in the fractional order p demon-
strate the effect of memory on diagnosis progression

Figure 5 depicts the dynamics of the diagnosed treatment pop-
ulation (B). The curve of this population takes on a bell-like shape
similar to that of the exposed population. However, it is different
in terms of timing and scale due to the factors affecting entry and
exit. People move from the exposed population at the rate of wf
and from the relapse population at the rate of Q. Exit occurs at
the rate of recovery (1 B), death due to terminal illness (TB), or
naturally.

Dynamics of Pseudo-Recovery Compartment
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Figure 6 Evolution of the pseudo-recovered population under
the fractal-fractional Caputo-Fabrizio formulation. The fractal
parameter © is fixed for each subplot, and the fractional order
g is varied to capture hidden recovery dynamics influenced by
memory effects

As shown in Figure 6, ¢ represents the curve of recovery. This
curve shows a monotonic increasing trend because it is cumulative,
which means that people can recover only once. People get recov-
ered from the susceptible compartment (@G), from the exposed
compartment (¢ J), and from the treatment compartment (rﬂ?). The
growth is high at first, but it begins to slow down with time as
people stop being infected. The behavior of the pseudo-recovered
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Dynamics of Terminal State Compartment

© = 0.30 © = 0.50
450 400

o 100 200 300 400 500 o 100 201 300 400 500
Time (days) Time (days)

© = 0.60 © = 0.96

Population
Population

o 100 200 3

0 00 0 100
Time (days)

0 300 400 500
Time (days)

Figure 7 Dynamics of the terminally ill population in the frac-
tal-fractional Caputo—Fabrizio model. The fractal parameter © is
kept constant per panel, whereas the fractional order g is varied
to study long-term disease severity progression

population (P), shown in Figure 7, is more complex. This group
consists of individuals who appear clinically improved but are
prone to relapse. These come from the recovered compartment,
0C. The P-curve increases with accumulating recoveries but sub-
sequently decreases because individuals in this state either have
a relapse - cycling back to Q at rate 7 - or move into the terminal
illness status (ITP). This produces a hump-shaped curve which
differs from the permanently recovered group. Figure 8 charts

Dynamics of Relapsed Compartment
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Figure 8 Temporal variation of the relapse population in the
fractal-fractional epidemic system. Each subplot is generated for
a fixed ©, while different fractional orders g illustrate the role of
memory in reinfection or relapse behavior

the course of the relapse population (Q). This compartment gets
replenished from the pseudo-recovered compartment (7P), hence,
its dynamics are connected with those of P. The relapse compart-
ment has its peak after D, that is when secondary infections start
to occur because people do not have a lasting immunity. People
move out of the relapse compartment into the treatment compart-
ment (¢Q), into the terminal compartment (¢ 0), and into natural
death. The most depressing trajectory corresponds to the terminal
population (A), shown in Figure 9, which develops cumulatively
from the treated (TB), pseudo-recovered (ITP), and relapse (¢ Q)
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Dynamics of Recovered Compartment
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Figure 9 Growth pattern of the recovered population in the frac-
tal-fractional epidemic model. Each panel corresponds to a spe-
cific © value, while different p values highlight the influence of
memory effects on recovery dynamics

groups. The S-shape trajectory of this population rises slowly at
first and fast towards the epidemic peak, then slows down once
more before reaching its maximum value, reflecting the mortality
toll of the entire epidemic period.

System Overview for ¢ = 0.96 and © = 0.60
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Figure 10 Overall compartmental disease dynamics in the pro-
posed fractal-fractional Caputo—Fabrizio epidemic model. The
figure illustrates the simultaneous temporal evolution of all epi-
demiological compartments under fractional orders p=0.96 and
fractal parameter @=0.6

Lastly, Figure 10 describes the dynamics of a Streptococcus
pyogenes epidemic over 500 days based on the FFCF model for
an epidemic with order p = 0.96 and fractal dimension ® = 0.60,
considering seven populations: Susceptible, Exposed, Diagnosed,
Pseudo-Recovery, Terminal, Relapse, and Recovery populations.
Due to the memory property of the fractional-order derivatives,
there is some delay in the peak times, resulting in more realistic
dynamics about the true epidemic pattern than the integer-order
ones.

In conclusion, the simulation numerically captures the intricate
relationship between the seven compartments within the S. pyo-
genes model. It accurately depicts the initial exponential growth,
the peak of the outbreak, and finally the descent towards the
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endemic equilibrium state. The addition of compartments like
pseudo-recovery and relapse gives the model a bit of realism, il-
lustrating how partial immunity may result in multiple infection
waves. This initial understanding was achieved using the Adams-
Bashforth technique and is a crucial point of departure for future
research, considering the inclusion of memory and hereditary ef-
fects of the FFCF operator on the model’s dynamics.

CONCLUSION

This paper proposes a new fractal-fractional model for studying
the dynamics of Streptococcus pyogenes spread using the Caputo-
Fabrizio derivative. The proposed model surpasses conventional
models due to its consideration of memory and hereditary phe-
nomena, which makes the mathematical model more accurate and
closer to reality. In theory, the existence and uniqueness of the
problem’s solution were proven. Therefore, the system’s mathe-
matical properties are well-grounded and credible. The derivation
of the disease-free equilibrium, endemic equilibrium, and basic
reproduction number Rj enabled a comprehensive assessment of
the disease transmission dynamics and its potential persistence
in the population. Additionally, the stability of Ulam-Hyers was
investigated using some assumptions.

On the numerical side, the modified Adams-Bashforth method
was successfully used to address the complexities of the fractal-
fractional scheme. Stable results were obtained through conver-
gence between the simulation and real-life data from epidemiology.
Simulations have revealed a strong dependence of the epidemic
course on the value of the fractional parameter, resulting in de-
layed peak infection, longer infection period, and overall reduced
intensity. The fitted fractional-order and fractal parameters pro-
vide meaningful epidemiological insights into the transmission
dynamics of invasive Group A Streptococcal (iGAS) infections.
The fractional-order parameter reflects the memory effect of the
disease, indicating that the current transmission dynamics are in-
fluenced by previous infection states rather than depending solely
on the present conditions. Likewise, the fractal parameter captures
the heterogeneous nature of disease transmission by accounting for
the irregular contact structure within the population. These find-
ings suggest that incorporating memory and fractal effects enables
the proposed model to represent real-world epidemic behaviour
more realistically.

The results further indicate that timely diagnosis, effective treat-
ment, continuous patient monitoring, and sustained public health
interventions are essential for reducing disease transmission and
improving recovery outcomes. The significance of applying fractal-
fractional dynamics to epidemiological modeling is highlighted by
this study. In addition to theoretical implications, it may assist in
developing a control strategy to ease the burden of the healthcare
system. Further research in this area can consider vaccinations and
optimal control policies, among others, ensuring its applicability
for epidemiological modeling.
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ABSTRACT Converting immune-cold tumors into immune-hot tumors is a major objective of cancer immunotherapy.

Cold tumors typically exhibit limited T-cell infiltration, weak inflammatory activity, strong local immunosuppression, hypoxia
or stromal exclusion, and poor therapeutic responsiveness. We propose a fractional-order immunomodulation model
that couples tumor burden, effector immune activity, suppressive immune burden, pro-inflammatory signaling, and
hypoxia/stromal exclusion through memory-dependent differential equations. The fractional formulation represents
persistent inflammation, immune exhaustion, hypoxia, and treatment history. State-space trajectories are additionally
analyzed using persistent homology, including persistence diagrams, barcode plots, and sliding-window topological
summaries. The framework identifies threshold-like conditions for immune activation, memory-dependent delays in tumor
conversion, and structural signatures of successful tumor-microenvironment reprogramming. Numerical experiments
indicate that immune activation alone may be insufficient when suppressive and hypoxic barriers remain dominant,
whereas coordinated combination therapy can produce a sustained transition toward an immune-hot regime. The results
support interpreting cold-to-hot conversion not only as increased immune activity but also as a reorganization of the
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tumor-immune dynamical system. This integrated fractional and topological framework offers a mechanistic basis for

studying immunomodulation and combination antitumor strategies.

Cancer im-
munotherapy

INTRODUCTION

While immunotherapy has had a significant impact on cancer
treatment, there is still considerable heterogeneity in the response
to these treatment options. One of the most influential theories
regarding cancer immunotherapy is the notion of the difference
between hot and cold tumors. Hot tumors are those that have
strong immune infiltrates and activity within the tumor, while
cold tumors have little T-cell infiltration and are generally not
responsive to immunotherapy treatments (Kong et al. 2025; Liu
et al. 2025a).

This difference is closely related to the nature of the tumor
microenvironment (TME) that comprises the tumor itself and the
stromal and immune components that interact with the tumor
to influence its progression (Xie ef al. 2025). The interaction of
immune and stromal cells within the TME influences whether
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that tumor is immune-silent or immune-responsive to treatments
(Kong et al. 2025; Xie et al. 2025). Reviews of the TME reveal
that immune cells that suppress immune responses to the tumor,
dysfunctional antigen presentation, the effects of cytokines, and
stromal components that prevent immune cells from effectively
attacking the tumor all contribute to the maintenance of the cold
tumor phenotype (Kong et al. 2025; Xie et al. 2025).

Another of the major obstacles that is present within cold tu-
mors is the immunosuppressive milieu that is present within the
tumor. T-cell exhaustion is one of the main features of the tumor
microenvironment, as the repeated exposure to tumor antigens
leads to the exhaustion of those T cells (Wu et al. 2026). Addi-
tionally, other suppressive cell populations (regulatory T cells, M2
macrophages, myeloid-derived suppressor cells) tend to suppress
any immune response against the tumors as well (Wu et al. 2026).
Thus, the poor response to therapy that is exhibited by cold tumors
is not the result of the patients’ low levels of immunity, but due
to the immunosuppression that exists within those tumors (Kong
et al. 2025; Wu et al. 2026).
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One of the important mechanisms contributing to the stability
of the suppressive tumor microenvironment is hypoxia. Hypoxia is
a common feature of solid tumors and is associated with aggressive
behavior of the tumors (Liu ef al. 2025a). The literature reveals that
hypoxic regions of tumors impair infiltration of immune cells and
reduce the function of antitumor immune cells (Liu et al. 2025a; Wu
et al. 2026). Consequently, targeting hypoxia is one of the strategies
that has been discussed in the literature as a means to convert cold
tumors to hot tumors (Kong et al. 2025; Liu et al. 2025a).

These findings have contributed to the growing interest in the
concept of cold-to-hot tumor conversion as a goal of immunother-
apy. Such interest has led to discussions of the various types of
immunomodulation that may be required to achieve such a conver-
sion, such as enhancing immune activation, removing suppressive
cells from the TME, and reprogramming the TME to favor immune
system recognition of tumor cells (Kong et al. 2025; Park et al. 2026).
In other words, cold-to-hot conversion suggests that the tumor
microenvironment must be manipulated in some way to enhance
T cell recognition of the tumor (Kong et al. 2025; Park et al. 2026).

Mathematically, the system-level characteristics of tumor-
immune interactions suggest that they are inherently dynamic
and dependent upon the history of those interactions. While
integer-order models have been established as a means of describ-
ing tumor-immune system interactions, they often have limitations
in modeling scenarios that include the time-dimension of certain
aspects of the immune system’s dysfunction (Qayyum et al. 2025).
More recently, fractional-order models have been suggested as
alternatives to integer-order models for tumors and immune sys-
tems (Qayyum et al. 2025). These fractional-order models have
published research showing their ability to model the interactions
between tumor cells, immune cells, and therapy (Qayyum et al.
2025; Joshi and Yavuz 2026).

Beyond these developments, it becomes apparent that plot-
ting the tumor burden or the number of each type of immune
cell within the tumor does not allow scientists to understand the
changes in the structure of the tumor-immune dynamical system
in response to different therapies. Methods like topological data
analysis (TDA) and persistent homology have been employed to
analyze higher-order structures within complex data sets. TDA
has already been utilized in relation to cancer to analyze the tumor
microenvironment and the interactions between the tumor and im-
mune cells within that microenvironment (Yang et al. 2025; Vipond
et al. 2021). Thus, using topological analyses of these systems sug-
gests another means of detecting the changes in immune system
regulation that may not be immediately apparent from analyzing
the system in traditional manners (Yang et al. 2025; Vipond et al.
2021).

Motivated by these biological and mathematical developments,
we propose a fractional immunomodulation model to describe
the cold-to-hot transition, and employ persistent homology to
analyze the model’s dynamical systems. The model considers
the relationship between tumor burden, effector immune activity,
suppressive immune burden, pro-inflammatory signaling, and hy-
poxia/stromal exclusion. In this study, we hypothesize that the
cold-to-hot transition can be interpreted not only as an increase in
immune activity within the tumor, but also as a structural reorga-
nization of the tumor-immune dynamical system.

Accordingly, the study has four main aims. The first aim is to
formulate a fractional-order model for the key components of the
TME. The second aim is to define the regimes of cold, transitional,
and hot tumors. The third aim is to use persistent homology to
identify the topological differences between these regimes. Finally,
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the fourth aim is to investigate the impact of memory effects on
the success of therapy to change the tumor regime. Thus, the study
aims to contribute to the mathematical understanding of antitumor
strategies within the TME (Kong et al. 2025; Qayyum et al. 2025;
Yang et al. 2025).

BIOLOGICAL MOTIVATION AND CONCEPTUAL FRAME-
WORK

The components of the TME that have been discussed in the current
literature include tumor load, effector activity, suppressive burden,
inflammation, and hypoxia (Kong et al. 2025; Liu et al. 2025a; Wu
et al. 2026; Hu et al. 2025). Each of these components of the TME is
often imbalanced in cold tumors. For instance, cold tumors often
exhibit low levels of cytotoxic effector T-cell infiltration, weak
inflammatory signaling, high levels of suppressive immune cells,
and functionally impaired or exhausted T cells due to hypoxic and
exclusionary conditions within the TME (Kong ef al. 2025; Liu ef al.
2025a; Hu et al. 2025). The components of the TME that contribute
to the dysfunction of effector T cells, particularly CD8+ T cells,
have been documented in the literature in particular (Liu et al.
2025a; Wu et al. 2026).

Thus, we model the TME as a competition between activation
and suppression. Instead of modeling each of the different cell
types in the TME separately, we group the variables into three
main groups: an effector T cell variable models the cytotoxic anti-
tumor activity of the TME, a suppressive T cell variable models the
activity of Tregs, MDSCs and M2-like cells, and a pro-inflammatory
activation variable measures the presence of interferon-like activity
in the TME (Kong ef al. 2025; Hu et al. 2025). Finally, a separate
variable that models hypoxia and the stromal layer of the tumor is
included in the model, as well, due to the fact that several recent
reviews have discussed the role of exclusion, coldness, and hypoxia
in contributing to the cold phenotype of tumors (Kong et al. 2025;
Liu et al. 2025a).

The transition from cold to hot tumors can also be interpreted in
terms of system-level concepts. In the cold tumors, the suppressive
influence on the immune system is strong relative to the infiltra-
tion of immune system cells into the tumor. In hot tumors, the
balance is reversed such that the effector cells and inflammatory
influences dominate, and the suppressive influence of the tumor is
weaker. Intermediate to these two extremes is a transitional regime
in which the treatment has had some effect upon reprogramming
the tumor system, but without establishing immune system dom-
inance. Thus, this three-regime model of the system is in accord
with current thinking regarding cancer treatment (Kong et al. 2025;
Liu et al. 2025b).

The need for a fractional formulation of these models emerges
due to the history-dependent nature of these biological processes.
Features such as T-cell dysfunction, hypoxia-induced rewiring,
suppressive remodeling of tumor microenvironments, and the
effectiveness of therapy all exhibit dependencies upon time (Liu
et al. 2025a; Wu et al. 2026). Therefore, a model that incorporates
the idea of memory is more appropriate than a Markovian model
to describe these biological processes. This type of model has been
used in predicting cancer treatment outcomes in recent studies
(Qayyum et al. 2025; Glindogdu and Joshi 2025).

In the present model, hypoxia and stromal exclusion are
grouped within the same variable because both mechanisms re-
duce effective immune infiltration and weaken antitumor activity
within the TME. Hypoxia contributes to metabolic and functional
impairment of effector immune cells, whereas stromal exclusion
acts as a physical and structural barrier that limits their access to
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tumor cells. Although biologically distinct, both processes con-
tribute to maintenance of the immune-cold phenotype and are
therefore represented here as a combined exclusionary burden.

MODEL FORMULATION

In order to describe the cold-to-hot tumor transition in the TME,
a fractional-order dynamical system is proposed to describe the
competition between the tumor-promoting and tumor-suppressive
processes. Five state variables are utilized to describe the sys-
tem: each of these variables can represent the tumor burden, the
effector immune activity, the suppressive immune burden, the
pro-inflammatory activation, and the hypoxia/stromal exclusion
within the TME. These variables were chosen based upon current
studies in the field that suggest that immune activation is only
one component of the TME that must be considered in order to
successfully engineer an effective cancer immunotherapy strategy
(Kong et al. 2025; Liu et al. 2025a,b) .

State Variables
Let T(t) > 0O, E(t) > 0, S(#) > 0, I(t) >
0, H(t) >0

denote, respectively,

(t): tumor burden,

(t): effector immune activity,

(t): suppressive immune burden,

): pro-inflammatory immune activation,
t): hypoxia/stromal exclusion level.

o T
e E
e S
o J(t
° H(

Here, the effector compartment E(t) represents the overall
cytotoxic antitumor activity, mainly associated with CD8* T-
cell-mediated responses. The suppressive compartment S(t) ag-
gregates the inhibitory influence of regulatory T cells, myeloid-
derived suppressor cells, and M2-like macrophage activity. The
variable I(t) represents pro-inflammatory stimulation, such as
interferon-associated immune activation, while H(#) summarizes
the inhibitory influence of hypoxia and stromal exclusion, both
of which are strongly linked to cold tumor phenotypes (Liu et al.
2025a,b).

Fractional-Order System

Since TME remodeling, immune exhaustion, and treatment re-
sponse are history-dependent processes, we employ a fractional
temporal operator of order 0 < & < 1. The system is formulated
as follows:

T
DET = T (1 - K) — kpET + kST + ki HT, (1)
" T
DtE:ﬂTm+77[I_VEE_USSE_UHHE+uE(t)/ 2)
DES = pre—— + puH — pisS — prIS —us(t), @)
T + 05
DT = ApE — ] — AsSI+up(t), @
DfH = wTL —upH —ug(t). @)
t T+6y

In the present study, D} denotes the Caputo fractional deriva-
tive, defined by
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Dfx(t) = O<a<l. (6)

1 tox' (1)
T(1—a) /o T

The Caputo formulation is adopted because it naturally accom-
modates classical initial conditions and is widely used in biological
and cancer-related fractional models (Qayyum et al. 2025; Giin-
dogdu and Joshi 2025).

Figure 1 illustrates the main state variables of the system, in-
cluding tumor burden T(¢), effector immune activity E(t), sup-
pressive immune burden S(t), pro-inflammatory activation I(t),
and hypoxia/stromal exclusion H(t), together with their principal
interactions and therapeutic control inputs. The diagram provides
a conceptual summary of the coupled mechanisms represented in
the governing differential equations.
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s
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B State variables: T(t), E(t), S(t), I(t), H(t); O rerrrereeeees Hot
[ & fractional order 0< o < 1 e > i

Figure 1 Schematic diagram of the proposed tumor-immune
microenvironment model showing tumor burden, effector
immunity, suppressive burden, inflammatory activation, hy-
poxia/stromal exclusion, and therapy controls

Biological Interpretation of the Equations

Tumor burden equation: Equation (1) describes the evolution of
tumor burden. The term
T
T(1-—
(%)

represents logistic tumor growth, where r is the intrinsic growth
rate and K is the carrying capacity. The term

—KEET

accounts for tumor elimination mediated by effector immunity.
In contrast, the terms

+K55T and —|—KHHT

describe tumor support induced by suppressive immune bur-
den and hypoxia/stromal protection, respectively. Together, these
terms reflect the fact that tumor progression is shaped by the bal-
ance between immune surveillance and microenvironmental sup-
port (Kong et al. 2025; Liu et al. 2025b) .
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Effector immune equation: Equation (2) models the dynamics of
effector immune activity. The term

T
UTT-FQT

represents tumor-induced immune recruitment at a saturating
rate, while

nil

captures amplification by pro-inflammatory signaling. Effector
activity decays naturally at rate yg, and is inhibited by suppressive
burden and hypoxia through

—UsSE and —(THHE.

The control function ug (t) represents therapeutic interventions
that directly enhance effector immunity.

Suppressive immune equation: Equation (3) describes the devel-
opment of suppressive immune burden. Tumor presence and
hypoxia both promote suppression through

T

or m and pHH,

whereas natural decay is represented by —.sS. The interaction
term

—p1lS

indicates that pro-inflammatory activation can counteract sup-
pressive dominance. The control ug(¢) models therapeutic reduc-
tion or reprogramming of suppressive immune components.

Pro-inflammatory activation equation: Equation (4) governs pro-
inflammatory signaling. Effector cells stimulate inflammatory
activity through

AgE,

while natural loss occurs at rate y;. Suppressive immune bur-
den reduces inflammatory signaling via

—AgSL.

The control uj(t) represents treatments that increase immune
stimulation.

Hypoxia/stromal exclusion equation: Equation (5) models the in-
hibitory barrier generated by tumor-associated hypoxia and stro-
mal exclusion. The production term

wr L
TT+9H

reflects the fact that growing tumors tend to generate increas-
ingly hostile and poorly infiltrated environments. Natural reso-
lution is described by —pH, while uy(t) represents therapies
aimed at reducing hypoxia or stromal exclusion. This component
is especially relevant because hypoxia is increasingly recognized
as a key mechanism maintaining cold tumors and limiting im-
munotherapy response (Liu et al. 2025a,b).
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Initial Conditions
The system is supplemented with the initial conditions

T(0)=To,  E(0)=Ep,  5(0)=Soy,  I(0) =1
@)
where all initial values are assumed to be nonnegative.

These variables represent the baseline levels of tumor bur-
den, effector immune activity, suppressive immune burden, pro-
inflammatory activation, and hypoxia or stromal exclusion, respec-
tively. The initial state of these variables is selected to represent
a cold tumor; that is, it has high levels of tumor burden, suppres-
sive immune burden, and hypoxia, yet it has low levels of effector
immune activity and pro-inflammatory activation.

Thus, the initial configuration is taken to satisfy the qualitative
profile

TO hlgh,

SQ hlgh, HO hlgh,

EO IOW, 10 low.

This construction allows the model to begin from an immuno-
logically suppressed regime and then examine whether therapeutic
intervention and memory effects can induce a transition toward a
hot, immune-responsive state.

Biological Justification of Initial Conditions: The initial condi-
tions that were chosen for this study were those that represent a
relatively cold tumor: high tumor burden, suppressive immune
activity, hypoxia, low effector immune activity, and low inflamma-
tion. Each of these choices reflect the general biological features
of the tumors that are known to be cold, such as low levels of
cytotoxic immune cells and high levels of suppressive activity of
the tumor microenvironment.

Since the study presented in this paper is conceptual and mech-
anistic in nature, rather than involving the fitting of initial con-
ditions to experimental data, such initial conditions were chosen
in the context of this study as the baseline conditions for the sim-
ulations performed in this paper. The selection of such initial
conditions is a common practice within theoretical modeling of
tumor-immune system dynamics, and is typically performed to
ensure that the conditions lead to biologically-interpretable, pos-
itive model solutions, stability of the model, and the ability to
separately consider the dynamics of either cold or hot tumors.

Accordingly, this specific initialization of the models is only
one example of the many possible cold-start states of the TME.
Future models may even derive these initial conditions from mea-
surements of relevant tumor and immune system characteristics
from the relevant literature. For instance, initial conditions may be
based upon literature-reported values for CD8 infiltration scores,
suppressive burden signatures, inflammatory activation scores,
and hypoxia-associated markers of tumors.

Baseline Numerical Initial Conditions: For the baseline cold-tumor
simulations, the following normalized initial values are used:

To = 0.70, Eg = 0.15, Sg = 0.60, Iy = 0.20, Hy = 0.55.

These values were selected to reflect a tumor-dominant and
immunologically suppressed initial configuration. In particular,
the tumor burden Ty, suppressive burden Sp, and hypoxia/stromal
exclusion level Hy are taken to be relatively high, while the effector
immune activity Eg and pro-inflammatory activation Iy are taken
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to be relatively low. Because the model is formulated in normal-
ized form, these values should be interpreted as dimensionless
baseline intensities rather than as direct physical measurements.
The baseline numerical initialization used in the present study
is summarized in Table 1. These normalized values represent a
tumor-dominant and immunologically suppressed starting config-
uration, consistent with the biological profile of an immune-cold
tumor.

Table 1 Baseline normalized initial conditions for the cold-
tumor state

Variable Meaning Baseline value
To Tumor burden 0.70
Eo Effector immune activity 0.15
So Suppressive immune burden 0.60
Iy Pro-inflammatory activation 0.20
Hy Hypoxia/stromal exclusion 0.55

Note: All variables are normalized and dimensionless. The baseline configuration
represents an immunologically cold tumor state selected to be biologically plausible
in relative terms, rather than directly calibrated from patient-specific measurements.

Biological Interpretation of Baseline Numerical Values: Although
the baseline initial conditions used in this study are not directly
fitted to patient-specific experimental datasets, they were selected
to reflect biologically plausible relative states of an immune-cold
tumor microenvironment. In particular, the normalized values
were chosen such that tumor burden, suppressive immune burden,
and hypoxia/stromal exclusion are initially elevated, while effector
immune activity and pro-inflammatory activation remain compar-
atively low. This choice is consistent with the widely reported
biological characteristics of cold tumors, including weak cytotoxic
infiltration, dominant suppressive signaling, and exclusionary or
hypoxic microenvironmental conditions.

Accordingly, the numerical initialization adopted here should
be interpreted as a normalized mechanistic baseline rather than a
direct histopathological measurement. The purpose of this choice
is to provide a biologically meaningful starting configuration for
illustrating regime transition under fractional dynamics and im-
munomodulatory intervention. Future studies may refine these
baseline values using quantitative biomarker-based calibration,
such as CD8 infiltration scores, suppressive burden markers, in-
flammatory activation indices, and hypoxia-associated signatures
reported in the literature.

Model Parameters

The parameters in the model have the following biological mean-
ings:

e r: intrinsic tumor growth rate,

¢ K: tumor carrying capacity,

* xg: tumor killing efficiency of effector immunity,

* xg: tumor-promoting effect of suppressive burden,

* kp: tumor-promoting effect of hypoxia/stromal exclusion,

® y7: tumor-driven recruitment of effector immunity,

¢ 71 enhancement of effector immunity by inflammatory acti-
vation,

® up: natural decay rate of effector immunity,

® 0g: suppressive inhibition of effectors,
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¢ op: hypoxia-induced inhibition of effectors,

* pr: tumor-driven generation of suppressive burden,

* ppg: hypoxia-driven generation of suppressive burden,

* ug: natural decay rate of suppressive burden,

¢ pr: inflammatory suppression of inhibitory burden,

* Ag: induction of inflammatory activation by effectors,

* ur: natural decay rate of inflammatory activation,

* Ag: suppression of inflammatory activation by suppressive
cells,

* wr: tumor-driven generation of hypoxia/exclusion,

* up: natural decay rate of hypoxia/exclusion.

¢ O7: half-saturation constant for tumor-induced effector recruit-
ment,

* fg: half-saturation constant for tumor-induced suppressive
burden,

* 0y half-saturation constant for tumor-induced hy-
poxia/stromal exclusion

All parameters are assumed to be nonnegative. Their values
may be selected from biologically plausible normalized ranges for
numerical experiments. The baseline parameter values used in
the numerical experiments are listed in Table 2. These parameters
were selected as normalized and biologically plausible values in
order to represent the main interactions among tumor burden,
immune activity, suppressive burden, inflammatory signaling, and
hypoxia/stromal exclusion within the proposed framework.

The baseline parameter set used in the present study is summa-
rized in Table 2. These values were selected as normalized, bio-
logically plausible coefficients that reproduce the expected qualita-
tive interactions within an immune-cold tumor microenvironment,
including tumor persistence, suppressive burden dominance, re-
duced effector activity, and delayed immune recovery. They should
therefore be interpreted as mechanistically motivated baseline pa-
rameters for theoretical simulation rather than as uniquely identi-
fied clinical estimates.

Therapeutic Controls
The model includes four control functions,

ug(t),  us(t),  ug(t),  up(t),

which represent different immunomodulatory strategies:

e up(t): direct enhancement of effector immunity,

* ug(t): suppression or reprogramming of inhibitory immune
burden,

 u;(t): promotion of pro-inflammatory immune signaling,

* ug(t): reduction of hypoxia/stromal exclusion.

This structure allows the model to examine not only monother-
apy scenarios, but also combination therapies, which are widely
considered necessary for successful cold-to-hot conversion (Kong
et al. 2025; Liu et al. 2025b).

Modeling Rationale

The proposed system includes the essential features that determine
the cold-to-hot transition. The system employs a limited number
of variables to represent the essential features of the cold-to-hot
transition. The competition between activation and suppression of
the immune system is captured by the proposed system. The use of
fractional calculus allows the system to incorporate the memory of
the tumor and immune system, which is essential for phenomena
like chronic immune dysfunction and therapy response (Qayyum
et al. 2025; Giindogdu and Joshi 2025). Thus, the proposed system
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Table 2 Baseline model parameters

Parameter Biological meaning Baseline
value

r Intrinsic tumor growth rate 0.42

K Normalized tumor carrying capacity 1.00

KE Effector-mediated tumor killing effi- 0.75
ciency

Ks Tumor-promoting effect of suppres- 0.28
sive burden

KH Tumor-promoting effect of hy- 0.22
poxia/stromal exclusion

nr Tumor-driven recruitment of effector 0.34
immunity

or Half-saturation constant for tumor- 0.35
induced effector recruitment

nr Inflammatory enhancement of effector 0.48
activity

UE Natural decay rate of effector activity 0.18

os Suppressive inhibition of effector ac- 0.36
tivity

oy Hypoxia-induced inhibition of effector 0.31
activity

oT Tumor-driven generation of suppres- 0.40
sive burden

0s Half-saturation constant for tumor- 0.30
induced suppressive burden

OH Hypoxia-driven generation of sup- 0.33
pressive burden

Us Natural decay rate of suppressive bur- 0.20
den

01 Inflammatory reduction of suppres- 0.30
sive burden

AE Effector-induced inflammatory activa- 0.45
tion

U Natural decay rate of inflammatory ac- 0.22
tivation

As Suppressive inhibition of inflamma- 0.27
tory activation

wr Tumor-driven hypoxia/stromal exclu- 0.38
sion generation

0y Half-saturation constant for tumor- 0.30
induced hypoxia/stromal exclusion

5% Natural resolution of hy- 0.16

poxia/stromal exclusion

Note: All values are dimensionless and normalized for theoretical simulation
purposes. The parameter set is biologically motivated and chosen to reflect the
expected qualitative interactions of an immune-cold tumor microenvironment, but it
is not intended to represent direct patient-level calibration.

captures the essential features of the cold-to-hot transition in a
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way that is mathematically tractable for investigating the effect of
immunomodulation on the transition of tumors from cold to hot
states.

Numerical Solution via ABM-PECE Scheme

To solve the fractional system numerically, we employ the Adams—
Bashforth-Moulton predictor-corrector PECE scheme (Predict—
Evaluate-Correct-Evaluate), one of the standard numerical ap-
proaches for Caputo-type fractional differential equations . This
method is especially suitable here because the Caputo derivative
introduces a memory integral, meaning that the state at each new
time step depends on the entire previous history of the solution.
Let the time interval [0, T¢] be discretized as

t, = nh, n=0,1,2,...,N,

where h = T¢/N is the time step. Define the state vector
T(t) To
E(t) Eo
X =|{sw | XO)=1|g,]-
I(t) Ip

H(t) Hy

and let the right-hand side of the system be denoted compactly
by

Dy X(t) = F(t, X(t)). 8)

Using the equivalent Volterra integral formulation of the Ca-
puto problem, the predictor step is written as

1 n
P
Xn+1 = Xo+ m];)bj’n—H F(t]',Xj), (8)
where
h Na N
bt = o [+ 1 )~ (0= ). ©)

The predicted value XE 41 is then used in the corrector step,

o

Xup1 = Xo+ m

n
F(tp11, X11;+1) + Z Ajn+1 F(tj/ Xj) ’
j=0
(10)
where the coefficients 4, 11 are the fractional Adams-Moulton
weights. In practical implementation, this procedure is repeated
sequentially for all time nodes until the final simulation time is
reached.

For the present model, the ABM-PECE scheme is applied com-
ponentwise to the five-dimensional system (T, E, S, I, H). At each
time step, the method produces numerical approximations for tu-
mor burden, effector immunity, suppressive burden, inflammatory
activation, and hypoxia/stromal exclusion. Because of the mem-
ory structure, all previous states contribute to the computation
of the next state, making the scheme particularly well suited for
representing delayed immune remodeling and history-dependent
therapeutic effects.

The computational pipeline used in this study may therefore be
summarized as follows:

e choose a normalized cold-tumor initial condition;
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e fix the parameter set and the fractional order 0 < o < 1;

¢ solve the system by the ABM-PECE predictor—corrector algo-
rithm;

e obtain the trajectories T(t), E(t), S(t), I(t), H(t);

e use these trajectories for regime classification and subsequent
topological analysis.

This numerical strategy is consistent with established ap-
proaches in the fractional differential equations literature and with
recent fractional cancer modeling studies (Glindogdu and Joshi
2025; Diethelm et al. 2002, 2004).

For numerical implementation, the simulations were performed
on a uniform time grid over the interval [0, 100]with step size
h = 0.1. In the baseline experiments reported in this study,
these values were selected so as to provide stable and visually re-
solved trajectories for all state variables. The ABM-PECE predictor—
corrector scheme was implemented componentwise for the five-
dimensional state vector, and the same discretization settings were
used consistently across untreated, monotherapy, and combination-
therapy scenarios unless otherwise stated.

DEFINITION OF COLD, TRANSITIONAL, AND HOT
REGIMES

To interpret model outputs clinically, we define a composite quan-
tity called the Hotness Index:

Q(t) = wgE(t) + wiI(t) —wsS(t) —wyH(t) —wrT(t), (11)

where all weights are positive.

This index is not a universal biomarker for tumors; rather, it
is introduced as a way of modeling the tumor microenvironment.
Higher values for effectors and inflammatory cells will increase
the Q(t) value, while higher burdens for tumors, suppressive cells,
and hypoxia will decrease that value. Thus, the index is a means
of providing a summary value for whether the tumor is in a cold
or hot state.

We classify the system as follows:

Q<O = cold,

O, <Q(t) <®, = transitional,

Q(t) >0, = hot

This classification allows for the performance of numerical ex-
periments using this model. Furthermore, the classification also
reflects the current understanding of tumor biology regarding hot
tumors in particular; hot tumors are not the result of a single vari-
able of the tumor, but of the combination of variables related to
immune infiltration, inflammation, the tumor burden, and barriers
to immune system infiltration of the tumor. Thus, the Hotness
Index can be used to classify the tumors according to these biolog-
ical variables. The regime classification adopted in this study is
summarized in Table 3. The corresponding threshold values for
the Hotness Index are used as model-based interpretive cutoffs
to distinguish cold, transitional, and hot tumor states within the
numerical experiments.

The Hotness Index was introduced as a model-based composite
indicator that summarizes the balance between tumor-promoting
and tumor-suppressive influences within the TME. In the present
framework, the weights wg, w;, wg, wy, and wrwere selected so
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Table 3 Regime classification according to the Hotness Index

Hotness Index

Regime range Biological interpretation
Cold tumor Q(t) <040 Low effector activity and inflam-
mation with dominant tumor bur-
den, suppressive burden, and hy-
poxia/stromal exclusion.
<
Transitional tumor 040 < Q(r) < Partial immune activation and par-
0.65 . - .
tial remodeling of the suppressive
microenvironment.
Hot tumor Q(t) > 0.65 Stronger effector and pro-

inflammatory  activity =~ with
reduced suppressive and hypoxic
barriers.

Note: The threshold values ©. and ®;, are model-based interpretive cutoffs rather
than clinical diagnostic thresholds.

that effector immune activity and pro-inflammatory activation
contribute positively to the index, whereas tumor burden, suppres-
sive burden, and hypoxia/stromal exclusion contribute negatively.
This sign structure is consistent with the biological interpretation
of immune-hot versus immune-cold tumor states.

Because the present study is conceptual and mechanistic rather
than clinically calibrated, the weights are not intended as patient-
specific coefficients. Instead, they were chosen as normalized
interpretable coefficients that preserve the expected biological or-
dering of the variables in the index. To evaluate the robustness
of this construction, we additionally examined moderate pertur-
bations of the weight coefficients and found that the qualitative
regime classification remained stable provided that the positive
contributions of E(t) and I(t) and the negative contributions of
T(t), S(t), and H(t) were preserved.

Similarly, the thresholds ®.and ®,were selected as model-
based interpretive cutoffs to distinguish cold, transitional, and
hot tumor states. These thresholds are not proposed as universal
clinical biomarkers; rather, they provide an internal classification
rule for the present model. Their interpretation is consistent with
the broader logic of clinically used composite immune scoring
systems, in which higher effective immune activation corresponds
to more inflamed and treatment-responsive tumor states. In this
sense, the Hotness Index is intended as a mechanistic analog of
immune-state scoring rather than as a direct clinical substitute.

MATHEMATICAL PROPERTIES
Positivity

Since the equations are built from nonnegative recruitment terms
with linear or bilinear loss terms, the nonnegative orthant should
be positively invariant under biologically reasonable parameters.
This requirement is biologically relevant since negative tumor or
immune levels do not have any interpretation.

A typical way to prove that a solution remains nonnegative
is to assume that one of the state variables reaches zero for the
first time and to prove that the fractional derivative of that state
variable cannot take the solution into the negative region of that
variable at that boundary. Thus, if the initial data of the problem
is nonnegative, then the solution will remain nonnegative for all
times after the initial time.
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Boundedness

Boundedness can be studied by introducing a weighted Lyapunov-
like combination of the form

L(t) = arT(t) +agE(t) + asS(t) + agl(t) + agH(t), (12)

where ar,ag,ag,a;,ay > 0.

By appropriately selecting these weights, the growth terms can
be controlled by the dissipative terms outside some bounded set.
In particular, the logistic saturation term in the tumor equation and
the first order decay terms in the remaining equations ensure that
the solution will eventually enter a bounded region of the phase
space. Thus, the trajectories are contained within some compact
set in the nonnegative phase space.

Equilibria
The system may admit several biologically meaningful equilibria:
¢ a tumor-dominant cold equilibrium, characterized by high
T,S,H and low E, I;
¢ an intermediate coexistence equilibrium, corresponding to
partial immune engagement and partial suppressive control;
* an immune-controlled hot equilibrium, characterized by
relatively low T, lower S, H, and stronger E, I.

The existence and stability of these equilibria depend on the bal-
ance among the terms representing immune activation, immune
suppression, hypoxia, and controls imposed by therapy. From a
biological perspective, these equilibria represent the major possi-
bilities for the outcome of the tumor-immune system interaction.

Local Stability
Let

X(t) = (T(1), E(t),5(t), 1(t), H(1) "

and denote the right-hand side of the fractional system by

DfX(t) = F(X(t)).
Suppose that

X* = (T*,E*, S*, I*’H*)T
is an equilibrium point of the system, that is,
F(X*)=0.
To study local stability, we linearize the system around X*.
Writing
X(t) = X" +4(t),

where {(t)is a small perturbation, the linearized fractional sys-
tem becomes

£6(0) = J(X7)¢(h),
where J(X*)is the Jacobian matrix evaluated at the equilibrium
point.
For the present model, the Jacobian matrix is given by
Evaluating this matrix at the equilibrium point X*yields

J(X*) = J(T* E*,S*, I*, H").
Let A1, Ay, Az, Ay, Asdenote the eigenvalues of J(X*). For a Ca-
puto fractional-order system of order 0 < a < 1, the equilibrium
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X*is locally asymptotically stable if all eigenvalues satisfy the
Matignon condition

|arg(A) |> %,i =1,2,3,4,5.

Therefore, the local stability of each biologically meaningful
equilibrium may be assessed by computing the Jacobian matrix at
that equilibrium and checking whether its eigenvalues lie outside
the instability sector determined by the fractional order a. This
shows explicitly that the memory parameter influences the stability
region: as avaries, the admissible sector for stability changes, and
hence an equilibrium that is stable for one fractional order may
lose stability for another.

In the present framework, this criterion provides the analytical
basis for distinguishing stable cold, transitional, or hot regimes
near equilibrium configurations.

TOPOLOGICAL ANALYSIS OF THE COLD-TO-HOT TRANSI-
TION

Beyond the classical dynamical analysis of the system are further
topological analyses based on the concept of persistent homology.
The idea is that a transition in state is not just a change in the scalar
variables of the system, but also in the geometry of the system
within its state space altogether. Thus, the concept of cold-to-hot
conversion is not just in the change in amplitude of the tumor and
immune system variables, but also in the change in the topology
of the system altogether. The main steps of the topological anal-
ysis used in this study are summarized in Table 4. This pipeline
describes how state-space trajectories are transformed into point
clouds and subsequently analyzed through persistent homology,
sliding-window topology, and the Topological Transition Score.

State-Space Point Cloud

Define the trajectory vector

x(t) = (T(t),E(t),S(t),1(t), H(t)) € R. (14)

Sampling at times ¢4, ..., t5 produces the point cloud

X = {x(t;)}N, CR5.(15)

Each therapy scenario yields a different point cloud and there-
fore a different state-space geometry.

Persistent Homology Construction

For the point cloud X, we construct a Vietoris—Rips filtration by
varying a distance threshold ¢. As ¢ increases, simplices are added
and topological features appear and disappear. We focus particu-
larly on:

* Hy: connected components,
* Hj: loops.

The output is summarized through persistence diagrams and

barcode plots. Persistent features are interpreted as robust struc-
tural signatures rather than topological noise.
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Figure 2 Persistence diagrams and barcode plots for representa-
tive state-space point clouds under different therapy scenarios

Larger values of TTS(k) indicate stronger topological rearrange-

logical distance between Score

consecutive windows

Interpretation of Regimes

In the cold regime, trajectories are expected to remain confined to
a relatively compact and weakly structured region of state space,
typically showing simple Hp behavior and weak H; persistence.

In the transitional regime, therapy perturbs the system and
may generate excursions, partial oscillations, or temporary circula-
tion through competing attractor-like regions. This can produce
richer Hj structure and increased topological complexity.

In the hot regime, the system settles into a new organization
associated with stronger immune control and lower suppressive
burden. The topology may again simplify, but now around a
distinct region of state space.

Figure 2 shows the results of applying the algorithm to the three
different regimes of the tumor-immune dynamical system: cold,
transitional, and hot tumors. As with the persistence diagrams, the
barcode diagrams reveal the different types of topological changes
that occur in each regime of the dynamical system.

Sliding-Window Topology
To detect temporal reorganization, we use overlapping windows

Wi = {x(ti) it € [Tk, T + A]} (13)

Persistent homology is computed separately on each Wy. This
allows the topological signature of the system to be tracked over
time, revealing when therapy pushes the system out of the cold
regime and whether the new organization is stable.

Topological Transition Score
EMD (Dy, Dy_1)
max; EMD (D]-, Dj_1>

TTS(k) =

Here, D; denotes the persistence diagram obtained from the
k-th sliding window, and EMD (Dy, Dy_1) denotes the Earth
Mover’s Distance between two consecutive persistence diagrams.
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ment between consecutive temporal windows.

A transient increase in the TTS indicates that the structure is
experiencing a period of destabilization and reorganization within
its structure, while the eventual reduction of the TTS to a new level
indicates stabilization in a new structural regime. The TTS is not
a parameter that is to be used as a replacement for the biological
variables of interest; instead, it is a measure that indicates when
changes in structural regimes are occurring within the structures
being analyzed.

Figure 3 displays the temporal evolution of the Topological
Transition Score (TTS), computed from sliding-window persis-
tent homology analysis of the state-space trajectory. Transient
increases in TTS indicate structural reorganization of the system,
while subsequent stabilization suggests convergence toward a new
dynamical regime.
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Figure 3 Sliding-window Topological Transition Score during
therapy-induced cold-to-hot conversion
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THERAPEUTIC CONTROLS AND SCENARIO DESIGN

A strength of the model is that it accommodates multiple types
of immunomodulation through the controls ug, ug, uy, up. These
can represent distinct but combinable mechanisms involved in
cold-to-hot conversion. The therapeutic scenarios considered in
the numerical study are summarized in Table 5. These scenar-
ios represent different immunomodulatory strategies, including
untreated dynamics, monotherapy, targeted suppression control,
inflammatory activation, hypoxia/stroma targeting, and coordi-
nated combination therapy:.

Table 5 Therapeutic control scenarios

Scenario ug(t) ug(t) up(t) ug (t) Biological interpre-
tation

Untreated cold tu- 0 0 0 0 No therapeutic in-

mor tervention

Effector monother- 0.25 0 0 0 Direct enhancement

apy of effector immune
activity

Suppression- 0 0.25 0 0 Reduction or repro-

targeted therapy gramming of sup-

pressive burden

Stimulation of
pro-inflammatory
immune signaling

Inflammatory acti- 0 0 0.25 0
vation therapy

Hypoxia/stroma- 0 0 0 0.25 Reduction of hy-
targeted therapy poxia/stromal
exclusion
Combination ther- 0.25 0.25 0.20 0.25 Coordinated remod-
apy eling of the tumor

microenvironment

Note: The controls represent normalized therapeutic intensities.

Monotherapy Control

Take only ur(t) > 0, representing a therapy that directly enhances
effector function. This mimics situations where immune rescue is
attempted without adequately reversing the suppressive microen-
vironment.

Suppression-Targeted Control

Take ug(t) > 0, representing reprogramming or depletion of sup-
pressive immune burden. This is relevant to approaches aimed at
overcoming immune exclusion and inhibitory myeloid states.

Inflammatory Activation Control

Take u;(t) > 0, corresponding to intratumoral stimulants or
cytokine-boosting strategies that improve antitumor immune sig-
naling.

Hypoxia/Stroma-Targeted Control

Take up(t) > 0, capturing therapies that reduce exclusionary or
metabolically hostile conditions. This is biologically motivated
by the strong link between hypoxia and dysfunctional effector
immunity.

Combination Therapy

The most clinically realistic scenario involves the use of more than
one control. Tumors that are cold often require combination thera-
pies, and this framework allows for the testing of combinations of
therapies.
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NUMERICAL EXPERIMENTS AND SENSITIVITY ANALYSIS

In this section, we present the main numerical results of the pro-
posed model under untreated, monotherapy, and combination-
therapy scenarios, together with a sensitivity analysis of the base-
line initial conditions and the fractional order. The numerical
results are interpreted using the Hotness Index introduced in Sec-
tion 4 and the topological indicators described in Section 6. The
main goal of these simulations is to determine whether the tumor-
immune system remains in a cold regime or if it can be expressed
in a hot regime under the proper therapy conditions.

For all baseline simulations, the system is initialized using the
normalized cold-tumor conditions introduced in Section 3.4.2:

Ty = 0.70, Ey = 0.15, Sp = 0.60, Ip = 0.20,
Unless otherwise stated, these values are used as the reference
initialization for the numerical experiments. The fractional order

is varied over representative values such as

« € {1.0,0.9,0.8,0.7},

in order to investigate the role of memory effects in the timing
and stability of tumor-state transition.

At each simulation run, we compute the trajectories T(t), E(t),
S(t), I(t), and H(t), together with the Hotness Index Q(¢), the
associated regime classification, and the topological diagnostics
derived from the state-space point cloud. In this way, the numeri-
cal study combines biological interpretation, dynamical systems
analysis, and topological characterization within a single frame-
work.

Baseline Untreated Cold-Tumor Dynamics

First, we consider the untreated case. In the absence of treatment,
the system is expected to remain in a state of high tumor burden,
suppressive immune burden and hypoxia, and in low levels of
effector and inflammatory immune compartments.

As shown in Figure 4, the untreated TME displays the features
of the stable cold tumor regime. The load of tumors remains
high in the untreated system, as does the level of a suppressive
and hypoxic environment that permits the tumors to remain in
the system. Furthermore, the levels of effector and inflammatory
immune compartments in the untreated system remain low.

The figure presents the baseline dynamics of the model in the
presence of no therapeutic intervention. The resulting tumor re-
mains in a cold-tumor state throughout the time interval repre-
sented in the figure.

These results confirm that the model can represent a cold tumor
state, providing a starting point for analyzing the dynamics of the
system under the influence of therapeutic interventions.

Weak Monotherapy Response

We next consider an intervention of the type of monotherapy,
wherein only the control ug(t) is activated. Thus, this treatment
regime does not aim to address either the suppressive or the hy-
poxic nature of the tumor microenvironment.

In these cases, the model exhibits only a partial increase in the
effector activity, which leads to a moderate increase in the number
of inflammatory cells that accumulate at the tumor. Furthermore, if
the suppressive and hypoxic factors are strong enough, the tumor
will not experience a “hot” conversion; thus, no therapeutic benefit
is experienced from employing such an intervention regime.
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Hy = 0.55.
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Figure 4 Time evolution of T(t), E(t), S(t), I(t), and H(t) under
untreated cold-tumor conditions

Successful Combination Therapy

A stronger therapeutic effect can be obtained by combining im-
mune activation with suppression reduction and/or hypoxia tar-
geting. In this way, the system can cross from the cold regime
to the transitional regime to the hot regime. Here, the tumor is
treated with decreased burden, the suppressive effects of the tu-
mor are weakened, the inflammatory effects are restored, and the
effectiveness of the immune system is increased.

These effects are reflected in the Hotness Index. Figure 5 de-
picts the various Q(t) values for the untreated, monotherapy, and
combination therapy approaches. The untreated patients remain
in the cold regime. Monotherapy approaches may reach the hot
regime, but they do not remain in that state. The combination
therapy, however, crosses into and remains in the hot regime.
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—e— Untreated (Baseline)
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1.0 4 —&— Combination Therapy
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-1.0 T T T T
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Time ¢

Figure 5 Comparison of Hotness Index trajectories under un-
treated, monotherapy, and combination therapy scenarios

The figure compares the temporal behavior of the Hotness In-
dex Q(t) across representative intervention settings. The results
illustrate the extent to which different therapeutic strategies suc-
ceed or fail in driving the system from a cold regime toward a
transitional or hot state.
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Beyond the scalar Hotness Index, the corresponding regime
changes can also be visualized geometrically in reduced phase
space. As shown in Figure 6, the cold, transitional, and hot states
occupy distinguishable trajectory organizations in (T, E,S) and
(T, E, I) spaces. These phase portraits provide an additional inter-
pretation of therapy-induced reorganization, complementing both
the time-series plots and the topological analysis.

(T, E, S) Space

(T, E, I) Space

- 10
R Trajectory
Cold \ Regimes
. 05 \ NN\ _
Regime \\ Cold
= 2 Transitional
0.0
0. “\/ 10 10 | = Hot
T(Tumor) (5 00 E (Effector) T (Tumor) (50,0 E (Effector)
- 1.0 = 1.0
. i Interpretation
TVSHMIUOHQ‘ 05 05 Therapy induces a
SR 2 geometric
200 =00 reorganization of
L 10 0'“\/' . the state-space
T (Tumor) g 00 E (Effector) T (Tumor) g 0.0 E (Effector) Cefis,
1.0 ~ 10 shifting the system
2 from cold to
Hot 6 g transitional and
Regime 03 @ & U ultimately to hot
< & regimes.
“ 00 =00

0. 0\/1 0 u_o\/‘ 0
T(Tumor) 1570 E (Effector T (Tumor) (575 E (Bffecton

Figure 6 Phase portraits in (T, E, S) and (T, E, I) spaces showing
cold, transitional, and hot tumor regimes.

The figure displays a geometric representation of the system
dynamics in the reduced phase space. The various organizations
of the system trajectories represent the cold, transitional, and hot
regimes.

These results indicate that immune activation alone is not suffi-
cient to control tumor dynamics in the presence of both immune
suppression and hypoxia. However, when the two components
are simultaneously considered, it is possible to observe a regime
transition. A qualitative summary of the main numerical outcomes
under the considered treatment scenarios is provided in Table 6.
The table compares the final tumor burden, Hotness Index, conver-
sion behavior, and resulting regime for each therapeutic setting.

Table 6 Qualitative summary of numerical outcomes

Final Final . .
. Conversion Final
Scenario tumor Hotness time regime
burden Index g
Untreated High 0.28 Not achieved Cold
cold tumor
Effector Modgrate— 0.46 Partial only Transitional
high
monotherapy
Suppression- Moderate 0.50 Partial only Transitional
targeted
therapy
Hypoxia/stroma- Moderate 0.52 Partial only Transitional
targeted ther-
apy
Combination Low 0.74 Achieved Hot
therapy
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Memory-Dependent Delay

A central feature of the present framework is the role of the frac-
tional order &, which governs the degree of memory in the system.
For smaller values of a, the model may exhibit delayed immune
recovery, prolonged suppressive influence, and slower transition
from the cold regime toward a hot state. In practice, this means
that the efficacy of the treatment also depends on the memory
encoded in the tumor-immune system dynamics.

From the perspective of treatment, this means that the same
control profiles can exhibit vastly different results depending upon
the memory of the tumor-immune system dynamics. Thus, the
fractional parameter is dependent upon the dynamics of the treat-
ment regime regarding the time at which the treatment should
begin and the length of time that the treatment should last.

Sensitivity Analysis with Respect to Initial Conditions, Fractional
Order, and Suppressive-Burden Parameters

To assess the robustness of the numerical findings, we additionally
perform a sensitivity analysis with respect to both the baseline ini-
tial conditions and the fractional order. In particular, the reference
cold-tumor initialization is perturbed within biologically plausible
intervals such as

Ty € [0.60,0.80],  Eg € [0.10,0.25, Sy € [0.50,0.70],

Ip € [0.10,0.30],  Hy € [0.45,0.65].

These changes to the tumor trajectories, the evolution of the
Hotness Index, the conversion time, and the topological reorgani-
zation of the tumor are examined. Such an analysis serves three
purposes: to confirm that the results are not dependent upon the
specific profile with which the tumors were initiated, to determine
which components of the cold baseline contribute to the ability of
the tumors to convert, and to provide support for the interpreta-
tion of the initial conditions of the tumors as representative states
of the tumors rather than as measurements of the tumors itself.

To further evaluate the robustness of the proposed framework,
we also examine the sensitivity of the results with respect to the
suppressive-burden parameters pr, pg, and pg. These parame-
ters respectively control tumor-driven suppressive recruitment,
hypoxia-driven suppressive recruitment, and the natural decay of
the suppressive compartment. Since the variable 5(t) aggregates
the inhibitory effects of multiple suppressive cell populations, in-
cluding Tregs, MDSCs, and M2-like macrophages, variation in
these parameters provides a practical way to reflect heterogeneity
in suppressive-cell kinetics without explicitly introducing addi-
tional state variables.

In particular, the sensitivity analysis is performed by perturbing
these parameters within biologically plausible normalized inter-
vals, for example

pr € [0.30,0.50], p}; € [0.20,0.40], s € [0.15,0.30].

The resulting changes in tumor burden, Hotness Index evo-
lution, conversion time, and final regime classification are then
examined. This analysis allows us to assess whether the predicted
cold-to-hot transition remains robust under moderate variation in
suppressive-burden kinetics and whether the success of therapy
is particularly sensitive to enhanced suppressive recruitment or
delayed suppressive decay.
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In addition, a brief robustness check was performed for the Hot-
ness Index coefficients and regime thresholds. Moderate perturba-
tions of the weight coefficients wg, wy, wg, wy, wrand the thresh-
old values ©.and ©ywere examined while preserving the biologi-
cal sign structure of the index. The qualitative regime classification
was found to remain unchanged under these moderate variations,
indicating that the distinction between cold, transitional, and hot
states is not an artifact of a single arbitrary coefficient choice.

The combined effect of memory and therapy strength is sum-
marized in Figure 7, where the conversion time or success proba-
bility is represented in the («, therapy strength) plane. The figure
provides a compact visual summary of the parameter regimes in
which cold-to-hot conversion is likely, delayed, or unsuccessful.
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Figure 7 Heat map in the (&, therapy strength) plane showing
conversion time or conversion success probability

The figure summarizes the sensitivity of cold-to-hot conversion
to the fractional memory parameter « and therapeutic intensity. It
highlights how memory effects can alter the transition to the hot
state.

Overall, the sensitivity analysis indicates that the main conclu-
sions of the manuscript are robust to perturbations in some of the
model parameters, but also that memory and the strength of the
therapy have an impact upon the accessibility of the hot state.

DISCUSSION

Compared with previous tumor-immune models, the present
study differs by jointly combining fractional-order memory ef-
fects, regime classification through a Hotness Index, and topologi-
cal characterization of state-space reorganization within a single
modeling framework.

This study presents a fractional-order immunomodulation
framework for describing the transition from immune-cold to
immune-hot tumors in the tumor microenvironment (TME).
The proposed model combines five biologically meaningful
components—tumor burden, effector immune activity, suppres-
sive immune burden, pro-inflammatory activation, and hy-
poxia/stromal exclusion—within a memory-dependent dynamical
system. In addition, persistent homology is incorporated to char-
acterize structural changes in the state-space organization of the
system during therapy-induced transition.

A key contribution of the present study is that it interprets cold-
to-hot conversion not merely as an increase in immune activity,
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but as a broader regime change involving both quantitative and
structural reorganization of the TME. This distinguishes the pro-
posed framework from classical tumor-immune models that focus
primarily on tumor size reduction or isolated immune-cell trajecto-
ries. Here, the transition is tracked through both a model-based
Hotness Index and a topological signature, allowing the system
to be studied from complementary dynamical and geometric per-
spectives.

The biological interpretation of the results is consistent with
current understanding of tumor immunotherapy. In particular, the
numerical findings suggest that immune activation alone may be
insufficient when suppressive burden and hypoxia remain domi-
nant. This agrees with recent literature emphasizing that successful
conversion of cold tumors often requires coordinated immunomod-
ulation, including enhancement of effector activity together with
reversal of suppressive and exclusionary mechanisms in the TME.
In this sense, the model provides a mechanistic explanation for
why monotherapy may fail while combination strategies are more
likely to achieve sustained transition toward a hot state.

The fractional component of the model offers an important ad-
ditional insight. By incorporating memory, the model is able to
represent persistent immunosuppression, delayed immune recov-
ery, and long-lasting microenvironmental remodeling. This means
that therapeutic outcomes depend not only on current intervention
strength but also on prior system history. Such behavior cannot be
fully captured by purely integer-order formulations and represents
one of the main theoretical advantages of the present framework.

Another distinguishing feature of the study is the use of topo-
logical data analysis. While persistent homology has previously
been applied in biomedical and cancer-related contexts, its integra-
tion with a fractional tumor-immune model for cold-to-hot transi-
tion remains limited. In the present work, topological summaries
such as persistence diagrams, barcode plots, and sliding-window
transition analysis are used to detect structural reorganization of
the underlying dynamical system. Thus, topology is not treated
merely as a visualization tool, but as an additional descriptor of
regime change.

The study also has several limitations. First, the present frame-
work is conceptual and mechanistic rather than patient-specific.
The initial conditions and baseline parameter values were selected
as normalized biologically plausible values rather than directly
calibrated from experimental or clinical measurements. Second,
the suppressive compartment is modeled in aggregate form and
therefore does not explicitly distinguish among Tregs, MDSCs,
and macrophage subpopulations. Although this simplification
improves interpretability and mathematical tractability, it does not
capture distinct suppressive-cell kinetics explicitly. To partially
address this limitation, the revised manuscript includes a sensi-
tivity analysis with respect to the suppressive-burden parameters
o1, pH, and pg, which allows variation in the effective production
and decay kinetics of the aggregated suppressive compartment.
Third, the topological analysis is applied to state-space trajectories
rather than directly to spatial tumor architecture or imaging-based
immune distributions. These simplifications were adopted in order
to preserve mathematical tractability while still capturing the core
mechanisms of cold-to-hot transition.

These limitations suggest several future directions. A data-
driven extension of the model could calibrate the initial conditions
and parameter ranges using biomarker-based measurements such
as CD8 infiltration scores, suppressive burden signatures, inflam-
matory activation markers, and hypoxia-associated indices. The
suppressive compartment could also be refined into multiple sub-
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populations with distinct kinetic parameters. In addition, the
present nonspatial system may be extended to a reaction—diffusion
or chemotaxis-based framework in order to investigate spatially
resolved immune infiltration and structural exclusion. Such de-
velopments would further improve the biological realism and
translational relevance of the model.

Overall, the proposed framework contributes to the literature by
combining fractional tumor-immune dynamics, regime classifica-
tion, and topological characterization within a single interpretable
model. It provides a mathematically grounded way to study how
immunomodulatory therapy may shift the TME from an immune-
cold state to an immune-hot state, and it offers a foundation for
future theoretical, computational, and data-informed studies in
cancer immunotherapy.

A further point to note is that the Hotness Index introduced in
this study is not intended as a direct clinical biomarker, but as a
mechanistic regime-classification tool. Its weights and thresholds
were selected to preserve biologically meaningful contributions
of immune activation, suppressive burden, tumor load, and hy-
poxia/stromal exclusion. In this respect, the index should be in-
terpreted as a model-based analog of composite immune scoring
logic rather than as a direct substitute for clinically standardized
Immunoscore systems.

CONCLUSION

We proposed a fractional-order immunomodulation model with
topological signatures for cold-to-hot tumor transition in the tumor
microenvironment. The framework couples tumor burden, effector
immunity, suppressive immune burden, pro-inflammatory activa-
tion, and hypoxia-driven exclusion through memory-dependent
dynamics, and augments standard dynamical analysis with
persistent-homology-based characterization of state-space trajec-
tories. The main conclusion of the study is that cold-to-hot con-
version should be interpreted as both an immunological and a
structural dynamical event. Biologically, it reflects a shift in the
balance from suppression toward immune activation. Mathemat-
ically, it appears as a regime transition whose onset, delay, and
stability depend on the fractional memory structure and whose
reorganization can be detected through topology.

The numerical experiments show that untreated cold states
may remain stable, that monotherapy can be insufficient in the
presence of strong suppressive and hypoxic burden, and that co-
ordinated combination therapy is capable of producing a genuine
transition toward a hot regime. The sensitivity analysis further
indicates that these conclusions remain robust under moderate
perturbations of the baseline initialization, while also revealing
a strong joint dependence on therapeutic intensity and the mem-
ory parameter . Overall, the proposed framework provides a
basis for further theoretical analysis, numerical experimentation,
and future data-informed calibration. More broadly, it offers a
conceptually strong and mathematically grounded contribution
to current efforts aimed at understanding and controlling tumor
microenvironment remodeling during cancer immunotherapy.
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ABSTRACT This study develops an advanced image encryption system which combines Deoxyribonucleic Acid (DNA)
cryptography, chaotic behavior, and compressive sensing into multi-stage design. The approach differs from previous

KEYWORDS
DNA cryptogra-

techniques in that it uses DNA encoding on chaotic sequences instead of encoding image pixel values directly. Thus, this phy

method significantly increases the amount of confusion and diffusion effects produced by the overall technique. Additionally,
the technique includes the use of a highly secure SHA-512 based key derivation system coupled with Blum Blum Shub

Compressive
sensing

randomization. These two mechanisms introduce several additional layers of high entropy randomness to the overall

system and provide high sensitivity to variations in the plaintext. An analysis of the performance and statistics of the overall
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INTRODUCTION

The current era of advanced computing using intelligent technol-
ogy, which is characterized by the creation, transmission, and
storage of large amounts of sensitive data within interconnected
computer systems, relies upon cryptography as its foundation for
both trust and security. As a result of improvements in areas such
as Artificial Intelligence (AI), Internet of Things (IoT) and Cloud
Computing, the boundaries protecting the security of these sys-
tems are becoming increasingly permeable; thus, it is imperative to
employ data encryption methods to protect confidentiality, ensure
authenticity, and defend against cyber-attacks.

Cryptography enables secure real-time communication, private
artificial intelligence (AI) computation and long-term data stor-
age. Cryptography is therefore necessary for creating secure smart
infrastructure. DNA-based cryptography offers an alternative ap-
proach using nucleotide bases to represent, encode, and compute
digital information. It has the ability to operate in parallel; store
large amounts of information per unit area; and create random
elements. The application of DNA coding as an encoding system
and chaos theory along with the use of additional cryptographic
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concepts make it a candidate for strong encryption in smart and
future quantum resistant environments.

Modern encryption systems have evolved to provide high levels
of protection against various types of cyber threats. As our reliance
on automation continues to grow within both local and global
infrastructures and systems, we require stronger measures than
previously implemented to safeguard vast amounts of sensitive
data. Because data can include anything from simple usernames to
complex training data sets for Al applications, there exists a need
for evolving encryption methodologies to remain one-step-ahead
of present-day cyber threats and those that may exist in the future.
Encryption also provides protection against theft, unauthorized
access and malicious modification of AI models, training datasets,
algorithms, and live outputs. In addition, advanced techniques
such as homomorphic encryption and secure multiparty computa-
tion enable Al to learn and make decisions directly upon encrypted
data. As the use of Al becomes increasingly prevalent, the ability
to perform secure computations on sensitive data will be neces-
sary for the development of ethical-Al applications that protect
end-user privacy and enable the creation of autonomous, decen-
tralized and trusted intelligent network architectures. With the
emergence of smart technologies, encryption has moved beyond
its traditional role of providing intermediate level security for sen-
sitive data and now serves as a means to preserve the integrity of
artificial intelligence (AI) models.

Additionally, innovative techniques such as homomorphic en-
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cryption and secure multi-party computation now provide the
capability for Al systems to learn and generate decision-making
output using sensitive data that remains encrypted at all times.
These capabilities enable organizations to create ethical-Al appli-
cations that protect end-user privacy while facilitating the future
of autonomous, decentralized and trusted intelligent networks.
In addition to encrypting an images content through pixel shuf-
fling, or scrambling, other encryption methods also utilize diffu-
sion and confusion to protect against unauthorized viewing of the
encrypted image. Although the previous methods have proven
effective in protecting the privacy of large volumes of image data,
they also provide several technical challenges. Image data, by
nature, can be very voluminous and has a strong correlation with
its neighboring pixels. As such, many standard cryptographic
methods, which include Data Encryption Standard (DES) (NIST
1999), Advanced Encryption Standard (AES) (Rijmen and Daemen
2001), Triple DES (3-DES) (Barker and Mouha 2017), International
Data Encryption Algorithm (IDEA) (Chang 2004), and others are
specifically designed to handle textual data rather than images.

Therefore, when applying these common encryption methods
to large amounts of multimedia data, they suffer from two ma-
jor drawbacks; first, a higher amount of computation is required
and second, they do not effectively hide the inherent statistical
redundancy of the image pixels themselves. This issue has gener-
ated academic interest in developing new cryptosystems that will
allow the efficient encryption/decryption of multimedia data in
real-time. To help meet this challenge, researchers have developed
and published several different types of multimedia encryption
techniques using both DNA and Chaos Theory-based encryption
techniques (Vidhya and Brindha 2020).

DNA cryptography is becoming a new field in which cryptog-
raphy has emerged from the DNA computing area. In addition to
being conducted as laboratory experiments (using biology), DNA
computing research can also be conducted as simulated by com-
putational and mathematical processes using pseudo-DNA. The
use of DNA-based computers will possibly take over the role of
today's computers, or alternatively there is some evidence sug-
gesting that the most successful computer systems in the years
ahead are those that combine both types of processing (Gearheart
et al. 2010). Compressive sensing (CS) is a latest form of sampling
(sample breaking), as per the Nyquist sampling theorem. Signals
are able to be sampled at the same time. A method of CS has a
structure similar to that of symmetric encryption in which the key
is the measurement matrix (Li et al. 2017). An example of an image
encrypting system was developed by Huang et al. (Huang et al.
2014). Zhen et al. (Li et al. 2021) developed a compressive sensing-
based, plain text related, chaotic image encryption method.

There have been many methods of encryption described in liter-
ature that use chaos. Qayyum et al. (2020), for example, developed
a method of encryption employing both dynamic substitution and
chaos. In another study an image encryption scheme has been
designed using compressed sensing along with a discrete hyper-
chaotic system. Also, Ponuma and Amutha (2018) employed a 1-D
chaotic system to obtain an equilibrium matrix as well as to con-
struct a chaotic sequence which was then used. Similarly, Chai et
al. (2017) employed both compressive sensing and chaos. Further-
more, Yu et al. (2020) presented a similar scheme but used a chaotic
measurement matrix mapping and a sequence generator. Wang et
al. (2021), however, implemented a DNA coding algorithm com-
bined with Fisher-Yates shuffling. Finally, Xu et al. (2020) similarly
developed an encrypted scheme based upon 2-D slim; while Luo
et al. (2019) similarly applied compressive sensing and similarly
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a similar encrypting scheme employing a hyper-chaotic map was
used in (Gong et al. 2019).

The logistic-tent map was utilized in (Li et al. 2021), for both
compressive sensing as well as chaos based encryption schemes.
Gong et al. (2019) applied combination of compressive sensing and
the RSA algorithm. Quantum genetic algorithm (QGA) utilizing a
hyperchaotic map has also been developed by (Cheng et al. 2020)
for compression based techniques. Another form of compression
is the S-box based method which has been described in (Zhu et
al. 2020). Cellular Neural Network (CNN)-based methods have
also been described by Lin et al. (2018). A five dimensional (5D)
chaotic system with cap-like trajectories based on a tangent hy-
perbolic memristive model, enhanced with fractional calculus for
improved encryption performance is proposed in (Qureshi et al.
2024a). The methodology used by these researchers demonstrates
strong aspects of security and chaotic behavior that are benefi-
cial in application as an image encryption process. The authors
Yan et al. (2023) have developed a new type of fractional-order
(FO) 5-dimensional memristive chaotic system that demonstrates
extreme multistability (EM), which improves the ability to be un-
predictable or complex for use in encryption schemes. This FO
5-dimensional memristive chaotic FO system has been successfully
implemented in image encryption and demonstrated to provide
both high diffusion and confusion. A 3D chaotic system with a
clown-face attractor using memristor based electronic systems,
DNA encoding, and fractional calculus is presented in (Qureshi
and Khan 2024b).

Recent algebraic-SPN encryption frameworks employ
substitution—permutation network (SPN) constructions defined
over algebraic residue domains such as Gaussian, quaternion, and
Eisenstein integer rings (Alammari et al. 2025; Sajjad and Alqwaifly
2025; Sajjad et al. 2025). These schemes achieve confusion and
diffusion primarily via algebraic substitutions and ring-based
permutations that exploit ring arithmetic for structured mixing.
By contrast, our method integrates three orthogonal mechanisms
(i) continuous hyperchaotic dynamics (Genesio—Tesi) to produce
high-entropy, parameter-sensitive pseudorandom sequences, (ii)
DNA-style symbolic encodings applied to chaotic streams (not
to pixels directly) to amplify diffusion via rule variability, and
(iii) compressive sensing to reduce ciphertext bandwidth while
preserving reconstruct ability.

Mathematically, SPN on residue rings is based on discrete alge-
braic transforms x +— 77(x) inside finite rings Z[1] /7 that produce
deterministic, structure-preserving mixing, whereas our approach
uses real-valued chaotic maps s;11 = F(sy; p) whose Lyapunov
spectrum and exponential divergence introduce continuous nonlin-
earity and statistical unpredictability prior to discrete DNA map-
ping. Practically, this leads to two main differences: (a) confusion—
diffusion origin algebraic-SPN builds diffusion from multiple alge-
braic rounds with compact state representation, while our design
achieves diffusion via chaotic sensitivity + per-block DNA rule
variation, and (b) efficiency trade-off SPN schemes are often com-
putationally compact for purely integer arithmetic, but they do not
reduce ciphertext size; our hybrid scheme adds an explicit com-
pression stage (measurement matrix ®) so that encrypted payloads
are smaller at comparable security metrics.

We provide an empirical comparison (Table 12) of the proposed
DNA-chaos-compressive scheme against standard schemes of
comparable diffusion ability and entropy. In this comparison,
we show that the proposed DNA-chaos-compressive scheme pro-
vides reductions of 30-50% in the amount of space required to
store its ciphertexts relative to these standard schemes with a mod-
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erate increase in the time needed to perform decryption due to
reconstruction using OMP on the part of the decryptor. Unlike
the previous models within the family of DNA-chaos-compressive
models, which utilized ring arithmetic as their means of generat-
ing uniformly distributed keys through deterministic operations,
our DNA-chaos-compressive model generates high-quality keys
through the use of chaotic dynamics and applies two methods
of creating cryptographically strong encodings, namely symbolic
encoding based upon the properties of DNA and compressive
sensing. From a conceptual standpoint, the primary goal of all
members of the family of DNA-chaos-compressive models is to
create keys that are statistically uniform, have a high degree of
nonlinearity and are sensitive to variations in their keys. However,
unlike those models that utilize modular algebraic substitution
to achieve such goals, the proposed model achieves them using
analytical nonlinearity and sequence randomness.

We propose here an RGB image compression/encryption al-
gorithm that utilizes Genesio-Tesi hyper chaos and compressive
sensing techniques. For added protection against plaintext attacks
we have taken 512-bits from a SHA-512 function as input. To fur-
ther ensure no correlation exists among the pixels of the image,
we use the Blum Blum Shub (BBS) scrambling algorithm. The
approach developed here differs in that it uses DNA encoding
on chaotic sequences rather than the raw pixels of images when
compared to other recent frameworks (Cardona-Lépez et al. 2024;
Alghafis et al. 2021; Tariq et al. 2020; Waseem and Khan 2018; Xu
et al. 2020; Rahul et al. 2023; Wen et al. 2024; Pourasad et al. 2021).

While Luo et al. (2023) discussed hyperchaotic maps to encrypt
images, they did not include compressive sensing into their re-
search, nor provide a more complete or efficient solution than what
was provided in this paper. In (Chai et al. 2020a), an image encryp-
tion method utilizing DNA encoding is developed; however, our
research combined both DNA encoding with chaos driven com-
pressive sensing and therefore can be said to offer greater levels of
security and efficiency. Additionally, our research includes a larger
security evaluation framework to protect against both differential
and statistical attacks.

Unlike many previously published studies (Wen et al. 2024;
Pourasad et al. 2021; Rahul et al. 2023; Luo et al. 2023; Chai et
al. 2020a) that apply DNA operations directly to image data, our
scheme applies DNA encoding to chaotic sequences. Therefore,
our approach offers improved encryption diffusion without gen-
erating redundancy through pixel-level operations. By integrat-
ing compressive sensing, chaos, and DNA at the structural level
instead of the surface level, we develop a fundamentally new
encryption model.

The motivation of the study:In an era of rapid digital advance-
ment, secure image data transmission and storage have emerged
as critical challenges in fields such as healthcare, military commu-
nications, and private data sharing. In addition to being highly
secure from a theoretical standpoint, standard cryptographic prim-
itives such as AES can have significant performance issues and be
computationally expensive to operate on large image databases.
Additionally, images contain redundant information (due to high
pixel correlation) which makes images more vulnerable to statisti-
cal or differential attacks if a non-optimal cipher mode is used with
traditional block ciphers. As a means of overcoming both the struc-
tural and performance shortcomings associated with current block
ciphers, the present paper will describe an experimental hybrid
encryption method that combines DNA encoding, chaotic system
encodings, and compressive sensing. The primary purpose of this
work is to create a scalable framework that is capable of achieving
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both high levels of security and high speed performance using
compressive sensing to eliminate redundant data in images. The
combination of chaotic systems providing high sensitivity based
upon their initial conditions; DNA encoding complex diffusion;
and compressive sensing to reduce the amount of data that needs
to be encrypted, provide a comprehensive encryption approach
that is suitable for real time applications. The final contribution of
this study is to connect the two areas of performance and security
so as to provide a secure cryptographic solution that can be ap-
plied to real world applications within demanding environments
for image processing.

There is still a substantial gap of investigation in terms of com-
parison between algebraic (SPN) based and chaotic based encryp-
tion paradigms. Although recent number theoretic (Gaussian,
quaternion and Eisenstein) ring based SPN schemes (Alammari
et al. 2025; Sajjad and Alqwaifly 2025; Sajjad et al. 2025) have ex-
hibited excellent results in terms of confusion-diffusion properties
they are computationally expensive for larger scale images and also
do not inherently provide any form of compression. On the other
hand, although several chaos based DNA encryption algorithms
show great randomness properties most of them map pixel level
mapping into DNA sequences resulting in redundant information
as well as increase in the size of the cipher-text. The proposed work
therefore will utilize a hybrid approach that utilizes compressive
sensing along with Genesio-Tesi hyperchaos to develop a compact
encryption algorithm which has good security features. Compres-
sive sensing provides sparse representation and dimensionality
reduction and hence improves transmission efficiency whereas
Genesio-Tesi hyperchaos systems contribute multiple dimensional
hyperchaotic sequences having multiple positive Lyapunov expo-
nents and hence increases key sensitivity and diffusion. Hence
this hybrid approach fills the gaps existing among the above men-
tioned three approaches i.e. providing analytical nonlinearities,
computational efficiency and establishes a new trade-off between
theoretical analysis, randomness and feasibility for secure real time
image communication.

Contribution of the study: Our study has made major enhance-
ments and innovative contributions to prior studies in the area of
image encryption using the methods of DNA coding, chaos and
compressive sensing. The primary differences of our proposed
system are as follows:

i. Compressive sensing (CS) along with DNA encoding and
chaotic sequences have been used in order to improve both
the effectiveness and performance of this encryption system.

ii. The use of DNA-based encoding of chaotic sequences pro-
vides increased unpredictability and complexity to generate
the encryption process, making it very difficult to withstand a
number of different types of attacks.

iii. By adding CS into the encryption process, we reduce redun-
dant data and maintain high-quality reconstruction to make
it suitable for real-time applications.

iv. A 384-bit key was generated from SHA-512 hashing function
to provide extreme resistance to brute force attacks and overall
improve security.

v. Statistical, differential and key-sensitivity tests were per-

formed extensively to validate the robustness of our proposed
method against all types of cryptanalysis attacks.

119



The remainder of the paper is structured as follows: Section 2
formally defines terminology. In Section 3, an encryption model is
introduced. Experimental and statistical analysis in Section 4; com-
parative results in are presented in Section 5. Finally, conclusion
and future suggestions are provided in Section 6.

FOUNDATIONAL DEFINITIONS

To understand the proposed paradigm of encryption, knowledge
of key concepts of cryptography and nonlinear dynamics is im-
perative. Below are the key terms associated with the intersection
of chaos theory, DNA cryptography, and compressive sensing to
image encryption.

Chaotic sequence normalization and sensing-matrix construction

Let the hyperchaotic Genesio—Tesi state at (discrete) iteration tbe
s(t) = [x(t),y(t),z(t)]T. The raw state values are real-valued
and unbounded in practice; we therefore apply deterministic nor-
malization and quantization operations to obtain reproducible
key material for encoding, permutation, and measurement-matrix
seeding.

Chaotic-sequence normalization

Define the scalar projection u(#) of the state vector onto a chosen
observable (for example the x-component):

u(t) = x(t) ©)

To convert u(t)into a bounded pseudorandom real in [0,1), we
apply the following two-step normalization:

i(t) = ult) = pr s(t) = frac(a - i(t)) )
or

where 7 and o are the empirical mean and standard deviation
computed over a reference trajectory segment of length T(after
discarding transients), « > 0 is a scaling constant (commonly
o =10 or &« = 1), and frac(z) = z — |z| denotes the fractional
part. The fractional operation both folds and spreads the chaotic
amplitude, producing a uniform-like distribution provided the
underlying dynamics are mixing. From s(t) € [0,1)we obtain

derived key material:

i. Finite-precision fixed-point bitstream: (for BBS seeding /
NIST tests): Choose a bit-width B (e.g., B = 32), then:

b(t) = |s(t) - 28] € {0,...,2B —1}. 3)
Concatenating {b(t)} across t yields a reproducible bitstream.

ii. DNA-rule index selection: To choose one of R DNA-rule
tables per block, compute:

r(t) =1+ |R-s(t)] € {1,...,R}. 4)

iii. Permutation / seed integers: To obtain an integer seed g used
for permutation generation, take:

q(t) = [s() - L],

with L chosen large enough (e.g., L = 232). Because s(t) stems
from a sensitive chaotic map, tiny changes in initial conditions
produce large differences in the sequences {s(¢)}, ensuring
key sensitivity.

LeR, )
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Compressive sensing

Let x € RN be an N-dimensional signal, which is k-sparse in an
orthonormal basis ¥ € RN*N such that:

x=16, [6fo=k k<N, (6)

where § € RN contains at most k nonzero entries. Given a

measurement matrix ® € RM*N® with M < N satisfying the

restricted isometry property (RIP), the compressed measurement
vector y € RM is obtained as:

y=dx = PYO = A0, (7)
where A = ®¥ € RM*N is the sensing matrix. The problem of
reconstructing x from y is then equivalent to solving;:

meinHGHO st. y=A0, 8)

which is NP-hard. Instead of solving the Jo-norm minimization,
the problem can be relaxed to the convex optimization problem:

meinHéHl st. y= A0, 9)

where ||0]|; = ¥; |6;| is the J1-norm, which promotes sparsity
while ensuring computational feasibility. If A satisfies the restricted
isometry property (RIP), the solution to the J;-minimization prob-
lem coincides with the solution to the {y-minimization problem
with high probability. This forms the foundation of compressive
sensing, allowing for exact reconstruction using a significantly
reduced number of measurements (Genesio and Tesi 1992).

Measurement matrix

® construction

Let an image block be vectorized to length N and let the desired
number of measurements be M < N. We construct ® € RM*Nag
a seeded random Gaussian matrix with column normalization to
promote RIP-like behavior in practice:

i. Seed derivation: let Seedbe a deterministic 64-byte (512-bit)
value obtained from SHA-512 of the passphrase and/or se-
lected chaotic bits (Section 3). Use this to initialize a pseudo-
random number generator (PRNG) deterministically.

ii. Raw Gaussian matrix:

&;j ~ N(0,1),

iii. Column normalization (empirically improves conditioning):

1<i<M, 1<j<N. (10)

%:&, j=1,...,N. (11)
[D.;ll2

Optionally, to reduce mutual coherence one can apply a (thin)
OR factorization on ®to obtain ® = QRand set ® = Q, which
enforces orthonormal columns when M > N; for M < Nthe
column-normalized Gaussian matrix in is standard and effective.

4. Measurement process: given sparse coefficients fin a trans-
form basis ¥(e.g., wavelet), with x = Y6, the compressed
observation is:

y=&x = d¥0 = A9, A e RM*N, (12)

Matrices drawn from i.i.d. Gaussian entries satisfy RIP with

high probability when M 2 Cklog(N/k)for some constant C. Col-

umn normalization does not break RIP in practice and often im-
proves numerical performance for greedy solvers such as OMP.
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Blum Blum Shub Algorithm

Let p and g be large distinct primes such that p =3 mod 4, g =
3mod4 . Define N = p -qandlets € Zy be a seed satisfying
gcd(s,N) = 1. The pseudorandom sequence {x,} is generated
recursively by:

Xpp1=2x> (mod N), x=s. (13)

The output bit sequence {b,} is given by:

by = xy (mod 2). (14)

The period of the sequence is at most ¢(N). The security of the
generator relies on the difficulty of factoring N. Thus, the Blum
Blum Shub (BBS) algorithm serves as a secure method for generat-
ing pseudorandom numbers based on the algebraic properties of
the integers modulo N (Cardona-Lépez et al. 2024).

SHA-512-BBS Key Expansion: To derive high-entropy pseudoran-
dom material reproducibly, the passphrase P and a short quantized
chaotic segment B from the Genesio—Tesi map is concatenated
and hashed using the 512-bit SHA-512 algorithm:

H = SHA512(P || B.). (15)

The digest H(512 bits) is interpreted as an integer seed syused

to deterministically derive two distinct large primes p, gsatisfying

p = g = 3(mod4). These primes define N = pgq. The Blum-Blum-
Shub generator iterates

Xpp1=x> (mod N), by = x, mod 2, (16)

Eq. (16), producing the bitstream {b, }. Grouping every 8 bits
yields bytes that form the expanded keystream Kppg. This stream
seeds the measurement matrix ®, the DNA-rule selector, and per-
mutation indices, guaranteeing key sensitivity and randomness
continuity from the chaotic domain to algebraic bit-level opera-
tions.

Algorithm 1 SHA-512-BBS Key Expansion

: Input: P (passphrase), B; (chaotic bits), Loyt (desired bits)
: Output: Kggs (expanded keystream)

M « concatenate(P, B;)

: H + SHA512(M)

: seed < Biglnteger(H, 16)

G oE W N =

> Derive primes:
6: p < NextProbablePrime(seed + 61) such that p mod 4 = 3
7. q < NextProbablePrime(seed + &,) such that g mod 4 = 3
8 N<p-gq
9: x < seed mod N
10: forn =1... Loyt do
11: x + (x2 mod N)
12: b, < x mod 2
13: Group {b,} into bytes — Kpgg
14: return Kpgg

Genesio—Tesi chaotic system

Let xy = [x4, yt,zt}T the state vector of a hyperchaotic system at
iteration ¢ described by the following tensorial formulation of
ordinary nonlinear equations:

X(t) = F(X(t)/ P)/ (17)
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X2

F(x(t)) = “ (18)
—axy — bxy — cxz + dx3 + ex3 + fx3

Letp = (a,b,c,d,e, f) € RObe positive real constants. Set initial
conditionsasa = 1.2, b =292, c= 10,d = 1,e=3.03, f =
5.55. The system exhibits hyperchaotic behavior for specific values
in p. The chaotic sequence s(t) generated satisfies:

Is(to + At) —s(tg)|| = o0 as At — oo, (19)

Statistical analyses verify the properties of the chaotic se-
quences, including;:

i L1n (50 =50)]
r=pm e (M) o (20’

Evaluating the perturbation in initial conditions s(0) +
As(0). Establishing independence through Corr (s (t),s <t]-)) =

0 for i # j. The Genesio-Tesi system is a hyperchaotic dynamical
system that generates chaotic sequences with critical properties for
secure encryption, significantly enhancing security and diffusion
in cryptographic applications (see Figures 1-3).

‘Ganosio-Tosi Hyperchaotic Attractor (a=6.00,b=2.92,6=1.20,4=0.50)

o 0 2 % 4 @ & 70 o w 100
Lag

(a) (b)

Figure 1 Dynamic behavior of the Genesio-Tesi hyperchaotic
system: (a) autocorrelation of x1 (t), (b) 3D hyperchaotic attractor

Xy VS X,

Figure 2 Two dimensional projections illustrating strong chaos
and cryptographic suitability

Dynamical Systems Grounding & Ergodicity

To formally justify the use of the Genesio—Tesi system as a
cryptographically secure keystream, its behavior must satisfy the
fundamental topological definitions of nonlinear chaotic dynamics.

Lyapunov Exponent Spectrum (Sensitivity): The definitive metric
for chaotic behavior in a continuous flow X = F(X)is a positive
maximal Lyapunov exponent (MLE), which quantifies the aver-
age exponential rate of divergence of two infinitesimally close
initial phase-space trajectories. For an initial separation 6X(0) the
spectrum of exponents A; is formally defined as:
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Bifurcation Diagram of Genesio-Tesi System
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Figure 3 Bifurcation diagram of Genesio-Tesi chaotic map
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The Genesio-Tesi system operating in its standard hyper-
chaotic regime possesses at least one strictly positive Lyapunov
exponent (A; > 0), mathematically satisfying Devaney’s pri-
mary condition for chaos: sensitive dependence on initial con-
ditions. This guarantees that a sub-atomic key perturbation

(A = 10~15)forces an entirely disjoint sequence trajectory.

Topological Mixing and Ergodicity (For the generated sequences):
XRr, X, Xp to be viable for image diffusion, the flow must be er-
godic over its invariant strange attractor A. Let ybe the natural
invariant probability measure of the system. The keystream gener-
ator satisfies the topological mixing condition if, for any two open,
non-empty subsets A, B C A, the evolved state over time tsatisfies:

lim pu(¢+(A) N B) = p(A)u(B). (22)

Physically, this formal property ensures that the chaotic trajec-
tory visits every sub-region of the attractor with a frequency equal
to the region's measure. When captured at discrete time steps and
mapped to the integer lattice [0,255] via modulo arithmetic, this
mixing property guarantees that the resulting keystream is asymp-
totically uniform and guarantees that the resulting keystream is
statistically uniform and mitigates the risk of finite-precision dy-
namical degradation.

DNA encoding rules

Deoxyribonucleic acid, or DNA, is the genetic material found
in humans and practically all other living beings. DNA stores
information in the form of four chemical bases known as Adenine
(A), Guanine (G), Cytosine (C), and Thymine (T). Let My, (Z3)
be a matrix over the finite vector space 72, where the elements
correspond to the binary representations of the DNA bases. The
encoding rules for the DNA bases are defined as follows:

e Let A, T, C, and G be represented by the binary values:

A=00, T=11, C=10, G=01. (23)

¢ The encoding matrix E € My,4 (Z3) is defined by the follow-
ing mapping (Table 1):

¢ The DNA XOR operation can also be represented by a matrix
X € Myy4 (Z3) defined as (Table 2):
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Table 1 DNA encoding and decoding rules

Rule A T C G

1 00 11 10 01

2 00 11 01 10

3 11 00 10 01

4 11 00 01 10

Table 2 DNA XOR Operation X

@ A T C G
A A T C G
T T A G C
c C¢C G A T
G G C T A

The flow diagram of our proposed encryption algorithm has

been presented in Figure 4.
SHA 512bit Hash value
.
Sequences

DWT Blum Blum Shub
ot Scramblin;
RAALC a1 g

DNA Encoding l
‘ Quantification

Separation to R.G.B

Genesio-Tesi
Hyper Chaotic
map

Discrete Wavelet
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N

x3 ‘ Scrambling
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Figure 4 Structure of the suggested scheme

PROPOSED ENCRYPTION AND DECRYPTION MECHA-
NISM

This section describes the encryption and decryption framework
designed for robust and secure image protection. The process
begins by separating the RGB color channels of the input image
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to handle each component individually. ensures a high level of
security against attacks while maintaining the integrity and quality
of the image. To design an element of uncertainty, the images
will be converted to chaotic sequences by utilizing the Genesio—
Tesi hyper-chaotic map. As such, the complexity as well as the
sensitivity to initial conditions for this sequence is very large. After
converting the image to a chaotic sequence, DNA encoding will
be performed on the image, which means each pixel value will
be converted to a DNA like sequence that conceals the original
data in the image. Following DNA encoding, a Discrete Wavelet
Transform (DWT) will be applied to the encoded image. DWT
decomposes the image into multiple bands or levels based upon
their frequency content; therefore, it allows for a more precise
and faster compression than previous methods. Once all three
layers of protection have been implemented (DNA encoding, DWT,
compressive sensing), the amount of data required for storing and
transmitting the images will be reduced, thereby improving both
encryption/decryption speed and storage efficiency.

In addition to reducing the amount of data stored / transmitted,
a final layer of encryption will be added through the use of the
Blum Blum Shub (BBS) pseudo random number generator. BBS
is considered one of the strongest generators of pseudo-random
numbers available today and has proven to produce a signifi-
cant amount of randomness. Therefore, when any portion of the
encrypted data is compromised, recovering the original image
becomes virtually impossible. The reverse operation will occur
during the decryption process. Specifically, the decryption process
will include reversing the order of operations that were utilized
during the encryption process. That is, the chaotic sequence(s) that
was/were created from the Genesio-Tesi hyper-chaotic map will
need to be recreated; then decode the DNA representation; apply
an inverse discrete wavelet transform (IDWT); and finally restore
the original RGB channels. The resulting image should be identical
to the original image with no loss of quality. The following are the
steps of our proposed encryption and decryption algorithm:

Encryption Scheme
Step 1: Let P represent an RGB plain image of size M x N x 3,

where Pg, Pg, Pp denote the red, green, and blue channels, respec-
tively:
P = (Pg, Pg, Pg). (24)

Step 2: Color channel separation:
P — {Pg, P, P} (25)
Iterate the Genesio—Tesi Hyper-chaotic map:

Siv1 = f(Si), (26)
Where S; 1 denotes the state vector at time i 4+ 1 and S; respec-
tively. Discard the first 1000 values to remove transient effects.
Generate three chaotic sequences X, X, Xp corresponding to
Pg, PG, Pp.
Step 3: Define an encoding function ¢ using DNA rules:
DNAmatrix = 1/J(P c)~ (27)

Apply encoding separately to each channel diffusing the pixels
with the chaotic sequence via DNA addition BHpna:

D =~ (p(Pe) Bpna (Xc)). (28)

Step 4: Compute the wavelet transformation:
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Algorithm 2 Key Generation and Expansion using Genesio-Tesi,
SHA-512, and BBS

Require: User passphrase P, Genesio-Tesi parameters (a,b,c,d, ¢, f), initial state
(x0,Y0,20)
Ensure: Expanded keystream Kpgs
1: Run the Genesio-Tesi system for T iterations.
2: Discard the first Tj transient iterations.
3: Extract the chaotic sequence x(t).
4: Normalize it to s(t) € [0,1).
5: Quantize
be = [s(t) x 28

to obtain the bitstring B..

6: Compute

H =SHA512(P || B.).
7: Convert the 512-bit digest into the integer seed sg.
8: Select two primes satisfying

p,g=3 (mod4).

9: Compute
N = pq.
10: Initialize the BBS generator

xo = mod(sp, N).
11: forn=1,...,M do

Xpt1 = x% mod N
b, = x, mod 2

12: Group {b, } into bytes to generate Kggs.
13: Use the generated keystream for:

® Measurement matrix ® generation,
e DNA rule selection,
¢ Pixel permutation during diffusion.

W, = DWT(D,). (29)

Step 5: Flatten W, into a vector:

ve = vec(We). (30)

Generate the measurement matrix ® using a random process:

@ € REX(MxN), (31)

Step 6: Compute compressed measurement:

Y., = x v,. (32)

Reshape Y, back into a compressed matrix:

C. = Reshape(Y,, m, n). (33)

Step 7: Generate a permutation matrix E using Blum Blum
Shub pseudo-random sequence:

E = BBSstream- (34)

Apply scrambling;:

Cc = Scramble(C, E). (35)

Step 8: The final encrypted image is:

C = {Cgr,C;,Cp}. (36)
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Decryption Scheme
Let C be an encrypted image represented as a matrix over the
R™*". The reconstruction process is defined as follows:

Step 1: The encrypted and compressed C is received. The mea-
surement matrix @ is regenerated using the same key-dependent
process.

Using Orthogonal Matching Pursuit (OMP), the sparse coeffi-
cient matrix W/ is reconstructed from C such that:

W! = OMP(C,, D). (37)

Step 3: The inverse discrete wavelet transform (IDWT) is ap-
plied to recover the approximated image matrix I':

Il = IDWT(W)). (38)

Step 4: The chaotic sequences encoded in DNA format ¢ (X.)
are mapped back to numerical values using inverse DNA encoding
rules:

Pe =y~ (p(1) Bona ¥(Xe)) - (39)

Step 5: After obtaining the decrypted chaotic sequence values

P. the receiver reconstructs the image by deterministically map-

ping these values back into their original pixel positions in I' with

the aid of the shared key K. The operator () is introduced to denote

this reconstruction procedure, which corresponds to a determinis-

tic sequence-to-image reordering process ensuring recovery of the
correct RGB image.

R. = Q(P., K). (40)

Step 6: The red, green, and blue channels Rr, Rg, Rp are
recombined to form the reconstructed image:

Iﬁnal = Cat(3/ RRI RGI RB) (41)

STATISTICAL ANALYSIS

This section presents a statistical analysis of the proposed scheme.
An encryption scheme that is resistant to statistical attacks is con-
sidered ideal. We have constructed histograms and computed
correlations between neighboring pixels for the original and en-
crypted images; furthermore, we have calculated correlation coef-
ficients for the original and encrypted images to substantiate the
strength of our scheme (Tariq et al. 2020; Waseem and Khan 2018;
Xu et al. 2020b).

Histogram Analysis

The frequency distribution of each color intensity across all pixels
is shown by histograms applied to plain image. For every color
channel, this procedure is repeated, yielding statistical information
about its distribution. Three colors red, green, and blue and 256
intensity levels, ranging from 0 to 255, are used in this study. Itis a
graph of the pixels with different intensity values. The frequency
of data that appears in the data collection is typically represented
by bars. The histogram is drawn along two axes x and y axes. On
the x-axis, there is an event whose frequency must be counted. A
frequency can be found on the y-axis. The varied bar heights rep-
resent the different data occurrence frequencies. For an encrypted
image, the histograms must be uniform. Figures 5-8 represent
layer-wise histograms of plain and enciphered house images. The
distribution of pixels is non-uniform in the histogram of plain im-
age whereas pixels in encrypted image histogram are uniformly
distributed.
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Figure 5 Plain image of Fruits and the corresponding red, green,
and blue channel histograms (a—d); encrypted image of Fruits
and the corresponding red, green, and blue channel histograms
(e-h)

(b) (© (d)
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Figure 6 Plain image of Peppers and correspinding red, green
and blue channel histograms (a-d); Encrypted image of Peppers
and correspinding red, green and blue channel histograms (e-h).

Experimental Setup and Implementation Details

All experiments were performed in the MATLAB R2018a envi-
ronment on a personal computer equipped with an Intel® Core™
i7-7700 CPU @ 2.60 GHz, 16 GB RAM, and Windows 10 (64-bit)
operating system.

The proposed DNA-Chaos-Compressive encryption scheme was
implemented entirely in MATLAB without the use of external tool-
boxes except for standard image processing and signal processing
libraries. For simulation and performance testing, benchmark RGB
test images (e.g., Baboon, Peppers, Airplane) with a resolution of
512 x 512 pixels were used. To validate scalability, additional
experiments were conducted on 256 x 256 and 1024 x 1024 im-
ages. The Genesio-Tesi hyperchaotic map was iterated for 50,000
steps, with the first 1,000 iterations discarded to eliminate tran-
sient behavior. Step size for numerical integration was set to At
=0.001. The generated chaotic sequences were normalized to the
[0, 1) range and used for DNA encoding, permutation, and key
generation. The measurement matrix (®) in the compressive sens-
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Figure 7 Plain image of Baboon and the corresponding red,
green, and blue channel histograms (a—d); encrypted image of
Baboon and the corresponding red, green, and blue channel his-
tograms (e-h)

(®) (h)

(i) () (k) )

Figure 8 (a, e, i) Plain images; (b, f, j) histograms of the plain
images; (c, g, k) encrypted images; and (d, h, 1) histograms of the
encrypted images

ing stage was generated using a Gaussian distribution N(0, 1)
with column normalization, seeded by the SHA-512 — Blum Blum
Shub key stream. A compression ratio () between 0.3 and 0.5 was
employed depending on the test case. The Orthogonal Matching
Pursuit (OMP) algorithm was used for signal reconstruction on
the receiver side, with a sparsity level parameter k = 0.05N. Each
encryption/decryption experiment was repeated 10 times with dif-
ferent initial conditions to evaluate stability across runs. Execution
time, NPCR, UACI, correlation, and entropy values were averaged
to report reliable results. The results presented in Tables 3-6 and
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Figures 9-12 correspond to these experimental parameters.

Correlation Analysis

Pixels are highly correlated in the plain image. The risk of the
attacker breaking the cryptosystem is high, where the relationship
between nearby pixels is associated. In this case, much effort is
required to separate all relationships between adjacent pixels. The
two neighboring pixels in the image are likely to have a high cor-
relation between them and some are said to be slightly correlated.
This is termed as adjacent pixel correlation. Correlation can be
calculated:

poy = COOY) )
Y VR x VA
N
Coolny) = 5 L~ PO - (i~ P(y)) (49

1

~

where P(x) and Q(y) denote the variance of pixel intensity
values respectively. Eq. (42) computes the covariance between
pixel pairs, while Eq. (43) normalizes it to a scale between -1 and
1. A value of ryy close to zero for the encrypted image indicates
that adjacent pixels are uncorrelated, proving strong diffusion and
randomness. The distribution of correlation between the plain and
the enciphered image has been presented in Figs. 9-11, and the
values of correlation for the original and enciphered image have
been presented in Table 3. It can be observed that pixels have a
high correlation in the plain image whereas pixels in enciphered
images are not correlated. From Table 3 it is evident that corre-
lation values for horizontal, vertical, and diagonal pixels of the
encrypted image are reduced than the corresponding original im-
age. These results depict that our proposed encryption scheme
generates cipher images that have no correlation, which proves the
efficiency and security of our scheme. It can be seen from compara-
tive analysis that proposed scheme provides negligible correlation
among neighboring pixels as compared to existing methods (Wen
et al. 2024; Pourasad et al. 2021; Rahul et al. 2023; Luo et al. 2023).

Figure 10 presents the correlation distributions in three dimen-
sions of the original and encrypted Baboon images in three major
directions; vertical, diagonal, and horizontal:

The original images' 3D correlation surfaces reveal strong lin-
ear clustering on the correlation axis in the downward direction,
diagonal direction and horizontal direction (see Figs. 9a, 9b, 9c).
Such dense and aligned clusters reveal a high correlation among
adjacent pixels in an original image, an intrinsic property in unpro-
cessed nature images. This built-in correlation can only be taken
advantage of by attackers unless effectively eliminated by encryp-
tion. Figs. 9d-9f, provide the respective correlation graphs for the
encrypted baboon image vertical, diagonal and horizontal direc-
tions. These plots have a very scattered and random distribution
with no apparent linearity. Such dispersion is indicative that pixel
values within the encrypted image are statistically independent,
effectively erasing spatial correlation and offering strong resistance
against statistical attacks.

The transformation from aligned clusters in (a—c) to dispersed
distributions in (d—f) proves the robustness of the proposed encryp-
tion scheme. It ensures that the encryption has effectively removed
inter-pixel correlation, an absolute necessity for any secure image
encryption scheme.

Figure 11 presents histogram distributions of the Baboon im-
age in RGB channels before (a—) and after encryption (d—f). The
original image has clear peaks and organized distributions in ev-
ery channel, while an encrypted image displays flat and even
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Figure 9 Correlation analysis of adjacent pixels for the flower
image: (a) vertical original, (b) vertical encrypted, (c) horizontal
original, (d) horizontal encrypted, (e) diagonal original, and (f)
diagonal encrypted

histograms suggesting strong randomness. By extending to 3D
histograms, these findings become particularly enlightening. In
the original image, peaked 1D histograms reflect dense 3D RGB
space clusters with strong inter-channel correlations and underly-
ing color patterns. These organized distributions can be leveraged
by statistical and histogram-based attacks. On the other hand,
the encrypted image presents an even scatter of RGB values in
3D space, ascertaining that statistical dependences are eliminated
by the encryption algorithm. This proves robust confusion and
diffusion, making sure that the encrypted image is statistically
independent from the original image. The 3D histogram visualiza-
tion of Figure 11, ensures that the scheme has high entropy, breaks
RGB correlations, and is cryptanalytically resistant.

Information entropy

It provides a measure of randomness in an image. The goal of
encryption is to increase the randomness of the pixel distribution.
In an image with 256 levels of shades ‘8’ is considered as an optimal
value of information entropy. A value closer to the optimal value
shows more randomness in the distribution of the pixel in an
image, which makes it very hard to extract any valuable data from
the enciphered image for an attacker. There is a mathematical
expression for calculating the entropy given by:
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Figure 10 Three-dimensional correlation diagrams of the original
Baboon image in the (a) vertical, (b) diagonal, and (c) horizontal
directions, and the corresponding correlation diagrams of the
encrypted Baboon image in the (d) vertical, (e) diagonal, and (f)
horizontal directions

1 Table 3 Correlation analysis of standard images

Original Encrypted

Image H \% D H \% D

Pepper 0.9635 0.9663 0.9564 -0.0041 -0.0036 0.0023
Baboon 0.9231 0.8660 0.8543 -0.0016 0.0013 -0.0022
Airplane 0.9726 0.9568 0.9343 0.0021 -0.0020 0.0017

House 0.9671 0.9353 0.9126 -0.0040 0.0020 -0.0010
Fruits 0.9726 0.9728 0.9523 0.0013 -0.0025 0.0038
Splash 0.9936 0.9951 0.9894 -0.0008 -0.0015 0.0027
Boat 0.9381 0.9713 0.9222 0.0016 -0.0010 0.0049
oN_q 1
Im)= Y. P(m;)log, (—) (44)
i=0 P(m;)

where P(m;) is the probability of occurrence of the gray level
m;, and N represents the number of bits per pixel (for 8-bit images,
N = 8). The entropy value for the plain image and enciphered
image have been computed and presented in Table 4. The value of
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Figure 11 Histograms of the (a) blue, (b) green, and (c) red chan-
nels of the original Baboon image, and the corresponding his-
tograms of the (d) blue, (e) green, and (f) red channels of the
encrypted Baboon image

entropy achieved by our scheme for the enciphered image is closer
to the optimal value compared to other schemes available in litera-
ture. The value obtained concludes that the suggested technique
has a low risk of information leakage. In the proposed scheme, the
measured entropy values for several benchmark images (e.g., Pep-
per, Baboon, Airplane) range between 7.9991-7.9998, confirming
near-perfect randomness and a uniform pixel distribution.

This performance slightly surpasses that of algebraic SPN-based
Gaussian and quaternion integer models, which typically achieve
H = 7.993-7.997 (Qureshi and Khan 2024b; Alammari et al. 2025).
The improvement is attributed to the Genesio—Tesi hyperchaotic
dynamics that inject nonlinear continuous perturbations across
pixel values, enhanced further by DNA symbolic encoding and
compressive sensing, both of which increase the diffusion capabil-
ity and reduce residual spatial correlation. As a result, the cipher-
text histograms of our model exhibit a perfectly flat distribution,
signifying maximal uncertainty and resistance to entropy-based
and statistical attacks.

Cropped attack

Data loss occurs occasionally during the transmission and storage
of digital images. The purpose of the cropped attack analysis is
to ensure that the technique is resilient against cropping attacks.
During the real-time transmission of enciphered images, cropped
attacks aim at determining the robustness of the algorithm against
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Table 4 Information entropy of standard images

Image Original Encrypted
Baboon 7.7624 7.9997
House 7.0686 7.9991
Fruits 7.6319 7.9998
Peppers 7.6698 7.9998
Airplane  6.6639 7.9998
Splash 7.2428 7.9997
Boat 7.1914 7.9998

noise attacks. Digital images allow for some distortion on the
transmission channel. The encryption technique has great anti-
cropping attack capabilities. Experimental analysis of cropped
attacks is shown in Figure 12. The performed analysis includes
different occlusions of the black image in the encrypted data. The
respective original images reveal the tendency of the encryption
structure to resist the possibility of attacks.

Encryption Quality Analysis (MSE and PSNR)

The Mean Squared Error (MSE) and Peak Signal-to-Noise Ratio
(PSNR) are employed to quantify the visual distortion introduced
by the encryption process. MSE measures the average pixel-wise
discrepancy between the original and encrypted images, whereas
PSNR assesses their relative visual similarity. An effective image
encryption algorithm should produce a high MSE and a low PSNR,
indicating that the encrypted image is significantly different from
the original image and reveals minimal perceptual information.

Table 5 Image encryption quality analysis of the proposed
algorithm.

Mean Squared Peak Signal-to-Noise

Image Error (MSE) Ratio (PSNR, dB)
Pepper 10125.3344 8.0767
Fruits 8640.2351 8.7655
Airplane 9567.3321 8.3228
Baboon 10452.8712 7.9384
Cameraman 8893.4501 8.6401

Table 5 reports the encryption quality of the proposed algorithm
using MSE and PSNR between the original and encrypted images.
The high MSE values (8640.2351-10452.8712) and low PSNR values
(7.9384-8.7655 dB) indicate substantial visual distortion and negli-
gible similarity between the plaintext and ciphertext images. These
results confirm that the proposed encryption scheme effectively
obscures the original image content, thereby providing strong per-
ceptual security and resisting visual information leakage.

Differential attack

This attack is highly influenced by the attacker. In this technique,
the attacker selects many original images and modifies them by
modifying just one bit of the image. After that, a cryptosystem is
used to encrypt two input images, and a difference is identified.
With a negligible change in the input image, different encipher
images should be produced by the system. To avoid the differential
attack, two measures called NPCR and UACI are utilized. The
mathematical expression for NPCR is given as follows:
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Figure 12 Encrypted images and the corresponding decrypted
images after data-loss attacks. Panels (a)—(c) show encrypted
images with 1/2,1/4, and 1/8 obstructions, respectively, while
panels (d)—(f) present the corresponding decrypted images. Pan-
els (g)—(i) illustrate encrypted images with 1/4,1/16, and 1/64
obstructions, respectively, and panels (j)—(I) show the correspond-
ing decrypted images

YD, j) .
NPCR = “WxH X 100% (45)
where W and Hj denote the image width and height, respec-

tively. The binary indicator D’ (m, 1) is defined as:

0, ifCy1(i,j) = Ca(i,j)

1 i G (i, f) # Coli,f)
Let I, and I, represent the encrypted images obtained from a
plain image, then UACI is obtained as:

D(i,j) = (46)

1 [Lee (m, n) — I (m,n)]
W1 X H1 255

mn

UACI = x 100%.  (47)
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Table 6 UACI and NPCR results for standard images.

Image UACI (%) NPCR (%) Observations

Baboon 33.34 99.66 High NPCR, demonstrating strong robust-
ness against differential attacks.

House 33.29 98.97 Slightly lower NPCR, indicating minor vari-
ations in the diffusion process.

Fruits 33.35 99.80 Excellent encryption performance with a
near-optimal NPCR value.

Peppers 33.41 99.57 High UACI and NPCR values, indicating
good resistance to plaintext modifications.

Airplane 33.44 99.88 Highest NPCR value, indicating excellent

pixel-change propagation.

The results of UACI and NPCR measures have been presented
in Table 6. The depicted values reveal that the proposed technique
produces ciphers that satisfy the standard values of NPCR and
UACI. Hence the approach offered is resistant against differential
attacks.

To verify the resistance of the encryption framework to differ-
ential attacks, the Number of Pixels Change Rate (NPCR) and
Unified Average Changing Intensity (UACI) were evaluated over
ten independent encryption runs, each initialized with slightly
different chaotic conditions. The averaged results across ten tri-
als for different images are summarized in Table 6. For all test
cases, the NPCR values remained around 99.61-99.64% and UACI
around 33.44-33.49%, with standard deviations below 0.05%, indi-
cating that the encryption process consistently achieves optimal
diffusion performance. This stability confirms that the hybrid
DNA-Genesio-Tesi-compressive scheme is resilient to differential
attacks and produces statistically uniform responses across multi-
ple key perturbations. In contrast, algebraic SPN models based on
Gaussian or Quaternion integer residues typically exhibit larger
deviations (up to £0.10%) due to structural dependencies in their
substitution layers.

Computational Complexity and Operational Overhead

Computational complexity and operational overhead evaluate the
efficiency and practical feasibility of an image encryption algo-
rithm. Computational complexity measures the growth of compu-
tational cost with image size, whereas operational overhead reflects
the actual execution time and memory consumption during imple-
mentation. For an image of size M x N, each stage of the proposed
algorithm, including DWT, compressed sensing, chaotic sequence
generation, and DNA diffusion, performs a single traversal of the
image data. Therefore, the overall computational complexity is
linear Opora1= O(MN). The operational overhead is assessed in
terms of execution latency and peak memory usage. Table 7 sum-
marizes the execution time of each processing stage along with
the total latency and memory consumption, demonstrating the
computational efficiency of the proposed encryption scheme.

Note that the sub-millisecond execution latency observed in the
DNA encoding and diffusion stage is achieved by implementing
the biological operations entirely through vectorized bitwise logic
(bitxor, bitshift) within MATLAB, R2018a, completely bypassing
high-overhead ASCII string conversions.

Quantitative Robustness and Error-Correction Performance

To validate the framework's resilience against non-ideal channel
conditions, a systematic robustness evaluation was performed. We
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Table 7 Computational complexity and operational overhead
analysis

Preproc. CS Chaos DNA Latency Ram
Image &DWT (s) (s) (s) (s) (s) (MB)

Baboon (512x512)  0.02146
Peppers (512x512)  0.02156
House (256 x256) 0.01160
Fruits (512x512) 0.03313

0.01424 0.00079 0.00090 0.03852 5.17
0.01126 0.00046 0.00040 0.03440 5.17
0.01352 0.00133 0.00119 0.03099 1.29
0.01704 0.00036 0.00036 0.05138 5.17

Table 8 Reconstruction fidelity under salt-and-pepper noise

Noise
Image Density MSE PSNR SSIM
0.01 49.65 31.17 0.9342
. 0.05 58.76 30.44 0.9268
Fruits
0.10 78.45 29.19 0.9140
0.20 170.80 25.81 0.8593
0.01 25.90 34.00 0.8873
0.05 31.04 33.21 0.8824
House
0.10 49.49 31.19 0.8711
0.20 137.09 26.76 0.8161
0.01 22.47 34.61 0.9631
0.05 30.71 33.26 0.9571
Peppers
0.10 48.84 31.24 0.9469
0.20 131.08 26.96 0.8938

Table 9 Reconstruction fidelity under data cropping (occlu-
sion).

Occlusion
Image Area MSE PSNR SSIM
1/16 301.55 23.34 0.8942
. 1/8 605.38 20.31 0.8596
Fruits
1/4 1324.65 16.91 0.8128
1/2 2477.85 14.19 0.7196
1/16 200.62 25.11 0.8719
1/8 355.40 22.62 0.8598
House
1/4 735.51 19.46 0.8142
1/2 1818.78 15.53 0.7056
1/16 183.49 25.49 0.9179
1/8 340.25 22.81 0.8809
Peppers
1/4 637.35 20.09 0.8223
1/2 1459.90 16.49 0.6983

subjected the proposed scheme to two primary attack vectors: im-
pulsive salt-and-pepper noise and localized spatial occlusion (crop-
ping). Robustness is quantitatively measured via Mean Squared
Error (MSE), Peak Signal-to-Noise Ratio (PSNR), and Structural
Similarity (SS5IM). Tests were conducted across three diverse bench-
mark images, including Fruits, House, and Pepper, to ensure al-
gorithmic generalization across varying spatial textures and edge
densities. The results are summarized in Table 8 and Table 9.

The data demonstrates that the integration of the /;-norm min-
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imization solver during Orthogonal Matching Pursuit (OMP) re-
construction provides an intrinsic self-healing capability. Under
impulse noise (Table 8), the decoder effectively treats outliers as
channel anomalies, preserving an (SSIM) of > 0.81 even at high
corruption densities. In the case of data occlusion (Table 9), the
global distribution of information via the measurement matrix pre-
vents the catastrophic spatial data voids characteristic of traditional
block-based ciphers. Instead, the framework exhibits graceful se-
mantic degradation, maintaining high visual intelligibility (SSIM
> 0.69) even when 50 percent of the ciphertext is discarded. This
quantitative profile confirms the framework’s suitability for re-
liable data transmission over lossy and bandwidth-constrained
multimedia channels

NIST Randomness Test

The NIST randomness test suite is widely recognized as the most
established and universally accepted method for testing sequences
generated through cryptographic algorithms to ensure that they
exhibit characteristics typically associated with true random num-
ber generation. The tests are specifically designed to determine
whether an encryption scheme’s output demonstrates characteris-
tics similar to those of a truly random number generator in order
to protect confidentially, prevent statistical attacks, and provide
sufficient cryptographic strength. A sequence that is randomly
generated will be unrecognizable from one sample to another.
Therefore, it will lack obvious patterns, correlation, or predictabil-
ity based upon either the input into the sequence or a window of
observation. The NIST randomness test suite consists of multiple
tests. Each test is designed to examine different aspects of random-
ness such as frequency balance, pattern repetition, entropy, linear
dependence, and excursion behavior. Due to their importance
these tests are essential for ensuring that the encryption algorithm
provides both good confusion (the mapping of keys to ciphertexts),
and good diffusion (the spreading of the impact of a given plain-
text throughout the entire ciphertext). In accordance with NIST's
statistical requirements, a string is considered to pass a test when
the p value calculated using the NIST statistical methods is equal to
or greater than 0.01. The threshold represents that there can be no
statistically significant difference between the provided series and
a completely random series; hence, a lack of randomness can never
be ruled out. In order to assess the robustness of the proposed
image encryption algorithm, we utilized a large portion of the tests
from the NIST test suite on the encrypted fruit image. Each RGB
channel was tested independently. Separating the images into their
respective RGB channels and testing each channel individually will
ensure that the randomness is evenly distributed across the full
spectrum of the image rather than being limited to just a portion.
As illustrated in Table 10, the results indicate that the encrypted
image passed all randomness tests in each channel. Therefore, the
high degree of statistical unpredictability demonstrated by this
result supports the conclusion that the encryption algorithm pro-
duces an output equivalent to a sequence of randomly generated
binary digits - a requirement for resisting statistical, differential,
and entropy-based cryptanalysis. These findings establish that the
above proposed method provides reliable, consistent, and effective
means of protecting sensitive data streams within intelligent com-
puting environments which rely heavily upon both randomness
and unpredictability.

Key Space Analysis

To resist modern exhaustive brute-force attacks, the European
Network of Excellence in Cryptology (ECRYPT) and National In-
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Table 10 NIST statistical test results for the encrypted Fruits image.

Analysis Parameter R G B Status
Frequency - 0.0053 0.6352 0.7043 v
Block Frequency - 0.0804 0.0602 0.7430 v
Runs - 0.3397 0.9021 0.6563 v
Longest Run of Ones - 0.0357 0.0357 0.0357 v
Rank - 0.2919 0.2919 0.2919 v
Spectral DFT - 0.3839 0.3591 0.2457 v
Non-overlapping Template - 0.8599 0.8599 0.8599 v
Overlapping Template - 0.8598 0.8598 0.8598 v
Universal - 0.9963 0.9970 0.9970 v
Approximate Entropy - 0.0549 0.0367 0.3265 v
Cumulative Sums (Forward) - 0.0300 0.2973 0.2243 v
Cumulative Sums (Reverse) - 0.7750 0.8019 0.3902 v
Y=—4 0.3132 0.0197 0.0439 v
Y=-3 0.2560 0.0036 0.0017 v
Y=-2 0.8854 0.7064 0.2831 v
Random Excursions Y=-1 0.9674 0.0010 0.8043 v
Y=1 0.8233 0.3561 0.5455 v
Y=2 0.8629 0.5402 0.9710 v
Y=3 0.3124 0.6601 0.0260 v
Y =4 0.5064 0.6507 0.6719 v
Y=-4 0.2711 0.1649 0.6434 v
=-3 0.3348 0.1806 0.9031 v
=-2 0.5335 0.1354 0.7533 v
Random Excursions Variant =1 0-9141 0.0207 08917 v
Y=1 0.3882 0.0785 0.5862 v
Y =2 0.0618 0.3070 0.6373 v
Y=3 0.7723 0.2012 0.2234 v
Y=4 0.6247 0.2800 0.1985 v

stitute of Standards and Technology (NIST) mandate that a se-
cure cryptosystem must possess a minimum effective key space
of K > 2128, The secret key of the proposed framework consists of
three decoupled entities: the chaotic initial conditions, the crypto-
graphic hash passphrase, and the Blum Blum Shub (BBS) initial-
ization parameters.

Chaotic Component Entropy

The Genesio-Tesi hyper-chaotic system is governed by three initial
states (xo,Yo,20) and three system parameters (a, b, ¢). Under
the IEEE 754 double-precision floating-point standard, the 52-bit
binary mantissa provides a computational fluctuation precision of
10~15
Therefore, the chaotic key space is derived as:

252

yielding an effective binary state space of per variable.

Kehaos = ﬁ (252> _ <252>6 _ 32

i=1

(48)

Cryptographic Hash Passphrase (Kspa)

The primary user master key is passed through the SHA-512 hash-
ing algorithm to generate the static system seed, contributing a
standard structural bit-space of:

Kspa = 2512

(49)
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BBS Generator Seed (Kgps)

The Blum integers M = p X g and the initial coprime seed s used
to construct the permutation matrix E are instantiated via a 64-byte
(512-bit) space:

— 512

Kpgs (50)

Total Effective Key Space (Kroar) : Since these three sub-keys are
generated and updated independently inside the pipeline, the total
aggregate key space is the Cartesian product of the sub-spaces:

Kiotal = Kchaos X KsHa X Kpps (61)

_ 9312 | 9512 | 5512 _ 51336 (52)

Comparing this against the safe cryptographic threshold
(213% > 2128) | the proposed framework possesses an exorbitant
security margin, rendering exhaustive brute-force key search math-
ematically impossible.

Ktotal

Resistance to Related-Key and Chosen-Plaintext Attacks

A large key space offers no protection if the system exhibits high
key correlation or plaintext-agnostic keying. The framework
thwarts these two specific attack vectors via the following mecha-
nisms:
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Related-Key Attack (RKA) Immunity: The Genesio—Tesi system ex-
hibits a positive maximal Lyapunov exponent. If an attacker tests a
“related key” modified by the single smallest possible floating-point
increment (A = 1071%), the generated keystreams Xg, X, Xp di-
verge into an entirely uncorrelated trajectory within N ~ 35 it-
erations. Consequently, the cross-correlation coefficient between
ciphers generated by two closely related keys approaches zero
(p ~ 0.0001).

Chosen-Plaintext Attack (CPA) Immunity: In a standard CPA, the
attacker feeds a trivial image (e.g., all black pixels) into the cipher
to isolate the static keystream. In our framework, the plain image
dimensions and its SHA-512 hash act as the dynamic perturbator
for the BBS seed matrix E. Therefore, encrypting two plain texts
that differ by only a single pixel results in two fundamentally differ-
ent Compressive Sensing measurement matrices ® and scrambling
matrices E. This is quantitatively supported by our differential
analysis, which records many Changing Pixel Rate (NPCR) of
> 99.60% and a Unified Average Changing Intensity (UACI) of
> 33.46%, strictly satisfying the theoretical passing benchmarks
for chosen-plaintext sensitivity.

Reconstruction algorithm and performance analysis: At the re-
ceiving end, image reconstruction is performed using the Orthogo-
nal Matching Pursuit (OMP) algorithm, a widely used approach
for recovering sparse matrix E are instantiated via a 64-byte (512-
bit) space: From compressive measurements. To evaluate recon-
struction performance, we analyze the Peak Signal-to-Noise Ratio
(PSNR) across different compression ratios. Our experimental
results indicate that:

e For a compression ratio of 50%, PSNR is around 34 dB, ensur-
ing high visual quality.

¢ Even at a compression ratio of 30%, the reconstructed image
retains structural integrity, with an SSIM above 0.85.

¢ A trade-off exists between compression ratio and reconstruc-
tion quality, but our approach balances efficiency and security
effectively.

Cryptanalytic Attacks

The security of the proposed DNA-chaos—-compressive image
encryption scheme is evaluated against several classical and
advanced cryptanalytic attacks, including statistical, differen-
tial, brute-force, and chosen-plaintext attacks. Each layer of
the system—Genesio—Tesi hyperchaotic dynamics, SHA-512/BBS
key expansion, DNA-based encoding, and compressive sensing—
collectively ensures nonlinearity, key sensitivity, and data unpre-
dictability. The Genesio—Tesi hyperchaotic map exhibits strong
parameter sensitivity; even minimal perturbations (Axy, Ayg ~
10~8) cause significant divergence in generated sequences, leading
to nearly 99.6% NPCR and 33.4% UACI variation in encrypted
images, confirming its robustness against chosen-plaintext and
key sensitivity attacks. The following quantitative and structural
properties support its robustness:

¢ Resistance to Statistical Attacks: The encrypted images ex-
hibit an average entropy of 7.9998 bits per pixel, close to the
theoretical ideal of 8. Histogram analysis shows uniform gray-
level distribution, while the correlation coefficients between
adjacent pixels (horizontal, vertical, and diagonal) are all near
zero (11| < 0.001).These results indicate the ciphertext reveals
no statistical trace of the original image structure. In com-
parison, algebraic SPN schemes over Gaussian and Quater-
nion integer rings report entropy between 7.996-7.999 and
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correlations of 0.002-0.006 (Alammari et al. 2025; Sajjad and
Algwaifly 2025; Sajjad et al. 2025), showing that our method
achieves superior statistical diffusion.

* Resistance to Differential Attacks: Differential attacks evalu-
ate how slight changes in the plaintext propagate through the
encryption process. For a single-bit change in the input im-
age, the Number of Pixels Change Rate (NPCR) and Unified
Average Changing Intensity (UACI) were computed using Eq.
11 and Eq 12. Averaged over ten runs, the proposed method
achieved NPCR = 99.624 + 0.033 % and UACI = 33.422 &+
0.051 %, both very close to the ideal theoretical values (99.609
% and 33.463 % respectively). The low standard deviations
confirm diffusion stability and consistent avalanche effect.

¢ Resistance to Brute-force and Key-related Attacks: The ef-
fective key length combines the 512-bit SHA-512 digest with
dynamic chaotic initial conditions (>128 bits equivalent preci-
sion). The total key space exceeds 2%47, far beyond the com-
putational capacity of exhaustive search. Even with high-
performance GPUs performing 10'trials/sec, the expected
brute-force time exceeds 10112years. Furthermore, the SHA-
512 — BBS key expansion ensures that any small change in
the passphrase or chaotic seed alters the full keystream (key
sensitivity > 99.99 % measured by bit-flip ratio), eliminating
weak-key or near-key vulnerabilities.

¢ Resistance to Chosen-plaintext and Known-plaintext At-
tacks: The compressive-sensing stage converts the image into
a low-dimensional measurement vector y = ®x, effectively
mixing and reducing the information space. Since ®is regen-
erated from key-dependent random seeds and normalized
Gaussian entries, each encryption produces a statistically in-
dependent measurement space even for similar plaintexts.
Moreover, DNA encoding applied to chaotic streams—not
directly to pixels—ensures nonlinear mapping between input
intensities and cipher outputs. As a result, two closely related
plaintexts yield entirely uncorrelated ciphertexts, blocking
chosen-plaintext and differential cryptanalysis. The mean ci-
phertext correlation between two 1-bit-different plaintexts is
measured as p = 0.00047, confirming near-total decorrelation.

* Resistance to Cropping and Noise Attacks: Due to the
compressive-sensing reconstruction mechanism, even when
25 %, 50 %, and 75 % of encrypted regions are occluded,
the pixel-recovery rates (PRR) remain 97.82 %, 94.16 %, and
90.43 % respectively. This confirms resilience to channel dam-
age and partial-data attacks. The layered combination of
hyperchaotic diffusion, SHA-512/BBS key expansion, DNA-
based nonlinear substitution, and compressive measurement
reduction provides an interlocking defense structure. Each
component contributes to entropy, diffusion, and key-space
amplification, resulting in a scheme that is provably secure
against classical, differential, and chosen-plaintext attacks un-
der current computational constraints (see Table 11).

COMPARATIVE ANALYSIS AND DISCUSSION

The comparative analysis of the proposed approach with existing
mechanisms, represented by Table 12, computes major security
metrics such as the correlation coefficients (H, V, D), entropy,
UACI, and NPCR. The results demonstrate the strength and excel-
lence of the proposed approach compared to other contemporary
encryption frameworks. A fundamental requirement of a strong
encryption scheme is to shatter the correlation between adjacent
pixels. In our proposed approach, the correlation coefficients across
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Table 11 Detailed security analysis of the proposed algorithm
against cryptanalytic attacks.

Table 12 Comparative analysis of the proposed scheme with
existing encryption techniques.

Attack Type ~ Measure Value Ideal Resistance

Statistical Entropy 7.9998 8.0000 Excellent
(bits/pixel)

Statistical Adjacent pixel < 0.001 0 Excellent
corr.

Differential NPCR (%) 99.624 +0.033 99.609 Excellent

Differential UACI (%) 33.422 £0.051 33.463 Excellent

Key Sensitivity Bit-flip ratio 99.99 — Excellent
(%)

Chosen- Cipher 0.0047 ~0 Excellent

plaintext correlation

the horizontal (H), vertical (V), and diagonal (D) directions are
0.0005, -0.0017, and 0.0020, respectively, which are exceptionally
close to zero. This signifies a complete destruction of the statistical
relationships between neighboring pixels to a very large degree.
Compared to alternative frameworks like those of Akkasaligar and
Biradar (2020) (H = 0.001, V = 0.021, D = 0.0187) and Tamang
et al. (2021) (H = 0.008, V = 0.007, D = 0.0066), which exhibit
larger measures of correlation and weaker decorrelation properties,
our proposed cipher shows highly superior resistance to statistical
attacks.

Entropy measures the randomness of an image, with an ideal
theoretical value of 8 for a 256-gray-level image. The proposed
approach achieves an entropy value of 7.9998, which is remarkably
close to this theoretical maximum. This indicates that the proposed
method yields highly random ciphertext images with negligible
structural redundancy, effectively thwarting entropy-based attacks.
Conversely, other techniques such as those by Gopalakrishnan and
Ramakrishnan (2019) (7.9960), Tamang et al. (2021) (7.9961), and
Chidambaram et al. (2019) (7.9977) report slightly lower entropy
values, indicating higher residual redundancy. The near-optimal
entropy value of our scheme underscores the high level of security
it introduces.

The UACI metric evaluates the rate of intensity change between
two encrypted images resulting from a minimal change in the
plaintext. A higher UACI value implies robust resistance against
differential attacks, ensuring that minor modifications in the plain-
text produce significant, widespread alterations in the ciphertext.
Our scheme achieves a UACI value of 33.43%, outperforming the
method by Akkasaligar and Biradar (2020) (33.29%) and perform-
ing competitively alongside the frameworks of Cheng et al. (2020)
(33.64%) and Tamang et al. (2021) (33.79%). This tier of UACI
confirms that our algorithm induces substantial pixel intensity
variations, maximizing ciphertext protection.

Similarly, the NPCR value quantifies the percentage of altered
pixels when a single-bit modification is made to the plaintext im-
age. An elevated NPCR value—ideally reaching 100%—signifies
an extensive diffusion effect. The proposed architecture estab-
lishes an NPCR value of 99.60%, which remains highly competitive
with the results reported by Gopalakrishnan and Ramakrishnan
(2019) (99.61%), Tamang et al. (2021) (99.68%), and Huang et al.
(2014b) (99.79%). While the method of Akkasaligar and Biradar
(2020) (99.87%) presents a slightly higher value, our outcome rests
securely within the optimal bounds required to defend against
differential cryptanalysis.

The comparative data in Table 12 clearly demonstrates that our
approach excels across all primary security indices. The near-zero
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Method Correlation Entropy ~UACI  NPCR
H v D

Proposed 00005  -0.0017 00020  7.9998 33.43 99.60
[21] 00010 00210  0.0187 - 33.29 99.87
[22] 00020 00030  -0.0141  7.9960 33.51 99.61
23] 00080 00070 00066  7.9961 33.79 99.68
[24] 00040 00020 00033 79977 3347 99.68
[25] 00010 00080  -0.0002  7.9970 33.48 99.61
126] 00070 00090  -0.0160  7.9981 33.64 99.65
[27] 00030 0009 00058  7.9965 3348 99.79
[28] 00010 00010  -0.0015 - 3341 99.60
[30] 00040  -00040  0.0163 - - -

39] 00060 00030 00020  7.9967 - 99.60
[41] - - - 7.9986 - 99.62
[42] - - - - 33.12 99.75
[47] 00098  -00572  -0.0238  7.9993 31.00 99.61
48] 00185  -0.0462  -0.0059  7.9974 3373 99.61

correlation metrics confirm the complete eradication of statistical
dependencies, drastically minimizing vulnerability to frequency-
related exploits, while the exceptionally high entropy and resilient
UACI/NPCR indicators validate its security profile for real-time
practical deployments. In addition to its advanced security pro-
file, the proposed cipher retains an optimal trade-off between
cryptographic strength and computational complexity, making
it exceptionally well-suited for high-speed communication sys-
tems. Taken together, these experimental evaluations confirm that
our approach not only intensifies image encryption security but
also provides robust protection against sophisticated statistical
and differential cryptanalytic threats, rendering it a highly reliable
solution for secure digital communications.

CONCLUSION

In conclusion, this study has developed a new hybrid image en-
cryption technique based on DNA coding, compressive sensing
and the Genesio—Tesi hyperchaotic system in order to provide both
high level of security as well as high performance. Since unlike
the typical methods using DNA coding and SPNs for image en-
cryption, which are mainly based on pixel and algebraic structures
respectively, the proposed method uses DNA coding for chaotic se-
quence which provides better diffusion and confusion but with less
redundancy. By quantitative analysis we show that the proposed
method is highly resistant to attacks since the average information
entropy values of the encrypted images reach almost the highest
value (i.e., ~7.9998), which means the images are nearly completely
random; the correlation coefficients between two adjacent pixels
are almost zero, which means there is no relationship between
them; and the NPCR/UACI values of the proposed method are
around 99.6%/33.4%, which indicates that it resists against differ-
ential attack. Also, our method exhibits high quality decrypted
images with PSNR greater than 32dB and SSIM greater than 0.92
when the compression ratio is reasonable, and therefore it can be
used in practice for secure transmitting images in real time. From
comparison with other algebraic SPN models, it can be seen that
although algebraic SPN models can provide confusion-diffusion
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balance using structured residue ring arithmetic, they cannot per-
form compression adaptability and have relatively higher com-
putational load. Compared with the above mentioned algebraic
SPN models, the proposed DNA-chaos-compressive model can get
similar or even better security indicators at the same time reduce
the cipher text size by up to 50%.

Therefore, this advantage is very important especially for big-
size multimedia systems and IoT applications. However, like all
techniques, there are still some disadvantages. During the de-
coding process, the Orthogonal Matching Pursuit algorithm will
introduce some additional computational complexity. At the same
time, different parameters settings of the hyperchaotic system will
affect its convergence speed. Therefore, how to optimize these
parameters settings should be one of next steps. For example, by
applying adaptive compressive sensing technology to improve
the efficiency of reconstructing the original images and designing
parallel algorithms to accelerate the solving process of the OMP
solver. Another potential area for improvement includes utilizing
deep learning technologies to develop an intelligent decoding strat-
egy. To further strengthen the structure of the proposed model, we
could integrate algebraic SPN modules into complex integer ring
spaces (e.g., Gaussian ring, Quaternion ring, Eisenstein ring) so as
to obtain algebraic-hyperchaotic hybrid models with algebraically
structured security mechanisms and temporally continuous chaos
characteristics. The long-term development direction of this project
also includes studying the feasibility of integrating QKD technol-
ogy into our model to make it more post-quantum secure and
implementing our model onto FPGAs to evaluate whether it can
meet the requirements of real-time processing in various applica-
tions including embedded systems and medical image processing.
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ABSTRACT This paper analyzes the nonlinear dynamics and synchronization characteristics of a four-dimensional hyperchaotic
model for macro-financial systems based on financing tension, investment demand, production cost, and profit margin. Using techniques
like Lyapunov exponents, Kaplan—Yorke dimension, bifurcation analysis, Poincaré sections, permutation entropy, and the 0—1 test for
chaos, a thorough method of evaluating chaos is used. These techniques aid in determining the intrinsic complexity of the model and
confirm the existence of hyperchaotic behaviour, which expands in multiple directions in the phase space. Regardless of initial conditions,
a global synchronization technique is developed that guarantees stability within a predetermined time frame. This method manages
high-dimensional instability under realistic safety standards using a logarithmic barrier Lyapunov function and predefined performance
functions. The controller ensures that synchronization errors stay within predetermined bounds that fluctuate over time and reach zero
within a given time frame. This method’s stability is verified by a thorough Lyapunov analysis, and analytical techniques also demonstrate
its ability to resist to bounded external disturbances. A sample macro-financial stress scenario using consolidated industrial financial
indicators is included to demonstrate practical relevance. This makes it possible to examine the consistency between observed economic
fluctuations and simulated nonlinear volatility qualitatively. The suggested control framework’s robustness, strict constraint compliance,
and quick convergence are confirmed by numerical simulations.The results provide a mathematically supported method for limited
stabilization of hyperchaotic macrofinancial dynamics as well as a systematic approach for risk containment and performance guaranteed

KEYWORDS
Financial system
Barrier function
Hyperchaotic sys-
tems
Synchronization
Lyapunov expo-
nent

synchronization in complex nonlinear economic systems.

INTRODUCTION

In recent times, the world’s financial systems have changed from
fairly deterministic systems to very inter-connected, non-linear sys-
tems that show complicated dynamical behaviour. It is observed
that a small change in a local factor which may be a change in what
consumers are thinking or a slight movement in Minor differences
in monetary policies and market psychology can quickly spread
through inter-connected economic sectors, giving rise to non-linear
fluctuations. Also what we are seeing is the “sensitiveness to initial
conditions” which is a mark of chaotic action which in turn leaves
long term prediction almost out of the question. While the general
application of ordinary chaos theory in economics, more recent
research has revealed the existence of a more complex phenomena
called hyperchaos. Unlike predictable chaos which is characterized
by a single positive Lyapunov exponent hyperchaos is identified
by the existence of at least two positive Lyapunov exponents. If
we look at a four—dimensional economic system with variables
such as interest rate (x1), investment demand (x,), price index (x3),
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and profit margin (x4), the behaviour becomes quite difficult to
describe in simple terms. The system does not change in a single
predictable pattern. Instead, it moves in different directions in
phase space at the same time. Ideas from nonlinear dynamics have
already been well developed in physics and engineering, and later
these ideas were extended to economics (Strogatz 1994; Alligood,
K. T. et al. 1996; Sprott 2003).

On the other hand, the trajectories of hyperchaotic systems
expand simultaneously in several directions inside the phase space
instead of along a single unstable route (Letellier, C. and Rossler
2007). Something that is clear from these systems is that the system
as a whole is not always under the control of a single variable Even
if one part behaves regularly, the others may still diverge. Further
analysis of the phase portraits is carried out to study the qualitative
nature of the attractor. These give a rough idea of how trajectories
behave in phase space. By examining them it becomes essay to
see how different variables interact. Sometimes these plots show
patterns that are not obvious from numerical data.To be able to
see how the system changes when parameters change we employ
bifurcation diagrams. These are useful help to the areas where
the system shows chaotic or hyperchaotic motion instead of stable
behaviour.
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The main reason are help to see visual representation of these
changes.We also look at phase portraits. This shows the behaviour
of trajectories in phase space. Studying them makes it simpler to
understand how various variables behave. Sometimes these plots
show patterns that are not obvious from numerical data. In addi-
tion, Poincaré maps are employed to convert continuous systems
into discrete ones. Periodic behaviour and at times fractal-like
structures can be identified at this stage. To get a quantitative mea-
sure of complexity, we also consider Kolmogorov—-Sinai entropy:.
This provides an estimate of the rate at which unpredictability
related information about the system is lost over time. In our view,
the interaction between economic variables plays an important
role in the emergence of such complex behaviour. This is one of the
reasons why a combined analytical and graphical approach is used
in this work. At last, systems such as the Chen system and the
a-system (Chen, G. and Ueta 1999; Lu and Chen 2002), have previ-
ously been examined in previous literature. These models serve as
a useful reference when analysing more complicated systems.

The Challenge of Economic Synchronization

One of the main goals of economic governance is synchronization
Pecora, L. M. and Carroll (1990), which is the process of making
a "master" system (like a national economic benchmark or policy
target) follow a "slave" system (like a regional market or an individ-
ual economic sector). The synchronization error e(t) = y(t) — x(f)
should ideally decay quickly to zero. However, it is especially dif-
ficult to achieve synchronization in hyperchaotic systems. Because
they can produce significant transient errors or overshoots, conven-
tional linear control strategies frequently prove insufficient. Even
though these techniques might ensure asymptotic stability, such
brief deviations could Several control strategies, such as sampled-
data control and adaptive synchronization techniques, have been
proposed for chaotic systems in order to overcome these difficulties
(Yang, T. and Chua 2001; Wang, J. et al. 2018). More generally, syn-
chronization is a basic phenomenon found in complex networks
and nonlinear dynamical systems have detrimental short-term eco-
nomic effects. (Pikovsky, A. et al. 2001; Wang, X. and Chen 2009;
Khan, A. et al. 2018). The following is a summary of this work’s
primary contributions:

¢ The coupled dynamics of financing pressure, investment de-
mand, production costs, and profit margin deviations are cap-
tured by a nonlinear 4D macro financial model that displays
hyperchaotic behaviour.

¢ Comprehensive chaos diagnostics including Lyapunov spec-
trum, Kaplan—Yorke dimension, bifurcation analysis, Poincaré
sections, permutation entropy, and 0-1 chaos test are provided
to characterize systemic instability.

¢ A global fixed-time barrier-function-based synchronization
framework is developed to enforce predefined macro-
prudential constraints while guaranteeing convergence inde-
pendent of initial conditions.Barrier Lyapunov function based
control has been widely used to enforce state constraints in
nonlinear systems Zhang, H. and Wang (2014); Chen, M. and
Ge (2017). Finite-time and fixed-time stabilization methods
have attracted significant attention due to their fast conver-
gence properties Sun, J. et al. (2009); Polyakov (2012); Wang
(2020).

* Robustness against bounded disturbances is established ana-
lytically.

¢ A case study based on industrial financial indicators illustrates
the applicability of the proposed framework for constrained
stabilization of nonlinear economic volatility.
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Most existing synchronization studies on hyperchaotic sys-
tems primarily emphasize asymptotic or finite-time convergence,
while paying limited attention to transient safety and practical con-
straints. In this work, a global fixed-time constrained synchroniza-
tion framework is developed by integrating a logarithmic Barrier
Lyapunov Function with predefined performance functions. The
control scheme presented herein ensures fixed time synchroniza-
tion while keeping the synchronization errors inside prescribed
transient performance limits for the entire period of evolution Fur-
thermore, the proposed control strategy ensures robustness in the
presence of bounded external disturbances. In comparison with
conventional fixed-time or barrier Lyapunov function (BLF)-based
approaches, it not only guarantees fixed-time convergence but also
enforces system constraints more effectively while enhancing over-
all robustness. These features make the controller a more practical
and reliable option for stabilizing hyperchaotic macro-financial
systems.

Empirical Context: The Case of Tata Motors (Q2 2025)

The financial performance metrics provided by Tata Motors Passen-
ger Vehicles Group (Q2 2025) have been selected as an illustrative
example for the application of the synchronization strategy pro-
posed herein.The Q2 2025 financials show that merged revenue
was 72,349 Rs. Cr. and finance costs were 692 Rs. Cr. Despite
these massive operating sizes, the EBIT Margin fell to a negative
position of (6.8)%.

Large economic shocks might lead to sizable discrepancies be-
tween the benchmark master system and the slave system being
regulated. Traditional synchronization strategies could result in
large transient overshoots when trying to correct such discrep-
ancies, which would be impractical under macroeconomic and
financial safety conditions. However, in the absence of appropri-
ate limits, such corrective actions may lead to larger transitory
deviations, and the margin may finally drop below roughly 15%
before rebounding. This brief violation of macro-prudential limits
could lead to failure, which would make it more difficult for the
controller to achieve its future objective.

The Proposed Solution: Barrier Function Based Control

We suggest a Barrier-Function-Based (BFB) control method to
lower these risks. This technique integrates safety constraints
directly into the Lyapunov stability framework in contrast to tradi-
tional methods that only concentrate on convergence. Specifically
a logarithmic Barrier Lyapunov Function (BLF) is used to officially
define a safe corridor or allowed region for the synchronization
failure. As the synchronization error gets closer to a certain limit
such as a minimum allowable EBIT margin the BLF’s design causes
the control effort to increase unboundedly. As a result the system
state is successfully kept away of dangerous regions guarantee-
ing that crucial limitations are supported throughout the systems
development.

| P?
Vie) = ; 3 In (73.2 - ez> 1

where the macro-prudential boundary is denoted by ¢;. As
long as the initial condition is within the bounds, this guarantees
that the error ¢;(t) satisfies |e;(t)| < P; for all t > 0. This study
provides a thorough theoretical proof of stability using this BLF
and tests the technique by mapping the 4D hyperchaotic model
to the Tata Motors empirical dataset, showing that barrier based
control can achieve synchronization while thoroughly holding
economic comfort.
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SYSTEM MODELING AND EMPIRICAL DATA MAPPING

This section defines the mathematical structure of the 4D hyper-
chaotic economic system and forms a direct correlation between
the hypothetical state variables and the empirical financial data
from the Tata Motors Passenger Vehicles Group Financials for the
quarter ending September 30, 2025.

The 4D Hyperchaotic Master System

The benchmark market dynamics Khan, A. and Alam (2024) are
represented by the master system, governed by the following set
of nonlinear differential equations:

X1 =x5+ (xp—a)x; + x4
5(2:1—}73(2—)(% (2)

X3 = —X1Xp —CX3

Xy = —0.05x1x§ —dxy

where x1, X9, x3, x4 represent the state variables of the economy,
and 4, b, ¢, d are the system parameters that determine the chaotic
regime.

Economic Interpretation of the Nonlinear Dynamics

Important nonlinear relations between demand intensity, financing
pressure, production costs, and profit margin deviations all of
which are frequently seen in actual macro financial contexts are
captured by the suggested four dimensional model. The state
variables are construed as follows: x; is the demand for total
investments x3 is the production cost index which is impacted
by operating and material costs x4 is the profit margin departure
from equilibrium and x; is the effective financing pressure which
is impacted by debt servicing costs and credit conditions. The term
x3 in %1 models the nonlinear increase of manufacturing expenses,
demonstrating how growing costs amplify financial difficulties.
Demand driven credit expansion, in which higher investment
demand results in higher financial experience is represented by
the coupling term (xy — a)xq.

Furthermore, the cumulative contribution of x4, demonstrates
the feedback loop between profitability and financial stability by
accounting for the impact of retained earnings on financing capac-
ity. The term —x% in the equation for x; incorporates a saturation
effect representing how unnecessary financing pressure lowers
investment demand while the parameter b controls the rate of de-
mand dissipation. While the term —cx3 denotes the natural decay
of production costs the interaction term —x;x, in the equation for
%3 illustrates the impact of financial conditions on cost dynamics.
Finally with the parameter d representing the rate of profit adjust-
ment, the equation for x4 models nonlinear profit fall caused by
both financing pressure and production expenses. Such nonlinear
feedback loops are consistent with classical macroeconomic cycle
theory, which holds that profitability, cost, and investment all con-
tribute to instability, as well as financial accelerators. As a result,
system (2) offers a structurally meaningful and phenomenologi-
cal representation of macro financial volatility that may display
hyperchaotic behaviour.

Empirical Mapping and Case Study lllustration

The Tata Motors Passenger Vehicles Group’s consolidated quar-
terly financial metrics from Q2 2025 are used as a representative
macro industrial stress occurrence to show practical applicability.
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These data are used to initialise and qualitatively validate the pro-
posed nonlinear framework instead of maintaining a deterministic
financial law.

The following is the normalization and mapping of the financial
variables to the model states:

¢ Financing cost — x1,

* Revenue from operations — xp,

* Material and production expenses — x3,
¢ EBIT margin deviation — xy4.

The system trajectories can be interpreted in terms of real fi-
nancial stress indicators thanks to this mapping, which preserves
mathematical generality. The goal is structural consistency be-
tween simulated nonlinear volatility patterns and observed eco-
nomic fluctuations rather than exact forecasting. In nonlinear
economic modeling, phenomenological data embedding has been
widely used to study risk propagation under constrained control,
systemic instability, and sensitivity to initial conditions.

lllustrative Financial Mapping

Selected financial indicators from the Tata Motors Limited Q2
FY2025 financial report are used as an illustrative case study to
demonstrate the practical applicability of the proposed hyper-
chaotic financial model. After appropriate normalization, these
financial variables are qualitatively mapped to the corresponding
state variables of the model, providing an economic interpreta-
tion of the underlying system dynamics. This mapping is intended
solely to illustrate the potential applicability of the proposed frame-
work and should not be regarded as a comprehensive illustrative
case study. Since the analysis is based on financial data from a sin-
gle company and a single reporting period, its generalizability is
limited. A more extensive illustrative case study using multi-firm
and multi-period datasets is left for future research.

Motivation for Barrier-Function-Based Control

Tata Motors” empirical data reveals a critical negative EBIT margin
of (6.8)%, which denotes an operational loss period (PBT reported
at (5,462) Rs. Cr.). Such variables are vulnerable to drastic swings
in a hyperchaotic environment, which can exceed safety thresholds
and result in insolvency. Conventional synchronization techniques
guarantee that the slave system follows the master, but they do
not ensure that the temporary errors.The application of the Barrier
Lyapunov Function (BLF) is justified by this. We guarantee the
following by defining a performance bound p;:

—pi <e(t) <p;, Vt>0 @)

As a macro-prudential safeguard, this mathematical constraint
keeps the profit margin x4 from further declining during the syn-
chronization process.

Parameter Identification and Data Consistency

System parameters were chosen to replicate the observed volatility
patterns in revenue, finance cost, and EBIT margin in order to
demonstrate consistency between the proposed nonlinear model
and the empirical financial data of Tata Motors (Q2 2025).

The normalized financial indicators were used as initial condi-

tions: ) .
_ Financial Data

*(0) = max(|Datal) @)

The qualitative consistency between simulated trajectories and
observed fluctuations shows that the proposed model successfully
captures important nonlinear aspects of the financial dynamics.
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CHAOS DIAGNOSTIC RESULTS BY USING TATA MOTORS
PASSENGER VECHICLS GROUP FINANCIAL(Q2 2025)

In this section, we provide a comprehensive numerical analysis to
confirm the hyperchaotic nature of the 4D economic system. By
utilizing the parameters derived from the Tata Motors Passenger
Vehicles Group financials (Q2 2025), we evaluate the system’s
complexity through Lyapunov exponents, bifurcation analysis,
and topological mapping.

Dissipativity Analysis
The divergence of the proposed hyperchaotic economic system is
obtained as
T 9xp  Oxp Oxz  Oxy
=(xp—a)—b—c—d ©®)
=x—(a+b+c+d).

Thus, the divergence is state-dependent rather than constant.
Consequently, the system is dissipative whenever

V.F

Xp<a+b+c+d. (6)
For the parameter values
(a,b,c,d) =(09,02,15,0.8),
and the initial condition
x(0) = [0.0123, 0.1108, 0.0461, 0.0575}T ,
the numerical simulation yields
max(xp) = 3.337325,
while

a+b+c+d=34

Hence,
max(xp) <a+b+c+d,

indicating that the divergence remains negative throughout the
simulated trajectory. Therefore, the proposed hyperchaotic eco-
nomic system is dissipative under the considered numerical con-
ditions. Moreover, the average divergence computed from the
numerical simulation is

(V- F) = —2.432910,

which further confirms the dissipative nature of the proposed
system.

Equilibrium Point and Local Stability

For the nominal parameter valuesa = 0.9, b = 0.3, ¢ = 1.3, and
d = 0.8, the equilibrium point of the proposed system is obtained
numerically by solving %; = 0 (i = 1,...,4). The resulting equilib-
rium is approximately

E = (0.8718, 0.8001, —0.5365, —0.2509).

To investigate local stability, the Jacobian matrix is evaluated at
E. The corresponding eigenvalues are found to be

A1 =3.0030, Ay, =07272, Az = —0.5365 Ay = —0.2500.

Since two eigenvalues have positive real parts while the re-
maining two are negative, the equilibrium is an unstable saddle
of index two, indicating the presence of two locally expanding
directions in phase space. The global behavior seen from the Lya-
punov spectrum, phase portraits, and 0-1 chaos test is consistent
with this local instability, which offers an essential requirement for
hyperchaotic dynamics.
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Lyapunov Exponents and Hyperchaoticity

The existence of multiple positive Lyapunov exponents is the main
sign of hyperchaos. For the proposed 4D system, the spectrum of
Lyapunov exponents (A1, Ay, A3, A4) is calculated. We observe:

A >0, A >0, A3<0, Ag<0 7)
Long-term forecasting is extremely difficult because the economic
variables exhibit hyperchaotic divergence, as demonstrated by the
existence of two positive exponents as shown in (A1, Ay, A3).

15 Lyapunov Exponents Over Time

| —_A=1.0935 |
M )= 0.5378
ey ’ ‘ | A5=-0.4487
of —A=-1.6150

-15 j\/R/;/\M—‘_—/
0 20 40 60 80 100 120 140 160 180 200
Time

Lyapunov Exponent Value

Figure 1 Evolution of Lyapunov exponents confirming hyper-
chaotic behavior

Phase Portraits and Strange Attractors

The phase portraits visually confirm the hyperchaotic dynamics of
the 4D system by mapping Tata Motors’ empirical data to finance
costs, revenue, and material expenses. The complex, repeating
spiral shapes in the (x1,x;) and (x1, x2, x3) planes show an eco-
nomic system that is very sensitive and doesn’t settle into a regular,
repeating cycle. In the three-dimensional space made up of x, x3,
and x4, the projection shows how the profit margin is dropping
quickly, which matches the real reported loss in the EBIT margin
of 6.8%.

Finally, the wide loops observed in the (x3, x4) 2D projection
highlight the extreme operational fluctuations that justify the im-
plementation of a Barrier-Function-Based control scheme to ensure
system solvency.

Four-Dimensional Phase Portrait

To visualize the global behavior of the proposed system, a four—
dimensional phase portrait is constructed by projecting the state
variables onto the three-dimensional space (x1, X2, x3), while the
fourth variable x4 is represented using a color scale. As shown
in Fig. 3, the trajectories form a single connected attractor charac-
terized by continuous stretching and folding, which is a typical
feature of hyperchaotic dynamics. The smooth color variation
along the orbit indicates strong coupling among all state variables.
The presence of two positive Lyapunov exponents confirms ex-
pansion in multiple directions within the full four-dimensional
phase space, despite the geometry appearing relatively smooth
in this three-dimensional projection. All things considered, this
representation emphasizes the hyperchaotic attractor’s bounded
but complex structure.

Figure 3 shows a 4D phase portrait of the suggested system
using the 3D projection (x1, x, x3), where color is used to encode
the fourth state variable, x4. While staying globally bounded, the
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Phase Portrait of the 4D Financial Chaotic System 4D Phase Portrait (color represents xy)
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Figure 3 Four-dimensional phase portrait of the proposed hy-
perchaotic system represented by the 3D projection (x1, x2, x3),
where the color scale encodes the fourth state variable, x4.

KAPLAN-YORKE DIMENSION ANALYSIS

Kaplan-Yorke Dimension Analysis

The Lyapunov exponents of the proposed four—dimensional finan-
cial system are computed as

A1 =1.0935, Ay = 05378, A3z = —0.4487, A, = —1.6150,

ordered such that

AL > A > A3 > Ay

The system behaves hyperchaotic because two Lyapunov ex-
ponents are positive. Strong high-dimensional instability is con-
firmed by the existence of multiple positive exponents, which
show exponential divergence of adjacent trajectories along multi-
ple phase-space directions.

The Kaplan—Yorke (Lyapunov) dimension is calculated to mea-
sure the geometric complexity of the strange attractor. Define the
partial sums
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k
Sk =Y A
i=1

x3 A5 2 T
Phase Portrait of the 4D Financial Chaotic System Thus’
1 [ T T T S1 =1.0935 > 0,

i Sp =1.0935 +0.5378 = 1.6313 > 0,
S3 = 1.6313 — 0.4487 = 1.1826 > 0,

0.14

012

0.1F
and

i 5S4 =1.1826 — 1.6150 = —0.4324 < 0.

T oosf |

Hence, the largest integer j satisfying S; > 0is j = 3. The

008 Kaplan—Yorke dimension is therefore given by

004 — 1 . Sj
Dgy =j+ —-
|.3 j+1 |
0.02 : : g ‘ : : : ‘
-1.4 1.2 -1 0.8 0.6 -0.4 0.2 0 0.2 0.4
x3 Substituting the numerical values yields

Figure 2 Phase portraits showing the strange attractors in differ- _ 1.1826 -
ent 2D and 3D coordinate planes Dy =3+ 1.6150 3+07322 =3.7322.

The fractional value Dgy ~ 3.73 indicates that the strange
attractor occupies a significant portion of the four-dimensional
phase space, indicating a complex, fractal shape and a wide range
of dynamic behaviors. This large size demonstrates how intricate
interactions between interest rate, investment demand, price in-
dex, and profit margin factors govern the system’s behavior. From

single connected attractor demonstrates stretching and folding
behavior, confirming hyperchaotic dynamics.
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an economic perspective, the simultaneous growth of numerous
sectors makes it possible for minor fluctuations in financial figures
to simultaneously spread through multiple paths of instability,
increasing the risk of the system as a whole. Since traditional
stabilization techniques might not be adequate to control such
high-dimensional hyperchaotic behavior, this structural complex-
ity justifies the need for fixed-time synchronization and adaptive
robust control strategies developed in this study. Additionally,
the large fractal dimension indicates the possibility of numerous
stable states and intricate patterns in the basins, demonstrating the
sensitivity of long-term financial outcomes to the initial economic
conditions. The proposed financial system exhibits complex high
dimensional fractal behaviour and strong hyperchaotic features
according to the Lyapunov spectrum and Kaplan-Yorke dimension
analysis. This provides a strong nonlinear basis for the synchro-
nization and control work that comes after.

Bifurcation Analysis and Poincaré Maps
Bifurcation Analysis

The figures’ bifurcation diagrams illustrate how the 4D system’s
structure varies as the parameters a,b, c,andd are changed. The
traditional shift from order to hyperchaos is depicted in these plots,
particularly:

® The system exhibits stable or recurring patterns when the
parameters are low, indicating that the economy operates in a
predictable and regular manner. The system begins to exhibit
period-doubling bifurcations when the parameters approach
their limits, which makes the areas of instability visible in the
diagrams extremely crowded.

¢ The high volatility in finance costs seen in the Tata Motors
consolidated financials, where the EBIT margin fell to (6.8)%,
is reflected in the wide range of the steady state x; in these
plots.

These findings provide practical justifications for the application
of Barrier-Function-Based control since the points at which things
diverge indicate the boundaries at which the economy may begin
to undergo erratic, drastic shifts.

Poincaré Section Analysis
The Poincaré sections are constructed using the initial condition

xg = [0.0123, 0.1108, 0.0461, 0.0575],

To further verify the system dynamics, Poincaré sections are
constructed on the planes x; = 0 and x; = 0. Instead of closed
curves or isolated points, the resulting maps in both scenarios
show dispersed and multi-branch point distributions, suggesting
aperiodic motion. In the (xp,x3) plane, the section on x; = 0
displays curved return branches whereas the section on x; = 0 dis-
plays layered arc like structures. This anisotrop behaviour reflects
unequal expansion rates in different state directions.Such patterns
are compatible with the presence of two positive Lyapunov expo-
nents. Overall these Poincaré results provide more confirmation
for the hyperchaotic dynamics of the proposed system.

Figure 5 shows Poincare sections are obtained by intersecting
the trajectories with the hyperplanes x, = 0 and x; = 0 under
positive crossing conditions.

Entropy and Complexity Measure

Throughout the examined range, persistent nonlinear complexity
is revealed by the permutation entropy spectrum with respect to
parameter d. Persistent chaotic dynamics are confirmed by the
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Figure 4 Bifurcation diagrams illustrating the period-doubling
route to chaos with respect to the system parameters a, b, ¢, and
d.
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Figure 5 Poincaré sections of the proposed hyperchaotic system
obtained by intersecting the trajectories with the hyperplanes
xp = 0 and x; = 0 under positive crossing conditions

entropy values, which stay within the range of 0.39 < H < 0.43.
Intermittent periodic windows embedded within chaotic regimes
are indicated by notable sharp entropy drops around d ~ 0.112,
0.125, 0.135, and 0.172. Bifurcation transitions seen in the phase
portraits are consistent with this behavior.
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Figure 6 Permutation entropy as a function of the system param-
eter d

0-1 Chaos Test

To independently verify chaotic behavior, the 0-1 chaos test is
applied to the proposed system. Figure 7 shows the (p, q) trajec-
tory and the corresponding mean square displacement M(n) for
k = 0.8281. The (p,q) projection exhibits a diffusive structure,
while M(n) increases approximately linearly with n, indicating
Brownian-like motion. Since the computed value of the test param-
eter satisfies k ~ 0.83, which is close to unity, the results confirm
the presence of chaotic dynamics. These observations are consis-
tent with the Lyapunov spectrum, phase portraits, and Poincaré
sections, thereby further validating the hyperchaotic nature of the
system.
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Figure 7 Results of the 0-1 chaos test for the proposed hyper-
chaotic system with k = 0.8281: (a) diffusive (p, q) trajectory and
(b) mean square displacement M(n) exhibiting approximately
linear growth, confirming chaotic behavior

Lyapunov Spectrum with Respect to Parameter a

To study the robustness of the hyperchaotic dynamics the Lya-
punov spectrum is looked at as a function of the control parameter
a which we keep other parameters the same. As we see in Fig. 8
the largest Lyapunov exponent A; is positive over the studied in-
terval which in turn confirms that we have persistent chaos. The
second exponent A, we see to be positive in a large range of the
parameter which in turn supports the hyperchaotic character of
the system. The other exponents we note to be negative which in
turn guarantees the global dissipativity and boundedness of the
system’s trajectories. Also we do not see any large scale transition
ofA; from positive to negative in the looked at domain which in
turn means that we do not have large periodic windows within
that range. These studies report that which we see is a structural
feature of non-linear economic dynamics to large changes in pa-
rameters which in turn means that what we are seeing in terms
of hyperchaotic volatility is not a far out case but a wide ranging
issue. From a macroeconomic point of view what is brought out is
the instability in financial equilibrium in which we see the persis-
tence of complex volatility patterns to what should be only mild
changes in system parameters which in fact should be bringing
about stability.
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Figure 8 Lyapunov spectrum of the proposed four-dimensional
hyperchaotic system with respect to the parameter a
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SYNCHRONIZATION AND CONTROL FRAMEWORK

We create a controlled slave state in order to synchronize the in-
dustrial slave system with the theoretical master economic model.
The purpose of this framework is to track trajectories within well-
defined performance bounds.

Master and Slave System Modeling

The 4D hyperchaotic master system representing the benchmark
economic state is given by:

X =x5+ (xp—a)x; + x4
Xy = 1-— be — x%

X3 = —X1Xp —CX3

Xy = —0.05x1x§ —dxy
The corresponding slave system, which follows the same dy-

namics with the addition of a control vector u = [uq,uy, us, u4]T,
is formulated as:

1=+ (2 —a)y1 +ya+
Vo =1—by, —y3 +uy
Y3 = —y1y2 — cy3 + u3

Y4 = —0.05y13 — dya + 1g

©)

Synchronization Error Dynamics

The synchronization error is defined as e; = y; — x; fori =1,2,3,4.
By subtracting the master system from the slave system, the error
dynamics are derived as:

é1 = (Y3 — x3) + (v1y2 — X1x2) — aey +e4 + 13
by = —bey — (y§ —x3) + uy (10)
é3 = —(y1y2 — x1x2) — ce3 +u3

é4 = —OOS(ylyg — xlx:%) — d€4 + Uy

Predefined Performance and Barrier Transformation

To ensure industrial stability, we define a performance bound P; (f)
for each error ¢;(#) such that:

—Pi(t) < ei(t) < Pi(t) (11)

where P;(t) = (Pig — Pi,m)e‘kt + Pjo- Where Py > Pig >
Oand k >0
Synchronization is successful only if —P;(t) < e;(t) < P;(t) Vt >
0

To satisfy these constraints, the error ¢; is transformed into an
unconstrained variable ¢; using a Logarithmic Barrier Function:

_ Pi(t) +e;i(t)
6= (D as) .

GLOBAL FIXED-TIME CONSTRAINED SYNCHRONIZATION

Problem Formulation
Consider the 4D hyperchaotic master system (5)

x = f(x), (13)
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and the slave system (6)

y=rfy) +u (14)

where x,;y € R* and u € R* is the control input.
Define the synchronization error

e=Yy—x. (15)

To guarantee constrained synchronization, introduce the prede-
fined performance function

Pi(t) = (Pyg — Pieo)e ™ + Py, (16)

where P;g > P;, > 0and k > 0.
The synchronization objective is to ensure

le;(1)] < Pi(t), 'Vt > 0. 17)

Barrier Transformation
Define the logarithmic barrier transformation

o (Pilt) e
Gi=In (Pi(t) - ei) ' (18)

The derivative of ; is given by

¢i = it + 1, (19)

The time derivative of the transformed error is:

. 0Ci,. 9G; - S
Gi = Ti(ei) + a—f;’i??i = ui(yi — Xi) + i (20)
where:
g _ 1 (Pi(t)_ei(t)+7)i(t)+ei(t)> _ 2Pi() —u
de;  (PFra®) (1) —e;(£))2 TP -
g (ﬂ( jim) (Pit) —ei(t)) Pr(t) — e (1)
@1
where
2P(t)
= , 22
= B2 22)
and ]
—2¢;;(t)
i = (23)
©OPA(H) e (1)
Fixed-Time Stability Preliminaries
Lemma 1. Consider a positive definite function V (x) satisfying
V< —q V8=V, (24)

where ¢1,c3 > 0,0 < &« < 1,and B > 1. Then the origin is globally
fixed-time stable, and the settling time satisfies

1 1
T<tawtap-1 @)

Fixed-Time Controller Design
The control law is designed as

1 . .
= [—kail il " sign(Ci) — kai|il ™sign(&i) — mi] + fi(x) — fi(y),
1
(26)
where 0 < 71 < 1,72 > 1,and ky;, ky; > 0.
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Main Theorem and Rigorous Proof

Theorem 1. Under the proposed fixed-time controller, the trans-
formed error system is globally fixed-time stable. Moreover, the
synchronization errors satisfy the predefined performance bounds
and converge to zero within a time independent of initial condi-
tions.

Proof.

Consider the Lyapunov function

1& ,
i=1
Differentiating,
4
V=13 ¢ (28)
i=1

Substituting the closed-loop dynamics yields

4
V =Y & (—ky|&i|"sign(Ei) — koi|8i|?sign(E;)) . (29)
i=1

Using the identity
Gisign(&;) = |8il,
we obtain
; 4 1 4 1
V==Y kil &Gl = Y k& (30)
i=1 i=1
Using norm inequalities,
4 4
Y&t > v, Y g > VP, (31)
i=1 i=1
where +1 +1
N _ "
= B= CE
and
c1 = minky;, ¢ = minky;.
1 1
Therefore,
V< — V¥ — VP, (32)

Since 0 < & < 1 and B > 1, global fixed-time stability follows
from Lemma 1.
The settling time satisfies
1 1
T< + . 33
G- " aBE-1) 9
This bound is independent of initial conditions, completing the
proof.

Robust Fixed-Time Synchronization under External Disturbances
Assume the slave system is affected by bounded disturbances:

y=fy)+u+dd), (34)

where [|d(t)|| < dmax-
The controller is modified as

U = Vi (ki 3| sign (&) — kail &l 2sign(€:) — s — Sisign(En)] + i (x) — fi(y),

(35)
where J; > dmax-
Theorem 2. If §; > dmay, then the closed-loop system remains
globally fixed-time stable despite disturbances.
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Proof Sketch.
Including disturbances, the Lyapunov derivative becomes

4 4
174 < —Clle — C2V‘B + Z |€i‘dmax - Z(Siwil' (36)
i=1 i=1

Since d; > dmax, the disturbance terms are dominated, yielding
V< —qV¥— VP (37)

Hence fixed-time stability is preserved.

NUMERICAL SIMULATION AND RESULTS

To verify the effectiveness of the proposed adaptive barrier
function-based controller, numerical simulations were performed
on the 4D hyperchaotic economic system. The simulations were
carried out in MATLAB using the fourth-order Runge-Kutta inte-
gration method.

System Parameters and Initial Conditions
The specific parameters for the master economic system were cho-
sen as follows to ensure hyperchaotic behavior:
a=09, b=03 c=13 d=08 (38)
The initial states for the synchronization test were defined as:

 Master System (x): [0.0123,0.1108,0.0461,0.0575]
* Slave System (y): [0.45,0.35,0.60,0.25]"

The predefined performance function (PPF) parameters were
set to P;g = 2, P; = 0.05, and k = 2. The controller gains were
selected as k; = 5 foralli =1,...,4 to ensure rapid convergence.

Interest Rate (x4, y1) Investment Demand (xz, y2)
3

Master
2 - = = -Slave 2
1
0
-1
-2
0 5 10 0 5 10
Price Index (x3, ys) Profit Margin (x4, ya)
1 0.3
0.2
0
0.1
-1 0 j/
-0.1
2 -0.2
0 5 10 0 5 10

Figure 9 Master—slave state trajectories demonstrating the rapid
convergence of synchronization errors for the proposed hyper-
chaotic system

The state trajectories for the master and slave systems are pre-
sented in Figure 9. Despite the significant initial differences be-
tween the benchmark master state and the controlled slave state,
the proposed controller ensures that all four financial indicators
Interest Rate, Investment Demand, Price Index, and Profit Margin
achieve synchronization in less than 1 second.
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State Synchronization Analysis

As shown in Figure 9, the state variables of the slave sys-
tem (1, Y2, y3,ya) effectively track the master system trajectories
(x1, x2, x3, x4) despite starting from significantly different initial
conditions.

The Interest Rate (x1,y1) and Investment Demand (x3, i) ex-
hibit high-amplitude fluctuations characteristic of hyperchaotic
behavior, yet the controller ensures perfect overlap in less than
1 second. Similarly, the Price Index (x3,y3) and Profit Margin
(x4,Y4) show rapid convergence, demonstrating the robustness of
the adaptive barrier-based control law.

Predefined Performance and Constraint Satisfaction

The key benefit of the put forth controller is it’s which is to keep
the synchronization error ¢;(#) within a given range. In Figure 10
we see the performance of the constraint for each state. In these
figures the blue solid line is that of the synchronization error while
the red dashed lines are the time varying barrier +p(t). Also we
note that:

* The errors e;(t) start within the initial bounds defined by P; .

¢ As the performance function decays towards the steady-state
value P; o, the errors are forced to converge toward zero.

* At no point does the error trajectory cross or touch the barrier,
confirming that the Logarithmic Barrier Function effectively
prevents constraint violation.

The synchronization errors ¢;(t) are strictly maintained within
the performance boundaries £P;(t). This confirms that the Log-
arithmic Barrier Function transformation effectively handles the
transient constraints and prevents the error from exceeding the
predefined threshold, even during the highly volatile initial phase
of hyperchaotic synchronization.

State e; Constraint Performance State e, Constraint Performance

Sync Error 1

h L———-Barrierp(l) h
3 — \
05 05\
l\ \
\ N
) 0 ::::::ZZZZ:::::::::: &' 0 ::::::::::::::::::::
/, /’
/ ’
-05F/ 05+
1 1
" 4
1 1
0 5 10 15 0 5 10 15
Time (sec) Time (sec)

State e; Constraint Performance State e4 Constraint Performance

05 05
\ \
N N
& 0 :::::::::::::::::::: < 0 :::IZIZZZIZZZZZZ:Z:Z
// /’
/ /
-05F/ 05+
i !
" 0
1 1
0 5 10 15 0 5 10 15
Time (sec) Time (sec)

Figure 10 Time evolution of the synchronization errors ¢;(#) con-
strained within the predefined barrier envelopes

Comparison with Identical Methods

To demonstrate the effectiveness of the proposed synchronization
strategy, a comparative performance analysis is carried out with
Finite-Time Synchronization Sun, J. et al. (2009), Fixed-Time Con-
trol Polyakov (2012), and the classical Barrier Lyapunov Function
(BLF)-based control approach Chen, M. and Ge (2017). All con-
trollers are implemented under identical simulation conditions,
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including the same system parameters, initial conditions, and
bounded disturbances. The comparison is based on settling time,
overshoot, constraint violation, and control energy. The results
presented in Table 1 show that the proposed method achieves
faster convergence, lower overshoot, no constraint violation, and
reduced control energy compared with the baseline methods.

For a fair and reproducible comparison, all baseline controllers
listed in Table 1 were implemented under the same simulation
conditions as the proposed method. The finite-time sliding mode
controller, fixed-time controller, and classical barrier Lyapunov
function (BLF) controller were developed according to their origi-
nal formulations reported in the corresponding references. Their
controller gains were selected following the recommended param-
eter settings in the respective studies and were further adjusted
only to ensure stable synchronization under identical system pa-
rameters, initial conditions, and numerical integration settings. For
all methods, the same initial conditions, solver, simulation horizon,
and convergence criterion (synchronization error below 10~%) were
employed to ensure a consistent and reproducible performance
comparison.

Table 1 Performance comparison with identical methods

Method Settling Time (s)  Overshoot ~ Constraint Violation ~ Control Energy

Finite-Time SMC 2.8 0.64 Yes 185

Fixed-Time Control 19 0.41 Yes 14.2

Classical BLF 15 0.25 No 12.8

Proposed Method 0.9 0.08 No 9.3
DISCUSSION

The proposed synchronization framework differs significantly
from existing approaches, which primarily focus on exponential-
time or finite-time synchronization. The developed barrier
function-based control strategy achieves fixed-time convergence
independent of the initial conditions while simultaneously guar-
anteeing prescribed transient performance. This property is partic-
ularly valuable for macro-financial systems, where large fluctua-
tions in variables such as financing pressure and profit margin may
lead to severe and potentially irreversible economic consequences.
By incorporating barrier Lyapunov functions into the controller
design, the synchronization errors are constrained within prede-
fined safe bounds throughout the evolution of the system, thereby
providing an additional level of reliability that is generally ab-
sent in conventional synchronization methods. Unlike traditional
asymptotic synchronization techniques, which mainly emphasize
long-term convergence, the proposed method explicitly addresses
transient behavior. This distinction is important because exces-
sive synchronization errors during the transient stage may result
in undesirable system responses before convergence is achieved.
Furthermore, the fixed-time convergence property ensures that
synchronization is completed within a predetermined time bound
regardless of the initial conditions. Such predictability is advanta-
geous for practical applications in financial risk management and
macroeconomic policy implementation, where timely stabilization
is often essential.

From a modeling perspective, the proposed hyperchaotic eco-
nomic system captures the strong nonlinear interactions among
financing pressure, investment demand, production costs, and
profit margin deviations. The coexistence of multiple expanding
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directions in the system indicates that economic disturbances can
propagate simultaneously through several interconnected chan-
nels, thereby increasing systemic volatility. The illustrative case
study based on financial data demonstrates that the proposed
model is capable of reproducing complex dynamic behavior ob-
served in real economic systems, providing qualitative support
for the proposed framework. Although the proposed model is
not intended for precise financial forecasting, it offers a mathemat-
ically tractable representation of nonlinear economic instability
and provides an effective framework for studying constrained
stabilization of complex financial systems. Future research may
focus on parameter estimation using larger real-world financial
datasets, rigorous empirical validation of the proposed model,
and the development of adaptive policy mechanisms for real-time
macro-financial regulation.

CONCLUSION

The current research proposed a fixed-time synchronization
methodology for a four-dimensional hyperchaotic macroeconomic
system consisting of financing pressure, investment demands, pro-
duction costs, and fluctuating profit margins. Chaotic analysis
provided evidence that such system exhibited hyperchaos with
multidirectional instabilities and fractal attractors. A log Barrier
Lyapunov Function along with pre-defined performance functions
were utilized to synchronize the system in a fixed-time manner. A
case study of an industrial financial environment was put forth
to present the quality agreement between our modeled nonlinear
volatility and what is presented in the economy. The simulation
results show fast synchronization, good constraint satisfaction,
and high disturbance rejection. Although at present we are using
a phenomenological approach to model, this work does provide
a base for what is to come in terms of data driven parameters,
adaptive control methods, and policy related regulation of large
scale non linear financial systems.
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ABSTRACT Tuberculosis (TB) is among the top global health issues, and its transmission dynamics are becoming more complex due KEYWORDS
to the growing prevalence of diabetes mellitus, which predisposes individuals to TB infection and worsens treatment outcomes. Therefore,
the current study was motivated by the need to gain deeper insight into this interaction by developing a mathematical model of TB
transmission that incorporated diabetes comorbidity, reinfection, relapse, and nonlinear incidence. The local stability of the disease-free cation
equilibrium was determined by deriving and analyzing the basic reproduction number. Furthermore, the bifurcation analysis showed Cost-
that the model may exhibit either forward or backward bifurcation. An optimal control framework was developed to analyze potential
intervention measures. This included controls representing TB transmission reduction, diabetes prevention, and enhanced treatment for
TB patients with and without diabetes. The model parameters were estimated using Indonesian epidemiological data, and the resulting Epidemiological
parameter set was used to perform several numerical simulations to validate the analytical results. A global sensitivity analysis using data

partial rank correlation coefficient was performed to determine the most influential parameters. The optimal intervention strategies were
evaluated using the average cost-effectiveness ratio which indicates that combining TB transmission reduction with enhanced treatment
constitutes the most cost-effective intervention strategy. These findings highlight the importance of integrated TB control and diabetes sis
management policies in reducing the burden of tuberculosis. TB-Diabetes

Backward bifur-

effectiveness

Sensitivity analy-

INTRODUCTION

Tuberculosis (TB) is an infectious disease caused by the bacterium
Mycobacterium tuberculosis, which primarily affects the lungs. Previ-

ous stt}dies }reported that ’ngs signiﬁcant globa.l health problem is a' with diabetes have approximately a threefold higher risk of devel-
MMajor1ssue m low- and mi cl.lt?-lncome c(?untrles (Xuand Luo 2921’ oping active TB than those without diabetes (Crevel and Critchley
‘..Sa.dlgurschl et al. 2025). Additionally, 25. % of the glqbal population 2021; Reed et al. 2013). In these individuals, latent TB infection is
s 1nf.ected, and 5-10% may develop active TB (Akyil and Janeczek more likely to progress to active disease (Ngo ef al. 2021; Ye et al.
2?22’ lGu.maru et al. 20,25)' The numb.elr.of new cases r.ecorded 2024). TB patients with diabetes also tend to develop more se-
& obal y in 2023 was estimated at 10.8 mi }10n, corresponding to an vere disease manifestations, which slow bacterial clearance during
incidence rafce of 134 per 100,000 population (Chen ef al. 2025). Al- treatment (Thong et al. 2025; Tzanani et al. 2022; Han et al. 2016).
though Fonmde.ral.)le efforts have begn mfade to c.ontrol B, d.elayed Diabetes further increases the risks of death and relapse, whereas
diagnosis and limited access to quality diagnostic tools continue to adequate glycemic control can improve treatment outcomes (Mave
hinder early detection, particularly in low-resource settings (Preeti et al. 2021, Zahid et al. 2025). Based on the above observations

et al. 201,5; Zakham et al. 2012; .H.eldary et al. 2022). Furt}}ermore, understanding the interaction between TB and diabetes is essen-
drug—res1stapt strains pose additional challenges to effective treat- tial for public health planning and disease control. Mathematical
ment (Preeti ef al. 2014; Singh ef al. 2020; Mphothulo ef al. 2025). modeling provides an effective framework for analyzing TB trans-

Thedmfirs?s.mg {:)re}zlveﬁence OffChr;)glC dlsealse Comorb1d1t11:es has mission dynamics in the presence of diabetes and for assessing the
created additional challenges for control programs. For ex- potenti ali mpact of intervention strategies.

ample, diabetes mellitus contributes to poorer TB outcomes by
increasing treatment failure and disease progression (Rehman et al.

2023; Goletti et al. 2023; Alim et al. 2020). Diabetes mellitus signif-
icantly affects tuberculosis progression and treatment outcomes
because of its impact on immune and metabolic function. People

Many mathematical models have been developed to study TB
transmission dynamics under different biological assumptions.
Classical TB models commonly divide the population into three
'F‘::"I‘i‘;zzr_if;tsrj;ei‘z’ggé 24 April 2026, compartments (susceptible, infected, and recovered) and use the
Accepted: 23 ley 2026, basic reproduction number as a threshold indicator of disease trans-

mission. To better capture realistic TB dynamics, more advanced
"mochfandiansori@lecturer.undip.ac.id (Corresponding author) models have incorporated additional epidemiological mechanisms.
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Several studies include relapse and reinfection processes to explain
persistent transmission and recurrent infection (Yang et al. 2017; Li
et al. 2025; Aldila 2025). Treatment saturation and nonlinear inci-
dence have also been considered to reflect healthcare limitations
and complex transmission patterns (Aldila et al. 2021; Li et al. 2025).
Some models incorporate vaccination and waning immunity to
assess the effectiveness of immunization strategies (Peter ef al. 2024;
Saputra and Ansori 2025). Other studies include latent and subclin-
ical compartments to describe the progression from asymptomatic
infection to active disease (Jeeva and Dharmalingam 2025; Horton
et al. 2023).

Several studies have extended tuberculosis models to incor-
porate diabetes comorbidity and have shown that diabetes can
increase disease burden and complicate eradication efforts. Math-
ematical analyses indicate that diabetes may increase the basic
reproduction number of TB transmission, and diabetes-related
parameters strongly influence epidemic thresholds and disease
dynamics (Malik ef al. 2018; Carvalho and Pinto 2018; Pinto and
Carvalho 2019). In addition, TB—diabetes interaction may induce
backward bifurcation, leading to more complex dynamics and mak-
ing disease elimination more difficult (Rasheed ef al. 2024). These
studies showed that diabetes could change equilibrium behavior,
raise endemic prevalence, and alter epidemic thresholds.

Although previous TB—diabetes models have provided impor-
tant epidemiological insights, they incorporate different biologi-
cal mechanisms. Studies (Malik ef al. 2018; Carvalho and Pinto
2018; Pinto and Carvalho 2019) mainly focused on the influence of
diabetes on TB transmission and persistence under simplified in-
fection assumptions, and bifurcation analysis was not considered.
Meanwhile, the study in (Rasheed et al. 2024) showed that diabetes
can induce backward bifurcation. However, no previous study
has simultaneously incorporated diabetes progression, reinfection,
relapse, and nonlinear incidence into a unified model. In particular,
the influence of combining these mechanisms on the bifurcation
structure and their implications for optimal intervention strategies
has not yet been investigated. This study addresses this gap by
developing an integrated TB—diabetes model that combines these
mechanisms and analyzes its qualitative dynamics and optimal
control problem.

Following the above discussion, this study develops and an-
alyzes a mathematical model of TB transmission incorporating
diabetes comorbidity, reinfection, relapse, and nonlinear incidence.
The proposed model quantifies the effects of diabetes on TB suscep-
tibility and recovery while also accounting for recurrent infection
mechanisms and nonlinear transmission. The qualitative analysis
of the model first establishes the positivity and boundedness of
solutions, determines the disease-free and endemic equilibria, and
derives the basic reproduction number. The disease-free equilib-
rium is then analyzed for local stability, followed by a bifurcation
analysis to identify the conditions leading to forward or backward
bifurcation. Moreover, an optimal control framework is devel-
oped to investigate cost-effective intervention strategies involving
transmission reduction, diabetes prevention, and treatment en-
hancement. Finally, numerical simulations based on Indonesian
epidemiological data are performed to validate the theoretical re-
sults and illustrate their epidemiological implications. The present
study provides new insights into the complex interaction between
TB transmission and diabetes comorbidity. It also highlights the
importance of integrated intervention strategies for controlling TB
in populations with increasing diabetes prevalence.
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MODEL FORMULATION

Description and assumptions

A susceptible-infected-recovered TB model with reinfection and
relapse proposed in prior studies was considered (Aldila 2025). To
examine the interaction between TB transmission and diabetes, the
model is extended to incorporate reinfection, relapse, and diabetes
progression. The total human population at time ¢, denoted by
N(t), is divided into six epidemiological classes:

N(t) =S(t)+Sp(t) + I(t) + Ip(t) + R(t) + Rp(¢),

where S(t) and Sp (t) denote susceptible individuals without and
with diabetes, respectively; I(t) and Ip () denote TB-infected in-
dividuals without and with diabetes, respectively; and R(t) and
Rp(t) denote recovered individuals without and with diabetes,
respectively.

The model incorporates important biological interactions be-
tween TB and diabetes. In this context, diabetes increases sus-
ceptibility to TB infection and reduces the recovery rate, while
reinfection and relapse further influence the TB transmission dy-
namics. A nonlinear incidence function is adopted to capture the
increased transmission intensity at higher infection levels due to
behavioral and contact heterogeneity. Based on these consider-
ations, the proposed model is formulated under the following
assumptions.

Individuals enter the susceptible class S through recruitment
(birth/immigration) at a constant rate A. Natural death occurs
in all compartments at a constant rate . Individuals without
diabetes (S, I, R) may develop diabetes at rate ¢, moving into
the corresponding diabetic compartments Sp, Ip, and Rp. TB
transmission follows a nonlinear incidence function. The primary
force of infection is given by

)\1 = ,Bl (1 +1/(I + ID))(I + ID)/

where 1 is the effective transmission rate and v > 0 measures the
strength of the nonlinear transmission effect. This formulation ac-
counts for increased contact intensity or clustering effects when the
number of infectious individuals is high. Recovered individuals
may lose immunity and become reinfected at rate

)\2 = ,32(1 +1/(I + ID))(I + ID)/

which has the same nonlinear structure as the primary force of in-
fection but may differ in magnitude through f,. Diabetes increases
susceptibility to TB infection. Thus, susceptible diabetic individ-
uals Sp acquire infection at rate A, where 6 > 1. TB-infected
individuals without diabetes recover at rate -, whereas TB-infected
individuals with diabetes recover at the reduced rate 3y, where
0 < 7 < 1. Recovered individuals may relapse at rate x. A pro-
portion p relapses into the infectious classes, while the remaining
proportion 1 — p returns to the susceptible classes. TB-induced
mortality occurs at rate  for non-diabetic infected individuals and
at the higher rate Jp for diabetic infected individuals.

According to the descriptions, model assumptions, and pa-
rameters described in Table 1, the model’s schematic diagram is
represented by Figure 1.

Model equations

Under the above assumptions and according to the schematic dia-
gram (Figure 1), the TB—diabetes comorbidity model is formulated
as the following system of nonlinear ordinary differential equa-
tions:
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Table 1 Description of the parameters in model (1)

Parameter Description
N Total population
A Recruitment rate
U Natural death rate
B1 Transmission rate (primary infection)
B2 Reinfection rate
Nonlinear incidence parameter
¥ Recovery rate (non-diabetic)
i Recovery reduction factor (diabetic)
o Relapse rate
p Proportion relapsing to infection
[ TB-induced death rate (non-diabetic)
op TB-induced death rate (diabetic)
o Diabetes development rate
0 Increased susceptibility due to diabetes
A

(1-pa

Figure 1 Schematic diagram of the TB model with diabetes co-
morbidity

Z—f =A—MS+(1-p)laR— (u+0)S,
d‘;itD 20579A15D+(17P)06RD7]/{5D,
dI
n =MS+paR+MR—(y+u+d+0),
M
dl
d—f = 60M1Sp + paRp + AaRp + 0l — (47y + i+ 6p)Ip,
‘Z—Zf:'yl—aR—)\zR—(y—i-a)R,
dR
TtD = 5yIp +0R — aRp — A;Rp — uRp.

All state variables are assumed to satisfy nonnegative initial condi-
tions:

5(0) >0, Sp(0) >0, 1(0) >0, Ip(0) > 0, R(0) >0, Rp(0) > 0.

The nonlinear incidence functions A; and A, allow deviations
from the standard bilinear transmission and capture the increased
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infection pressure at high prevalence levels. The increased sus-
ceptibility of diabetic patients is represented by the parameter 6.
In addition, the reduced recovery due to diabetes-related compli-
cations is represented by the parameter 1. Both reinfection and
relapse enable the model to capture complex TB dynamics, such as
backward bifurcation. The model reduces to the classical TB model
when diabetes progression is absent (¢ = 0), while retaining the
reinfection and relapse mechanisms.

Dimensionless system

The following dimensionless variables are introduced to simplify
the analysis and reduce the number of free parameters:

_ _uS _wSp ._wul . _ulp _ pR
T=phs =T sa = T = = T T =
_ MRp
rd——A .

Under this scaling, the total dimensionless population is given by

n(7) :s—l—sd—l—i—}—id—&—r—b—rd:%N(t).

Moreover, we define the following dimensionless parameters:

p1A B2 A VA
By = , By = —, K= —,
2 2 7
o 0% o ) ép
a=—, = — c=—, - = dD - -
u g H H u u

Accordingly, the dimensionless forces of infection are given by

0 =Bi(1+K(i+ig))(i+ig), lo=By(1+K(i+iy))(i+1is).

In this context, Bj is the effective transmission coefficient of
primary infection, By is the effective reinfection coefficient, and K
denotes the strength of the nonlinear transmission effect. Moreover,
a is the relative diabetes progression rate, g is the recovery rate
relative to the natural mortality rate, c is the relapse rate relative
to the natural mortality rate, while d and dp are the TB-induced
mortality rates for non-diabetic and diabetic infected individuals,
respectively.

Substituting the above variables into system (1), dividing each
equation by A, and using T = ut, we obtain the following dimen-
sionless TB—diabetes comorbidity model:

ds
E—l—ﬂls—&—(l—p)cr—(l—&—a)s,
dﬁ—as—(%s —s;+ (1—p)er
ar 154 — 84 p)cta,
di .
E:€15—|—pcr+€21’—(g+1+d—|—a)z,

@
di ) .
d%ﬂ-l = 00154+ pcry+ borg +ai— (g + 1+ dp)iy,
dr )
E:gZ*C?‘*Zz?‘*(l‘i’ﬂ)?}
dr, .
d—::qud+ur—crd—€2rd—rd.

The corresponding initial conditions become
s(0) > 0,54(0) >0,i(0) >0, i;(0) >0, r(0) >0, r3(0) >0.

For convenience, system (2) is used throughout the remainder of
this study. The normalized formulation is analytically convenient
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because it highlights the relative influence of the epidemiological
processes and facilitates the derivation of threshold quantities,
including the basic reproduction number.

The variable 1n(7) denotes the scaled total population normal-
ized by the recruitment level A/p. The parameter a = ¢/ y mea-
sures the relative rate at which non-diabetic individuals develop
diabetes. Therefore, larger values of a correspond to greater dia-
betes pressure in the population. The parameters 6 and # charac-
terize the influence of diabetes on TB dynamics through increased
susceptibility and reduced recovery, respectively. Since ¢, depends
on the infectious classes i and i, reinfection vanishes at the DFE.
Consequently, reinfection does not contribute directly to the ba-
sic reproduction number, although it may substantially affect the
existence and multiplicity of endemic equilibria.

Basic properties of the model

This subsection establishes the basic qualitative properties of sys-
tem (2), namely positivity, boundedness, and invariance of the
feasible region. These properties guarantee that the model is both
biologically meaningful and mathematically well-posed.

Theorem 1. For any nonnegative initial conditions, the solutions of
system (2) remain nonnegative for all T > 0.

Proof. Let
]Ri = {(s,sd,i,id,r,rd) €RE: S,84,1,14,7,74 > 0}.

We show that IR?_ is positively invariant under the flow of system
(2). Evaluating the system on each boundary hyperplane, we
obtain

ds

- = — >

el 1+ (1 —p)cr>0,
de

il = 1— >0,
7t s, as+ (1 —p)erg >

ﬂ =lis+pcr+lrr >0

dtlig  18TP 2=

dﬁ =008y +pcry+loryg+ai >0
atli—0 154 T~ PCrg 27d =0,
dr .

il — >

dt lr=0 glio’
d?’d ,
— = > 0.

at lr,=0 18 1a +ar =

Since all right-hand sides are nonnegative on the corresponding
boundary hyperplanes, the vector field is inward-pointing (or
tangent) on the boundary of IR . Hence, no trajectory starting in
RS can leave this region.

Therefore, all solutions of system (2) remain nonnegative for all
7> 0. O

Theorem 2. Let
Q= {(s,sd,i,id,r,rd) EJRf’F st sytitigtr+ry < 1}.

Then Q) is positively invariant and attracting for system (2). In particular,
all solutions with initial conditions in Q) remain bounded in Q) for all
T2>0.
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Proof. Define the total population
n(t) =s(t) +s4(t) +i(7) + ig(7) + r(7) + 14(7).

Summing all equations of system (2), we obtain

dn
—=1-n—-di—dpiz <1—n.
dt n 1 Dl s n
Consider the scalar comparison equation
dz
229
at =

whose solution is
z(1) =1+ (2(0) —=1)e™ 7.
By the comparison principle,
n(t) <1+ (n(0) —1)e .
Taking the limit superior as T — oo, we obtain

limsupn(t) <1.
T—00

If n(0) <1, then
n(t) <1

which implies that ) is positively invariant.

Furthermore, if #(0) > 1, then n(7) — 1 as T — oo, showing
that all solutions eventually enter and remain in (). Hence, ()
is an attracting region. Therefore, all solutions of system (2) are
uniformly bounded and eventually enter the feasible region 3. O

forall T >0,

DYNAMICAL ANALYSIS

This section investigates the disease-free equilibrium (DFE), de-
rives the basic reproduction number as the threshold parameter for
disease transmission, analyzes the local stability of the equilibria,
determines the endemic equilibrium, and examines the possible
bifurcation behavior.

Disease-free equilibrium
The DFE corresponds to the absence of TB infection in the popula-
tion. Therefore, we set
i=i3=0.

Since the recovered classes represent individuals with a history of
TB infection, the disease-free state also requires

r=ry=0.
Under these conditions, the forces of infection vanish, that is,

{1 =146 =0.

Substituting these relations into system (2), the equilibrium
equations reduce to

1—(1+a)s=0, as—s; =0.
Solving the above system yields
1 a
0_ 0_
= 1+a’ °d 14+a°
Hence, the DFE of system (2) is

1 a

_ (0 000 0,0y _
Eo = (s",85,1°,ig,7°,13) = (1+a'1+a'0'0'0’0)' 3)

Biologically, & represents a TB-free population in which the
normalized population is distributed between the non-diabetic
and diabetic susceptible classes according to the relative diabetes
progression rate a = o/p. In particular, a larger value of 2 im-
plies a greater proportion of diabetic susceptible individuals at the
disease-free equilibrium.
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Basic reproduction number

We now derive the basic reproduction number, denoted by Ry,
using the next-generation matrix approach developed by Diek-
mann et al. (Diekmann et al. 1990) and further formalized by van
den Driessche and Watmough (van den Driessche and Watmough
2002).

Since the recovered classes may relapse into the infectious
classes, they must be included in the infected subsystem. Ac-
cordingly, we define

x = (i,igr,rq)".
Following the standard decomposition, the infected subsystem

is written as
dx

X = F) - V),
where
lys (g§+1+d+a)i— per
Flx) = 00154 / V(x) = (ng+1+dp)ig—ai— pery
0 (c+14a)r—gi
0 (c+1)rg—ngis—ar

Evaluating the Jacobians of 7 and V at the disease-free equilib-
rium & gives

By By

1+a 1+a 00
6aB 6aB
Fe|Tra 112 ° O
0 0 0 0
0 0 0 0
g+1l+d+a 0 —pc 0
V= —a ng+1+dp 0 —pc
-8 0 c+1+a 0
0 -ng —a c+1

The basic reproduction number Ry is the spectral radius of
FV~1. Because F has rank one, FV ! also has rank one and its
only nonzero eigenvalue equals its trace. To simplify the resulting
expression, define the relapse-adjusted removal rates

- _ P8 o _ peng
bi=(g+1+d+a)——=7—, 0, =(g+1+dp)— =79
and the relapse-adjusted cross term

peag
0y =a+ —————.
=TT T D e+ 1+ a)
Consequently, the basic reproduction number is
By (6;, + 6 fab;
ROZ 1(ld+ 21+ﬂ1) (4)

(1 + a)@ieid

Expression (4) shows that relapse reduces the effective removal
rates 0; and 6;,, thereby increasing the transmission potential of
tuberculosis. Consequently, the presence of relapse enlarges the
basic reproduction number compared with the one when relapse
is absent. As a consistency check, when relapse is removed by
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taking p = 0, we have §; = ¢+1+d+aand 0;, = ng+1+dp,
and 6,1 = a, therefore, we obtain

Bi[(ng+1+dp+a)+0a(g+1+d+a)
(1+a)(g+1+d+a)(ng+1+dp)

RO!p:O =

We can directly compare that Ry > Ry ‘ p=0 provided that 6; > 0
and 6;, > 0.

DFE’s Local stability

We now investigate the local stability of the DFE & given in (3).
Its stability is characterized by the basic reproduction number Ry.

Theorem 3. The DFE & of system (2) is locally asymptotically stable if
Ro < 1.

Proof. We linearize system (2) around the DFE &j. The Jacobian
matrix evaluated at & is

—(1+a) 0

1+a T 1+a
“ - - ?afi ’?afln 0 (1-p)e
(&) = 0 0 lilaf(mudﬂ) 1B+1“ e .
0 0 fafi ta %*(wﬂwm 0 pe
0 0 8 0 —(c+1+a) 0

0 0 0 ng a —(c+1)
Reordering the variables as
(i,14,7,74,5,54),

the Jacobian matrix can be written in block lower triangular form:

] 0
jE) =" .
* Js
where
—(1+ 0
Js = (+a) ,
a -1

corresponds to the susceptible subsystem, while

i 1111” pc 0
I = f’f; +a j22 0 pc
g 0 —(c+1+a) 0
0 18 a —(c+1)

is the Jacobian associated with the infected subsystem, where j;; =
2o —(g+1+d+a)and jpm = BB — (yg+1+dp).
The eigenvalues of Jg are

/\12—(1+IZ)<O, Ay =—-1<0.

Therefore, the local stability of &, is determined entirely by the
eigenvalues of J;.

CHAOS Theory and Applications




Following the next-generation matrix method (Diekmann ef al.
1990; van den Driessche and Watmough 2002) and the derivation
of the basic reproduction number R that has been obtained earlier,
the eigenvalues of J; have negative real parts if and only if Rg < 1,
while at least one eigenvalue becomes positive when R > 1. Con-
sequently, because the eigenvalues of [ are also strictly negative,
all eigenvalues of (&) have negative real parts. Therefore, & is
locally asymptotically stable when Ry < 1. O

Theorem 3 shows that the basic reproduction number R func-
tions as a threshold parameter governing TB invasion dynamics
in the presence of diabetes comorbidity. Importantly, since Ry
depends on the diabetes-related parameters a, 6, and 7, the pres-
ence of diabetes may significantly alter the threshold condition
for TB elimination. Therefore, effective TB control strategies in
populations with a high prevalence of diabetes should account for
both transmission reduction and diabetes management.

Endemic equilibrium
The system endemic equilibrium (2) is a steady state
EF = (s*,sy,i", iy, 1))

satisfying
IES

i >0, iy > 0.

Let
07 =B (1+K(i* +13)) (" + i), &3 = Bo(1+ K(i* +13)) (i* + ).
We first express all variables in terms of the infectious components

i*and 7.
From the fifth equation of (2), we obtain

_ 81
R g ©)

Substituting (5) into the sixth equation yields

. 18 iy +ar*
T i1t ©)

Next, from the early equation, we obtain

14+ (1—p)cr*
*
— IS A 7
° 1+a+6; 7 @
and from the second equation,
as* + (1 —p)crs

1+66;

Therefore, the endemic equilibrium can be written explicitly as

£ = (s*, s, i, §r___ st ) ©)

sk
W At ) cH1+0
where s* and s} are given by (7)—(8).
By substituting (5)—(8) into the third and fourth equations of (2),

then we obtain a reduced system of two nonlinear equations in i*
and 7}:

0=/ +per* + 01° — (g+1+d+a)i,

10
0 =00ys; + pcry+ 51 +ai* — (ng +1+4dp)ij. (10)

Thus, the endemic equilibrium reduces to finding positive solu-
tions (i*,7}) of system (10).
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Due to the nonlinear incidence function and the presence of
reinfection and relapse, system (10) may admit multiple positive
solutions. This indicates the possible existence of multiple endemic
equilibria. Especially, the coexistence of multiple endemic equilib-
ria when R < 11is associated with the phenomenon of backward
bifurcation, which will be analyzed in the next subsection. The
explicit dependence of £* on i* and i} highlights the central role
of the infectious compartments in determining the equilibrium
structure of the system.

Bifurcation analysis

The local bifurcation of the system (2) near the DFE & is ana-
lyzed in this section. In particular, we determine whether the
model undergoes a forward bifurcation or a backward bifurca-
tion as the transmission parameter B; crosses the critical threshold
corresponding to Rg = 1.

To this end, we apply the center manifold approach of Castillo-
Chavez and Song (Castillo-Chavez and Song 2004). Let

X1 =8, Xp=54, X3=1, X4=ig, X5=71, Xe=Tg,

so that system (2) is written compactly as

X = f(x,B1),

where the dot describes differentiation with respect to .
The system takes the form

fi=1-B1(1+K(x3 +x4))(x3 + x4)x1 + (1 — p)cxs
—(1+a)xy,
fo =axy — 0By (1 + K(x3 + x4))(x3 + x4)x2 + (1 — p)cxg — x2,
f3 = B1(1+ K(x3 +x4)) (x3 + x4)x1 + pc x5
+ By(1+ K(x3+x4))(x3 +x4)x5 — (g +1+d+a)xs,
fa=0B1(1+ K(x3 +x4))(x3 + x4)x2 + pc xe
+ Ba(1+ K(x3 + x4) ) (x3 + x4)x6 + axz — (18 + 1 +dp)xs,
f5 = gx3 —cx5 — Ba(1 + K(x3 + x4) ) (x3 + x4)x5 — (1 + a)xs,
fo =ngx4+axs —cxg — Bo(1+ K(x3 + x4)) (x3 + x4)x6 — Xe.
Bifurcation may occur when Ry = 1. Solving this condition for
By gives
B = (14 a)6;6;, an
6;, + 021 + 0a 6,

At By = B, the Jacobian matrix Df (&, Bf) has a simple zero
eigenvalue, while all other eigenvalues have negative real parts.
Therefore, the center manifold theorem is applicable.

Let

w = (wy, wy, w3, Wy, s, ZU6)T
be the right eigenvector correlated to zero eigenvalue of
Df(&y, B), that is,
Df(&,B)w =0.

Choose w3 = 1. Then the remaining components are given by

_ 8
RIS
(14 a)b;
W4:7BT 171.,
_ N8 w4+ aws
W6—7C+1 ’
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—(1+wy)Bf/(1+a)+(1—p)cws
1+a

w1 =

7

wy = awy — 0a(14+wq)Bi/(1+4a)+ (1 — p)cwe.

Next, let

be an unnormalized left eigenvector satisfying
Df(&,B;) v =0.

Choose 74 = 1. Then

U1 =0,=0,

N

%= i

_ 0;,
3=~ —0a,
*T Bi/(1+a)

5 _ pcU3 +avg

ST T F1+a

The remaining left-eigenvector equation is satisfied because of
the criticality condition Ry = 1. We normalize the left eigenvector
by defining

v

V= _—",
viw
so that

viw=1.

Thus, the components v used below are the normalized compo-
nents, and vy is not generally equal to 1.

At (&, By), the second-order derivatives that contribute to the
center manifold coefficients arise from the primary infection and
reinfection terms. Although f; and f, also possess nonzero second-
order derivatives, their contributions vanish because v; = vy = 0.

For f3, the relevant derivatives are

Pfs o Pfs o
- Bl/ - P1s
8x18x3 ax18x4
9’ f;  2BiK 9% f;  2BiK
ox3  1+a’ ox30xy 1+4a’
9*fs 2B{K Pf _ g
ox2 T 144’ ox30xs ¥
2
fs _p,
0x40X5
For fy, they are
82f4 * azf4 *
8x28x3 - GBll axzax4 - Bl/
9%*fy  20aB;K 9%*fy  20aBiK
o3 1+a’ oxzdxy  14a’
9%fy _ 26aB{K Pfa _p
o 1+a’ dxz0xg ¥
Pfy
= By.
8x48x6 2
For f5 and fg, we obtain
?*fs P fs
= 782/ = — D2,
aX3aX5 aX4aX5
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2 2
9 fe _p 9 fe _ B,

ax36x6 - g 8x4ax6

Following Castillo-Chavez and Song (2004), define

a= i v wwﬁ(é‘ B*)
- kWi I 9x:0x: 0, D1
k,ij=1 ]

and
2

$ 0~ fk
= E VrW; &o, BY).
ki=1 k laxiaBl( 0 1)

<

After collecting the nonzero contributions, we obtain

K
- _ * 2
a = 2Bjuv; {w1(1—|—w4)—|——1+a(1+w4) }
aK 2
—(1
T+allT©s) }

+ 2B2(1 + ZU4) (U3ZU5 + V4 W — V5Ws5 — U6w6) . (12)

+ 293;04 I:wZ(l + W4) +

Similarly,
1+ wy
1+a
We now show explicitly that b > 0. From the right-eigenvector
relation, we have

b=

(v3 +0avy). (13)

1+W4: > 0.

i
Bi/(1+a)
For the unnormalized left eigenvector v, chosen such that 7, =1,

the corresponding relation gives

o 6,
U3+9av4—03+9ﬂ—m>0.
Indeed, since 0 < p <1,

e g pe
c+1+a c+1

<1,

and therefore

peg

1+d
c+1+a> +d+a>0

Gi:g+l+d+a7

and peng

Hence, the coefficient calculated using the unnormalized left eigen-
vector satisfies

0;0;,
(14a)(Bf/(1+ a))?

1+TU4
1+4a

b= (T3 + 0ady) = > 0.

After normalizing the left eigenvector according to

\%
V=—=—
VTW

with its orientation chosen so that v'w > 0, we obtain

b

T VTw

<

> 0.

We therefore obtain the following result.

Theorem 4. Suppose that By is chosen as the bifurcation parameter
and that B is given by (11). Then the local bifurcation of system (2) at
(&0, By) is determined by the sign of a:
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1. ifa < 0, the system undergoes a forward bifurcation at By = Bj;

2. ifa > 0, the system undergoes a backward bifurcation at By = Bj.

A backward bifurcation implies that reducing the basic repro-
duction number below unity may not, by itself, guarantee TB
elimination. Under such a regime, stable disease-free and endemic
states may coexist for Rg < 1, so the long-term outcome can
depend on the initial disease burden. Therefore, transmission-
reduction measures should be complemented by interventions
that reduce infectious relapse, reinfection, and diabetes-associated
risks.

OPTIMAL CONTROL FORMULATION

To reduce the TB burden associated with diabetes comorbidity,
we incorporate four time-dependent control functions into the
system. Control u;(7) represents efforts to reduce TB transmis-
sion, such as mask use, screening, isolation, and health education.
Control u;(T) represents interventions to reduce diabetes progres-
sion among non-diabetic individuals, such as lifestyle modifica-
tion and diabetes prevention programs. Control u3(T) represents
enhanced treatment efforts for TB-infected individuals without
diabetes. Control u4(7) represents enhanced treatment efforts
for TB-infected individuals with diabetes. Here, 0 < u;(7) < 1,
i=1,2,3,4,forallT €0, Tf].

Under these controls, the dimensionless forces of infection be-
come

03 = (1 —uq)By(1+K(i +ig)) (i +ig),
05 = (1—up)Ba(1+K(i +ig)) (i +ig).

where the factor (1 — u7) represents the decrease in primary infec-
tion and reinfection due to transmission control.

The controlled dimensionless TB—diabetes comorbidity model
is then

Z—j_ =1—ls+(1—p)cr— (1+ (1 —up)a)s,

Zi: = (1—up)as—0sy —sy+ (1 —p)cry,

i

é =ls+pcr+05r— (g+us+1+d+ (1 —up)a)i,

i

% =005y + pcrg+ 515+ (1 —up)ai — (ng +us +1+dp)ig,
dr . c

= (g+uz)i—cr—45r— (1+ (1—up)a)r,

d?‘d . c

e (g +ug)ig+ (1 —up)ar —crg — b5rg —ry.

(14)

To minimize the disease burden together with the implemen-
tation costs of the intervention strategies, we seek the optimal
controls u} (7), i = 1,2,3,4, that minimize the objective functional

Tt . . 1
J(u) = /0 {qlz + qoig + qarg + 5 (rlu% + r2u§ + r3u§ + mui)} dr,

where g; > 0and r; > 0. The terms i and iy denote active infectious
individuals and therefore directly measure the main disease bur-
den that should be minimized through intervention. The term 4
is included to account for the residual health burden of recovered
diabetic patients, since these individuals remain at a higher risk
of relapse, reinfection, and long-term complications despite treat-
ment. The recovered non-diabetic compartment 7 is not included
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in the objective functional because individuals in this compart-
ment are assumed to have completed treatment successfully and
generally have a substantially lower clinical risk than recovered
diabetic individuals. Therefore, including * may not appropri-
ately represent the disease burden and could discourage recovery.
The quadratic terms represent the implementation costs of the
controls and are included to ensure that the objective functional
appropriately balances epidemiological benefits against practical
intervention costs.
Let
x = (S,84,1,14,1, r,;,)—r
be the state vector and

¥ = (Y5, Ysi, Vi Pids Yro Yra) |

be the adjoint vector.
The Hamiltonian is

L 1
H = q1i+qaig + 4374 + 5 ;r]-u]2
j=

+ys[1 =45+ (1= p)er — (14 (1 - uz)a)s]

+ Psal(1 —uz)as — 0435y — 54+ (1 — p)cry]

+ ¢i[l§s+ per+ 051 — (§+uz +14+d+ (1 —up)a)i]

+ ;g[05sy + pcrg + 51y + (1 — up)ai

— (g +us+1+dp)ig)

+ ¢ [(g+uz)i —cr — b5 — (14 (1 — up)a)r]

+ ¢al(n8 +ua)ig + (1 —ug)ar —crg — lorg —rg). (15)

By Pontryagin’s Maximum Principle (Seierstad and Sydsaeter
1986), we obtain the following result.

Theorem 5. Let (u,u},u3, u;) be an optimal control quadruple and
let

x* (1) = (s*,s5,i", iy, 1))
be the corresponding solution of the controlled system (14). Therefore a
nontrivial adjoint vector exists

lIJ = (ll)s/ ll)sd/ lpi/ ll)id/ IP"’ lprd) !
such that
% = [0 +1+ (1 —un)alps — (1 — up)appsg — L{;,
d s c ¢
tlil)Td = (1 + 951)1/)5:1 - 941%1,
% =—q+ 015(1/25 — l/),) + 901541(1/)5:1 - 1Pid)

+ o (Pr — ;) + o1y (Yrg — Pia)
+ [g+us+1+d+ (1 —up)alp; — (1 — uz)apyy
— (g +u3)r,
d .
% = —q2 + s(s — ¢;) + 00154 (Psq — Pia)
+ Qor(pr — i) + Qorg(Pra — Pia)
+ (18 +us +1+dp) i — (48 + a) Yra,
dy, ;
D (= P = (pe+ )y
+ e+ 054+ 1+ (1 —up)a] gy — (1 — up)ay,,,

(16)

A, c
Ziprd = =33 — (1= p)esa — (pc +63) ia

+ e+ 5+ 1) P,

153



where
O = (1—u1)B1[14+2K(i+1i4)], Qo = (1 —u1)By [1+2K(i +1i4)],

with the transversality conditions

¢](Tf) = 01 je {S/Sdriridrrrrd}'
Moreover, the optimal controls are characterized by
uT(T)Imin{max{q)lri(T),O},l}, 17)
1
u*(T) = min max a [S(lpsd - IIJS) + l(lpld - 1‘/}1)]
2 = "
_'_1’(1,0,,1—1/17)’0},1}’ (18)
)
u3(T) = min {max{w, O}, 1}, (19)
3
uy (T) = min {max{id(lpidri_wrd), O}, 1}, (20)
4
where
@1 (7) = b1 [s(pi — s) + 054 (Yia — Ysa)]
+ O [r(Wi — vr) +ra(Wia — Yra)],
with

01 =Bi(1+K(i+iq)) (i +1i4), lo = Bo(1+ K(i +ig)) (i +ig).

Proof. The result follows from Pontryagin’s Maximum Principle.

Since the state system is bounded in the feasible region and the
admissible control set is closed and convex, the situations needed
for optimality apply.

Differentiating the Hamiltonian # in (15) correlated with each
state variable yields the adjoint system (16). Because the terminal
states are free, the transversality situations are

i(t) =0, j€{s 84,114,174}

Next, the stationarity conditions

H

— =0, i =1,2,3,4,
aui !

yield the unconstrained optimal controls

b= @0 als(Wsa = ¢) + i(ia = 9i) + 1 (ra — Yr)]
1 " ;s U2 P ’
"y — i(yi —¢r) 1y = '4(bia = $ra)
s 4 '

Projecting these onto the admissible control set
U= {(ul,uz,ug,u4) :0<u(r)<1, 7€ [O,Tf]}
gives (17)—=(20). Finally, since the Hamiltonian is strictly convex in

the controls due to the quadratic terms r,-ul-z /2 with r; > 0, these
expressions uniquely minimize #H. This completes the proof.
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NUMERICAL SIMULATION

For the numerical simulations, we used annual Indonesian epi-
demiological data from several sources. Specifically, the World
Bank (2000-2024) provides the TB incidence per 100,000 population
and the TB treatment success rate (%) (World Health Organization
2025a); the World Health Organization (2010-2024) provides the
number of new and relapse TB cases notified per 100,000 popula-
tion together with the estimated total number of TB deaths (World
Health Organization 2025b); and the International Diabetes Fed-
eration provides the diabetes prevalence (%) for the years 2000,
2011, and 2024 (International Diabetes Federation 2024). To deter-
mine the parameter values of the dimensionless model (2), some
parameters were adopted or derived from the literature, while the
remaining parameters were estimated.

Based on Aldila (2025), we adopted the parameter values
K =101,¢c =02, and p = 0.5. According to the United Na-
tions demographic data for Indonesia during 2000-2024 (United
Nations, Department of Economic and Social Affairs, Population
Division 2024), the average life expectancy was 68.62 years, giving
u = 1/68.62. Krishna et al. (Krishna and Jacob 2021) reported that
individuals with diabetes have a two- to four-fold higher risk of
developing active TB than individuals without diabetes. Accord-
ingly, the relative susceptibility parameter satisfies 2 < 6 < 4. In
this study, we set 8 = 3. The same study also reported that dia-
betes increases the risks of treatment failure, death, and relapse. In
particular, the combined risk ratio for treatment failure and death
was estimated as 1.69. Since this risk ratio cannot be interpreted
directly as a model parameter, we used the simple approximation
n = 1/1.69 = 0.592. Furthermore, the reported risk ratio for TB
mortality among patients with diabetes was 1.89. Therefore, we
assumed dp = 1.89d. The remaining parameters were estimated
using the particle swarm optimization (PSO) algorithm.

Let gp denote the observed diabetes prevalence in the initial
year, expressed as a proportion. The initial susceptible proportion
was calculated as

Sg)t =1- io —T10-
The initial values of the six model compartments were then allo-
cated according to the observed diabetes prevalence:

s(0) = (1 —qo)s¢™, sa(0) = qosp’,

i(0) = (1 —qo)io,  a(0) = qoio,

r(0) = (1 —qo)ro,  ra(0) = qoro-
This construction ensures that the initial proportion of individuals
with diabetes is consistent with the available diabetes prevalence
data. Because the model is expressed in dimensionless time, the
observation year f was transformed according to T = p (¢t —2000),

where 2000 is the initial observation year.
The parameter vector to be estimated was defined as

© = (By,By,a,8,d,ip,19) -

For the estimation, the admissible parameter region was specified
by the lower and upper bounds

107% < By < 25,
1075 < B, < 30,
1074 <a <05,
0.1 < g <100,
1074 < d <20,
107° < iy < 0.05,
107% < ry < 0.70.
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The model outputs were connected to the epidemiological ob-
servations through a collection of observation functions. Let

z(1) = i(7) +ig(7)

denote the total infectious population. The dimensionless forces of
primary infection and reinfection were given by

¢1(t) = By (1+Kz(1)) z(7), O(T) = By (1 + Kz(7)) z(7).

The total flow of new active TB episodes, including primary infec-
tion and reinfection, was calculated as

Z(T) = {15+ 00154 + Lor + Lory.

Therefore, the model-predicted annual TB incidence per 100,000
population was defined as

Irp(t) = 105#%,

where

n(t) =s+sg+i+ig+r+ry
The predicted TB notification rate was obtained by multiplying the
predicted incidence by the observed case-detection fraction:

Nrs(t) = p(t) Frp (t),
where p(t) is the observed case-detection proportion in year t. The
predicted TB mortality rate per capita was calculated as

firg(1) = p L 2L,

Accordingly, the predicted number of TB deaths was

Drg(t) = P(t)firs(t),

where P(t) denotes the total population in year ¢. Since the model
does not contain explicit detected and treated compartments, the
treatment success rate was approximated by the instantaneous
recovery proportion among all exits from the infectious compart-
ments. Thus,

8i+178iq

T(t) = 100 , —.
(*) (g+1+d+a)i+(ng+1+dp)iy

Finally, the predicted diabetes prevalence was calculated as

(1) +ia(7) +14(7)

QD(t) = 1005d I’I(T)

Because diabetes prevalence observations were available only for
2000, 2011, 2024, the model predictions at these years were ob-
tained through linear interpolation.

The parameter estimates were obtained by minimizing a
weighted sum of squared normalized residuals. Normalization
was applied to prevent a dataset with large numerical values, such
as the absolute number of TB deaths, from dominating the estima-
tion procedure. Let Ij, N]-, Dj, Tj, and Q]- denote the observed TB
incidence, notifications, deaths, treatment success, and diabetes
prevalence, respectively. Their corresponding model predictions
are denoted by
N, D

L i)

jr j/ T]'/ Q] .
The normalized residuals were defined as
e = I]' — Ij

7 max{median(I),1}’
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N; - N;
eN; = p 2
7 max{median(N), 1}

and N
eépi — D] _ D] .
7 max{median(D), 1}
For treatment success and diabetes prevalence, fixed percentage-
point scales were used:

— ] _ =] ]
elef 10 , eQ,jf 5 .

N )

The objective function was then formulated as
nr 2 nn 5 np 5 nr 5
J(O)=w ) et +wN ) ey, +wp ) epj+wr ) o1
j=1 j=1 =1 =1

ng

2

+wg Zi €Q,jr
]:

where the weights were selected as w; = wy = wp = 1, wr =
0.25, wg = 0.40.
The parameter estimation problem was therefore expressed as

0 = argmin 7 (O),

This global minimization problem was solved using the PSO al-
gorithm using the MATLAB function particleswarm with swarm
size 250, maximum of iterations 200, and maximum of stall iter-
ations 20 or function tollerance 10~°. The parameter estimation
result is presented in Table 2.

After obtaining the final parameter estimates, the fitted model
was evaluated using the root mean squared error, mean absolute
error, mean absolute percentage error, and coefficient of determina-
tion. For a dataset consisting of m observations y; and correspond-
ing predictions ¥, the root mean squared error was calculated
as

The mean absolute error was given by
1 m
MAE = }° ’y]-—yj‘.
j=1

The mean absolute percentage error was defined as

100 &
MAPE = —= )

j=1

Yi—y

Yi

7

where observations equal to zero were excluded from the calcu-
lation. Finally, the coefficient of determination was calculated

as )
: (7 =)

. (yf—?)z

where iy = % Z]’-”:l y;- These measures were computed separately
for TB incidence, TB notifications, TB deaths, treatment success,
and diabetes prevalence.

The performance metrics are summarized in Table 3, while
the observed data and fitted trajectories are shown in Figure 2.

=

RZ=1-

’

e[ T

-
Il
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Overall, the model provides a satisfactory fit to the TB incidence,
TB notifications, and diabetes prevalence data. In contrast, the fits
for TB deaths and treatment success are less accurate, as indicated
by their negative R? values, suggesting that the model does not
fully capture the temporal variation in these datasets.

Table 2 Parameter and initial condition values of the dimension-
less model (2)

Parameter Value Source
By 24.9974 Estimated using PSO
B, 19.4766 Estimated using PSO
a 0.25571 Estimated using PSO
g 26.3266 Estimated using PSO
d 2.4959 Estimated using PSO
dp 4.7173 dp = 1.89d Krishna and Jacob (2021)
K 0.1 Aldila (2025)
c 0.2 Aldila (2025)
P 0.5 Aldila (2025)
0 3 From Krishna and Jacob (2021), 2 < 6 < 4. This
study uses 6 = 3.
i 1/1.69 = 0.592 Krishna and Jacob (2021)
ip 0.0123 Estimated using PSO
1o 0.6997 Estimated using PSO

Table 3 Performance metrics of the fitted model against the
observed epidemiological data

Dataset RMSE MAE MAPE (%) R?
TB incidence (per 100,000) 18.25 14.31 4.207 0.3525
TB notifications (per 100,000) 14.24 11.31 5.840 0.9423
TB deaths 1.407 x 10*  1.212 x 10* 10.163 —0.1124
Treatment success (%) 2.026 1.630 1.863 —0.0336
Diabetes prevalence (%) 1.633 1.219 21.685 0.7072

In Figure 3(a), we take B; = 13.42, which is below the threshold
value B} ~ 16.77, resulting in the basic reproduction number R =
0.8 < 1. In this case, all trajectories of the infected variables (i, i)
with different initial conditions converge to the DFE Ey = (0,0),
indicating that the infection eventually dies out and the disease-
free state is attractive. Meanwhile, in Figure 3(b), we set By = 24.99,
which is above the threshold value, resulting in Ry = 1.49 > 1,
and all trajectories (i, i) approach the endemic equilibrium E; =
(0.011125,0.006358). This shows that the disease persists in the
population under this parameter regime. An example of the time
series of the infected variables i(7) and i;(7) is depicted in Figure
3(c) and (d), respectively. These numerical results are consistent
with the theoretical stability analysis: the solutions approach the
DFE when R < 1 and converge to the endemic equilibrium when
Ro > 1.

Furthermore, the analysis perform a sensitivity study of the
basic reproduction number R applying the Partial Rank Corre-
lation Coefficient (PRCC) method. PRCC is a global sensitivity
analysis approach that measures the strength and direction of the
monotonic correlation of a model output and each input param-
eter while controlling for the effects of the remaining parameters
(Marino et al. 2008). The parameters sampled in this study were de-
fined as {By,4,4,d,dp, 1,0} by Latin Hypercube Sampling (LHS)
with a sample size of N = 3000. In addition, the sampling ranges
were selected 80%-120% from the baseline values, see Table 4. The
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Figure 2 Observed data and fitted curves for (a) TB incidence per
100,000 population, (b) TB notifications per 100,000 population,
(c) TB deaths, (d) the treatment success rate (%), and (e) diabetes
prevalence (%). Panel (f) shows the fitted trajectories of the di-
mensionless state variables s, sy, i, iz, 7, and 4

value of Ry is calculated in relation to each sampled parameter set.
The PRCC of each parameter was determined as the rank-based
partial correlation and Ry, after eliminating the linear effects of
entire other sampled parameters. When PRCC is positive, the in-
crease in parameter rises R and when negative the reverse is the
case. Therefore, the greater the PRCC absolute value, the higher
the parameter impact on Ry.

Table 4 Parameter ranges used in the PRCC analysis and the
corresponding sensitivity indices

Parameter Lower Baseline Upper PRCC p-value
B 19.9976 24.9970 29.9964 +0.9697 0.0000
a 0.2046 0.2557 0.3069 +0.7711 0.0000
g 21.0616 26.3270 31.5924 —0.9512 0.0000
d 1.9968 2.4960 2.9952 —0.1684 174 x10°%
dp 3.7739 4.7174 5.6609 —0.4275  2.62 x 107133
7 0.4736 0.5920 0.7104 —0.8180 0.0000
0 2.4000 3.0000 3.6000 +0.8881 0.0000

In Table 4, we summarize the PRCC values together with their
associated p-values. The sensitivity of each parameter is primarily
interpreted based on the magnitude and sign of the PRCC coeffi-
cients, with larger absolute values indicating a stronger influence
on the model output. Figure 4 shows that By, 6, and a exerted a
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Figure 3 Phase portraits of the infected variables (i,i;) converg-
ing to (a) the disease-free equilibrium (DFE) for By = 13.42
(Rop = 0.8 < 1)and (b) the endemic equilibrium (EE) for

By = 2499 (Rg = 149 > 1). Panels (c) and (d) present the
corresponding time series of i and iy, respectively

strong positive effect on Ry, implying greater transmission, and
susceptibility of diabetic individuals, including faster progression
to diabetes were positive contributors to disease spread. However,
the recovery rate ¢ and parameter 17 have strong negative effects,
suggesting that an increase in treatment effectiveness significantly
decreased Ry. Other parameters have relatively minor effects com-
pared to these dominant factors. From Table 4, we conclude that
the three most influential parameters are By, g, and 6.

10 2870 0.888 1

0.5

S
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o

-0.5
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| 091 | ‘ ‘ ‘ ‘
B, g 6 n a dp d

Parameter

Figure 4 Partial rank correlation coefficients (PRCCs) of the basic
reproduction number Ry. The PRCC analysis identifies By, g,
and 6 as the three most influential parameters

Following the PRCC analysis, which identified By, g, and 6 as
the three most influential parameters, we plot contour diagrams
of the basic reproduction number Ry in the (B, g)-, (B1,6)-, and
(g,0)-planes (Figure 5). Consistent with the PRCC results, R in-
creases with By and 6, whereas it decreases as g increases. The red
contour represents the threshold Rg = 1, separating the disease-
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free and endemic regions, while the star marker denotes the es-
timated parameter values. Since the estimated parameters lie
in the region where Ry > 1, the model predicts disease persis-
tence. These results suggest that reducing the transmission rate
and diabetes-related susceptibility, together with increasing the
recovery rate, are essential for controlling TB transmission.
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Figure 5 Contour plots of the basic reproduction number R
in the parameter planes of the three most sensitive parameters
identified by the PRCC analysis: (a) (g, B1), (b) (g,6), and (c)
(By,0). The red line represents the threshold Ry = 1, while the
star marker indicates the estimated parameter values

To confirm Theorem 4, we perform numerical simulations of
the bifurcation diagram for the total infected population, I* =
i* +15. Figure 6 illustrates the bifurcation diagrams of the model
with respect to the basic reproduction number Ry. Figure 6(a)
corresponds to the calibrated parameter values listed in Table 2,
for which K = 0.1 and @ = —895.4 < 0. In this case, the model
exhibits a forward bifurcation. The disease-free equilibrium (blue)
is stable for Ry < 1 and loses its stability at the threshold Ry =1,
where a stable endemic equilibrium (red) emerges continuously.
Consequently, reducing Ry below unity is sufficient to eliminate
the disease under the calibrated Indonesian scenario.

For completeness, Figure 6(b) illustrates that the proposed
model is also capable of exhibiting a backward bifurcation under a
different parameter regime. Specifically, increasing the nonlinear
transmission parameter to K = 25 yields 2 = 85.6 > 0, resulting
in the coexistence of a stable disease-free equilibrium and a stable
endemic equilibrium for 0.97852029 < Ry < 1, separated by an
unstable endemic equilibrium (green). Although this value of K is
substantially larger than the calibrated estimate (K = 0.1) and is
not intended to represent the current Indonesian epidemiological
situation, it demonstrates that sufficiently strong nonlinear trans-
mission effects can fundamentally alter the qualitative dynamics
of the model. Therefore, the backward bifurcation should be inter-
preted as a theoretical possibility supported by the model structure
rather than a feature of the calibrated Indonesian data.

The other significant simulation focused on the sensitivity of
the epidemic size and peak timing to the transmission parame-
ter By. In this analysis, By was varied over the range [5,30], and
for each value the model was solved numerically to evaluate the
total infectious population, Liot(T) = i(T) + i4(T). The epidemic
size was measured by the cumulative number of new infections,
fOT (415 + 6¢1s4) dt, over the simulation period, while the peak
timing was defined as the time at which the total infectious propor-
tion, i 4 iy, attained its maximum value. Figure 7 shows that the
epidemic size increases monotonically with By, highlighting the
dominant influence of the transmission rate on the overall disease
burden. At the same time, the peak timing spike near the threshold
is an example of critical slowing down (relaxation time diverging
as Rp — 1). This phenomenon occurs near By = 18, which is
close to the critical threshold B} ~ 16.77. For sufficiently large val-
ues of By, the epidemic peak occurs earlier, indicating that higher
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Figure 6 (a) Forward bifurcation diagram for the parameter val-
ues listed in Table 2, yieldinga = —895.4 < 0. (b) Backward
bifurcation diagram for the parameter values listed in Table 2
with K = 25, yielding a = 85.6 > 0

transmission rates accelerate disease spread and shorten the time
required to reach the maximum number of infected individuals.
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Figure 7 Sensitivity of (a) the epidemic size and (b) the peak
timing to B;. The epidemic size is measured as the cumulative
number of new infections, fOT (€15 + 041s4) dt, over the simula-
tion period, whereas the peak timing is defined as the time at
which the total infectious proportion, i + iy, reaches its maximum

Next, we investigate the impact of optimal control interventions
using the baseline parameter set in Table 2. The disease burden
weights are chosen as g1 = 50, g, = 80, and g3 = 20, while the
control cost weights are taken asr; = 2, = 2,3 = 1, and
r4 = 1. The optimal control system was solved numerically using
the forward-backward sweep method (Lenhart and Workman
2007). Both the state and adjoint systems were integrated using the
classical fourth-order Runge-Kutta scheme over the interval [0, 60]
with 600 uniform time steps (AT = 0.1). The controls were updated
iteratively using a relaxation parameter of 0.5, with a maximum
of 80 forward-backward sweep iterations. The iterative process
was terminated when the maximum absolute change between
two successive control iterates was less than 107°. To compare
the economic efficiency of the candidate intervention strategies,
we use the average cost-effectiveness ratio (ACER) (Drummond
et al. 2015), which measures the cost required to avert one unit of
disease burden relative to the no-control case. In this study, ACER
is defined by

Total intervention cost
Cases averted

ACER =
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1
/O 5 (rlu% + rzu% + r3u§ + mui) dt

Tf . . . . N
/0 {(1 +14)no control — (i + ld)control] dt

A smaller ACER indicates a more cost-effective strategy be-
cause it achieves a greater reduction in infections relative to its
implementation cost. Figure 8 and Table 5 show that the com-
bined strategy 17 + u3 has the lowest ACER among all strategies
considered. This strategy combines interventions that reduce TB
transmission, such as screening, isolation, mask use, and health
education, with enhanced treatment for TB-infected individuals
without diabetes. Although the strategy u; alone averts nearly
the same number of infections, its slightly higher cost results in a
larger ACER. Adding 1,4 or implementing all controls increases the
total cost without producing a comparable improvement in infec-
tions averted. Therefore, the combination 11 + 13 provides the best
balance between epidemiological effectiveness and intervention
cost.

NN E RN U LR IR LN LN LV SR LN LN N LN
x x x x x x x x x x x

NN N N NN RN NN CIEING NS
X X X x x
NONIEINS NS N
X
Q'\
Strategy

Figure 8 Ranking of the control strategies based on the average
cost-effectiveness ratio (ACER). The combined strategy (u1 + u3)
has the lowest ACER and is therefore identified as the most cost-
effective strategy

Table 5 Ranking of intervention strategies based on the average
cost-effectiveness ratio (ACER)

Strategy Total Cost Cum. Incid Inf. Averted ACER
uy +uz 4.6085 0.080280 26.327 0.17505
Uy 4.7135 0.080067 26.327 0.17904

Uy + Uz + 1y 6.1970 0.080075 26.327 0.23539
Uy +uy 6.8391 0.079239 26.328 0.25977
Uy + iy 8.0472 0.125220 26.282 0.30619
Uy +up +uz +uy 18.416 1.464600 24.942 0.73834
Uy iy + iy 18.471 1.479100 24.928 0.74099
Uy +up +uz 18.520 1.483900 24.923 0.74310
I 0.20269 26.29600 0.11074 1.8303

Uy 44.969 4.293900 22.113 2.0336

Uy +uy 44.955 4.396100 22.011 2.0424
Uz + iy 0.74194 26.05200 0.35435 2.0938
us 0.53309 26.16500 0.24204 2.2024

Uy +uz 42.930 8.077300 18.330 2.3421
Uy + U3 + 1y 42582 8.466300 17.941 2.3735

After we found that the intervention strategy (17 + u3) is the
best according to ACER, in Figure 9, we illustrate the use of the
optimal control strategy (17 + u3) substantially suppresses the in-
fected populations compared with the no-control scenario. The cor-
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responding control profiles further indicate that the transmission-
reduction control #; is applied more consistently and at a higher
level than the other control measures, while the remaining controls
are maintained at lower levels depending on the intervention strat-
egy. This suggests that reducing TB transmission plays a dominant
role in mitigating disease spread, especially when combined with
targeted treatment efforts for infected individuals.
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Figure 9 Comparison of the no-control and optimal-control sce-
nario (u1 + u3): time series of the infected variables (a) i and (b)
iy, together with (c) the corresponding optimal control profiles

CONCLUSION

This study developed and analyzed a mathematical model of tu-
berculosis (TB) transmission dynamics that incorporates diabetes
comorbidity, reinfection, relapse, and nonlinear incidence. Based
on classical TB models, the proposed model explicitly captures
the effect of diabetes on susceptible and recovered TB patients,
providing a more comprehensive representation of the interac-
tion between the two diseases. The analytical results established
the positivity and boundedness of the model solutions, derived
the basic reproduction number, and determined the local stabil-
ity of the disease-free equilibrium. Furthermore, the bifurcation
analysis showed that the model can exhibit forward or backward
bifurcation depending on the epidemiological parameters. The
model was further extended by incorporating an optimal control
framework. Four controls were considered: efforts to reduce TB
transmission, interventions to reduce diabetes progression, and
enhanced treatment efforts for TB-infected individuals with and
without diabetes. The model parameters were estimated using
Indonesian epidemiological data, and the resulting parameter set
was used to perform several numerical simulations, including the
phase portraits that show the global convergence of the model
solutions, a global sensitivity analysis using partial rank correla-
tion coefficient to determine the most influential parameters, and
forward and backward bifurcation diagrams to validate the bifur-
cation analysis. The optimal intervention strategies were evaluated
using the average cost-effectiveness ratio. The results indicate that
combining TB transmission reduction with enhanced treatment
constitutes the most cost-effective intervention strategy.

Besides these contributions, the current study has several limita-
tions. First, the model assumed homogeneous population mixing
and did not take into consideration heterogeneity in age, geo-
graphic location, socioeconomic conditions, and access to health-
care, all of which may affect TB and diabetes prevalence in the
real world. Second, some diabetes-related parameter values were
assumed or estimated because of limited epidemiological data,
which could impact the accuracy of quantitative predictions. Third,
although the calibrated model reproduced the trends in TB inci-
dence, TB notifications, and diabetes prevalence reasonably well,
it did not adequately capture the temporal patterns of TB deaths
and treatment success, as reflected by the negative R? values. This
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suggests that additional mechanisms, such as changes in health-
care quality, treatment policies, or reporting practices, may be
needed to improve the model’s predictive performance for these
epidemiological indicators. Fourth, the optimal control model
assumed deterministic intervention effects and did not account
for uncertainty or stochastic disturbances that occur in real-world
public health implementation. Nevertheless, the proposed model
provides a theoretical framework for understanding the coupled
effects of TB and diabetes and offers insights into how comorbidity
complicates disease control.

The current framework could be further developed in several
significant ways in future studies. A potential extension is the
inclusion of age-structured or spatially heterogeneous populations
to better capture demographic and regional heterogeneity in TB-
diabetes prevalence. Additionally, the incorporation of stochastic
perturbations or time delays could be incorporated to represent
uncertainty in the environment and slow treatment response. Fu-
ture studies may also investigate additional intervention strategies,
such as vaccination programs or targeted screening policies for
individuals with diabetes.

The results showed that diabetes comorbidity greatly increased
tuberculosis transmission, thereby making disease elimination
more challenging. From a practical perspective, the results support
the implementation of integrated health policies that combine TB
prevention, diabetes management, and targeted treatment enhance-
ment for co-affected individuals. Therefore, the proposed model
provides a useful mathematical framework for policymakers and
public health practitioners in designing more comprehensive and
effective intervention strategies to lower the TB burden in popula-
tions with growing diabetes prevalence.
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ABSTRACT Reinforcement learning has recently emerged as a promising machine learning paradigm for the adaptive control of complex nonlinear
systems by enabling online decision-making through continuous interaction with the environment. However, its application to the synchronization of
chaotic systems using Lyapunov-based nonlinear controllers remains relatively unexplored, particularly with respect to comparing discrete-action and
continuous-action reinforcement learning algorithms. To address this research gap, this study proposes reinforcement learning-assisted Lyapunov-based
nonlinear controllers for the synchronization of chaotic systems. Specifically, two independent master—slave synchronization problems are considered, one
based on Chua’s circuit and the other based on the Duffing oscillator. In each synchronization problem, Deep Q-Learning (DQN) and Deep Deterministic Policy
Gradient (DDPG) are employed to adaptively adjust the nonlinear controller parameters online by maximizing the instantaneous reward at each sampling
instant, thereby improving synchronization performance while reducing undesirable switching behavior in the control signals. The proposed approaches are
evaluated through numerical simulations using reward, average reward, Integral Absolute Error (IAE), Integral Square Error (ISE), Integral Time Absolute
Error (ITAE), Integral Time Square Error (ITSE), and control effort as performance metrics. The simulation results demonstrate that DQN-assisted approach
consistently achieves higher reward and average reward values than DDPG-assisted approach for both synchronization problems, indicating a more effective
reward-maximizing policy under identical operating conditions. For the Chua master—slave synchronization problem, DQN-assisted nonlinear controller
provides superior synchronization performance, whereas for the Duffing master—slave synchronization problem, DDPG-assisted nonlinear controller achieves
better performance in terms of the error-based performance indices and control effort. Furthermore, robustness analyses under external disturbances
demonstrate that both proposed approaches successfully suppress disturbances and maintain stable synchronization between the corresponding master and
slave systems. Overall, the results confirm that integrating Lyapunov-based nonlinear control with reinforcement learning provides an adaptive, robust, and

effective framework for the synchronization of nonlinear chaotic systems, offering improved synchronization performance and enhanced practical applicability.
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Chaos
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INTRODUCTION

Chaotic dynamical systems, such as the Chua circuit and the Duff-
ing oscillator, are fundamental models in nonlinear science due to
their rich dynamical behaviors, including sensitivity to initial con-
ditions, bifurcation phenomena, and aperiodic trajectories (Yang
et al. 1997, 2001; Kharabian and Mirinejad 2021; Tan ef al. 2003).
These properties make chaotic systems highly relevant not only
from a theoretical perspective but also for practical applications
such as secure communications, cryptography, signal processing,
and synchronization-based engineering systems (Yang et al. 1997;
Oztiirk et al. 2025). Among these applications, the synchronization
of chaotic systems has emerged as a critical research topic, par-
ticularly in the context of nonlinear control and complex system
coordination.

Classical control strategies - including Lyapunov-based control,
sliding mode control, backstepping, and feedback linearization -
have been widely applied to achieve stabilization and synchroniza-
tion in chaotic systems (Yang et al. 2001; Kharabian and Mirinejad

Manuscript received: 1 May 2026,
Revised: 23 July 2026,
Accepted: 26 July 2026.

Smuratcimen@subu.edu.tr (Corresponding author)

CHAOS Theory and Applications

2021; Turab et al. 2025; Stefanski and Kapitaniak 2000; Saeed et al.
2023; Emiroglu et al. 2022). Although these methods provide strong
theoretical guarantees in terms of stability and convergence, their
performance heavily depends on accurate system modeling and
precise tuning of controller parameters. In practical scenarios, un-
certainties, disturbances, and parameter variations significantly
complicate controller design, often leading to suboptimal perfor-
mance. To address these challenges, adaptive and intelligent con-
trol approaches have been introduced. In particular, reinforcement
learning (RL) has gained significant attention as a model-free opti-
mization framework capable of learning optimal control strategies
through interaction with the environment. Unlike traditional adap-
tive methods, RL does not require explicit system models and can
directly optimize control performance based on reward signals
(Cimen 2024b, 2026; Cimen and Garip 2024; Smart and Kaelbling
2000; Singh et al. 2022; Alfred et al. 2024; Hao et al. 2024; Qin et al.
2023). Consequently, RL has been increasingly applied to nonlinear
and chaotic systems for control, stabilization, and synchronization
tasks.

A comprehensive comparison of recent RL-based approaches
for chaotic systems is presented in Table 1. As shown in the table,
existing studies can be broadly categorized into three main groups.
First, some studies focus on parameter discovery rather than con-
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trol design. For example, RL-based approaches utilizing Lyapunov
exponents as reward signals have demonstrated high efficiency in
identifying chaotic regimes in systems such as Chua and Lorenz
systems, significantly reducing computational cost compared to
conventional grid-based search methods (Huang 2025). However,
these approaches do not directly address control objectives such as
stabilization or synchronization. Second, a considerable number
of studies employ deep reinforcement learning for direct control
or synchronization (Cheng et al. 2023; Bucci et al. 2019; Jia et al.
2021; Yau et al. 2024). Methods based on algorithms such as Deep
Deterministic Policy Gradient (DDPG), Proximal Policy Optimiza-
tion (PPO), and other deep RL techniques have been successfully
applied to chaotic systems including Chua, Duffing, Lorenz, and
Rossler systems. These approaches exhibit strong adaptability
and robustness, particularly under incomplete system information
and disturbances. Nevertheless, they typically rely on black-box
policy learning, which limits interpretability and makes it diffi-
cult to incorporate prior knowledge from classical control theory.
Third, another important research direction involves reinforcement
learning-based parameter tuning of structured controllers (Mah-
moud et al. 2020; Alhazmi and Sarathy 2023; Bujgoi and Sendrescu
2025; Chun-Cheng and Lon-Chen 2020; Das et al. 2025; Rego and
de Aratjo 2021). In these approaches, RL is used to adapt pa-
rameters of controllers such as PID, Lyapunov-based controllers,
and neural network-based controllers. These methods improve
robustness and reduce manual tuning effort while preserving the
structural advantages of classical control strategies. Despite these
benefits, existing studies are generally limited to specific systems,
lack comprehensive synchronization analysis, or do not simultane-
ously address multiple chaotic systems.

From the perspective of research gaps and contributions, as
clearly observed in Table 1, existing studies predominantly focus
on either parameter tuning or direct policy learning approaches.
Although direct RL-based controllers demonstrate strong adapt-
ability, they often suffer from a lack of interpretability and limited
theoretical guarantees. In contrast, RL-based parameter tuning
approaches preserve the controller structure; however, they are
generally restricted to specific systems and do not comprehensively
address chaotic synchronization problems.

In particular, there is a notable lack of studies that simultane-
ously:

e integrate reinforcement learning with Lyapunov-based non-
linear synchronization controllers;

e investigate adaptive parameter tuning of nonlinear synchro-
nization controllers using reinforcement learning;

¢ provide comprehensive performance evaluations of reinforce-
ment learning-assisted synchronization methods using multi-
ple performance criteria.

Motivated by these limitations, this study proposes a novel
reinforcement learning-based approach for the synchronization
of Chua and Duffing chaotic systems. Unlike conventional deep
RL approaches that directly learn control policies, the proposed
method employs reinforcement learning as an adaptive parameter
tuning mechanism for a nonlinear controller structure.

The main contributions of this study can be summarized as
follows:

¢ Development of a unified framework for synchronization of
Chua and Duffing chaotic systems ;

¢ Integration of DQN and DDPG with a Lyapunov-based non-
linear control framework. ;
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¢ Adaptive tuning of controller parameters for improved syn-
chronization performance;

¢ Enhanced robustness against nonlinearities, uncertainties, and
disturbances,

* Reduction of manual tuning effort through data-driven opti-
mization.

The synchronization of nonlinear chaotic systems, such as the
Chua and Duffing systems, requires carefully designed controllers
whose parameters significantly influence the overall synchroniza-
tion performance. In this context, DQN-assisted and DDPG-
assisted nonlinear control approaches are proposed to adaptively
tune the controller parameters following the design of the synchro-
nization controllers for each system. To avoid ambiguity, it should
be emphasized that this study considers two independent master—
slave synchronization scenarios. The first scenario addresses the
synchronization of the Chua chaotic system, while the second ad-
dresses the synchronization of the Duffing chaotic system. No
synchronization is performed between the Chua and Duffing sys-
tems themselves. Accordingly, this paper is organized as follows.
Section 1 presents the introduction, including the motivation for
the study and a review of the relevant literature. Section 2 de-
scribes the materials and methods, introducing the fundamentals
of reinforcement learning and the design of the nonlinear synchro-
nization controllers for the Chua and Duffing systems. Section 3
presents DQN-assisted and DDPG-assisted approaches for adap-
tively tuning the controller parameters during the synchronization
process. Section 4 presents the simulation results and discusses
the performance of the proposed methods in detail. Finally, Sec-
tion 5 concludes the paper by summarizing the main findings and
outlining directions for future research.

MATERIAL METHOD

Reinforcement Learning

In reinforcement learning, an agent learns the environment by in-
teracting with it and determines its actions based on the rewards
received and the observed state information (Watkins and Dayan
1992; Clifton and Laber 2020; Yildiz et al. 2024). The general struc-
ture of reinforcement learning is illustrated in Figure 1. Based on
the state information obtained from the environment, the agent
selects an action. As a result of this action, the agent and the
environment interact, leading to the transition to a new state. Ad-
ditionally, this state transition generates a reward value that reflects
the outcome of the taken action. The primary objective of rein-

Action
a; l
Agent Enviroment
TReward Tt  Te+1
State St | St+1
¢

Figure 1 Agent and enviroment interaction

forcement learning is to learn the optimal action—value function,
Q(s, a), which enables an agent to select the best possible action
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Table 1 Reinforcement Learning-Based Methods for Chaotic Systems: A Categorized Literature Review

Ref. System Method Contribution Limitation
Category I: RL for Parameter Discovery
Huang (2025) Chua, Lorenz, Hénon Q-learning, SARSA  Efficient chaotic region discovery =~ Required tabular-based dis-

using Lyapunov-based reward

cretization

Category II: Direct RL-Based Control

Cheng et al. (2023)

Bucci et al. (2019)

Jia et al. (2021)

Yau et al. (2024)

Chua, Lorenz, Rossler

Kuramoto—Sivashinsky

Chaotic systems

Lorenz

Deep RL

DDPG

DDPG

PPO

Model-free synchronization

Effective RL-based control of
chaotic systems

Robust synchronization

Fast chaos suppression

No stability guarantees

Black-box control

Limited interpretability

Limited generalization

Category lll: RL-Based Controller Parameter Tuning

Mahmoud et al. (2020)

Alhazmi and Sarathy (2023)

Bujgoi and Sendrescu (2025)

Chun-Cheng and Lon-Chen (2020)

Das et al. (2025)
Rego and de Arauljo (2021)

Yang et al. (2014a)
Yang et al. (2014b)

Wang et al. (2020)

Duffing, Van der Pol
Thermoacoustic system

Nonlinear system
Duffing—Holmes
Fractional Réssler
Nonlinear systems

Nonlinear systems
Nonaffine systems

Duffing

Lyapunov-based
Controller + DL

Adaptive Control
+ SAC
PID + TD3
RBFNN + RL
PID + REINFORCE

Lyapunov NN + RL
Optimal Control
+ Actor—Critic

Adaptive Control
+ Actor—Critic

Attractor control
+ DDPG

Adaptive parameter tuning
Safe RL-based tuning

Overshoot-free response
Robust tracking performance
Fast convergence
Stability-oriented learning

HJB-based optimization
Stability guarantee

Efficient attractor selection

No comparison study
Application-specific

Slow dynamics

Limited scalability

High computational effort
Complex training

Model dependence
No chaotic validation

Requires prior knowledge

Category IV: Proposed Method (This Study)

This Study

Chua & Duffing

Nonlinear Controller
+ DQN
+ DDPG

Adaptive synchronization via pa-

Interpretable, robust, and adap-

rameter tuning tive

(a¢) in a given state (s;). This process is fundamentally based on
the Bellman equation (Watkins and Dayan 1992; Yildiz et al. 2024;
Farebrother et al. 2018). The update of the Q-values is obtained as
expressed in Equation (1):

Q(st,ar) = Q(st, a) +1r | rp +ymax Q(sey1,a) — Q(st,a) | (1)
—— acA —_——

Present Present
Q Value Target Q Value

Here,

e [r: learning rate;

e 7: discount factor that determines the importance of future
rewards.;

¢ 7;: reward obtained as a result of the current state and action.

Deep Q-Learning (DQN) represents a significant milestone in
the field of reinforcement learning (RL) by integrating the conven-
tional Q-learning algorithm with deep neural networks (DNNSs).
In systems characterized by complex and high-dimensional state
spaces, maintaining a tabular representation of Q-values for every
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state—action pair becomes computationally impractical. To address
this limitation, DQN employs deep neural networks as function
approximators to estimate the action-value function, thereby en-
abling more efficient learning and faster convergence. However,
one of the main limitations of DQN is that it is restricted to discrete
action spaces, making it less suitable for control problems requiring
continuous-valued actions. To overcome this limitation, the Deep
Deterministic Policy Gradient (DDPG) algorithm was developed.
Unlike DQN, which approximates the action-value (Q) function
for discrete actions, DDPG adopts an actor—critic architecture to
learn deterministic policies directly in continuous action spaces.
This capability makes DDPG particularly suitable for continuous
control problems, where smooth and precise control actions are
required. Consequently, both DQN and DDPG provide efficient
learning, improved scalability, and enhanced convergence when
applied to complex nonlinear control systems.

Deep Q Learning Algorithm: Deep Q-Learning (DQN), one of the
prominent reinforcement learning methods, addresses the high-
dimensionality and computational limitations of conventional Q-
learning by approximating the Q-value function. To achieve this
approximation, it utilizes deep neural networks (Deep Neural

CHAOS Theory and Applications



Networks, DNNs) (Alfred et al. 2024). In this context, deep re-
inforcement learning emerges from the integration of deep neu-
ral networks with the Q-learning algorithm. Deep reinforcement
learning algorithms are particularly effective in solving control
problems involving continuous state spaces. The actions gener-
ated by DQN algorithm are typically produced in a discrete form,
enabling the agent to interact with the environment accordingly
(Farebrother et al. 2018; Lucarelli and Borrotti 2020; Cimen 2026;
Singh et al. 2022; Evdiizen 2021; Mnih et al. 2013). The block dia-
gram of the Deep Q-Learning algorithm, which is based on this
fundamental structure, is illustrated in Figure 2. In Q-learning,

Action
| o l
Training
Network Deep Q .
Enviroment
St) Aty St+1, Tt Network
¥ Tt Reward Tt Tiv
State St | Ste
StrSt+1 Tt <

Figure 2 DQN agent and enviroment interaction

the Bellman equation given in Equation 1 is updated iteratively.
However, in this context, the state representation forms the basis
of function approximation in the Deep Q-Learning algorithm. This
function approximation is realized using deep neural networks,
and can be expressed as shown in Equation (2). In DQN, the Q-
values Q(s, 2|0) are generated using the parameters 6 of the neural
network, which represent its weights. This process is referred to as
Q-network evaluation (Cimen 2026; Mnih et al. 2013).

§=0Q(st,ar | 0) = Q" (st,ar) )

In DON architecture, a neural network with learnable weight
parameters takes the state input s and outputs Q-values for all
possible actions. The primary objective of the algorithm is to learn
an optimal policy function that maximizes the cumulative rewards
collected by the agent from the environment. This process is car-
ried out iteratively and continuously during training. The target
network, which incorporates the reward information and produces
the target value 7, is used to update the network parameters in a
manner similar to the Bellman update rule, as expressed in Equa-
tion 3.

7=0Q(s1,a:|0) —FJ=r +’Yr;1€az< Q(spr1,a|07) 3)

In DQN, two key mechanisms are employed. The first is Expe-
rience Replay. Using this mechanism, the agent’s past experiences
(s,a,s',7) are stored in a replay memory buffer. During training,
random samples are drawn from this memory to update the net-
work. The second mechanism is the Target Network structure
denoted as 7, as described in Equation 4. Since the target val-
ues change continuously during Q-value updates, learning may
become unstable. DQN addresses this issue by introducing a sepa-
rate target network, which is periodically updated from the main
network 7. This stabilizes the target values and improves conver-
gence. For convergence, the loss function given in Equation 5 is
used. This formulation is essentially similar to the loss function
presented in Equation 1. The parameter updates are performed
using the optimization rule given in Equation 6. During interac-
tion between the agent and the environment, DQN algorithm also
employs an epsilon-greedy strategy to balance exploration and ex-
ploitation, enabling effective exploration of the environment while
maximizing the Q-value corresponding to the highest expected
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reward Mnih et al. (2013). The overall structure of DQN algorithm
is presented in Algorithm 1.

F=1t+Q(s¢41, 841 | 0) €))
Lz‘(gi) = ]Es,u,r [(37 - 9)2} 5)
= Eouy [(r+ Q0 | 6-1) = Q(s,a | 6))’]
Ve, L(6;) =
(7 +ymaxQ(s’,a | 6;_1) (6)
acA

]Es,ﬂ,r,s’ |: :|v9,-Q(Sra ‘ 91')

—Q(s,a | 6)) Vo, Q(s,a | 6)

Algorithm 1 Deep Q Learning Algorithm

1: Initialize replay memory D with capacity N

2: Initialize learning rate &, discount factor 7, minibatch size C
3: Initialize Q-network with random weights 6

4: Initialize target Q-network with weights 6~ < 0

5. for episode =1 to MaxEpisodes do

6 Initialize state s;
7 done < False
8: while done == False do
9: Generate random number rand € [0,1]
10: if € < rand then
11: Select random action a; € A
12: else
13: ap = argmax,e 4 Q(st,a | 0)
14: Execute a¢, observe s;1, 7141, done
15: Store transition (s¢, a¢, 7411,5;+1) in D
16: Sample random minibatch (s;, a;, 7;,5;11) from D
17: for each sample in minibatch do
18: if done == False then
19: yi =1+ ymaxse Q(siy1,a]607)
20: else
21: Yi =1
22: Compute loss:

Li= & Y~ Qlsiar | 0)7

23: Update 6 by minimizing L;
24: Every C steps: 0~ < 0
25: St < St41

Deep Deterministic Policy Gradient Algorithm: Deep Deterministic
Policy Gradient (DDPG) is an actor—critic-based deep reinforce-
ment learning algorithm specifically developed to address control
problems with continuous action spaces. Unlike Deep Q-Learning
(DQN), which selects actions from a discrete action set, DDPG di-
rectly generates continuous control actions through a deterministic
policy represented by a deep neural network. This characteristic
makes DDPG particularly suitable for nonlinear control systems
in which the control input varies continuously (Wang et al. 2018;
Tufenkci et al. 2025; OpenAl 2018).

DDPG framework consists of two neural networks, referred to
as the actor and the critic. The actor network determines the con-
trol action based on the current state, whereas the critic network
evaluates the quality of the selected state-action pair by estimating
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the action-value function (Kang et al. 2021; Lillicrap et al. 2020).
Similar to DOQN, DDPG also employs experience replay and target
networks to improve training stability and facilitate convergence.
The interaction between DDPG agent and the environment is illus-
trated in Figure 3.

Experience
Replay
N(st, a7, Se+1) Momor

l (56, Tt Se41)
— — —
Critic \ctor
( Optimizer ] Optimizer
Update Palivcy Update G?f:loéégrllt
6° G:Var‘f“é’}f Gradient | Q* wrt F =
Online Q wrta (Online Policyw u(sy) a, g
Network Network g
—
(CR)] a=pu(sy) (CD)] Noise E
= HSe Soft 5
Soft | Update Update
Target Q Target Policy
Network Network (S Tt S, t+1)
. B ’
(CAD! u'(se) ©*)
L Agent

Figure 3 DDPG agent and environment interaction.

In DDPG, the actor network represents a deterministic policy
that directly maps the current state to a continuous action, as
expressed in Equation 7.

ap = p(s|0") 7)

where 6% denotes the parameters of the actor network. Unlike
DQN, the critic network receives both the current state and the
selected action as inputs and estimates the corresponding action-
value function, as expressed in Equation 8.

Q(st,a:(69) (8)

where 69 represents the parameters of the critic network.
The critic network is trained by minimizing the Bellman error
using the target value defined in Equation 9.

ye = re+9Q (sp41, 1 (5111107 )[09) 9

where Q' and ' denote the target critic and target actor networks,
respectively. Accordingly, the critic loss function can be defined as

L9 =E {(Q(st,ath) - ytﬂ . (10)

Unlike DQN, the actor network is not trained directly using
reward information (Lillicrap et al. 2020; Silver et al. 2014). Instead,
it is updated according to the deterministic policy gradient theo-
rem by maximizing the Q-value estimated by the critic network.
The corresponding gradient can be expressed as in Equation 11
(Lillicrap et al. 2020).

Vo] = E [VaQ(s,a|6)Q)| vgﬂy(s\eﬂ)} . 11)

To improve training stability, DDPG employs slowly updated
target networks instead of periodically replacing the target param-
eters as in DQN. The target networks are updated through the soft
update mechanism defined in Equation 12, where T < 1 denotes
the target update coefficient.

a=pu(s)
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- 1+ (1—-1)0", (12)

Since DDPG follows a deterministic policy, exploration cannot
be achieved using an e-greedy strategy as in DQN. Instead, explo-
ration is encouraged by adding stochastic noise to the actor output
during training.

ap = pu(s¢|6*) + N, (13)

In Equation 13, N; generally represents Gaussian or Ornstein—
Uhlenbeck noise. This mechanism enables efficient exploration
while preserving smooth control actions. Similar to DQN, experi-
ence replay is employed to randomly sample previous transitions
and reduce the correlation among training samples, thereby im-
proving learning stability. The overall structure of DDPG algo-
rithm is presented in Algorithm 2.

Algorithm 2 Deep Deterministic Policy Gradient Algorithm

1: Initialize replay memory D

2: Initialize actor network p(s|0#)

3: Initialize critic network Q(s, a|62)

4: Initialize target actor and critic networks

5 01« 61, 09 69

6: for episode = 1 to MaxEpisodes do

7: Initialize state s;

8: while done == False do

9: Generate action
10: ay = V(Sf) + M
11: Execute action and observe (7¢,s111)
12: Store transition (s¢, a¢, 7, 5;11) into replay memory
13: Sample random minibatch from replay memory
14: Compute target value
15: yi=ri+7Q (siv1, 1 (si1|6" )[69)
16: Update critic by minimizing

1 2
L=y Y (vi — Q(si,a:))

17: Update actor using deterministic policy gradient
18: Soft-update target networks
19: 0" — 10+ (1—-1)0~
20: St <= St41

Synchronization of Chua Chaotic System

Chua’s circuit is one of the basic, simplest and most widely studied
physical systems in which chaotic dynamics can be observed. De-
veloped in 1983 by Leon O. Chua, this circuit consists of standard
linear elements such as resistors, capacitors, and an inductor, along
with a nonlinear resistor known as the Chua diode, which exhibits
a piecewise-linear characteristic (Madan 1993). The fundamental
feature that makes this system unique is its ability to generate com-
plex chaotic attractors - most notably the famous “Double Scroll”
- despite its simple structure. Mathematically, the system can be
represented by a set of three-dimensional differential equations, as
given in Equation 14.

The synchronization of Chua systems holds a central role in
the literature, particularly in secure communication and control
theory (Momtaz ef al. 2026). It is based on the principle that two or
more chaotic systems, even with different initial conditions, can
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evolve over time to exhibit identical trajectories. The general block
diagram of this structure is illustrated in Figure 3. In the litera-
ture, this process is commonly addressed using the Master-Slave
architecture. In this study, the slave system is given in Equation
15. In this part of the study, assuming that the system parameters
are identical but the initial conditions are different, the control
input u is designed using the backstepping method to achieve
synchronization.

Xm =« <ym — xm3 — cxm)

y’" =Xm — ym +Zm (14)
Zm = —Py
Xs :m(ys—xg’—cxs) —+u
Ys = Xs — Ys +2s (15)
Zs = —PBYs
K, Yy Vv VY ~ slave l
k \ X >
2 Nonlinear U Chua Chaotic /
: Controller System
i __ _master
/ — ‘{Hl

Chua Chaotic
System

Figure 4 Synchronization diagram of the Chua Chaotic System

The errors between the two systems can be obtained by taking
their difference, as expressed in Equation 16. By differentiating
these error signals, Equation 17 is derived.

61 =2Zm — Zs
€ =Ym —Ys (16)

€3 = Zy — Zs

é = —pes

é) =e3—ep+eq 17)

63 = nep — wces — axm3 + ax;o’ —u
A virtual variable is assigned to the state e; used in Equation 17, as
defined in Equation 18. Based on this variable, a Lyapunov func-
tion is constructed, yielding Equation 19. By taking the derivative
as in Equation 18, Equation 20 is obtained. Since p; = é; = —Be;
in this expression, substituting this relation into Equation 20 results
in Equation 21.

e1 = pP1 (18)

i = %P% (19)

Vi = p1ip1 = p1(—pe2) (20)
Vi = —Bpi(ez) (21)

To relate the term e, in Equation 21 to the subsequent state, a virtual
variable is introduced as e; = py + a, as defined in Equation
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22. Substituting this expression into Equation 21 yields Equation
23. By rearranging Equation 23, Equation 24 is obtained. Then,
by assigning the virtual control variable as given in Equation 25,
Equation 26 is derived. In this way, the condition —gk; p:{- <O0is
satisfied. On the other hand, in order to eliminate the term py, an
extension of the Lyapunov function is required.

e1=p2+ar (22)
Vi = —Bp1(p2 +a2) (23)
Vi = —Bp1aa — Bpipa (24)
ay = —kipy (25)
Vi = —Bkipi — Bp1p2 (26)

To ensure that the term p; in V; converges to zero over time, the
Lyapunov function is extended as given in Equation 27 . Taking the
derivative of this function yields Equation 28. By differentiating
p2, the expression in Equation 29 is obtained. Substituting p, into
Equation 28 results in Equation 30. By rearranging this expression,
Equation 31 is derived. Then, by substituting the expression for p;
into Equation 31, Equation 32 is obtained. Furthermore, by replac-
ing the variables with their corresponding expressions, Equation
33 and subsequently Equation 34 are derived.

Va= Vit o} 27)

Vo =Va+ pap2 (28)

P2 = é + o (29)

Vo = —Bkipt — Bpip2 + pap2 (30)

Va = —Bkipt + p2 (—Bp1 + p2) (31)
Vo = —Bkipi + p2 (—Bp1 + €2 — ip) (32)

Vo = —pkipt + p2 (—Bp1 +e3 —ex +e1 — ki) (33)
Vo = —Bkipt + p2 (—Bp1 +e3 — 2 + €1 + ki ey) (34)

To regulate the trajectory of e3 in Equation 34, a virtual variable
is introduced. This assignment is defined as given in Equation 35.
Substituting the expression for e3 into Equation 34 yields Equa-
tion 36. By rearranging Equation 36, Equation 37 is obtained. In
order to ensure that py (—Bp1 + a3 —ex +e1 +k1Bex) <0, the as-
signment in Equation 38 is performed. Subsequently, the control
variable w3 is defined as in Equation 39. Based on the assumption
in Equation (31), the expression for V, in Equation 37 is obtained
as given in Equation 40.

es =p3+ag (35)

Vo= —Bkipi +p2 (—Bp1+ps+az—ex+ e +kifer)  (36)
Vo = —Bkipt + p2 (—Bp1 + a3 — 2 +e1 + kipex) + paps  (37)

—Bp1 + a3z —ex+ep +kifer = —kapo (38)
az = —kopa + Bp1 +e2 —e1 — k1 fer (39)
Vy = —Bkipi — Bkap5 + paps (40)

To eliminate the term p3 appearing in Equation 40, the Lyapunov
energy function is extended as given in Equation 41. In order
to ensure that this expression converges to zero over time, its
derivative is taken, resulting in Equation 42. Substituting this
expression into Vy yields Equation 43. By rearranging Equation 43,
Equation 44 is obtained. To satisfy the condition p3(pz + p3) <0,
Equation 45 is imposed as a control law. Solving this equation
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for p3 leads to Equation 46. Substituting the explicit form of p3
into Equation 46 yields Equation 47. Then, by substituting the
expanded form of é3, Equation 48 is obtained. Isolating the control
input u in this expression results in Equation 49. By substituting i3
into this equation, Equation 50 is derived. Finally, by rearranging
these expressions, Equation 51, Equation 52, 53 and ultimately
Equation 54 are obtained.

Vs=Vat 213 @)

Vs = Vo + paps (42)

V3 = —Bkipi — Bkaps + papa + paps (43)
V3 = —Bkipi — Bkap3 + p3 (p2 + p3) (44)
p2 + p3 = —ksps — kasign(ps) (45)

p3 = —p2 — kaps — kasign(ps) (46)

é3 — &3 = —p2 — kaps — kysign(ps) 47)

wey — &ce3 — XS + ax2 —u = i3 — py — kaps — kysign(ps) (48)
U = ey — acez — xS + txxg’ — &3+ pa + kaps + ky sign(ps) (49)

U =wney — ncesz — axm3 + axs
— (Bp1 + €2 — é1 — ki péa — kap) (50)
+ p2 +ks(es —az) + kysign(ps)

U =wney — ncesz — ucxm3 + ucx?
— (Bé1 + &2 — &1 — k1Péx — ko (é2 — d2)) (51)

+ p2 +k3(es — as) + kg sign(p3)

U = ey — xce3 — axy° + axd
—((B=1)é1 + (1 = k1B — ka)éa + kaikp) (52)
+ p2 +k3(es —ag) + kg sign(ps)

U =ney — wcez — acme + acx:;

— ((B=1)(~pe2)

(53)
+(1—=kip—ka)(es —ex +er) + kz(-hfh))
+ p2 +ks(es — az) + ky sign(ps)
U = ey — ace3 — AXp° + aX2
— ((B=1)(~pe2)
(54)

+ (1 =k —ko)(es —e2+e1) +ka(—kién))
+ p2 + ka(es — az) + ky sign(ps)

Synchronization of Duffing System

The Dulffing oscillator is one of the fundamental models used to
investigate the effects of nonlinear dynamics and chaos theory on
mechanical systems (Wang ef al. 2006). First introduced by Georg
Duffing in 1918, this model represents a damped and externally
forced oscillator. Due to its nonlinear “hardening” or “softening”
spring characteristic, it is capable of producing complex oscillatory
behaviors. The key feature that makes this system unique is its
ability to transition from harmonic oscillations to period-doubling
bifurcations and eventually to chaotic attractors, depending on
parameter values. Physically, the Duffing system can model vibra-
tions of a metallic beam in a magnetic field or forced oscillations
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in structural mechanical components (Tsai and Lee 2018). Math-
ematically, it can be expressed as a second-order time-varying
differential equation system, as given in Equation 55.

The synchronization of Duffing systems has critical importance
in structural vibration control, stabilization of mechanical systems,
and chaotic encryption applications. It is based on the principle
that two or more Duffing systems, despite small differences in
initial conditions, can follow each other’s trajectories under an
external control input. The general block diagram of this structure
is illustrated in Figure 3. In the literature, this process is commonly
addressed using a Master-Slave architecture. In this study, the
slave system is given in Equation 58. In this part of the study, as-
suming identical system parameters but different initial conditions,
the control law u is designed to achieve complete synchronization.

" — s
ki I u / \\ X, o
2y Nonlinear Duffing System || s
k, Controller
Sy \SN—/
___master_

~ =~

Figure 5 Synchronization diagram of Duffing System

Xm = Ym
\ (55)
Ym = aXm + bym — x” + ¢ cos(0.4¢)
Xe =
s Ys (56)

Ys = axs + bys — x5 + ccos(t) + u

For the synchronization of the Duffing oscillator, the errors be-
tween the system states are defined as given in Equation 57. By
taking the derivatives of these error signals, Equation 58 is ob-
tained.

€1 =Xs — Xm

€ =VYs —Ym

(57)

él = e
éy = aey + bey — ey (e% + 3xmer + 3xm2> (58)
+c(cost —cos(0.4t)) +u

For synchronization, the Lyapunov energy function is defined as
given in Equation 59. By taking its time derivative, Equation 60 is
obtained.

1,

Vi =e1é = ere; (60)

For the variable e, in Equation 60, a virtual variable is assigned
as given in Equation 61. Substituting this expression into Equation
60 yields Equation 62. By rearranging Equation 62, Equation 63
is obtained. To ensure the condition —eja < 0, the assumption
given in Equation 64 is made. Subsequently, to guarantee that p;
converges to zero over time, the Lyapunov function is modified
as given in Equation 65. Taking its derivative yields Equation 66.
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By rearranging Equation 66, Equation 67 is obtained. Taking the
time derivative of p; leads to Equation 68. Substituting p; from
Equation 68 into Equation 67 results in Equation 69. To satisfy
the condition pq(e; + p1) < 0, the assumption in Equation 70 is
introduced. Solving this equation for p; yields Equation 71. Sub-
stituting Equation 68 into Equation 71 results in Equation 72. By
rearranging Equation 72, Equation 73 is obtained. Then, substitut-
ing é; into Equation 73 yields Equation 74. Finally, isolating the
control input u in Equation 74 leads to Equation 75.

p=eta = e=p —« (61)
V) =eré; = e(pr — a) (62)
Vi = —eja =eyp (63)
o0 = k1€1 (64)

1
Vo=Vi+ EP% (65)
Va=Vi+pip (66)
Vo = —eret+erpr + pipy = —kief +piler +p1)  (67)
p1 = é1 + iy (68)
V, = —kle% +e1p1+ pier +p1) (69)
e1 +p1 = —kap1 — k3 sign(p1) (70)
p1 = —e1 — kap1 — ks sign(p1) (71)
éy+ & = —ey — kop1 — kzsign(py) (72)
éy = —it — ey — kop1 — kzsign(p1) (73)

aey + bey — er (e% + 3xmer + 3x2> +c(cost —cos(0.4t)) + u

= —kié1 —e1 — k2p1 — k3 Sigl’l(pl)
(74)

u=—ae; —bey+ep (e‘flZ + 3x60 + 3xm2)
—c(cost — cos(0.4t)) (75)
— k1€2 —e1 — k2p1 — k3 sign(pl)

ADAPTIVE TUNING OF NONLINEAR CONTROLLER PA-
RAMETERS VIA DQN AND DDPG FOR SYNCHRONIZATION

In synchronization studies, after determining the parameters of
the slave systems, it is ensured that these parameters are not kept
constant with excessively high or low fixed values, but are instead
adaptively adjusted using Deep Q-Network (DQN) and Deep De-
terministic Policy Gradient (DDPG) approaches. In particular, the
proposed framework in this study is applied to the synchroniza-
tion of Chua and Duffing systems, where the mechanisms, models,
and parameter selection processes are described in detail.

DQN-Assisted and DDPG-Assisted Synchronization of Controller
Parameters in the Chua Chaotic System

In the synchronization problem of Chua chaotic system, the param-
eters of the control law applied to the slave system are determined
using DQN and DDPG assisted nonlinear control approaches. In
order to enable effective interaction between the agent and the
environment, the environment structure is composed of the master
system, slave system, and nonlinear controller components. The
overall architecture of the proposed method is illustrated in Figure
5.

The structure of the reinforcement learning agent can be inter-
preted as a mapping from the current state to an action. Based on

CHAOS Theory and Applications

the state information received from the environment, the agent
generates an action according to its policy. In DQN, this action is
selected from a discrete action space, whereas in DDPG it is gener-
ated directly as a continuous control action by the actor network.
The generated action is subsequently used to determine the con-
trol input or controller parameters of the nonlinear system. Based
on the applied action, the system is simulated over a predefined
sampling interval and transitions to the next state. Simultaneously,
a reward signal is computed to evaluate the instantaneous control
performance. Consequently, the environment returns the next state
and the corresponding reward to the reinforcement learning agent.
These transitions, consisting of the current state, action, reward,
and next state, are stored in the replay memory and randomly
sampled during training to improve the learning performance. In
DQN, these samples are used to update the action-value function,
whereas in DDPG they are employed to train both the actor and
critic networks.

The general block diagram of the synchronization system is
shown in Figure 6. In this figure, the actions generated by the
agent are given in Equation 76, while the states produced by the
environment are defined in Equation 77. In addition, the term esym
used in the computation of the reward is defined as in Equation 78,
and the reward function is calculated as given in Equation 79 and
80. Furthermore, the termination condition (done signal), which
stops the interaction of the agent with the environment, is defined
in Equation 81. The action and state ranges employed by DQN
and DDPG agents are summarized in Tables 2 and 3, respectively.
Especially, a wide range of action values was selected to accelerate
the learning process and facilitate faster convergence. The neural
network architectures and related parameters adopted for DQN
and DDPG agents are presented in Tables 4 and 5, respectively.
Finally, the hyperparameters used during the training of DQN and
DDPG algorithms are listed in Tables 6 and 7, respectively.

The parameters of DQN or DDPG agents were selected based
on commonly adopted configurations reported in the reinforce-
ment learning literature and refined through preliminary simula-
tion studies. The neural network architectures were designed to
provide sufficient approximation capability while maintaining a
reasonable computational complexity. The learning rates were cho-
sen to ensure stable convergence and prevent oscillatory parameter
updates during training. The replay buffer size and mini-batch
size were determined to improve sample efficiency and reduce the
correlation among consecutive experiences. Furthermore, the dis-
count factor was selected to balance the importance of immediate
and future rewards, while the exploration-related parameters were
adjusted to provide an appropriate trade-off between exploration
and exploitation. The final parameter values were determined
experimentally as those providing the most stable learning process
and the best synchronization performance.

Action = [ky, ko, k3, ky] (76)
State = [eq, e, €3] (77)
esum = e1] + |ea| + |e3] (78)
2 ky = 0.1
15 =1 <00l
ryr = —1-10.1x (kq other 79)
tka + k3 + ka)
—1 — esum other
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v, ry1 = —500

reward = (80)
—1000, other
1, < —500
done = 1= (81)
0, other
Reward

A 4

Equation 80

State

A 4

Equation 77 Action

Equation 76
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Figure 6 Block diagram of DQN-assisted or DDPG-assisted rein-
forcement learning agent for synchronization of Chua chaotic sys-
tem

Table 2 Action and State Ranges in DQN Framework for Syn-
chronization of Chua Chaotic System

Action Range State Range
k1 [0.1,1,10,100] el (—o0,00)
k [0.1,1,10,100] e (—oo0,00)
ks [0.1,1,10,100] e3 (—o00,00)
ky [0.1,1,10,100]

DQN-Assisted and DDPG-Assisted Synchronization of Controller
Parameters in the Duffing System

In the synchronization problem of the Duffing chaotic system,
the parameters of the control law applied to the slave system are
optimized using DON or DDPG assisted nonlinear control ap-
proaches. In order to maximize the reward value, the environment
is constructed from the master system, the slave system, and the
nonlinear controller parameters. The overall architecture of the
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Table 3 Action and State Ranges in DDPG Framework for Syn-
chronization of Chua Chaotic System

Action Range State Range
k1 [0.1,100] e (—o00,00)
ko [0.1,100] e (—00,00)
ks [0.1,100] e3 (—00,00)
ka (0.1,100]

Table 4 DNN Parameters of DQN for Synchronization of Chua
Chaotic System

Layer No Layer Type Number of Activation
Neurons Function
1 Feature Input 3 input fea- -
Layer tures
2 Fully Con- 500 neurons -
nected Layer
3 Activation - Tanh
Layer
4 Fully Con- 256 neurons -
nected Layer
5 Activation - Linear
Layer
6 Fully Con- 256 neurons -
nected Layer
(Output)

Table 5 DNN Parameters of DDPG for Synchronization of Chua
Chaotic System

Layer Type Number of Neurons
Input Layer 3 input features
Actor Hidden Layer 500 neurons

Critic Hidden Layer 500 neurons

Hidden Activation Layer Tanh

Output Activation Layer Linear

Actor Output Layer (Output) 4 neurons

Critic Output Layer (Output) 1 neuron

proposed method is illustrated in Figure 7. When the structure
of the agent is examined, the input layer consists of system error
states, while the output layer represents actions corresponding to
the controller coefficients. DQN or DDPG generate actions based
on the observed state information from the environment and dy-
namically determines the parameters of the nonlinear controller
through these actions. In the environment, these parameters are
applied to the controller, and the Duffing system is simulated over
a predefined sampling time, resulting in a transition to the next
state. A reward signal is generated to evaluate the control perfor-
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Table 6 DQN Training Parameters for Synchronization of Chua
Chaotic System

Parameters Parameter Parameters Parameter

Value Value
Learning rate 103 Epsilon Value 0.05
Gradient - Epsilon Decay ~ 0.99iter
Threshold

Sample Time 0.02 Minimum Ep- 0.001

silon Value
MiniBatchSize 32 Max Episode 50

Learning - Replay Mem- 1000
Method ory

Table 7 DDPG Training Parameters for Synchronization of Chua
Chaotic System

Parameter Parameters Parameter
Value Value

Parameters

Actor Learning ~ 107° Action Filter 0.15
rate Coefficent

Critic Learning ~ 10~* Noise Theta 0.15
rate

Gradient Limit 1.0 Noise Sigma 0.15

Sample Time 0.02 Replay Mem- 1000

ory

MiniBatchSize 32 Max Episode 50

Learning - State Scale 1.0
Method
Y 0.95 T 0.005

mance and guide the learning process. The next state and reward
values obtained from the environment are fed back to the agent.
These experiences are stored in the replay memory and utilized
during the training process.

The general block diagram of the synchronization system is
shown in Figure 7. In this figure, the actions generated by the
agent are given in Equation 82, while the states obtained from the
environment are presented in Equation 83. Moreover, the term
esum used in the reward computation is defined in Equation 84,
the reward function in Equation 85 and Equation 86. Episode
termination condition (done signal) is determined as in Equation
87. The action and state ranges employed by DON and DDPG
agents are summarized in Tables 8 and 9, respectively. Especially, a
wide range of action values was selected to accelerate the learning
process and facilitate faster convergence. The neural network ar-
chitectures and the corresponding parameters employed for DON
and DDPG agents are presented in Tables 10 and 11, respectively.
The hyperparameters used during the training of DQN and DDPG
algorithms are summarized in Tables 12 and 13, respectively.

The parameters of DQN or DDPG agents were selected based
on commonly adopted configurations reported in the reinforce-
ment learning literature and refined through preliminary simula-
tion studies. The neural network architectures were designed to
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provide sufficient approximation capability while maintaining a
reasonable computational complexity. The learning rates were cho-
sen to ensure stable convergence and prevent oscillatory parameter
updates during training. The replay buffer size and mini-batch
size were determined to improve sample efficiency and reduce the
correlation among consecutive experiences. Furthermore, the dis-
count factor was selected to balance the importance of immediate
and future rewards, while the exploration-related parameters were
adjusted to provide an appropriate trade-off between exploration
and exploitation. The final parameter values were determined
experimentally as those providing the most stable learning process
and the best synchronization performance.

Action = [ky, kp, k3] (82)
State = [eq, €3] (83)
Csum = |31| + |€2| (84)
2 k3 = 0.1
1.5 ks=1 eoum < 0.01
ME 0k kL (85)
+kz + k3)
—1 — esum other

rvi, ry1 > —500

reward = (86)
—1000, other
1, < —500
done = 1= (87)
0, other
Reward

A 4

Equation 86

State

A 4

Equation 83 -
Action

"Equation 82

Nonlinear

Controller
\_ d,

A master
———=
Xim

l@‘ i lgr

Duffing System l E &hl;

| S——

Xpit €; Yot €,
i s

o X
Enviroment °

Figure 7 Block diagram of DQN-assisted or DDPG-assisted rein-
forcement learning agent for synchronization of the Duffing system
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Table 8 Action and State Ranges in DQN Framework for Syn-

chronization of the Duffing System

Table 12 DQN Training Parameters for Synchronization of the
Duffing System

Action Range State Range
k1 [0.1,1,10,100] ey (—o0, 00)
k [0.1,1,10,100] e (—o0, 00)
ks [0.1,1,10,100]

Table 9 Action and State Ranges in DDPG Framework for Syn-

chronization of the Duffing System

Action Range State Range
k1 (0.1, 100] el (—oo0,00)
ky [0.1,100] e (—o00, 00)
k3 [0.1,100]

Table 10 DNN Parameters of DQN for Synchronization of the

Duffing System

Layer No Layer Type Number of Activation
Neurons Function
1 Feature Input 2 input fea- -
Layer tures
2 Fully Con- 500 neurons -
nected Layer
3 Activation - Tanh
Layer
4 Fully Con- 64 neurons -
nected Layer
5 Activation - Linear
Layer
6 Fully Con- 64 neurons -
nected Layer
(Output)

Table 11 DNN Parameters of DDPG for Synchronization of the

Duffing System

Layer Type Number of Neurons
Input Layer 2 input features
Actor Hidden Layer 500 neurons

Critic Hidden Layer 500 neurons

Hidden Activation Layer
Output Activation Layer
Actor Output Layer (Output)

Critic Output Layer (Output)

Tanh
Linear
3 neurons

1 neuron
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Parameters Parameter Parameters Parameter

Value Value
Learning rate 107> Epsilon Value 0.05
Gradient - Epsilon Decay ~ 0.99iter
Threshold

Sample Time 0.02 Minimum Ep- 0.001

silon Value
MiniBatchSize 32 Max Episode 50

Learning - Replay Mem- 1000
Method ory

Table 13 DQN Training Parameters for Synchronization of the
Duffing System

Parameter
Value

Parameter Parameters

Value

Parameters

Actor Learning ~ 107° Action Filter 0.15
rate Coefficent

Critic Learning ~ 107% Noise Theta 0.15

rate

Gradient Limit 1.0 Noise Sigma 0.15

Sample Time 0.02 Replay Mem- 1000

ory

MiniBatchSize 32 Max Episode 50

Learning - State Scale 1.0
Method
% 0.95 T 0.005

SIMULATION STUDIES

In this study, all simulations and reinforcement learning training
processes were performed on a computer equipped with an Intel
Core i7-11800H processor operating at 2.3 GHz, 32 GB of RAM,
and an NVIDIA GeForce RTX 3070 GPU running Windows 11
Home. MATLAB/Simulink was used as the primary software
platform for system modeling, controller implementation, and
reinforcement learning integration. Initially, the synchronization
models of the Chua and Duffing chaotic systems were developed
within the Simulink environment. Subsequently, the nonlinear con-
troller and the reinforcement learning algorithms, namely DQN
and DDPG, were integrated into the simulation framework and
evaluated under identical operating conditions to ensure a fair
performance comparison. Each simulation was conducted over a
duration of 50 s, whereas DQN and DDPG agents were trained
independently for 50 episodes. The effectiveness of the proposed
synchronization strategy was assessed using the obtained system
responses, synchronization errors, and quantitative performance
indices. The simulation results and comparative analyses are pre-
sented in the following subsections through graphical illustrations
and tabulated performance metrics.
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DQN-Assisted and DDPG-Assisted Synchronization Simulation
Studies of the Chua Chaotic System

Synchronization simulations of the Chua chaotic system were per-
formed in the MATLAB/Simulink environment using the sys-
tem model and the nonlinear controller described in the previous
sections. The performance of the proposed DQN- and DDPG-
assisted synchronization strategies was comprehensively evalu-
ated through synchronization error signals, the controller param-
eters generated by the reinforcement learning agents, the control
input applied to the slave system, and the corresponding reward
values. In addition, the synchronization behavior was assessed
by comparing the trajectories of the master and slave systems,
while the learning performance of the reinforcement learning al-
gorithms was analyzed using the reward, loss, and cumulative
reward variations throughout the training process. The obtained
results are presented graphically in Figures 8-16 and quantitatively
summarized in Table 14.

In terms of synchronization performance, the error dynamics
between the master and slave systems, represented by e, e, and e3,
are illustrated in the time domain in Figure 8. The results indicate
that the slave system gradually converges to the master system,
confirming the effectiveness of both synchronization approaches.
However, DQN-assisted nonlinear controller exhibits smoother
synchronization responses with significantly fewer oscillations,
whereas DDPG-assisted nonlinear controller shows noticeable os-
cillatory behavior, particularly as the simulation time increases.
The action values generated by DQN-assisted and DDPG-assisted
agents are presented in Figure 9. It can be observed that the action
values produced by DQN agent vary approximately between 0.1
and 100, while those generated by DDPG agent remain within the
range of approximately 0 to 35. This difference reflects the distinct
action generation mechanisms employed by the two reinforcement
learning algorithms. The corresponding control signals applied
to the slave system are shown in Figure 10. As can be seen, DQN-
assisted controller produces control signals with relatively higher
amplitudes on average. Although the control signals generated
by DDPG-assisted controller also exhibit high amplitudes, they
generally remain lower than those produced by DQN-assisted
controller.

4
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Figure 8 Responses of e1, e; and e3 state of the synchronized Chua
chaotic system using a) DQN-assisted b) DDPG-assisted nonlinear
controller
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Figure 9 Nonlinear controller parameters by a) DQN-assisted b)
DDPG-assisted for synchronized Chua chaotic system
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Figure 10 Control signal by nonlinear controller for synchronized
Chua chaotic system

The variations of the reward signal and average reward during
the synchronization process for DQN-assisted and DDPG-assisted
nonlinear controllers are presented in Figure 11. It can be observed
that DQN-assisted approach consistently achieves higher reward
and average reward values than DDPG-assisted approach through-
out the simulation. This indicates that, under identical operating
conditions, DQN-assisted method learns a more effective control
policy and achieves the desired reward objective more successfully
than DDPG-assisted method. In addition, the numerical values of
the reward and average reward are reported in Table 15. As shown
in the table, DQN-assisted method outperforms DDPG-assisted
method with respect to both the reward and average reward met-
rics. Furthermore, the synchronization performance of the Chua
chaotic system is evaluated using the Integral Absolute Error (IAE),
Integral Square Error (ISE), Integral Time Absolute Error (ITAE),
and Integral Time Square Error (ITSE) performance indices. A
graphical comparison of these indices is presented in Figure 12,
while the corresponding numerical values are listed in Table 15.
As can be observed, DQN-assisted nonlinear controller achieves
lower values for all performance indices, indicating superior syn-
chronization accuracy compared with DDPG-assisted approach.
In addition, the control effort required by the two synchronization
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methods is summarized in Table 15. The DDPG-assisted nonlinear
controller yields the lower control effort.

Table 14 Comparison of the reward values obtained by DQN-
assisted and DDPG-assisted nonlinear control methods for the
synchronization of Chua chaotic system

Method Reward Value  Method Reward Value
DQN-assisted 1.5000 DDPG-assisted —1.0276
reward reward
DQN-assisted 1.5000 DDPG-assisted —1.2414
average reward average reward
0 ’lll 4 syl |“ kL !|

-10

-20

-30

———DQN-assisted reward ———DDPG-assisted reward
DQN-assisted average reward DDPG-assisted average reward
-40 . .
0 10 20 30 40 50

Time (sec)

Figure 11 Reward and Average Reward values obtained from
the chaotic system synchronized using DQN-assisted and DDPG-
assisted nonlinear control

DQN and DDPG agents are continuously trained through in-
teraction with the environment using samples stored in the replay
memory. The loss values obtained during the final iteration of
training are illustrated in Figure 13. These results indicate that the
loss value exhibits an overall decreasing trend over the 50-second
simulation period.

Table 15 Performance comparison of DQN-assisted and
DDPG-assisted nonlinear controllers for the synchronization
of the Chua chaotic system

Perlf\:l);;l:;nce Formul DQN-assisted DDPG-assisted
IAE fOT le(t)] dt 9.655 x 10° 1.252 x 10!
ISE ) (e(t))2 dt 2.484 x 10! 2.166 x 10
ITAE [ (le()|tdt 4827 x 102 6.262 x 102
ITSE J)e()2tdt 1242 % 10° 1.083 x 103
Control Effort fOT(u(t))2 dat 2.3693 x 10* 1.9469 x 10*

The master and slave system trajectories obtained from the en-
vironment designed for the synchronization of the Chua chaotic
system are presented in Figure 14. As observed in Figure 14, al-
though the slave system initially exhibits behavior different from
the master system, it gradually converges to the master system
over time, thereby achieving synchronization. In addition, the
three-dimensional phase portrait of the system is also illustrated
in Figure 14.

174 | Murat Erhan Gimen

15
w 10 /
< F
= 5| [——DaN
——DDPG
0
0 10 20 30 40 50
30
[
w 20 (
2 —DON
101 |——poPc
0
0 10 20 30 40 50
500 | [——DQN
18] —
u DDPG
E
0
0 10 20 30 40 50
1000  (—DQN
w ——DDPG
w
= 500

0 10 20 30 40 50
Time (sec)

Figure 12 Comparison of IAE, ISE, ITAE, and ITSE performance
indices of DQN-assisted and DDPG-assisted nonlinear controllers
for the synchronization of the Chua chaotic system
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———DQN loss
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Figure 13 Loss values during synchronization for Chua Chaotic
System

During the synchronization of the Chua chaotic system, the re-
ward, loss, and cumulative reward values obtained over 50 training
episodes, where each episode consists of a 50-second simulation,
are presented for DQN and DDPG agents in Figure 15. The results
demonstrate that DQN-assisted approach consistently achieves
higher reward values than DDPG-assisted approach throughout
the entire training process. Meanwhile, the loss values of both
algorithms gradually decrease and converge to stable levels, indi-
cating that the neural networks successfully learn the underlying
system dynamics. Note that, for the reward average, the aver-
age was calculated using the last 1000 samples of the reward data
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Figure 14 Master and slave states a) x state, b) y state, ¢) z and d) 3D phase portrait during the synchronization of Chua chaotic system using

DQN-assisted and DDPG-assisted nonlinear controllers

over time. Furthermore, the cumulative reward obtained by DQN-
assisted method is consistently higher than that of DDPG-assisted
method. This increasing cumulative reward trend indicates that
DQN agent progressively improves its interaction with the envi-
ronment and learns a more effective control policy. Consequently,
the nonlinear controller parameters are determined more accu-
rately, resulting in enhanced synchronization performance. To
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Figure 15 Reward, Loss and cumulative reward values for each
iteration during training of DQN-assisted and DDPG-assisted agents
for synchronization of Chua Chaotic System

evaluate the robustness of the proposed synchronization strategy;,
external disturbances d1, dy, and d3 were introduced into the gen-
eral block diagram shown in Figure 6. The disturbance profiles
are illustrated in Figure 16¢c, where step-type disturbances with
amplitudes ranging from (-0.25) to (0.25) were applied at different
time instants. The synchronization responses obtained using DQN-
assisted controller and DDPG-assisted controller are presented in
Figures 16a and 16b, respectively. As can be observed, both ap-
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proaches successfully maintain synchronization in the presence of
external disturbances. However, DQN-assisted approach exhibits
smoother synchronization responses with significantly reduced
chattering compared with DDPG-assisted approach, demonstrat-
ing its superior robustness against disturbances.
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Figure 16 Synchronization performance of the Chua chaotic sys-

tem under external disturbances: a) synchronization errors (e, ey,
and e3) obtained using DQN-assisted nonlinear controller, b) syn-
chronization errors (eq, e, and e3) obtained using DDPG-assisted
nonlinear controller, and ¢) external disturbances (dy, d», and d3)

applied to the system states

DQN-Based and DDPG-Assisted Synchronization Simulation
Studies of the Duffing System

Synchronization simulation studies of the Duffing system were
conducted in MATLAB using the model parameters provided in
previous sections. The obtained results are evaluated in terms
of the synchronization error signals between the two systems,
the nonlinear controller parameters generated by both DQN and
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DDPG agents, the control input applied to the slave system, the
reward values obtained during synchronization, the trajectories of
the master and slave systems, and the loss, and cumulative reward
variations observed throughout the training process. These results
are presented graphically in Figures 17 to 25.

In terms of synchronization performance, the error trajectories
(e1) and (ep), representing the differences between the master
and slave systems, are shown in the time domain in Figure 17.
The results indicate that both DQN-assisted and DDPG-assisted
nonlinear controllers successfully synchronize the slave system
with the master system, as the synchronization errors gradually
converge to zero. However, as illustrated in Figure 17(a), DQN-
assisted nonlinear controller drives the synchronization errors
to zero more rapidly than DDPG-assisted nonlinear controller
shown in Figure 17(b). Although DQN-assisted approach achieves
faster convergence, it also exhibits larger transient error amplitudes
during the initial stage of the synchronization process. Figure
18 presents the actions generated by DQN-assisted and DDPG-
assisted agents based on the observed system states, which are
used to determine the parameters of the nonlinear controller. It
can be observed that the controller parameters generated by DQN-
assisted agent vary approximately between 0.1 and 100, whereas
those generated by DDPG-assisted agent remain within the range
of approximately 0.1 to 35.
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Figure 17 Responses of ¢; and e; state of the synchronized Duffing
system using a) DQN-assisted b) DDPG-assisted nonlinear con-
troller

The control signal is generated using the parameters of the
nonlinear controller determined by the reinforcement learning
agents. The control signals produced by DQN-assisted and DDPG-
assisted nonlinear controllers are presented in Figures 19(a) and
19(b), respectively. To ensure stable system operation and prevent
instability caused by excessively large control inputs, the control
signal was constrained by a saturation limit ranging from (-1000)
to (1000). As shown in Figure 19(a), the control signal generated
by DQN-assisted nonlinear controller occasionally reaches the
saturation limits, indicating that the computed control input is
clipped when it exceeds the predefined bounds.

The variations of the reward signal and average reward during
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Figure 19 Control signal by nonlinear controller for synchronized
Duffing system

the synchronization process for DQN-assisted and DDPG-assisted
nonlinear controllers are presented in Figure 17. It can be ob-
served that DQN-assisted approach consistently achieves higher
reward and average reward values than DDPG-assisted approach
throughout the simulation. This indicates that, under identical
operating conditions, DQN-assisted method learns a more effec-
tive control policy and achieves the desired reward objective more
successfully than DDPG-assisted method. In addition, the nu-
merical values of the reward and average reward are reported in
Table 16. As shown in the table, DQN-assisted method outper-
forms DDPG-assisted method with respect to both the reward and
average reward metrics. Note that, for the reward average, the
average was calculated using the last 1000 samples of the reward
data over time. Furthermore, the synchronization performance of
the Duffing chaotic system is evaluated using the IAE, ISE, ITAE,
and ITSE performance indices. A graphical comparison of these in-
dices is presented in Figure 25, while the corresponding numerical
values are listed in Table 17. As can be observed, DDPG-assisted
nonlinear controller achieves lower values for all performance
indices, indicating superior synchronization accuracy compared
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with DQN-assisted approach. In addition, the control effort re-
quired by the two synchronization methods is summarized in
Table 17. The DDPG-assisted nonlinear controller yields the lower
control effort.
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Figure 20 Reward and Average Reward values obtained from
the chaotic system synchronized using DQN-assisted and DDPG-
assisted nonlinear control

Table 16 Comparison of the reward values obtained by DQN-
assisted and DDPG-assisted nonlinear control methods for the
synchronization of Duffing chaotic system

Method Reward Value  Method Reward Value
DQN-assisted 1.5000 DDPG-assisted 1.1555
reward reward

DQN-assisted -0.1051 DDPG-assisted —0.5969

average reward average reward

DQON and DDPG agents are continuously trained through in-
teraction with the environment using samples stored in the replay
memory. The loss values obtained during the final iteration of
training are illustrated in Figure 21. These results indicate that the
loss value exhibits an overall decreasing trend over the 50-second
simulation period.
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Figure 21 Loss values during synchronization of Duffing System

The master and slave system trajectories obtained from the
environment designed for the synchronization of the Duffing os-
cillator are presented in Figure 22. As observed in Figure 22, al-
though the slave system initially exhibits behavior different from
the master system, it gradually converges to the master system
over time, thereby achieving synchronization. In addition, the
two-dimensional phase portrait of the system is also illustrated in
Figure 22.

During the synchronization of the Duffing chaotic system, the
reward, loss, and cumulative reward values obtained over 50
training episodes, where each episode consists of a 50-second
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Figure 22 Master and slave states a) x state, b) y state, ¢) 2D
phase portrait during the synchronization of Duffing System using
DQN-assisted and DDPG-assisted nonlinear controllers

simulation, are presented for DQN and DDPG agents in Figure
23. The results demonstrate that DQN-assisted approach con-
sistently achieves higher reward values than DDPG-assisted ap-
proach throughout the entire training process. Meanwhile, the
loss values of both algorithms gradually decrease and converge
to stable levels, indicating that the neural networks successfully
learn the underlying system dynamics. Furthermore, the cumu-
lative reward obtained by DQN-assisted method is consistently
higher than that of DDPG-assisted method. This increasing cu-
mulative reward trend indicates that DQN agent progressively
improves its interaction with the environment and learns a more
effective control policy. Consequently, the nonlinear controller
parameters are determined more accurately, resulting in enhanced
synchronization performance.
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Figure 23 Reward, Loss and cumulative reward values for each
iteration during training of DQN-assisted and DDPG-assisted agents
for synchronization of Duffing System

To evaluate the robustness of the proposed synchronization
strategy, external disturbances (d) and (d;) were introduced into
the general block diagram shown in Figure 24. The disturbance
profiles are illustrated in Figure 24(c), where step-type disturbances
with amplitudes ranging from (—0.25) to (0.25) were applied at
different time instants. The synchronization responses obtained
using DQN-assisted and DDPG-assisted nonlinear controllers are
presented in Figures 24(a) and 24(b), respectively. As can be ob-
served, both controllers successfully maintain synchronization in
the presence of external disturbances, demonstrating the robust-
ness of the proposed approaches. However, the transient responses
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of the two methods differ noticeably. As shown in Figure 24(a),
DQN-assisted nonlinear controller generates control actions with
relatively higher amplitudes, resulting in larger synchronization
error peaks immediately after the disturbances are applied. In con-
trast, DDPG-assisted nonlinear controller, shown in Figure 24(b),
produces smoother control actions with lower amplitudes, leading
to smoother transient responses and reduced error peaks following
the disturbance. Nevertheless, the disturbance rejection capabil-
ity of DDPG-assisted controller is relatively slower, resulting in a
longer error settling time compared with DQN-assisted controller.
Despite these differences, both methods effectively suppress the ex-
ternal disturbances and ultimately achieve stable synchronization
between the master and slave systems.

The comparative results indicate that DQN and DDPG exhibit
different performance characteristics depending on the chaotic
system and the selected evaluation criterion. Although the DQN-
assisted approach achieves higher reward values for both chaotic
systems, this does not necessarily lead to lower IAE, ISE, ITAE,
and ITSE values. This difference can mainly be attributed to the
design of the reward function, which encourages the agents to min-
imize the instantaneous synchronization error at each sampling
instant, whereas the error-based performance indices evaluate the
accumulated error over the entire simulation period. In addition,
DON selects controller parameters from a predefined discrete ac-
tion set, while DDPG generates continuous actions; therefore, their
effectiveness may vary depending on the nonlinear dynamics and
error evolution of each chaotic system. These findings suggest that
system-specific reward functions incorporating accumulated error
measures and control effort could further improve the consistency
between the reinforcement learning objective and conventional
synchronization performance criteria.
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Figure 24 Synchronization performance of the Duffing chaotic sys-
tem under external disturbances: a) synchronization errors (eq, e»)
obtained using DQN-assisted nonlinear controller, b) synchroniza-
tion errors (eq, ep) obtained using DDPG-assisted nonlinear con-
troller, and c) external disturbances (d1, d») applied to the system
states
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Table 17 Performance comparison of DQN-assisted and
DDPG-assisted nonlinear controllers for the synchronization
of the Duffing chaotic system

Performance

Metric Formul DQN-assisted DDPG-assisted
IAE ) le(t)] dt 1.042 x 10! 2.727 % 10°
ISE i (e())2 dt 1.351 x 102 1.871 x 10°
ITAE S (e()|tdt 5212 x 102 1.363 x 102
ITSE fOT(e(t))2tdt 6.753 x 10° 9.357 x 10!
Control Effort fOT(u(t))2 dt 1.5069 x 10° 1.5778 x 10?
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Figure 25 Comparison of IAE, ISE, ITAE, and ITSE performance
indices of DQN-assisted and DDPG-assisted nonlinear controllers
for the synchronization of Duffing system

CONCLUSION

This study investigated the synchronization of two well-known
nonlinear chaotic systems, namely Chua’s circuit and the Duffing
oscillator, using Lyapunov-based nonlinear controllers enhanced
by reinforcement learning. Owing to the inherent characteristics
of chaotic systems, including strong nonlinearities and sensitivity
to initial conditions, achieving reliable synchronization remains a
challenging task. To address this problem, Lyapunov-based non-
linear controllers were designed to stabilize the synchronization
error dynamics and ensure convergence between the master and
slave systems. Furthermore, the controller parameters were adap-
tively adjusted online using Deep Q-Learning (DQN) and Deep
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Deterministic Policy Gradient (DDPG) frameworks. During the
synchronization process, both reinforcement learning agents were
trained to maximize the instantaneous reward at each sampling
instant, thereby improving the synchronization performance.

The effectiveness of the proposed approaches was evaluated us-
ing the reward, average reward, IAE, ISE, ITAE, ITSE, and control
effort performance metrics. The results showed that DQN-assisted
approach consistently achieved higher reward values and average
reward values than DDPG-assisted approach for both the Chua
and Duffing chaotic systems, indicating that it learned a more
effective reward-maximizing policy under identical operating con-
ditions. However, the remaining performance metrics exhibited
different trends depending on the chaotic system. For the syn-
chronization of the Chua chaotic system, DQN-assisted nonlinear
controller generally provided superior performance in terms of
reward, average reward, IAE, ISE, ITAE, and ITSE. In contrast, for
the Duffing chaotic system, DDPG-assisted nonlinear controller
achieved better synchronization performance according to IAE,
ISE, ITAE, and ITSE and control effort metrics. These findings
demonstrate that the relative effectiveness of the reinforcement
learning algorithm depends on the characteristics of the chaotic
system being synchronized. In addition, the proposed control
strategies effectively reduced the high switching amplitudes in the
control signals, resulting in smoother control actions and improved
practical applicability. To further evaluate the robustness of the
proposed methods, external disturbances were introduced during
the synchronization of both chaotic systems. The simulation re-
sults demonstrated that both DQN-assisted and DDPG-assisted
controllers successfully rejected the disturbances and maintained
stable synchronization between the master and slave systems.

The findings highlight that combining Lyapunov-based non-
linear control with DQN or DDPG provides an effective and flexi-
ble solution for the synchronization of complex chaotic systems.
Since the trained reinforcement learning agents require only a
forward pass through the neural network during online opera-
tion, the computational burden is significantly lower than that
of the training stage, making the proposed approach suitable for
real-time implementation on modern embedded control platforms.
Future studies will focus on extending the proposed approach to
fractional-order and time-delay chaotic systems, integrating ro-
bust control strategies, and experimentally validating the method
on real-time hardware platforms. From a practical perspective,
the proposed adaptive control framework has the potential to be
applied to nonlinear and chaotic systems requiring real-time syn-
chronization and adaptive parameter adjustment, particularly in
areas such as secure communication, power electronics, robotic
systems, and industrial control applications.
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