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ABSTRACT

High frequency switched-mode DC-DC converters aigely used in industry
such as battery charging, renewable energy, fukl-pewer factor correction,

LED lighting applications, due to their low resmantime, easy controlling and
high power density. However, at high switching @recy, switching losses,
electromagnetic interference (EMI) and lower e#firctly become substantial
problem. These problems must be eliminated or mdlday using additional

passive and active snubber cells in order to opertite converter with soft
switching (SS) instead of hard switching (HS). His tpaper, properties of soft
switching methods named as zero voltage trans{E®), zero current transition
(ZCT), and zero voltage zero current transition ZOT) developed by combining
the ZVT and ZCT, zero voltage switching (ZVS) and zurrent switching (ZCS)
are studied and discussed, simulations of softctmigg DC to DC boost
converters including these methods are accomplighe800W and 1kW power at
switching frequency of 100 kHz.
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oz

Yuksek frekansli anahtarlamali DC-DC détiiitictler, kontrol kolaygi, suratli
tepki verme ve yuksek gucgualusu avantajlari nedeniyle endistride; batarya
sarj istasyonlari, yenilenebilir enerji sistemlegakit pili, gu¢ faktort dizeltme,
LED aydinlatma, gibi uygulamalarda yaygin olarakll&oiimaktadir. Ancak,
anahtarlamali DC-DC dongilrtculerde anahtarlama frekansi arttikgca guc
yogunlugunun daha da artmasinagmen anahtarlama kayiplari, elektromanyetik
girisim (Electromagnetic Interference-EMI) gurultiler diytk verim sorunlari
ortaya ¢cikmaktadir. Bu sorunlarin tstesinden; ddaticinin sert anahtarlama
(Hard Switching-HS) ile caftiriimasi yerine, donddrtciye pasif ve aktif
bastirma hucreleri ilave edilerek dggtiricinin yumgak anahtarlama (Soft
Switching-SS) ile cafiiriimasiyla gelinebilmektedir. Bu camada, literatiirde
yumuyak anahtarlama teknikleri olarak yer alan; sifiriatda gegi (Zero Current
Transition-ZCT) ve sifir gerilimde ge&ci(Zero Voltage Transition-ZVT)
tekniklerinin birlgtirilmesiyle geltirilen sifir gerilim ve akimda gegi(Zero
Voltage Zero Current Transition-ZVZCT) tekinile sifir akimda anahtarlama
(Zero Current Switching-ZCS) ve sifir gerilimde htalama (Zero Voltage
Switching-ZVS) tekniklerini iceren aktif bastirmécheli DC-DC donigttriculer
incelenmg, 500W-1kW guclerinde ve 100 kHz anahtarlama frekada yukseltici
DC-DC donigturaculerin simulasyonlari yapilgtir.

Keywords: Switched-mode DC-DC Converters, Hard Switching (HS{ft

Switching (SS), Zero Current Switching (ZCS), Z€aoltage Switching (ZVS),
Zero Voltage Transition (ZVT), Zero Current Tramsit (ZCT), Zero Voltage
Zero Current Transition (ZVZCT)

Anahtar Kelimeler: Anahtarlamali DC-DC Dongitruculer, Sert Anahtarlama
(HS), Yumgak Anahtarlama (SS), Sifir Akimda Anahtarlama (ZCSifir

Gerilimde Anahtarlama (ZVS), Sifir Akimda Ge@CT), Sifir Gerilimde Gegi

(2zVvT), Sifir Gerilim ve Akimda Ge¢zVZCT).
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1. INTRODUCTION

The switched-mode DC-DC converters are widely usdle industry. They
possess higher power density, faster transienonsgpare derived and sizes of
transformer, inductance and capacitor become smahlien they are operating at
high frequency. However, by increasing frequencythaf converter, switching
losses and EMI noises increase accordingly. Thezefim eliminate or reduce
switching losses, EMI noises, current and voltagesses, the converter need to
be operated with soft switching instead of hardtawng In literature, numerous
soft-switching techniques have been proposed [1-8].

The switching losses in converter occur during semductors are turning
off and on. When the semiconductors are turningtervoltage decreases and it
current increases at the same time. On the conutlaring the semiconductors are
turning off, its voltage increases and its currdatreases at the same time. In
process of turning on, losses due to dischargeatdsitic capacitor and reverse
recovery of the main diode are added to switchiogsés [1]. Zero current
switching (ZCS), zero voltage switching (ZVS), zeroltage transition (ZVT),
zero current transition (ZCT) methods are commamed for soft switching
techniques.

As seen in Figure 1; ZCS limits the rising speethefcurrent flow through the
switch in turning on process while ZVS limits theerspeed of the voltage across
switch. In turning off process, ZCT makes switchigrent down to zero for a
short time in turning off process and ZVT makestsws voltage down to zero
for a short time in turning on process.
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Figure 1. (a) Switching signal, (b) HS, (c) ZCS &\, (d) ZCT and ZVT
waveforms

The auxiliary circuits realizing soft switching tedques are called snubber
cells. The snubber cells are divided into activgpassive snubber cells according
to whether or not additional one or more an auxilewitches are used.
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2. ACTIVE SNUBBER CELLS

The active snubber cell is used to perform ZVT &@Il, and has been
studied in the literature for about thirty yearisTsnubber cell contains one or
more an auxiliary switches to operate the maing@dwitith soft switching. In last
years, it has been improved and proposed ZVZCTniqake which obtained by
combining ZCT and ZVT techniques. In this paper,TZ\ZCT, two different
ZVZCT active snubber cells are studied, and moretwo®st DC-DC converter
including two different ZVZCT active snubber cellsalyzed and simulated
respectively.

2.1. BASIC ZCT CONVERTER

In ZCT technique, it is aimed to make the main slwiturn off when a
current flows over it is zero, due to make traositwithout losses. In the basic
ZCT converter shown in Figure 2, the snubber celconsist of an auxiliary
switch, resonant inductance and capacitor and aiiay diode. The general
features of the converter are as follows [2].

* Low voltage/current stress on the main switch andel
e Minimum circulating energy.

e Operating at wide load range.

» Fixed switching frequency.

One of the disadvantages of this converter ispta@ switch is turned on
and the main diode is turned off simultaneoushhwisS, so a short circuit occurs
at the same time. It is very difficult to realizgetavoidance of this short circuit
causing losses and EMI problems [3]. Besides, gnerghe parasitic capacitor
can not be recovered and the main diode turns dfi WS, so that reverse
recovery loss of this diode is large. The currargss of main switch increases
cost of the converter [4].
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Figure 2. The basic ZCT converter circuit [2]

As shown in Figure 3, the main switch current ibjsated to zero by the
snubber cell in Figure 2 just before the main swik in turn off position. and
after that, switching signal of the main switchrésnoved. Thus, the main switch
turns off without switching losses. In convertéie main diode turns on with ZVS
whereas an auxiliary switch turns on with ZCS. Baftthem turn off with HS [4].
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Figure 3. Switching signal of the main switch (8yitching signal of the auxiliary
switch (), the main switch voltage €, the main switch currentdjland L
inductance current (l), the voltage of QV¢y) [2].

2.2. THE BASIC ZVT CONVERTER

In ZVT technique, it is intended to make the maaitch turn on from turn
off state as voltage of switch is zero. As seeRigure 4, the basic ZVT converter
has a snubber cell including resonant capacitor iaddctance, an auxiliary
switch and two an auxiliary diodes connected imajparto the main switch. The
general features of the converter are;

* Both the main switch and diode with soft switching,
» Lowest voltage/current stress on the main switchdiade,
* Fixed switching frequency [5].
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Figure 4. The basic ZVT converter circuit [5]

The waveforms in Figure 5 show that the snubbernrcéligure 4 makes the
main switch turns on with ZVT, without losses amy aoltage and current stress.
Furthermore, the main switch turns off with ZVS ®ycapacitor. The main diode
turns off with ZCS and turn on with ZVS by, inductance so that reverse
recovery losses of the main diode are mostly redlu@esides, the auxiliary
switch turns on with ZCS and voltage or currenestrdoes not occur in other
components of the converter other than the acckptalrrent stress on the
auxiliary switch [4,5].
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Figure 5. Switching signal of the main switch (8yitching signal of the auxiliary
switch (), the main switch voltage €, the main switch currentdjland L
inductance current()), the main diode voltage ©¥), the main diode current

(Iop), the auxiliary switch voltage @f) [5]

The disadvantages of the converter are being depéndn load, the
difficulty of the transferring of the energy storedthe inductance to the load and
switching losses caused by the auxiliary switching off with HS [6].
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2.3. ZVZCT DC-DC CONVERTER-I

The circuit in Figure 6 is designed in order to r@eene most of the
problems of the basic ZCT DC-DC converter. As seekigure 6, the snubber
cell that is connected in parallel to the main elwitconsists of a snubber
inductance L, a snubber capacitorsGnd an auxiliary switch which are
connected in serial to each other. The capacitpisGhe sum of the parasitic
capacitor of the main switch and the other pa@siéipacitors. ZVT and ZCT
properties are obtained from the basic ZCT convevithout any changing in the
circuit topology. In this converter, the main switturns on with ZVT and turns
off with ZCT and all the other semi-conductors wiran and off with soft
switching [7].

L; _ D
t Smbber Cell E}TI
pm==t=== 9
! j_ o
I (--s I
| i
! I
! I
: L.
WO s A4 T 1e 2
LS
I o 5 |
B
! I
! I

o o -

Figure 6. The ZVZCT DC-DC converter [7]

It can be seen from Figure 7 that as the auyilewitch is in turn on
position, switching signal of the main switch isph@d so that the main switch
turns on with ZVT. At this time, the main diode risroff with ZCS and ZVS. In
this interval, there is a low voltage on the aaxifiswitch. After that, the auxiliary
switch turns on before the main switch turns offl #men the main switch turns off
with ZCT. The main diode turns on with ZVS afteethmain switch turns off.

10
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Approximate output voltage occurs on the auxilismgtch until main switch turns
on again [7].

S t
S .
Vg N ZvT

! t
Y
L ZCT

N

ZCT

- e |

Y1
J

ZCs

Vs t

Figure
7. Switching signal of the main switch (S), switadpisignal of the auxiliary switch
(1), the main switch voltage g, the main switch currentdjland Lsinductance

current (Is), the auxiliary switch voltage @f) [7]
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For the converter shown in Figure 6, the mairdditurns on with
ZVS and turns off with ZCS-ZVS and is not exposeddltage and current stress
and also the other semi-conductors are not suldigot@dditional voltage stress.
Soft switching is maintained at very wide load an@he auxiliary switch turns
off with ZCT and turns on with ZCS. A small amouwidtcirculation energy gets
lost. The switching losses are not dissipated erstiubber cell, are transferred to
the load [7].

2.4, ZVZCT DC-DC CONVERTER-II

As seen in the converter of Figure 8, the snubbkérticat is connected in
parallel to the main switch includes an auxiliarjode D, the resonant
inductances L and L,, a resonant capacitors,Cand an auxiliary switch. The
capacitor G that is connected in parallel to the main switclthie sum of the
parasitic capacitor of the main switch and the offagasitic capacitors. The main
switch turns on with ZVT, turns off with ZCT andetimain diode turns on with
ZVS and off with ZCS. Thus, reverse recovery lossegshe main diode are
minimized. The main switch and diode are not subp¢o additional current or
voltage stress. The auxiliary switch turns on affdweth ZCS. The converter
decreases EMI noise and operates even at a wide cdrioad and high frequency

[8].

L¢ : Dy
m . Smibber Cell D":

Figure 8. The ZVZCT DC-DC converter [8]

12
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The voltage and current waveforms of the maintawithe
auxiliary switch and the main diode are shown igué 9. In turning on interval,
voltage of the main switch is reduced to zero leyshubber cell in Figure 8. The
switching signal of the main switch is applied whaltage of the switch is zero
and as its internal diode conducts. Thus, switchisges of the main switch as
turning on are eliminated. During the turning déige, the main switch current is
reduced to zero by the snubber cell. After thatdwéching signal of the main
switch is removed when its internal diode conduketghis way, the main switch
turns off without losses with ZCT [8].

13
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Figure 9. Waveforms of the semi-conductors in theverter [3]
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Figure 9. Switching signal of the main switch (8yitching signal of the auxiliary
switch (), the main switch currentd) the auxiliary switch current {j), the
main diode current k), the main switch voltage @, the auxiliary switch
voltage (\&;), the main diode voltage (¥) [8]

2.5. THE COMPARISON OF ACTIVE SNUBBER CELLS

A comparison of the modern soft switching techngstidied in Chapter 2
is given in Table 1. It is deduced from Table 1tttiee ZVZCT techniques are
more advantageous than the other soft switchingnigaoes mentioned in Chapter
2.

Table 1. The features of soft switching technigue8]

Basic Basic

Feature ZCT 2T ZNVZCT-1 | ZVZCT-2
The main switch’s turning HS VT VT /T
on
The main switch’s turning ZCT 2VS ZCT ZCT
off
The aux. switch’s turning 7CS 2CS 7CS 2CS
on
The aux. switch’s turning
off HS HS ZCT ZCS
The main diode’s turning
on ZNS ZVS ZNS ZNS
The main diode’s turning
off HS ZCS ZCS-ZVS ZCS
Current stress High Low No No
Voltage stress No No No Low
Operating at wide load Yes No Yes Yes
range

15
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3. SIMULATIONS

The results are obtained by performing simulatidntlee boost DC-DC
converters including the ZVZCT techniques, whichtéeed in the soft switching
techniques studied in Chapter 2.

3.1. SIMULATION OF ZzVZCT CONVERTER-I

In Figure 10, the model of a 1 kW converter opegatit 100 kHz
frequency is demonstrated. The switching signathaf auxiliary switch §is
applied before about 150 ns and removed after ab@iins regard to the turn on
signal of the main switch. Similarly, the switchisignal of the auxiliary switch is
applied before about 300 ns and removed after aB@itns considering the turn
off signal of the main switch [7].

L¢ 1ml
YL

J—(b’ﬂ nF
_I_

. . Li2pH - Cr R \%
Vi /7t n L ES L 0
200V C) 4K : T 1 nF 470 pF 160 Q = 400 V
S

JH

Figure 10. The model of ZVZCT Converter-1 usedimudation [7]
Output voltage of the boost converter is 400 V dose of the duty cycle of

the main switch is 0.5. As seen in Figure 11, tlennswitch turns off with ZCT
and turns on with ZVT. The fall time of the mainith is 125 ns.

16
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Figure 11. Switching signal of the main switch (8¥jtching signal of the
auxiliary switch (%), the main switch voltage €'the main switch currentd)l

The waveforms of the auxiliary switch are shown Rigure 12. The

auxiliary switch turns off with ZCT and turns ontwiZCS. The fall time of the
auxiliary switch is 58 ns.

17
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ZCT ZCS

Figure 12. Switching signal of the main switch (8¥jtching signal of the
auxiliary switch (%), the auxiliary switch voltage @f) the auxiliary switch
current (k)

3.2.  SIMULATION OF ZVZCT CONVERTER-II

In Figure 13, the model of a 1 kW ZVZCT boost cameeoperates at 100
kHz frequency is shown. In simulation studies, gwitching signal of the
auxiliary switch Sis applied before about 200 ns and removed afteutab0 ns
regard to turn on signal of the main switch S. €gpondingly, the switching
signal of the auxiliary switch is applied beforeoab200 ns and removed after
about 200 ns considering turn off signal of the mawitch. G is the sum of the
parasitic capacitor of the main switch and the ioffagasitic capacitors [8].

18
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Figure 13. The model of ZVZCT Converter-1l usedgimulation [8]

Output voltage of the converter is 400 V becauseudf cycle is 0.5. In
Figure 14, the waveforms show that the main switichs on with ZVT and turns
off with ZCT. The fall time of the main switch i®4s.

= i
H H ] il

s o Vi —

[T qre T [ |

Figure 14. Switching signal of the main switch (8¥jtching signal of the
auxiliary switch (%), the main switch voltage €'the main switch currentd)l

19
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The waveforms of the auxiliary switch are shown Rigure 15. The
auxiliary switch turns on and off with ZCS. A vastress about 1.5 times of the
output voltage occurs on the auxiliary switch. Talétime of the auxiliary switch
is 20 ns [8].

iS=u=e=ss

= Voltage stress
g - - Lo

p—

-

T

.-.-!— —

<l My ™ g i I\

SN - - - —" - L e - e 1 . - 1y
[t LR 108 SFT I 182 RIS gTT T

T

Figure 15. Switching signal of the main switch (&yjtching signal of the
auxiliary switch (%), the auxiliary switch voltage @f) the auxiliary switch
current ()

In Figure 16, waveforms of the main diode are sholime main diode turns
on with ZVS, and it turns off with ZCS.

20
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Figure 16. Switching signal of the main switch (8¥jtching signal of the
auxiliary switch (%), the main diode voltage (), the main diode currents{)

4. CONCLUSION

Although size of the circuit elements become smahlben the
converter operates at high frequencies, power soasel EMI noises increase.
Many techniques have been developed that allowertens to operate with soft
switching in order to solve this problem. In this paper, zero voltage transition
(ZVT), zero current transition (ZCT), and zero waglé zero current transition
(ZVZCT) that is developed by combining the ZVT ad@€T soft switching
methods are studied. According to the results efdbmparison in Table 1, the
ZVZCT converters have many advantages so that tmellaions of these
converters are implemented.

In simulation of the first converter the main swititirns on with ZVT and
turns off with ZCT, the auxiliary switch turns onitiv ZCS and turns off with
ZCT. As seen in simulation of the second convetlter main switch turns on with
ZVT and turns off with ZCT and a voltage stressuhb5 times of the output
voltage occurs on the auxiliary switch. The maiodéi turns off with ZCS and
turns on with ZVS.

In both converters there is no extra voltage orenirstress except for the
acceptable voltage stress of the second converter.
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ABSTRACT

In this case study, we have investigated the optiesign of a network of
warehouses to be pre-positioned for humanitarialiefeoperations to be executed when
expected disasters happen. A model which is preljiontroduced in the literature is
applied with the most recent data. The model redpdn decision requirements in both
locations of warehouses and allocation of resourteshese warehouses, assuming the
disaster pattern of last decade will continue. Asstivity analysis is also conducted to
observe how the average response time changeseaalldwed number of warehouses
increases.

0oz
Bu calymada, beklenen gal afetlere kagi insani yardim kapsaminda énceden
konumlandirilacak depolara aitebekenin dizayni incelengtit. Daha 6nce literatlirde
tanitilmi olan bir model en son elde edilen veri ile uyguafagtir. Model, son on yilda
gercekleen d@al afet paterninin 6nimizdeki yillarda da gekleecesi varsayimini esas
alarak, depolarin yerlgmi ve kaynaklarin bu depolara geumi igin ortaya c¢ikan karar
ihtiyaglarina beraberce cevap vermektedir. Agilabék depo sayisindaki grh ortalama

tepki zamani Uzerindeki etkisini gorebilmek icir biuyarlihk analizi ¢algmasi da
yapilmgtir.

Keywords:Pre-positioning, Humanitarian Relief Logistics, Wehouse Location.
Anahtar Kelimeler:On-konumlandirmajnsani Yardim Lojisgii; Depo Yerlgtirme.

1. INTRODUCTION

In the last decades, with the effect of global wiagnthe number of natural
disasters increases. This phenomenon requires dadt coordinated
humanitarian relief operations. Unpredictabilitydgmand in humanitarian
logistics makes pre-disaster activities more imgart One of these
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activities is strategic positioning of warehousesitfor supporting relief
operations [1].

Pre-positioning can be defined as a tool to in@esssponsiveness by
locating items which will be used in relief opecats, like foods and
medical material, closer to the regions under |23k

In this study we applied a model used by Duran.¢B8hwith a data belongs
to most recent decade (2007-2016) . In their pagperauthors report that
they have supported the decision process in desgjgai pre-positioning
network of warehouses. The employed model conskarsand raised from
22 regions of the world, which is determined by tddiNations, for relief
supplies to be used after earthquakes, windstomdsflaods. Candidate
warehouse locations are determined by CARE Intennait It is assumed
that, when inventory shortage occurs, main suppliean send relief
supplies to the regions with longer lead times. Tmadel minimizes the
weighted average response time.

To assign demand to discretized time periods, twekwntime horizon is
used in concordance with the estimation of CARErimational suppliers
[3]. Demand information is obtained from Emergerieyents Database
(EM-DAT) which keeps the data on the effects ofadters all around the
world since 1900 [4].

This study is not the only one applying the modelppsed by Duran et al.
[3]. Bozkurt and Duran [5] observe three decademfl977 to 2006 to see
whether there is a significant change in the desagications and the
number of affected people over this period. Oudgtcan be considered as
a follower of the work presented by Bozkurt and @uf5], because we
apply the same model with the data of the mosintedecade.

In the following sections, the formulation of theoplem is given and the
results are reported. Finally, conclusion is giirethe last section.
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2. PROBLEM DEFINITION
Definitions of Index sets, variables and parametegsgiven below.

set of canditate locations for warehouses,

I

D set of disaster types,

J set of demand points,

R set of relief items,

E set of demand instances,

Vi 1 if warehouse is activated, O otherwise,

Qir quantity of itenr held at warehouse

Xjer  quantity of itemr supplied to demand poiftfrom warehouse for
demand instance

X'jer quantity of itemr supplied to demand pointfrom suppliers for
demand instance

N maximum number of warehouses allowed to be activate

Q total inventory,

Pe probability of occurring for demand instange

tj response time from warehous® demand point,

e response time from suppliers to demand pjoiot itemr,

die number of affected people at demand ppiby a disaster of typd
for demand instanog

pgr  probability of itemr being required at demand poinby a person
affected by a disaster of typle

agy  quantity of itemr required by a person affected by a disaster of type
d in demand poinf,

d'er expected demand for itemat demand poirjtin demand instanoe

According to the notation given above, the matheahformula of mixed
integer programming model is given as follows:
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The travel of a relief item is normally equal t@thy time of a usual cargo
aircraft between the warehouse and the demand phistone additional
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preparation day. However, if warehouse inventorgas sufficient to meet
the demand, the global suppliers provide the reteshs with a response
time of two-weeks. Therefore, average response wmeh is reflected by
objective function (1) is calculated as the weightaum of these two
response times, where weights are equal to theoprops of demand
satisfied by each method.

Constraint set (2) assigns the value of expectedadd of each relief item

at each demand location for each disaster insta@omstraint set (3)

ensures the requirement of demand satisfactiorach eelief item at each
demand point for each disaster instance. Constseain4) ensures that total
amount of an item shipped from a warehouse cantatesl the inventory of

this warehouse of that item type. Constraint (5ysfects that a warehouse
should be activated to hold any inventory. Constréb) forces that total

inventory cannot be exceeded. Constraint (7) sasighe requirement of
allowed number of active warehouses should notdoeesled. Remaining
constraint sets (8-9) defines the variable domains.

3. APPLICATION AND RESULTS

Our case includes 22 demand points, 12 candidesiéms for warehouses,
seven types of relief items; cold tent, hot temigehold utensils, medical
relief items, hygiene sets, sanitation sets aneémas in the previous work
of Bozkurt and Duran [5]. Since the detailed infatran about the used data
is given in the thesis of Bozkurt [6] and the stuwdyBozkurt and Duran [5],
if they are kept same, we do not mention the patanaetails here.

As in the previous works [5, 6], each demand instars created by
grouping disasters occurred in two-week time periad a region. This
assumption creates 237 demand instances from $lastdr data of the last
decade. Each disaster type may require differembaaation of relief items
per affected person according to the region ofvilbed. Although model
allows such a detailed level of analysis, sinceehis no evidence for
differentiating the regions with respect to reqgdirelief items, we assume
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all of the affected people regardless of their sagiwill demand the same
combination of relief items.

In contrary to Bozkurt and Duran [5], we only usetw demand level. To be
on the safe side, we assume that all affected peag@ included in the
demand and all disaster events have 100% prohabilibccurring. Total
inventory is assumed to be the average demandi@fand instance.

A commercial solver, CPLEX 12.6.2.0, is run to tbptimality. It is
observed that the solver has provided the optimlaltisn in a few minutes
depending on number of warehouses allowed to liased.

To observe the sensitivity to the number of warslesuwe have expanded
the warehouse network one by one. If we open onmehwase, it is optimal
to open it in Denmark. If we increase the numbewafehouses to two, it is
optimal to open them in Kenya and Honduras. Optiplates for three
warehouses are Denmark, Kenya and Honduras. Theve continue to
increase the number to four and five, Hong Kong léalg are added to the
set, respectively. As observed from the graph iguie 1, after four
warehouses, there is no need to activate anothece dts marginal
contribution is insignificant.

100%

98% \

96% \

94% \

92% \
90% \

88%

86% T T T T 1
1 2 3 4 5

Figure 1. Decrease in response time as the numbdrwarehouses
increases
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In Table 1, we give the allocation of items in eactivated warehouse in
percentages.

Table 1. Allocation of relief items to warehouses

Cold | Hot | Household | Medical | Hygiene | Sanitation | Water
Tent | Tent | Utensils Relief Sets Sets
Iltems

Denmark | 4% 4% 8% 21% 21% 24% 17%
Honduras | 4% 4% 8% 20% 20% 21% 23%
Hong-
Kong 5% 5% 9% 21% 21% 21% 19%
Kenya 4% 4% 8% 22% 21% 19% 22%

4. CONCLUSION

In this study, we have investigated the optimaligieof a network of
warehouses to be located for humanitarian reliefagons. A model which
is previously introduced in the literature is apglwith the most recent data
that belong to the period of 2007-2016. With thsuasption of the disaster
pattern of the last decade will continue, the matempts to minimize the
average response time, while supporting the dewsio both locations of
warehouses and allocation of relief items to atéidavarehouses.

We have conducted a sensitivity analysis to obsérw the average

response time changes as the allowed number ohwaases increases. We
have seen that, there is no need to activate Wiiirehouse, because of its
insignificant marginal contribution. We also preistite suggested allocation
of relief items to the four warehouses which arggested to be activated.
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ABSTRACT

In this article, we study on gender classificatiohich is one of the important
issue in security, statistics and related comméraraas. In the study, FEI face data set
has been used that has 200 female and 200 maltafface images. Principal component
analysis (PCA) has been used for feature extragtiimtess. We use all part of the face
images instead of taking some part of them. Supgpector Machine (SVM) and k-nearest
neighbor algorithms used for classification testapés. We compare the results which
obtained in our experiments and give them in taldesl graphs. According to the
experiments, defined as hybrid method principal pament analysis with k-nearest
neighbor method gives better recognition accurdntdefined as hybrid method principal
component analysis with support vector machine ateth

0oz

Bu makalede, ginimizde glvenlik, istatistik vdi tigari alanlarda 6nemli yer
tutan konulardan biri olan, yiz resimlerinden ciredi siniflandirma tzerine bir agarma
yapiimstir. Calismada, 200 bayan ve 200 bay olmak izere 400 adgiibmesmi bulunan
FEI yiz veri kimesi, resimlerden 6zellik cikariminiise temel bilgen analizi (TBA)
kullaniimstir.  Ozellik (feature) cikariminda yiizin belirli lGénleri yerine tamami
alinmutir. Siniflandirma ve test icin destek vektdér malari (DVM) ve en yakin k-en yakin
konyu (k-nearest neighbor k-nn) algoritmalari kullanijtor. Deneysel cajmalarda elde
edilen siniflandirma dguluk oranlar kagilastiriimis ve sonuglar analiz edilerek tablolar
ve grafikler seklinde sunulmgur. Buna gore, elde edilen sonuclara goétemel bilgen

analiziyle hibrit metot olarak kullanilan k-nn algomasinin, destek vektdr makineleri
yontemine goére cinsiyet siniflandirmada daha iyilggar verdgi tespit edilmitir.

Keywords:Gender classification, face recognition, princigaimponent analysis, k-nearest
neighbor.

Anahtar Kelimeler: Cinsiyet siniflandirma, yiz tanima, temel ggle analizi, k-en yakin
konyuluk.
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1. INTRODUCTION

Pattern recognition is one of the sub-part ofiaidl intelligence and
machine learning. It is described as recognitiopaiferns which has some
special numbers, letters and shapes. For this parpbis system makes
classification process, using patterns' importaatifres. It is used speech
and speaker (voice) recognition, fingerprint regbgn, character and digit
recognition, DNA/RNA (microRNA) classification, noarray data
classification/clustering, military applicationspbotics, fault detection
systems, image and signal processing, classificagitd more application
areas. It will be more common in the future. Custondetection and
classification, churn analysis are also amongdistems. Therefore, gender
classification process is one of the important amgaattern recognition.

Although, many researchers publish many stidi pattern recognition
area, there are quite little papers related withdge classification in the
literature. This concept is also important for pg®ylogical effects.
Especially, artificial neural networks, principaroponent analysis, support
vector machines and k-nearest neighbor methodsbbas used in the
literature. First study for gender classificatioadhbeen made in 1991 by
Jain and Huang [1, 17]. Next research had beenestwdth artificial neural
networks [2, 17]. On the other hand, principal comgnt analysis has also
been preferred in machine learning and patterngr@tion community
[4,17]. It has been developed by Hetelling [3]. Glo@enkis et al used
hyperplane kernels for nonlinear classification [1]

K-nearest neighbor method was proposed ierota classify patterns,
by Fix and Hodges in 1951. In [6], local binarytpat (LBP) was used for
gender classification to measure the performandegath 95% success. On
the other hand, genetic algorithms, linear disaramni analysis and artificial
neural networks methods also have been studiddeititerature [6]. L. Lu
et al used two stages principal component analged support vector
machines algorithms and reached 94% accuracy [.7Hassasnpour et al
tried fuzzy logic classification on principal commmnt analysis and they
reached 87% accuracy result [8]. M. Hu et al alsbliphed successful
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approach based on principal component analysidj9014, convolutional
neural networks and support vector machine hybpdr@ach have been
applied to determine the gender. 84% accuracy bas bbtained in this
article using Matlab programming [10]. T. Bissoenal tested principal
component analysis and linear discriminant analysibrid approach in
their study, in 2013 [11]. At the end, support weanachines, principal
component analysis, k-nearest neighbor and Fisdiseriminant analysis
algorithms have been used in [12].

2. APPLIED METHODS

In this article, we use FEI face data set. It baen collected in
Artificial Intelligence laboratory-Brazil, 2006. &ording to the publications
in this field; chap, eyebrow and distance betweggbmws are important
features for gender recognition [13]. Therefore,reove other parts from
face images. Hair parts of face images also remdrk@d faces. These
images is used for feature extraction process dafcipal component
analysis. We use k-nearest neighbor and suppotbviveachine algorithms
and compare the recognition results.

2.1 Principal Component Analysis (PCA)

Principal component analysis is one of the mosduagorithm in
image processing. The purpose of this method desrtise size of data
without harm it. This is also called Karheunen-Leéwansform or Hotelling
transform [14]. In this method, the projection ged to extract features. The
variance is calculated and chosen with that dioectso, we can summarize
it with these basic steps:

Let W={X13,X2,X3Xs,....... Xi} is a sample data set, with each

elementXk is NxN dimension. Firstly, mean of X is calculatgith these
formulas:
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(2.1b)

After finding the mean of data set, the agishifted by subtracting each
element with mean value. Then, covariance matrixnefv values is
calculated. For example, if we have X values withoant of K, then
covariance values will bexr!/l[(k —2)1=2] The covariance matrix is a

symmetric and its diagonals give the variance dhd&a Obtained this
matrix coordinates contains all combinations of axtances. After that,
eigenvalues and eigenvectors of covariance matcaliculated :

[c-a1=0 (2.2)

All eigenvalues of C covariance matrix andeithcorrespondent
eigenvectors is calculated with below equation:

Kl
[C_‘ll—}k'{]l 5 l =0
oc kg (2.3)

All lenghts of each eigenvectors are 1 andrdlfts stage less important
parts can be removed from data set. For this perpastained eigenvalues
and eigenvectors is organized from largest valuessmnall values.
Moreover, very small parts can be removed completdere, the largest
value is chosen as first principal component. Thiscess will make
computations easy for covariance and finding eigetor. The eigenvector
matrix is obtained with organizing them from the nimum one to
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maximum one. In this stage, small eigenvectors lmarmremoved. So, the
matrix can be formed.

[W]Km.-z ([c] Tj = [W]Kxﬁ.": (2-4)

After that, when we use Eq. (2.4), new specebtained. Data is
converted the axis which names called first compbnand second
component. In principal component analysis, eacgens shown as row or
column vector. This process can be called vectboza We make
computations with row vectors. Obtained matrix barseen in Fig. 1.

Figure 1. Forming a row vector with 140x140 sizaga
(Vectorization process)

After these conversion, data set wil be ready rfigplementing principal
component analysis algorithm. Label is also reamlytliis process. After
determining eigenvalues and eigenvectors, sampéeisiaonverted to new
space. The largest 15 and 90 eigenvectors spacedsss chosen as two
space.

2.2 Support Vector Machine (SVM) and k-nearest Iniedy

In this study, we employ support vector machinel &anearest
neighbor classification algorithms. These are Wwalbwn and widely used
methods in machine learning area. Determining @ liatween two groups
Is main issue for support vector machine. It shcadfitted according to
data points. With this approach not only linearssification but also
nonlinear classification can be implemented. Ondtireer hand, k-nearest
neighbor algorithm uses distance measures forifitadéon with proper k

35



Eyiip YILDIZ, Tolga ENSAR

values [15]. But this method is very sensitive fdistinct values.
Classification is applied according to k valuesrtstg with 1 to other
integer numbers. If the distance the same, in ¢bisdition one of class
randomly selected [16].

3. EXPERIMENTAL RESULTS

We implement totally 400 faces from FEI face dsga k-fold cross-
validation method is used to find error rate. Wetkis value as k=4. After
reduction of dimension of data, we apply k-neanesghbor algorithm. We
show accuracy values for eigenvalues 15 and 30 ablel I. Mean
recognition rates also can be seen from the tsidetest the method 4 times
and take their mean.

Figure 2. Organizing FEI face datafaeé images

The process on face images can be seen from FAglisting and
preparing phases implemented on data set.

Experiments on k-nearest neighbor classifier shoat B0 eigenvectors
recognition is more successful than 15 eigenvectd's can see this
computations from Table 1.

k-fold cross validation method is also used for darest neighbor
algorithm to randomize the classification process get their accuracies.
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Table 1. The k-nearest neighbor accuracy ratesror
15 and 30 eigenvectors of FEI data set

KNN

Eigenvector k TEST 1 TEST2 | TEST3 TEST 4 | MEAN
3 85 91 91 96 90.75
4 85 89 86 93 88.25
5 88 90 87 94 89.75
6 86 85 83 93 86.75

7 84 88 82 94 87
30 8 86 87 82 92 86.75
9 83 87 83 93 86.5

10 84 86 83 91 86

11 84 88 81 91 86

12 83 88 81 92 86
13 82 87 81 92 85.5
MEAN 84.54 87.81 83.63 92.81 87.20
Eigenvector k TEST 1 TEST2 | TEST3 TEST 4 | MEAN
3 79 87 89 96 87.75
4 7 85 86 93 85.25
5 85 88 85 93 87.75
6 83 85 85 92 86.25
7 83 84 81 91 84.75

15 8 83 82 81 90 84
9 83 84 81 91 84.75
10 83 84 82 92 85.25
11 83 87 83 92 86.25

12 81 85 83 91 85
13 81 84 82 91 84.5
MEAN | 81.90909 85 83.45455 92 85.59
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When we analyze the recognition results, numbeeigénvectors is
proportional to accuracies. But there is inversgpprtion between k-values
and accuracies. The highest accuracy is obtained k8. General
recognition results reach their highest valuesest-B. At the end, we state
that the recognition rate reach 85% for both eigetr 15 and 30.

Average Accuracy Rate for k-Cross

Validatian
94
92
90
88
36
84
82
30
78
76
TEST1 TEST 2 TEST3 TEST4

meigenvector30  Meigenvectorls

Figure 3. k-nearest neighbor classification rateply for first 15 and 30
eigenvectors in FEI face data set.

Average Accuracy Rate For
Eigenvector 30

(]
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Average Accuracy Rate For
Eigenvector 15

B35 k

10 14

Figure 4. Classification accuracy rates accordinkrvalues

Table 2.Support vector machine accuracy results for FE¢ f#ata set

Accuracy (%)

0-80 80-160 160-240]  240-320  320-4do0
85 85 75 77.5 82.5

Table 3 k-nearest neighbor and support vector machine
accuracy results for FEI face data set

Accuracy (%)
k-nearest neighbour  Support vector machife
86 80 |

When we compare the recognition performan€esupport vector
machine and k-nearest neighbor, we can state lesieaeighbor is more
successful in accuracies about 6% (From Table ZTabhike 3).

5. CONCLUSION
In this article, we make gender classification tmtcibute image

processing and machine learning research area.nalgze the advantages
and disadvantages of techniques with previous gl results. We focus
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on determining gender on FEI face data set. Severalersions and pre-
processing phases is used for the implementat®msie feature extraction
and classification algorithms is tested on FEI. ¢&xding to experimental
results, we show that principal component analysik k-nearest neighbor
hybrid method is better than principal componendlygsis with support
vector machine hybrid method. The main reason isfdhiference between
two hybrid method is new space conversion of ppakicomponent
analysis. The new places of converted data setoxiariance matrix is more
distinctive.
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ABSTRACT

In this paper; a submarine vessel's shell elemem&formation has been
investigated due to hydrotatic pressure. Elevefedifit pressure value for eleven depth
has been accounted. A doubly curved shell elemihinwdifferent radius and different
lenghts of edges is analysed by using numericaimdesolution of static linear equilibrium
equation of shell element. In the solution partyidaSolution method with double Fourier
series is used for solution of final differantiajuations. Identical shell element has been
analysed in a package program ANSYSTM in ordeetiieation of solution. Following of
verification, cylindrical shell element has beenalsed with numerical method. In
numerical analysis a MATLABTM code is written fasy solution for different curvature
radiuses and different lenghts of edges. Aftersalution analyses, stres components of
shell elements has been compared with Turkis Leyahitted stress components for design
of a submarine. As a result, it's studied on defation of isotropic shell element according
to different length-thickness ratio and length \esu

Oz

Bu makalede, dalmidurumdaki bir denizalti kabuki elemani Gzerinddrbstatik
basing nedeniyle ajan deformasyonu incelengtit. On bir farkh derinlikteki basing
degeri icin kabuki tGzerinde ohan deformasyon hesaplarytnt. Denizaltiya ait cift tarafli
egimli bir kabuki eleman farkh gilik yaricap deserleri ve farkli kenar uzunluklari icin
static lineer denge denklemlerinin sayisal ¢ozuheldeformasyon analizi yapilgtir.
Denge denklemlerinin ¢éziminde kurulan diferansgeatklemlerin ¢6ziminde Navier
yontemi ile cift Fourier serileri analizi kullaniligtir. Yapilan ¢6zimin kontrold
kapsaminda yani 6zelliklere sahip kabuk elemaritfmaket program ANSYSTM ile lineer
deformasyon analizi yapilgtir. Cozim dgrulamanin ardindan bir silindirik kabuki
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elemanin ayni derinliklerdeki deformasyon analierggklgtirilmistir. Sayisal ¢ozimler
esnasinda elde edilen deklemlerin ¢6zimu icin MMM kodu kullaniimmtir. Bu kod
ile farkll egrilik yaricaplari ve farkli kenar uzunluklar icikabuki elemanin deformasyon
analizi kolaylamistir. Tim analizlerin devaminda kabuki Gzerinde nagydgelen gerilme
bilesenleri Turk Loydu igerisinde denizalti dizaynindaniverilen gerilme deerleri ile
karsilagtinimistir. Sonug olarak; izotropik bir denizalti kapunun farkl grilik yaricap ve
kenar uzunluklar icin deformasyon analizi yapstni

Keywords:Thin shell, doubly curved shell, Fourier analysapmarine shell, deformation
of thin shell.

Anahtar Kelimeler: Ince kabuki, cift grili kabuki, Fourier analizi, Denizalti kaliu, /nce
kabuki deformasyonu.

1. INTRODUCTION

HY-80, HY-100 steels are used in submarine vessalely.

These steels are highly strong and durable undgh Ipressures.
Submarine vessels consist of shell elements. ShiEments of
submarines are mostly take part in engineerindniasshells due to ratio
of length and thickness. It's an important pointnbi@ke deformation,
buckling analysis in design section. For numermalblem solution of
isotropic shell deformation analysis it's been s#®n similar equations
for static lineer equilibrium equation suggestedHiiksal [1], Ventsel
and Krauthammer [2].
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2. PROBLEM DEFINITION

R ~ I
N

Figure 1. Doubly curved shell element

A doubly curved shell with R R, curvature radiuses, a and b
lengths of edges, h thickness values.

{_\;A A m}m AN B)
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(e P,

0, d+—= aﬁ}dx Q. 8)
e AR ERA
vy g2 B0 B
M A+—" gy \dx - {M B+c(M:3)dx"ﬁ
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[ PG ﬂa}}zx A - _’1‘\ {-\‘}3 +—C(E\;f3) dXJ@fV
E’?J’ X

Figure 2. Forces and moments on shell element
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All force and moment components take part in fig2iré\, and
N, are normal force components,yNand Ny are shear force
components, Mand M, are bending moment components, Q
and Q are shear force components.

When total forces and total moments are equatedas=ording
to axis x,y and z, we get to equilibrium of shédireent.

r (N, A
L |ON,B)  ONLA) 9B oAy | Qg
AB| ox oy X %y R
AB_ ay X ay 0X R2
L[0QB)  0QM | NN, o
AB_ 15) ¢ ay R R
1fomB) 0B, LAy IMAI
AB| ox  ox ' dy % oy

CaM A d(M, B
i M—%MX+O_BMW+M —Qy:O
AB| dy gy  Ox >

(1)

Ox, gy and g symbolize the forces or loads according to axis. A
this point; ¢ and g equals zero since no force or load at these
axis. In these equations; A and B are lame paramdte
definition of surface form.

Egs (1) can be eased by reducing five equation timee by
replacing Q and Q components with § My, My, components.

In addition; derivations of lame parameters argligible
compared to force or moment derivations.
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I N oM
LN g, XyA} 1 P\/le+ XyA}O

AB| ox  dy | ABR| ox _ dy
AN, Ny ] 1 oM, oM, ]
ABl y  ox | ABR| dy = ox

1| (oM, 1 0°M, 1 M, 1 °M_1)| N, N
= X = 4 y = |+ Yy~ 4+ y = +_X+_y+qz:0
AB| | X A 0¥y B 0’ B oy AJ]| R R

(2)

Let us replace N and M components with displaceroemtponents for
solution of these equations. Isotropic shell linekasticity relation for N
and M components in the following equations.

N)[Cve 0 0 0 0 g
N vC C 0 0 0 0 £
y 1_V y
N[ [0 0 e 0 00l
M, 0 0 0 D vD 0o | K,
M 0 0 0O wvD D 0 |lk
y l_V y
M o 0 0 ©0 0 —D
Xy L 2 | Xy
C:Eihz
@-v7)
3
D= Eh
12(1-v?)

3)

C represents elongation rigidity, D represents utexrigidity, E is
elasticity module, h is thickness of shell, v isgson ratio. We can write
the following equations for isotropic thin shell;[1
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2
Exzia—u+ﬂ k :—ia w
Aox R A oX
_lov w _ 1 0°w
&=t Ky=—"aoz
Ady R, B” dy
lou 190 2
yxy:__u+__v kx :aW
Bdy AdX )Y

Rewriting N and M components with given displacetmamd curvature
equations.

_J1lodu w lov w

N =C| =—+—+V| ——+—
X Aodx R Bdy R,
Ny:C iﬂ.}ﬂ.}v laj+ﬂ
Boy R Adx R

:Cl—v{l av+lau}
Xy 2

(4)

Using Egs (4) in Eqgs (2) we get following equations
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iBldu 1w, 16_2\/+ia_w 1-v(1 d*v 16u
AB| | A R ax | Bawy R, ox A dxdy
_L{_Dg{ia—wﬁu = "SWZB DACL-V) a""}:o
RAB A? ox® | B® 0xdy 0x9y”
C{A{lazv 1ow, (1 0% 10\/\/}} 1- v(lav 1
— —t——+ + +B——| —(—+=—
AB| |Bday> R, dy (Addy R dy 2 (Ao’ B
1 {—DA(%"B_‘;H{% "ZWD DB(L-V) 3""} 0
R,AB B? dy A? 9x°0y ox*dy

B{—Dl(iza: VENALR 1( DE-v); Tw ﬂ
1 Al A% 9 B2 ox°0y’ ) B Ix20y>
AB _Da*w

”{1[_5)64_ L ow ) 1p, V)awz}

B\ B? dy A ox’oy’ ) A

C[ldu w . (1av WH [16v w  (1du WH_
+ — AtV St — | [t = —+—+V = —+— || =,
R|AX R (Bdy R)| R|Bdy R |AdX R

(5)

)

\_/;/
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3. DOUBLE FOURIER SERIES

Using double Fourier series with Naiver Solution ®imply-Supported
elements. In Fourier series, assigning u,v andspldcements according
to boundary condition with following series;

u(x,y) =>.> U, cosaxsinfy 0<x<a,0<y<b

m=0 n=1
(6.a)
V(X,y) =D V,,sinaxcosfy 0<x<a ,0<y<b
m=1 n=0
(6.b)
w(x, y) =D > W, sinaxsin By 0<x<a ,0<y<b
m=1 n=1
(6.c)
In Egs (6);
mrn
a=——
a
_hr
A=

Now the displacement values in Egs (5) must beacsm with proper
derivatives of Eqs (6).
Example for derivatives;

2 (o] (o]
a—lj =->">U,,a’ cosaxsin fy
Ox m=0 n=1
U & ) .
— =->.> U, B cosaxsinfy
ay m=0 r=1
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After replacement final equations we obtain théofeing:

Ca[){—v _4- V)}U
AB 2AB | ™
Al B @-va’ _
;;smaxcosﬁy C{ Thmryas }an 0
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B R2 R.I. R2 BS AZB A mn

_a’_(@-v)
C[ N P }
iicosaxsinw Caﬁ{ - V)}v =0
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R’ RR, R
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AR, AR
1

BR,

A’B?

2v

51

1

AB B“}

— }\A/mn
2

=-q,




Ismail BAYER, Kerem YILMAZ

4. PROBLEM SOLUTION

In chapter 3 we have final equations need to belved (Eqs(7)). The
Fourier coefficient Wi, gives us the deformation in axis z after solving
Wmn wWith Navier Solution. In this step a MATLAB code is created for
solution Eqgs (7) and WA With similar geometric features same problem
solved in ANSYSY with Shell91 input data to correct numerical
solution. In the following table ANSY® and MATLAB™ results are
located.

Table 1.Deformation analyse in ANSYS and MATLAB

Deformation(mm)
Hydrostatic MATLAB  ANSYS | MATLAB  ANSYS
Depth pressure

(m) (kPa) a/h=10 a/b=1 a/h=15 a/b=1

100 1005.525| 0.456 0.482 1.600 1.630
150 1508.2875 0.685 0.723 2.401 2.445
200 2011.05| 0.913 0.964 3.201 3.261
250 2513.8125 1.141 1.205 4.001 4.076
300 3016.575/ 1.370 1.446 4.802 4.891
350 3519.3375 1.598 1.687 5.603 5.707
400 4022.1 1.827 1.928 6.403 6.523
450 4524.8625 2.055 2.169 7.203 7.337
500 5027.625| 2.283 2.410 8.004 8.153
550 5530.3875 2.512 2.652 8.805 8.969
600 6033.15| 2.740 2.893 9.605 9.785

The analysis made with length-thickness ratio; afh=15 values.It's
seen that our numerical solution and ANSYS analyssults close
enough to be sure that numerical solution is coraad valid. Now we
can get the different curvature radiuses and diffelengths of edges
shell deformation results using numerical solutidillowing tables
contain these solutions.
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Table 2.Solution of a/h=10,15,20 shell element deformations

Deformation (mm)

Depth ng‘s’;tjfgc ah=10  ah=15  a/h=20
(m) (kPa) a/b=1 a/b=1 a/b=1
100 1005.525 0.456 1.600 4.009
150 1508.2875 0.685 2.401 6.015
200 2011.05 0.913 3.201 8.022
250 2513.8125] 1.141 4.001 10.025
300 3016.575 1.370 4.802 12.031
350 3519.3375] 1.598 5.603 14.038
400 4022.1 1.827 6.403 16.045
450 4524.8625, 2.055 7.203 18.047
500 5027.625 2.283 8.004 20.054
550 5530.3875 2.512 8.805 22.060
600 6033.15 2.740 9.605 24.067
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Table 3.Solution of a/lh=10-a/b=1,0.8 and a/h=15-a/b=1,0.8

shell element deformations

Deformation (mm)

Hydrostatic

Depth ah=10 ah=10 ah=15  a/h=15

m) PESSUC ab=1  ab=08 ab=1  a/b=0.8
(kPa)

100  1005.525| 0456 0689 1600  2.464
150  1508.287% 0.685  1.034 2401  3.698
200  2011.05| 0913 1379 3201 4931
250 2513.8125 1141 1723 4001  6.162
300 3016.575| 1370  2.068  4.802  7.396
350 3510.3375 1598 2413 5603 8629
400 40221 | 1.827 2758 6403  9.863
450 45248625 2055 3103  7.203  11.094
500  5027.625| 2283 3448 8004 12347
550 5530.3875 2512  3.793 8805  13.561
600  6033.15| 2740 4138  9.605  14.794
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Table 4.Solution of a/h=20 and a/b=1,0.8 shell element ce&iions

Deformation (mm)

Depth Hgfergjff:gc alh=20  a/h=20
) Preat® ab=1  ab=08
100 1005.525| 4.009 6.369
150  1508.2875 6.015 9.557

200 2011.05| 8.022 12.745
250  2513.8125 10.025 15.927
300 3016.575| 12.031 19.115
350  3519.3375 14.038 22.303
400 4022.1 16.045 25.491
450  4524.8623 18.047 28.673
500 5027.625| 20.054 31.861
550  5530.3875 22.060 35.049
600 6033.15 | 24.067 38.237

These results are for isotropic doubly curved sbkliment. Now in the
following table we have a cylindrical shell elemeeformation results.

55



Ismail BAYER, Kerem YILMAZ

Figure 3. A cylindrical shell element

Table 5.Solution of a/h=10-a/b=1,0.8 and a/h=15-a/b=1,0.8
cylindrical shell element deformations

Deformation(mm)

Depth VIOSAIC Gih_10  wh=10  ah=15  ah=15

my PESNC | ab=1  ab=08 ab=l  ab=08
(kPa)

100  1005.525| 1.608  1.608 5427  5.429
150  1508.287§ 2.413 2413 8144  8.146
200  2011.05| 3218  3.219  10.860  10.864
250 2513.8125 4.021  4.022 13572  13.579
300  3016.575| 4.826 ~ 4.827  16.288  16.294
350 3519.3373 5.631  5.632  19.005  19.013
400 40221 | 6.436  6.438 21721  21.729
450  4524.862% 7.239  7.241 24432  24.441
500  5027.625| 8.044 8046  27.149  27.158
550 5530.3875 8.849  8.852  20.866  29.876
600  6033.15| 9.654  9.657 32582  32.503
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5. PERMITTED STRESSES

Submarine design criterion Turk Loydu Part E Chafitel-Naval Ship
Technology, Submarines (2007) gives the permittétbsses on
submarine hull. According to Turk Loydu rules, péted stresses can be
found with following instructions.

nd REH,t

a BL Rm.20 IS maximum tensile strength [N/rﬁ}n Rent IS

Rﬂ,zo
Al

yield point or %0.2 proof stress [N/Fim A' and B' are safety
coefficients[6]. The lower one is used for perndtgresses.

For HY-100 steel [6], [7];

Rm 2820 MPa

Ren,=690 MPa

A'=2.7

B'=1.7

Rz = 3037MPa
A

Rﬁ‘“lvt = 4058MPa
B

Permitted stress=303.7 MPa

We need to determine the maximum stresses on egath.dDetermined
maximum stresses for three different length-thickneatio are in the
following table.
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Table 6. Maximum stresses accordint to a/h=10,15,20

Maxiumum stresses (MPa)
Hydrostatic
D(?;))th gressure a/h=10 a/h=15 a/h=20
(kPa)
100 1005.525 22.61 66.79 187.56
150 1508.2875( 33.93 100.09 281.44
200 2011.05 45.25 133.48 375.23
250 2513.8125( 56.54 166.80 469.51
300 3016.575 67.67 200.18 564.21
350 3519.3375| 78.81 233.57 658.42
400 4022.1 89.12 266.96 752.76
450 4524.8625] 91.56 300.28 844.33
500 5027.625| 113.11 333.65 938.80
550 5530.3875| 124.32 366.92 1033.12
600 6033.15 135.74 400.44 1126.29

It can be seen in foregoing table;
. For a/h=10; 303.7 MPa permitted stress value ieroteded,

. For a/h=15; at 500m, 550m and 600m depths permstess is
exceeded.

. For a/h=20; after 150m depth permitted stress ceected.
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6. CONCULUSION AND RECOMMENDATIONS

In this paper submersed submarine shell deformditéenbeen investigated
due to hydrostatic pressure. Deformation analysés made for isotropic
doubly curved and cylindrical shell element. Negleg lame parameters
derivatives in numerical solution facilitated prebl and neglecting did not
influence the result that seen at numerical satuttmd FEM analysis
comparison. In relation to deformation investigatmf doubly curved shell
element, emerging stress components in our probtempared with

permitted stresses in Turk Loydu Rules. About ttesparison, different
exceeding occurred at different length-thicknegm raf shell element that
tells us the importance of determination thicknafsthe shell.
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ABSTRACT

The use of force is resorted by States as a forndiggute settlement
generally as a last resort. But Article 2(3) of tHaited Nations (UN) Charter states
that all members shall settle their internationémltes by peaceful means. Article
2(4) bans the unilateral use or threat of force Byates. In the customary
international law, Article 2(4) is interpreted aspaohibition against the use of force
focusing on restricting the use of military instremms. This instrument-based
interpretation of the use of force causes the rasfiwlity of States which deploys
cyber instruments to cause physical damage in thget States’ critical
infrastructures, remain outside the scope of Aeti2(4).

There are doctrinal difficulties in examining cumnteinternational law on
use of force and self-defense in cyberspace, whdldegal frameworks for defining
the parameters of operations in cyberspace arectesir. As being unforseen until
this age of information and cyber technology, tlmehgbition of the use of force
interpreted from Article 2(4) should be evolvedctver coercive uses of cyber
instruments being used to have destructive efféctgshe enemy’s physical
infrastructures such as telecommunications, trangion, power systems, finance
and emergency services.

Categorizing the cyber attacks as having physictiéces to critical
infrastructure and not having any physical effecas be the first step to solve the
problem of evolving the article to cover cyber eks within the concept of use of
force. Then the efforts may be concentrated oncitier attacks having physical
effects on the enemy’s infrastructures to be camsiil as a use of force. The main
problem is that there would be an unwillingnesshaf powerful States which are

! Assistant Professor of Law, Commander (Navy), HedSocial Sciences Department,
National Defense University, Turkish Naval Acadelstanbul, hakancanca@gmail.com. All
the opinions, considerations, proposals and mistakehis text belong to the writer and do
not reflect any opinion, consideration, proposal pmlicy of any institution. All the

informations in this text are provided from unclfied sources. While every effort has been
made to ensure that the information contained i tdxt correct, neither the author nor the

publisher can accept any responsibility for anymeror omissions or for any consequences
arising therefrom.
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likely to use the opportunities of cyberspace itetState coercion to evolve the
interpretation of the article, while the technoledgpendent or powerless States
would have a volition to evolve the Article.

0z

Kuvvet kullanimina, devletler tarafindan ag@azliklarin ¢éziminde
genellikle son care olarak baurulmaktadir. Ancak Birlgnis Milletler Sartinin 2(3)
maddesinde, tum taraf devletlerin uluslararasi antazliklarini barsci yollarla
¢cbzmesi gereldi ifade edilmektedir. Madde 2(4), devletler tarafam tek tarafli
kuvvet kullanimi ya da kuvvet kullanma tehdidindiiulmasini yasaklamaktadir.
Uluslararasi 6rf adet hukukunda Madde 2(4), askearaglarin kullanimini
kisittamaya odaklanan bir kuvvet kullanimi y@&salarak yorumlanmaktadir.
Kuvvet kullanimi yagana iliskin s6z konusu arag-temelli yorum, hedef devletleri
kritik tesisleri tzerinde fiziksel hasara nedenaalsekilde siber araclari kullanan

devletlerin sorumluluklarinin Madde 2(4)'in kapsadwinda kalmasina neden
olmaktadir.

Siber uzayda kuvvet kullanimi ve sme midafaaya ikkin mevcut
uluslararasi hukukun incelenmesinde doktrinsel gkier olmakla birlikte, siber
uzayda ydlrutilen harekatlarin parametrelerinin tatanmasina ikkin hukuki
cerceveler de acik gédir. Gunimuz bilgi ve siber teknoloji gma kadar g6z
onlne alinmangi olmakla beraber, Madde 2(4)'te s6z konusu kuvwetakma
yasal, siber araclarin, dgmanin telekominikasyon, glama, gic¢ sistemleri,
finans ve acil durum servisleri gibi fiziki altyapma yikici etkiler meydana getirecek
sekilde cebri kullanimini da kapsayacgdkilde yeniden diizenlenmelidir.

Siber saldirilarin kritik altyapilar tzerinde fksel etkileri olanlar ve
olmayanlar seklinde kategorize edilmesi, s6z konusu maddenivelkukullanimi
konsepti kapsaminda siber saldirilari kapsayagakilde yeniden diizenlenmesi
probleminin ¢dzimd icin ilk adim olabilir. Daha sancabalar, digman altyapisi
Uzerinde fiziksel etkileri olan siber saldinlarikuvvet kullanimi olarak kabul
edilmesi Uzerinde yanlastinlabilir. Temel sorun, teknoloji kamli veya glgsuz
devletlerin, maddenin yeniden diizenlenmesi konasistekli olacak olmalarina
ragmen, devletler arasi zorlama ydntemi olarak sibeay firsatlarini kullanma
ihtimali olan guglu devletlerin, maddenin yenideiizenlenmesi konusunda isteksiz
davranacak olmalandir.

Keywords: Use of Force, Self Defence, Cyberspace, CyberckgtaCyberspace
Operations, Act of Aggression.

Anahtar Kelimeler:Kuvvet Kullanimi, Kuvvet Tehdidi, te Mldafaa, Siber Uzay,
Siber Saldiri, Siber Uzay Harekatlari, Saldir Eyle
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1. Introduction

States are willing to keep the cyberspace openhi@rsocial,
economic and security interests of their countrg dimeir citizens.
Everyday we see that all aspects of life are ggttiore dependent to
cyber instruments. While the use of the cyberspaogetting more
comprehensive, the vulnarability of States incredsecause of the
exploitation of the cyber instruments. It is a lgjgestion whether a
State can use armed forces in self defense undgbex attack to its
critical infrastructures. There are doctrinal diffities in examining
current international law on use of force and sdelfense in
cyberspace, while the legal frameworks for defirtimg parameters of
operations in cyberspace are not clear.

2. Definition of Cyberspace

Definiton of various cyber capabilities and aspeds
cyberspace is important to develop policies, doeiand responses
for the use of cyber capabilities. Current U.S. &é&pent of Defense
Dictionary of Military and Associated Terms defindse term
“cyberspace” as “A global domain within the infortoa
environment consisting of the interdependent netvadrinformation
technology infrastructures and resident data, dholy the Internet,
telecommunications networks, computer systems, ambedded
processors and controllers.” The term “cybersegurg also defined
in this doctrine as “Prevention of damage to, mitoe of, and
restoration of computers, electronic communicatiosgstems,
electronic communications services, wire commuiocat and
electronic communication, including information ¢aned therein, to
ensure its availability, integrity, authenticatiocgnfidentiality, and
nonrepudiation®

The international community and all States shaadl define
the terms like cyberspace, cybersecurity and cyaetato develop
successfull strategies to handle with the gaps ewbkécuring the
crucial infrastructures and the public uses ofrimee Characterizing

2 The doctrine defines the term “cyberspace operstias “The employment of cyberspace
capabilities where the primary purpose is to adhielsjectives in or through cyberspace.”;
U.S. Department of Defense Dictionary of MilitamgdaAssociated Terms, Joint Publication
1-02, 8 November 2010 (As Amended Through 15 Fepru2016), p.57-58,
http://www.dtic.mil/doctrine/new_pubs/jp1l_02.pdist visited April 17, 2016.
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the cyber activity will lead to determine the orgations having
authority to conduct any activity, funds that mayused to pay for the
resources and operations, oversight proceduresicapjd to the
activity and approval procedurgs.

3. The Prohibition Against the Use of Force

The question whether thjas ad bellumand thejus in belld
bodies of law apply to the activities in cyberspaweeds to be
considered very carefully. But we can say thatjtlsead bellumas
currently structured is inadequate in containing eesponding to the
strategic threat posed by cyber capabilities teridtional peace and
security?

Article 2(3) of the United Nations (UN) Charter t&ts that all
members shall settle their international disputggpbaceful means.
But the use of force is resorted by States as m fof dispute
settlement generally as a last resort. Article 2{d)s the unilateral
use or threat of force by States providing “The &igation and its
members, in pursuit of the purposes stated in Wrtic shall act in
accordance with the following principles: .... @) members shall
refrain in their international relations from theréat or use of force
against the territorial integrity or political indendence of any State,
or in any other manner inconsistent with the puegosf the United
Nations.®

In the customary international law, Article 2(4)ingerpreted
as a prohibition against the use of force focusingestricting the use
of military instruments. This instrument-based iptetation of the

® Commander Todd C. Huntley, “Controlling the Use ofrdeoin Cyberspace: The
Application of the Law of Armed Conflict During a me of Fundamental Change in the
Nature of Warfare”, Naval Law Review, Vol.60, 20p06.

4 jus in belloare the principles designed to limit suffering af®btruction once an armed
conflict has begun, angus ad bellumare the principles governing when a State may
legitimately use force. The terftaw of armed conflict” includes bothus ad bellumandjus

in belloprinciples.

> Michael N. Schmitt, “Computer Network Attack and tse of Force in International Law:
Thoughts on a Normative FrameworkColumbia Journal of Transnational Law/ol.37,
1999, p.885.

® Article 2(4), U.N. Charter, http://www.un.org/en¢siens/un-charter/chapter-vii/, last visited
April 17, 2016.
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use of force causes the responsibility of Stateslwbeploys cyber
instruments to cause physical damage in the taBgates’ critical
infrastructures, remain outside the scope of Astit{d).

The U.N. Charter also recognizes two differentanses in
which a State may use force:

The first instance is explained by Articles 39,ad 42 of the
Charter. Article 39 states that “The Security Causball determine
the existence of any threat to the peace, breatheogbeace, or act of
aggression and shall make recommendations, oreedidt measures
shall be taken in accordance with Articles 41 aAdtd maintain or
restore international peace and securitytticle 41 provides that
“The Security Council may decide what measuresimatlving the
use of armed force are to be employed to give efteds decisions,
and it may call upon the Members of the United dlaito apply such
measures. These may include complete or parti@rrugtion of
economic relations and of rail, sea, air, post&graphic, radio, and
other means of communication, and the severancelimbmatic
relations.® If the measures listed in Article 41 are inadequathave
proved to be inadequate, the Security Council, yansto Article 42,
“may take such action by air, sea, or land foresiay be necessary
to maintain or restore international peace andr#gcand such action
may include demonstrations, blockade, and otheratipas by air,
sea, or land forces of Members of the United NatiSn

The second instance where a State may also use ®rto
defend itself and others against an armed attactclé 51 of the
Charter states that “Nothing in the present Chasteall impair the
inherent right of individual or collective self-agfce if an armed
attack occurs against a Member of the United Natiamtil the
Security Council has taken measures necessary tintaima
international peace and security. Measures takeMdémybers in the
exercise of this right of self-defence shall be iedmately reported to
the Security Council and shall not in any way &ffbbe authority and
responsibility of the Security Council under thegant Charter to take

7 Article 39, U.N. Charter, loc.cit.
8 Article 41, U.N. Charter, loc.cit.
9 Article 42, U.N. Charter, loc.cit.
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at any time such action as it deems necessaryder @0 maintain or
restore international peace and securiyThus, the use of force by
States in individual or collective self-defenserézognized by the
Charter. Article 51 limits the use of force in sddfense only if an
armed attack occurs.

4. Cyber Attacks and the Prohibition Against the e of
Force

Whether a cyber attack constitutes a use of fa@ somplex
issue. At the same time, it is very difficult tarédute cyber attacks to
a specific individual, organization or State oreographic location.
Any removal or replication of valuable economicoirhation and
other forms of cyber espionage and exploitatiothia area continue
to remain outside thjis ad bellunt! Using the cyberspace to cyber
espionage, manipulation of financial or personahda a financial
system, gain access to the control systems oftcakitinhfrastructure
facilities, etc. may not reach to a level of usefmte but they may
cause greater damage to the security of any Stdie the collective
securty of the international community.

In the document named “An Assessment of Internatibegal
Issues in Information Operatiortd” and published by the U.S.
Department of Defense Office of General CouncekWwlis dated May
1999, briefly explanations are given about “Inteéiovaal Law
Concerning the Use of Force among Nations”, “Amdicn to
Computer Network Attacks” and “An “Active Defenseigainst
Computer Network Attacks”. After these explanations this
document, there is an assessment about ‘“Interdtidregal
Regulation of the Use of Force In Peacetime” as:

“It is far from clear the extent to which the woddmmunity
will regard computer network attacks as “armed ci&ié or

10 Article 51, U.N. Charter, loc.cit.

" Jack M. Beard, “Legal Phantoms in Cyberspace: Thel@matic Status of Information as
a Weapon and a Target Under International Humaaitataw”, Vanderbilt Journal of
Transnational Law, Vol.47, 2014, p.131.

12 An Assessment of International Legal Issues in ormition Operations,
http://www.au.af.mil / au / awc / awcgate / dodiégal / dod-io-legal.pdf; last visited April
17, 2016.
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“uses of force,” and how the doctrines of self-aefe and
countermeasures will be applied to computer netvedticks.
The outcome will probably depend more on the comseces
of such attacks than on their mechanisms. The rikelty
result is an acceptance that a nation subjected ftate-
sponsored computer network attack can lawfully @espin
kind, and that in some circumstances it may belfijgdtin
using traditional military means in self-defensenléss the
nations decide to negotiate a treaty addressingputen
network attacks, which seems unlikely anytime ie thear
future, international law in this area will develtdpough the
actions of nations and through the positions thtenga adopt
publicly as events unfold. U.S. officials must hweage of the
implications of their own actions and statements this
formative period.*®

By this assessment it is underlined that the matéonal
community is not clear about the computer netwaditicis to be
defined as armed attacks or use of force as pteldilny the Article
2(4) of the U.N. Charter. The U.S. officials arsalnoticed to be
aware of the implications of their actions andestagnts during this
period of which there is no exception in the nedurfe about nations
to negotiate a treaty addressing computer netwibalkks.

Commander Huntley of U.S. Navy argues that todag th
majority of cyber attacks conducted do not risa tevel of a use of
force or an armed attack and continues: “Theregereeral agreement
that for a cyber attack to be considered as an dirateack, the
consequences of the cyber activity must be equivate those of a
kinetic attack, that is, the activity must causggtal damage, injury
or death. Such an attack would justify the userofeal force by the
victim in self-defense, with the accompanying diatyabide by law of
armed conflict (LOAC) in the use of that force. Aat that found
itself the victim of a cyber attack equivalent tase of force, but not
an armed attack, would be prohibited from usingddo defend itself,

13 An Assessment of International Legal Issues ionmftion Operations, http://www.au.af.
mil / au / awc / awcgate / dod-io-legal / dod-igdépdf; last visited April 17, 2016, p.27.
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but might take diplomatic or economic measuresesponse to the
activity.”**

So one State under a cyber attack should condidelevel of
the attack and give reaction depending on the leVvéhat attack. An
entry into computer systems to obtain and obsenfermation
without causing any effect resulting destructiommdification of the
system does not constitute either an armed attackse of force,
while it may constitute a violation of the territ@r integrity of the
State of the target computer or systero in specific circumstances
in cyberspace it is very hard to determine that yhec attack
constitutes an armed attack or use of force.

Cyber threats have fundamentally different natimemost of
the cyber intrusion cases the responsible personsrganizations
cannot be identified. In some cases the generajrgphbic location
from where the malicious activity eminated can dentified but one
cannot be sure whether the activity had been rotheaugh that
location in an effort to shift blame or throw ofiviestigators?®

Cyberspace also facilitates information operati@ueh as
psychological operations and military deception. e Therm
“information operations” is defined in the U.S. Rejmnent of Defense
Dictionary of Military and Associated Terms as “Thetegrated
employment, during military operations, of infornoatrelated
capabilities in concert with other lines of opesatito influence,
disrupt, corrupt, or usurp the decision-making ovexsaries and
potential adversaries while protecting our ovh.”

When a multi-week wave of cyberattacks in ApriMay 2007
disrupted the websites of the Estonian PresidedtRarliament, the
vast majority of Estonian ministries, three of ttwintry’s six largest

¥ Huntley, op.cit., p.43.

> CDR Vida M. Antolin-Jenkins, Defining the Parametef<Cyberwar Operations: Looking
for Law in all the Wrong Places?”, Naval Law Revié¥gl.51, 2005, p.9.

8 Huntley, op.cit., p.12.

17 U.S. Department of Defense Dictionary of Militagnd Associated Terms, Joint
Publication 1-02, 8 November 2010 (As Amended Tgtod5 February 2016), p.110,
http://www.dtic.mil / doctrine / new_pubs / jp1_@df, last visited April 18, 2016.
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news organizations, and two of its major banks, ¢bantry shut
down?®

The Stuxnet event showed us how a malware cancgauitnol,
target or destroy a critical infrastructure withawging any kinetic
weapons. The discovery of a malware that targetesl dontrol
systems at the Natanz nuclear facility of Iran wesorted in June
2010. A malware called Stuxnet which was a 500kkite computer
worm had infected the software of at least 14 itrlssites in Iran,
including a uranium-enrichment plafitThe worm attacted in three
phases. In the first phase, it targeted Windows hines and
networks, repeatedly replicating itself. In the @t phase, it sought
out Windows-based Siemens software, which is ugegrogram
industrial control systems that operate equipmanh ss centrifuges.
In the last phase, the worm compromised the progrante logic
controllers and thus, unbeknownst to the humanatpes at the plant,
the worm’s authors could spy on the industrial elyst and cause the
fast-spinning centrifuges to tear themselves &Bart.

Stuxnet was designed and executed as a direct maalwa
attack' targeting specific software or information tectowyl. The
other type of malware attack targets specific camgpa organization.
Stuxnet's payload targeted specific Supervisory tbnand Data
Acquisition Systems (SCADA Systenf$)Stuxnet’s attack occured in
diffirent approaches: a. Taking control of the cémge systems and
begin to spin them faster and slower to crack asstrdy them; b.
Taking control of the nuclear fuel cascade procasd begin to
manipulate the process causing damage to the systeBeceiving

18 Kelly A. Gable, “Cyber-Apocalypse Now: Securing thaernet Against Cyberterrorism
and Using Universal Jurisdiction as a Deterrentintlerbilt Journal of Transnational Law,
Vol.43, 2010, p.61.

19 David Kushner, “The Real Story of Stuxnet; How Kersky Lab tracked down the
malware that stymied Iran’s nuclear-fuel enrichmpnagram”; http:// spectrum.ieee.org /
telecom / security / the-real-story-of-stuxnetsiemitarihi: 13.04.2016.

Doc.cit.

21 A targeted attack is designed to attack a speaifit A direct attack is designed to attack a
single system within a specific unit.

22 Andrew Moore, “Stuxnet and Article 2(4)'s Prohibit Against the Use of Force:
Customary Law and Potential Models”, Naval Law Revi¥wl.64, 2015, p.2.
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the engineers in the control room by sending thaisef data; d.
Compromising digital safety systems preventing thetomated
systems from halting an unsafe processhus, through the attacks of
Stuxnet, the centrifuge systems and fuel cascasiersg got out of
control; the engineers in the control room gotdatata and digital
safety systems compromised.

All unauthorized cyber activities are commonly rede by the
terms “cyber warfare” or “cyber attack”, regardledsthe nature of
the activity, the consequences of the activityhar person conducting
the activity? Current legal regimes fail to explain the legal
framework to provide guidance to any State’s offenscyber
operations or responses to cyber attacks. The faavnoed conflict®
do not adequately deter the States or non-Statmsaftom using
cyber attacks and intrusions to pursue their istsren a manner
harmful to the national interests of another State.

The critical point is what will happen if such angolex and
sophisticated malware attack would be creatededeatd monitored
in a well-coordinated manner by a terrorist orgatian or by a terror-
sponsoring State? The international community sthedll with such
an important issue.

All States shall investigate their cyberspace stiacture and
develop a cyber security strategy in order to pmevany attack
towards critical infrastructure, networks and syste After U.S.
President Obama took office, his first acts was daler a
comprehensive sixty-day review of U.S. cyberspacalicp®

23 ibid, p.3.
% Huntley, op.cit., p.3-4.

% |n the “U.S. Department of Defense Dictionary oflitdry and Associated Terms”, the
terms “law of armed conflict” and “law of war” adefined as “That part of international law
that regulates the conduct of armed hostilities] Hre term “rules of engagement” is defined
as “Directives issued by competent military auttyothat delineate the circumstances and
limitations under which United States forces wilitiate and/or continue combat engagement
with other forces encountered. Also called ROE.'S \Department of Defense Dictionary of
Military and Associated Terms, Joint Publicatior04,- 8 November 2010 (As Amended
Through 15 February 2016), p.139, 207, http://wwiw.chil / doctrine / new_pubs /
jpl_02.pdf, last visited April 17, 2016.

26 \White House Press Statement, President Obama tDitbe National Security and
Homeland Security Advisors to Conduct Immediate Cy®ecurity Review (Feb. 9, 2009)
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Furthermore the U.S. Congress introduced threeeréifit bills
addressing various aspects of cyber security inil &909%" The
developed States shall aid the technology-deperftatés to counter
cyber attacks and intrusions to provide collecBeeurity throughout
the globe.

5. Conclusion

As being unforseen until this age of informatiord aryber
technology, the prohibition of the use of forceehpreted from Article
2(4) should be evolved to cover coercive uses bdkecynstruments
being used to have destructive effects in the erenphysical
infrastructures such as telecommunications, tramaan, power
systems, finance and emergency services. Cateqggrittie cyber
attacks as having physical effects to critical asfructure and not
having any physical effects can be the first stegdlve the problem
of evolving the article to cover cyber attacks witthe concept of use
of force. Then the efforts may be concentrated lendyber attacks
having physical effects on the enemy’s infrastriesu to be
considered as a use of force.

The main problem is that there would be an unvgltiess of
the powerful States which are likely to use the aypmities of
cyberspace in Inter-State coercion to evolve therpmetation of the
article, while the technology-dependent or powerl&ates would
have a volition to evolve the Article.

The international community has much work to do in
developing an international legal framework dealimigh the cyber
instrument threatening the security throughout therld. Cyber
attacks continuously occur in daily bases not reacto the level of
use of force. States may not realize the real thoka cyber attack
until a critical situation occurs.

The international legal framework can be develgpegach to
a point that enable States to use armed forceindeaith the threats

available at http://www.whitehouse.gov / the_preffice / advisorstoconductimmediate-
cybersecurityreview/.; Huntley, op.cit., p.1.

27 Ben Bain, Lawmakers Attack Cybersecurity on Multiplents, Federal Computer Week,
May 1, 2009, available at http://www.fcw.com / A&ids / 2009/05/04/ news-congress-
cybersecurity.aspx.; Huntley, loc.cit.
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of cyber attacks, but this approach may lead toemocomplex

situations and violent actions. Thus the mecharnisrdeal with the
malicious uses of cyberspace should cover the tpesamade in the
basis of cyberspace. The U.N. and other affiliateternational

organizations must deal with cyber warfare and lbgvstrategies to
prevent the malicious uses of the cyberspace. Y& mechanisms
must be developed by the Security Council to réaatyber attacks
intended to be used to threat the security of dividual State or the
collective security of the international community.
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