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RENKLI IMGELERDE KiMLiK DOGRULAMASI VE SALDIRI TESPITi iCiN GORSEL SIR
PAYLASIM TABANLI YENI BIR KIRILGAN DAMGALAMA ALGORITMASI

Turker Tuncer’, Engin Avcr®

Original scientific paper

Adli bilisim, bilisim sistemleri lizerinden genellikle veri olarak elde edilen delillerin toplanmasi, saklanmasi, derlenmesi ve analizi konusunda standartlar
olusturulan ¢ok disiplinli bir yapidir. Adli biligim sanilan aksine 6zel bir alan degil, genis alan disiplinidir. Bu makalede adli biligim uygulamalarinda siklikla
kullanilan 6zet fonksiyonlarinin yerine kirilgan damgalarm kullamlmas: énerilmistir. Ozet fonksiyonlar saldirin yapildig1 bélgeyi tespit edemezler bu
sebepten dolay1 sayisal verilerde kimlik dogrulama i¢in kirilgan damgalarin kullanilmasi dnerilmistir. Bir damgay1 kirilgan hale getirebilmenin en iyi yolu
sir paylagim tabanli algoritmalari kullanmaktir. Bu makalede Wu ve Chen’ in gorsel sir paylagimi algoritmasi kullanilarak, RGB imgeler i¢in kimlik
dogrulama ve saldir tespiti yapilmustir. Onerilen kirilgan damgalama algoritmasi yiiksek gérsel kaliteye sahip, kirilgan, giivenilir ve yiiksek veri gizleme
kapasitesine sahip bir algoritmadir. Wu ve Chen gorsel sir paylasimi algoritmasi sayesinde agisal ataklara karsi hassas, yeni bir kirilgan damgalama sistemi

Onerilmistir.

Anahtar Kelimeler: Veri Gizleme; Damgalama; Gorsel Sir Paylagimi; Adli Bilisim; Kriptolojik Ozet Fonksiyonlari; Bilgi Giivenligi; Goriintii Isleme.

1 Girig

Bilgi giivenligini saglayabilmek igin veriyi yetkisiz
erisimlerden korumak gerekmektedir. [1]. Internetin
yaygin olarak kullanilmasi, akilli cihazlarin taginabilir hale
gelmesiyle birlikte kisisel veriler hizli bir sekilde sayisal
ortama aktarilmaya baslamistir. Sayisal ortamda bulunan
verilerin giivenliginin saglanmasi ise ¢ok dnemli bir konu
haline gelmistir. Gliniimiizde, siber saldir1 ve savunma
yontemlerinin iilkelerin milli savunma politikalar1
icerisinde yer almaya baglamistir. Bilgi giivenligini
saglamanm iki yolu vardw. Bunlar sifreleme ve veri
gizlemedir. Sifreleme biliminde simetrik sifreleme,
asimetrik  sifreleme ve  gorsel s paylasimi
kullanilmaktadir. ~ Sifrelemenin  saglanabilmesi i¢in
glivenilir anahtar {iretme, karistrma ve se¢me gibi
islemlerin  gerceklestirilebilmesi i¢in rastgele say1
iireteglerine ihtiya¢ duyulmaktadir.

Veri gizlemenin ilk Orneklerine antik ¢aglarda
rastlanmaktadir. Bu bilim dalinm ilk bilinen uygulamasi
antik c¢aglarda gerceklesen kafa derisine mesaji dovme
olarak ¢izdirip, saglar1 uzatarak kafa derisindeki mesaji
gizlemektir. Bu Ornekten de anlagilacagl gibi, veri
gizlemenin temel amaci, veri igin giivenilir bir veri iletim
hatt1 olusturmaktir. Gliniimiizde, bir¢ok veri gizleme
uygulamasi gelistirilmektedir [2]. Veri gizleme biliminin
en sik kullanilan alt dallar1 ise steganografi ve
damgalamadir (watermarking). Steganografi, gizlenen
verinin sezilememesini hedeflemektedir. Giiniimiizde
birgok firma ve kurum steganografiyi kullanarak veri
gizliliginin saglamay1 hedeflemektedir[3-7].
Damgalamada da ilgili multimedya mesajin kimlik
dogrulamasinin yapilmas hedeflenmistir.

Veri gizleme algoritmalarmi1 olusturan Ogeler
asagidaki gibi verilmistir [8].

+  Ortii nesnesi (Cover object)

«  Gizli mesaj (Secret message)

»  Veri gizleme fonksiyonu (Data hiding function)

*  Veri gizlenmis nesne (Stego object)

*  Veri gizleme anahtari (Stego key)

* Veri c¢ikarma fonksiyonu (Data extraction
function)

Ortii nesnesi metin, ses, imge ve video gibi
multimedya verilerden olugmaktadir [6]. Gizli mesaj, Ortii

nesnesinin igerisine veri gizleme fonksiyonu kullanilarak
gomiiliir ve ¢ikt1 olarak veri gizlenmis nesne elde edilir.
Veri c¢ikarma asamasinda ise, veri gizleme anahtari
kullanilarak veri gizlenmis nesnede bulunan veri gizleme
indisleri tespit edilir. Veri ¢ikarma fonksiyonu kullanilarak
gizli mesaj elde edilir [9-10]. Bu konuyla ilgili literatiirde
bulunan birkag caligma asagida verilmistir.

Qi vd. [11] imge kimlik dogrulamasi i¢in, tekil deger
tabanl1 yar1 kirilgan yeni bir damgalama gsemasi
sunmuslardir. Bu metot icerik bagimli olarak giivenilir bir
damga iiretir ve bu damgayi tekil deger dizisine mantiksal
operatorler kullanarak gomer. Botta vd. [12] kendi
caligmalarindan Once tespit edilmeyen ataklar1 tespit
edebilmek ve saldirmim lokasyonunu bulabilmek igin yeni
bir kirilgan damgalama sistemi Onermis ve basarili
sonuglar elde etmislerdir. Yu vd. [13] imge kimlik
dogrulamasi1 ve saldir1 tespiti yapabilmek icin yeni bir
kirilgan damgalama algoritmas1 geligtirmistir.  Diisiik
gomme kapasitesi kullanilarak saldir1 tespiti yapilir. Bu
sebepten dolay1 oOnerilen algoritmanin gorsel kalitesi
yiksek elde edilmistir. Ghosal vd. [14] binom
doniimiisimii  tabanli kirillgan damgalama algoritmasi
onermistir ve elde edilen sonuglar basarili bulunmustur.
Tong vd. [15] kaos tabanli saldir1 tespit etme ve yeniden
yapilandirma yetenegine sahip bir kirilgan damgalama
algoritmas1 dnermistir. Deneysel sonuglar bu algoritmanin
daha giivenilir, daha iyi saldir1 tespiti yapabilen ve kendini
onarabilen bir algoritma oldugunu ortaya koymustur. Tu
vd. [16] dokiiman koruyabilmek igin sir paylasimi ve
steganografi tabanli yeni bir algoritma 6nermistir. (k,n) sir
paylagimi semasi tabanli bu algoritmada k<n ve gizli veri
n pargaya ayrilmaktadir. Bu n adet sir pargasmnimn k adeti bir
araya geldiginde mesaj elde edilmektedir. Deneysel
sonuglar bu metodun giivenilir ve uygulanabilir oldugunu
gostermistir. Lee vd. [17] tarafindan Shamir’in (k,n)
esiksel sir paylasim modeli tabanli PNG imgelerde kimlik
dogrulama algoritmasi Onerilmistir. Bu veri gizleme
algoritma yiiksek veri gizleme kapasitesine sahip,
giivenilir, verimli ve yiiksek gorsel kaliteli bir veri gizleme
algoritmasidir.

Bu makalenin 2. bolimiinde kriptolojik &zet
fonksiyonlari, 3. boliimiinde gorsel sir paylasim modelleri,
4. bolimiinde Onerilen yontem, 5. boliimiinde deneysel

International Journal of Innovative Engineering Applications 1, 1(2017), 1-8



Renkli Imgelerde Kimlik Dogrulamasi ve Saldin Tespiti igin Gorsel Sir Paylasim Tabanli Yeni Bir Kirllgan Damgalama Algoritmasi

sonuclar 6. ve son bolimiinde ise sonuclardan

bahsedilecektir.
2 Kriptolojik Ozet Fonksiyonlari

Kriptografik 6zet fonksiyonlar1 degisken uzunluktaki
herhangi bir veriden sabit veya genellikle daha kiigiik
uzunlukta 6zet degerleri ¢ikartmak igin kullanilir [18-22].

Ozet bilgi sabit uzunluga sahiptir.  Ozet
fonksiyonlarinda, tek yonlii (one-way) fonksiyonlar
kullandig1 i¢cin 6zet degerinden giris verisine ulagiimasi
veya giris verisi ile ilgili bilgi edinme teorik olarak
imkansizdir. Ciinkii  6zet degeri, veri ile iliski
kurulamayan, anlam biitiinliigli icermeyen ve rastgele
secilmis sayilar gibi goriinmektedir.

Ozet degeri elde edilen veriye 6zeldir. Ozetleme iglemi
her tekrarlandiginda ayni sonucu verir. Veride gerceklesen
1 bitlik degisiklik 6zet bilgisini de degistirmektedir. Bu
yiizden bu degere genellikle verinin dijital parmak izi veya
Ozet degeri denilmektedir.

Ozet fonksiyonlart  ¢ok cesitli alanlarda
kullanilmaktadir. Asimetrik sifrelemede, elektronik imza
semalarinda, rastgele sayi ireteglerinde ve adli bilisim
alaninda kullanilmaktadir.

Kriptografik 6zet fonksiyonlarinda aranan 6zellikler
asagidaki gibidir [22-24]:

* Bilinen ve ispat edilebilir bir 6zet fonksiyonu
algoritmas1 kullanilmalidir.

* Bir 6zet fonksiyonu herhangi bir uzunluktaki
veriyi girdi olarak alabilmeli ve sabit uzunlukta g¢ikti
tiretmelidir.

»  Verilen herhangi bir x degeri ve 4 6zet fonksiyonu
icin /(x) degerini hesaplamak kolay olmalidir.

e Ters goriintii direnci (Preimage resistance): /(x)
degerini veren x degerinin bulunmasi zor olmalidir.

+ lkinci ters goriintii direnci (Second preimage
resistance): x ve h(x) verildigi zaman A(x”) = h(x) olacak
sekilde x ten farkli bir x’ bulmak zor olmalidir.
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Cakigma direnci (Collision resistance): Herhangi bir x
icin A(x’) = h(x) olacak sekilde x ten farkl bir x” bulmak
zor olmalidir.

Adli bilisim uygulamalarinda blok sifreleme tabanli
Ozet fonksiyonlar1 kullanilmaktadir. Bu 6zet fonksiyonlar
ise MD4, MD5, SHAO, SHA1l, SHA256, SHA-3 vb.
algoritmalardir.

Adli bilisim uygulamalarinda 6zet fonksiyonlar1 bir
verinin degistirilip degistirilmediginin dogrulanmasi igin
kullanilmaktadir.

3 Gorsel Sir Paylagimi Modelleri

Gorsel sir paylasimi kavrami ilk kez 1996’ da Moni
Naor ve Adi Shamir tarafindan ortaya atilmistir [25]. Sir
paylasimini en basit sekliyle ifade etmek i¢in 0 ve 1’lerden
olusan ikilik goriintiiler kullanilmustir.
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Sekil 1. Genisletilmis GSP modeli
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Sekil 2. Wu ve Chen kodlama tablosu
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Naor ve Shamir’ in 6nerdigi metodun genisletilmis
gorsel srr paylasimi (2, 2) algoritmast sekil 1°de
verilmistir.

Bu modelin agisal olarak daha da gelistirilmis hali,
Wu ve Chen tarafindan 2005 yilinda gelistirilmistir.
Onerilen algoritmada 3 adet sir pargas1 ve 2 bitlik veri
gizleme fonksiyonu kullanilacag: i¢in Wu ve Chen’ nin
modelinin kullanilmast 6ngoriilmistir [26,27]. Wu ve
Chenin kodlama tablosu sekil 2° de verilmistir.

Onerilen yontemde rastgele sayr iiretecleri
kullanilarak sir parcalari secilebilir. 3 adet sir pargasi
kullanmilmistir ve kullanilan sir par¢alarindan 2 bit ¢ikis
dretilmistir. Sekil 2” de gosterilen pl ve p2 ¢ikis bitleri,
s1, sl-e ve s2 ise sir pargalari olarak kabul edilmistir.

4  Onerilen metot

Bu makalenin en temel amaci, adli bilisimde siklikla
kullanilan 6zet fonksiyonlarmin yetersiz kaldig: yerlerde
kirllgan damgalar1 kullanmaktir. Onerilen metot ile
oncelikle damga sir paylasimi semast kullanilarak
pargalarina ayrilacak ve ardindan damga 2L.SBs (Least
Significant Bits Insertion — En anlamsiz bit yerlestirme)
veri gizleme fonksiyonu kullanilarak veri gizlenecektir.

Onerilen veri gizleme algoritmasinda gorsel sir
paylagimi algoritmasi olarak Wu ve Chen’in gorsel sir

RGB imge

oe

Veri Gizleme Fonksiyonu

Gizli Veri Sir Paylasimm

paylasimi algoritmasinin kullanilmasi onerilmistir. Sekil
2’de verilen tablo kullanilarak damga giiriiltiisiiz olarak
elde edilmektedir. Onerilen veri gizleme algoritmasmin
blok diyagrami sekil 3’ deki gibidir.

Onerilen veri gizleme algoritmasinin adimlar1 da
asagidaki gibidir.

(1) Renkli RGB imge sirasiyla R, G ve B kanallarina
ayrilir.

(2)Wu-Chen algoritmasi kullanilarak damga 3 sir
pargasina ayrilmistir.

(3) Sir pargast olacak elemanlar1 segebilmek i¢in ise
sozde rastgele say1 iretecleri kullanilmistir. Bu makalede
lineer esiksel say1 tireteci kullanilmistir.

Xir1=(aX;+c)mod m 1)

X rastgele say1 dizisi, a ¢arpan, ¢ artim ve m modiil
katsayilaridir. Bu formiil kullanilarak istenilen uzunlukta
0 ile m-1 arasinda rastgele say iiretilebilmektedir.

(4) Elde edilen 3 sir pargasi 2LSBs veri gizleme
algoritmasi kullanilarak rtii imgesine gomiiliir.

Yukaridaki adimlar gerceklestikten sonra
damgalanmis imge elde edilir. Damgalanmis imgeden,
damgay1 elde etmek i¢in ise kullanilacak adimlarin blok
diyagrami sekil 4” de verilmistir.

Damgali imge

—E-
—E
—E

Sekil 3. Onerilen veri gizleme algoritmasinin blok diyagrami.

RGB imge

Gizli Veri

(Damga)

Sekil 4. Onerilen veri ¢ikarma algoritmasinin blok diyagrami.
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Onerilen algoritma kullanilarak damgay1 yeniden elde
etmek i¢in agagidaki adimlar kullanilir.

(1) Damgalanmig imge katmanlarima ayrilir.

(2) Veri ¢ikarma fonksiyonu kullanilarak S1, S2 ve
S3 kiimleri olusturulur. Bu ¢alismada 2LSBs veri gizleme
algoritmasi kullanildig: i¢in asagidaki formiil kullanilarak
veri ¢ikarma islemi gerceklestirilir.

51,,]=R,I/(m0d 4), 1={1,2,..,m}, ]={],2,,I]} (2)
521,/: L/(m0d4), 1:{1,2,,171},]:{1,2,...,17} (3)

Ss=B,(mod 9, i=(1,2,..,m}, j=<{(1,2,..,n}  (4)

(3) Sekil 2’ deki kurallar kullamlarak  sir
parcalarindan damga elde edilir.
Onerilen metodun avantajlar1 asagidaki gibi

verilmistir.

e Toplanan veriler i¢in kimlik dogrulama islemi
yapabilmek.

+ Toplanan verinin orijinal oldugunu
anlayabilmek.

* Eger veri saldiriya ugramigsa, verinin hangi
bolgesine saldirt yapildigi kolaylikla tespit edebilmek.

(a) ()

Sekil 5. Deneysel sonuglar igin kullanilan test imgeler (a) Orijinal imge (b) Stego-imge

5 Deneysel Sonuglar

Bu makalede kullanilan yontemi degerlendirebilmek
icin veri gizleme algoritmalarmi degerlendirebilmek i¢in
Onerilmis 6 adet gereksinimi saglamasi gerekmektedir. Bu
gereksinimler ise asagidaki gibi verilmistir. Bu
gereksinimleri test etmek igin SIPI imge veri tabanindan
8 adet imge se¢ilmistir ve segilen imgeler 512 x 512 x 3
boyutunda imgelerdir. Ortii imgelere 512 x 512 boyutunda
damgalar gizlenmektedir. Ortii verisi olarak kullanilan
imgeler sekil 5° de verilmistir.

Optimum veri gizleme fonksiyonu: Bu makalede veri
gizleme fonksiyonu olarak 2LSBs kullanilmigtir. LSB
veri gizleme algoritmalarinda en sik kullanilan ve en ¢ok
bilinen veri gizleme fonksiyonlaridir. Bu fonksiyonlarin
uygulamasi kolaydir ve bu fonksiyonlar kullanilarak veri
gizleme islemi hizli bir sekilde yapilmaktadir. Sekil 2” de
verilen tablo kullanilarak damga sir pargalarma ayrilir ve
2LSBs fonksiyonu kullanilarak renkli imgeye gomiiliir.

Optimum veri ¢itkarma fonksiyonu: Onerilen metotla
veri ¢ikarabilmek i¢in (mod 4) islemi kullanilarak sir
pargalar1 elde edilmektedir. Sir parcalar elde edildikten
sonra mantiksal veya islemi veya Sekil 2 © de verilen Wu
ve Chen’ in kodlama tablosu kullanilarak damga elde
edilir.

International Journal of Innovative Engineering Applications 1, 1(2017), 1-8
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Kapasite: Onerilen algoritma kullanilarak renkli
imgenin her bir katmanma 2bpp (bit per pixel — piksel
basina bit) kapasitede veri gizlenmektedir.

Gizlilik: Wu ve Chen’ in gorsel sir paylasimi metodu
kullanilarak damganm gizliligi saglanmaktadir. Ayni
zamanda sir parcalarmin rastgele secimi sayesinde
giivenilir bir dagilim saglanacaktir. Rastgele say1 iireticinin
en biiyiik avantajlarindan birisi ise elemanlarin
tekrarlanma sayisini birbirine yakinlastirmasidir. Sekil
6’da, ikilik bir imge ve imgeye Onerilen gorsel sir paylasim
semasinin uygulanmasinin ardindan elde edilen sir
pargalar1 verilmistir.

TUBITAK

(d)
Sekil 6. Wu ve Chen gdrsel sir paylasimi yonteminin uygulanmast (a)
Orijinal imge (b) Ilk sir parcasi (c) ikinci sir pargasi (d) tiglincii sir
pargasi

Elde edilen 3 adet sir pargasi sirasiyla R,G ve B
katmanlarina gomiilmektedir. Veri ¢ikarma fonksiyonu
bilinse de damgaya dogrudan ulasilamayacaktir. Wu ve
Chen’ in gorsel sir paylasimi yontemi kullanilarak
damganin gizliligi saglanmaktadir.

Ataklara Karsi Dayaniklilik: Bu makalede, kirilgan ve
atagin hangi bolgeye yapildigini tespit edebilen yeni bir
algoritma Onerilmistir. Test resimleri olarak sekil 5° de
gosterilen renkli imgeler kullanilmistir. Bu imgelerin 100
x 100 liik kismina asagidaki ataklar uygulanmistir[28-30].
Saldirilar1 tespit edebilmek igin tiim elemanlar1 1 olan
beyaz damganin gémiilmesi dngoriilmiistiir.

* Kesme atagi

+ Kolaj atag1

*  Dondiirme atagi

» JPEG sikistirma atagi

*  Medyan filtre atag1

*  Boyutlandirma atag:

Tablo 1’ de gosterildigi gibi Ozet fonksiyonlar
kullanilarak saldir1 tespiti yapilamamaktadir. Saldirinin,
imgenin hangi bolgesine yapildigini tespit edebilmek i¢in
onerilen metot kullanilmalidir. Elde edilen sonuglar,
onerilen metodun yiiksek kirilganliga sahip oldugunu
gostermektedir.

Yiiksek Gérsel Kalite: Bir veri gizleme algoritmasinin
saglamasi gereken en 6nemli 6zelliklerden birisi de yiiksek
gorsel kalitedir. Gizlenen verinin gbzle ve kulakla fark
edilememesi gerekmektedir. Gorsel kaliteyi 6lgmek igin
MSE (mean square error — ortalama karesel hata), PSNR
(peak signal-to-noise ratio — tepe sinyal giiriiltii oran1) vb.
Olgiim parametreleri kullanilmaktadir. MSE ve PSNR
formiilleri denklem 5 ve 6’ da verilmistir.

_ 1 _st .y 9
MSE = — zj:(ch,j St ;)

Max(CI?;) (6)

PSNR =10log
MSE

Sekil 7° de dnerilen algoritmanin test resimlerine
uygulanmasmin ardindan elde edilen PSNR kapasite
degisim egrisi verilmistir.

52

8
T
»

PSNR (dB)
T

a1 I I I

025 05 075 1 125 15 175
Kapasite (bpp)

Sekil 7. Test resimlerinden elde edilen ortalama PSNR/ Kapasite
degisim orani.
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Tablo 1. Saldir1 tespiti ve MD5 6zet fonksiyonlari.

Ozet Fonksiyonlar

Atak Saldir1 Yapilan imge Elde Edilen Damga
(MD5)
Kesme Atagi Orijinal imge:
CB18648237B3DA26440D7F233AC503FE
Kesme atagi uygulanmig imge:
. 7623195870C23BI9E6ACL1AOE947666B7
Kolaj Orijinal imge:
Atag CB18648237B3DA26440D7F233AC503FE
Kolaj atagi uygulanmig imge:
. 45385D2B552542C7A72DB42B0AD5D61D
Dondiirme Orijinal imge:
(90 derece) CB18648237B3DA26440D7F233AC503FE
Dondiirme atagi uygulanmig imge:
. 31E01399DCB3C56904815AB7F377E663
Gaussian Orijinal imge:
Giiriiltii CB18648237B3DA26440D7F233AC503FE
(M=0.01, Giiriiltii atag1 uygulanmis imge:
V=0.01) . FC6FD9D3D494D0873907A9CA0D747A34
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JPEG Orijinal imge:
Sikistirma CB18648237B3DA26440D7F233AC503FE
(%90) JPEG sikistirma atag1 uygulanmis imge:
0075BE44A271BE390B844504AB74BEB8
Medyan Orijinal imge:
Filtre Atag CB18648237B3DA26440D7F233AC503FE
(3x3) Medyan filtre atag1 uygulanmig imge:
91EB75A75852D15BAF97E8E476BA601C
Wiener Filtre Orijinal imge:
Atag CB18648237B3DA26440D7F233AC503FE
(3x3) Wiener Filtre atagi uygulanmis imge:
D8375C73852E20756471A5EEAB6G24C79
Boyutlandirma Orijinal imge:
Atad CB18648237B3DA26440D7F233AC503FE
(150 x 150) Boyutlandirma atagi uygulanmis imge:
40DDD296B5B7C7ACF8624F776 AC8311E
6 Sonug fonksiyonu kullanilarak olusturulan bu algoritma, veri

Bu makalede, toplanan verileri dogrulama ve bu verilere
yapilan saldirilar1 tespit edebilmek igin rastgele sayi
iiretegleri, Ozet fonksiyonlar, gorsel sir paylasim
algoritmalar1 ve veri gizleme algoritmalar1 kullanilmistir
ve bu algoritmanin adli bilisim uygulamalarinda da
kullanilabilecegi gosterilmistir. Birbirinden ayr1 3 alan
kullanilarak ~ veri  dogrulama  yapilmistir.  Ozet
fonksiyonlarmin degistirilen verileri tespit edebilmektedir
ancak verinin hangi bélgesinin saldiriya ugradigmi tespit
edememektedir. Bu sebepten dolay1 gorsel sir paylagimi
tabanli yeni bir kirillgan damgalama onerilmistir. Wu-
Chen gorsel sir paylasim modeli ve 2LSBs veri gizleme

gizleme Olgiitlerinin timiinii sagladig1 gibi, saldir1 tespiti
yapabilmede de yiiksek performansa sahiptir. Ozellikle
acisal saldirilara karsi oldukga hassas bir damgalama
yontemi Onerilmistir. Bu iglem adli bilisimde sadece
toplanan verilerin dogrulanmasi kisminda kullanilacaktir.
Bu makale, adli bilisimin genis alan bilgisine sahip
oldugunu gostermekle beraber, veri gizlemenin tiim
basarim Olgiitlerini saglamis, kirllgan ve adli biligimde
uygulanabilir bir damgalama sistemi onerilmistir
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The present study investigates the feasibility of joining an aluminium matrix composite reinforced with 5, 10 and 15 vol. % of SiCp particles to AISI 304
austenitic stainless steel by using friction welding technique. In the present study, optical and electron microscopy as well as lap shear strength test and
microhardness measurements were used to evaluate the quality of bonding of Al-Cu-SiC and AISI 304 austenitic stainless steel joints produced by friction

welding
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1 Introduction

Aluminium based metal-matrix composites (MMCs)
show improved specific stiffness and strength, better wear
resistance and greater thermal stability in respect to the
corresponding unreinforced matrix alloys, thus finding
application mainly in the aerospace, automotive and
motorsport fields [1-3]. Among Al-based MMCs, those
reinforced with ceramic particles (such as Al203 or SiC)
offer many advantages, such as: relatively simple and cost
saving production routes, suitability to be processed by
conventional secondary processes (forging, extrusion,
etc.), as well as isotropic mechanical behaviour [4-6]. One
of the main limitations in the use of these materials
concerns their joining, since traditional fusion welding
techniques (TIG, MIG, and laser) generally lead to
microstructural defects, which in turn result in a decrease
in their mechanical properties. In particular, the addition of
the ceramic reinforcement causes higher viscosity in
MMCs melts, particle segregation, evolution of the
occluded gas and undesired matrix-reinforcement reactions
[7,8], besides the typical defects commonly found in Al
alloy fusion welds, such as solidification shrinkages, oxide
inclusions and gas pores [8].

Friction welding is a solid-state joining process and
one of the most effective processes for joining similar and
dissimilar materials with high joint integrity. The present
trend in the fabrication industries is the use of automated
welding processes to obtain high production rates and high
precision. To automate a welding process it is essential to
establish the relationship between process parameters and
weld quality [1]. Friction welding (FW) is preferred over
other methods of welding of dissimilar materials because
of its inherent qualities like easy control of process
variables, high quality and prevention of atmospheric
contamination of welding interface [2]. With the growing
emphasis on the use of automated welding systems, FW is
employed in semiautomatic or automatic mode in industry
[3]. In such automated applications, a precise means of
selection of the process variables and control of the amount
of materials which is flash out in the welding interface has
become essential. [2,3]. The acceptable or appropriate flash
geometry and axial shortening on factors such as rotating
speed, friction time, friction pressure, forging time and
forging pressure, etc. Moreover, in the friction welding

with the increase of rotation speed, the axial shortening
quantity increases at the short friction time. In other words,
the axial shortening speed is increases with increasing the
rotation speed. It is because that increasing the rotation
speed could enhance the input power of friction welding,
leading to the shorter time for the heat generation,
softening, plastic deformation and axial displacement.
Hence, study and control of flash geometry and axial
shortening is very much essential. To do this precise
relationship between the process parameters controlling
the axial shortening is to be established. This may be
achieved by the development of mathematical expressions,
which can be fed into a computer relating the flash
geometry and axial shortening dimensions to the important
process control variables affecting these dimensions. Also,
optimization of the process parameters to control and
obtain the required shape and quality of weld is possible
with these expressions. Several studies have been recently
focused on friction welding of aluminium alloys and some
data are also reported on FW of aluminium-based
composites. The application of this solid state welding
technique to particles reinforced composites seems very
attractive, since it should eliminate some typical defects
induced by the traditional fusion welding techniques, such
as: gas occlusion, undesired interfacial chemical reactions
between the reinforcement and the molten matrix alloy,
inhomogeneous reinforcement distribution after welding.
The aim of this investigation is to evaluate the effects of
process parameters on joint strength.

2 Materials and Experimental Process

2.1 Preparation of metal matrix composites

The test materials used in the present work were SiCp
reinforced aluminium alloy metallic matrix composites
manufactured by means of powder metallurgical method.
Specimens were prepared using 99.8% pure aluminum,
99.5% pure silicon carbide (SiCp) and 99.9 % Cu powders.
Metal matrix composite specimens were produced in the
reinforcement volume fractions of 5%, 10% and 15% SiCp
and 5% Cu. The Al powder has average particle size of 230
um, SiC and Cu powder has average size 325 um. The
powders were blended by a motorized mixer to produce a
homogeneous particle distribution, and were cold pressed.

International Journal of Innovative Engineering Applications 1, 1(2017), 9-12



Friction Welding of Al-Cu-SiC Composite to AISI 304 Austenitic Stainless Steel

After cold pressing compacted powder mixtures were hot
pressed uniaxially in a single-end circular die made of hot-
work tool steel under a pressure of 50 MPa inside a
protective argon atmosphere at a temperature of 550 0C for
a sintering time of 20 min. Sintered parts were machined in
a lathe to a diameter of 12 mm and a length of 50 mm for
the friction welding. Immersion density measurements
were performed according to Archimides’ method. In this
technique density is determined by measuring the
difference between a specimen’s weight in air and when it
is suspended in distilled water at room temperature.

2.2 Friction welding

For dissimilar friction welding, AISI 304 austenitic
stainless steel and Al/SiCp metal matrix composite used
test materials. Joining of these two dissimilar metals was
performed on a continuous drive friction welding machine.
The main welding process parameters employed were
rotational speed, friction pressure, friction time, upset
pressure and upset time. Friction welded specimens were
cut longitudinally parallel to the welding interface for
investigating the microstructural changes carry out in the
welding interface and were polished using different grades
of emery paper. Final polishing was done using the
diamond compound (2 pm particle size) in the disc-
polishing machine. For the microstructure examination,
AISI 304 austenitic stainless steel side was etched with
electrolytically in a solution of Oxalic acid (90%
H20+10% Oxalic acid) and AlSICp metal matrix
composite was etched in Keller (3% HCI+2% HF+3%
HNO3+92% H20). Lap-shear test was carried out on a
Shimadsu mark tensile testing machine. The hardness was
measured perpendicular to weld interface on both sides of
the weld at a load of 30 g.

3 Result and discussion
3.1 Evaluation Microstructure

A view of dissimilar metal friction weld combination
is shown in Figl and 2. It is observed that the amount of

‘ : %’;\Sl -
. B

flash, which much higher on the MMC compared to AlSI
304 stainless steel. When the photographs of these welded
joints are analyzed; an increase is observed on the material
quantity that effuses depending on the increasing friction
pressure despite sharing similarity in principle. As a result
of the axial shortening measurements taken after welding,
the greatest shortening has been established to be 5 mm on
the sample no S6. Axial shortening has occurred only on
the side of MMC. The reason why axial shortening has
occurred on the side of MMC is that the metal matrix
composite’s hardness is low, density is less and resistance
is high. When the macro interface photographs are also
analysed (Figure 1,2), it has been clearly observed that
diameter of the material that flanges outside as a result of
the temperature increase on the interface due to increased
friction pressure has been increased and it has caused the
stainless steel to sink more into composite side.

Fig.1 and Fig.2 show the micrographs of specimens
welded under different welding conditions. The Friction
processed joints were sectioned perpendicular to the bond
line and observed through a scanning electron microscopy
(SEM). SEM photos revealed three distinct zones across
the specimens identified as base material (BM), heat
affected zone (HAZ) and plastically deformed zone (PDZ).
The grain refinement occurred in the PDZ region by the
combined effect of thermal and mechanical stresses. The
width and geometry of these regions changed as a function
of rotational speed, friction pressure and friction time. The
most microstructural changes took place in the DZ region.
High rotational speed can cause local heating at the
interface to reach a high temperature at a short time. This
condition causes lower cooling rates and a wider heat
affected zone (HAZ), as a consequence a greater volume of
viscous material transferred out of the interface. High
rotational speed leads to narrower HAZ. It is well known
that pressure used to bring joint pair together by plastic
deformation results in dynamic recrystallization leading to
a grain refinement in the central region of the weld [5]. The
effect of increasing rotational speed over the friction
welding joint is that both temperature gradient and axial
shortening increase as a result of more mass transferred out
of at the welding interface

MMC..AlSk304

o=

Figure 1. The microstructure in the welding zone of the friction welds by using 1500 rpm. rotation speed.
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3.2 Hardness test results

In this study, the micro-hardness distribution of the
friction welded joints changes in two zones in accordance
with the literature (see Fig.3). These zones are referred to
as deformed zone and excessively zone. It has been
observed that the hardness distribution increases in DZ and
EDZ closer to welding interface and then decreases and
reaches the main metal hardness value. The existence of a
band that has deformation hardness as a result of the
thermo-mechanical effect on the AISI 304 austenitic
stainless steel side had been detected in the interface
microstructure analysis of these welded joints. In the same
way, the zone which is adjacent to the joint interface on
MMC side, which has hardened as a result of thermo-
mechanical effect and in which SiCp carbide build up has
increased, has been identified in the SEM analysis
photographs. The obtained hardness values are parallel to
the structural change on the joint interface of the welded
joints. The highest micro-hardness value has been recorded
as 283 Hv on the AISI 304 austenitic stainless steel side
and 104 HV on the MMC side. As can be clearly seen from
the results, an increase has been recorded in the hardness
on the joint interface depending on the increased friction
time. When a comparison is made between the hardness
values taken from all these samples, it has been observed
that the rotational speed, friction time and friction pressure
have a significant effect on the hardness values reached on
the interface. It has also been observed that the hardness
increases on MMC side depending on SiCp reinforcement
ratio. The main reason for this can be related to the fact that
the material cannot be sufficiently viscous in order to be
ejected from the interface since the MMC’s plastic
deformation ability decreases as SiCp reinforcement ratio
increases.

3.3 Evaluation of lap-shear test results
The lap-shear test has been performed on the welded

joints joined by friction welding through the usage of 15 s
friction time specified in the experimental design table.

The lap-shear test has been primarily performed on
unprocessed AISI 304 austenitic stainless steel and MMCs.
When the lap-shear test results are analysed, it has been
observed that all fractures display brittle fracture behaviour
on the MMC side adjacent to the interface. As can be
clearly seen from the results, the maximum shear strength
of the welded joints reduces depending on the increased
reinforcement ratio. In the literature related to the subject,
it has been specified that in metal matrix composites, the
hardness increases together with the increase of the
reinforcement ratio but the shear strength reduces.
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Figure 3. HV microhardness x distance bonding interface.
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Table 1. Mechanical properties of friction welded samples.

Sample No Rota’zlr?::n;peed Friction presure (MPa) SICy g/i C\t/:/(;;] rate Sheagvls;r:)nght
S1 5 5 96
S2 1500 10 10 108
S3 15 15 98
S4 5 5 153
S5 1700 10 10 197
S6 15 15 118

4 Conclusion

1. Al-Cu-SiC composite was successfully FS welded with
to AISI 304 austenitic stainless steel with different
parameters and material configurations.

2. The maximum tensile strength of the welding joints
could reach up to 70% of the strength of the Al-Cu-SiC
composite base metal. The joints strength increased up to a
certain value and then decreased slightly with the applied
friction pressure increasing.

3. The hardness at the interfaces was higher than that of the
base material due to the presence of IMCs at the joints
interfaces. The microhardness of Al side was almost no
change under the welding parameters. Additionally, the
microhardness distribution had slight variation from that of
the base metals in the Mg side.

5 References

[1] Z. Balalan, Weldability of Al based SiCp reinforced
composite to 304 stainless steel by friction welding. Ph
Thesis,University of Firat, 2013.

[2] Sahin M. Joining of stainless-steel and aluminium materials
by friction welding. Int J Adv Manuf Technol 2009;41:487—
97.

[3] Uday MB, Ahmad-Fauzi MN, Zuhailawati H, Ismail AB.
Effect of welding speed on mechanical strength of friction
welded joint of YSZ-alumina composite and 6061 aluminum
alloy. Mater Sci Eng: A 2011;528:4753-60.

[4] Hascalik A, Unal E, Ozdemir N. Fatigue behaviour of AISI
304 steel to AISI 4340 steel welded by friction welding. J
Mater Sci 2006;41:3233-9.

[5] Ozdemir N, Sarsllmaz F, Hascallk A. Effect of rotational
speed on the interface properties of friction-welded AISI
304L to 4340 steel. Mater Des 2007;28:301—7.

[6] Rafi HK, Ram G, Phanikumar. G, Rao KP. Microstructure and
tensile properties of friction welded aluminum alloy
AAT075-T6. Mater Des 2010;31:2375-80.

[7] Dolatkhah A, Golbabaei P, Besharati Givi MK, Molaiekiya F.
Investigating  effects of process parameters on
microstructural and mechanical properties of Al5052/SiC
metal matrix composite fabricated via friction stir
processing. Mater Des 2012;37:458-64.

[8] Mishra RS, Ma ZY, Charit I. Friction stir processing: a novel
technique for fabrication of surface composite. Mater Sci
Eng A 2003;341:307-10.

Authors’ addresses

Dr. Niyazi Ozdemir', Professor

Firat University

Metallurgy and Materials Engineering
nozdemir@firat.edu.tr

Dr. Ziilkiif Balalan?, Assistant Professor
Bingol University

Metallurgy and Materials Engineering
zbalalan@bingol.edu.tr

12

International Journal of Innovative Engineering Applications XX, 1(2017), 9-12


mailto:nozdemir@firat.edu.tr
mailto:zbalalan@bingol.edu.tr

H.Esen Tet al.

COOLED AND UNCOOLED PHOTOVOLTAIC PANELS MODELING BY USING GENETIC

EXPRESSION PROGRAMMING

Hikmet Esen?, Abdullah Kapicioglu?, Onur Ozsolak®

Original scientific paper

The aim of this paper is to estimate the efficiency of photovoltaic (PV) panels with and without active cooling by using genetic expression programming
(GEP). An active cooling system has been developed based on water spraying (non-uniformly) of PV panels, and we provide to increase the efficiency of
PV panels. Panels is not cooled, the temperature of the panel is increased and the efficiency was calculated as 16.81%. When the panels are cooled, the
panel temperature fell and the efficiency was calculated as 18.83%. GEP is preferred since it generates a mathematical function which fits to given
experimental data. The test results indicate that for the model equations obtained, the determination coefficients (R?) are very high. These good agreements

confirm the validity of the developed GEP models.

Keywords: Active cooling; photovoltaic; genetic expression programming; efficiency, GEP

1 Introduction

PV system is one of the renewable sources of energy.
PV cells are semiconductor devices that can convert
sunlight into electricity. PV panels work best in certain
weather conditions, but since the weather is always
changing and as designers are installing PV panels all over
the world in different climate regions, most panels do not
operating under ideal conditions [1]. Most of the PV
panels, it cannot convert to a full radiation into electricity.
It is important to have a cooling system so that the PV
system may produce power more efficiently that is the PV
system should maximize its potential power production
[2]. The efficiency of solar cells decreases with increasing
module temperature. So it must be cooled to the solar
cells. A typical value for PV efficiency loss with
temperature is 0.5%/°C though this varies with the type of
cell. Cooling of the solar cell achieved by both water and
air [3-7].

Solar cells can be cooled with active and passive
methods. An external power requirements of the active
system is concerned. There is no external power
requirement in the passive system. Active system used
machines such as pumps and fans [1]. Usually a PV panel
converts only 10-15% of the incident power to electricity,
the rest power is largely rejected as heat [8-9].

Many studies related to the cooling of the PV panel.
Royne et al. [10] have examined a PV cooling
methodologies, for use under concentrated lighting, it is
desirable for the temperature to be uniform across the
cells. Skoplaki and Palyvos reviewed efficiency/power
correlations on the temperature dependence of PV module
electrical performance [11]. Sanusi et al. [12] investigated
effects of ambient temperature on the performance ofa PV
solar system in a tropical area, Ogbomoso, Nigeria. Teo et
al. [13] reported an active cooling system for PV modules.
Developing a heat transfer model, they have done very
harmonious work with the actual temperature profiles.
Chinamhora et al. [2] have done effective work by cooling
the front and back of a PV panel with water. Moharram et
al. [14] a non-pressured cooling system has been
developed based on spraying the PV panels by water once
in a while. A cooling rate model has been developed to
determine how long it will take to cool the PV panels by
water spraying to its operating temperature. Dorobantu
and Popescu [15] proposed a solution to increase

efficiency PV panels. So they used a device that makes a
water film on the surface of panels, obtaining
simultaneously cleaning and decreasing the operating the
temperature of the panel. Zhu et al. [16], have made water
cooling to avoid distortion for high concentration of PV
cells. Hybrid Photovolatic/Thermal (PV/T) solar system is
one of the most popular methods for cooling the
photovoltaics  panels  nowadays.  Tonoi  and
Tripanagnostopoulus [17] have studied a study that an
improvement of heat extraction can be achieved by low
cost modifications of the channels of PV/T air system.
Abdulgafar et al. [7] investigated a PV panel cooling by
water immersion technique to improve the performance
and the electrical efficiency of polycrystalline silicon
panel. Ceylan et al. [18] analyzed a study that the PV
module was placed on the front of the solar collector. The
water was pre-heated in the PV module which was placed
on the front of the solar collector. In this way PV modules
were cooled.

Intelligent methods (adaptive-neuro fuzzy inference
systems; ANFIS, artificial neural network; ANN, support
vector machine; SVM etc.) are widely used in various
areas of energy-related research [19-21]. Ghaderi et al.
presented an economic model for energy efficiency
programs in order to evaluate their impacts on the GEP
problem [22]. GEP is one of the earliest problems in
power systems industry and numerous techniques have
been applied to solve the problem [23]. In this study, the
efficiency of PV panel was modeled by using the GEP.
This method helps us to obtain a mathematical equation
from values obtained from experimental data. A
mathematical function is not possible to obtain from other
intelligent systems.

The rest of this paper is organized as follows. The
experimental setup and methodology of GEP modeling
are described in Sections 2 and 3, respectively. The
experimental results and findings of GEP is presented in
Section 4. The study conclusions are given in Section 5.

2  Experimental system
2.1 Experimental setup
An experimental setup has been developed to validate

both cooled and no cooled panel models, experimentally,
and to study the influence of cooling on the efficiency of
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PV panels. The PV panel is installed in the Firat
University in Elazig in Turkey. Two solar panels, each of
that has a power of 150 W, have been used in experimental
studies. An experimental system has been built up as
shown in Fig. 1, and further details can be found Table 1.
Solar cell system and cooling system are provided
separately in Table 1. Two of PV panels with the same
characteristics are provided the same terms and to stand in
the same direction. The appearance of the temperature
point on the panel is given in Fig. 2.

The cooled panel was made from seven point
measurements (front side 6, 7 and 8 points, the back side
2, 3, 4 and 5 points), in without cooled panel is the two
points (the front 9, the back side 10 point) temperature
measurement are made. Also during the experiment,
ambient temperature (1 point) and the solar radiation were
measured. The open-circuit currents and voltage of two
PV panels were measured. Water is sprayed using water
nozzles, which are installed at the back side of the panels,
as shown in Fig. 2.

datalogger

water pump

Figure 1

300

300

o

1480
300

300

280

Front view of the cooled panel Back view of the cooled panel

Ambient temperature

solarimeter

without cooling panel

with cooling panel

Experimental set-up

740
740

1

Water pump

Back view of the without cooled panel

Front view of the without cooled panel

Figure 2 The view of the measured temperature point
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Table 1 The main components specification and characteristics of the PV systems studied [24]

Systems Element Technical specification
Photovoltaic Solar cells Model type: Bluesun 150W, BSM-150M
system monocrystalline; Solar cell type: Mono;

Date: July 2012; 156X156 cell; Pm=150
W, Vmp=18.2V, Imp=8.25 A, Voc=21.9
V, Isc=8.77A; size: 1483x666x40;
weight: 11.3 kg.

Solar cell fasteners

UV protected multicontact solar cables
and connectors; Power cable.

Cooling system Pressure water pump

Manufacturer: Normist; type: RR-2;
pressure: 70 bar; flow LPM:2; engine
power: 0.75 HP, 0.55 kW; nozzle
diameter: 0.2 mm; water inlet/outlet
diameter: 9.525/12 mm, noise level: 78
dB.

Distribution system

Manufacturer: ~ Normist;  hexagonal
nozzle series: nozzle flow value: 0.075
It/min (at 70 bar), clamps, pressure
switch, pump regulator, terminating line,
quickly drain, high pressure plastic pipe,
low pressure plastic pipe plastic clips,
quick fittings, purge.

2.2 Experimental analysis of the system

Cooling the solar panels has been performed to
determine the influence of cooling. Cooling and without
cooling of the solar panels were performed for two days
in July 2014, and the experiment started from 08:00 am
till 17:00 pm using a controlled water flow rate of 2 liter
per minute.

The output power P of the PV panel is calculated
using the measured maximum voltage and current values
as follows:

P:Vp.l 0 1)

where VP is the maximum voltage of panel and I_P
maximum current of panel. The efficiency, n, of the PV
panels is calculated by [14, 18],

P

- @

n
where P (W) is the output power generated from the PV
panels, A (m?) is the panel surface area, and | (W/m?) is
the solar irradiance incident on the panels.

A pyranometer was used to capture the daily global
solar irradiation. Temperature measurements are
important in this experiment and therefore calibrated T-
type thermocouples were utilized. The temperature
distribution of the panels is measured using
thermocouples located at the front and back of the panels.
The output power, solar irradiance, and temperature are
all monitored using a data acquisition system, employing
Energy Systems Engineering Lab. All measurements are
saved to an excel file for further calculation and analysis.

3 Genetic Expression Programming (GEP)

In 2001, Ferreira [25] proposed the GEP, which was
developed to improve the genetic programming. Both
GEP and genetic programming models apply the
biological evolution concept for finding the best solution
to a certain problem. The main difference between GEP
and genetic programming is the implementation of
chromosomes. The genetic programming utilizes a tree
structure to represent a gene. These computer programs
are complex tree structures that learn and adapt by
changing their sizes, shapes, and composition, much like
a living organism. Any mathematical description defined
as figurative strings of fixed-length (chromosomes) in
genetic algorithms is represented to be nonlinear entities
of different size and shapes (parse trees). GEP computer
program is encoded in linear chromosomes composed of
genes structurally organized in a head and a tail. The head
or tail domain of GEP genes (both normal and homeotic)
is the basic building block of all GEP algorithms.
However, gene expression programming also explores
other chromosomal organizations that are more complex
than the head or tail structure. Essentially these complex
structures consist of functional units or genes with a basic
head/tail domain plus one or more extra domains [26-27].
GEP algorithm flow chart is given in Fig. 3.

This algorithm arbitrarily makes up primary
chromosome which denotes a mathematical function and
then transform it into an expression tree as illustrated in
Fig. 4. There is assessment between predicted values and
actual values in subsequent step. . When preferred results
in accord with fault criteria originally nominated are
found, the GEP process is finished. If preferred error
criteria could not be found, some chromosomes are chosen
by method called roulette-wheel sampling and they are
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transformed to obtain new chromosomes. After preferred
fitness mark is found, this method ends and then the
knowledge’s coded in genes in chromosomes are decoded
for the best solution of the problem [28]. GEP model
consist of two components called chromosomes and the
expression trees. The chromosomes which may have one
or more genes is coded some information using special
language about the problem. Any mathematical model is
coded in gene in chromosomes using bilingual and

conclusive language called Karva Language. Expression
trees and Karva Language are explained in details by [30-
33]. Before the analysis, the user regulates the certain
operator degrees that explain a certain possibility of a
genetic material. It is suggested that the inversion rate and
cross-over rate are 0.1 and 0.4, respectively. The mutation
rate is ordinarily employed between the 0.001 and 0.1
[28].

| Initial population creation |
>
| Chromosome expression as ET |
[
| ET execution |

| Fitness evaluation |

No

| Chromosome selection |

| Reproduction

| New generation creation |

Figure 3 The algorithm of genetic expression programming [28]

Chromosome with one gene

0123456789 0123 4356

*Qa b - abab aa abbawb
ANE /)

N
N v
\ head tail j

gene

ORO

Expression tree (ET)

(- JGD)

Corresponding mathematical equation

Figure 4 Expression of a chromosome with one gene and corresponding mathematical equation
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Table 2 Typical electrical characteristics of BSM-150 PV module

Parameter Variable  Value Parameter Variable Value
Maximum power P 150 W Cell size Mm 156x156
Power tolerance % +5 Ip temperature coefficient (%/°C) +0.1
Max-power voltage Ve (V) 18.11 Ve temperature coefficient (%/°C) -0.38
Max-power current Ir (A) 8.32 P temperature coefficient (%/°C) -0.47
Open-circuit voltage Voc(V) 2251 Isc temperature coefficient (%/°C) +0.1
Short circuit current Isc(A) 9.08 Voc temperature coefficient (%/°C) -0.38
NOCT-Nominal Operating Cell

Max-system voltage VDC 1000 Temperature °C 4842
Cell efficiency 7e (%) >17 Fill factor % >733

The data are based on measurements made in a solar simulator at Standard Test Conditions (STC), which are:
« Illumination of 1 KW/m? (1 sun) at spectral distribution of AM 1.5;
*Cell temperature of 25°C or as otherwise specified (on curves).

4  Experimental and modeling results/discussions

The Bluesun BSM-150 PV panel was chosen for
modeling, due is well-suited to traditional applications of
photovoltaic. The BSM-150 panel enables 150 Watt of
nominal maximum power, and has 36 series connected
mono-crystalline silicon (4x9) cells. The key terms are
shown in Table 2. A number of discrete data points are
shown on the curves in Fig. 5.

Current [A]

0 5 10 15
Vaoltage [V]

Figure 5 Matlab model Ip-V; curves for various temperatures (BSM-
150, G=1000 W/m2, T=0, 25, 50, 75 °C)

These are points taken directly from the manufacturer’s
published curves, and show excellent correspondence to
the model. For the BSM-150 the curves show, I, changes
from 9.08 to 9.35A (=3%) as T changes from 25 to 75°C.
Figure 6 shows power voltage curves for several

temperatures, again the discrete data points taken directly
from the manufacturer’s published curves, and show
excellent correspondence to the model. The cell efficiency
and fill factor (FF) of BSM-150 photovoltaic unit are
calculated as 17.12% and 73.71, respectively (according
to the data of Table 2). It is shown with the cooled panel
P1 and the without cooling panel display with the P2. In
the experiment, PV current (A), PV voltage (V),
temperature of panels and solar irradiation were collected.
As the solar radiation increased, panel power and
availability increased as well.

L poeenoeee ponmeees HE— 1o '.

e e S e

140} o) IS S

...................................

0 5 10 15
Voltage [V]

Figure 6 Matlab model P-V; curves for various temperatures (BSM-
150, G=1000 W/m?, T=0, 25, 50, 75 °C)

The change in the solar radiation and panel
voltage/current (lp/\Vp) were given in Fig. 7. Panel
maximum voltage/current were changed according to
solar radiation.
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Solar radiation (W/m2)

Temperature (°C)

The point of temperature in Fig. 2 are shown in Fig.
8. The cooled panel was made from seven point
measurements (front side 6, 7 and 8 points, the back side
2, 3, 4 and 5 points), in without cooled panel is the two
points (the front 9, the back side 10 point) temperature
measurement is made. Also during the experiment,
ambient temperature (1 point) was measured. Cooling
experiments were started at 10:00 am. After that time, the
average temperature of panels are in 40 °C, temperature

fells to 20 °C.

Panel voltage/current increased and decreased in line
with the solar radiation. Maximum power gains and panel
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Figure 7 The solar radiation and voltage/current values on the days with a test
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Figure 8 Graph of PV panel and ambient temperatures with time

shown in Figs. 8-9.

16:20
16:40
17:00

Voltage (V), Current (A)

efficiency in the system were calculated in Eq. 1 and Eqg.
2, respectively. Without active cooling, the temperature of
the panel was high and solar cells can only achieve an
efficiency of 18.83%. However, when the panel was
operated under active cooling condition, the temperature
dropped significantly leading to an increase in efficiency
of solar cells to between 16.81%. It can be clearly seen
from Fig. 9 that as the solar panel temperatures increases,
the solar PV panel efficiency decreases gradually.
Experimental measurements of the efficiency and the
module temperature of PV panels, during July 2014, are

18
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Figure 9 Variation of panel outlet power and panel efficiency

The experimental results in terms of the measured
variables are shown by curves in Figs. 10-11. The data
obtained from these tests are characterized by GEP model.
Applying the employed GEP algorithm (Fig. 3), the GEP
models have been developed beginning with the definition
of terminal set (i.e. model variables) first, which is
explained in detail above (Eq. (2)) as the independent
(input) and dependent (output) variables. The dataset
established from the experimental study was randomly
divided into training and testing subsets where the testing
test was not included within the training set [29].

In statistics, the mean absolute error (MAE) is a
guantity used to measure how close forecast or predictions
are to the eventual outcomes. The mean squared error
(MSE) of an estimator measures the average of the squares
of the “error”. In an analogy to standard deviation, taking
the square root of MSE yields the root-mean-square error
or root-mean-square deviation (RMSE), which has the
same units as the quantity being estimated; for an unbiased
estimator, the RMSE is the square root of the variance,
known as the standard deviation. Smaller the RMSE, the
more reliable estimation. The R measures how successful
the fit is in explaining the variation of the data. The value
of R ranges from 0 to 1 and it will be one for exact
prediction. The purpose of the GEP model is to provide
low error and high correlation accuracy. Error and
correlation coefficients calculated from the following
equation [30-33]:

1

MAE:WZL| X=X, | ©)
MSE:%ZL(Xm—Xp)Z (4)

RMSE =

" (Xo-%,) T
Z|:1( N ) (5)

ZiNzl(Xm - XP)Z i
(%)

where N is the number of data, xm, X, are the measured
and predicted output values (efficiency), respectively.

R=3" (X,) - (6)

This paper is aimed to generate the models for the
prediction of PV panel efficiency. Two GEP models are
generated for PV panels. For uncooled and cooled PV
panels, two output equations are obtained. Eq. 7 is
obtained for the uncooled PV panel and Eg. 8 is obtained
for the cooled PV panel.

[ (-2.214996xI
ATXV,
(0.999827908x1) |
coS———
AXY,

3
+ 2.749573} +9.321222286 +
O

n= {Cosvpm—,/vi A, |+
P

i 2 | 2A XV, 3NV, ®
Sin[Arctan(?{ArctanVP + CosVP)] + l:%}

In two models; Vp, maximum voltage of PV panel,
Ap, maximum current of PV panel, and | (W/m?) is the
solar radiation incident on the panels are model input
parameters and n which indicates PV efficiency is model
output parameter.

The predicted results from two models are compared
with experimental results, as shown in Figs. 10-11
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Experimental results
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Figure 10 The predicted and measured values of efficiency for uncooled PV panel
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Figure 11 The predicted and measured values of efficiency for cooled PV panel

GEP models were developed according to laboratory
data. The values of determination coefficient and error
analysis results are presented in Table 3. All models were
obtained high accuracy. The determination coefficient
(R?) values of GEP uncooled PV model and GEP cooled
PV model were 0.969 and 0.999, respectively. It was
observed from the test data that better results were
obtained with GEP model. Additionally, the error
distributions were also examined. The value of minimum
square error (MSE) of each condition is calculated. MSE
values of PV efficiency are 0.233667 and 0.0004924,
respectively. From the determination coefficients of
mathematical functions, it can be emphasized that GEP
can be used for estimating the efficiency of PV panels
successfully.

Table 3 Values of determination coefficient and error analysis results

for PV panel
Statistical Uncooled PV Cooled PV
values panel panel
R? 0.969 0.999
MSE 0.233667 0.0004924
RMSE 0.483392 0.022189
MAE 0.430858 0.015468
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5 Conclusion

Efficient use of energy plays an important role in
energy security risks and emission reducing problems. In
this paper, energy efficiency resources are modeled as
efficiency PV panels (cooled/uncooled) to evaluate their
impacts on GEP. The PV panel efficiency improved when
it was cooled. It can be concluded from the literature
survey that using water as a coolant is found to be more
effective than using air. Thus, this research is to build a
water-based cooling system to solve the solar panels
overheating problem with the minimum amount of water
and energy.

Without active cooling, the temperature of the panel
was high and solar cells can only achieve an efficiency of
18.83%. However, when the panel was operated under
active cooling condition, the temperature dropped
significantly leading to an increase in efficiency of solar
cells to between 16.81%.

The determination coefficient (R?) values of GEP
uncooled PV model and GEP cooled PV model were
0.969 and 0.999, respectively. Using the test results
showed that GEP model yielded accurate results. GEP
model using empirical equations with data obtained from
experimental results have also been obtained. From all
these results, GEP can be successfully used to estimate the
cooled PV efficiency. Consequently, the GEP approach
can be widely applied to help resolve many problems in
energy systems engineering by reducing the time factor.
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BALIK BESLEMEDE YENI BESIN MADDELERININ KULLANIMI

Giiliizar Tuna Kelestemur*, Atilla Uslu 2

Original scientific paper

Besin maddelerinin maliyetleri su iiriinleri yetistiriciligi i¢in dnemlidir. Diislik maliyetli bir diyet formiile ederken, balik tiirlerinin besin ihtiyaglarini (protein,
lipid, karbohidrat, esansiyel amino asitler, esansiyel yaglar, vitaminler ve mineraller gibi) karsilamak i¢in bilesenlerin maliyeti ve bunlarin besin igerikleri
dikkate alinmalidir. Bu ¢alismada, protein kaynagi olarak balik diyetlerinde protein kaynagi olarak balik unu yerine tavuk yumurtasi unu kullaniminin besin

kalitesi agisindan ve ekonomik olarak 6nemi arastirildi.

Anahtar Kelimeler: Balik besleme, balik unu, yumurta unu, protein

1 Girig

Diinyada su iriinleri yetistiriciligi halihazirda balik
unu ile balik yagi tiretimine baglidir. Balik unu, balik
karma yemleri igerisinde yogunlukla kullanilan hayvansal
bir protein kaynagi olup, Peru, Sili ve Ekvator diinya balik
unu ihracatinm % 60’m1  gerceklestirmektedirler.
Tiirkiye’deki balik unu iiretimi 2012 yili hari¢ son 5 yil
icerisinde yaklasik olarak 20.000 ton civarmdadir. Bugiin
itibariyle iilkemizde 400.000 ton balik yemi iireten 20’ ye
yakin balik yemi fabrikasi kurulmus ve su tiriinlerinin daha
saglikli bilylimesini saglayan sektorlerden birisi olarak
gelisimini  saglamlasgtrmistir Bu  gelismelere ragmen
ihtiyag duyulan balikk ununun bilyiikk bir kismi ithal
edilmektedir. Ithalat sadece balik unuyla sinirl degildir.
Balik yeminde kullanilan hammaddelerin % 80’inde (balik
unu, soya unu, misir ve glutenler, katki maddeleri) dis
bagimlilik s6z konusudur (Bilgiiven, 2002; Yesilayer ve
ark. 2013). Kiiltiir balik¢iligimimn yaygimlasmasi ile birlikte
balik ununa olan talepte giinden giine artis gdstermistir.
Tacon ve Methian, (2008)’a gore kiiresel balik unu ve balik
yag1 tiiketim oranlar1 son on yilda iki katma ulagmistir.
Cesitli gevresel olaylar sonucunda balik avciligindaki
azalmalar, balik unu fiyatlarinmn asir1 artigint beraberinde
getirmigtir. Kiiresel iklim degisiklikleri, su {irtinleri
iretiminde yetistiricilikten gelen iiretim paymim hizla
artmast, dogal stoklar tizerindeki av baskisi ve balik
ununun yiikselen fiyati arastiricilari yerli ve kolay
bulunabilen protein kaynaklarma dogru ydneltmistir
(Erdogan, 2008).

Balik unu balik karma yemleri igerisinde ¢ogunlukla
kullanilan hayvansal bir protein kaynagidir. Kiiltiir
balik¢iliginin yayginlasmasi ile birlikte balik ununa olan
talep de giinden giine artis gostermistir. Kiiresel balik unu
ve balik yagi tiiketim oranlari son on yilda iki katma
ulagsmustir. Cesitli cevresel olaylar sonucunda balik
avciligindaki azalmalar, balik unu fiyatlarinmn asir1 artigini
beraberinde getirmistir. Ulkemizde yillik avlanan toplam
hamsinin yaklasik % 42’si balik unu ve yag1 olarak
islenmektedir. Balikk yeminde kullanilan balik unu
miktarinin 75-80 bin ton, balik yagmimn ise 15-20 bin litre
oldugu tahmin edilmektedir. Mevcut balikk unu ve yagi
fabrikalarinin 25-30 bin ton balik unu ve 5-8 bin litre balik
yag1 iiretim kapasiteleri vardir. Thtiya¢ duyulan balik
ununun biilyiik bir kismi ithal edilmektedir. Balik yeminde

kullanilan hammaddelerin % 80’inde (balik unu, soya unu,
misir ve glutenler, katki maddeleri) dis bagimlilik s6z
konusudur. Bu nedenlerden dolay1 diinya yem {ireticileri
balik ununa olan agigi kapatmak igin alternatif protein
kaynaklarma yonelmislerdir. (Erdogan, 2008; Aras,
1977).

Bu ¢aligma da, kaliteli bir protein yapisina sahip olan
ve lilkemizde balik unundan daha ucuz ve kolay temin
edilebilen yumurtanin balik yemlerinde besin degeri ve
ekonomik agidan kullanim olanaklar1 ¢esitli literatiirler
1s1ginda  arastirilmistir. Ayrica yumurta unu ile balik
ununun ham besin madde igerikleri belirlenmistir.

2 Besin Maddeleri Agisindan Ballk Unu ve Yumurta
Ununun Karsilastiriimasi

Baligin tiretim ve yetistiriciliginde tiriin verimliliginin
arttiritlmasi su kalitesinin yaninda, baligin yeterli ve dengeli
besin maddelerince hazirlanan yemleri alabilmesine
baglidir. Yetistiricilikte temel amag¢ bir baligi en kisa
stirede sofralik bilyiikliige ulastirmaktir. Proteinler ve
enerji hammaddeleri (lipid, karbonhidrat) ile uygun
vitamin ve mineraller biiylime olaymi desteklemektedir
(Bozaran, 2006; Tiirker ve Biiylikhatipoglu, 2006).
Yumurta sarisi, yumurtanin ortasinda, i¢ ige bir agik ve bir
koyu renkli tabakalarla bunlari en distan saran vitelin
membrani ile gevrilmis yumurtanin sar1 renkli maddesidir.
Yumurta sarisinin renginin agik veya koyu sar1 olmasinin
yumurtanin kalite ve beslenme degerini etkilemedigi
bildirilmistir. Yumurta sarisinin  beslenmedeki 6nemi
icermis oldugu yiiksek biyolojik degerli protein yaninda
yapisindaki esansiyel yag asitleri ve yagda ¢oziinen A, D,
E, K vitaminleri ile mineral bilegsiminden ileri gelmektedir.
Yumurta sarisindaki proteinler lipitlerle baglanmis olarak
lipoprotein (lipovitellin, lipovitelenin, livetin), bir kismi da
fosfoprotein (fosfovitin) seklinde bulunur. Ayrica, bu
proteinler yumurta sarisma mayonez gibi emiilsiyon
iiriinlerinde emiilsifiye edici 6zelligini kazandirmaktadir.
Yumurta sarist aroma verici olarak pasta, sos ve
kremalarda, renklendirici olarak yapisindaki ksantofil
etken maddesi yardimi ile kek, pasta ve ekmeklerde,
emiilsiyon oOzelligiyle lesitin ve lipoprotein etken
maddeleri yardimi ile mayonez, sos, krema, dondurmada,
koagiilant olarak lipoprotein etken maddesi ile kek, krema,
pasta, dondurmada, antioksidan olarak fosvitin etken
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maddesi yardimiyla gidalarda kullanilmaktadir. (Anton ve rengin olusumunda lutein-sar1, zeaksantin-altin sarisi rol
Gandemer, 1997; Guilmineau ve Kulozik, 2005). Yumurta alrken kiwrmizi rengin olusumunda kapsantin  ve
sarisinin - rengini  baslhica karotenoidler olmak iizere copsorupin 6n planagikmaktadir (Samli ve ark., 2005).

ksantofiller ve oksikarotenoidler etkilemektedir. Sari

Tablo 1. Balik unu ve yumurtanin yenilebilir kisminin vitamin, mineral madde, esansiyel aminoasit ve yag asidi kompozisyon degerleri (Anonim, 2011)

Yag asitleri Yumurta Balik unu
18:206 - 1,2
18:3m03 - 0,8
18:403 - 2,0
20:5 o3 - 8,1
20:406 - 15
20:403 - 0,5
Total ®6 - 6-3
Total ®3 35-45 23
Doymus-toplam 1,55 25,7
8:0 Kaprilik 0,002 -
10:0 Kaprik 0,002 -
12:0 Lorik 0,002 -
14:0 Mistirik 0,017 4,7
16:0 Palmitik 1,113 19
18:0 Sterik 0,392 2.9
20:0 Arakidik 0,02 -
Az doymus -toplam 1,905 -
14:1 Mirostorik 0,005 -
16:1 Palmitioleik 0,149 8,3
18:1 Oleik 1,736 19,7
20:1 Eiosenoik 0,014 6,7
22:1 Orosik 0,002 7,7
Cok doymus -toplam 0,682 -
18:2 Linoleik 0,574 -
18:3 Linolenik 0,017 -
20:4 Arakinolik 0,071 -
20:5 Eykosapentenoik 0,002 -
22:6 Dokosaheksenik 0,018 -
Kolesterol (mg) 213 70
Lesitin 1,15 -
Sepalin 0,23 -
Amino Asitler Yumurta (g) Balik unu (%)

Glisin 0,21 -
Alanin 0,34 -
Lysine 0,44 5,83
Methionine 0,19 2,27
Cystine 0,14 0,81
Tryptophan 0,07 0,83
Histidine 0,14 1,80
Leusin 0,53 5,60
Isoleucine 0,34 341
Arginin 0,35 5,0
Phenylalanine 0,33 2,94
Tyrosine 0,25 2,39
Thereonin 0,30 -
Valin 0,38 4,68
Aspartik asit 0,62 -
Glutamik asit 0,81 -
Serin 0,46 -
Prolin 0,24 -
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Tablo 2. Balik unu ve yumurtanin yenilebilir kisminin vitamin, mineral madde degerleri (Anonim, 2011a)

Mineraller Yumurta (mg) Balik unu
Manganez 0,012 -
Lodin 0,024 -
Ca 25 6,25 %
P 89 0,59%
K 60 1,61%
cl 87,1 2,7%
Mg 5 0,03%
Na 63 2,34%
S 82 0,12%
Cu 0,007 46,08 (mg)
Fe - 223(mg)
Zn 0,55 44(mg)
Vitaminler Yumurta Balik unu (mg/kg)
A 3171V 3960
D 2451V -
E 0,7 mg 57
Siyonokobolamin (B12) 0,5 mcg 150
Biotin 9,98 mcg 0,14
Kolin-mg 215,06 mcg 3389
Folik Asit-mcg 23 mcg 0,22
Inositol-mg 5,39 mg -
Niasin mg 0,037 mg 175
Pantothenik asit 0,627 mg 35,2
Pyridoksin (B6) 0,07 mg 12,14
Riboflavin (B2) 0,254 mg 12,6
Tiamin (B1) 0,031mg 5

3 Balk Unu ve Yumurta Unu Eldesinin Endiistriyel Agidan
Karsilagtiriimasi

Son 10 yilda avlanan deniz baliklar1 tiirlerinde ve
miktarinda ciddi bir azalma s6z konusudur. Bununla
birlikte Tiirkiye’deki toplam su {irlinleri iretimi
incelendiginde 2007 yilinda 772.323 tona ulasirken, 2012
yilinda bu tretim 127.471 ton azalarak 644.852 tona
inmigtir. Yillara gore su lriinleri iiretimi incelendiginde,
balik tiirlerinde ve miktarindaki azalmaya ragmen toplam
su flrinlerinde meydana gelen bazi artiglarn temel

gerekeesi ise iilkemizde yetistiricilik yoluyla yapilan balik
dretiminin yillar iginde gosterdigi pozitif ivmedir. 2007
yilinda yetistiricilik yoluyla iiretilen balik miktar1 139.873
ton iken 2012 yilinda yaklasik %50 artarak 212.410 tona
ulasmustir. Balik {iretiminin artigina paralel olarak da
ihracat 2012 yilinda 74.006,5 ton olmustur. 2001 yilinda
12.971 ton balik ithal eden Tiirkiye, bu giin yaklasik 65 bin
ton balik ithal etmektedir. olup; Karadeniz Bolgesinde kisi
bagma tiiketim 25 kg’ken, biiyiilk sehirlerde (Ankara,
Istanbul vb.) 16 kg Giineydogu Anadolu Bolgesinde ise
0,50 kg’ a kadar diismektedir (TUIK, 2015).

Sekil 1. Balik unu elde edilmesi i¢in gerekli teknolojik ekipman

(Koptur Balik¢ilik Ltd. Sti.)

1|
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Sekil 2. Yumurta Unu Elde Etmek I¢in Gerekli olan Malzeme ve
Cihazlar

4 Sonuglar Ve Oneriler

Sonug olarak bu g¢alismada alternatif bir protein
kaynagi olan yumurta ununun balik ununa alternatif
olabilirligi arastirilmis, protein ve amino asit yapisina
sahip ucuz ve kolay temin edilebilen bir besin maddesi
olmasi sebebi ile balikgilik sektdriinde protein kaynagi
olarak kullanilmast durumunda elde edilecek faydalar
siralanmustir;
1.Balik ununa alternatif olacak etkin bir hayvansal protein
kaynagi olan tavuk yumurtasi ununun gelistirilmesi,
2.Tavuk yumurtasmin yerli bir hammadde olmasi, ucuz,
kolay ve siirekli temin edilebilirliginden dolay: balik unu
ithalatimizin azaltilmasi,

3. Catlak yumurtalarin ekonomiye dongiisii saglanarak
isletmelerin ekonomik kayiplarinm giderilmesi,

4. Dogal stoklar iizerindeki baskinin azaltilarak, hamsi ve
¢aca gibi baliklarin dogal ortamda siirdiiriilebilirliginin
saglanmasi,

5. Gorsel anlamda, baliketinin rengi tiiketiciler tarafindan
¢ok onemli bir kalite kriteridir. Bu anlamda baliketinin
yumurta unu kullanimi ile renklenmesi ile balik Pazar
paymin genisletilmesi,

6. Yem ve hammaddelerinin ithalinde; fiyat, kalite ve
tedarik sorunlarinin giderilmesi,

7. Kiiltiir baliklarinin yetistiriciliginde alternatif protein
kaynaklart ile ilgili ¢alismalara katkisi.
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T. Tuncer!

SAYISAL IMGELER iGiN YENi BiR HIZLI LOJiSTiK KIMLIK DOGRULAMA YONTEMIi

Turker Tuncer?

Original scientific paper

Imgelerde kimlik dogrulamak igin siklikla kullanilan yontemlerden biriside kirilgan damgalama ydntemleridir. Bu makalede lojistik harita fonksiyonunu
kullanan yeni bir imge kimlik dogrulama (LIK) yontemi onerilmistir. Onerilen yontem damga iiretme, damga gizleme, damga ¢ikarma ve saldir1 tespit
asamalarindan olusmaktadir. LIK yonteminde pikseller 3 gruba ayrilir. En anlamli 2 grup damga iiretmek igin kullanilir. En anlamsiz grup ise damga gomme
isleminde kullanilmaktadir. Bu galismada, damga gémmek icin LSB (Least Significant Bit, En anlamsiz bit) ve 2LSBs kullanilmistir. LIK ydnteminin
performansini test edebilmek igin ¢alisma zamani, gorsel kalite ve saldir tespiti yetenekleri kullanilmistir. Saldirt tespiti yetenegini 6l¢gmek igin, medyan
filtre, JPEG sikistirma, ortalama filtre, dondiirme ataklari, giiriiltii ekleme, kolaj saldirilar1 kullanilmigtir. Elde edilen sonuglar, deneysel sonuglarda
sunulmustur. Deneysel sonuglar, 6nerilen yontemin hizli ve basarili bir yontem oldugunu gostermektedir.

Anahtar Kelimeler: Veri Gizleme; Damgalama; Gorsel Sir Paylasimi; Adli Bilisim; Kriptolojik Ozet Fonksiyonlari; Bilgi Giivenligi; Gériintii Isleme.

1 Girig

Giinlimiizde, 10T (Internet of things, nesnelerin
interneti), sosyal medya, internet baglantili cihazlar vb.
teknolojik aygitlar yaygin olarak kullanilmaktadir. Bu
cihazlar kullanilarak ses, imge, video gibi ¢oklu ortam
verilerinin transferi ve erisimi de kolaylagmistir.
Sayisallagan diinyadaki en 6nemli problem siber saldirilar
olarak karsimiza cikmaktadrr [1-3]. Imge diizenleme
araglarmin ¢ok fazla gelismesi, imgeler igin bilgi glivenligi
ve kimlik dogrulama 6nemli bir konu haline gelmistir.
Imgelerde kimlik dogrulama icin genel olarak 2 ayri
yontem kullanilmaktadir. Bunlar;

* Sayisal imza tabanl imge kimlik dogrulama

+ Kirilgan damgalama ydntemleridir.

Imza tabanli kimlik dogrulama ydntemlerinde
genellikle kriptolojik 6zet fonksiyonlari ve agik anahtar alt
yapili sayisal imza semalart kullanilmaktadir. Bu tiir
yontemlerde oncelikle imgenin kriptolojik 6zet degeri elde
edilir. Ardindan bu 6zet degeri RSA, Eliptik Egri Sifreleme
gibi agik anahtar alt yapismni kullanan bir imza semasiyla
imzalanir. Kimlik dogrulamay1 gergeklestirmek igin 6zet
degerleri karsilastirilir. Eger bu degerler birbirinden farkli
ise kimlik dogrulama gergeklestirilemez. imza semasinda
elde edilen degerler ayn1 ise imgenin kimlik dogrulamasi
basarilidir. Kirilgan damgalama yontemlerinde ise iiretilen
veya disaridan girilen damga veri gizleme fonksiyonlari
kullanilarak  imgeye  gomiilir.  Imgenin  kimlik
dogrulamasini gerceklestirmek i¢in disaridan girilen veya
iiretilen damga ile ¢ikarilan damga karsilastirilir. Kirillgan
damgalama tabanli imge kimlik dogrulama yontemlerini
olusturan bilesenler asagidaki gibi verilmistir [4-6].

* Damga iiretme

* Damga gomme

+ Damga ¢gikarma

+  Saldir tespiti

Bir kirilgan damgalama yontemi, yiiksek gorsel
kaliteye ve yiiksek imge kimlik dogrulama sahip olmalidir
[7-9].

Bu makalede lojistik harita tabanli yeni bir imge
kimlik dogrulama onerilmistir. Onerilen yontem giivenilir,
hizly, yiiksek gorsel kaliteye ve yiiksek imge kimlik
dogrulama yetenegine sahip bir yontemdir.

2 Onerilen Yontem

Bu calismada, lojistik harita tabanli yeni ve hizli bir
imge kimlik dogrulama ydntemi 6nerilmistir. Onerilen
yontem karmasikligi O(1)’ dir. LIK yontemi, basit
matematiksel islemler yaparak imge kimlik dogrulamasini
gergeklestirmeyi planlanmaktadir. LIK yontemi, damga
olusturma, damga gémme, damga ¢ikarma ve saldir1 tepit
asamalarindan olusan kor ve kirillgan bir damgalama
yontemidir. LIK’ in giivenilirligini saglamak i¢in sdzde
rastgele sayi iiretegleri kullanilarak damgalar iiretilmekte
ve iretilen damgalarin imgeyle iliskilendirilmesi igin,
damga ve imge 6zelligi XOR iglemine tabi tutulmaktadir.
Elde edilen damga LSB veya 2LSBs yontemi kullanilarak
imgeye gizlenmektedir. Bu ¢aligmada, LSB ve 2LSBs veri
gizleme fonksiyonlar1 optimum hale getirilmistir. Onerilen
veri gizleme yapis1 XLSBs veri gizleme yontemlerinin yani
sira, modulo tabanli veri gizleme yontemlerini de
icerisinde barindirmaktadwr. LSB ve 2LSBs veri gizleme
yontemlerinde genellikle piksel degeri ikili forma gevrilir
ve damga en anlamsiz bitlere gomiiliir. Geleneksel bu
yontemde piksellleri ikili forma g¢evirmek maliyetli bir
islemdir ve karmasikligi O(n)’dir. Bu yontemde optimum
veri gizleme Onerilerek karmasiklik O(1)’e diisiiriilmiistiir.
Veri ¢ikarma asamasinda ise sadece modulo fonksiyon
kullanilmaktadir. Saldir1 tespiti asamasinda, gomiilen
damga ile ¢ikarilan damga karsilagtirilmaktadir. LIK’in
damga iiretme algoritmasinin adimlar1 asagidaki gibidir.

Adim I: Lojistik harita kullanilarak rastgele damga
diretilir. Lojistik haritanin formiilii Esitlik 1 ve 2’ de
verilmistir.

X, =hx(@1—-x),he[3.57,4],

x € (0,1),x #{0.25,0.5,0.75}

x=[2°x] )
Adum 2: Esitlik 3 ve 4 kullanilarak a ve b degerleri elde
edilir.

Ol
az [a} @3)

b=[0l(mod64)} @
8

Yukaridaki denklemde a orijinal imge piksellerinin en
anlamli 2 bitini, b ise 3,4 ve 5. bitlerini, OI orijinal imgeyi
temsil etmektedir. Bu iki par¢a imgeden 6zellik ¢ikarmak
i¢cin kullanilmaktadir.

1)
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Adim 3: Dogrulama bitlerini elde etmek igin lojistik
haritaya benzer bir yontem kullanilmaktadir. Dogrulama
bitlerinin elde edilisi Esitlik 5’te gosterilmektedir.

d = axbx(8 —b)(mod2°) ® x (5)

Bu ¢aligmada veri gizlemek i¢in basit ama efektif bir
yontem kullanilmigtir. Kullanilan yontemin matematiksel
aciklamasi Esitlik 6’te verilmistir.

S| {C' }2"+d (6)

2

Yukaridaki denklemde SI Stego imge ve d dogrulama
bitlerini temsil etmektedir.

Onerilen yontemin damga ¢ikarma ydntemi de damga
gdmme yontemi kadar basittir. Damga ¢ikarma igin sadece
mod ve XOR operatoriiniin kullanilmasi yeterlidir. Esitlik
7’de damga ¢ikarma yonteminin denklemi verilmektedir.

d =Cl(mod2”) ® x (7)

Yukaridaki denklemde ed ¢ikarilan damgay1 temsil
etmektedir. Saldir1 tespit asamasinda ed ve
ed = axbx(8 —b)(mod 2°) degerlerinin birbirine esit olmas1
beklenmektedir. Eger bu degerler birbirlerine esit degilse
saldirt tespiti yapilir. Saldir1 tespitinin matematiksel
acgiklamasi Esitlik 8 de verilmistir.

. {(o, ed = axbx(8 —b)(mod 2")} @®

| 1,ed = axbx(8—b)(mod 2°)

Yukaridaki denklemde tp saldir1 tespit degeridir. Bu
deger her piksel i¢in hesaplanir ve bdylece W x H
boyutunda saldir1 tespiti matrisi olugturulur.

3 Deneysel Sonuglar

LIK yonteminin performansini test edebilmek igin
gorsel kalite ve imge kimlik dogrulama yetenegi (saldiri
tespiti) kullanilmistir. Deneysel sonuglar1 elde edebilmek
icin literatiirde siklikla kullanilan ve Sekil 1° de gosterilen
imgeler kullanilmaktadir.

Gorsel kaliteyi 6lgmek igin genellikle PSNR (Peak
signal noise-to-ratio, Tepe sinyal giriltii orani)
kullanilmaktadir. PSNR’ nin formiilii Esitlik 9’ de
verilmistir.

2
SNR — 10log,, (255" xWxH)

) Z\?/:lZ?:l(OIiJ _WII'J )2

Ol orijinal imge, WI damgali imgeyi ifade etmektedir.
LSBs ve 2LSBs’ e gore yani b=1 ve b=2 degerlerine gore
elde edilen PSNR degerleri Tablo 1°de verilmistir.

)

Sekil 1. 20 standart test imgesi [10].
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Tablo 1. Test imgelerine LIK yonteminin uygulanmas1 sonucu elde edilen PSNR degerleri.

Imge b=1 b=2 Imge b=1 h=2

Parot 51.15 44.14 Man 51.14 44.14
Baboon 51.14 44.16 Goldhill 51.14 44.17
Couple 51.12 44.14 Bridge 51.13 44.16
SailBoat 51.15 44.16 Cameraman | 51.13 4414
F16 51.13 44.15 House 51.14 43.78
Lena 51.13 44.16 Tiffany 51.15 44.15
Peppers 51.13 44.15 Crowd 51.13 44.16
Boat 51.14 44.12 Girll 51.14 44.15
Barbara 51.14 4415 Girl2 51.13 4414
Pentagon 51.14 44.15 Girl3 51.12 44.09

Tablo 2. 20 resimden else edilen ortalama BER degerleri.

Damga Medyan JPEG | Ortalama Dondiirme Giiriilti ekleme | Kolaj
gdmme 3x3 | 5x5 | %50 3x3 | 5x5 |45° 90° SP (1) | Speckle | %25

fonksiyonu (1)

b=1(LSB) | 0.33 0.44 0.50 0.50 0.50 0.50 0.50 0.50 0.48

b=2 0.53 0.68 0.75 0.74 0.75 0.75 0.72 0.75 0.76

(2LSBs)

Onerilen LIK ydnteminin imgel kimlik dogrulama
yetenegini test edebilmek i¢in medyan filtre, JPEG
sikigtrma, ortalama filtre, dondiirme ataklari, girilti
ekleme ve kolaj saldirilari uygulanmustir. Onerilen LIK
yonteminin imge kimlik dogrulama yetenegini lgmek i¢in
saldir1 tespiti yetenegine bagli BER (Bit Error Rate, Bit
Hata Orani) Olciim metrigi kullanilmistir. BER’ in
denklemi Esitlik 10° de verilmistir.

W H .
BER = Zi:leWM D®WM
WxH

(10)

4  Sonug ve Oneriler

Bu makalede lojistik tabanli yeni bir imge kimlik
dogrulama yontemi Onerilmistir. Yontemi kirilgan hale
doniistiirmek i¢in lojistik harita kullamlmistir. Onerilen
yontem damga iiretme, damga gomme, damga ¢ikarma ve
saldir1 tespiti asamalarindan olusmaktadir. LiK ydntemi
aktif imge kimlik dogrulama yontemlerinden biri olup
saldir1 zamansal karmasikligi O(1)’ dir. MATLAB
programmin paralel islem yetenegi kullanilarak yazilan
LIK efektif calisan hizhi bir ydntemdir. LIK ydnteminde
damga tiretmek icin lojistik harita kullanilarak rastgele say1
dizisi iretilmistir ve lojistik harita modifiye edilerek
imgenin Ozellikleri elde edilmistir. Rastgele {retilen
degerlerle imgenin degerleri XOR islemine tabi tutularak
damga iiretilmistir. LIK ydnteminin giivenligini lojistik
harita tabanli rastgele sayi iireteci saglamaktadir. Onerilen
LIK yonteminde LSB ve 2LSBs veri gizleme fonksiyonlar1
kullanilmistir. LSB veri gizleme fonksiyonunda gorsel

kalite yiiksek ¢ikarkan, 2LSBs veri gizleme fonksiyonunda
saldir1 tespit yetenegi yiiksek ¢ikmaktadir. Deneysel
sonuglar dnerilen yontemin basarili sonuglar elde ettigini
gostermektedir.

Bu caligma, gelecekteki ¢aligmalarda lojistik harita gibi
dogrusal olmayan denklemler kullanilarak farkli imge
kimlik dogrulama  yOntemlerinin  Onerilebilecegini
gostermektedir.
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