MEDENIYET ARASTIRMALARI DERGISI
JOURNAL OF CIVILIZATION STUDIES

Sahibi / Owner

Istanbul Medeniyet Universitesi adina

on behalf of the Istanbul Medeniyet University
Prof. Dr. ihsan KARAMAN, Rektér / Rector

Cilt/ Volume :2
Say1/Issue :3

Y1l / Year 12015

Baski : Temmuz 2018
ISSN 12148 - 1652
e-ISSN 12636 - 8374
Copyright © Temmuz 2018

Medeniyet Arastirmalar Dergisi
Journal of Civilization Studies

e Istanbul Medeniyet Universitesi’ne bagli Medeniyet Arastirmalari
Uygulama ve Arastirma Merkezi (ISMAM) biinyesinde ¢ikarilmaktadir.
Yilda 2 kez yayimlanan uluslararasi hakemli bir dergidir. Dergi sosyal
bilimlerin tiim alanlarmda Tiirkce ve Ingilizce dillerinde 6zgiin arastirma
makalesi, derleme makale, kitap incelemesi ve yorumlar yayimlar.
Yayimlanmak {izere kabul edilen yazilarin her tiirlii yaymn/telif haklarinin
dergiye ait oldugu yazar tarafindan kabul edilir. Dergide yayimlanan
makalelerin dil, etik, yasal ve bilimsel sorumlulugu yazara aittir. Makaleler
kaynak gosterilmeden kullanilamaz. Tiim haklar1 saklidir.

Makalelerinizi ~ derginin  journalmdn@medeniyet.edu.tr ~ adresine
gonderebilirsiniz.

o Journal of Civilization Studies is published on behalf of the Center for
Civilization Studies (ISMAM) of Istanbul Medeniyet University. The journal
is an international peer-reviewed journal published semiannually. Journal of
Civilization Studies is an interdisciplinary scientific journal covering all
aspects of social sciences. The journal publishes original research articles,
review articles, book reviews and commentaries in Turkish and English
languages. The copyright of the manuscripts published in the journal
belongs to the journal. The author agrees to transfer all copyrights of the
manuscript which has been approved to be published in the journal. The
author accepts full responsibility for the article. The views in the
manuscripts published in the journal are personal views of the authors, and
do not represent the official views of the journal. All rights reserved.

Please submit your manuscript to the journalmdn@medeniyet.edu.tr.



L

ISTANBUL MEDENIYET UNIVERSITESI
MEDENIYET ARASTIRMALARI UYGULAMA VE
ARASTIRMA MERKEZ{

MEDENIYET
ARASTIRMALARI
DERGISI

ISTANBUL MEDENIYET UNIVERSITY
CENTER FOR CIVILIZATION STUDIES

JOURNAL OF CIVILIZATION STUDIES

Cilt / Volume: 2 Say1/ Issue: 3 Yil / Year: 2015



MEDENIYET ARASTIRMALARI

_ _ DERGISI
T e DN YET JOURNAL OF CIVILIZATION STUDIES _ )
Cilt/ Volume: 2 Say1/ Issue: 3 Yil / Year: 2015

ICINDEKILER / CONTENTS

Makaleler / Articles

Bounded Rationality Approach As An Alternative To Rational Choice: A Critical Perspective
Kamu Politikasi Stirecinin Karar Alma Safhasi Uzerine Bir Sorusturma
Hamza ATES, EIlIf GENC ... ... 1-8

From Crisis of Civilizations to the Civilization of Crisis: Long-term Patterns in/of Civilizational
Life-Cycles

Medeniyetlerin Krizinden Kriz Medeniyetine: Medeniyetsel Yasam Déngiilerindeki Uzun Dénemli
Oriintiiler

SUKIE YAZGAN ...ttt 9-23

Siber Olaylar Ekseninde Siber Giivenligi Anlamak
Understanding Cyber Security On Axis Of The Cyber Event
ASIF SERTCELIK ... e 25-42

Diplomaside Degisim Ve Doniisiim: Siber Diplomasi
Diplomacy in Change and Transformation: Siber Diplomacy
Betiil CATAL ..ot 43-54

Political Leadership and Erdogan: A Review to 27 April E-Memorandum Process
Politik Liderlik ve Erdogan: 27 Nisan E-Memorandum Siirecine Bir Bakig
Siileyman TEMIZ ... 55-78

Yayin Politakasi ve Yazim Kurallan
Yaymn PolitaKast ... 79

Yazim Kurallarn ... 80



Prof. Dr. Abdelwahab El
AFFENDI

(University of Westminster)
Prof. Dr. Ahmet INAM

(Orta Dogu Teknik
Universitesi)

Prof. Dr. Ahmet KALA
(Istanbul Universitesi)

Prof. Dr. Ahmet KAVAS
(Istanbul Medeniyet Universitesi)
Prof. Dr. Ahmet NOHUTCU
(Istanbul Medeniyet Universitesi)
Prof. Dr. Ali FARAZMAND
(Florida Atlantic University)
Prof. Dr. Anthony PAGDEN
(UCLA)

Yrd. Dog. Dr. Ayesha HANIF
(University of Punjab)

Prof. Dr. Aysegiil MENGI
(Ankara Universitesi)

Prof. Dr. Bedri GENCER
(Yildiz Teknik Universitesi)
Prof. Dr. Birol AKGUN
(Tiirkiye Maarif Vakfi Baskani)
Prof. Dr. Brett BOWDEN
(University of Western Sydney)
Prof. Dr. Burhan KOROGLU
(Bahgesehir Universitesi)
Prof. Dr. Burhanettin DURAN
(SETA Genel Koordinatorii)
Prof. Dr. Biinyamin
OZGULTEKIN

(Altinbag Universitesi)

Prof. Dr. Carter V. FINDLEY
(Ohio State University)

Prof. Dr. Prof. Dr. Cemal
KAFADAR

(Harvard University)

Prof. Dr. Cemil AYDIN
(George Maison University)
Prof. Dr. Cemal KAFADAR
(Harvard University)

Prof. Dr. Cemil AYDIN
(George Maison University)

MEDENIYET ARASTIRMLARI DERGISi

DANISMA KURULU

JOURNAL OF CIVILIZATION STUDIES

ADVISORY BOARD

Prof. Dr. Emilio Gonzales FERRIN

(The University of Seville)

Prof. Dr. Engin AKARLI

(Istanbul Sehir Universitesi)

Prof. Dr. Fatih ANDI

(Fatih Sultan Mehmet Vakif Universitesi)

Prof.Dr. Fazil Onder SONMEZ

(Boguazici Universitesi)

Prof. Dr. Giilfettin CELIK

(YOK Denetim Kurulu Baskant)

Prof. Dr. Giilru NECIPOGLU

(Harvard University)

Yrd. Dog. Dr. Hafez Md. Masudur RAHMA
(Dhaka University)

Prof. Dr. Hakan POYRAZ
(Mimar Sinan Universitesi)

Prof. Dr. Hasan YAZICI
(Istanbul Universitesi)

Prof. Dr. Hayriinnisa ALAN
(Istanbul Medeniyet Universitesi)
Prof. Dr. Thsan FAZLIOGLU
(Istanbul Medeniyet Universitesi)
Prof. Dr. isenbike TOGAN
(Bogazi¢i Universitesi)

Prof. Dr. ishak ARSLAN
(Istanbul Sehir Universitesi)

Prof. Dr. Ismail KARA
(Istanbul Sehir Universitesi)

Yrd. Dog. Dr. Jafar MORVARID
(Ferdowsi Universty Of Mashhad)
Prof.Dr. Kenan AYDIN

(Yildiz Teknik Universitesi)
Prof.Dr. M. Akif AYDIN
(Medipol Universitesi)

Prof.Dr. Mehmet Ali DOGAN
(Istanbul Teknik Universitesi)
Prof.Dr. Mehmet BAYRAKTAR
(Yeditepe Universitesi)

Prof.Dr. Mehmet BULUT
(Sebahattin Zaim Universitesi)
Dr. Mehmet GENC

(Istanbul Sehir Universitesi)
Prof.Dr. Mehmet IPSIRLI
(Istanbul Sehir Universitesi)

Prof. Dr. Miroljub JEVTIC
(University of Belgrade)

Prof.Dr. Mustafa CICEKLER
(Istanbul Medeniyet Universitesi)
Prof.Dr. Mustafa SAMASTI
(Istanbul Medeniyet Universitesi)
Prof.Dr. Nataliya VELIKAYA
(Rusian State University for The
Humanities)

Prof. Dr. Nazif SHAHRANI
(Indiana University)

Prof Dr. Nihat ERDOGMUS
(Yildiz Teknik Universitesi)

Prof. Dr. Osman BAKAR

(Unb Unwversity Of Brunei)

Prof. Dr. Osman Faruk AKYOL
(Istanbul Medeniyet Universitesi)
Prof.Dr. Omer TORLAK
(Rekabet Kurumu Bagkant)

Prof. Dr. Sadettin OKTEN
(Istanbul Sehir Universitesi)
Prof.Dr. Salih KUSLUVAN
(Istanbul Medeniyet Universitesi)
Dr. Siiha Taji AL-FARUKI
(University of Exeter)

Prof.Dr. Taha ABDURRAHMAN
(Muhammad V University)
Prof.Dr. Umit MERIC

Prof.Dr. Weiming TU

(Harvard University)

Prof.Dr. Yilmaz BINGOL
(Yildirim Beyazit Universitesi)
Prof.Dr. Yilmaz OZAKPINAR
(Istanbul Arel Universitesi)
Prof.Dr. Yusuf BALCI

(Istanbul Universitesi)



BU SAYININ HAKEM KURULU
REFEREE LIST OF THE ISSUE

Bu derginin yayimlanmasinda emegi olan kiymetli hakemlerimize ilgi ve
desteklerinden dolay1 tesekkiir eder, saygilarimizi sunariz.
We are very grateful to the referees for their evaluation of the manuscripts and

constructive criticisms.

Hakemin Unvam
Title of the Referee

Prof. Dr.
Dr. Ogr. Uyesi
Dr. Ogr. Uyesi
Prof. Dr.
Dog. Dr
Prof. Dr.
Dr. Ogr. Uyesi
Dog. Dr.
Dog. Dr.
Dog. Dr.
Dog. Dr.
Dr. Ogr. Uyesi
Dr. Ogr. Uyesi
Prof. Dr.

Hakemin Ad1
Name of the Referee

Bilal SAMBUR
Cengiz SUNAY

Erdal BAYRAKCI
Hamza ATES

Idris DEMIR

Mehmet SAHIN
Meral BALCI
Muharrem ES
Mustafa KOCAOGLU
Nazim KARTAL
Nezir AKYESILMEN
Sezai OZTOP
Stimeyra BURAN
Turgay UZUN

Hakemin Universitesi
Institution of the Referee

Yildirim Beyazit Universitesi
Yalova Universitesi

Necmettin Erbakan Universitesi
Istanbul Medeniyet Universitesi
Istanbul Medeniyet Universitesi
Polis Akademisi

Marmara Universitesi

Yalova Universitesi

Ahi Evran Universitesi

Sinop Universitesi

Selguk Universitesi

Mehmet Akif Ersoy Universitesi
Ankara Sosyal Bilimler Universitesi
Mugla Sitk1 Kogman Universitesi



Medeniyet Arastirmalari Dergisi, Cilt: 2 Sayi: 3 Yil: 2015
Journal of Civilization Studies, Volume: 2 Issue: 3 Year: 2015 1

BOUNDED RATIONALITY APPROACH AS AN ALTERNATIVE TO
RATIONAL CHOICE: A CRITICAL PERSPECTIVE

Hamza ATES*
Elif GENC™

Abstract: Rational choice theory is a framework formed in order to explain
organizational and economical behaviours in decision making process.
Basically, it is claimed that people calculate costs and benefits of their actions
before initiating to do any activity. Although Rational Choice Theory has a
quite important background which various social science fields benefit from, it
frequently confronts some criticisms especially coming from Human relations
school.

Bounded Rationality Approach offers an argument by claiming that human
being has limited mind to make optimum choices, therefore, tries to satisfy
rather than optimize. There is still an ambiguity in the literature whether these
two approaches should be used separately or mutually complementary.
Accordingly, this paper discusses whether Bounded Rationality Approach can
replace Rational Choice Theory by overcoming lacks of it. It is concluded that
Bounded Rationality Approach is not able to substitute Rational Choice Theory,
though its persuasive arguments provide an insight in order to comprehend the
complex decision making process.

Keywords: Rational Choice Theory, Bounded Rationality, Decision
Making Process.

KAMU POLITIKASI SURECININ KARAR ALMA SAFHASI
UZERINE BiR SORUSTURMA

Oz: Kamu politikas: siirecinin bilesenlerinin olusturulmasi iizerine siyasa
yapicilarin bitmek bilmeyen arayislari, bu siirecin baslangi¢ asamalarindan biri
olan karar alma safthasini tartigmanin merkezine oturtmaktadir. Literatiirde karar
alma siireciyle alakali rasyonel se¢im teorisi ve sinirli rasyonellik olmak iizere
iki ana yaklasim bulunmaktadir. Birinci yaklagim yalnizca rasyonel sekilde
verilen kararlarin siyasalarm faydalarmi en uygun ve en yiiksek seviyeye
ulagtirabilecegini savunmaktayken, ikinci yaklagim ise siyasa kararlarini
etkileyen biligsel yeterliliklerin optimum sonuglara sahip olma sansini
smirlandirabilecegini ortaya koyarak rasyonel se¢im teorisine karsi elestirel bir
bakis a¢is1 sunmaktadir. Arastirmacilarin bir ¢ogu birbirine karsit olarak goriilen
bu goriislerden yalnizca birine yakin bir durusu benimserken, bu yaklasimlardan
ikisi arasinda gercekten bir se¢im yapmanm zorunlu olup olmadigi da
tartigilabilir. Sinirli rasyonellik yaklasimi, rasyonel se¢im teorisinin eksiklikleri
iizerine insa edildigi i¢in bu yeni yaklasimi tamamiyle kabul edip rasyonel
secim teorisini reddetmek ¢ok yerinde bir tercih olmayabilir. Bunun yerine, iki
yaklagim arasinda bir durusu benimsemek, Ozellikle karar alma siireglerinin
uygulamasina katki saglamasi agisindan iyi bir alternatif olarak onerilebilir.

Anahtar Kelimeler: Rasyonel Se¢im Teorisi, Smirli Rasyonellik, Karar
Alma Siireci.
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I. Introduction

One of the most preeminent and widely applied approaches to public
policy decision making is undoubtedly Rational Choice Theory. Its achievement
in intentional and profit-centric activities has won it a prestigious place and a
strong reputation in public policy. The theory’s achievements in the field of
economics have also led to it being practiced in the administrative field
(MacDonald, 2012, p. 551). However, a great deal of objections to Rational
Choice Theory—especially from Herbert Simon, an American polymath who
won the Nobel Prize for economics in 1978 with a new theory of decision
making and who helped pioneer the idea that computers can exhibit artificial
intelligence that mirrors human thinking—arose concerning the validity of the
theory when transposed to the administrative area. In Simon’s article, the
Behavioural Model of Rational Choice (1955), he claims that Rational Choice
Theory tries to support some arguments without considering human cognitive
limitations.

From the Bounded Rational Theory point of view, a human has an
inherently bounded capacity, and behaves according to his/her emotions. As
such, people are more inclined towards satisfaction rather than optimization
(Simon, 1997, p.24). Another problematic aspect of the Rational Theory is that
it is impossible to practice in real life because of its theoretical, rather than
practical, base (Jones, 2003, p.397). Simon did not theorise for its own sake; on
the contrary, he worked to support rational theory by emphasising lack of the
theories in administration.

Accordingly, this article seeks to answer to the question of whether or
not Bounded Rational Theory can cope with deficiencies in Rational Theory’s
deficiencies. Although Bounded Rational Theory gives plausible answers to
Rational Choice Theory in terms of its theoretical aspect, it is difficult to say
that it offers practical solutions. To this end, the first part of this article will
consider the principles of Rational Choice Theory, while the second part
highlights the tenets of Bounded Rational Theory. From there, the final part of
the article focuses on whether assumptions on Bounded Rational Theory
overcome criticisms of Rational Choice Theory, suggesting Mixed-Scanning
Theory as a possible solution.

I1. Rational Choice Theory

The origin of the Rational Choice Theory is based on the 17th century
English philosopher Thomas Hobbes (Mill, 1994, p.285), but rational public
policy ideas in today’s context have been considerably influenced by Max
Weber’s 20th century rationalist philosophy (Parsons, 1995, p.272). Rationality
as an essential method in economics was originally practiced in political science
by rational scientists in the early 1980s. In the 1990s, political science and
Rational Theory were envisaged as an indivisible whole in the USA. Also, 40%
of articles published about political science between 1980 and 1990 referred to
Rational Theory (Hindmoor, 2010, p.43). Rational Choice Theory, in this sense,
was used not only by academics but also by politicians. John (2012) argues that
“It seems that the spirit of the age celebrated individual choices. Whilst there is
no necessary connection between new-right ideology and rational choice theory,
they both may be part of a wider shift in ideas.” This reveals that politicians
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were also extremely interested in the idea of Rational Theory in their political
work.

Rational theorists in political science make some key assumptions. First
of all, decision makers should have full information regarding preferences, the
background to the problem and possible alternatives (Simon, 1997, p.23) and
suggest acquiring thorough knowledge by concentrating on just one or a few
subjects as an expert (Simon, 1983, p.20). If state public policy is not complex,
officials can make decisions reasonably and easily; basic research can provide
the rationality behind those decisions (John, 2012, p. 103). However, when we
consider today’s complicated and increasingly globalized world, a complex and
comprehensive rational analysis seems inevitable in almost every situation.

Secondly, Rational Theory assumes that individuals try to maximize
their own benefits in any case—such as gaining re-election or obtaining profit.
When people behave rationally and with self-interest, this can lead to easier and
more reasonable forms of behaviour which in turn make predictions easier too
(Hindmoor, 2012, p.42). For instance, we can consider political parties X and
Y, and divide voters into two categories such as rich (R) and poor (P). During
the run-up to the election, party X has an election pledge that it will not tax poor
people, while party Y promises a 1% tax hike for all citizens, regardless of
wealth. Under these conditions, party X seeks to increase its electorate by
excluding rich people, who are a minority in the society. So the wealthier
members of society will vote for party Y, and poorer people will vote for party
X to get the optimum policies promised for them. Consequently, there are four
sides involved in the argument now (both parties and electors), each of which
will fight for its own aims. In the final analysis, what this means is that
individuals examine all available information and then make a decision best
suited for their preferences (John, 2012, p.103). As a rational person chooses
one option by abandoning other decisions, new policies should logically be
more efficient than policies that have been abandoned.

Additionally, as a basic foundation for Rational Choice Theory, if A B
and B C exist as subsets, then a state of forward transition must be occurring
between A and C (Satz, 1994, p.73). In the same vein, the Prisoner’s Dilemma,
which is a kind of game theory, presents a situation in which two prisoners are
forced to decide on their interests without knowing the other prisoner’s decision
within the bounds of possibilities (Simon, 1983, p.87). However, such a
simplification might remain limited when trying to represent Rational Choice
Theory, as one of the main arguments of the Rational Theory is to take into
account all potential alternatives and to have full knowledge about the situation
(Simon, 1997, p.23). This proves that it is very difficult to take a decision with
only limited information about other people’s decisions.

I11. Bounded Rationality Theory
Bounded Rational Theory (BRT) is a theory developed by Herbert
Simon in 1955 in order to complement the weaknesses of Rational Theory
(Bendor, 2012, p.181). Basically, it concentrates on people’s limited mental
abilities under the complex circumstances of the real world (ibid, p.2).
According to Simon, unlike economic man, administrative man is a figure who
has limited intellectual qualifications, resources and competences and is
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someone who strives to satisfy instead of optimizing. For example, when you
buy a car, you do not consider your daily budgets or how to invest your savings,
that is to say, people are able to consider finite drawbacks in a bigger picture
(Simon, 1983, p.18). Yet another pertinent example concerns negative
externality. While waste emanating from a big factory can be considered in
terms of straightforward externality, on the other hand, we are less aware of the
damage done to our neighbours’ flowers by car exhaust while we are using our
cars (ibid, p.76). This argument is based on scale, and opposes to the
assumption that individuals always behave in a rational way.

BRT makes some assumptions that contrast those of Rational Choice
Theory. The first is that BRT claims that a person satisfies and seeks “good
enough” solutions while Rational Theory assumes that a person optimizes
(Simon, 1976, p. 76). The assertion is compatible with a real world situation. If
a selection is made in a limited situation or is approximate solution, the
selection of an appropriate option will please us enough (Simon, 1997, p.24).
For instance, a chess player decides on the fittest approach to the game rather
than playing all moves rationally. To put it another way, the player does not try
to play the best possible path, s/he only chooses a safe and pragmatic way that
will prevent him from losing (Simon, 1955, p.107). The second assumption is
that individuals have limited capacities in decision making in terms of their
consciousness, habits or goals (Bendor, 2012, p.163). The important point here
is how these limitations can affect the administrative man. The administrative
man tends to simplify the problems he faces in order to consider numerous
options. As a classic example; “If we were to model a barn fire —whose fault it
was that the match was carelessly dropped—we would need to put in all the
conditions that could have been relevant to the actual fire and those possibly
relevant at that barn...from poor electric wiring to an ill-fitting door” (Dowding,
1991, p.22). However, people are only inclined to look at the match as the
fundamental cause. In this sense, such an analogy can be taken as an example
from administrative fields. Country Z finds itself with a budget deficit a few
months after the election. While representatives and supporters of the current
government blame the previous government, that previous government will
respond by claiming that the current government has followed the wrong
policies. However, there may be other, deeper causes such as corruption or the
transfer of extra funds to a developing region in the wake of unpredictable
events. But individuals will inherently deal with the most obvious and basic
reasons due to their own mental constrictions.

The final element of BRT is the task environment in which
environmental factors shape peoples’ decision-making mechanisms (Jones,
2003, p.398). To be able to make a rational decision all vagueness and
intangibles should be eliminated. In other words, knowledge of ex-ante
outcomes and of subjects which will be implemented should be rational and
proper, “not ill-structured”. (Jones, 1999, p.308) Otherwise, if there are still
failures within the realm of ideal conditions during the decision making process,
the mental and emotional responses of individuals should be paid considered
(ibid, p.318). Accordingly, based on Simon’s BRT theory, task environment is a
feature affected by cognitive constraints and is a feature that influences those
cognitive constraints as well.
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IV. Criticisms of the Rational and Bounded Theory and Some Suggestions

More than fifty years ago, Simon started a radical reform in the decision
making process (Bendor, 2012, p.181). Some people claim that at the end point
of the decision making process, all decision makers—both bounded and
rational—will come to virtually the same decisions. However, others argue that
decision-makers guided by Rational Theory are not able to take a decision
implicitly (ibid, p.117). In this section, it will be explained that while Bounded
Rational Theory normalises Rational Theory as a theory, it does not bring
innovation to Rational Theory. A solution is proposed at the end of this section
to resolve the short comings.

Almost all of the arguments of Bounded Rationality—such as limited
mental ability or satisfaction—make a significant contribution to the
imperfections of Rational Theory. If a problem is solvable using perfect
information and sufficient time, a rational approach to the problem is the usual
attitude (Simon, 1997, p.25). In other words, as long as an issue is sufficiently
easy, satisfaction might well converge with optimization; constraints may be
unforeseen until the situation becomes more exacting (Bendor, 2012, p.51).
Let’s take as an example Simon’s scissors metaphor. This principally states that
the rational decisions of individuals are covered by the task environment and
people’s cognitive abilities. If scissor blades are considered as two factors that
affect decision making, task environment and brain abilities should be in accord
with each other, working together to make the right decision and vice versa,
which may result in steering away from the right decision (ibid, p.39).
However, generally speaking, individuals tend not to make rational decisions.
According to remarkable research propounded by Tversky and Kahneman
(1981), individuals may exhibit different behaviours under the same conditions
because of their cognitive constraints. In the first case study, of a group of
people who bought $10 theatre tickets and subsequently lost their tickets when
they arrived at the theatre, 88% of people bought a ticket again, while the
remaining 12% did not choose to repurchase. In the second case scenario,
people who bought tickets for $10 lost their tickets, but when they entered the
auditorium they saw that their seats were not reserved for them, and tickets
were nonreturnable. Under these circumstances, while 46% of people preferred
to buy tickets again, the remaining 54% did not purchase tickets being under the
influence of more adverse conditions (Tversky, 1981, p.457). As seen from the
example, people need to pay extra $10 in either case; however, people’s desire
to buy tickets diminished when they realised the more complex conditions of
the second scenario. In other words, the two blades of the Simon’s scissors
diverge because of inconsistency between task environment and cognitive
ability.

The cognitive constraints of individuals can be utilised in the public
field. While the right side of the human brain is described as ‘intuitive,
emotional’, the left is characterised as

‘analytical’ (Simon, 1983, p.24). The right side of the brain, which
affects our decision-making, can find solutions through knowledge which has
accumulated with experience (lbid, p.27). For example, a player who learns
chess is inept until he is taught the rules of the game, but with the acquisition of
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knowledge, the limitations of the moves decrease progressively (Bendor, 2012,
p.42). Public administrators can apply the same conditions. Leaders in public
institutions are able to channel employees in the direction of goals, thanks to
administrators’ experiences and employees’ cognitive limitations (Jones, 2003,
p.401). Taking part in a group and showing a willingness to be helpful
(altruism) may tend to minimize lack of mental ability (ibid, p.205). In a
nutshell, establishing Bounded Rationality might contribute to normalization of
Rational Theory which ideates the metaphor of the fully equipped individual.

However, Bounded Rational Theory in political science has been
criticized on the grounds of its extremely scientific and impracticable approach
(Jones, 2003, p.397). Although BRT still has strong arguments asserting to fulfil
the incomplete features of Rational Theory, it is not as successful in practice as
it is in theory. According to research done by Foss (2003); “Bounded Rational
Theory is a theory much cited but less used”. In a sense, BRT reveals problem
resolution after determining its claims, as opposed to setting a course for
actions. Also, it is not wrong to say that as rational theory has some problems,
BRT finds it difficult to discover practical solutions. Accordingly, mixed-
scanning theory may be integral in order to obviate lack of practicability.

Mixed-scanning theory, an approach improved by Etzioni, combines the
theories of Rational Choice Theory and Incrementalism, which have different
tenets (Etzioni, 1967, p.385). While incrementalism is mainly a process related
to decision-making with gradual changes without taking into account any theory
(Parsons, 1995, p.284), rationality is a short way to reach the best results with
the best capacity (Simon, 1997, p.23). Etzioni’s mixed scanning theory tries to
reach the equilibrium point by using incrementalism to smooth off the radical
aspects of the Rational Choice Theory in a decision-making process, while
Rational Choice Theory also remedies the status quo in the direction of the
incrementalism (Etzioni, 1967, p.385). This article suggests that by using Mixed
Scanning Theory, it is possible to attain optimum decisions by diluting Rational
Theory with Bounded Theory.

For instance, a forecast observatory should be established. Whilst
simple observation should underpin the Rational Theory point of view, an
incrementalist perspective will make small and stepped researches by consulting
past experiences to anticipate further directions. Mixed scanning strives to
achieve the most reliable information by searching at all scales in order to
converge these two theories (ibid, p.389). However, in the sense of Rational
Choice Theory, conditions observed by people do not present a proper
prediction because of human incomprehension. Therefore, we can examine the
sample with regard to bounded theory in order to make more sensible choices
and predictions. We can substitute Bounded Theory with Rational Theory
provided that Incrementalist Theory remains unchanged, and it can be said that
even when a strict maximization of Rational Theory principles is generally
highlighted, mental constraints of human beings, in this process, obtain
maximized satisfaction. In this parallel, from the point of public policy process,
mixed scanning theory can be exercised during preparation of annual budgets.
From the incrementalist viewpoint, it is logical to get results via experience
based on future expectations (Bendor, 2012, p.65). On the other hand, it is
almost impossible to maximize rational decisions in the process when many
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people join. Hence, replacing Rational Choice Theory with Bounded Theory
provides a way to follow good policies and consider a more realistic decision
making process.

V. Conclusion

This article has presented the tenets of both theories to examine whether
or not Bounded Rational Theory copes with the gaps in Rational Choice
Theory. It is likely that while Rational Choice Theory can be replaced by BRT
providing some theoretical corrections on Rational Choice Theory are made to
some extent in practical terms, there is no claim that BRT is able to refute
Rational Theory. Bounded Theory cannot deal with all Rational Theory
criticisms, including lack of pragmatism. At this point, Mixed-scanning theory
can be suggested as an ideal model with small revisions, blending
Incrementalism and Bounded Rational Theory instead of forming an alliance
between Incrementalism and Rational Choice Theory. Incrementalism is a
model which can overcome practical lacks in Rational Theory by bringing its
own set of pragmatic characteristics. Also, theoretical features of the Rational
Choice Theory, such as human abilities, limited time and resources which have
not previously been considered can be evaluated using Bounded Theory. In the
last instance, decision-making is a process that needs common ground and aims
to obtain the optimum outcomes. For these reasons, it is not wrong to imply that
the decision-making process can be catalysed by benefiting from several
theories to reach the ideal results rather than trying to get the most useful
decision relying on just a single theory.
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FROM CRISIS OF CIVILIZATIONS TO THE CIVILIZATION OF
CRISIS: LONG-TERM PATTERNS IN/OF CIVILIZATIONAL LIFE-
CYCLES

Siikrii YAZGAN*

Abstract: Organismic approaches to civilizations disseminate the common
sense perspective that "civilizations born, live, and die", but generally do not
provide a systemic and analytical explanation for this process other than
referring to biological analogies. In order to have a more comprehensive
understanding on the life-cycles of the civilizations, they should be
conceptualized as dissipative structures which are created and sustained through
continuous re-generation of their peculiar orders reflecting their sets of social
values by utilizing both the material and non-material environmental flows.

In this study life-cycles of civilizations will be studied as broad societal
orders dependent on environmental flows by using an analytical model based on
complexity theory and the generalization and normalization crisis in
contemporary global order will tried to be explained according to this model. In
explaining life-cycles of civilizations, insights from non-linear thermodynamics
will be used and threshold behaviors in complex systems as well as importance
of human agency will also be taken into consideration.

Keywords: Civilizational Life Cycles, Crisis, Order, Thermodynamics,
Complexity/Chaos.

MEDENIYETLERIN KRiZINDEN KRiZ MEDENIYETINE:
MEDENIYETSEL YASAM DONGULERINDEKI UZUN DONEMLIi
ORUNTULER

Oz: Medeniyetlere dair organik agiklamalar “medeniyetlerin dogdugu,
geligtigi ve oldiigii”ne dair genel kabulii yaymakta fakat bu siireci agiklamak
icin biyolojik benzetmelerin Otesinde sistemsel ve analitik bir agiklama
sunmamaktadir. Medeniyetlerin =~ yasam  dongiilerine  dair  daha
kapsamli/kapsayict bir agiklama sunabilmek igin medeniyetlerin, maddi ve
maddi-olmayan cevresel akislari kullanarak kendilerine has toplumsal deger
kiimelerini yansitan 0zgiin diizenlerini siirekli yeniden iireterek kuran ve
muhafaza eden birer ¢6ziilgen yap1 olarak kavramsallastirilmasi gereklidir.

Bu c¢aligmada, medeniyetlerin yagam dongiileri karmagiklik kuramina
dayanan bir analitik model c¢ergevesinde ¢evresel akislara bagimli genel
toplumsal diizenler olarak ele alinacak ve giliniimiizde kiiresel diizende kriz
durumunun yayginlagsmasi ve normallesmesi bu model ¢ergevesinde
aciklanmaya ¢alisilacaktir. Medeniyetlerin yasam dongiileri agiklanirken
dogrusal olmayan termodinamigin i¢goriileri kullanilacak ve karmagik
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aliacaktir.
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I. Introduction

The civilizational life-cycles shape/influence the fates and the evolution
of human societies. As part of cyclical theories/understanding of history, they
have always been an issue of substantial scholarly interest since the early
philosophers of antiquity to modern social scientists who are studying the
factors affecting social change and crisis. These scholars, who have been
intrigued by the question of collapse of human societies, have tried to explain or
understand the conditions under which civilizations prosper, regress or die.
Organismic approaches to society have disseminated the common sense
perspective that “civilizations born, live and die" as all the other living
organisms do; although they have rarely provided a systemic and analytical
explanation for the existence and functioning of life-cycles other than referring
to biological analogies. In order to develop a comprehensive understanding on
the life-cycles of the civilizations, they should be (re)conceptualized as
dissipative structures which are created and sustained through continuous re-
generation of their peculiar orders' reflecting their sets of social values by
utilizing the environmental flows.

A crisis of civilization occurs and endangers a society’s survival when
and if the society failed to re-create its order patterns effectively and efficiently
enough because of the mounting external and internal pressures or an internal
decay in order creating mechanisms which hamper systemic efforts to protect or
maintain the civilization’s vitality. As a rule the fragility of a social system
grows with its increasing complexity or the complexification of the
environment in which it has been constructed; and the increasing fragility
multiply the probability of occurrence of a crisis because of increasing difficulty
in continuous re-creation of order patterns.

In this paper civilizations will be re-constructed as broad societal orders
dependent on environmental flows by using an analytical model based on
complexity theory; life-cycles of civilizations will be explained by using
insights from non-linear thermodynamics and threshold behaviors in complex
systems; and then the generalization/normalization of crisis in contemporary
global civilization will be assessed according to analytical framework
developed.

I1. Life-Cycles of Civilizations

Civilizational life cycles are cycles of birth, growth and decline that
govern the dynamics of establishment, rise and fall of human societies with all
the concomitant social and institutional changes. The civilizational life-cycles,
as part of cyclical theories/understanding of history, have always been an issue
of substantial scholarly interest since the early philosophers of antiquity to
modern historians who wanted to understand the fall of Rome/Western
Civilization and social scientists who are studying the factors affecting social
change and/or crisis that are characteristics of all societies either historical or
contemporary. Ancient Greeks’ notion of civilizations as organisms with their
respective cycles of birth, growth and death was one of the earlier intellectual
attempts to explain the life cycles of civilizations. (Yoffee, 1988, p. 2) From
Ibn-i Khaldun and Edward Gibbon to Paul Kennedy, Joseph Tainter, and Jared
Diamond numerous students of history, anthropology, sociology, politics, and
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international relations have tried to understand the conditions under which
civilizations/states prosper, regress or die, and to explain their long term
trajectory for historical change.

Their common argument is that civilizations born and prosper when and
if their leaders/elites make the correct decisions and implement sound policies;
or they collapse and die when and if they make mistakes and/or cannot adjust to
changes in their external environment due to their inability to solve the
emerging or persistent environmental, socio-economic, political or military
problems. Incapable leaders/elites making inappropriate/faulty decisions and
insisting on implementing same policies even after they proved to be inadequate
or wrong—partly because of the existence of socio-political structures that
isolate them from the consequences of their decisions—particularly during
times of environmental, socio-economic, political or military distress have been
considered as the main causes of their demise.

According to Ibn Khaldun, the decline of great civilizations is a result
of loss asabiyyah (social cohesion or group solidarity)—a socio-psychological
attribute that arises spontaneously in small kinship groups such as tribes and can
be strengthened by a religious belief system. When and if a group/tribe of
warriors get accustomed to sedentary city life with all its fine attractions and
assimilated into its cultural practices; its asabiyyah weakens and it is replaced
by a new nomadic group with a stronger asabiyyah. (1990, pp. 302-391).

Edward Gibbon has followed a similar socio-psychological line of
reasoning in his explanations on the collapse of Roman Empire and claimed that
it was the gradual loss of civic virtue among the citizens of the Roman Empire
that led to its decline and eventual fall. He has claimed that as the Roman
citizens gradually had lost their martial spirit and their willingness to make
sacrifices for Rome, the burden for defending the Empire was shouldered by
barbarian mercenaries whose numbers had increased with the growing external
threats. (Gibbon, The Decline and The Fall of the Roman Empire, 1998)
According to him, Christianity had contributed to that increasing unwillingness
by weakening traditional Roman martial spirit with its doctrines of passion and
pusillanimity as well as its emphasis on the afterlife. (Gibbon, 1966, pp. 10-12)

Jared Diamond, using an anthropological approach, has explained the
rise and fall or the relative strengths of human societies either by referring to
differences in geographical factors (such as diversity of wild plant and animal
species suitable for domestication in their environment or the convenience of
the major axis of their continent for the spread new techniques and new
domesticated species) (Diamond, Tiifek, Mikrop ve Celik: Insan
Topluluklarmin Yazgilari, 2002) or by using a framework consisting of 5 set of
factors including the magnitude of environmental damage; the extent of changes
in the climate; existence of aggressive neighbors; loss of support from the
friendly neighbors; and the societies’ reactions—which are shaped by cultural
factors—to their problems. (Diamond, 2006)

Paul Kennedy, a historian of international relations, economic power
and grand strategy, has claimed that the rise of nations is a result of their
increasing economic efficiency and productivity which provides more resources
and economic capacities that enhance their military prowess. The nations’
power decline when, due to their expanding strategic commitments as a
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hegemon, their military expenditures increases and this imperial overstretch
leads to their long-term decline by the economic burden it has created on their
economies. (Kennedy, 1996)

These examples can be further enriched by adding a long list of
different researchers studying civilizational life-cycles or the factor(s) that
contribute(s) to civilizational collapse from different perspectives. Lowe, in his
book on the collapse of Mayan civilization, classified them according to their
perspectives for explanations; and he differentiated between simple causal
models—using environment, ideology, techno-economic factors or socio-
political forces within their explanatory frameworks—and systemic models of
collapse. (Lowe, 1985, s. 43-112). Tainter also has provided a comprehensive
evaluation of the substantial literature explaining the disintegration of states or
the collapse of (complex) societies by classifying and critically assessing them
according to major themes used in their explanations: depletion or cessation of
a vital resource; establishment of a new resource base; occurrence of some
insurmountable catastrophe; insufficient response to circumstances; other
complex societies; intruders; class conflict, societal contradictions, elite
mismanagement or misbehavior; social dysfunction; mystical factors; chance
concatenation of events; and economic factors. (Tainter, 1988, s. 44-89
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Figure 1: Rise/Complexification of Civilizations

I11. Thermo-dynamics, Entropy and Life Cycles
However, these conceptualizations or models for explaining the long
term trajectory of civilizations are inadequate although they are not incorrect or
totally misleading. Their inadequacy is a result of their ontological premises that
consider the existence of an(y) order—including human civilizations—and its
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development as a universal law and an inevitable process. They presume that
order emerges out of chaos spontaneously through self-generation and endures
as long as there is no external or internal (f)actor detrimental to its survival or
unless the societies make errors in their decisions or policies. This perspective
constitutes the basis for the well-known dictum that “civilizations born, rise,
decline and eventually die” as if they are biological organisms. This dictum is
generally presented in the form of a curve showing first the increasing
complexity of order and then its decline (See Figure 1) Due to these ontological
premises, they presume the existence of an(y) order as something “normal”, and
in their explanations on civilizational life-cycles they tend to concentrate on the
(F)actors that may lead to emergence or growth of crisis in human societies.

This conceptualization about the existence is not compatible with the
general orientation of the universe manifested by the second law of
thermodynamics. According to the second law, the entropy" level of any
isolated system increases in time as amount of available the energy decreases
and its quality degraded. (Skyttner, 2005, p. 20) As the entropy level of a
system increases, the system irreversibly loses its useful energy and so its
ability for spontaneous change. (Slesser, 1988, p. 96) (Corning & Kline, 1998,
p. 276) When the second law interpreted from a cosmological perspective, it
indicates that the universe is ineluctably moving towards aging and death
(Guillen, 1999, p. 177) as more and more potential energy converted into heat in
the universe. The second law makes it clear that the general orientation in the
universe is to dissolution and growing disorder. Everything that exists or
created decays in due course and eventually dissolves after its inevitable
collapse.

Thus any study on civilizational cycles should start with the premise
that the dissolution of orders of any kind and the existence of crisis within the
system is the norm that governs the universal existence. On the other hand,
emergence or continuation of orders is a spatio-temporal exception and a
temporary deviation from the general orientation. They are either products of
singularities created by temporary and local disequilibriums in the system or
they are established and maintained by conscious intervention of sentient beings
through manipulation of the flow of energy-matter in the universe. (Rifkin &
Howard, 2003, pp. 37-50)

A brief exploration of the numerous examples of the collapse in the
history of human civilizations (Diamond, 2000) exposes that the elemental
question when studying civilizational life cycles should not be “how and why
(societal) orders/civilizations have failed”. It should be “how an island of order
could/can emerge/created within the ocean of disorder” and “how it can
maintain itself within a universe heading towards dissolution on the macro
scale”. From a thermo-dynamical perspective as life is just a temporary respite
for the eventual and inevitable death for all living things; order is a just a
delayed or suppressed crisis condition in human civilizations: life continues as
long as death is delayed by constant re-creation of organism; order continues as
long as the universal tendency for dissolution is suppressed and crisis is
delayed.

Creation of an(y) order or its complexification is materialized by
intentionally decreasing the initial entropy level of the system. Orders can be
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maintained as long as they are capable of re-creating themselves by
suppressing/externalizing entropy through importing and utilizing the available
energy in their physical environment. As a rule growth and increasing
complexity of an(y) order necessitates the suppression of more entropy by
diverting increasing amounts of energy flow from their environment and using
it for re-creating their order on a higher level of organization. (See Figure 2)
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Figure 2: Rise/Complexification of Civilizations-Entropy View

For this reason, there exists a direct thermo-dynamical relation between
the vitality and complexity of a system and the amount of available energy in its
environment. The level of entropy indicates the quantity and quality of the
useable/available energy for a given system within a pre-defined energy
environment. In isolated systems the entropy level continuously increases until
it reaches a systemic maximum that denotes maximum dispersion, homogeneity
and thus macroscopic/system wide disorder. The evolutionary trajectory of an
isolated system in phase space represented with a logistical curve. (Yazgan,
2010, pp. 96-97) However, most of the other systems in the universe including
human societies are open systems that have an energy and/or material traffic
with their environment—a function that is restricted by their connectivity with
their physical environment and other human societies. Although in the long run
they are bound by the ultimate fate of the universe (thermal death), their
evolutions cannot be represented as a point attractor. Their trajectories in the
short run depend on their ability to produce negentropy (negative entropy) by
harnessing energy from their environment and thus stopping or decreasing ever-
rising entropy levels at the expense of an increasing entropy in their
environments. (Katz & Kahn, 1969, s. 94-95)
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As in all open systems, the entropy reduction process in human
societies consists of two broad categories of systemic activities: exporting the
accumulating waste material that endanger their vitality and order; and
importing energy in required quantity and quality at the required time to be used
in the recreation of order. Both of these activities are carried out by certain
order creating mechanisms (OCMSs) which are responsible for the preservation
of their vitality and order through constant restructuring. There exists a direct
relation between the capacity of OCMs and the magnitude of societal order. If
and when there is adequate energy to import into the system, more capable
OCMs create a more complex order with a wider functional and geographical
scope by further suppressing or decreasing the level of systemic entropy. The
growth or complexification period of any human civilization is a process of
constant re-creation in which the normal entropy production within the system
can be temporarily suppressed and even reversed due to availability of
environmental resources (energy forms) and the efficiency of OCMs.
Differences in the capability for suppressing the entropy and thus creating order
in human civilizations created the different entropy curves that represent the
different levels of organizational complexity and energy utilization. (See Figure
3)
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Figure 3: Alternative Entropy Growth Curves of An Open System

When and if this constant re-creation process cannot be actualized
because of inadequate energy flow, inefficiency and ineffectiveness of OCMs or
extensive changes in the environmental conditions; the general orientation will
take over and the order will revert to its natural condition: disorder. That means
the decline or collapse of human civilizations does not necessitate errors in
judgment, decision, action or policy by the elites or the society as a whole.
When and if they cannot do what they have to do in order to suppress the ever-
increasing level of entropy by importing energy or exporting waste effectively
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and efficiently enough; decline and dissolution will occur automatically as a
result of inevitable increase of entropy within the system. This is when the crisis
and its effects will become more visible and decisive on the evolutionary
trajectory of the order.

IVV. Dynamics of Order and Crisis in Life Cycles

The thermo-dynamical context of order and civilizational life-cycles
makes it an imperative to consider human civilizations as dissipative structures
in order to have a better and thorough understanding on the dynamics governing
them and on the increasing proneness of contemporary human civilization to
recurrent crisis. The notion and the concept of dissipative structures have been
developed by llya Prigogine to describe systems functioning within the
framework of non-equilibrium thermodynamics. They are defined as
disequilibrium structures formed and sustained by the environmental energy
flows, and which are prone to destabilization and dissolution if and when these
flows creating order cease or interrupted. In this sense they are opposite of
equilibrium structures which tend to protect their stable conditions in the short
or medium terms. (Prigogine & Stengers, 1998, pp. 178-184)

As dissipative structures, civilizations are created and sustained through
continuous re-generation of their peculiar order patterns reflecting their sets of
social values by using both the material and non-material environmental flows.
In practice this is actualized through localization of the evolutionary trajectory
of systemic probabilities to a particular area in phase space by utilizing the
energy flows available to the system. In order to create the order on the micro
level the probability of occurrence of singular systemic states and on the macro
level contingencies that may occur during systemic evolution are restricted
through re-arrangement of the level of energy and its flow within the system.'
The aim of localization/restriction of systemic possibilities is to create a
clustering of energy and systemic probabilities and thus to increase systemic
heterogeneity that represent a higher and complex level of organization.

In human civilizations restriction of systemic possibilities is
materialized with reference to a predefined set of social values (SoSVs) which
reflects the elites’ or society’s social, economic, political, cultural, and
ideational preferences in the universe as well as their value judgments. A SoSVs
is shaped by a society’s convictions on what constitutes a good society/good life
and it provides the individuals and the society with a normative framework for
assessing their place in the universe and for giving a meaning to their existence.
A SoSVs consists of both material and immaterial values including physical as
well as spiritual survival, economic welfare, ideology, identity, etc. (Said,
Lerche Jr., & Lerche 111, 1995, pp. 20-30)

In order to be implemented the SoSVs of any order is operationalized
by converting them into a probability restriction set (PRS) that depicts the
preferred systemic possibilities of the individuals or the society in a phase space
which represents all possibilities. Certain preferred systemic possibilities tried
to be promoted or protected by preventing undesired systemic possibilities
through manipulation or control of energy flows within the system, because not
all possible systemic values are favorable for the continuous re-creation of
individual and societal order. Visual presentation of these preferred systemic



Medeniyet Arastirmalari Dergisi, Cilt: 2 Sayi: 3 Yil: 2015
Journal of Civilization Studies, Volume: 2 Issue: 3 Year: 2015 17

possibilities in a phase space creates order patterns that provide an instrument
both for assessing the evolution of the complexity of specific human societies in
time, and for comparing them with others. The actual shape of an order pattern
and its position in phase space changes according to PRSs of different orders
while their complexity vary from each other according to their spatially and
temporally differing levels of technology and socio-political organization. (See
Figure 4a) These differences in complexity and shape are ultimately created by
differences in the flow of energy in their environment and within their systems.
When and if more systemic probabilities are externalized or restricted by
importing and using an increasing amount of energy, a more complex order
pattern representing a higher level of organization is created. (See Figure 4b and
4c) In its most complicated form the architecture of order patterns may take the
shape of a two dimensional sierpienski carpet or a three dimensional menger
sponge (a lattice with infinite surface and zero volume) (Sprott, 2006, pp. 284-
288) (Gleick, 2000, p. 116) which are geometrical shapes with fractal
dimensions—geometrical forms of infinite complexity that repeat their
geometrical patterns independent of scale. (Gleick, 2000, pp. 108-115) (See
Figure 4d)
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Figure 4: Restriction of Systemic Probabilities in Phase Space

However, these PRS/OPs should not be considered as static or fixed.
They ineluctably evolves/transforms as the SoSVs of an order changes as a
consequence of the changing preferences of individuals or the society in time.
Inevitable spatial-temporal fluctuations in the efficiency and effectiveness of
order creating mechanisms and the fluctuations in the environmental energy
flow also create vibrations in the PRS/OPs. These vibrations in PRS/OPs
increase with the complexification of the order patterns because of the
unavoidable increasing demand for energy in absolute and relative terms.
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The PRS/OPs provide an indicator for the level of complexification of
societal orders. As the OPs become more complex, more systemic possibilities
occupying a smaller area of the phase-space are restricted among its more
disconnected and distant parts. Complexification of PRS/OPs is a consequence
of both the qualitative (functional intensification) and the quantitative
(geographical expansion and increasing number of variables) enlargement of the
societal orders. As the systemic possibilities that are geographically and/or
functionally related with each other occupy adjacent positions within the phase
space, concomitant PRS/OPs are affected from the geographical and functional
distribution of probabilities to be restricted. The more apart the probabilities are
the more distributed and complex the PRS/OPs will be.

These dynamics of creation of order as a dissipative structure suggest
that human civilizations, similar to all other living systems, can only exist and
survive as long as they can effectively and efficiently re-create their order
patterns by decreasing the systemic entropy level through exporting waste
and/or importing energy. That process inevitably includes a continuous struggle
against both the nature and the other societal orders in search of adequate
resources to be utilized to control nature, to suppress other orders and to re-
create themselves. During this re-creation, they try to re-arrange the
environmental energy-resource flows in a way that will support and maintain
their societal orders.

When considered within this perspective, it can be argued that crisis of
a(ny) civilization is essentially a crisis of re-generation. When and if OCMs of
a(ny) civilization failed to re-create its order patterns effectively and efficiently
enough because of external/internal pressures or an internal decay in OCMs and
thus failed to protect/maintain its vitality, a crisis may emerge and endanger its
survival. That means civilizations do not have to make obvious mistakes for the
emergence of a collapse; just being incapable of responding to external or
internal pressures through making the right decisions and implementing the
right policies at the level of effectiveness and efficiency necessitated by the
situation will intensify the crisis and lead to the eventual fall of civilizations.

However, every inconvenience encountered during the re-creation of
order cannot be identified as a full-fledged “crisis” because thermo-dynamically
order is a suppressed disorder and disorder intrinsically exists in every system.
As Wallerstein argues, the concept of crisis should be used to refer “not
conjectural difficulties within a system but a structural strain so great that the
only possible outcome is the disappearance of the system as such, either by a
process of gradual disintegration...or by a process of relatively controlled
transformation”. (Wallerstein, 1983, s. 21) The concept denotes to the situations
where the functioning of the system deteriorates as a whole or in part; sudden
and unexpected changes occurs in fundamental systemic variables; critical
systemic values cannot be constrained within certain limits; and systemic
instability increases.

The crisis can be considered as a continuous (dis)equilibrium condition
that emerged out of adverse changes in functional and structural systemic
processes. It occurs when the large fluctuations in system structures and
processes—that are created by the inability to constrain systemic probabilities—
hamper the continuous re-creation of order patterns. The factors producing these
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fluctuations may include systemic transformations that complicated the order by
increasing the number of possibilities; disruptions and shifts in the systemic
PRS/OPs created by sudden and large scale changes in the environmental
conditions; and other changes that may obstruct reduction of entropy within the
system.

The crisis in human civilizations may take two different forms
according to their pace of development, their immediate destructive potential on
the systemic order, their evolutionary dynamics and their possible impact on
systemic sustainability: slow, long-term and chronic ordinary crisis that
describes the dissolution of all clustering and the homogenization of all created
heterogeneities as a result of the long term effects of inevitable entropy growth
in the universe leading to heat death; sudden, short-term and acute extra-
ordinary crisis created by the severance of the links keeping order intact by
external or internal (f)actors. Ordinary and extra-ordinary crisis can be
differentiated from one another according to their impacts on the curve in phase
space representing the trajectory of the entropic evolution for civilizational
orders.

The overall impact of ordinary crisis on orders is similar to ageing in
biological systems. During an ordinary crisis, as the OCMs lose their
effectiveness and efficiency, civilizations face more problems in the re-creation
of their orders and ultimately dissolve by surrendering themselves to the
entropic orientation of the universe. The reasons for that loss of effectiveness
and efficiency can be created by conjectural problems in the energy flow,
inability of the existing energy structure to provide adequate energy necessary
for the survival of order at the existing level of complexity, or exhaustion in
OCMs due to their structural incapacitation. Under these conditions suppression
of the entropy growth cannot be achieved and the growth or complexification of
the civilization first slows down and then stops. As a result the graphical curve
indicating systemic entropy level returns to its natural course and goes upwards.
This change of direction signalizes the beginning of the ordinary crisis. (See
Figure 5a) However, re-established entropy growth as a part of the ordinary
crisis does not have to be irreversible. If OCMs can be revitalized through re-
organization (structural reform) or new energy sources that are adequate for
satisfying the needs of the order can be discovered (enlargement or deepening
of the energy base), it is possible to rein over the process and decrease the
increasing entropy again.

The impact of extra-ordinary crisis is similar to a sudden and acute
illness or a sudden external attack disintegrating the order or incapacitating its
OCMs. Extra-ordinary crisis factors lead to a sudden increase in entropy and an
immediate loss in the level of complexity if and when their aggregated overall
impacts exceed the carrying capacity of the civilizations or their OCMs. Thus,
during an extra-ordinary crisis a sudden collapse and dissolution of civilizations
may occur due to the concomitant immediate and overwhelming entropy
growth. The more complexified the civilizational orders are, the more prone
they will be to a sudden collapse, because the creation and maintenance of
orders necessitate more capable OCMs and more energy import from the
environment as civilizations and their PRS/OPs become more complicated.
When the required energy cannot be guaranteed at an adequate level or OCMs
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cannot function as effectively and efficiently as required, the orders become
more vulnerable. If an external or internal attack occurs under these conditions,
civilizations cannot protect their vitality and thus dissolve into their constituent
units/parts. During an extra-ordinary crisis, it takes less time to reach maximum
entropy and so crisis period is shorter but more intense. (See Figure 5b)

V. Complexity and Civilizational Crisis

The pace and level of crisis and collapse in civilizations is linked to
their systemic complexity level. As a rule increasing complexity of a
civilization and/or the environment in which it has been constructed, increases
the probability of occurrence of crisis by increasing the fragility of the system
and making it more difficult to continuously re-create order patterns. The link
between increasing complexity and increasing fragility is established by the
thermo-dynamical context of social orders; dynamics of order creation, and the
chaotic interactions that may lead to threshold behaviors in complex systems.
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Figure 5a: Ordinary Crisis Figure 5b: Extra-ordinary Crisis

Thermo-dynamical context of order creation, described in the previous
pages, has shown that there exists a direct relation between the complexity of a
civilization and amount of energy it needs. As energy needs of a civilization
increases in line with its complexity, its vulnerability to the fluctuations in
energy flow intensifies. Contemporary human civilizations are structurally and
functionally more complex than any of their predecessors and so their energy
needs are both qualitatively more varied and quantitatively greater. So, they are
more vulnerable to virtually unavoidable fluctuations in the energy supply
which is provided by a complex network of energy transportation lines
stretching out in all corners of the world. This increasing vulnerability to energy
supply makes them more prone to emergence of crisis and intensifies its
negative consequences.

Increasing complexity also necessitates more effective and efficient
control systems due to increasing number of systemic probabilities and
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increasing speed of systemic processes. They are necessary to protect the
functionality of the system, to keep the flow of energy under control, and to
prevent the potentially destructive contingent threshold behaviors. The
existence of more effective and efficient control systems required more complex
and comprehensive feed-back loops for control and the processing of more
information in shorter periods. However, the functioning of any control system
is conditioned or constrained by the informational entropy—used as a measure
of loss of information during the transmission of command and control
messages among the control systems. (Luenberger, 2006, pp. 10-11) (Skyttner,
2005, pp. 238-246) As a rule, the more complex an order is the more
informational entropy it will produce, and the probability of anthropogenic or
systemic errors in the transmission of control messages increases with the
increasing entropy. This means lesser control over the systemic processes of
order re-creation and thus increasing potential for crisis as the systems
complexify.

Complexification of orders may also lead to an increase in the threshold
behaviors and creates non-linear dynamics within the system. Emergence of
non-linear dynamics creates bifurcations and unpredictable evolutionary
trajectories for the evolution of civilizations and decreases their reliability
against the internal and external detrimental effects. (Munasinghe, The
Economics of Power System Reliability and Planning: Theory and Case Study,
1979, pp. 10-11) Increasing unpredictability of systemic processes constrains
the ability of OCMs to re-crate an order according to a pre-defined PRS and
makes the orders more prone to crisis. Tainter, explained this increasing
uncontrollability by referring to diminishing returns of investment in social
complexity because of the decreasing marginal productivity of changes
(innovation/novelty) in socio-political organization. (Tainter, 1988, s. 91-118)

Interaction of all these three factors has transformed contemporary
globalized human civilization into a “civilization of crisis”, because the
increasing integration of human civilization(s) into a more complex and unified
monolithic societal order inevitably increases the probability of emergence of
crisis. The complex web of functional relations created throughout the
globalization process provides the links through which crisis that emerge in one
part of the system can be generalized by spreading every corner of the world.
Increasing frequency of crisis in different functional areas of social life and
system wide generalization of conditions of emergency, have normalized crisis
as one of the characteristics of contemporary human civilization(s). This
condition has been further aggravated by the emergence of a crisis matrix—
consisting of a set of crisis factors that overlaps and interacts with each other to
strengthen and intensify their negative impacts on the re-generation/re-creation
processes of the human civilizations—which has become the real threat to the
survival of the globalized human civilization.

VI. Conclusion
In order to have a better and through understanding on the civilizational
life-cycles, they should be considered as dissipative structures within a thermo-
dynamical context. The relation between energy flow and order creation
materialized according to a pre-defined PRS shapes the dynamics governing the
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rise and decline of human civilizations. Complexification of orders makes them
more vulnerable to internal and external factors—including flow of energy—
that are detrimental to the survival of civilizations. Emergence of a globalized
human civilization as a form of complex and unified monolithic order, has
increased the probability of emergence of crisis and has normalized the crisis
conditions by increasing the frequency of system-wide emergency situations.
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" Order as a concept can be defined as “spatio-temporal continuities within functional and structural
arrangements”. According to Chalidze, it refers to restrictions imposed on the dispersion probabilities of
constituent units in the system. These restrictions can be both physical limitations created by laws of physics
and social limitations imposed by taboos, traditions, practices, conventions and laws of society. (Chalidze,
2000, pp. 41-43)

" Entropy is a concept used as a measure of the amount of energy within a system that cannot be transformed
into work because of irreversibility of energy-heat conversion processes. (Guillen, 1999, pp. 212-213)

i The link between energy and restriction of probabilities can be explained according to quantum mechanics.
As any system whose energy level has been constrained by having it caged in a box in the phase space can
only has a finite number of systemic possibilities; at a given energy level the area occupied by the system in
the phase space and so the number of possibilities it can materialize are restricted. (Ruelle, 1999, p. 98)
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SiIBER OLAYLAR EKSENINDE SiBER GUVENLIiGi ANLAMAK

Asir SERTCELIK*

Oz: Siber uzay teknoloji ile birlikte ortaya ¢ikmustir. insanlarin siber uzay
ile olan iligkisi arttik¢a siber uzay da giivenlik meselesi de yeni bir boyut
kazanmaktadir. Gergeklesen bir takim siber olaylar1 anlamamiz siber giivenligi
anlamamiz agisindan temel teskil etmektedir. Siber giivenlik, icerik itibari ile
bilgisayar sistemleri ve genel olarak teknoloji ile i¢ ice gecmis oldugundan ve
teknik boyutlar1 birgok farkli calismanin konusunu teskil ettiginden siber
giivenligin teknik ayrintilar1 ele almmamigstir. Sinirlari belli olmayan siber
uzayda giivenlik konusu ise birey, devlet, uluslararas1 ve hatta kiiresel diizeyde
bir ihtiyagtir. Calismada bu ihtiyaca dikkat ¢ekmek amaglanmustir.

Anahtar Kelimeler: Giivenlik, Siber Giivenlik, Siber Olaylar.

UNDERSTANDING CYBER SECURITY ON AXIS OF THE CYBER

EVENTS

Abstract: Cyberspace has emerged with technology. As the relation
increase between people and cyber space, The issue of security in cyberspace
also gains a new dimension. A series of cyber events are the basis for
understanding cyber security. Cyber security has been intertwined with
computer systems and technology in general. Technical aspects of cyber
security for constituting the subject of many different studies have not been
addressed. Security in cyberspace without boundary is a necessity of individual,
state, international, and even global. It is aimed to draw attention to this need in
the study.

Keywords: Security, Cyber Security, Cyber Incidents

. Giris

Icinde bulundugumuz ¢ag, bilginin degerinin her gecen giin artmasi ile
birlikte, bilgi ¢ag1 olarak adlandirilmaktadir. Siirekli bir gelisim igerisinde olan
internet ve bilgisayar teknolojileri, ihtiyacimiz olan bilgiye daha kolay ve hizli
bir sekilde ulagsmamiza imkan saglamaktadir. Biz interneti dijital diinyanin bir
kisaltmasi olarak kullanirken; bu bilgisayarlarin arkasindaki insanlar1 ve onlarin
baglantilarinin toplumlarimi nasil degistirdigini kapsayan bir siber uzay var.
(Singer & Friedman, 2014, s. 14)

Siber; olusturulan, depolanan ve paylasilan sayisallagtirilmis verilerden
olusan bir bilgi ortamudir. (Singer & Friedman, 2014, s. 13) Siber uzay ise ABD
Savunma Bakanligi’nca “internetin bulundugu, telekomiinikasyon aglarimi ve
bilgisayar sistemlerini de kapsayan, birbirine baglh bilgi teknolojisi
altyapilarinin oldugu kiiresel bir alan” olarak tanimlanirken, ayrica “insanlarin,
telekomiinikasyon sistemleri ve bilgisayarlar araciligiyla herhangi bir cografi
sinirlamaya maruz kalmadan, birbirine bagli olma durumu” seklinde de
tanimlanmaktadir. (Habertobb, s. 13) Siber uzay kavrami ilk defa 1974 yilinda
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William Gibson tarafindan kullanilmigtir. (Karakuzu, 2015, s. 72) Siber uzay
interneti kapsayan ancak salt internetten ibaret olmayan bir sistem olarak kabul
edilmektedir. (Ozgoban, 2014, s. 51) Siber uzayda net siirlar yoktur.

Fiziksel alanin yerini siber uzaya birakmaya baglamasi ile beraber
zamana ve mekana baglilik 6nemli 6lclide azalmig, hiyerarsik yapinin yerini
demokratik yap1 ve dogalligin yerini teknoloji almaya baslamistir. Kisacasi
giiniimiizde yasamin bir¢ok alam Bilgi Iletisim Teknolojilerine bagimli hale
gelmistir ve bu bagimlilik da giderek artmaya devam edecektir. (Unver &
Canbay, 2010, s. 95) Bu gelismeler bir taraftan insanoglunun yasamini 6nemli
Olciide kolaylastirip, rahatlagtirirken diger taraftan da “siber giivenlik” basta
olmak iizere bir takim problemlerin ortaya ¢ikmasina yol agmaktadir. Internet
kullaniminda giivenlik, internetin tasarimindan daha sonra ortaya ¢ikmis olan
bir olgudur. Insanoglu icin ¢ok biiyiik faydalar saglayan bu gelismelerin art
niyetli bazi kisiler tarafindan suistimal edilmesi, siber ortamin saldiri, tehdit,
mala ve hatta cana zarar vermek amaci ile kullanilmasi ve siber saldirilar sebebi
ile kisilerin ve iilkelerin gordiigii zararlarin bilyiik boyutlara ulagsmasi giivenlik
algisinda ve anlayisinda bir takim degisikliklere yol agmis ve siber giivenlik
konusu bireylerin, kurumlarin, iilkelerin ve uluslararasi kuruluslarin giindeminin
en 6nemli giindem konularinda biri haline gelmistir. (Unver & Canbay, 2010, s.
94)

Siber Uzay ile birlikte giivenlik tanimi da degisime ugramistir. Devlet
merkezli, askeri tehdit odakli bir bakis agisi iginde yorumlanan geleneksel
giivenlik anlayisi, biiyiik ol¢lide suni tehditler {izerinden giivenlik glindemini
belirlemistir. (Karabulut, 2009, s. 2) Giivenlik artik sadece devletlerin fiziksel
olarak hayatta kalmalarin1 degil aym1 zamanda insanlarin hayat tarzlari,
degerleri, toplumsal iliskileri vs. olarak korunmasmi da igermektedir.
(Karabulut, 2009, s. 2) Siber giivenlik, “siber hayatin giivenliginin (gizlilik,
biitiinlik ve erisilebilirlik) saglanmasi amaciyla gerceklestirilen faaliyetlerin
tiimii (Ucar, 2011, s. 7)” olarak tanimlanmaktadir. Gizlilik, bilisim sistem ve
verilerine sadece yetkili sistemler veya kisiler tarafindan erisilebilmesini ifade
eder. Biitlinliik, bilgi ve bilisim sistemlerinin ve sadece yetkili sistemler veya
kisiler tarafindan degistirilebilmesini ifade eder. Erisilebilirlik ise, yetkili
kisilerin ihtiya¢ duyulan zamanda ve ihtiya¢ duyulan kalitede bilgiye ve bilisim
sistemlerine erisebilmesini ifade etmektedir. (Kara, 2013, s. 4-5) Gizlilik,
biitiinlik ve/veya erisilebilirlik ihlal edildigi zaman bu bir tehdittir ve siber
giivenlik konusuna girer. Siber Gilivenlik, siber uzaydan gelebilecek tehdit ve
saldirilara karst kurum, kurulus ve bireylerin varliklarini korumak amaci ile
kullanilan risk ydnetimi yaklasimlari, giivenlik kavramlari, politikalar,
egitimler, kilavuzlar, giivenlik teminatlari, faaliyetler, uygulamalar, araglar ve
teknolojilerden olugsmaktadir. (Siber Giivenlik)

Giivenlik kavrami ilk insanla birlikte hayatimiza girmis ve glinlimiize
gelene kadar cesitli evrelerden gegmistir. Giivenlik sozliik anlami iginde;
“toplum yasaminda yasal diizenin aksamadan yiiriitiilmesi, kisilerin korkusuzca
yasayabilmesi durumu, emniyet (Tirk Dil Kurumu)” olarak tanimlanmaktadir.
Arnold Wolfers bu tamimlamayr iki farkli bilesene bdlerek bir giivenlik
tanimlamasina ulagsmaya ¢alismigtir. Wolfers’a gore giivenlik; objektif anlamda
eldeki degerlere yonelik bir tehdidin olmamasi ve subjektif anlamda ise bu
degerlere yonelik bir saldir1 olacagi korkusu tasimamaktir. (Karabulut, 2009, s.
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3) Yeni tehditlerin ortaya c¢ikmasiyla beraber gilivenligin genislemesi ve
derinlesmesi de bir zorunluluk haline geldi. Ekonomi giivenligi, bilisim
giivenligi, bilgi giivenligi, birey giivenligi, dogal kaynaklarin giivenligi vs. gibi
birgok giivelik alani ortaya c¢ikti. Siber giivenlik ise aslinda tiim bu yeni
giivenlik alanlarmin kesisim noktasinda yer almaktadir. (Boyraz) Siradan bir
siber saldir1 birey ve bilgi giivenligini dogrudan etkileyebilmekteyken, kapsamli
bir siber saldir1 ekonomi ve ¢evre giivenligini, toplumsal hatta kiiresel giivenligi
dogrudan etkileyebilmektedir.

Kiiresellesme siirecinin ivme kazanmasina paralel olarak diinyada
hemen her alanda degisim ve doniisiimler yasanmaktadir. Bu alanlardan biriside
giivenliktir. Siber ortamda bilgilere ve bilisim sistemlerine yonelik k&tii niyetli
hareketlerin ve saldirilarin baslamasi ve bunlarin artarak devam etmesi ‘Siber
Giivenlik-Savunma’ kavramlarini, karsi tarafin bilgilerine ve bilgi sistemlerine
zarar verme veya olumsuz etkileme istek ve ihtiyaglar1 ise ‘Siber Saldiri-
Taarruz’ kavramlarini ortaya ¢ikarmustir. (Senol, 2016, s. 10) Bilgi ve iletisim
teknolojilerindeki gelismelerle siber ortamin sagladigi imkan ve kolayliklar
yasami her gecen giin kendisine daha bagimli hale getirirken, bu ortamin tehdit,
saldir;, cana ve mala zarar verme vb. amaglarla kullanilmasi sonucunda
kisilerin, toplumlarin ve iilkelerin ugradigi biiyiik zararlar giivenlik anlayiginda
biiyiik degisikliklere yol agmustir. (Senol, 2016, s. 11)

Bilgi iletisim teknolojileri konularinda c¢alismalar yiiriitmekte olan
Birlegsmis Milletler’in haberlesme, bilgi ve iletisim teknolojileri alanindaki
yetkili organ1 Uluslararas1 Telekomiinikasyon Birligi’dir. Ozel sektor ve kamu
kuruluslarina bilgi iletisim teknolojileri alaninda hizmetler sunmaktadir. Baglica
gorevleri arasinda uydu yoriingelerinin tahsisi konusunda uluslararasi igbirligini
saglamak, radyo spektrumunun kiiresel 6l¢ekte kullanimini diizenlemek, farkli
haberlesme sistemleri arasinda baglantilar saglanmasina izin veren diinya
standartlarint olusturmak gibi gorevleri bulunmaktadir. Tiim bunlarin yani sira,
siber gilivenligin saglanmas1 gibi giincel konularda da calismalar yapmaktadir.
Tirkiye’nin de dahil oldugu 191 devlet iiyesi ve 700’den fazla sektor
temsilcisini biinyesinde barimdirmaktadir. Diinyada siber gilivenlik konusunda
etkin rol oynayan 6nemli bir uluslararasi kurumdur. UTB tarafindan yapilan
tanimda siber giivenlik, ‘“siber uzayda, kullanicilar ve organizasyonlarin
varliklarin1 korumak amaci ile kullanilan politikalar, risk yonetimi yaklagimlari,
araglar, giivenlik kavramlari, giivenlik Onlemleri, uygulamalar, kurallar,
eylemler, egitimler ve teknolojilerin biitiinii” olarak ifade edilmistir. (Celiktas,
2016, s. 18-19) Baska bir tanimda ise siber gilivenlik, bir devletin kendisini ve
kurumlarini casusluk, tehdit, sabotaj, dolandiricilik ve sugtan koruyabilme,
hirsizligi ve diger yikici e-etkilesimleri ve e-iglemleri tanimlayabilme
kabiliyetini ifade eder. (Choucri, 2012, s. 39)

Siber gilivenlik, donanimm giivenligi, fiziksel giivenlik ve bilgi
giivenliginden olusmaktadir. internetin temel felsefe bilgi paylasimi oldugu igin
giivenlikte de en hassas olan bilgi giivenligi konusudur. Yapilan arastirmalar,
bilgi giivenligi olaylarinin %14 iiniin satis noktas1 ihlallerinden, %22’sinin siber
casusluktan ve %35’inin web saldirilarindan oldugunu gosterdi. (Habertobb, s.
15)

Siber giivenlik 1990’lardan bu yana ulusal giivenlik i¢in 6ne ¢ikmis bir
konudur. ki kutuplu uluslararas: sistemin yapisi etkisini kaybetmesi ile birlikte
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uluslararas1 giivenlik sadece askeri kokenli olmaktan ¢ikip ekonomiden
enerjiye, iklim degisiminden siber alana kadar yeni tehditler tartisilmaya
baslanmustir. (Bigakei, 2012, s. 206) Her devletin kendi icerisine bir takim siber
giivenlik Onlemleri vardir. Siber tehditler yasandik¢a devlet, kurum ve
bireylerin tedbirlerini artirma zorunlulugu dogmustur. Ozellikle bu konuda
devletler bazinda yasal diizenlemeler, tedbirler ve siber olaylara miidahale
birimleri kurulmaya baglanmistir. Kritik altyapilarin gliniimiizde tamamen bilgi
iletisim teknolojilerine bagiml hale gelmesi hem bireyler hem {ilkeler hem de
uluslararasi toplum agisindan hayati bir 6nem arz etmektedir. (Unver & Canbay,
2010) Bu konuda yapilan ¢aligmalar siber giivenlik ¢aligmalarinin ulusal strateji
ve politika gelistirilmesi, kurumsal yapilanmanin belirlenmesi, yasal ¢ergevenin
olusturulmasi, teknik tedbirlerin gelistirilmesi, ulusal koordinasyon ve
isbirliginin saglanmasi, farkindaligin artirilmasi, kapasitenin gelistirilmesi,
uluslar arast uyum ve isbirliginin saglanmast olarak sekiz O6nemli unsuru
oldugunu ortaya koymaktadir. (Unver & Canbay, 2010, s. 99)

Internet, fiziksel olarak sinirlandirilamayan ve ulusal sinirlari asan
yapisi sayesinde Uluslararasi iliskiler’in alanna girmektedir. (Ogiin & Kaya, s.
148) Siber diinyanin bircok 6zelligi de ¢agdas uluslararasi iligkiler teorisini,
politikasini ve uygulamasim yeniden sekillendirmektedir. (Choucri, 2012, s. 3)
Siber Uzay’da bir aktoriin faaliyetleri, diger aktdrlerin egemenligini, istikrarini
veya gilivenligini tehdit ettiginde, Siber Uzay uluslararasi iliskilerde kritik bir
alan haline gelmeye baslamigstir. (Choucri, 2012, s. 5) Yakin zamana kadar
Siber Uzay’a iliskin meseleler “low politics” bir mesele olarak ele alinirdi. Ama
artik Siber Uzay’in ulusal giivenlik ve alisilagelmis uluslararasi diizenin
bozulmasi agisindan potansiyel bir tehdit olusturan bir giivenlik agig1 kaynag:
oldugu anlasilmistir. (Choucri, 2012, s. 3) Onemli siber giivenlik olaylar1 siber
giivenligin ne kadar 6nemli bir mesele oldugu konusunda ikna edici bir rol
oynamig ve siber uzay ile ilgili sorunlarin gitgide “high politics” bir mesele
olarak ele alinmasini saglamigtir.

Siber tehditlerin boyutlarinin devletlerarasi krizlere yol acacak kadar
bliylimesi ve devletlerin siber alani bir hakimiyet unsuru olarak gdérmeye
baglamalar1 gibi durumlar siber alan1 daha ¢ok giivenliksizlestirmektedir. Siber
giivenligin uluslararas1 giivenlikle iligkili oldugunu g6z oniine alirsak, siber
giivenlik sorunun uluslararasi iligkilerdeki anarsiyi artiracagini da kabul
etmemiz gerekir.

Siber giivenlik konusunda siber suglara kars1 uluslararasi diizeydeki ilk
sozlesme Avrupa Konseyi tarafindan hazirlanan Siber Su¢ Soézlesmesi’dir.
Sozlesmeyi 39 Avrupa Konseyi liyesi, ABD, Kanada, Japonya ve Giiney Afrika
olmak {izere toplam 43 iilkenin imzaladig biliniyor. Tirkiye ise 10 kasim 2010
tarihinde Disisleri Bakanligi diizeyinde bu belgeyi imzaladi. (habertobb, s. 17)
Sozlesme, ulusal ceza hukukunu uyumlastirmayi, suglarin sorusturulmasi ve
kovusturulmasi1 i¢in ulusal ceza usul hukuku yetkisini gelistirmeyi ve
uluslararas: igbirligi i¢in etkili mekanizmalar kurmayi amacgliyor. (Choucri,
2012, s. 168) Fakat siber sug, siber giivenlik alanindaki mevcut giivenlik
eksikliginin yalnizca bir pargasidir. (Knake, 2010, s. 21) Siber giivenlik
kavraminin yeri ve 6neminin her gegen giin arttig1 diigiiniiliirse, diinya baris ve
giivenliginin saglanabilmesi i¢in uluslararasi hukuk kurallar1 igerisindeki
yerinin netlestirilmesi 6nemli bir meseledir. Biitiin bunlarin yaninda, Kiiresel
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capta Birlesmis Milletler tarafindan bu konuda kabul edilmis bir anlagma
olmadigindan, diinya ¢apinda az ve g¢ok iizerinde uzlasilan ve kabul edilen bir
siber giivenlik tanimi da yoktur. (Akyesilmen, 2016) Kiiresel capta iizerinde
anlagilan bir siber giivenlik tanimi olmadig1 icin uluslararasi siber giivenlik
siyaseti olusturmakta zordur. Uluslararasi siber giivenlik siyasetinin olmayisi
her devletin kendi basina buyruk bir siber giivenlik siyaseti olusturmasinda itici
bir rol oynamaktadir.

Zaman igerisinde, bilginin, ticaretin ve ekonomik sistemlerin internet ile
biitiinlesik hale gelmeleri ve siber alanda yasanan gelismelerin sistemlere
yetkisiz girige, bilgi hirsizligina ve hatta fiziksel zararlar vermeye kadar imkan
tanimasi siber alanda giivenligi biiyiik bir sorun haline doniistiirmiistiir. (Glingor
& Giiney, 2017, s. 138) Siber suglarin her yil diinya ekonomisine verdigi zarar
yaklagik 1 trilyon dolar civarindadir. (Knake, 2010, s. 5) Sadece bu zarar bile
g6z Oniine alindiginda uluslararasi alanda siber giivenlik konusunda atilacak
adimlarin ne kadar gerekli oldugu tahmin edilebilir.

Diinyanin gelecekte nerede olacagina iliskin bir ankette Foreign Policy
dergisi, siber alam1 "tek ve en biiylik gelismekte olan tehdit" olarak
nitelendirirken, Boston Globe gelecegin burada oldugunu iddia etmistir. (Singer
& Friedman, 2014, s. 3) ABD eski Bagkan1 Barack Obama ise "siber giivenlik
risklerinin 21. yiizyilin en ciddi ekonomik ve ulusal giivenlik zorluklarinin bir
kismint tegkil ettigini" beyan etmistir. (Singer & Friedman, 2014, s. 2)

I1. Siber Giivenlik Olaylar

Higbir zaman tam bir giivenlik yoktur, ¢ok diisiik bir ihtimalde olsa
giivenlik agiklar1 hep vardir. Siber gilivenlik icerisinde yonelik hem dogal hem
beseri olaylar vardir. Uzerinde durulan ise daha c¢ok beseri olaylardir. Siber
uzayda, giivenlik alanindaki miicadele farenin hep bir adim 6nde oldugu kedi-
fare miicadelesine benzetilmektedir. (Ozgoban, 2014, s. 87) Siber olaylar, siber
giivenligin ne kadar 6nemli bir mesele oldugu konusunda ikna edici bir rol
oynamustir. Siber giivenligi etkin bir sekilde saglamak icin, siber olaylar1 ve
cogunlukla da siber tehditleri anlamak gerekir. Siber giivenlik alaninda suan
icin énemli bir tarihsel birikim ve gelisim yoktur. Fakat siber meselelerin sebep
oldugu siber giivenlik algisinin gelisimi s6z konusudur.

Siber giivenlik konusu ile iliskili dnemli siber olaylara bakacak olursak
eger;

Haberlesmenin/Bilginin Gizliligi ve Sifreleme Uzerine: Sifrelemedeki
temel mantik bilgi ve iletisimin giivenligini saglamak olmustur. Bu amagla tarih
icerisinde bir takim girisimler ortaya koyulmustur. Bilinen ilk sistematik
sifreleme yontemi olan Sezar sifresi, Antik Romalilar tarafindan M.O. 1. yy.’da
kullanilmigtir. Bu yontemde temel fikir kullanilan yazisma dilindeki harflerin
baska harflerle degistirilmesi olmustur. Sezar sifresinin ardindan 7. yy.’da El
Kindi tarafindan bir sifre kirma yontemi gelistirilmistir. El Kindi bu teknigi
Risalah fi Istikhraj al-Mu’amma (sifrelenmis mesajlar1 kirma) kitabinda ortaya
koymustur. (Siber Giivenlik Olaylar1)

15.yy’da Leon Battista Alberti tarafindan siklik analizine dayali
yontemin gelistirilmesi ile Cok Alfabeli Sifreleme yontemi ortaya koyulmustur.
Leon Battista Alberti’nin bu teknigi ortaya koymasi bat1 kriptografisinin babas1
olarak anilmasina sebep olmustur. Giovan Battista Bellaso tarafindan 16. yy’da
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yilinda “La cifra del. Sig. Giovan Battista Bellaso” adli kitabinda Vigenére
Sifrelemesi yontemi ortaya koyulmustur. Bilinen ilk anahtara dayali sifreleme
yontemi olmustur. Bu yontem temelde olarak Sezar sifrelemesi ya da cok
alfabeli  sifrelemeye benzemektedir. Fakat farkliik olarak kolaylikla
degistirilebilen bir anahtar ifadenin kullanilmasina olanak tammustir. ilk
kullanilan anahtarlar ise genelde her iki tarafin bildigi, kisa kelimeler ya da
ifadelerden olugmustur. (Siber Giivenlik Olaylar1)

Friedrich Kasiski, Edgar Allan Po ve Charles Babbage gibi
aragtirmacilar, ¢ok alfabeli kripto sistemlerin kirilmasi {izerine 19.yy’da
sistematik yaklagimlar1 ortaya koymuslardir. Auguste Kerckhoffs ise askeri
sifreleme iizerine 19.yy’da iki makale yazmistir. Makalelerinde, gizli anahtar
kullanimina dayali sifreleme yonteminin en temel ilkelerini ortaya koymustur.
Makaleye gore kullanilan bir kripto sisteminde gizlilik, sifreleme
mekanizmasinin veya algoritmanin gizliligine dayandirilmamistir Tam aksine,
gizlilik anahtarin gizliligine dayandirilmigtir. Kripto sistemi diisman eline
gecmesi durumunda tiim sistemin giivenligi ortadan kalkacagi i¢in gilivenlik bir
anahtarin gizliligine dayandirilmistir. Bir anahtarin gizliligi ortadan kalkarsa,
yenisi ile tekrardan kripto islemi yapilabilmesini esas almigtir. (Siber Giivenlik
Olaylar1)

Birinci Diinya Savasi sirasinda Ingiliz deniz kuvvetlerinin kurmus
oldugu Room 40 kod adli birim Almanlarin mesaj sifreleme tekniklerinin
kirilmasi i¢in bilinen ilk resmi sifre kirma birimi olmustur. Bu birimin
calismalar Ingiliz ve Alman donanmalar1 arasindaki deniz savaslarinda oldukga
etkin olmustur. (Siber Giivenlik Olaylar)

Gilbert Vernam 1917 yilinda gelistirilen bir tele-yazici agik metni
onceden belirlenen bir anahtar kullanarak sifreleyebilmistir. Sifre makinesi
olarak bilinen bu tasarim elektromekanik sistemlerin gelistirilip ve tek
kullanimlik sifrelerin ortaya ¢ikmasina yol agmistir. Bu sifrelerin kirtlmasi pek
miimkiin degildir. (Siber Giivenlik Olaylar)

Marian Rejewski 1932 yilinda istatistiksel kripto kirma yontemlerini
kullanarak Alman ordusuna ait Enigma sistemini kirmay1 basarmistir. Bu olay
kriptolojinin 1000 yillik en biiylik olay1r olarak nitelendirilmistir. (Siber
Giivenlik Olaylar1)

Ikinci Diinya Savasi’min ardindan sifreleme, tamamen anahtar
kullanimina dayali olarak gelistirilmis ve ge¢misteki diger yontemler terk
edilmistir. (Siber Giivenlik Olaylar1)

1949 yilinda Claude Shannon “Kriptografinin bir matematiksel kuram1”
adli  makalesinde sifre  kirilabilirligi ve  mikemmel sifrelemeyi
matematiksel/kavramsal olarak tanimlamistir.Bu olay ¢ogunluk tarafindan
kriptografinin, sanattan bilime gecisi olarak tamimlanmistir. (Siber Giivenlik
Olaylar1)

1975 yilinda IBM’deki bir grup Amerikan Ulusal Standartlar
Biirosu’nun daveti iizerine, gizli anahtar sifrelemesine dayali bir yaklagim olan
DES’i (Data Encryption Standard) yayimlanmistir. DES bir ulusal kurum
tarafindan kamuya ilan edilen ilk sifreleme standardi olmustur. 2001 yilinda ise
DES standardi, AES (Advanced Encryption Standard) standardi ile
degistirilmistir. Bunun temel nedeni ise DES’in 56 bitlik anahtarinin makul
stirelerde kirilabilmis olmasi olmustur. Elektronic Frontier Vakfi’na iiye bir



Medeniyet Arastirmalari Dergisi, Cilt: 2 Sayi: 3 Yil: 2015
Journal of Civilization Studies, Volume: 2 Issue: 3 Year: 2015 31

grup 1997 yilinda 56 saatte DES sifresini kirmay1 basarmistir (Siber Giivenlik
Olaylar)

1976 yilinda Martin Hellman ve Whitfield Diffie tarafindan
“Kriptografide Yeni Yonler” adli makale ortaya koyulmustur. Bu makale kripto
sistemlerinin ¢aligmasin1  kokten degistirmistir. Kriptografi’de en temel
sorunlarindan biri olan anahtar dagitimi sorununu, anahtar degisimi yontemiyle
coziime kavusturulmustur. Bu gelisme, asimetrik sifreleme algoritmalarinin
gelistirilmesinde 6nemli rol oynamstir. (Siber Giivenlik Olaylar)

Siber Teknoloji Kullanilarak Gergeklestirilen Ilk Siber Saldirt (1982):
Tarihte siber teknolojinin verdigi imkanlar ¢ergevesinde gergeklestirilen ve ilk
siber saldirt oldugu diisiiniilen saldir1 1982 yilinda Sibirya’da yasanan patlama
olmustur. Saldiri, Sibirya dogal gaz boru hattinda patlamaya sebep olmustur.
Sovyetler Birligi ve ABD arasinda casusluk faaliyetlerinin yiiriitiildiigii Soguk
Savas doneminde meydana gelmistir. 1982 yilinda Rusya Kanada’da bir
sirketten dogal gaz boru hatlarmi kontrol etmek i¢in kullanilan bir yazilimi
calmistir. Ruslarin Kanada’dan gizlice caldik zannettikleri aslinda CIA tuzagi
ile tuzaklanmig viriislii bir yazilim olmustur. Amerikalilar, yazilim igerisine
Truva at1 virlisii yiiklemistir. Amerikalilar, Ruslarmm yazilimi ¢almaya
basladiklarin1 fark etmistir. Fakat operasyona engel olmak yerine yazilimin
icine viriis yerlestirmeyi tercih etmistir. Ruslarin ¢almis oldugu yazilim bir siire
sonra bozulmustur. Viriis boru hatlarindaki akisi anormal seviyelere ¢ikartarak
borunun patlamasina sebep olmustur. (Kara, 2013, s. 40)

Ilk Bilgisayar Solucani (1988): 1988 yilinda tiim diinyada Internete
bagh bilgisayar sayisi yalmiza 60.000 civarinda olmustur. 2 Kasim 1988
tarihinde bu bilgisayarlarin ¢ogu aniden yavaslamaya baglamistir. (Siber
Giivenlik Olaylar1)) Morris solucani diinyanin siber altyapisini etkileyen ilk
solucan olmustur. Biiyiikk oranda ABD'deki bilgisayarlarda goriilmiistiir.
Solucan, UNIX sisteminin Noun 1'deki zayif noktalar1 kullanmis ve kendini
diizenli olarak cogaltmistir. Solucan, bilgisayarlar1 kullanilamaz hale gelene
kadar yavaslatmustir. Solucan, Internet'in ne kadar biiyiik oldugunu &lgmeye
calisan Cornell Universitesi &grencisi Robert Tapan Morris tarafindan
olusturulmustur. Robert Tapan Morris aym1 zamanda ABD'de bilgisayar
dolandiriciligr ve istismar eylemiyle mahkum edilen ilk kisi olmustur. (NATO
Review Magazine).

Korfez Savagi’nda Siber Operasyon (1990): Korfez savasi sirasinda
ABD Ordusu Istihbarat Birimi, telsiz frekansi tespit donanimlar ile yiiklii olan
helikopterleri Irak simirmin gilivenli kismindaki bazi stratejik noktalara
gondermistir. Birim bu yontemle Irak ordusunun iletisim sistemleri iizerinde
calismuis ve telsiz frekans sistemlerini tespit etmistir. Operasyon basladigi andan
itibaren Irak iletisim sistemi gizlici dinlenmistir. Hatta sadece dinlemek ile de
kalmay1p, bir miiddet sonra iletisime ge¢mislerdir. Irak ordusu kendi birimlerine
telsiz ile talimat veremeyecegini anladiktan sonra yedek frekans listesi
iizerinden iletisime gegmeye ¢aligmistir. Ancak Amerikan ordu helikopterlerinin
icerisindeki donanimlar, yeni frekanslari da tespit etmistir. Bunun iizerine Irak
ordusu birlikleriyle telsiz iletisimi yapmaktan vazge¢mis ve gomiilii telefon
hatlarin1 kullanmaya ¢alismustir. Ordu istihbaratina tiim bilgiler eski temel seri
telefon hatlarindan herhangi birine sifreli vericiler ile girip gonderilmeye
caligilmistir. Ancak Amerikan ordusu, telsiz iletisimini kesmekte kullandigi
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yontemi tekrar kullanmistir. Son ¢are olarak, Irakli subaylar talimatlar1 yazarak
gondermeye c¢alismigtir. En ufak bir talimat bile arazideki Irakli subaylara
kamyonlarla gonderilip, cevaplari kamyonlarla alinmaya calisilmistir. Birlikte
hareket edilmesi ve talimatlarin birden fazla birime bu sekilde gidip gelmesi
oldukga zorlagmistir. Ayrica talimatlar1 tagsiyan kamyonlarin Amerikan ordusu
tarafindan hedef alinmasi, Irakli soforlerin mesaj tasimayi reddetmesine sebep
olmustur. Iletisimin ele gegirilmesi ile beraber Irak komuta kontrol sistemi
tamamen yikilmistir. Korfez Savasi, savaglarin geleneksel yontemler yerine,
siber ortam yetenekleri ile yiiriitiilebilecegini, ordunun kalabalik olmasinin
cokta dnemli olmadigini gostermistir. Savasta siber giivenligin saglanmasinin
onemli oldugunu, savasta siber ortamin kaybedilmesi durumunda savasin
seyrinin degisebilecegi ihtimalini gosteren, bir savastaki ilk ornek olay
olmustur. (Kara, 2013, s. 41-42)

Truva Atlart ile Ik Saldir (1994): 1994 yilinda kimligi belirlenemeyen
siber saldirganlar Amerikan Hava Kuvvetleri’nin arastirma ve ana komuta iissii
olan Rome iissiine yiizlerce izinsiz sizma gerceklestirmislerdir. Truva atlarini
kullanarak {issiin agina siirlandirilmamis bir sekilde erismisler ve izlerini de
yok etmeyi basarmiglardir. Siber saldirganlar pek ¢ok gizli bilgiye erismislerdir.
Bununla birlikte uzaktan erisim ile diger kritik kurum veya firmalara Rome
iissiinden baglanan giivenilir bir taraf gibi davranarak erismeyi basarmislardir.
(Siber Giivenlik Olaylar1)

Bilgi Savasimin Ilk Defa Internet Ortamina Yansimas: (1994): Rus
askerleri Rusya’nin toprak biitiinliiglinii saglamak ve anayasay1r uygulamak
amact ile Aralik 1994 tarihinde Cecenistan’in baskenti olan Grozni’ye
girmislerdir. Agir silahlarla donatilmis olan Rus askerleri Cegen direnisinin kisa
siirecegi diislinmiistiir. Fakat Ruslarin beklentileri ile sahadaki gergekler
uyusmamustir. Soguk Savas’in ardindan silahli catisma, ilk defa internet
ortamina yansimistir. Bagta internet olmak {izere biitiin medya imkanlarini
kullanan Cegenler, bilgi savasinin (information war) ilk Orneklerini ortaya
koymustur. Cegenlerin internete yiikledikleri 6lii Rus askerlerin resimlerini
goren anneler, ¢ocuklarmi kurtarmak i¢in harekete ge¢mislerdir. (Bigake,
2012, s. 209) internetin savas alaninda kullamldig1 ilk &rnegini teskil eden bu
olaydan sonra uluslararasi sistemin aktorleri internet merkezli muhtemel
saldirilara kars1 hazirlik yapmaya baglamistir. (Aydin (ed.), 2013, s. 30)

Red Hack Grubu’nun Ortaya Cikisi (1997): Grup, 1997 yilinda belirli
bir tiiziik ile kuulmustur. 12 kisilik ¢ekirdek kadrodan olugmaktadir. Cekirdek
kadro haricinde militanlar1 da mevcuttur. Grup kendisini sosyalizme inanan
bilisim alanindaki is¢iler olarak nitelendirmektedir. Cekirdek kadro haricinde
birbirlerini tanimamaktadirlar ve belli giivenlik 6nlemleri ger¢evesinde iletisim
kurmaktadirlar. Grup, interneti sadece bir ara¢ olarak goriip, protestolarimi
sosyal medya tizerinden yapmaktadir. Tirkiye’yi ve diinyay: ilgilendiren bir
cok faaliyette bulunarak, siber diinyada neler yapilabilecegini gostermistir. 2005
yilinda sistemi hackleyerek Istanbul’daki biitiin trafik cezalarini silmistir. 2007
yilinda MOBESE sistemine hackleyerek desifre etmistir. 2008 yilinda
Tiirkiye’deki biitiin valilikler ait siteleri hackleyerek, Sivas Katliamu ile ilgili
yazilar yazmigtir. 2012°de Emniyetin %95’ini hackleyip, ¢cok sayida i¢ yazigma
ve ihbar1 ortaya dokmiistiir. (Kara, 2013, s. 21)
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Ay Isig1 Labirenti Operasyonu (1998).: Diinya kamuoyunda moonlight
moze operasyonu olarak bilinen operasyonda ABD’nin Enerji Bakanligi, NASA
Pentagon ve iiniversitelere ait aragtirma ve gelistirme sirlari, askeri donanim
tasarimlari, askeri yapilandirmalar1 ve askeri tesislerin haritalar1 gibi birgok gizli
bilgi ¢alinmigtir. Bilgilerin, Rus hackerlar tarafindan ¢alindig1 diisiiniilmesine
karsin Rusya konu ile baglantisinin olmadigini belirtmistir. (Kara, 2013, s. 42-
43) Ne bulursam kardir diisiincesi ile internet {izerinden sizlamalar yapan
hackerlarin  degeri milyon dolarlar edebilecek devlet sirlarina bile
ulasabilecegini gdstermis dnemli bir olaydir.

NATO’ya Yénelik Ilk Siber Saldirilar (1999): NATO Genel Sekreteri
Javier Solana’nin emirleri dogrultusunda Kosova’da bulunan Sirp hedeflerinin
bombalanmaya baglamasi ile birlikte iiye ilkelerin askeri haberlesme
sistemlerine ve NATO karargahina yonelik siber saldirilar yapilmistir.
(Bigaket, 2012, s. 210) Sirplarin ait Kara El (Black Hand) grubu ingiltere, ABD
ve NATO askeri haberlesme sistemlerine yonelik siber saldirilar yapmistir.

Israil-Hizbullah Olayr (2000): Israil askerlerinin Hizbullah tarafindan
kacirilmasimin ardindan Israil, Hamas ve Hizbullah sitelerine yogun bir saldiri
baslatmis, buna karsilik olarak Filistin taraftar1 hackerlar da Israil hiikiimetine
ait sitelere saldirilar gergeklestirmislerdir. Karsilikli miinakasa sonucu gruplar
bircok siteyi ¢okertmiglerdir. Ardindan Pakistan’daki Hackerz Club adinda bir
hacker grubu da olaya dahil olmus ve ABD’de konuslu israil taraftar1 bir lobi
olan AIPAC’1n sitesine girerek énemli olan iletisim ve kredi kart1 bilgilerini ele
gecirip ardindan yaymlamistir. Bu olay, yerel bir siber anlagsmazligin ¢ok kisa
bir zamanda uluslararas1 hale gelebilecegini gostermesi agisindan 6nemli bir
ornek olmustur. (Kaya, 2012, s. 52-53)

Avustralya Atk Sistemi Olayr (2000): Yazilim gelistirme sirketinde
calisan Avustralyali bir hacker isinden ayrilmasindan bir siire sonra Avustralya
Queensland’da bulunan atik isleme tesislerinin kontrol sistemine sizmis ve
264.000 galon islenmemis atig1 yakindaki park ve nehirlere yonlendirmistir.
(Kaya, 2012, s. 54) Bu olay ise g¢evre temizligindeki giivenligin bile siber
giivenlikle iligkili oldugunu gostermek agisindan 6nemli bir 6rnek vaka
olmustur.

Hainan Adast Olayr (2001): ABD casus ugagmin Giiney Cin Denizi
iizerinde bir Cin ugag ile carpismasi sonucu Cin ucagl diigmiistiir. Hasar alan
ABD ugagi ise Hainan Adasi’na inmek zorunda kalmistir. Bunun iizerine ABD
hiikiimetine karsi yaklasik 80.000 Cinli siber saldirgan tarafindan “ABD
saldirganligina karsi kendini savunma harekati” baslatilmistir. Daha sonra bu
olay The New York Times gazetesi tarafindan Birinci Internet Savasi (World
Wide Web War 1) olarak nitelendirmistir. (Celiktas, 2016, s. 53-54)

Code Red Solucani’min Ortaya Cikist (2001): Temmuz 2001 tarihinde
ortaya ¢ikan bu solucan, aym 1 — 19 arasinda kendisini ¢ogaltacak, 20 — 27
arasinda belirli bir siteye hizmet dist birakma saldirisi gergeklestirecek ve
27’sinden ay sonuna kadar da bilgisayarda sessiz bir sekilde uyumaya
programlanmustir. Yaklasik 300.000 bilgisayar1 etkileyen bu solucan, ABD’de
Microsoft’'un IIS Web sunucularinda bulunan bir giivenlik ag¢igindan
faydalanmustir. Ilk tiirleri Beyaz Saray’1 belirli tarihlerde hizmet dis1 birakacak
sekilde saldir1 diizenlemeye programlanmistir. Beyaz Saray’m sistemi bu
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saldirilardan korunmustur ancak sitelerin hizmet verilemez hale gelmesinin
Oniine gecilememistir. (Kaya, 2012, s. 54-55)

Titan Rain Olayr (2002): 2002 yilinda Cinliler tarafindan ABD
Savunma Bakanligi’na kars1 baslatilan siber casusluk vakalarma verilen gayri
resmi isimdir. Cinliler’in bu saldirilar sonucunda NIPRNet sunucularindan 10 —
20 terabayt veriyi elde ettigi tahmin edilmektedir. Bu olay sonrasi buna benzer
olaylar Titan Rain ismi ile anilmaya devem etmistir. (Kaya, 2012, s. 55)

En Biiyiik Askeri Bilgisayar Saldwisi (2002): Gary McKinnon, en
biiyilk askeri bilgisayar saldiris1 diizenleyen bir bilgisayar korsamdir.
NASA’nin ve ABD’nin silahli kuvvetlerinin bilgisayarlarina erismistir. (Kara,
2013, s. 12) Amerikalilar bilgisayarlara 800.000$ degerinde zarar verdigini
iddia ediyorlar. Ingiltere’de yasayan McKinnon, ABD’ye teslim edilmemek icin
miicadele etmistir. 2008’de McKinnon’a bir tiir otistik asperger sendromu
teshisi konmustur. (Gary McKinnon, 2012)

Siber Ortamin Psikolojik Harpte Kullamlmasi (2003): 2003 yilinda
ABD’nin Irak’1 isgali Oncesinde Irak Savunma Bakanligi e-posta sistemi
hacklenmis ve binlerce Irak subaymna hi¢ savasa girmeden teslim olmalari
yoniinde bir ¢agr1 yapilmistir. Cagri amacina ulasmistir. ABD, Irak ordusunu
konvansiyonel saldir1 6ncesinde bunu yapmistir. Hackerlarin Irak savunmasinin
gizli agma girerek gondermis oldugu mesaj, subaylar1 psikolojik olarak
¢okmesine sebep olmustur. Eski usul kagit brogiir atma yonteminin artik bagka
bir yone evrildigini gostermistir. (Kara, 2013, s. 45) Bu olay psikolojik
propagandanin siber uzayda da yapilabildigini gostermistir.

Anonymous Grubu nun Ortaya Cikisi (2003): Bagimsiz bir grup insanin
2003 yilinda internet iizerinden birlesmesi ile olugmustur. Hactivist bir gruptur.
Diinyanin her yerinden iiyesi bulunmaktadir ve grubun {iyeleri birbirini
tanimamaktadir. Herkes Anonymous’a destek verebilir ve tiyesi olabilir.
Anonymous grubu, liderlige ya da hiyerarsik bir diizene karsidir. Anonymous,
internet Ozgiirliigiinii savunmaktadir. Grup, adin ilk kez Sony operasyonu ile
duyurmustur. Amerikan ordusuna hizmet veren Lockheed Martin sirketinin
enformasyon agina saldir1 diizenlemistir. Grup, 8 Aralik 2010°da MasterCard ve
Visa’m sitelerini ¢okertmistir. 2011°de irlanda’daki yerel segimlerinde bir
partinin web sitesini ele gecirerek, siteye mesaj birakmistir. Arap Bahari’na
destek veren anonymous grubu, Tunus’ta yasanan devrim sirasinda Tunus’lu
hackerlar ile birlikte devlet ait sekiz web sitesini ¢okertmistir. (Kara, 2013, s.
19)

NASA’ya Saldiri (2006): NASA uzay mekigini firlatmadan once
sisteme girildigi korkusu ile eklentili e-postalar1 engellemistir. En son uzay
aracinin planlarmin ise bilinmeyen yabancilar tarafindan elde edildigini
bildirmistir. (NATO Review Magazine)

Shady RAT Saldirilart (2006-2011): 11k kez 2011 yilinda McAfee adli
antiviriis sirketi tarafindan hazirlanan bir rapor ile varligi 6grenilmistir. 2006 ile
2011 yillann arasinda yapilmis olan Shady RAT (Uzaktan Yonetim Araci-
Remote Administration Tool) saldirilari, APT tiiriindeki casusluk eylemleri
olmustur. Bu saldirilar ile 70’in iizerinde kurum, kurulus ve sirket hedef
alinmigtir. Uluslararasi piyasalarda rekabet agisindan sirket sirlari, stratejileri,
planlart ve ekonomik basarilarinin vs. meselelerin son derece onemli oldugu
gbz Oniine alinirsa, boyle bir eylemin sonuglarinin diinya piyasasi iizerinde
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oldukca etkili olacagi asikdrdir. Shady RAT saldirilart siiresi ve etki capi
bakimindan, su ana kadar yapilmis en genis ¢apli siber saldirt tiiriidiir. (Celiktas,
2016, s. 58)

En Kapsamli Siber Bilgi-Banka Soygunu (2007): Amerika’da ev
esyalart sirketi olan TJX firmasi, bir sizma saldirisinin kurbani oldugunu
aciklamistir. Siber saldirganlar tarafindan sirketin {iriin iade bilgisi, banka karti
ve kredi kart1 bilgilerinin saklandigi sisteme erisilmistir. 46 milyon civarinda
miisteriye ait kritik bilgi, siber saldirganlar tarafindan ele gegirilmistir. (Siber
Giivenlik Olaylar1)

Israil’in Orchard Operasyonu (2007): Israil, Orchard operasyonunda F-
15 ve F-16 ucaklar ile Suriye’nin son teknoloji hava savunma sistemlerine
yakalanmadan, Suriye igerisinde bulunana Suriye ve Kuzey Kore’nin ortak
niikleer tesisini bombalamustir. israil’in Suriye’deki Rus yapinm hava savunma
sistemlerini ele gegirmesi sonucu boyle bir durum ortaya c¢iktigi
diisiiniilmektedir. Bu olay son teknoloji ile iiretilmis olan ve ¢ok yiiksek
giivenlilik sagladig1 diisiiniilen savunma sistemlerinin bile siber saldirilar
sonucunda nasil calisgamaz duruma getirilebildiginin bir kaniti olmustur.
(Celiktas, 2016, s. 55)

Estonya Hiikiimet Agina Saldwi (2007): Estonya’da bulunan bronz bir
asker heykelinden olusan bir savas anitin1 kaldirilmasi konusunda Estonya’nin
Rusya ile olan miinakasas1 {izerine Estonya yabanci saldirganlar tarafindan
ulusal bilgi sistemleri, internet hizmet saglayicilar1 ve bankalara yonelik genis
katilimlt ve koordineli DDoS (Distrubuted Denial of Service) saldirilari,
devlete ait bazi web sayfalarmin ele gegirilmesi ve spam (yigin e-posta)
saldirilart ile kars1 karsiya kalmistir. Estonya’nin hiikiimet ag1 servis durdurma
saldiris1 ile engellenerek bazi servisler giinlerce ¢alismamistir. Estonya bu olay
sonrast Avrupa Birligi icerisinde siber giivenlik stratejisini belirleyerek
savunmasini gelistirmeye ¢alisan ilk tilke olmustur. Estonya olayi, siber uzayin,
politik amaglar ugruna kullanilmaya baglandiginin ve bu ortami artik devletlerin
rekabet alani olarak gordiiklerinin bir miladi olmustur. (Cakmak & Demir,
2009, s. 122) Bu saldir1 uluslararasi iliskilerde de siber giivenlik anlaminda bir
kirilma noktasi olmustur. Ciinkii siber savas senaryolarinin sadece birer komplo
teorisi olmadig1 anlasilnistir. Bunun iizerine NATO basta olmak iizere AGIT ve
BM gibi birgok kurum siber uzay: da dikkate alarak giivenlik politikalarini
revize etmeye baslamistir. (STM, 2016, s. 4)

ABD Savunma Bakanligi’'min e-posta Hesaplarina Saldirisi (2007):
Kimligi tespit edilemeyen yabanci bilgisayar korsanlar1 tarafindan Pentagon’un
agmma sizmak amaci ile ABD Savunma Bakanligi’nin gizli olmayan e-posta
hesabi yapilan bir dizi saldir1 sonunda kirilmigtir. (Siber Giivenlik Olaylar1)

Cin’de Casus Yazilimlar (2007): Cin Devlet Giivenlik Bakanligi,
%25’inin Tayvan’dan, %42’sinin ABD’den oldugunu iddia ettigi yabanci
hackerlarin Cin'in 6nemli alanlarindan bilgi ¢aldiklarini soylemistir. 2006’da
Cin Havacilik ve Uzay Bilimi ve Endiistri Kurumu (CASIC) internet agi
incelendigi zaman, gizli bolimlerin ve kurumsal liderlerin bilgisayarlarinda
casus yazilimlar bulunmustur. (NATO Review Magazine)

Giircistan Bilgisayar Agi’na Saldwi (2008): Rusya ile Giircistan
arasinda olan anlagsmazlik sirasinda yabanci korsanlar tarafindan Giircistan’in
bilgisayar agma sizilmig ve hiikiimet web sunumcularma Graffiti resmi
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koyulmustur. Rusya, geleneksel savas yontemleri ile es zamanli olarak siber
saldirilart da baglatmigtir. Rusya tarafinda olan hackerlar Giircistan’da trafigi
destekleyen tiim yonlendiricileri ele gecirmistir. Somut bir zarar1 olmayan bu
olay Giircistan hiikiimeti tizerinde politik baski olusturmustur. Siber saldirilarin
gerceklestirildigi siteler incelendiginde bunlarin ABD’den ¢alian kredi kartlari
ile Tiirkiye ve Rusya’da agilan siteler oldugu belirlenmistir. Giircistan’a yonelik
siber saldirilarin siber giivenlik agisindan ortaya koydugu en 6nemli sonug
bunun gercek bir hibrit savas niteliginde olmasi olmustur. (Bigakci, 2012, s.
219)

Kuantum Kriptografi (2008): 12 Avrupa tilkesinin igbirligi ile diinyanin
ilk quantum kriptografi kullanan ticari iletisim ag1 2008 yilinda kullanima
acilmustir. (Siber Giivenlik Olaylar1)

Israil Internet Alt Yapisina Saldirt (2009): Israil, Gazze seridine Ocak
2009 tarihinde askeri saldir1 yapmistir. Bunun paralelinde de Israil’in internet
alt yapisina siber saldirt yapilmigtir. Yaklasik olarak 5 milyon bilgisayarda
calisgan hiikiimet web sitelerine karst yapilmigtir. Hizbullah veya Hamas
tarafindan finanse edilen Sovyet su¢ drgiitlerinin yaptigina inanilmigtir. (NATO
Review Magazine)

Aaron H. Swartz’'in Bilgi Korsanligi (2009): Amerikan federal
mahkemelerine ait PACER veritabaninda bulunan yaklasik olarak 18 milyon
belge Aaron H. Swartz tarafindan 2009 yilinda indirilip, para karsilig1 satilip,
internette  yaymlanugtir. Ardindan 2011 yilinda, MIT Universitesinin
bilgisayarlarin1 kullanarak, ¢evrimi¢i olarak akademik dergileri arsivlemede
kullanilan bir sistem olan JSTOR (Journal Storage)’dan 4 milyona civar1 belge,
makale ve kitabi bilgisayarina indirilip, internet lizerinden paylasilmistir. Aaron
H. Swartz , yasadis1 dosya indirme ve bilgi korsanlig1 su¢larindan yargilanmis
ve 35 yil hapis cezasina carptirilmasi beklenirken 2013 yilinda kendini asmistir.
(Kara, 2013, s. 18)

Cin’deki Arama Makinesi Badiu’ya Saldiri (2010): iran Siber Ordusu
olarak adlandirilan bir grup, Cin’in arama makinesi olan Badiu’nun servisini
bozmustur. Kullanicilar Iran’in politik mesajimi iceren baska bir servise
yonlendirilmistir. Aym1 grup daha sonra benzer bir mesajla Twitter'a da
saldirmistir.

Wikileaks Belgeleri (2010): Wikileaks kendisini kar amac1 glitmeyen bir
medya kurulusu olarak tanimlamakta, asil amacinin 6nemli bilgi ve haberleri
kamuoyuna iletmek oldugunu belirtmektedir. Wikileaks’in ABD basta olmak
iizere, devletlerin gizli politikalarini diinya kamuoyu ile paylastig1 goriilmiistiir.
(Karakuzu, 2015, s. 78) ABD’nin kidemli bir eri olan Bradley Manning, ordu
veri tabanindan indirdigi goriintiileri ve dokiimanlari, 1966-2010 yillar1 arasinda
ABD Dis isleri Bakanhigi’min yapmis oldugu gizli yazismalari, Kasim 2010
tarihinde Wikileaks sitesine sizdirmistir. ABD Biiylikelgilikleri tarafindan
gonderilen yaklagik 250.000 gizli diplomatik belge internet sitesi {izerinden
yayimlanmistir. (Karakuzu, 2015, s. 77) Ardindan Julian Assange ve kurucusu
oldugu Wikileaks sitesi hakkinda sansiire karar verilmistir. Internetin
Ozgiirligini savunan hacker grubu Anonymous ise sansiire karsi tepki ortaya
koymustur. Yayilanan goriintiiler icerisinde en ¢ok dikkat ¢eken ise Cenevre
Sozlesmesi'ne gore sivil hedeflerin bombalanamayacagi kuralimi ihlal eden
goriintiilerin yer almasi olmustur. (Kara, 2013, s. 17)
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Stuxnet  Viriisii’'niin ~ Fark edilmesi (2010): Iran’m niikleer
santrifiijlerinin beste biri Stuxnet adiyla bilinen bilgisayar kurdu tarafindan
saldirtya ugramustir. Uranyum zenginlestirmede kullanilan santrifiijler son
derece hizli donen makinelerdir. Viriisiin amaci, santrefiijlerin kontroliinde
kullanilan Programlanabilir Mantik Denetleyicisi (PLC-Programmable Logic
Controller) kontrol devrelerini hedef alarak kontrolil ele gecirmekti. Kontrolor
yazilimi bozulmaya baglayinca hizla donen makinelerin donme hizi kontrolden
cikip, makineler pargalanmaya baslamistir. Stuxnet, endiistriyel PLC’leri
bozacak komutlar {iretiyor ve PLC’lerin sanki normal operasyon yapiyormus
gibi geri bildirim vermelerini saglayarak bozulma siirecini saklayabilmistir. Bu
nedenle verilen zarar uzun zaman sonra anlagilabilmistir. iran’a yapilan bu
saldirinin arkasinda Israil ve Amerika oldugu kanaati olmasina karsin kamuya
kars1 taraflarca bir agiklama yapilmamistir. Haziran 2010'da varligi fark edilen
viriis Iran'daki Natanz ve Busehr sehirlerinde bulunan niikleer tesisleri
etkilemistir. (Bigakci, 2012, s. 218) Barajlar, sanayi birimleri ve enerji
santralleri gibi altyap1 tesislerinin sistemlerini hedef alan ilk kotii amagli yazilim
olan Stuxnet virlisii iilke genelinde yaklagik 30 bin sanayi bilgisayarini
etkilemistir. (Ozcoban, 2014, s. 57) Siemens endiistriyel kontrol sistemlerine
miidahale etmek i¢in tasarlanmis karmasik bir kotii amaglt yazilim pargasi olan
Stuxnet Iran, Endonezya ve baska yerlerde kesfedimis ve Iran'in niikleer
programina yonelik bir hiikiimet siber silahi oldugu yoniinde spekiilasyonlara
yol agcmustir. (NATO Review Magazine) New York Times haberine gore
Stuxnet, fran'da 5000 adet santrifiin 1000 tanesini devreden ¢ikarmistir ve fran
niikleer programint 1,5 ila 2 yil ertelemistir. Bu saldiri, Bush hiikiimeti
tarafindan baslatilan ve “Olimpiyat Oyunlar” kod adi verilen siber saldirilarin
Obama hiikiimeti sirasinda hizlanan devami niteliginde olmustur. (Obama Order
Sped Up Wave of Cyberattacks Against Iran, 2012)

Duqu Viriisii’'niin Ortaya Crkisi (2011): Duqu viriisii, Stuxnet viriisiine
benzemektedir. Bu viriisiin Stuxnet viriisiiniin yazarlar1 tarafindan yazilmig
olabilecegi veya Stuxnet viriistiniin kaynak kodunu bir sekilde inceleme imkani
bulanlar tarafindan yazilabilecegi diisiiniilmektedir. iki viriisiin ortak ozelligi
hedeflerinde endiistriyel kontrol sistemleri olmasidir. Duqu viriisii Stuxnet
virlistinden farkli olarak SCADA sistemleri ile ilgili kritik bilgileri toplamak
icin tasarlanmistir. Otuzaltt giin sonra virlis eristigi sistemden kendisini
silmektedir. Duqu viriisii saldir1 yapacaginiz sistemin zayif ve gii¢lii yonlerini
ele gecirmek icin SCADA sistemleri ile ilgili kritik bilgilerin tespiti
yapmaktadir. Bu tespit ise Stuxnet benzeri saldir1 silahlarinin isini ve
olusumunu kolaylastirmaktadir. Bu sebeple, Duqu viriisii, gelecek igin biiyiik
tehlikeler ve kaygilara sebep olmaktadir. (Kara, 2013, s. 35)

ABD Savunma Bakanhigi’'min Savunma Miiteahhidine Saldirt (2011):
ABD Savunma bakanlig1 savunma miiteahhidine kars1 yapilan saldir1 sonunda,
savunma bolimiinden 24.000 adet dosya calindigr bildirilmigtir. (Siber
Giivenlik Olaylar1)

Kanada’da Bakanliklara Saldwi (2011): Kanada hiikiimeti, Kanada
Ulusal Savunma Bakanligi arastirma ajansi da dahil olmak iizere ajanslaria
kargt biiyiik bir siber saldir diizenledigini bildirmistir. Saldiri, Kanada'nin ana
ekonomi kuruluslar1 olan Maliye ve Hazine Bakanliklarinin internet'ten
ayrilmasina yol agmistir. (NATO Review Magazine)
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Flame Viriisii'niin Fark Edilmesi (2012): Flame viriisiiniin ne zaman
ortaya c¢iktig1 bilinmemektedir fakat fark edilmesi 2012 yilinda olmustur.
Stuxnet virlisiinden 20 kat daha karmasik bir kodla yazilmistir. Flame
Viriisii’niin bilginin sizdirilabilmesi i¢in monitor, klavye, depolama cihazlari,
mikrofon, USB, Bluetooth ve Wi-Fi gibi her tiirlii sistem islemcilerini ve
donanmmini  kullabildigi Budapeste’de bulunan bir Kriptografi ve Sistem
Gtivenligi Laboratuvar1 (CrySyS Lab) tarafindan yapilan arastirma sonucu
ortaya koyulmustur. Flame Virlisii'nlii yonlendirmek ig¢in viriisiin arkasinda
bulunan kigiler tarafindan kontrol ve komutasi c¢ok sik degisen bir ag
kullanilnugtir. iran, Israil, Misir, Suriye, Bat1 Seria, Liibnan, Sudan ve Suudi
Arabistan viriisten etkilenen bolgeler arasinda gosterilmektedir. (Kara, 2013, s.
36) Flame viriisii, siber casusluk amaci ile gelistirilen en giiclii siber silahlardan
biridir. (Aydin, 2012, s. 25)

Gauss Virtisii 'niin Fark Edilmesi (2012): Gauss diger yazilimlardan
farki bankalar1 etkilemesidir. Siber bir tehdit olan viriis ¢evrimi¢i bankacilik
hesaplarini izlemistir. Viriis, etkisine aldig1 bilgisayarlarda bulanan cevrimigi
bankacilik hesap kimlik bilgileri, hassas verileri ve tarayict parolalarini1 calmak
icin tasarlanmustir. (Kara, 2013, s. 36)

Shamoon Viriisii (2012): Virlsiin ortaya koyulmasindaki amag enerji
sektoriinii hedef almak olmustur. Viriis isleme mantig1 bulastigi sistemlere zarar
vermek ve bilgisayarlar1 kullanilamaz hale getirmek olmustur. 2012 yilinda
Suudi Arabistan’in Aramco adli ulusal petrol sirketine yapilan bir siber saldirt
ile varligi anlasilmistir.Yapilan saldiri ile petrol sirketine ekonomik zarar
verilmistir. Aragtirmacilar ve anti-virlis sirketleri virlisiin hedefinde petrol
endiistrisinin olabilecegini diistinmiislerdir. (Kara, 2013, s. 37-38)

Kirmizi Ekim Siber Saldirist (2012): Rus firmasi olan Kasperski,
Kirmiz1 Ekim denilen ve 2007’den beri diinya ¢apinda calisan bir siber saldiriy1
tespit etmistir. Micrsoft Word ve Excell programlarinda bulunan bir agikliktan
yararlanan bilgisayar korsanlari, askeri tesisler, hiikiimet elgilikleri, enerji
saglayicilar, niikleer tesisler, arastirma firmalar1 ve diger kritik alt yapilar
hakkinda bilgi toplamiglardr.

Giiney Kore Finans Kurumlarina Saldiri (2013): Koreli yayimci
YTN’nin yam sira, Giiney Kore finans kuruluslari, Kuzey Kore'nin gecmisteki
siber ¢cabalarina benzer bir olayla ilgili aglarinin etkiledigini soylemistir.

Kiiresel Dinleme Skandali (2013): Amerikan Ulusal Giivenlik
Kurumu’nda bulunan Edward Snowden, binlerce gizli belgeyi kamuya
aciklamustir. Bu belgeler Ulusal Giivenlik Kurumu’nun, Google’in veri
merkezleri arasindaki hatlar1 dinlemekte ve kisisel bilgilere erismekte oldugunu
ortaya c¢ikarmistir. Ayrica ABD Ulusal Gilivenlik Kurumu , NIST’in bir
sifreleme standardinda bilingli olarak acik kapi birakilmasini saglamis ve bu
standardi kullanan sifreleme sistemlerinin sifreledigi bilgileri kolayca
¢ozebilmistir. (Siber Giivenlik Olaylar1)

Black Energy ve Kill Disk Truva Atr’min Etkisi (2015): Black Energy
truva at1, ilk kez 2007 yilinda basit DDoS saldirilarinda tespit edilmistir.
Ardindan banka dolandiriciligi ve spam gondermek gibi amaglarla kullanilmaya
baglanmigtir. 2014 yilinda ise yerlestirildigi bilgisayarlarda ag kesfi yapma,
sabit siirlicilerinden veri toplama ve bilgisayarm uzaktan yonetilmesini
saglayan arka kap1 niteliginde olan zararli bir yazilimdir. Kill Disk truva at1 ise
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sabote etmek, kritik sistemleri kapatabilmek ve sistemin yeniden baslatilmasina
engel olmak i¢in sistem dosyalarim silebilmek gibi yeteneklere sahip zararli bir
yazilimdir. En ¢ok Ukrayna’da goriilmekle birlikte Polonya’daki birgok 6zel
kurum, devlet kurulusu ve sivil organizasyonlarin bilgisayarlarinda da
goriilmistiir. Black Energy ve Kill Disk truva ati birlikte kullanilarak 23 Aralik
2015 tarihinde Ukrayna’da enerji dagitim sirketlerine yapilan siber saldirilar
yapilmis ve yaklasik olarak 800 bin kisi elektriksiz birakilmistir. (Celiktas,
2016, s. 58)

Tiirkiye’ye Yonelik Siber Saldirilar (2015): Tirkiye, Aralik 2015
tarihinde 6 ayr1 “DNS Sunucusu” saldirtya ugramis ve tarihinin en biiyiik siber
saldirlar1 ile karsi karsiya kalmistir. DDoS saldirilar1 araciligr ile DNS
sunucularinin internet hizmetinin engellenmesi amaglanmistir. Gergeklesen bu
saldirilar neticesinde “com.tr”, “gov.tr”” ve “edu.tr” benzeri “tr" uzantili yaklagik
400 bin siteye 1 hafta boyunca girislerde sorun yasanmis yada hig
girilememistir. Anonymous adli hacker grubu saldirilart {istlenmistir. Fakat
Uzmanlar bu ¢apta saldirilarin arkasinda bir devlet desteginin bulunmasi
ihtimalinin yiiksek oldugunu savunmuslardir. (Celiktas, 2016, s. 59) Fail tam
olarak belirlenemese de 24 Aralik 2015 tarihi, 24 Kasim'da Rus ugaginin
diisiiriildigii tarihten tam bir ay sonrasina denk geldigi i¢in tahmin oklar
Rusya’y1 gostermistir. (Haber Hergiin, 2015)

Siber Uzay’'da Terér Propagandast (2016): ABD yénetimi, ISID’in
siber faaliyetler ve propaganda amagli kullandig1 unsurlara yonelik 2016 yilinda
kapsamli bir operasyon icra etme karar1 almistir. (Kasapoglu, 2017, s. 1)
Operation Glowing Symphony ad1 verilen siber operasyondaki kritik bir detay
ABD yonetiminde goriis ayriliklarina neden olmustur. Siber saldin
diizenlenecek ISID hedeflerinin bulundugu iilkelerin igerisinde ABD’nin
partnerleri ve miittefikleri bulunmasi tizerine ABD yodnetiminde istihbarat-
isbirligi kanallar1 iizerinden haber verilip verilmemesi gerektigi lizerine goriis
ayriligt meydana gelmistir. (U.S. military cyber operation to attack ISIS last
year sparked heated debate over alerting allies, 2016)

I1l. Sonucg

Siber uzay sundugu imkanlar kadar icerisinde giivenlik agiklarimi da
barindirir. Siber uzaya giivenlik agiklarinin farkinda olarak yaklasmak gerekir.
Kritik altyapilara siber ortamdan gelebilecek tehditlerin, milyonlarca insanin
faydalandigi sistemleri ve dolayisiyla insan hayatimi risk altina sokmaya
baslamasiyla beraber siber giivenlik goz ardi edilemez bir kaygi olmustur. Ozel
miilkiyetlerde nasil giivenlik tedbirleri alinyor, kapilar kilitleniyor, alarm ve
degisik emniyet tedbirlerine bagvuruluyor ise siber alanda da giivenlik kaygisi
oncelikli olarak gdz Oniine alinmalidir. Siber giivenlik vakalar1 ciddiyetleri
yiikselerek artmaya devam etmektedir. Bu ciddiyetin farkinda olup daha biiyiik
felaketlere sebep olunmasinin 6niine gegilmelidir.

[nsan, egitim ve teknoloji birlikteligi siber giivenlikte temel
bilesenlerdir. Siber giivenlikte gizlilik, biitlinliik ve erisilebilirlik ise temel
omurgadir. Konu ile ilgili yiiksek farkindaligin olusturulmasi, konunun uzmani
yoneticilerin bulunmasi, ag bilgi sisteminin giivenliginin ciddiye alinmasi,
neyin ve nasil korunacaginin/korunamayacaginin bilinmesi, izleme ve denetim
sistemlerinin olusturulmasi, giivenligi artiracak unsurlardir. Fakat siber giivenlik
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saglanirken giivenlik-6zgiirliikk dengesi iyi korunmali, insan haklarina riayet
edilmelidir.

Siber uzay diinya dengelerini degistirebilecek bir meseledir. Siber
uzayda, deyimi yerindeyse aslan1 kediye bogdurmak miimkiindiir. Herkes siber
uzaym bir aktorii olabilecegi gibi ¢ok diisiik maliyelerle ¢ok biiyiik zararlar
verebilir. Siber giivenlik {izerinde kiiresel olarak isbirligi saglanmasi gereken,
ortak siber gilivenlik politikasina ve hukukuna ihtiya¢ duyan bir meseledir. Fakat
bu konuda bir girisim olmamasi sebebi ile herkes kendi basinin c¢aresine
bakmak durumunda kalmistir.
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DIPLOMASIDE DEGIiSiM VE DONUSUM: SiBER DiPLOMASI

Betiil CATAL"

Oz: Bilginin Gniine gecilemeyen hizli yayilmasmm elbette ki olumlu
sonuglar1 olmustur. Internet’in iletisim araci olarak kullanilmasiyla birlikte,
insanlar hizli bir sekilde bilgiye erisebilmektedir. Bunun yani sira Internet
iletisim aract olmasi yaninda, bir alt yap1 hizmeti olarak da kullanilmaktadir.
Internet’e bagl kurumlar, bilgisayarlar araciligiyla birbirine baglanarak iletisimi
hizlandirmakta ve kiilfetli birgok islemi kisa siirede yapabilmektedir. Internet
oncesi donemlerde, biiyiik giicliiklerle yapilan islemler, son derece basit ve hizli
bir sekilde yapilmaktadir. Dig politikanin yiirlitme araci olan diplomasi, ilk
caglardan giiniimiize gelinceye kadar biiyiik bir degisime ugramigtir. Bu
baglamda kiiresellesmeyle birlikte iletisim alaninda meydana gelen degisimler,
diplomasi alaninda &nemli etkilere neden olmustur ve siber diplomasi adi
verilen yeni bir kavramin ortaya ¢ikmasina neden olmustur. Bu ¢aligmada siber
diplomasinin kavrami, geleneksel diplomasiden farklar1 ve diplomasiye katkilart
anlatilmaya calisilacaktir.

Anahtar Kelimeler: Siber Uzay, Diplomasi, Dijitallesme, Siber Saldir1.

DIPLOMACY IN CHANGE AND TRANSFORMATION: CYBER
DIPLOMACY

Abstract: As a matter of course, quickly irrepresible spreading of the
knowledge have been positive results. The people reached swiftly the
knowledge with the using the internet as commumication tool. The internet
besides the being as communication tool, it is also used as an substructure
service. The institutions connected to the internet are speeding communication
by way of the connecting to each other through computers.The operations,in the
pre-Internet era, which done by difficulty are now done very simply and
quickly. Diplomacy, the instrument of execution of foreign policy, had
undergone a great transformation from the earliest times until the day it arrives.
The changes occuring in the communication field with the globalization, in the
context of, caused the important influences in the diplomacy and it was caused
the arising out of the new study field in diplomacy which called Cyber
Diplomacy. In this study, will be try explain to the differences between the
cyber diplomacy concept and traditional diplomacy, and contributions of the
concept to the diplomacy field.

Keywords: Cyber Space, Diplomacy,Digitization, Cyber Attack.

. Giris
Bilisim teknolojisindeki bu bas dondiiren gelismeler ve oOzellikle
internetin (1960-1980 yillar1 arasinda) diger iilkelerin paylasimina agilmasiyla;
is, ticaret, pazarlama, reklam, kiiltlir, sanat, edebiyat, spor, iletisim, egitim,
ulasim ve sosyal hayat olmak tizere kisaca, hayatin her alaninda daha onceki
donemlerde gorilmeyen olaganiistii degisim ve doniisiimler oldu. Ancak bu
derece bliylik gelismeleri aglayan en onemli husus, diinya ¢apinda bilgisayar
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kullaniminin  yayginlagmasi degil, biitiin bilgisayar ve bilgisayar aglarim
birbirine baglayan genel bir ag olan internetin yaygin olarak kullanilmas1 oldu.

Bilisim teknolojisinin yansimasi olan bu gelismelerden uluslararasi
alanda oOncelikle devletler ve resmi kurumlar yararlanirken, kisisel bazda
kullanim igin 10- 15 yillik bir siire daha gecmesi gerekti. internetin kisisel
kullanicilar tarafindan yaygin olarak kullanilmasiyla cografi sinirlar ortadan
kalkarak diinya kiiresel bir koy haline geldi. Artik insanoglu sanal; 6zgiir, ¢cok
hizli ve siirekli genisleyen, sinir ¢izilemeyen, denetlenemeyen ama hayatin her
alanin1 kolaylastiran bir teknolojiyi, interneti kullanir hale gelmisti. Bu
gelismeleri hemen benimseyen insanoglu televizyonun yayilma hizindan 3 kat,
radyolarin yayilma hizindan 9 kat daha kisa siirede (3 yil iginde) 50 milyon
kullanici sayisina ulasti.

Ote yandan siber ortamdaki kullanic1 sayilarinin ¢oklugu, erisimin ve
ulasimin kolaylig1 yeni bir terdr c¢esidini ortaya ¢ikarmistir. Diinya, toplumlari
cok hizli manipiile edebilen, sokaga dokebilen, siddete siiriikkleyen, yonetimleri
zorlayan, tehdit eden, devlet giivenligine ait kurumlarin veri bankalarina
miidahale edebilen siber terdrizmle tanismistir. Siber su¢ gruplarinin yaninda
teror oOrgiitlerince ve iilkelerin giic miicadelelerinde de bilisim teknolojileri etkili
bir ara¢ olarak profesyonelce kullanilmaya baslanmustir. Ozellikle Arap bahari
olarak adlandirilan kuzey Afrika iilkelerindeki yonetim degisikliklerinde halkin
mobilize edilmesi, protesto mitinglerin gergeklestirilmesi, direnislerin
stirdiiriilmesinde sosyal medya bas aktor olmustur. Yine iilkemizdeki Taksim
Parki direnisleri ve protesto mitingleri hep sosyal medya araciligiyla
siirdiiriilmiistiir.

Uluslararas: iligkilerde devletlerin dis politikalarinin yiiriitiilmesine
yardimei olan diplomasi aracinin kullanimi, insanlik tarihi kadar eski oldugu
kadar, yiizyillar boyunca merak ve ilgi uyandirmustir. I¢inde yasadigimiz
doneme gelinceye kadar da diplomatik faaliyetler ve diplomasi kurumu giderek
Oonemini artirmistir. Hizla kiiresellesen diinyamizda uluslararasi iligkilerin yine
hizli bir sekilde yogunlagmasiyla, bundan sonra da diplomatik faaliyetlerin
artarak devam edecegini sOylemek yerinde olacaktir. Ancak gelisen teknolojiyle
birlikte diplomasinin de boyutu degismis ve “Siber Diplomasi” denilen yeni bir
kavram ortaya ¢ikmustir.

Siber odakli yaklagimlar uluslararasi hukuk, politik ve teknik alanlarda
devam etmektedir. Topluluklari, toplumlari, iilkeleri, devletleri ve biitiiniiyle
toplumsal yasami dogrudan etkileyen siber odakli yaklasimlarla ilgili en biiyiik
risk ise siber sahayr denetleyecek bir kurumsal sistemin olmamasidir.
Uluslararas1 bir kurum ve mekanizma tarafindan yasal olarak denetlenmedigi
stirece de siber saldirilar diinyanin en ciddi sorunu olmaya devam edecektir.

Bu c¢alismada iletisim teknolojisinin meydana getirdigi degisim ve
doniisiim sayesinde diplomasinin yeni bir formu olarak ortaya cikan siber
diplomasinin, geleneksel diplomasiden farkliliklar1 ve diplomasiye katkilart
anlatilmaya c¢alisilacaktir. Bu konunun bakir bir alan olmasi sebebiyle
uluslararas1 literatiirde yapilan ¢alismalarin ¢ok az, Tirkiye’de ise dijital
diplomasiyle ilgili olarak son iki yilda yapilan ¢aligmalarin olmasina ragmen;
siber diplomasinin alanininda akademik anlamda yapilan bir calismanin
olmadig1 goriilmektedir. Dolayistyla yapilan ¢alismanin literatiire katkist
oldukg¢a dnemli ve degerlidir.
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Il. Siber Diplomasi Kavram

Tarihin  uzun gelisimi neticesinde diplomasinin igerigi de
degismektedir. Giinlimiizde diplomatlar pek ¢ok konuda birbirine bagimli hale
gelmekte ve toplumlar arasi ittifaklar daha da fazla olugmaktadir. Devlet dist
aktorleri uluslararasi politika yapiminda daha etkili ve baskin hale gelmekte,
profesyonel diplomatlar se¢kin bir konumda olmaktadir. Bunun aksine dijital
yenilikler ve devrimler iletisimde daha da kurumsal hale gelmistir.(Hocking &
Melissen, 2015).Diger yandan siber diplomasi yeni ve devrimsel bir nitelik
olarak sekillendi ki, bu tepeden alta, merkezi devlet siireci ve uluslararasi
iligkiler daha fazla iletisim ag1 araciliyla diplomasinin igerigi de degismistir.
Diplomasi, toplum tabanli bir diplomasiye doniigmiistiir (Bijola & Holmes,
2015).Bu ¢agda internet kullaniminin hizla artmasi insanlarin bilgi ve fikirleri
hizla takas etmesine yol agmistir. Diinyanin ¢ok énemli bir boliimiinde internet
baglantis1t mevcuttur.(Copeland, 2013).

Son birkag yildir “siber diplomasi” etkili bir kavram olmaya
baglamistir. Hilkiimetlerin ve uluslararas1 kuruluslarin dis politikada stratejik
hedeflere ulagmak icin interneti ve sosyal medyay1 nasil kullandiklar1 gesitli
makalelerde ve kitaplarda gormekteyiz (Deruda, 2014). E-diplomasi, dijital
diplomasi, online diplomasi olarak da adlandirilan siber diplomasi; ismi ne
olursa olsun bilgi ¢aginda karsimiza diplomasinin yeni bir formu olarak ortaya
cikmaktadir. Semantik niianslarmma ragmen; siber diplomasinin geleneksel
diplomasiden ii¢ sekilde ayrilmaktadir. Bunlar; daha fazla bilgi, daha fazla
etkilesim ve daha fazla seffafliktir. (Westcott, 2008).

Siber diplomasi; diplomatik meseleleri internet yoluyla ele alma ve
coziim gelistirme yontemidir. Klasik diplomasiden farkli bir ortamda
uygulanmasi demek olan siber diplomasi sayesinde, web araciliyla yeni ve
dikkate deger yontemlerle dinlemek, yayinlamak, etkilesime gecmek ve
degerlendirmek miimkiin hale geliyor (Catal, 2015).Genel olarak  siber
diplomasi ; internet ve yeni teknolojik iletisim araglar1 kullanilarak uluslararasi
diplomatik faaliyetlere yardimei olmak seklinde tanimlanmaktadir (Straub &
Kruikemier, 2015).

Uluslararas1 araneda giderek artan iliskiler sayesinde devletler stratejik
amaclarim gerceklestirmek amaciyla kitle iletisim araglarini daha yogun bir
sekilde kullamldig1 goriilmektedir.(Pahlavi, 2003). Fakat E-diplomasi sosyal
medyadan ¢ok daha karmasik ve yapilandirilmis bir kavramdir. Gézle goriiniir
bir role sahip olsa da anahtar role sahip degildir. Bununla birlikte pek ¢ok
devlet/hiikiimet facebook, twitter ve diger sosyal medya araglarini takip etmekte
ve dis politika giindemlerini olusturmak i¢in sosyal medyayr kullanmaktadir
(Sandre, 2015).

Soguk savas sonras1t donemde degisen giivenlik endiseleri baglaminda
devletler cok farkli tehditlerle karsi karsiya kalmislardir. Uluslararasi arenada
giiclinli artirmak isteyen devletler siber uzayr kullanarak cesitli siber saldirilar
ve espiyonaj faaliyetleri gergeklestirmeye baslamistir. Bu baglamda devletler bu
gibi sorunlar1 ¢6zmek adina diplomasiyi bir arag olarak kullanmaya baglamustir.
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I11. Dijitallesmenin Diplomatlara Etkisi

Kiiresellesmeyle birlikte iletisim caginda yasanan bas dondiriici
gelismeler diplomatlarin gorevleri bakimindan da birgok doniisiime ve degisime
neden olmustur. Mesela telgraf, radyo, ucak gibi araglar nedeniyle, lilkelerarasi
iletisimin ve ulasiminin son derece hiz kazandigi donemde, disisleri
bakanliklarinin yabanci iilkelerdeki diplomasi temsilcileri {izerinde eskiye gore
daha sik1 bir denetim kurabilmektedir. Yine modern iletisim araglarinin icad ile
dis tlkelerde gorev yapan diplomasi temsilcilerinin bagimsizliklar1 ve dis
politikanin yapimu {izerinde eskiye gore daha siki bir denetim kurabilmektedir
(Tuncer, 2006). Eski diplomas1 dedigimiz Birinci Diinya Savasi oOncesi
donemde diplomatik temsilcilikler dig politika yapiminda 6nemli bir karar
alama mekanizmasi iken; gliniimiiz diplomatinin “Bir hattin ucundaki katip”
konumuna ge¢mesine neden olmustur. Daha onceden Merkezle sinirli ve
gecikmeli bir irtibata sahip olan diplomatlar, goreve giderken sadece konunun
genel cergevesi/kirmizi ¢izgiler hakkinda bilgi alip bu genel c¢ergeve dahilinde
kendileri yorum yapmaktaydi ve bu agidan oldukga genis bir Ozgiirliige
sahiptiler. Lakin iletisim teknolojisindeki sinir tanimaz gelisme ile beraber
gerek genel c¢ergeve gerekse genel c¢ergevenin i¢i anlik video-telefon
gorlismeleri yoluyla merkez tarafindan an be an doldurulmaya basladi ve bu
diplomatlarin 6zgiirliikk alanlarini biiyiik oranda kisitlandi (Ttiren, 2011).

Kiresellesme c¢aginda teknolojik gelismeler, bir yandan diplomasi
temsilciliklerinin eski donemlere oranla ¢ok daha etkin c¢alisabilmelerinin
miimkiin kilarken, diger yandan klasik bilgi saglama yollarina yeni segenekler
yaratarak onlarm nispi dnemlerinin azalmasina neden olmustur (S6nmezoglu,
2005). Nitekim eski diplomasi dedigimiz donemde diplomatlarin edindikleri
istihbaratlar ¢ok 6nem verilirken; kiiresellesmenin getirdigi teknoloji devrimiyle
bir iilkede olan bir durum hem internete diismekte dolayisiyla diplomatlar bu
bilgileri internet ortami iizerinden O0grenmektedir. Ayrica giinii giiniine yerel
gazeteleri incelemek, giiniimiizdeki elgilerin en basta gorevidir. Diplomatlar,
gazetelerde yer alan haberleri internetin getirdigi kolaylik sayesinde
bulunduklan iilkelerde egemen siyasal, sosyal ve ekonomik ortam ¢ergevesinde
degerlendirmekte ve yorumlamaktadir (Tuncer, 1991).

Baska bir diisiinceye gore ise kiiresellesme ile birlikte teknoloji ve
iletisim devrimi yasanmakta bu da kamu da daha fazla seffaf olmasina sebep
olmaktadir. Bu durumda diplomatlarin giderek iletisim becerilerini artirmalari
gerektigine vurgu yapmaktadir (Trunkos, 2011).

Kiiresellesmenin getirdigi bir baska yenilik de kisisel diplomasidir.
Bilindigi iizere eski diplomasi de bir iilkenin elgisinin agirlanmasi ¢ok 6nemli
bir olgu iken yeni diplomasi de artik bu tiir merasimlere gerek kalmadigini
goriiyoruz. Ziyaretler, iletisim araclar1 ve telefon goriismeleri, Skype, Google,
Facebook, Whatsapp, Messenger  araciliyla gerceklesmekte ve kisisel
diplomasiyi uygulayan devlet ve hiikiimet bagkanlari, karsitlariyla dogrudan
temas kurmakta, iilkelerin tanitimina katkida bulunmakta ve ikili resmi ve diger
iliskileri gelistirmektedirler(Tuncer, 2006).

Uzmanlara gore, siber diplomasiyi en aktif ve etkin kullanan tilkelerin
basinda Israil gelmektedir. 31 Mayis 2010°da dokuz Tiirk’iin Sliimiiyle
sonuclanan Mavi Marmara baskini sonrasi uluslararasi kamuoyu Oniinde
‘makyaj tazeleme’ ihtiyaci duyan Israil, bakanlik koridorlarinda sikisan
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diplomatik iligkilerini sanal ortama tasiyip varligin1 goriinlir hale getirmistir.
Hayfa Universitesi ‘vatandas diplomatlar’ yetistirmek iizere yeni bir yiiksek
lisans programi baglatmustir. ‘Sanal Biiylikelciler’ (Ambassadors online) bagligi
altinda, siki1 bir egitime girecek olan &grenciler, internet gazetelerine yapilacak
yorumlarin niteligi, Wikipedia sayfalarina bilgi girisi ve giincellenmesi,
forumlar, CHAT odalari, Facebook ve Twitter kullanimi ile ilgili dersler
aldiktan sonra ‘vatandas diplomatlar’ olarak sanal alemde goriilmektedir
(Kasapoglu, 2012).

ABD’nin ilk siber diplomati olan Christopher Painter “Siber diplomasi
ayaginiz zayiflarsa, ofansif siber kabiliyetlerinizin ve siber giivenlik
zafiyetlerinizin bu durumu kaldirabilecek kapasitede olmasi gerekiyor. Siber
giivenlige yeterince 0denek ayirmazsaniz, eninde sonunda Pentagon’un daha
fazla miihimmat satin almasi gerekecektir” diyerek siber giivenligin 6nemini
vurgulamistir. (2011).Yine Avustralya’nin uluslararasi ortaklar1 ile seffaf,
Ozgiir ve giivenli bir internet ortami olusturmak ig¢in; iilkenin uluslararasi siber
arenada koordineli diizenli ve etkili sekilde temsil edilmesi adina 2016 yilinda
“Siber Isler El¢isi” atanmustir.(2016).

IV. Dijitallesmenin Diplomatik Yontemlere Etkisi

Kiiresellesmenin diplomasiye etkilerinde belki de en 6nemli degisim,
diplomatik yontemlerde goriilmektedir. 20. yilizyilda biiyiik totaliter devletler,
diplomasi alanina kendine 6zgii bazi yeni yontemler gelistirmislerdir (Vranjes
& Zeljic, 2013).Siber diplomasinin diplomatik yontemlere katkisi ise su
sekildedir:

e Diplomaside siber bir ara¢ olarak kullanilmistir.

o Casusluk faaliyetleri ve gizli belgeleri toplamak i¢in kullanilmustir.

e Dis politika yapiminda gesitli sosyal medya araglari vasitasiyla

kullanilmugtir,

e Devletler siberi kullanarak gii¢lerini uluslararasi arenada

gostermek istemislerdir.

P. P. Borstan’a gore Viyana Konvansiyonundan bu yana yeni bir
diplomatik metot kullanilmaya baglanmistir (Nicolson, 1956). Bugiin devletler
arasinda iliskilerin eskiye oranla daha girift, yogun ve ¢esitli olmasi iki tarafli
olan diplomasinin ¢ok tarafli olmasii gerektirmistir. Daha 18. ylizyila degin,
diplomasi iki yonlii kaliplar arasinda siirlip giderken, 19. 6zellikle 20. yiizyildan
itibaren diplomatik ve teknik alanda gelisen uluslararasi orgiitler i¢inde ¢ok
yanl iletisime doniigmiistiir(Gonliibol, 1985).

Tiirkiye’de siber diplomasi alaninda Onemli g¢aligmalara imza atan
Gokhan Yiicel, bir kategorizasyon yaparak diplomasiyi dorde ayirmaktadir.
Ilkin diplomasi siyah takim elbiseli beyaz gomlekli kisilerin yaptig1 reel
politigin, ulusal ¢ikarlarin ve propagandanin mevzubahis oldugu bir is olarak
tanimlamakta ve Heny Kissenger’in yazdigi “Diplomacy” kitabinin bu
kategoriyi sembolize ettigini ifade etmektedir. ikinci olarak devlet-halk
iligkilerinin merkezde oldugu “kamu diplomasisi” diyebilecegimizi ve Joseph
Nye'nin yazdigi “yumusak giic” kavramiyla daha iyi anlasilabilecegini
belirtmektedir. Ugiincii olarak dijital diplomasinin her yerde, her zaman, herkes
icin herkes tarafindan yapilan bir diplomasi oldugunu, onun i¢in devletin her
zaman bir muhatap olmasi gerekmeyecegini ifade etmektedir. Son olarak;
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diplomasinin kullanildig1 doneme girdigimizi ve bu diplomasi tiiriiniin nesneler
arasi etkilesimi saglayacak siber-diplomasi oldugunu belirtmektedir (2015).

Devletler siber yeteneklerini, en yaygin ve etkin bir sekilde hasim veya
rakip saydiklar iilkelerin ve devletlerin yasamsal gizli bilgi varliklarim ele
gecirmek i¢in casusluk sahasinda degerlendirdikleri gibi diplomatik
miinasebetlerini olumsuz sekilde kademelendirirken kars: taraftan elde ettikleri
bir koz seklinde de degerlendirmektedir. Ornegin; Isve¢ merkezli bir kurum
olan Wikileaks’in ABD’nin Afganistan savagi ile ilgili 90 bin belgeyi
yayinlamasiyla uluslararasi bir géhrete kavustuktan sonra, 28 Kasim 2010 tarihi
itibariyle Amerikali diplomatlarin birbirleriyle olan yazigmalarini yayinlamaya
baslamis; basta Amerika olmak iizere pek c¢ok iilkenin gizli politikalarini ifsa
etmis; Tirkiye de dahil olmak iizere pek ¢ok iilkede diplomatik krizlere yol
acmustir.

Melissen de iletisimin hizi ve yoniiniin son 20 yilda degistigini ve
diplomasinin temeli olan iletisim modellerinin de degismek zorunda kaldigini
belirtmektedir. “Diplomatlar ve Disisleri Bakanlar1 artik sosyal medyada olmak
zorunda” demektedir (Melisssen, 2011).

Yeni siber diplomatik yontemleri ¢ok iyi kullanan iilkelerin basinda
ABD gelmektedir.11 Eyliil saldirilarinda sonra diinya nezdinde bozulan imajimn
diizeltmek i¢in kamu diplomasisi ¢alismalarina agirlik veren ABD, Facebook,
Twitter, Youtube, bloglar, Myspace ve Instagram gibi sosyal medya araglarin
cok 1iyi bir sekilde kullanmaktadir. Suan sadece Twitter lizerinden 11 farkli dilde
yaymn yapmakta, Facebookta 31’den fazla hesabi bulunmaktadir. Baskan
Obama’nin se¢cim c¢alismalarinda sosyal medya araglarimi fazlasiyla
kullanmasiyla baslayan siire¢ bagkan olduktan sonra ABD’nin bu yeni trendlere
uyum saglasiyla devam etmistir. Bu iletisim kanallarindan yararlanmak
amactyla ABD’nin “Public Diplomacy 2.0” adi verilen yeni bir yaklagim
benimsenmistir. Buna goére artik kamu diplomasisinde internet web 2.0
teknolojisi on plana ¢ikacak, Dis Isleri Bakanligi ve Beyaz Saray web
sayfalarinda, audio (mp3) ve video baglantilar1 bulunacak ve bu videolar
Facebook ve Twitter lizerinden paylasilabilecektir (Ak¢adag, 2010).

Siber diplomasi uluslararas1 areneda daha ¢ok su iki yolla diplomatik
faaliyetlerini gosterdigini goriiyoruz: Twitter Diplomasisi ve Siber Saldir1 ve
Espiyonaj Diplomasisi.

A. Twitter Diplomasisi

Twitter diplomasisi hem sosyal medyanin biiyiiyen bir formu olup hem
de diinya ¢apinda bir¢ok biiylikel¢inin siber diplomasisi agisindan gergek bir
baslangigtir. Gergekten de 140 karakter diinyaya bakis agimizi degistirebilir.
Twitter diplomasisi dis politika bigiminin yeni uluslararas1 problemlerle daha
iyi cevap verecek bigimde sekillendirilmesini saglamistir. Twitter diplomatlar
ilk olarak sosyal medyay1 nasil analiz edilecegini arastirir ve vatandaglar ile
politika yapicilar arasmmda dogru iletisimi saglamaya c¢aligmaktadir
(Burns&Eltham, 2009).
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Tablo 1:En Yiiksek Twitter Kullanicist olan 10 iilke(2016)
67.54

Indonesia

Brazi
United Kingdom

Mexico

Kaynak:  https://www.statista.com/statistics/242606/number-of-active-twitter-users-in-selected-
countries/ (Erisim Tarihi:28.11.2017).

Tablo 1°de goriildigii gibi, diinyanin niifusa oranla en etkin Twitter
kullanict iilkesi ABD’dir. ABD’nin bu o6zelligin diger sosyal paylasim
alanlarinda da gormek miimkiindiir. Bu iilkeyi Hindistan takip etmektedir.
Hindistan’in diger {ilkelerde niifusa gore Twitter kullanict orant her ne kadar
diisiikk olsa da son yillarda biiylik bir ivme kazanarak diinyanin en yiiksek
Twitter kullanicist on iilkesi arasinda bulunmaktadirlar. Tablo 1’ de Tiirkiye’yi
gormek miimkiin olmamakla birlikte, son yillarda Tiirkiye’de de hizli bir artis
oldugu bilinmektedir.

2013 yilinda siber diplomasinin sampiyonlarindan biri olan Iran,
Twitter kurucularindan Jack Dorsey ile Iran Devlet Baskanm1 Hasan Ruhani
arasindaki tweet’lesme ve ABD Bagkani1 Barack Obama ile Ruhani arasinda yil
ortasinda gergeklesen ve ‘doniim noktasi’ olarak algilanan dogrudan telefon
goriismesinin iki bagkanca tweetlenmesi de yilin olaylar1 arasinda yer almustir.
Iran’da Facebook, Twitter gibi sosyal medya araglarimin yasak olmasina ragmen
Cumhurbaskan1 Hasan Ruhani’nin Twitteri etkin bir sekilde kullanmasi oldukga
dikkat ¢ekmistir. 2014 yilinda matematik diinyasinin en prestijli 6diilii olan
Fields Madalyasi'n1 kazanan ilk kadin olan iranli Prof. Dr. Meryem
Mirzakhani’nin Ruhani tarafindan twitter lizerinden tebrik edilmesi ve yine
twitter lizerinden Meryem Mirzakhani’nin hem agik ve hem basortiili
fotograflarini paylagsmasi pek ¢ok tartismaya neden olmustur.

Tiirkiye’deki ilk siber diplomasi 6rnegi, gecen yil Libya’da gdzaltina
alinan dort ABD’li gazetecinin Tiirkiye aracilifiyla kurtarilmasinda yagsanmistir.
Tirkiye’nin ~ Washington  Biiyiikelgisi Namik Tan’in, gazetecilerin
kurtarilmasini Twitter’dan duyurup resimlerini paylasmasi, Tiirk diplomasisinin
sanal ortamda varligini kanitladigr ilk 6rnek olmustur (2012). Yine Recep
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Tayyip Erdogan 2017 yili itibariyle Twitter de en fazla takipgi olan diinya
liderleri arasinda dokuz milyon dokuz yiiz otuz bin adet takipgiyle altinci siraya
ylikselmistir.

B. Siber Saldirilar ve Espiyonaj Faaliyetleri

fletisimin kiiresellestigi diinyammz da devletler icin hayati éneme sahip
“giivenlik” algis1 da ciddi mahiyette bir donlisiim ve degisime ugramistir.
Teknolojik gelismeler sayesinde savasin boyutu ve yontemi gelismis ve bunun
sonuncunda da devletler siber saldir1 ve espiyonaj faaliyetleriyle uluslararasi
arenada hi¢ olmadiklar1 kadar giiglii olmaya baslamiglardir. Siber faaliyetleri
cok sik kullanan tilkeler, teknolojik olarak daha gelismis olup, bu faaliyetlerden
menfaat sagladiklar1 i¢in kiiresel boyutta bir siber giivenlik olusumuna
genellikle sicak bakmamaktadir. Ancak siber saldirillarin az bir bilgiye sahip
kotii niyetli kisi ve Orgiitlerce kullanilabiliyor olmasi ve bundan biiyiik
devletlerin daha ¢ok zarara ugramasi, siber uzayda yasanan gelismelerin klasik
uluslararas: iligkiler calismalar1 igerisine alinmasint gerekli kilmistir. Ciinkii
siber uzayda yasanan gelismeler, uluslararasi iligkilerde yeni aktorlerin
dogmasini saglamis ve yeni giivenlik risklerini ortaya ¢ikarmistir (Gilirkaynak &
Iren, 2015). Ulkeler icin hayati ve biiyiik éneme sahip, siber saldir1 ve dijital
tehditlerin 6zellikle hedefi olan korunmada 6ncelikli altyapr sektorleri, takip
edilecek diplomasi ve konunun siyasetinde énemli ve oncelikli bir konum iggal
etmektedir. Siber uzaym aktorleri, dikkatleri iizerlerinde toplama otomasyon
giiclinii de kullanarak, diinya toplumsal giindemini dogrudan etkileyebilecek
siber tehdit ve terorizm, dezenformasyon, siber savas ve casusluk c¢aligmalari
gibi illegal organ, sistem ve mekanizmalari ellerinde tutmaktadir.

Orneklemek gerekirse, Rusya’nin Estonya’ya karsi gergeklestirdigi
yogun saldirilar ilk siber savas olarak kabul edilebilir. Rusya’nin 2007’de
saldiris1 sonrasinda NATO saldiriya karsi kayitsiz kalmamigs ve Estonya’ya
dijital teknoloji ve giivenlik alaninda destek olmustu. Bu amacla s6z konusu
iilkeye subaylarimi gondermisti. Rusya’nin siber saldirilar, Estonya’nin resmi
hizmetlerini, telekomiinikasyon sistemini ve bankacilik islemlerini akamete
ugratmigti. Bu kadar yogun taciz ve saldiriin nedeni ise baskent Tallinn’deki
Asker Anitinin yerinin degistirilmesi hususunda Rusya ile ortaya ¢ikan goriis
ayriligiydi.

Rusya, diger yandan Giircistan’la 2008 yilinda yasadig1 kriz sonucunda,
bu iilkenin internet sebekesi ile verilen kamu ¢aligmalarint dumura ugratti. Bu
saldirinin arka planinda Rusya’nin oldugu dayanaksiz ve sadece bir siiphenin
sonucu degildi. Rusya ve Tiirkiye’deki sistemlerden yapilan saldirilarin
Giircistan’1 hedef aldig1 da tespit edildi.

Tiirkiye de Rusya ile 2015’te yasanan Rus ugaginin diisiiriilmesi krizi
esnasinda benzer bir saldirnyla karsilasti. Tiirkiye’ye yapilan saldirn 2007°de
Estonya’nin ve 2008’de Giircistan’in maruz kaldigi gibi Dagitik Servis Dist
Birakma (DDoS) saldirisi seklinde gergeklesti.

Uluslararas: iliskilerde devletler giivenlikleri tehdit eden ve cesitli
diplomatik krizlere yol agan u durumu ortadan kaldirmak amaciyla birtakim
caligmalar yiiritmistiir. Bu baglamda Avrupa Konseyi tarafindan olusturulan ve
Budapeste’de kabul edilen Kasim 2001 tarihli “Sanal Suglar Sozlesmesi”
(Convention on Cybercrimes) siber suclarla uluslararasi miicadele agisindan



Medeniyet Arastirmalari Dergisi, Cilt: 2 Sayi: 3 Yil: 2015
Journal of Civilization Studies, Volume: 2 Issue: 3 Year: 2015 51

tirtiniin ilk 6rnegidir. Tiirkiye nin de imzalayip 6533 sayili kanunla onaylayarak
2 Mayis 2014 tarihinde i¢ hukukuna kabul ettigi anlagma toplam 49 devlet
tarafindan imzalanmistir. Brezilya ve Hindistan gibi iilkeler metnin
hazirlanmasi asamasinda bulunmadiklari, Rusya ise egemenlik haklarini ihlal
edecegi gerekgeleriyle sdzlesmeyi imzalamamasi olduk¢a manidardir.

Terdristler tarafindan ilk siber terdr saldirisi, Agustos 1998 de Tamil
Kaplanlari ile baglantili ve kendilerine “Internet Siyah Kaplanlar” ad1 veren bir
grup, Sri Lanka’nin, bagta ABD dahil olmak iizere diinyanin c¢esitli yerlerinde
bulunan diplomatik postalarina, giinde ortalama 800 e-posta olmak {izere
yaklagik iki hafta eposta gondermek yoluyla saldirilarii gerceklestirmislerdir.
Saldirilar Sri Lanka dig temsilciklerinde orgiitiin amaci olan, korku ve endiseyi
yaratmistir (Ozcoban, 2014).

Siber savaslarin diplomatik krizlere neden olmasinin ilk 6rneklerinden
birisi Cin’e ait savas ucagi ile ABD’ye ait kesif ugagi arasinda 2001 yilinda
pasifik bolgesi iizerinde yasanan it dalasi sonucu iki iilke arasinda olusan
diplomatik ve siyasi miinakasa nedeniyle, her iki iilke hackerleri arasinda bir
siber savas baslatmasi seklinde olmustur. ABD Dartmouth College Giivenlik ve
Teknolojik Caligmalar Enstitiisii (US Institute for Security and Technology
Studies at Dartmouth College) tarafindan hazirlanan rapora goére 2001 yilinda
Beyaz Saray, ABD Hava Kuvvetleri ve Enerji Bakanligi’nin da i¢lerinde oldugu
1200’den fazla sitenin DDoS saldirilarinin konusu oldugu ve Cin’e ait imajlarin
bu sitelerin ara ylizlerine kondugu ifade edilmektedir(Akdag, 2209).

2014 yilinda siber uzaydaki zararli yazilimlarin ve saldirilarin ¢cogunun
kaynak noktasi olarak goriilen iki iilke, Cin ve Rusya, bu alandaki gii¢lerini
birlestirerek bir anlasma imzalamigtir. Anlagmanin igerigi “bagimsiz iilkelerin
icislerine karigilmasini, milli egemenligin, siyasi, ekonomik ve sosyal istikrar ve
diizenin bozulmas1” gibi amagclarla teknolojinin kullanilmasi gibi konulari
kapsamaktadir (2014).

Bugiine kadar en yaygin olarak bilinen devlet destekli saldirilar,
genellikle siber savas faaliyetleri degil siber sabotaj veya espiyonaj
faaliyetleridir. ABD’nin Iran’a karsi gerceklestirdigi Stuxnet, yine Iran basta
olmak iizere birgok Ortadogu iilkesini hedef alan Flame, Cin Halk Ordusu’nun
ifsa edilen siber savas birimi Unit 61398’in ABD ve Avrupa iilkelerine yonelik
saldirilarinin ¢ogu, Iran’mn DigiNotar’1 hedef alan saldiris1 ve Saudi Aramco’ya
gerceklestirilen sabotaj operasyonu oOzel gelistirilmis zararli yazilimlarin
kullanildig1 uzun soluklu operasyonlardir (Cifter, 2016).

V. Sonuc¢

Strateji, kurum ya da kurulusa istikamet vermek ve rekabet avantaji
saglamak amaciyla, konjektiirel yapiyr siirekli analiz etme, yOnetimin
amaglarmi belirleme, bu amaclara ulastiracak faaliyetleri planlama ve
kaynaklar1 tahsis etme becerisidir. Kurulusun amaglarina ulagmasi igin
organizasyon iginde eylem birligi ve rakiplerin olas1 tepkilerini degerlendirme
stirecini  gerektirir. Dolayisiyla diplomasi, bir organizasyonun amagclarina
ulasabilmesi igin etkili stratejiler gelistirmesini, bunlarin planlanmasini,
uygulanmasint ve kontroliinii ifade etmektedir. Toplumlarin gelecegini
ilgilendirmesi ve istikamet vermesi nedeniyle, dijital yonetim organizasyonu iist
yonetimlerin ¢ok Onemli bir gorevidir. Artik uluslararasi iligkiler dijitallesme
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etrafinda donmektedir. Diinya giindeminin ilk maddesi olan dijitallesme; eski
diplomasinin hepsini ve geleneklerini tasfiye etmesi olanaksizsa da,
diplomaside koklii degisimlere neden olmaktadir.

Eski donemlere kiyasla uluslararasi iligkilerin etkilesim hizi artmig ve
mesafeler kisalmigtir. Zaman ayr1 bir &nem kazanmis zaman ve mekan kavrami
degismistir. Her sey internetin bir pargast olmustur. Bu agin kullanicilarina ise
“dijital toplum” adi verilmektedir. Kiiresel paylasimda siber diplomasinin
oyunculart gittik¢e artmaktadir. Kamu diplomasisi faaliyetlerinde geleneksel
medya araglarma ilave olarak internet {iizerinden yayinlanan “blog”lar,
“podcast”’ler ve “facebook”-“twitter” gibi sosyal iletisim siteleri ya da
gonderilen cep telefonu mesajlar, hatta bilgisayar oyunlar1 oldukga etkili
olmaya baslamustir.

Diplomasideki koklii ve radikal degisim iilkeleri 6nemli diplomatik
degisiklikler yapmaya mecbur birakmistir. Yeni kiiresel dinamiklerin
boyutlarin1 hesaplamak, yeni diplomasinin énemli bir 6nceligi haline gelmistir.
Diplomasi, toplum tabanli bir diplomasiye doniismiistiir. “E-diplomasi”, “dijital
diplomasi”, “online diplomasi” olarak da adlandirilan siber diplomasi; bilgi
caginda diplomasinin yeni bir formu olarak ortaya g¢ikmustir. Semantik
nianslarina ragmen siber diplomasi, geleneksel diplomasiden daha fazla bilgi,
daha fazla etkilesim ve daha fazla seffaflik yoniinden ayrilmaktadir. Dis
politikay1 daha fazla etkilemektedir.

Internet sadece bilgi ve veri kaynagi degil, ayn1 zamanda ¢ok kapsamli
sosyal etkilesim saglayan ve yol haritasi ¢izen, glindemleri tayin eden karli bir
glic kaynagi oldugu disliniilmektedir. Taraflarin olanaklar1  birbirini
etkilemektedir. Bu bakimdan dijital ortamin her safhasinda miidahale ve
mukabelede bulunmak onemlidir. Dijital teknolojiyi ve bu konudaki iilke
stratejisini Tiirkiye gilindemine tasimak gerekmektedir. Biitlin kurumlarda
yeniden yapilanmaya gidilmeli; bilisim teknolojisi alt yapisi olusturulmali ve
tilkenin tamamu dijital bir departman olmalidir. Bu konuda en erken davranan
iilke ABD olmustur. Erken yapilanmanin semeresini nasil aldiklar1 da ortadadir.
Or, 2017 istatistiklerine gore niifusun %84’ internet kullanan ABD’de 320
milyon kullanici, Tirkiye’de ise niifusun %60 internet kullanmaktadir. Bu
istatistik iilkelerin siber diplomasideki basarisini, aldigi sonucu ve iilke
prestijini gostermektedir.

Siber uzayda diinya genelinde olusan biitiin bu izah edilegelen tehditlere
kargi devlet, kurum ve bireylerin biling seviyesinin artmasi Onem arz
etmektedir. Siber saldirilara kars1 kurumsal ve toplumsal biling diizeyi arttik¢a
uluslararasi kuruluglar ve devletler bazinda tedbire yonelik birtakim girigimler
olusmaya baglamaktadir. Siber uzay, ulusal sinirlar1 asan bir olgudur. Devlet
kontroliinii asan smirlart gz Ontinde bulunduruldugunda, uluslararasi
kuruluslarin ¢aligmalarinin ve devletleraras1 dayanisma ve is birliginin ne kadar
onemli oldugu ortaya ¢ikmaktadir. Bu bakimdan degisen diplomasi anlayisinda
devletlerin siber giivenlik saglamaya yonelik is birligi ve miizakereleri zorunlu
kilmaktadir.

Siber diplomasi veya yeni nesil diplomasi ya da diger bir ifadeyle dijital
diplomasi diinya genelinde bilginin dagilim hizint artirmistir. Yakin siirede
iilkemizi ve toplumsal yapimzi yakindan etkilemektedir ve uzak siirede de
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etkilemeye devam edecektir. Ulkeler arasi iletisim ve cikar savaslarinda
ekonomi ve teknoloji, egitim ve kiiltiirel diplomasiler ¢ok etkili olacaktir.

Ulkemiz ile ilgili alg1 operasyonlar1 stratejilerinin uygulamasi sadece
kamunun goérevi olmamalidir. Ulkemiz igin topyekiin  hak ve var olma
miicadelesi verilecekse; bunun dominant dinamikleri {iniversiteler, STK, medya,
basin yaym, sinema ve yazarlar ile teknolojik donanimli yeni nesil olmalidir.
Siber teknoloji ililkemizin tamamina yayginlastirilmalidir. Aksi halde telafisi
miimkiin olmayan zararalar ve yaptirimlar ile karsi karsiya kalma riski her
zaman vardir. Yukarida ifade edilegelen tedbirler ve stratejiler uygulandiginda
ise biitiin diinyada olumlu algiya sahip bir iilkenin, onurlu bireyleri olarak
varligimizi devam ettirebiliriz.
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POLITICAL LEADERSHIP AND ERDOGAN:
A REVIEW TO 27 APRIL E-MEMORANDUM PROCESS

Siileyman TEMIZ*

Abstract: After the 2002 general election in Turkey, Justice and
Development Party has received significant vote percentage and the Party has
become single ruling party in Turkey. Under these circumstances, after long-
term coalition period Turkey has started its transformation. At the beginning,
like every newly established Turkish government, the AK party started to have
problems with the Turkish army. The initial conflict emerged from democratic
reforms aimed at harmonization with the European Union requirements.
Actually, it was a classic disagreement, which has been seen all the time in
Turkish politics because of the sharing of administration power between AK
party and the army. This article investigates the role of Erdogan's policy and his
political leadership on Turkish Army.

Keywords: Erdogan, Turkey, Election, Army, Secularism.

POLITIK LIDERLIK VE ERDOGAN: 27 NiSAN E-MEMORANDUM

SURECINE BiR BAKIS

Oz: Tirkiye'de yapilan 2002 genel segimlerinden sonra, Adalet ve
Kalkinma Partisi kayda deger bir oy orani elde etti ve Parti, tek basina iktidar
oldu. Bu kosullar altinda, uzun dénem devam eden koalisyon hiikiimetleri
devrinden sonra Tiirkiye doniisiimiine basladi. Her yeni kurulan hiikiimette
oldugu gibi, AK Parti’de ordu ile sorun yasamaya basladi. ilk tartisma konusu,
Avrupa Birligi gerekliliklerine uyum saglamayr amaclayan demokratik
reformlar nedeniye ortaya cikmistir. Esasen, AK Parti yonetimi ile ordu
arasindaki bu yonetim giicliniin paylasimi sebebiyle ortaya ¢ikan anlagsmazliklar
Tiirk siyasetinde hemen hemen her hiikkiimetin yasadigi bir durumdu. Bu
caligma, Erdogan'in politikasini ve siyasi liderliginin Tiirk ordusu iizerindeki
etkisini incelemektedir.

Anahtar Kelimeler: Erdogan, Tiirkiye, Se¢im, Ordu, Laiklik.

I. Introduction

After the general election which held in 2002, Justice and Development
Party (Adalet ve Kalkinma Partisi- AK Parti) immediately started to work on
necessary reforms. During the 2002-2006 reforms, General Hilmi Ozkok, who
served as Chief of the Army, was not involved in any open clash with AK party
to prevent reforms to constitutional and traditional positions of army generals.
However, some other important officers clearly preferred to argue with AK
Party, such as Tuncer Kilinc, Secretary General of the National Security
Council, who was criticised the liberal reforms and the solution for the Kurdish
issue, Army Commander Aytac Yalman, Gendarmerie General Commander
Sener Eruygur and first Army Commander Hursit Tolon. (Hale & Ozbudun,
2009:82, Hurriyet, 14.09.03)
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The attempt to resolve the North Cyprus issue in the framework of the
Annan Plan, Turkey's response to the US occupation of Iragq in March 2003 and
the policy that the United States imposed on Irag have caused tension between
the Army and the government to strain further.

The President of the Northern Cyprus Turkish Republic, Rauf Denktas,
played an important role in blocking the solution of the referendum as much as
the army. Land Forces Commander Aytac Yalman made it clear that during his
visit to Northern Cyprus, he commented that the Annan Plan was unacceptable.
The army started to involve in politics as it usually does. At the same time, the
army commanders stated their discomfort about the Justice and Development
Party's policies. Also, they tried to increase public opinion against the party by
saying that party politics would cause harm to the country, (Celenk, 2007: 356)
meanwhile Mehmet Ali Talat was elected President of the Turkish Republic of
Northern Cyprus in 2004 and the commanders stepped back at the 23 January
2004 National Security Council meeting and announced that the Annan Plan
was supported. (MGK, 2004)

Another problem that arose between the army and the AK Party
government was also about sending military troops to Iraq. The army did not
seem as enthusiastic as the government. The military agreed with the
government that Turkey would assist the USA in the Iraq intervention and that
Turkish military forces would send troops to the buffer zone in northern Irag.
However, the army did not want to take responsibility for the emerging social
and political opposition either. In this way, parliamentary discussion on giving
permission for the US military troops to enter Iraq through Turkey had begun.
Turkish Grand National Assembly (TBMM) could not get enough votes
required for acceptance of the resolution with little difference. For this reason,
the resolution was not adopted by parliament. The USA reacted to this decision.
US Defence Secretary Paul Wolfowitz critiqued Turkish soldiers, saying the
army did not play the necessary leadership role. (Radikal, 07.05.03) On the
other hand, Chief of the General Staff Ozkok made it clear and said that the
army can only give suggestion to the government, they cannot affect
parliamentary decisions. According to Hale and Ozbudun, Turkish army replied
that US policies in northern Irag were disturbing to the army. (Hale & Ozbudun,
2009: 154)

Actually, the main conflict between the army and the government was
the headscarf issue, which has been seen as a symbol in secular-Islamic
problem. One way or another, the headscarf issue would become a problem.
(Straw, 2013: 22) This was clearly stated in the election promises of the AK
Party. President of the Parliament, Bulent Arinc started this conflict when he
went to the airport with his headscarfed wife to send off President Ahmet
Necdet Sezer, who was participating in the North Atlantic Treaty Organization
(NATO) meeting in Prague. The army commanders felt that accepting a
woman, who attended an official ceremony in a headscarf, was a curse. (Hale &
Ozbudun, 2009: 85) In response, the commanders of the army were paid a
courtesy visit by Biilent Aring on 28 November 2002. But, the visit was
extremely silent. The commanders chose not to talk much. It was a cold
meeting. (Radikal, 29.11.02)
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Bulent Arinc gave a reception for National Sovereignty and Children's
Day on 23 April 2003. His wife was expected to be headscarfed that was why
army commanders and President Sezer did not attend the reception. In the
following process, Sezer started not to invite members of the Justice and
Development Party, including the President of the Parliament’s and the Prime
Minister's headscarfed spouses to official invitations. (Sabah, 22.10.03) This
precisely clarified the attitude of the secular state bureaucracy, which claimed to
support freedom and equality. The people and institutions who were so-called
representatives of the secular system had obviously begun to oppose the AK
Party government.

These behaviours of leading figures of the state were highlighted by
state bureaucracy in order to create public perception and expectation that the
government and the parliament were not adopted and legitimate. They were
trying to show to AK Party, to reject the elected legitimate parliament and the
government and to try to make the political party and its members unreliable.
Recep Tayyip Erdogan became the first target. This created a new dispute
between the army and the government. These secular segments had begun to
ignore the government's authority because wives of government members were
headscarfed.

The government prepared a draft about Higher Education reform, which
wanted to correct the injustice for vocational high schools students prior to
taking university entrance exams. Although he did not have any authority and
liability, Land Forces Commander Aytac Yalman held a meeting with the
university rectors to determine the strategy of the opposition against the design
of this law. The rectors of universities, during the rule of the Justice and
Development Party, made an intense effort to protect the historical block in
alliance with the army. They clearly supported the coup attempts. According to
General Staff Ozkok, this movement was made in the name of the General Staff
and that observing developments in the national education system by the army
was natural. (Hiirriyet, 01.11.03) This conflict and tension lasted until the spring
of 2004. Chief of General Staff Ozkok said that students, who graduated from
Imam Hatip School can only take part in religious services. This idea was
supported by Land Forces Commander Yasar Buyukanit. Despite these open
oppositions, the law draft which the government had passed through parliament
was vetoed by President Sezer. The government temporarily removed this law
from its agenda. (Radikal, 28.05.04)

In the early periods of the AK Party, state bureaucracy united entirely
against the AK Party. Army officers, university rectors, professors and the
President clearly tried to neutralize the government and Erdogan. These
sections, especially the army administration, did not want to be under the
control of the government. The only reason for this was the AK Party's
conservative identity. There was a clear dilemma and contrast. Universities,
which politicized before and during 28 February 1997 process, were able to
easily oppose. In every opportunity, they were saying "do not worry; there is the
army in this country”.(Star, 27.02.17) Unfortunately, Turkey under the AK
Party administration, was still showing the 1970s dominant secular bureaucracy
signs. The university rectors and the secular front emerged as supporters of
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current status quo by preventing to reform of laws which prevented the
development of Turkey for a long time. (Akdogan, 2017: 28)

One of the reasons which negatively affected to AK Party and military
relationship was the minority problem, especially the Kurdish issue. As its
policy, Justice and Development Party had accepted Turkey's cultural
differences. Therefore, it became cause of tension.

AK Party government adopted the sixth reform package including
minority rights, such as right of Turkish citizens to use different languages and
dialects to broadcast, which they used in their daily lives on private radio and
television in 2003. In this regard, the Secretary General of the National Security
Council, Tuncer Kilinc sent a "Secret Appeal Letter" to the Prime Minister and
the President stating that he did not accept the said amendments. (Radikal,
01.08.03)

In 2005, PKK terrorist attacks started again and security forces
demanded from the government the reinstatement of Article 8 of the Anti-
Terrorism Act. However, the Prime Minister rejected this proposal. At the
meeting of the National Security Council dated 23 August 2005, it was decided
that the government would continue to struggle against terrorism with social,
economic and cultural measures, not only the armed struggle. (Radikal,
21.07.05)

In August 2005, Prime Minister Recep Tayyip Erdogan attended a
meeting in Diyarbakir where the majority of the population were Kurds. He
accepted that Turkey has a "Kurdish problem" and also stated that mistakes
were made in the past. (Guney, 2013: 74) It was an unendeared of statement as
Prime Minister of Turkey. This was a result of the leadership qualities of
Erdogan. For the first time these ideas were spoken by a Prime Minister in the
history of the Republic of Turkey. This statement disturbed many in the secular
front. The first harsh response to this explanation came from General Staff
Ozkok. The National Security Council had a long debate concerning this issue.
(Radikal, 24.08.05) These explanations affected the new Anti-Terror Law and
penalties of the propaganda of terrorism made by the press had been aggravated.

I1. Decrease of the Turkish Army’s Reputation

A bomb has exploded in a bookstore in Hakkari-Semdinli, in 2005.
According to the public’s observation, they were army members involved in
this crime. So, it started a "deep state" debate among the citizens again. After
this, the image of the army continued to decline among the public. Although
northern Iraqgi operations had been carried out to increase the image of the army,
these operations could not prevent that image from being worn out. The
prosecutor of the Semdinli incident was taken off from his official duty when he
accused General Yasar Buyukanit, the second person in the army, in his
indictment. State bureaucracy thought that the army was untouchable. In the
following process, the prosecution shifted from civil judiciary to military
judiciary. The army never accepted these claims. (Yenisafak, 05.04.05)

General Buyukanit intervened the criminal justice organs by siding with
suspects of the Semdinli case saying "I know them, they are good boys" and
"the criminal case of Semdinli is a legal scandal" (Sabah, 13.11.06) in front of
the press. It seems they had developed a kind of understanding, which believed
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that the army can intervene in everything in their subconscious. According to
them, there was a new psychological operation against the Turkish army. But
the public was not impressed by the description of the army. Unprecedentedly,
the army began to lose its credibility. (Haberler, 01.01.11) Retired Lieutenant
General Altay Tokat commented on the Semdinli incident. He said that “that
bomb was a message, but they messed....", also, he said that, “during my
official duty, | have bombed one or two critical places. My aim was to send a
message. Western officers and judges did not understand the seriousness of the
issue. They were thinking simply. They were moving everywhere. | set bombing
a couple of places close to their houses, in order to bring them in line.” (Sabah,
27.07.06)

In March 2007, Turkish newspapers published coup logs allegedly
belonging to Admiral Ozden Ornek who served as Marine Corps Commander
from 2003 to 2005. Allegations described military coup plan. During the AK
Party era, the economy and politics were beginning to recover so, the reacted to
the said secret coup plan of the army.

These allegations had made considerable affect on military-civilian
relations. Balances changed in favour of the civilians. AK Party started to gain
increasing support from the people. According to alleged diaries, Commander
of the Land Forces General Aytac Yalman, Air Force Commander General
Ibrahim Firtina and Gendarmerie General Commander Sener Eruygur had
prepared a coup conspiracy. According to the coup plan, firstly, the press would
be pressured and pulled to their side, then university rectors’ support would be
taken. Rectors would take university youth to the streets and start a rebellion.
Workers' unions and non-governmental organizations would start to show their
side against the government. Thus, a political crisis environment would be
created and a coup would be prepared. The abovenamed three force
commanders and the General Commander of the Gendarmerie retired in August
2006. However, instead of investigating these alleged coup operations plans, the
military prosecutor's office arranged a military operation to news magazine and
then magazine closed. The editor of the magazine was sued. (En Son Haber,
06.07.08)

The fact that the state bureaucracy did not accept AK Party as
government, was also criticized by the public at the same time. The nation, who
was put to sleep by the terror tale, started to discuss that intervention to politics
is not an obligation of the army. The army began to lose support from the nation
because of the absurd opposition to the AK Party. People began to think the
army, which was the cleanest institution of the state. They were saying same
thing to save their image after every mistake. This unchangeable attitude of the
army was never accepted by the AK Party and especially PM Erdogan. In fact,
this power sharing was one of the greatest causes for the conflict with the army.
Considering the history of the Republic of Turkey, the army has always been
decisive. If the government’s relation with the army was good, they were able to
protect their position. If they were in dispute with the army, they would be
destroyed. They followed the same policy within the AK Party. The said
indifferent attitude in the army when they had a disagreement with the
government, had involved them more radical behaviour against JDP and
Erdogan. They made bigger mistakes when they wanted to cover their mistakes.
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The bureaucracy, which lost in the elections against to JDP, did not want to
follow the same democratic system to win the elections. For this reasons the
crisis appeared.

I11. Presidential Elections

The commander of the Land Forces, known as an extreme nationalist
and secularist, Yasar Buyukanit took over the role of Chief of General Staff
from Hilmi Ozk&k in August 2006. Firstly, he stated that since the day Turkey
was founded there was no such threat. Apart from the armed separatist terror,
there was also organizations such as unarmed terrorism and for the first time
they had planned to attack the unitary structure of the Republic of Turkey. He
pointed out that the threat of radicalism was still ongoing and the task of the
army was to maintain the basic qualities of the secular Republic. (Aksam,
29.08.06)

These harsh messages belonged to the new army chef, encouraging the
secular wing and army to think about military coups and it signalled that
government-military relations, which were already in a bad condition, would
continue.

Erdogan had repeatedly criticized the army's insistently acts of seeing
themselves as he supreme mind over the government. Minister of Foreign
Affairs and Deputy Prime Minister Abdullah Gul said that Turkey cannot close
its eyes to developments in Iraq. He also said that Turkey would do what was
necessary, referring to face-to-face meeting to correct direction for Iraq groups
in February 2007. Biiyiikanit responded to this thought very strongly. (Hiirriyet,
17.02.07) These examples shows that at least until the end of 2007, the
authority was still in the hands of the army and it was proof that the government
had not taken control of the army completely.

The presidential election, which was to be held in May 2007, had left a
shadow on the conflicts in Cyprus and northern Iraq policies. The state-centred
and anti-reform opposed coalition were against this election because they knew
that the Justice and Development Party had parliamentary majority and could
elect the President. The above named coalition started provocative and
manipulative acts to block the Justice and Development Party’s presidential
election and force them to early general elections. They believed that when they
constantly criticize JDP government’s policies, the image of JDP and Erdogan
in public opinion would be damaged.

Prime Minister Recep Tayyip Erdogan announced his party's
presidential candidate as "my brother, Mr. Abdullah Gul" in April 2007.
Following this, the election process started in the Parliament. (MacLean,
2014:12) Sabih Kanadoglu, the former Chief Prosecutor of the Supreme Court
of Appeals, who was a well-known secularist. He wrote an article in the
Cumhuriyet newspaper, which was a famous and the most secular newspaper in
the country on 26 December 2006. He stated that the number 367, which was
mentioned in the Constitution, was not only referred to the round of voting but
also the quorum for meetings. (Ozbudun, & Gengkaya, 2009: 97) If there 367
deputies did not attend to the assembly, the result would be invalid. It started a
new debate. (Radikal, 05.03.06)
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At this point, however, the secular wing put forward a thesis that a
guorum of at least 367 deputies must be present in the Parliament in order to
elect Gul. The judiciary, the army and even President Ahmet Necdet Sezer,
sometimes openly and sometimes indirectly, criticized the JDP during the
election period, feeling an anti-secular threat for the country.

General Chief of General Staff Yasar Buyukanit, who did not want the
presidency of Abdullah Gul or Erdogan, said at the press conference held on 12
April that "as a staff member of Turkish Armed Forces and as a citizen, | hope
someone as a president who will be tied to the main values of the Republic will
be elected as President™.(Radikal, 13.04.07) President Ahmet Necdet Sezer, in a
speech which he made at the Army Academies on 13 April 2007 said that: “The
reactionary threat, which has followed our Republic as a sneaky shadow, is
causing concern and attacks to secular regime of Turkey has been increasing to
social tension of the Republic. The rights and duties of the State are to protect
from enemy of the Republic and to continue its indivisible integrity as
democratic, secular and social state of law in its nation and its territory
forever.” (Yenisafak, 30.07.07)

It was an extremely ridiculous where firstly he mentioned a state of law
and he referred to social chaos afterwards. Actually, it was a proof of the
weakness and lack of state bureaucracy against JDP. Fear and anger towards
Erdogan and the JDP government was affecting their speech and behaviour.

Erdogan did not think to determine a common candidate. One of the
reasons for this was the brutal politics that the opposition had followed at that
time. Erdogan showed a strong stance in his leadership. The President had
wanted to set the candidate in a non-negotiable manner by the JDP. Clearly,
Erdogan challenged the entire bureaucracy which proclaimed him as an
unwanted man. For these reasons, after 36 years, the President’s position in the
election was once again turned into a state crisis.

Until the presidential election, there had been many debates between the
government and the army, the judiciary and the President, issues of including
the headscarf and secularism. During that time, Erdogan had stepped back on
these issues but he did not show any sensitivity in a critical position as the
President.

The Republican People’s Party's leader, Deniz Baykal, believed that if
Erdogan had determined a presidential candidate without compromise, he would
not participate to the Assembly sessions and that the 367 debate would be taken
seriously.

Abdullah Gul received 357 of 361 votes on 27 April 2007, when the
first round was held. However, the Republican People's Party boycotted the
Parliament and did not attend the first round of the session. After the results
were announced, the RPP immediately carried the session to the Constitutional
Court for cancellation. According to them, 367 was both the number of
elections and the number of meetings, whereas in the first round 367 deputies
did not attend the election. Therefore, the first round must be cancelled.

While these developments were taking place, a text published at the
General Staff's website called "e-memorandum®” and the General Staff
determined its side in the election debates. Tension continued to increase. The
Constitutional Court annulled the first round of the Presidential election by
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deciding that 367 was a sufficient number at the same time, arguing. The second
election was held on 6 May 2007 at the assembly, but the number 367 was not
reached. Once again, the Assembly was unable to elect the President after many
years. This new crisis locked the Parliament. When debates continued, early
general election decision had been taken with the support of all parties.

IV. Republican Demonstrations

The presidential election was the main reason for these meetings.
Secular wing members and anti-reformists came together and tried to change
public opinion to deactivate the government. Recep Tayyip Erdogan had shown
uncompromising leadership during this time. He thought that JDP had reached
the road separation. Apparently, Erdogan and JDP members were humiliating
this event.

Essentially, the secular wing was using its power by raising fear in the
citizens. They were constantly saying that Turkey was under threat. Prime
Minister Erdogan described the people who participated in this meeting as a
gathering of people who were not related to the subject.

The JDP’s Vice President Eyup Fatsa said that "if the JDP gathers the
people, it would be more crowded ten times". He also said that "Will the
Assembly change its decision after every meeting? This means interfere to the
Assembly".(Milliyet, 20.05.07) Some people who organized and supported the
meetings were alleged to have links to military coup attempts.

Among the participators there were some marginal groups who
supported these meeting such as Turkish Revenge Brigade (TIT). The
involvement of these committees was also criticized by the citizens who were
against anti-democratic and extreme nationalist groups. Among the organizing
committee there were some retired high level soldiers.

Different slogans had been used in these meetings. Some of them were
“Neither US nor EU, just fully Independent Turkey. Neither sharia nor military
coup, just fully independent Turkey. We are the soldiers of Mustafa Kemal.
How many people are we? Army to the duty...”

Civil society representatives of the anti-reformist coalition organized
these republican meetings in Ankara (NTVMSNBC, 16.04.07) on 14 April
2007; in Manisa, Canakkale (Radikal, 06.05.07) and Mersin on 5 May, in Izmir
on 13 May, and in Samsun on 20 May. During these meetings, participators
carried banner, which called the military to duty. For these meetings,
Presidency and some organizations transferred money to the main organizer as
"Atatiirk's Thought Association" and the How Many People Are We Platform".
(Vakit, 22.05.09) During this time martyrs’ funerals provoked at different times
and government members had attacked. According to Tarhan, the period of
directing politics with fear by the deep institutions was over. The result of the
2007 early election shows that these republic meetings were not accepted by the
wider community. (Haber7, 14.02.11)

A. E- Memorandum

Despite all provocations, General Staff Biiyiikanit did not comment on
Erdogan's presidency. He said that “We hope that the President will be a
president who is bonded to fundamental values of the Republic. Not only so-
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called bonded but also entirely.” With these words, the army expressed the
criteria for the presidential candidate. (Radikal, 13.04.07)

Thus, the military intervened in the discussions on the presidential
election specifically in a controversial atmosphere about the candidacy of Prime
Minister Erdogan who came from the National Outlook Movement. Against
Biiyiikanit's criterion, President of the Turkish Grand National Assembly Bulent
Avrinc criticized his presidential criterion and he replied that the president should
be "civil, religious and democratic”. His description has further increased the
tension. (Hiirriyet, 16.04.07)

Unlike Prime Minister Erdogan's intense expectations on Arinc, he
showed as candidate, who was one of the important former directors of the
National Outlook Movement, Minister of Foreign Affairs Abdullah Gul on 24
April 2007. Nomination of Gul by Erdogan resulted in hard criticisms by the
army and the secular wing. One of the main reasons for this, if Gul was elected
as President, he would appoint Islamic bureaucrats to the upper echelons of the
state bureaucracy and this will eventually turn Turkey into an Islamic state.
(Yavuz, 2002:18)

Another comment came from the army's second man, General Ergun
Saygun. He repeated the statements of Buyukanit about Gul's candidacy on 12
April 2007. He mentioned the secularism threat and fear of Islamic bureaucracy.
(Vatan , 25.04.07)

In the first round of the presidential election held on 27 April 2007,
Abdullah Giil received 357 votes, and 361 deputies attended the General
Assembly to vote. Thus, RPP applied to the Constitutional Court to cancel the
first round of elections on the grounds that 367 deputies were absent in the
General Assembly of the Turkish Grand National Assembly. On the same day,
on the evening of April 27, around 11:17 pm, the General Chief of Staff posted
a statement, which was recorded in the Turkish political history as e-
memorandum, on its official website. The army warned every level of the state
about secularism.

The General Chief of Staff statement was as follows: “...It has been
observed that there is a part of society that is in an ongoing struggle to
undermine the basic values of the Turkish Republic, secularism being at the
forefront, and those activities have increased in the recent period. The following
ongoing activities have been submitted to the relevant authorities under suitable
conditions: the desire to redefine basic values, and a wide range of activities,
which extend as far as to arrange alternative celebrations of our national
holiday, which is a symbol of our nation’s coherence, the independence of our
state and our nation’s unity...(TSK, 27.04.07)

Obviously, this press release shows that the army interfered in the
electoral process and at the same time in civilian politics. In essence, this
military interference by the army has been called e-memorandum because it was
in electronic form. Because of this feature, it is different from previous
interventions. If it were in the old days of Turkey, the government would have
quickly left the task after such an army statement like this. But, Recep Tayyip
Erdogan and the JDP government strongly criticized this bold stance of the
army instead of retreating.
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Against the memorandum, the government responded to this military
statement with a decisive statement read by the Minister of Justice and the
Government Spokesman Cemil Cicek, a day after. This explanation was
perceived as an open dissent against the JDP government. The government had
declared that this explanation was completely wrong. He also said that in the
Turkish democratic system, we cannot even think about such a big mistake.
According to Cicek, the Chief of Staff, for an institution linked to the Prime
Minister, it was unthinkable to use such explanation in a democratic state of law
against the political circumstances in any matter. According to him, the Chief of
General Staff is an institution whose position was designated by the
Constitution with related laws and under the order of the government. (Balkan,
& Oncii, 2015:14) He mentioned that, according to the Turkish Constitution, the
Chief of General Staff is responsible to the Prime Minister. Another important
feature of this memorandum, it was also very meaningful that the timing of the
publication of this text in the media and in the publication of the General Staff
on the Internet. In such a critical period, especially during the presidential
elections, such behavior like this was seen as remarkable by the government. It
is clearly understood that the army's memorandum was directed to influencing
the decision of the Constitutional Court on the presidential election in such a
sensitive period. Erdogan was able to understand this situation. (Besli & Ozbay,
2010: 63)

The Constitutional Court decided that the presidential majority of the
General Assembly must be 367, so the Grand National Assembly's presidential
election was cancelled because it did not provide that number of deputies. The
367 condition was not sought in the first round of previous presidential
elections. However, the situation changed when the JDP came along. The anti-
JDP alliance mentioned earlier, seemed successful. There was a great effect of
the e-memorandum of the General Staff on this decision of the Constitutional
Court. (Besli & Ozbay, 2010: 79)

The Prime Minister Erdogan described the Constitutional Court's
decision as “a bullet which triggered the democracy”. (Ozisik, 2013:45) Thus,
the decision of the Constitutional Court affected the declaration of the Turkish
army and the government's policy regarding the presidential election, by being
changed indirectly. Abdullah Gul did not reach 367 again in the first round of
the presidential election in the Assembly, which was held on 6 May 2007 after
the cancellation. Deputy Prime Minister and AK party's president candidate
Abdullah Gul angrily commented on the issue. He did not want to openly
conflict with the army and the Constitutional Court.

Gul said that the tour was pointless and announced that he had
withdrew from being the presidency candidate. He criticized the RPP's policy,
which they followed during the election process. Gul accused Motherland Party
and the True Path Party for supporting the RPP. Gul considered all these
problems as Turkey's growth pain. But Recep Tayyip Erdogan was more
persistent; he declared that the AK party and his determination still continued in
this regard.

Prime Minister Recep Tayyip Erdogan stated that it was necessary to
present the situation to the discretion of the nation as soon as possible and AK
Party applied to the Grand National Assembly to have the elections sooner.
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Erdogan continued to challenge. He said that the nation's will was the main
source of democracy. If the Assembly could not elect the president, the
government should decide on early elections or they should make an agreement
on one single common candidate. Erdogan chose the second option.

B. Erdogan’s Crisis Management

Due to the inability to the 11th president, in accordance with Article
101 of the Constitution, early elections were held on 22 July 2007. However,
before the close of the Grand Assembly, regulation about the election of the
President in the Constitution was changed by the AK Party. The regulation
passed through the Parliament with the support of the Motherland Party.
However, President Sezer did not accept that and he took this arrangement to
the referendum.

Compared with the prime ministers who had served before him,
Erdogan followed a effective policy during crisis that he turned to his advantage
which were the army's intervention into civilian politics and the President's
explicit opposition. There was no doubt he was a victimized leader and during
the presidential election he was clearly victimized again, causing a great public
reaction. Erdogan used this victimized politics very well. He stated clearly, that
the decision of the public opinion was binding against conflicts with oppositions
which included the military, the judiciary, the presidency and business
associations. For this reason, Erdogan and AK Party decided to go for early
elections. According to Erdogan’s democratic conception, the ballot box’s result
is the most powerful factor in political life. He thought that if the voters
approved the government’s policy, they can continue with their targets.
However, if they did not support their policy, the voters had the ability to
punish them.

Erdogan realized that all problems stemmed from the economic issue.
After AK party held power, economic indicators showed positive way for the
country. The nation did not forget the 2001 financial crisis. Therefore, the fact
that the JDP caused economic vitality caused people to support them.

According to Erdogan, this ideology was not national. It was anti-
national. The decision of the Constitutional Court had blocked the election of
the president in the Grand Assembly. This was a bullet which was fired at
democracy. Actually, it was not invisible in Turkish politics. But, the unseen
thing was Erdogan’s reaction as Prime Minister. He said that, this decision
shows that there is still some dark minority who really wishes to represent the
majority of this population. At the same time, the opposition's emphasis on
ignoring democracy had caused the rise of the JDP. Some of the important
opponents which spoke on television or wrote in the newspapers were saying
that the nation, which had voted did not mean anything. They were bravely
mentioning that there are institutions of this country.

Tayyip Erdogan had beaten the opposition through democratic
intervention through the secular wing's 27 April 2007 e-memorandum. He
challenged his enemies openly. This was very effective on the ordinary people
in Turkey. At the same time, Erdogan's biggest support came from the middle
and poor classes of the population. He played a very active role during the
elections’ campaigns. “We have this indomitable nationality. We started our
way with love. We love these people. We love this state. Whatever it costs after
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the July 2007 election, the AK party will be stronger than 3 November 2002. So
will this nation. We are not a religious party. The main purpose is the happiness
of the citizens. In this regard, all systems are vehicles; also religions are
vehicles to make people happy. Systems cannot be a goal.” (Milliyet, 25.07.07)

C. Relationship between Prime Minister Erdogan and President Sezer

When we look at the relationship between the Prime Minister and the
President between 2002-2007, we can see that, because of the government’s
connection with conservative identity, relationship had never been normal.
Sezer had caused a major crisis by throwing the Constitution booklet onto
former PM Bulent Ecevit, who was the architect of the political consensus that
chose him as president. This incident soused by which Ahmet Necdet Sezer is
called incompetent state syndrome. (Yenisafak, 21.11.15)

Recep Tayyip Erdogan's Justice and Development Party became the
political party that for the first time on 3 November 2002 achieved the greatest
representation in the Turkish Grand National Assembly after the 1950s. Ahmet
Necdet Sezer had to work with a management whose mentally he never
appreciated for five and a half years.

Sezer, in fact, was not the first person who was incompatible to
government party as president. Kenan Evren did not like Turgut Ozal as Prime
Minister who was elected after the 1980 coup. The 9th President Suleyman
Demirel argued Prime Minister Necmettin Erbakan. Demirel’s statements had a
signature on a large part of the newspaper headlines which made up the
conditions for the 28 February 1997 coup. Firstly, Sezer tried to control AK
Party by using his presidential position. However, JDP's political and
sociological bases did not allow it. Therefore, President Sezer tried to establish
a coalition against JDP. His political idea was supported by the secular
environment all the times. The fact was that the AK Party did not lose its
reputation in the public’s eyes, further, he radicalized him against the ruling
party. This radicalization had shown itself most clearly in the presidential
elections.

President Sezer did not invite the Prime Minister’s, President of the
Turkish Grand Assembly’s and other important cabinet members’ spouses to
official receptions when preparing for important dates such as Republic Day or
National Day because of their headscarves.

At the same time, he forgave some PKK and extreme leftist members
who were in prison for involving in terrorist and illegal activities, by his
constitutional right. Later, many of those who were forgiven were caught by the
security forces being involved in terrorism again.

Additionally, as the president of the country he could not show an
impartial stance. Powerful connection with his secular state understanding
affected his statements. Actually, it could be seen clearly in the presidential
elections. Sezer’s words about the presidential candidate described a secular
person but Erdogan did not make any comments as he did not want to get
involved in an argument directly by criticizing Sezer’s words.

After the general elections, it was understood that Sezer’s statements as
President and the army’s e-memorandum or justice system’s worry did not
affect the public’s opinion seriously. After the presidential election, Abdullah
Gul took his official oath with at a plain ceremony held at the Cankaya Place.
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D. Erdogan’s Leadership During the Election Campaign

Political leaders in Turkey are considered as a political whole with their
physical appearance, image, rhetoric, and approach to subjects, life story,
experience, education, party affiliation and family. Leaders are increasingly
benefiting from the opportunities of communicating to create different things
with other leaders.

The leaders' determining role in the political process does not only
occur in Turkey but in many other countries as well. From now on, leaders are
the main actors of politics instead of political parties. This irrefutable truth is
independent of the political system. (Yildiz, 2002:45)

Simply describing leadership in the current situation's result will not be
entirely correct. At the same time, there are some other elements, which are
extremely influential on leadership such as to a likeable leader, confidence in a
leader and the communication skills of the leader. In Turkey, the electorate
should be able to perceive new plans, motivation and charisma towards the
future in the person who they choose as the leader. At the same time, the leader
must be able to feel the enthusiasm, wishes, hopes and excitement of the voters'
inner world. The leader should be able to serve them to fulfill their expectations.
(Ozel, 2012: 3)

Yildirim shows similarities of the programs of political parties as a
factor which creates the new politics of the leader. According to him, this is the
element which feeds the populist political techniques. According to Yildirim,
Recep Tayyip Erdogan is a leader who directly calls the masses as “the people”.
Based on his charisma, he is shown as the only person who provides and carries
on stability, which is ensured by neoliberal populism. The personality of the
leader is integrated with peace, trust and stability. His administration as a leader
is perceived as the continuation of the state. (Yildirim, 2009: 84)

According to Yildiz, the main reason for the rise of the JDP is
Erdogan's personality and leadership. Yildiz also draws attention to the leader's
discourse. This concept is perhaps the most critical feature of a leader. This is
also true for Tayyip Erdogan. Erdogan's rhetoric is the fundamental tool of the
JDP, which has remained unchanged for years along on the same political line
but sometimes more radical or more moderate. Therefore, this tool has
transformed invaluable issues into political value. In all his speeches in almost
all party meetings which Erdogan held, before the 2007 elections, Erdogan is
pictured as a leader who was oppressed, but never gave up, who struggled and
demanded the power even if their rights were taken from them by the
bureaucracy. (Yildiz, 2002: 138)

Erdogan, who strengthened and shaped his identity as a man who
struggled against difficulties in the 2002 elections and emphasized that he
would continue to face new challenges and struggles with the slogan "we will
not stop, going ahead to way" in the 2007 elections. (Ozel, 2012: 6)

According to Erdogan, there is a level of bureaucratic elite which
prevents the development of the JDP and the nation. In spite of this, the people,
like himself, will always fight against these untouchable elites and they will
defeat them with democratic tools. Indeed, the image of a leader, who is always
fighting an enemy which is invisible, can be seen in Erdogan. Erdogan has been
demonstrated as a leader who is fighting against those who are against change.
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To give a few examples of the content of this discourse, “There are black and
white Turks in this country, your brother Tayyip is a black Turk” and “Elites
cannot understand our services”. (Yildirim, 2009: 84)

According to Yildirim, Erdogan had drawn a very successful Centre-
right leadership performance during the election campaign. He always kept a
powerful connection with his supporters. In one sense, Erdogan was living like
an ordinary person. He would sit at the table in a cafe or shop in the
neighborhood market. Instead of staying in the Prime Minister’s Place, he
preferred to rent the house to be near the people. Among the middle class
people, he is not Mr. Ecevit, Mr. Baykal or Mr. Bahceli but he is “Tayyip”.
(Yildirim, 2009: 85)

During the election process, Erdogan was very active. He talked to
people about continuing the stability. Specifically, economic development had
been explained to the society during this time. He tried to create an active public
memory; the 2001 crisis and the price paid by the Turkish society were
mentioned many times.

In the program conducted by Tayyip Erdogan as JDP leader during the
pre-election propaganda period, he applied challenging assertions and attacks
on the opposition parties’ hard and uncompromising defense. He demonstrated
an attitude which developed new moves to manage the process. He continued
this policy in his television appearances. Erdogan joined every TV program
alone and did not attend open sessions with other party leaders. With this
preference, the AK Party leader had removed the possibility of a
miscommunication and was able to give political messages more clearly. The
problems which may arise from the multiple voices inside the party had been
prevented. Although this affected the performance of the Party in the elections
positively, it had damaged the intra-party democracy.

With the advantage of being a ruling party, the AK Party was more
involved in the written media, making news and comments compared to other
political parties. However, party administration was not content with this and a
new style was preferred in Erdogan’s election trips. When travelling by air for
party meetings, only one or two representatives of the media were invited to the
plane to receive special news and interviews. In this way, daily interviews were
given to different newspapers. Thus, the visibility of the party in the newspapers
and televisions had increased, compared to the past. Selected messages had
been delivered in more intensive and healthy ways to the media.

E. Turkish General Elections in 2007

After the presidential election crisis, AK Party and Republican People’s
Party decided to have early general elections in 2007. True Path Party and
Motherland Party also supported this decision. In fact, although they were
scheduled for November, the elections were pulled forward after General
Assembly failed to elect Abdullah Gul as the new president to replace Ahmet
Necdet Sezer. Before the elections, both army and the president as well as the
judiciary, had clearly showed their opposition. JDP was stuck between what
they wanted to do and the state bureaucracy which resisted them. Erdogan and
his party decided early general elections was the appropriate solution.

The Turkish general election was held on 22 July 2007. In addition,
10% threshold had been applied in these elections. According to Turkish
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election laws, a party must gain at least 10% of national votes to be represented
at the Grand Assembly. This law is aimed at preventing a highly fragmented
parliament which suffers from coalitions. Fourteen political parties attended the
22 July early general elections. But, only three of them passed the 10% election
threshold.

The election result was a clear victory for the Justice and Development
Party, which won 46.6% of the votes and 341 seats, became the ruler party. As a
result, the JDP's leader Recep Tayyip Erdogan was re-elected as Prime Minister
of Turkey. The opposition Republican People's Party came second with 20.9%
of the votes’” became the main opposition party and took 112 seats. A surprise of
the elections was National Movement Party.

Figure 1: 2007 General Election Turkey. (YSK, 2007)
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The Nationalist Movement Party, which failed to exceed the 10%
election threshold in the 2002 election, re-entered parliament with 14.3% of the
votes and 71 deputies.(YSK, 2007)

F. Comparison between 2002 and 2007 General Elections

While three political parties took part in the parliamentary general
elections of 2007, there were two parties in parliament in the 2002 elections.
There were nine independent deputies in the 2002 elections. But, in the 2007
elections, this number increased three times to 27. The AK Party, which
emerged with 363 deputies with at 34.29% in the 2002 general elections,
increased its votes to 46.50% in this election, but the number of deputies
decreased. The AK Party won 340 deputies. The RPP, which emerged with 178
deputies at 19.38% of the votes in the 2002 general elections, increased to
20.89% in 2007, but the number of deputies decreased just like the AK Party.
The Republican People's Party had 112 deputies. The RPP became the main
opposition again like it did in the last election. The Nationalist Movement Party
with only 8.35% of the votes in the 2002 parliamentary general elections
increased by almost two times and exceeded the threshold. NMP was
represented in Parliament with 71 chairs. The True Path Party, which entered
the general elections of the 2007 under the name of the Democrat Party, was
under the elections’ threshold again. TPP couldn’t go beyond the threshold in
2002 with only 9.56% votes. In this election, it was in a lower rate and 5.43% of
the votes and the party lost its popularity completely. It was a clear victory for
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JDP and it meant that AK Party’s policy was approved by the nation. (Sabah,
23.07.07)

G. Second Election of the Presidency

The AK Party won a clear victory in the elections of 22 July 2007. In
this way, the most definitive answer was given by the public to rebut all the
criticisms the opposition had made, such as the heavy words of Ahmet Necdet
Sezer in the presidential elections and the army administration's e-
memorandum. After the elections, the new parliament convened its first
meeting on 4 August 2007.

The expectation that the AK Party will be defeated in the election was
completely out of the question. AK party government continued to carry out its
duty more decisively. First of all, the first election, which had been conducted
for the President of the Assembly, took place in the parliamentary programme.
AK Party candidate Koksal Toptan was elected as Grand National Assembly
President with 450 votes in the first round with the support of the opposition, on
9 August 2007. NMP's candidate as president of the parliament, Tunca Toskay
received only 74 votes. (Yeni Safak , 28.18.07) On the same day, AK Party's
leader and Prime Minister Erdogan announced that the second agenda in the
presidential election process in front of the Parliament would start again. After
starting the electoral process, Abdullah Gul’s nomination became a matter of
debate again. (Hiirriyet, 16.04.07)

At the same time, it was understood that there was Gul’s influence on
raising the votes of the Party and coming to power alone again. The election of
the president and the victimization of the AK Party had been considered to be
the main reasons for the increase of votes. Abdullah Gul mentioned that his
presidential election process had significantly affected the votes for the AK
Party. According to him, the election results were the clearest evidence that the
people had endorsed his presidential nomination. (NTVMSNBC, 15.08.07)

The AK Party and Erdogan's 11th presidential candidate were
confirmed by Abdullah Giil, on 13 August 2007. (NTVMSNBC, 26.07.07) A
new 367 crisis did not emerge with the NMP's announcement that they would
attend the Assembly. As the main opposition party, the RPP preserved its
position like in the first election, declaring that they would not participate in the
elections at the Assembly. But this policy, which was followed by RPP, did not
affect the elections because the balances at the General Assembly had changed.
(Akit, 26.07.07)

Two names appeared as candidates against Gul. They were Sabahattin
Cakmakoglu from the Nationalist Movement Party and Tayfun Icli from the
Democratic Left Party which entered to Assembly under the RPP's list.
(Haberler, 17.08.07)

Gul won 341 votes in the first round of the presidential elections on 20
August 2007. He stayed under the number of 337 in the second round on
August 24th. According to the Constitution, if a candidate cannot reach the
number 367, which is a two-thirds majority of the Assembly in the first two
rounds, the number 276 would be sought in the third round. (NTVMSNBC,
26.07.07)

Thus, the last election has been held on August 28, 2007. Abdullah Gul
was elected as the 11th president of the Republic of Turkey, with 339 votes in
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the third round. As a result, the presidential election process, which began in
April, ended then. (Yeni Safak , 28.08.07)

H. Transfer of Guardianship to the Judiciary after the 2007 Elections

In countries such as Turkey where difficult and complex relations
prevail, it is not easy to establish military-civilian relations in a healthy way. As
a matter of fact, after entering the multiparty period, political conflicts,
interventions of the military forces and economic crises showed that this
relationship was quite complicated. This difficulty applied not only to a certain
political opinion but also to all civilians, all politicians, and all military-civilian
bureaucrats. Most of the time, the right or left politicians were affected. If we
think about the loyalty of Turkish army, judiciary and President to secularism,
central right politicians affected more than leftist politicians. (Yeni Safak,
09.01.09) This conflict continued between the government of Justice and
Development Party and the military forces. The army has always resisted
against JDP's steps towards democratic reforms, human rights and efforts of
democratization. According to Heper, during the Chief of the Army General
Hilmi Ozkok’s tenure, the army accepted democratic reforms and re-evaluated
its role and position in the political arena. (Aydin & Carkoglu: 2005:53)
According to Heper, during Erdogan’s tenure, military-civilian relations had
created a more democratic environment than previously seen. (Hale &
Ozbudun, 2009:96) According to Cizre, Justice and Development Party
followed a strategy of avoiding conflict with the Turkish armed forces until
November 2005. (Cizre, 2008: 135) In the following period, with strengthened
civilian authority, the Justice and Development Party and Erdogan shifted to the
Centre-right further and ideas of the army continued to be decisive on the state's
politics. (Hale & Ozbudun, 2009:127)

During this period, Erdogan focused more on economic developments
and worked towards the acceptance of his leadership by the people. Especially
in 2007, the government of the Justice and Development Party took a backward
step against possible intervention of the army. It should also be noted that after
the 2007 elections and with the success of the presidential election, it has
renewed its confidence and the army had abandoned its interventionist policy.

In 2007, the government had a solid posture on 27 April and Erdogan's
stubborn and durable posture defeated the anti-reform coalition temporarily.
The army felt that it had to stay a little further away from the political arena
because the people supported the JDP more.

However, during the intervention process, which continued to 27 April
2007 by the army, it was also necessary to add that the secular bureaucracy
started to use the High Court, which was under its control from 28 February
1997. However, just as the Constitutional Court's cancelled decisions in
contradiction to the law regarding the amendments made in Articles 367, 10 and
42 of the Constitution, by using the justice mechanism as an intervention tool
against the government, it played an important role to the passivation of the
army's intervention of the government. The army, as a protector of tutelary
democracy, was retreated. The judiciary began to stand as the guardianship of
authority. While the elected were struggling to obtain their power in this
process, the army faced the transfer its guardianship power to the judiciary.
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As a result, the debates on "judicial tutelage™ or "ruling of the judges"
started to appear. Turkish armed forces were evaluating if they could overthrow
the Justice and Development Party government, such as the WP-TPP
government which they overthrew in 1997, with the 27 April memorandum.
However, it did not happen as they expected. The army was not aware that the
environmental conditions in 2007 were very different from 1997 and they did
not see that the Justice and Development Party had serious public and
international support. Citizens' interest in politics had increased and they could
not evaluate the demands of the citizens for democracy. (Radikal, 27.01.08)

The army remained with its old attitude. It continued to intervene in
such issues as the judiciary, education, protection of secular rights, minority
rights and cultural rights; it continued to explain to the press without the
permission of the PM. At the same time, the media continued to pay too much
importance on the National Security Council meetings and the announcement
made by the military forces.

This attitude continued on the headscarf issue after 2007. The beginning
of the headscarf problem goes back to the mid-1980s. Under the Ozal's
leadership, Motherland Party wanted to solve this problem. Some university
administrations did not allow girls to enter the university with headscarves and
with the support of the National Security Council, in 1988, the government
prepared a law stating that girls could enter the university by covering their
heads and necks in accordance with their religious beliefs. But this law was
annulled by the Constitutional Court. In 1990, the government accepted that the
provision of free costumes and clothes at universities was not to contrary to the
laws.

Although there was social consensus on the removal, during Tayyip
Erdogan's early governance he did not attempt to remove the headscarf ban
because of lack of institutional reconciliation such as army, judiciary or higher
education institutions.

After the elections in 2007, a speech made by Prime Minister Erdogan
in Madrid and with the support of the Nationalist Movement Party, suddenly the
issue of making a constitutional amendment emerged in order to solve the
headscarf problem for female students. Deputies voted for headscarf freedom at
4-5,

The parliament changed the law on headscarves because of the earlier
law, which was not written clearly. In the Constitution no one can be deprived
of the right to higher education for any reason. The borders of the use of this
right shall be determined by law. The AK Party and the NMP perceived these
changes in the Constitution as a means of freedom of religion and the right to
education. According to the secular wing, which was against the amendment to
the Constitution, those reforms were perceived as attempt to destroy the secular
republic.

Although, the Constitutional Court did not have the authority to review
the laws enforced through constitutional amendments, these arrangements had
been investigated by the Constitutional Court and had been cancelled with the
intense oppression of the “secular block”. (CHC, 2008) Shortly, the judiciary
system became political.
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With this cancellation, it may understood that Parliament cannot make
any amendments to the Constitution, unless it is approved by the Constitutional
Court. So, with this cancellation, the Constitutional Court gave the judiciary a
more effective place from the government and parliament. According to
Fendoglu, this development led to the country to "the judge’s states”.
(Fendoglu, 2011)

The Army's tutelage over the political sphere, which constitutes the
basic character of Turkey's democracy, transformed and the judiciary became
the tutelage in the political arena.

The ban of the headscarf for public personnel was removed with the
democratization package announced by Prime Minister Recep Tayyip Erdogan
on 1 October 2013. (Official Gazette, 08.10.13) With the amendment made to
Article 5 of the dress code regulation, restrictive provisions were removed.
(Official Gazette, 08.10.13) Soldiers, police officers, judges and prosecutors
had been excluded from this regulation. Shortly after the ban on the headscarf
was lifted with the democratization package, the problem was resolved in
Parliament. Four JDP female deputies described that they would return to the
General Assembly in headscarves after returning from hajj. They continued to
work in the General Assembly while wearing headscarves on 31 October 2013.
They joined the session completely without any tension. (Al Jazeera, 30.12.13)

V. Conclusion

Recep Tayyip Erdogan was talked about his name during the
performance of the Istanbul mayor since 1994. He was able to keep the
community's pulse very well, being one of the ordinary people. He was sent to
jail because of a poem which he read and his political life was unexpected
ended by the secular system. He returned to overturn of this victimhood, which
he had lived during 28 February process. As a result the JDP became the
government. (Brown, & Kramer: 2000)

The 3 November 2002 general elections were an important milestone
for political life in Turkey. For the first time in these elections, a party, which
defined its political identity as an Islamic, came to power with an important
majority affected by 10% of the country's barrage. Before the elections,
representatives of JDP had emphasized on fundamental rights, freedom, law,
justice and liberalism. At the same time, they described themselves to the public
as "changed" and "new". Despite these discourses, most of the party executives
were coming from the National Outlook tradition and this reason did not
destroy the suspicions of the secular wing.

The JDP, which stood on the political stage after the separation from the
traditional movement, tried to purify its political rhetoric from Islamic symbols,
although it could not be completely abstracted from being an Islamist. For this
reason, JDP developed another language to communicate with the people. This
language was publicly announced by Erdogan, which in turn led to the
strengthening of Erdogan in the party and the country. Affection of the single
party's ruling brought vitality to all sectors such as the economy.

Secular bureaucracy, which felt that the fundamental values of the
secular republic would be damaged, intervened in different ways at different
times. The number of supporters of the JDP increased after the 27 April 2007



74 Siileyman TEMIZ

military e-memorandum. With this, efforts to neutralize JDP authority by the
secular bureaucracy continued. A new victory over the elections renewed its
trust in Erdogan. With it, according to the secular bureaucracy, uncontrolled rise
of JDP harmed the fundamental values of the republic. This idea or fear,
showed itself especially in the presidential elections. After the open opposition
to President Sezer, the army's intervention in the presidential elections
summarized this situation. The army showed its resistance against the AK Party
during this period. Also, this resistance affected JDP’s policies.

In this regard, Tayyip Erdogan quickly changed the party’s policy
during the presidential elections. He took the risk of deciding on early elections.
This unexpected decision satisfied the opposition wing. They had begun to
exhibit a clear opposition against JDP administration. They believed that the
politics which they followed would be accepted by the Turkish voter.
According to the opposition wing, the public would give the necessary answer
to the JDP in the elections. Before the military memorandum, it was partially
successful that the AK party was pinned in this way. But the policy that the
opposition followed during the presidential elections affected the choice of the
people.

After JDP's victory in the 2007 elections, President Sezer handed over
the task to Abdullah Gul. In this way the opposition at the presidential level had
changed. Despite the republican meetings and army's policy, the electorate
supported Erdogan and JDP. The justice system was introduced to prevent this
rise of JDP. This time the justice system came into play to prevent the effects of
JDP. Abdurrahman Yalg¢inkaya was sued to shut down the party as the Chief
Prosecutor of the Supreme Court. He claimed that as a conservative democrats
party, the JDP wanted to change the secular regime and the party became the
center of the movements against secularism.

Another feature of JDP's first ruling phase is that external threats were
reduced compared to previous periods. According to Akdogan, in a country
where domestic threats are high and external threats are low, the military's
intervention in politics is high. (Akdogan, 2017:5) This argument is acceptable
for JDP's first ruling phase in Turkey. This situation is called to be in power but
not to be capable. Actually, this issue is normal for secular environments in
Turkey. The famous secular Saylan's words summarize secular bureaucracy’s
understanding. After Erdogan’s victory, she said that “We are the founder will,
nothing will change in this country if we do not want to ...”, “We are the
essential element of this country” and “The state orders never change, just
because of people want t0.” The fact that the army continued to intervene in
politics by using non-institutional mechanisms due to internal threats is one of
the factors that negatively affected the possibility of democracy during JDP’s
early period. There is a military coup tradition in Turkey that was formed by the
military tutelage system (Levin, 2011:169) and its biggest supporter was the
Kemalist section. Every coup to the democratization of society has had an
adverse impact on society. Every military coup, which was made to avoid
ideological structure, to protect the system and to gather in power certain
centers, caused the system to be further questioned by the population. The
guestioning of the system usually resulted in support of the parties and leaders
excluded by the system.
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YAYIN POLITIiKASI

Medeniyet Arastirmalar1 Dergisi kamu yonetimi, siyaset bilimi, uluslararasi
iligkiler, iktisat, isletme, ekonometri, tarih, psikoloji, sosyoloji, felsefe, din
bilimleri, hukuk ve sosyal bilimlerin diger tiim alanlarindan ¢alismalara yer
veren uluslararasi hakemli, elektronik bir dergidir. Dergide;

% Ozgiin Arastirma Makalesi

% Derleme Makale

% Kitap Incelemesi

« Yorumlar olmak tizere dort tiirden ¢aligmalara yer verilmektedir.

Dergi yilda iki kere Tiirkge ve Ingilizce dillerinde yayimlanir. Bunlarm
haricinde ¢ikarilacak 6zel sayilar i¢in 6zel tarihler belirlenip ilan edilir.
Medeniyet Arastirmalar1 Dergisi yayimladigi tiim ¢alismalar igin acik erigim
politikasini benimsemektedir.

Dergiye gonderilen makalelerin yayimlanabilmesi icin; daha 6nce baska
yerde yayimlanmamis, baska yere yayimlanmak iizere sunulmamis veya
bagka yerde yayimlanmak iizere kabul edilmemis olmas1 gerekir. Daha once
yayimlanmis ¢aligmalara dergide kesinlikle yer verilmemektedir. Bilimsel bir
toplantida sunulmus bildiriler, ancak basilmamis olmasi halinde ve bu
durumun agike¢a belirtilmesi sartiyla kabul edilebilir. Caligmaya iliskin tiim
etik sorumluluklar ¢alismanin yazarina aittir.

Dergiye gonderilen calismalar ilk olarak Editéor Kurulu tarafindan 6n
incelemeden gegirilir. Yayimlanmak iizere gonderilen calismalarin
degerlendirildigi her agsamada akademik tarafsizlik ve bilimsel nitelik en
onemli olgiittiir. On incelemeden sonra sekil ve nitelik bakimindan uygun
bulunan ¢alismalar ilgili alanda uzman kabul edilen iki hakeme gdnderilir.
Makaleyi degerlendiren hakemlerin kimlikleri hakkinda yazarlara ve
makalenin kime ait oldugu konusunda da hakemlere bilgi verilmemektedir.
Hakemler kendilerine gonderilen ¢alismay1 20 giin i¢inde degerlendirir. Bu
siire icerisinde raporunu gondermeyen hakemle irtibata gecilerek
degerlendirme igin hakeme bir defaya mahsus olmak tizere 10 giin ek siire
verilir. Hakem bu siirede de raporunu gonderemezse hakemin degerlendirme
siireci sonlandirilir.

Iki hakemden de olumsuz rapor gelirse makale reddedilir. Hakemlerden bir
olumlu bir olumsuz rapor gelmesi halinde alanda uzman tiglincii bir hakemin
goriisiine bagvurulur. Iki olumlu rapor alan makaleler yayimlanmak iizere
kabul edilmis sayilir.

Yayim siirecinin herhangi bir asamasinda bilimsel aragtirma ve yayin etigi ile
uyusmayan bir durumun tespit edilmesi halinde ¢calisma yayimlanmaz. Editor
Kurulu ¢alismanin yayimlanip yayimlanmamasi konusunda nihai takdir
hakkini sakli tutar. Yayimlanmayan yazilar yazarina geri gonderilmeyecektir.
Burada belirtilmeyen hususlarda karar yetkisi Editor Kuruluna aittir
Medeniyet Arastirmalar1 Dergisi’nde yayimlanmak iizere sunulan tiim
caligmalarin telif hakkilarinin dergiye devredilmis oldugu yazarlar tarafindan
kabul edilmis sayilir. Yayimlanan ¢aligmalardaki goriislerin ve ¢ikarimlarin
tiim sorumlulugu caligmanin yazarlarina aittir.

Caligmalarinizi, journalmdn@medeniyet.edu.tr adresine génderebilirsiniz.



a)

b)

c)

d)
e)
f)

9)
h)

—

)
k)
1)

YAZIM KURALLARI

Medeniyet Arastirmalar1 Dergisi Tiirkce ve Ingilizce dillerinde calismalar
yayimlamaktadir ve ¢aligsmalarin yazildiklar1 dilin kurallarina uygun olmasi
gerekmektedir. Tiirkce yazimda ve kisaltmalarda TDK imla Kilavuzu esas
almmalidir.

Yazim yanliglarinin fazla olmasi, bilimsellik sartlarinin saglanmamasi
makalenin geri ¢evrilmesi i¢in yeterli goriilecektir.

Dergiye gonderilen tiim makalelerde hem Tiirkce hem de Ingilizce olarak
makale bashigi, 6z ve anahtar kelimeler makalenin ilk sayfasinda
bulunmalidir. Caligmanin baghgi 15, anahtar kelimeler 7 kelimeyi
gecmemelidir. Oz, 250 kelimeyi asmamalidir. Oz béliimiinde ¢alismanin
amaci, yontemi, temel tespitleri ve sonuglar1 belirtilmeli; mecbur
kalinmadik¢a kaynak gosterimini gerektirecek ifadeler kullanilmamalidir.
Aragtirma ve derleme makaleleri 10.000, kitap incelemesi 1500 kelimeyi
gecmemelidir.

Sayfa yapisi iistten 5, alttan 5.5, sol 4.25, sag 4.25 cm ve 1 satir arahkh
olmalidir.

Gonderilecek ¢alismalar Times New Roman karakterine gore diizenlenmis
olmalidir. Caligma bagligi tiim harfleri biiyilk olacak sekilde 11 punto
biiyiikliigiinde ve koyu harflerle yazilmalidir. Oz ve anahtar kelimeler 9
punto, makale metni 11 punto biiyiikliigiinde yazilmig olmalidir.
Calismada yer alan konu basliklar1 Girig'ten itibaren I, 11, 111, ... gibi Romen
rakamlariyla, alt bagliklar ise A, B, C, ... gibi biiyiik harflerle siralanmalidir.
Tiirkge yazilmis galigmalarda yer alan yabanci dillere ait kelimeler italik
yazilmalidir.

Calismada kullanilan kaynaklara yapilan atiflar1 dipnot olarak gostermeyiniz.
Atiflar metin i¢inde parantez arasinda gosterilmelidir. Atif yapilirken ve
kaynakga diizenlenirken APA Yonetimi (APA 6) kullanilmalidir. Yapilmak
istenen agiklamalara, sonnot kullanilarak yazinin sonunda ayr1 bir sayfada yer
verilmelidir.

Metin icerisinde atif yapilan her kaynak kaynakcada yer almali, kaynak¢ada
yer alan her kaynaga da metin igerisinde mutlaka atif yapilmis olmalidir.
Ayni say1 icerisinde ayn1 yazara ait birden fazla makaleye yer verilmez.
Caligmanin yayim igin kabuliinden sonra; yazilarin yayima hazirlanmasi
asamasinda tespit edilen sorun ve eksikliklerin giderilmesinde birincil
sorumluluk yazarlara aittir.
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