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EDITORDEN / EDITORIAL

Dergimizin tigtincii yilinin ilk sayisint yayinlamanin heyecani ve gururunu yasiyoruz. Kisa siire once baslayan
bu yolculugumuzda dergimizde yayinlanan makalelere yapilan atiflar en 6nemli motivasyon kaynagimiz oldu.
Dergimizin bu sayisinda egitimde teknoloji, akilli kigisel asistanlar, yeni nesil iiretim otomasyon sistemleri ve
siber risk yonetimi konularinda ulusal ve uluslararasi ¢alismalar yer almaktadir.

Yayin hayatina basladigimiz giinden beri destek veren degerli editor kurulumuza, hakemlerimize, yazarlarimiza
ve dergi yayin ekibimize minnettariz. Bu tiriin hepimizin emegi. Emegimizin kiymetini bilen siz degerli
okuyucularimiza da tesekkiirlerimizi sunuyoruz.

Dr. Seving Giilsecen

We are excited and proud to publish the first issue of our third year of our journal. The references to the
articles published in our journal were the most important source of motivation for us.

In this issue of our journal, national and international studies on technology in education, smart personal
assistants, next generation manufacturing automation systems, cyber risk management are included.

We are grateful to our valuable editorial board, referees, writers and journal editor team who have been
supporting us since the day we started publishing. This work is all our effort. We would also like to thank you,
our precious readers, for their appreciation to our work.

Dr. Seving Giilsecen
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Gunimiizde iiretim teknolojilerinin pek ¢ok alanda doyma noktasina ulagsmasi nedeniyle yoneticiler maliyeti
distirmek igin lojistik alanina yonelmislerdir. Stok kontroliinde tam zamaninda tedarik, kanban vb. sistemler
artik olduk¢a yaygin bigimde kullanilmaktadir. Bilgisayar kullaniminin yayginlagsmasi ve haberlesme
sistemlerinin gelismesiyle yalin iiretim gittik¢e daha iyi anlasilan, gelistirilen ve uygulama sahasi otomotiv
sektoriiniin sinirlarint agan komple bir sistem haline gelmistir. Bilgi teknolojilerindeki bu hizli gelisimin ve
beraberinde yogun rekabetin giderek arttigi giiniimiizdeki sektoriin dinamik yapisi, tiriin ¢esitliligi,
miisterilerin artan istekleri lojistikte yazilimlarin éneminin artmasina neden olmustur. Iyi organize edilmis
iiretim lojistigi, malzeme yOnetimini optimize etmekte, envanter maliyetlerini disiirmekte ve verimliligi
artirmaktadir. Bu ¢alismada tam zamaninda iiretim felsefesini benimsemis bir otomotiv fabrikasinda montaj
istasyonlarinin acil parca isteklerini karsilamak iizere gelistirilmis olan “Kablosuz Acil Parga Istek Sistemi”
tanitilmig ve sistemin isletmeye katkilar belirtilmistir.

Anahtar kelimeler: Yalin Lojistik, Malzeme Istek Sistemi, Uretim Lojistigi, Tedarik Bilisim Teknolojsi

ABSTRACT

Nowadays, given that production technologies have reached saturation point in several fields, executives are
turning to the field of logistics to reduce costs. In stock control (for example, just-in-time supply systems),
Kanban is being used fairly extensively these days. Lean manufacturing - a complete system which is perhaps
better understood — is seeing continual development and is increasingly being used as a line application in
the automative sector thanks to a rise in the use of computer technology alongside the development of
improved communication systems. This rapid development in information technology, a sharp rise in
competition in the dynamic structure of today’s automotive sector, product variety, and the rising demands
of customers have resulted in the importance of logistics software. A well organized system of production
logistics optimizes material management, decreases inventory costs and increases productivity. In this study,
an introduction has been made to the ‘wireless emergency parts request system’ - developed to meet the
demands for emergency parts in assembly stations. Furthermore, we look at the benefits of the system in the
context of an automative factory, absorbing the just-in-time product philosophy.

Keywords: Lean Logistics, Material Request System, In Plant Logistics, Supply Information Technology
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Fabrika I¢i Lojistik Siirecinde Kablosuz Acil Parga Istek Sistemi Otomasyonu: Bir Otomotiv Fabrikas1 Uygulamasi

1. GIRIS

Gliniimiiz diinyasinda; kisalan iiriin yagam Omiirleri, artan miisteri odaklilik ve artan rekabet nedeniyle tiretim ve servis
sistemlerindeki tiim israflarin 6nlenmesi gerekliligi ortaya ¢ikmistir. Bu durumun sonucu olarak yalin yaklagim yaygin
olarak kullanilmaya baslanmistir. Yalin yaklagimin ana amaci isletmedeki israflarin ortadan kaldirilmasidir. Bu israf
kaynaklarindan birisi de malzemelerin tasinmasi sirasinda gergeklestirilen fabrika ici lojistik faaliyetleridir. Bu nedenle de
yalin tiretim ortaminda malzeme tasima islemini gerceklestiren lojistik sisteminin de yalinlagsmasi yani israflardan arinmasi
gerekmektedir. Lojistik kavraminin literatiirde bir¢ok tanimi1 bulunmaktadir. Bunlardan en genis kapsami olan ve yaygin
olani, merkezi ABD’de olan, Tedarik Zinciri Yonetimi Profesyonelleri Konseyi (TZYPK) tarafindan tanimlanan ve biitiin
diinyada kullanilan tanimdir. TZYPK tarafindan yapilan (CSCMP, 2017) tanima gore lojistik, miisterilerin ihtiyaglarini
karsilamak iizere, hammaddenin baslangi¢c noktasindan, iriiniin tiiketildigi son noktaya kadar olan tedarik zinciri i¢indeki
malzemelerin, servis hizmetlerinin ve bilgi akisinin etkili ve verimli bir sekilde, her iki yone dogru hareketinin ve

depolanmasinin, planlanmasi, uygulanmasi ve kontrol edilmesidir.

Lojistik Miihendisleri Birligi (Society of Logistics Engineers: SOLE) tarafindan yapilan baska bir lojistik taniminda ise;
lojistik, dogru malzemenin dogru miktarda, dogru durumda, dogru yerde, dogru zamanda, dogru tiiketiciye, dogru fiyatla
ulastirilmasini saglamak i¢in yapilmasi gereken faaliyetler biitiinii seklinde tanimlanmistir (Siirmen ve Aygiin, 2006). Bu
tanimlar incelendiginde lojistik teriminin kapsaminin tedarik¢iden miisteriye kadar tiim asama ve faaliyetleri kapsadigi

goriilmektedir. Diger yandan lojistik Rushton tarafindan;
Lojistik = Tedarik + Malzeme Yonetimi + Dagitim olarak formiile edillmektedir. (Giileng ve Karagdz, 2008).

Bu tanimdan hareketle lojistik, tedarik¢iden tesise kadar (tedarik lojistigi), tesis i¢i (liretim/ malzeme lojistigi) ve tesisten
miisteriye kadar (fiziksel dagitim) olmak iizere 3 kisimda incelenebilir. Tedarik lojistigi; ilk agamada {iretim i¢in gerekli
olan hammadde ve malzemelerin tedarikgilerden alinarak {iretim tesislerine ya da iiretimde kullanilmak {izere depoya
tasinmasidir. Uretim lojistigi (ic lojistik); tesis yerlesimi, malzeme tasima sistemi ve araglari, stok depolar1 ve yerlesimi,
siparis toplama stratejileri, malzeme tasima sistemleri ve araglarinin hareketine iliskin operasyonel kurallar1 igeren
faaliyetlerdir(Kilig, 2011; Erdumlu, 2006). Uretim lojistigi veya i¢ lojistik olarak tabir edilen sistem; gelen malzeme ve
pargalarin mamule doniistiiriilmesi esnasinda yapilan tasimalari ve ara depolamalari igerir. I¢ lojistik faaliyetleri, “malzeme
nakli” ad1 altinda tamamen isletme ici bir fonksiyon olarak diisiiniilmektedir (Erdumlu, 2006). Lojistik faaliyetlerinin
isletme icin 6nemi isletmeye yer ve zaman bakimindan fayda saglamalaridir. Uretilen mal ve hizmetlerin miisterilerin
istedikleri zamanda hazir olmasi zaman faydasini, iiretilen mal ve hizmetlerin miisterilerin istedigi yerde hazir olmasi ise

yer faydasini ifade etmektedir (Siirmen ve Aygiin, 2006).
I¢ tedarik lojistigi ile ilgili yapilan ¢alismalardan bazilari;

Gecu (2008) tarafindan yapilan ¢alismada ise Tiirkiye’de faaliyet gosteren Japon ortakli bir firmada gergeklestirilen yali
iiretim projesinin asamalar1 safha safha incelenerek o6rneklerle ortaya konulmustur. Calismada dzellikle firmanin proje
onceki yapisindaki i¢ lojistik sistemindeki tiim siiregler kaldirilmis ve yalin iiretim felsefesine uygun bir sekilde yeni bir
yap1 kurulmustur. Bu yeni yapiyla malzemenin en kolay yoldan en kisa bicimde istenen noktaya ihtiya¢c miktar1 kadar
ulastirilmast i¢in “Kit Delivery” kurulmustur. Tansel ve ark. (2010) tarafindan yapilan ¢alismada ise bir camagir makinesi
fabrikasindaki mevcut malzeme tasima sisteminde goriilen milkrun araglarinin uzun rotalara sahip olmasi, verimli
kullanilmamasi ve tasima sirasinda meydana gelen trafik problemleri gibi problemleri ortadan kaldirmak amacryla
gelistirilen matematiksel, sezgisel ve benzetim modellerini biitiinlesik bir sekilde kullanan SYMECA sistemi 6nerilmis ve
kurulmustur. Kilig (2011) caligmasinda i¢ lojistigin, tedarik lojistigi ve dagitim lojisti§ine nazaran iizerinde daha az
calisilmig ve yontemler gelistirilmis bir alani oldugunu belirtmis ve bu nedenle de yalin {iretim ortamlarinda tasima
maliyetlerini ve siire¢ i¢i stoku diisiiren, katma degere sahip siireyi arttiran, yonetimi kolay, standardize edilmis tasima
araclarina sahip bir i¢ lojistik yapisi olusturmak amaciyla iiretim igi dongiisel sefer problemlerini incelemis ve bu
problemleri siniflandirdiktan sonra setleme sistemleri ile biitiinlesmeyi saglayacak bir model sunmustur. Uretim igi
dongiisel sefer problemlerinin her sinifi i¢in bir model gelistirmistir. Belirli bir sinif i¢inse sezgisel ve alt sinir algoritmalari
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gelistirilmistir. Daha sonrasinda ise gelistirilen modeller gercek tiretim ortami iizerinde uygulanmis ve sonuglari
karsilastirilarak modellerin uygulanabilirligi gosterilmistir.

Sol (2011) tarafindan yapilan ¢aliymada hat kenarlarinin set seklinde sevkiyatla beslenmesi yontemlerinin deger akis
teknigi ile karsilastirilmasi ve set seklinde sevkiyat sistemlerine ait biitlin siiregleri kapsayan bir slire¢ yonetim metodu
gelistirilmesi amaglanmistir. Bu amagla dort farkli durum senaryosu olusturulmus ve bu senaryolar aras1 farklar deger
akis haritalama yontemi ile ortaya konulmustur. Uygulama, hat kenar1 i¢ lojistik sistemi yeniden tasarimini igermekte
olup pilot bolge olarak revo montaj hatti se¢ilmistir. Kogan (2014) tarafindan yapilan caligmada da Sol (2011) tarafindan
gerceklestirilen calismaya benzer bir sekilde yalin lojistigin bir parcasi olan set seklinde teslimat incelenmistir.
Calismada setleme sisteminin tasarimi ve hangi parcanin set olarak ikmal edilecegine karar veren bir algoritma
gelistirilmistir. Gelistirilen algoritma mevcut bir otomotiv fabrikasinda uygulanmis ve fabrikada ¢evrim siiresinde
diisme, hat kenar1 raf kaldirilmasi, hat kenarlarina verilen stok miktarlarinda azalma, temin siirelerinde kisalma ve hatta
gorsellik ve standart olamayan islerin standartlasmasi gibi kazanimlar elde edilmistir. Calisma sonucunda hangi
parcanin set olarak tasinmasi kararini verecek bir karar agaci gelistirilmistir.

Olivares ve ark. (2015) tarafindan yapilan ¢alismada fabrika i¢i malzeme tagimasinda UAV tipi Quadcopter ile montaj
hatlarina malzeme tasinmasinin nasil yapilabilecegi incelenmistir. Yapilan ¢alismalar iic asamaya ayrilmis olup birinci
agsamada i¢ lojistik malzeme tasmasinda kullanilacak olan her bir quadcopter i¢in, depolarin yeri, arag kiimelerinin ve
alt kiimelerin, is merkezlerinin ve rotalarinin genetik algoritma belirlenmesi, ikinci asamada her bir quadcopter icin
taginacak agirligin belirlenmesidir. Bu agirlik tanimlanmis rotaya ve is merkezlerinden sirasiyla alinacak ve teslim
edilecek olan malzemelerle bagintilidir. Son asamada ise her bir quadcopter i¢in tagiyacagi malzeme agirligi, rota
uzunlugu, ugrayacagi is merkezi sayisina bagli olarak yeterli elektrik giiclinii saglayacak olan pil giiciiniin
planlanmasindan olusmaktadir. Sistemin dniindeki en biiyiik problem olarak pillerin kapasitesi olarak belirtilmektedir.
Oniimiizdeki yillarda LiPo pillerde olabilecek gelismeler sonucunda bu probleminde iistesinden gelinebilecegi ifade
edilmektedir. Blochl ve Schneider (2016) tarafindan gelistirilen “The Pull®” isimli yazilim ile benzetim oyunlarinin
ogretici yaklagimi ile 6grenciler ve sirketler i¢in Yalin Uretim / Yalin Lojistik alaninda uygulama ile ilgili arastirma ve
egitim i¢in bir 6grenme yazilimi gelistirilmistir. Bu yazilimin amaci, Endiistri 4.0 teknolojisinin iiretim lojistigine
uygun bir sekilde uygulanmasini 6gretmektir.

Kiiglikoglu ve ark. (2018) tarafindan yapilan ¢calismada otomotiv yan sanayi fabrikasinin i¢ lojistikteki malzeme tedarik
problemi incelenmistir. Calismada hat kenar1 stok miktarlari ve tasima maliyetlerini en kiigiikleyerek israflar1 ortadan
kaldirmak amaglanmistir. Bu amagcla iki farkli senaryo dikkate alinmis ve her bir senaryo oncelikle ara¢ toplam
mesafesini en kiigiikleyecek rotanin olusturulmasi ve sonrasinda ise elde edilen rota, hat kenar1 stok miktar: ve arag
kapasite kisit1 dikkate alinarak tedarik planlamasi olmak iizere iki agsamali olarak degerlendirilmistir. Her agsamanin
¢6zUmi icin karisik tam sayili dogrusal programla modeli gelistirilmistir. Yapilan ¢dziimler sonucunda en diisiik
maliyetli senaryonun 30 dakika ile sinirli 20 ¢evrimden olusan tek turluk tedarik plani oldugu elde edilmistir. Kulag
(2019) tarafinda yapilan ¢alismada yalin iiretim felsefesinin uygulandigi bir imalat ortaminda mevcut durumda es
zamanl olarak yapilan kablo dagitma ve kablo dagitma islemi ikiye ayrilarak kablo dagitma islemi ara¢ rotalama
problemi (ARP) olarak degerlendirilmis ii¢ farklt algoritma kullanilarak minumum siirede ¢evrimin tamamlanacagi
rotalar belirlenmistir. Elde edilen ii¢ sonug igerisinden en iyi sonucu veren Clarke ve Wright Tasarruf Algortimasi oldugu
sonucu elde edilmistir.

Yapilan litaratiir arastirmalarinin sonucunda da goriilebilecegi lizere ; iiretim lojistigi veya i¢ lojistik, tedarik lojistigi ve

dagitim lojistigine nazaran lizerinde daha az ¢alisilmis, dnemli ve iyilestirmeye agik bir alandir.

Bu nedenle bu ¢alisma kapsaminda yalin liretim felsefesini kabul etmis bir otomotiv farikasinda, montaj hatlarinda acil
ihtiya¢ duyulan parga isteklerinin iletilmesi i¢in yeni bir Kablosuz Acil Par¢a Istek Sistemi tasarlanmis ve Montaj-Lojistik
departmaninda uygulamaya alinacak pilot bir ¢alisma yapilmistir. Bu ¢alisma ile i¢ lojistikte malzeme tasima islerini

yoneten ekip ile liretim arasinda baglanti kurulmaya calisilmistir. Bu baglanti ile yalin liretimin temel alindig1 iyi organize
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edilmis bir tretim lojistigi amaglanmistir. Calismanin yapildig: firmada kullanilan klasik ¢cekme sistemleri ve Kanban
sistemine ilave olarak bilgi teknolojisinin kullanildig1 bir yazilim eklenmistir. Yapilan bu galismalarla sistemin daha yalin

hale getirilmesi ve malzeme ¢agirma sistemlerinde otomasyona gegilmesi hedeflenmektedir.

Gerekli siire¢ analizleri yapildiktan sonra; mevcut duruma ait parca isteklerinde artis ve bunlara hizli cevap
verilememesinden kaynakli hat duruslari oldugu tespit edilmistir. Hat duruslarina bagli tam zamanlt iiretimin
gergeklestirilememesi nedeniyle, birgok kanbanda (parg¢ada) kendi stok adresi disinda farkli bir alanda stoklama veya fazla
stok problemi (tasinti-overflow problemi), ekstra ellecleme problemi ve ekstra is giicii gibi problemler oldugu
gozlemlenmistir. Bu problemlere ek olarak malzeme isteklerine cevap verebilme noktasinda insan kaynakli aksakliklar
nedeniyle stok alan kayiplari tespit edilmistir. Siiregteki tiim problemlere ¢6ziim olmak i¢in i¢ tedarik kontroliiniin
iyilestirilmesine dayanan yeni bir sistem Onerilmistir. Operasyonel ve yonetimsel iyilestirmeleri saglayacak olan bu
caligmada giiniimiiziin vazgegilmezi bilisim teknolojisi temel alinmistir. Kablosuz haberlesme sistemi kullanilarak
yazilimla donanim arasinda baglant1 saglanmigtir. Calisma gerceklestirilirken SQL 2015 veritabani, Object Relational
Mapping araglarindan Entity Framework, programlama dillerinden nesneye dayali programlama C#, soket program
olusturulurken de Javaeclipse kullanilmistir.

2. MEVCUT DURUM ANALIZi

Onerilen Kablosuz Acil Par¢a Cagr1 Sisteminin uygulama sahasi olarak Otomotiv Fabrikas1 Montaj-Lojistik Birimi
secilmistir. Fabrika i¢erisinde boyanmis otomobil gévdeleri boya fabrikasindan ¢ikip montaj fabrikasina girerken,
tizerine monte edilecek olan parcalarda “tam zamaninda” prensibine uygun olarak ilgili montaj istasyonlarina
ulastirilir. Degisik modellerin ayni hatta montajlanmasi sirasinda dengeli iiretime biiyiik dnem verilmektedir. Uretim
kontrol lojistik grubu tarafindan organize edilen islemler sayesinde, istasyon kenarinda sadece ¢ok az bir emniyet
stogu bulundurulur. Bu durumda da malzeme ¢agirma sistemleri ve tam zamaninda iiretim konularinin énemi ortaya
¢ikmaktadir.

Lojistik siireci incelemeye alindiginda firmaya tiim tedarik¢ilerden gelen iiriinler, paketleme tiplerine ve Avrupa, Japonya
ve Tirkiye tedarik¢ilerinden gelmelerine gore kapt numaralarina gore siniflandirilmistir. Dock adi verien bu kapilardan
85, 87 ve 8K Docklar1 Tiirkiye’den tedarik edilen parcalara aittir ve bunlarda kendi aralarinda paketleme tiplerine gore
siniflandirilmistir. 87 numarali Dock, paletle getirilen parcalarin kabul edildigi giris depo kapisidir. Fabrikaya
tedarik¢ilerden parca tasima islemleri milkrun araglariyla gerceklestirilmektedir. 87 Docktan fabrikaya giris yapan
milkrun araglar1 ‘Dock Unloading’ alaninda palet pargalar1 bosaltma islemini gergeklestirirler. Fabrikaya 6zgii kullanilan,
her kap1 bolgesine ait ekranlarla hattan gegen arag sayisina gore belirli bir gevrimi hesaplayan progress andon adi verilen
sisteme gore ve giinii esit dilimlere bolen siparisleme sistemine gore P-lane denilen bekleme alanina siparis bazli yerlestirme
yapilarak, paletler kisa zamanli olarak stoklanmaktadir. A¢ilma zamani gelen paletler, forkliftler araciligiyla palet parcalar
icin 6zel tasarlanmis araclara (dollylere) yiiklenmektedir. Palet parcalarin dagitim rotasina sahip olan akiilii ¢ekici arag
operatorleri (forkliftless (F/L)), hat kenarina gitmesi gereken dollyleri araglarinin arkalarina baglayarak ilgili adreslere
(Line-side) gerekli malzeme dagitimlarini yapmaktadirlar. Herhangi bir anormal durum ger¢eklesmedikge sistem bu
sekilde giin iginde devaml1 birbirini takip etmektedir. Fakat yapilan gézlemler sonucunda bazi pargalarin ¢esitli sebeplerle

hat kenarina zamaninda ulastirilamadigi tespit edilmistir.
2.1 Problemin Tanimi

Hat kenarinda yerinde bulunamayan parcalar line-side (L/S) operatdrleri tarafindan telsiz araciligiyla forkliftless (F/L)
operatorlerinden istenmektedir. Fakat telsizle isteklerin yapildig1 sirada birden fazla hat adresinden istek olabilmekte ve
telsiz iletisimi yetersiz kalabilmektedir. Ayrica her giin diizenli olarak yapilan toplantilarda acil istek (hotcall) seviyelerinin
hedeflenen degerin iistiinde ¢iktig1 goriilmistiir. Parca bazli kirilimlar yapildiginda 87 P-lane alanina ait palet pargalarin
acil istek yapilma oranlarinin yiiksek oldugu belirlenmistir. Acil parga istek olmast durumunda ortaya ¢ikan problem,
parca zamaninda takilamamasi ve/veya parca igin istek kaydinin olusmasidir. Sekil 1’de lokal parcalara ait istek olmasi
durumunda gerceklesen is akis stireci gosterilmistir.
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P-lane alanlarmdan
sonraki siparige ait
olan sevkiyattan

(order) parca ahnir.

Hat operatérleri
tarafindan acil par¢a
istegi yapilir.

Hat kenarmna
goturilir ve istek
kargilanmug olur.

par¢a

yoksa
Lojistik
_operatori Dagitilan ordera Tagmt1 (overflow) ve
once istegin ‘bakilr. —_ kalite kontrol
geldigi hat alanlarma bakihr.
adresini

kontrol eder.

parga
varsa

Pargaalmnr ve
acilen hatta teslim
edilir

Sekil 1: Lokal pargalarin istek akis diyagrami

Malzeme dagitim siiresi, giinliik ¢alisma siiresinin, giinliikk sevkiyat sayisina (p-lane order sayisina) oranlanmasiyla
hesaplanir ve bir ¢cevrimlik siire olarak adlandirilir. Ornegin, ¢alismanin yapilacagi otomotiv fabrikasi montaj- lojistik

bolimiinde giinliik 3 vardiya toplam calisma siiresi 1290 dakikadir. Giinliik sevkiyat sayist ise 48 “dir.
1290/48= 26,8 yani 27 dakika, bir ¢evrimlik siire olarak belirlenmistir.

Operasyon alaninda yapilan analizlerde teslimatlarin bir kisminin hedeflenen bir ¢evrimlik siirede dagitiminin
gergeklestirilemedigi gozlenmistir. Hedeflenen siireden daha uzun zamanda malzeme dagitiminin gergeklesmesinin
nedenleri incelendiginde; P-lane tasima alaninda gerceklesen ekstra ellecleme ve malzeme arama islemleri oldugu tespit
edilmistir. Asagida Sekil 2°’de kirmiz1 dikdortgenle ¢evrili alan bu durumun yasandigi bolge olarak gosterilmistir. Cok
durakli malzeme dagitim siirecinde talepleri karsilayacak sekilde, arag kapasitelerinin miimkiin oldugunca iyi kullanilmasini

saglayan ve hedeflenen siirede malzeme dagitimini tamamlayan arag rotalarina ihtiya¢ oldugu belirlenmistir.

Sistemde dagitimin progress andonlara (siparis dagitim bilgisi veren ekranlar) gore yapilmas: gerekirken hat kenarinda
yeterli kapasite olmamasindan kaynakli ve gergeklesen acil isteklerin fazla olmasi nedeniyle dagitimlar telsiz araciligiyla
hattan gelen istege gore yapilmaktadir (Sekil 2°’de gosterilmistir). Ayrica hat kenarindaki stok alani yetersiz oldugu icin
bazi pargalarda tasinti (overflow) problemi oldugu goriilmiistiir (Sekil 2’de NG L/S Kapasite olarak bir numara ile
tanimlanan alanda gosterilmistir).

Tasint1 probleminin operasyona etkilerinden biri de ayr1 bir alana stoklanan parg¢anin FIFO’su(First In First Out: {1k Giren
Ik Cikar) yapilirken ekstra ellegleme nedeniyle isgiicii kayb1 olusturmasidir. Bunlara ek olarak, farklr alana gecici olarak

konulan bu pargalarin kullanildig1 ve depolandigi gergek adrese taginmasi da tagima mudasi(israfi) olusturmaktadir.

o 87

32 2305

Progress Andon

S

@Hat kenari (L/S) kapasitesi yetersiz

(NG:Not good) olan pargalar
nedeniyle progress andona gére
PA dagitim yapilamamaktadir. Parga
i T sikintisini ve taginti parga problemini
D P Dolly Besleme . /& engellemek icin telsiz kullaniimaktadir.
R 8 ocIt - \ Forkliftless Dagitim LK
2 o e |
- o Pl K
N i .
£ ﬂ; SR gy e PARGA ISTEK -~~~
Tedarikgi  Milkrun Dock : Ll
P i Dolly Bekleme Alani @NG L/S KAPASITE /L OPERATORD Us

Sekil 2: Palet parga ¢agri sistemi mevcut durum akis diyagrami problemli siiregler
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Bazi acil istek parcalar1 kendi prosesinden daha sonraki proseslerde takilamayacak parca ise; lojistik kaynakl: hat duruslar
gerceklesebilmektedir. Bu da firmaya dogrudan maliyet olarak yansimaktadir.

Tiim bu akislar dikkate alindiginda; mevcut durumda su problemler tespit edilmistir:

» Hat kenar1 kapasitesi yetersiz oldugu i¢in pargalarda tasinti (overflow) problemi olugmaktadir.

» Parga acil istek (hotcall) oldugu zaman telsiz iletisimi yetersiz kalmaktadir.

+ Istek olan parcalarin hatta beslenme 6nceligini gosteren herhangi bir belirteg/gdsterge bulunmamaktadir.

3. ONERILEN SISTEMIN MODELI

Bu caligsmada, yukarida belirtilmis olan fabrika i¢i lojistik aksakliklarina ¢6ziim ve iyilestirme getirilmesi amaglanmaistir.
Problemin ¢dziimii i¢in kurulan model, tek bir tesis iginde i¢ tedarik kontrol sistemi olarak sunulan yalin bir ¢oziimdiir.
Yalin lojistik tekniklerini desteklemek i¢in tasarlanmis ve otomatik sistem olarak kullanima sunulmustur. Fabrikadaki
operasyonel siirecle ilgili olarak malzeme ¢ekme sisteminin iyilestirilmesi temel alinan, istek sistemlerini de beraberinde

kullanan kablosuz, talep dncelikli malzeme lojistigi saglayan bir sistem modeli kurulup, 6nerilmistir.

Problemin ¢oziimiine yonelik kurulan modelin, hedefledigi iyilestirmeler sunlardir:

1. Malzeme bulunabilirliginin kolaylastirilmasi

2. Fabrika i¢i malzeme istek iletisiminin iyilestirilmesi

3. Hatlara parca iletilmesi iginin standartlastirilmasi

4. Istek olan parganin tasima operatorii tarafindan minimum siirede hatta beslenmesinin saglanmasi olarak belirlenmistir.

Kablosuz Acil Parca Istek(Cagri) Sistemi operasyon akis modeli asagida agiklanmistir:

Progress Lane (P-Lane)

P R

Hat Operatori

®

Sekil 3: : Kablosuz acil parga istek(Cagr1) sistemi

1. ve 2. Adim: Hat operatorleri tarafindan veya ana hatta paralel olarak montaj sirasina gore pargalarin siralandigi jundate
alanlarinda ¢aligsan operatorler ilk olarak hat kenarlarindaki parga stok durumlarini kontrol etmektedirler. Eger stoklarda
parca az kalmis ise istek, par¢a bitmis ise hotcall denilen acil istekte bulunmaktadirlar. Onceki durumda telsiz ile istekte
bulunan operatdrler, dnerilen sitemde hat kenarlarinda yer alan butonlara basarak istekte bulunmaktadirlar. Hat kenarinda

herbir kanban(parga) i¢in bir buton bulunmaktadir.
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3. Adim: Sistem fabrikadaki bilgi islem departmaninin yardimiyla PLC cihazini kullanarak modelimizdeki mevcut
chat kodlara ve sinyal dinleyicilerimize sinyal gonderilmesini saglamaktadir. Chat kod kullanarak olusturulan soket
programi bilgi islem departmaninin verdigi port adresinden bu sinyalleri almaktadir. Sekil 4’de Gigiincii adima ait
ayrintilt model sunulmaktadir. Bu adimda soket programina verilen portlara gore sinyal diisiiriilmektedir. Cihazdan
gelen sinyaller butonlarla Kanban kart numaralariiliskilendirilerek hangi parcaya ait istek geldigi tespit edilebilmektedir.
Bu eslestirme vei tabani tizerindeki tabloda soket ID ile Kanban kartlarinin iligkilendirilmesiyle saglanmistir. Herhangi
bir butona basilmasi sonucunda iletilen sinyal butonun iliskili oldugu Kanban numarasi ile birlikte veritabanina istek
olarak kaydedilecektir.

<HATKENARI>
—
<JUNDATE> = - "
Q)

um/
PLC But?\nlar
Sinyal Dinleyici

Wireless Araciligiyla PLC'ye Baglanti

Hat Operatorii
Load Balance

Sekil 4: Adim 3’e ait ayrintilt model

4. Adim: Butona basilmasi islemi sonucunda veritabanina islenen istek Forklift operatoriiniin ekranina yanstyacaktir.
Veritabanindaki personel tablosusadece verilere erisimisinirlandirmak igin olusturulmus ve digertablolarlailigkilendirilmemistir.
Sisteme giriste sadece yetki taninan personeller tarafindan yapilmasi saglanarak ilk asama giivenlik olarak belirlenmistir.
Malzemeler tablosunda isletmede kullanilan malzemelere iliskin veriler tutulmaktadir. Istekler tablosunda ise iiciincii adimda
gerceklestirilen butona basma islemi ile ilgili verilerle beraber malzeme istek durumlar1 ve zaman verileri tutulmaktadir. Alinan
bu sinyaller sistemdeki istekler tablosuna, istekler tablosundan forklift operatoriiniin ekranina diismektedir. Forklift
operatoriiniin istekleri gorebilmesi amaciyla Net Entity Framework de C# kullanilarak bir arayiiz gelistirilmistir. Forklift
operatorii bu ekrani takip ederek gelen istekten aninda haberdar olmaktadir. Forklift operatorii istek yapilan parg¢ay1 bulduktan
sonra aldigina dair tekrar kendisine ait olan butona basarak par¢anin durum verisini giincellemektedir.

Istekler Malzemeler_g..
¥ istek_iD ¥
Soboet 1D Buton_ID
Kanban_mo — Eanban_MNo
DHsnum Pamt Cads
Gel_ist_Tamani Pait Mame
Farklift_slma_ramani Lt guantity
TowTruck_alsa_tamani Stare Addreis
Ht_tedlim_tamand Line address
Flowerack Code
Route Code
Hat adi

Sekil 5: Veritabaninda olusturulan tablolar ve iliskileri

5. Adim: Forklift operatorii zaman kaybetmeden bulabildigi pargay1 dolly bekleme alaninda hazir halde bulunan bos
dollylere yiiklemektedir ve Forkliftless Delivery ad1 verilen dagitict bu dollyleri towtruck aracinin arkasina baglayarak
hatta gotiirmek tizere hazirligini tamamlamaktadir. Forkliftless dagitim operatorii de tekrar pargay1 teslim aldigina dair

butona basarak malzeme durum verisinde giincelleme yapmaktadir.
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6. Adim: Sekil 3’de 6 numara ile gosterilen islem adiminda forklift operatdriiniin yiikledigi ve towtruck yazan
forkliftless delivery islem adimi tanimlanmistir. Bu dagitimi yapan operator, par¢anin zamaninda yani hat durusu
gerceklesmeden hat kenarina veya Jundate alanlarina teslimini ger¢eklestirmektedir. Hat kenar1 daha sonra ilk parga
kontroliinii yapip, teslim aldigina dair hat operatdrii kendine tanimli butona basacaktir ve acil parga istegi boylece

kapatilacaktir.
4. UYGULAMA

Acil Parca Istek Sistemi igin gerekli olan soket program, forklift ve diger operatorler icin gerekli arayiiz ve sistemin iirettigi
raporlar bu kisimda tanitilmistir.

4.1 Soket Programin Olusturulmasi

Javaeclipse kullanilarak bir soket program olusturulmustur. Bilgi islem biriminden alinan sunucu IP ve port numarasi

iizerinden sunucu ve istemeci igin gerekli programlar gelistirilmistir.
4.2 Sistem Tasariminin Uygulanmasi

Bu kisimda sisteme herhangi bir sinyal diistiikten sonra, forklift operatorii ekranina yanstyacak bilgiler belirlenmis ve bu
bilgilerin ekranda goriintiilenmesi amaglanmistir. Verilerin tutulmasi icin MS SQL Server 2015 veritaban1 yonetim sistemi
kullanilmistir. MS SQL Server ile Entity Framework kullanilarak baglanti kurulmus ve C# kullanilarak araytizler

programlanmuistur.

Forklift, Forkliftless Delivery ve diger malzeme tasima isinde gorevli operatorlerin kullanmasi igin gelistirilen arayiiz
Sekil 6’da gosterilmistir. Ekranin ortasindaki alanda hat kenarlarindan ve Jundate alanlarindan gelen istekler
listelenmektedir. Bu alanda malzeme isteklerine iliskin Istek ID, Soket ID, Kanban No, Durum, Par¢a Kodu, Par¢a Ismi,
Lot Miktari, Gonderilecegi Adres’e ait veriler gosterilmektedir. Bu listede Durum alani 4 farkli deger (0, 1, 2, 3)
alabilmektedir. Durum = 0 olmast, istegin yeni bir istek oldugunu Durum = | olmasi, istenilen malzemenin Forklift
Operatdriinde oldugunu Durum = 2 olmasi, malzemelerin towtruck operatorleri tarafindan teslim alindigini Durum = 3
olmast ise parcanin ilgili adrese teslim edildigini gostermektedir.

Istekler
TOMD IstekID SoketID KanbanNo Durum PartCode PartName LotQuantit = FORKLIFT
P 28 209 209 1 160400043100 | RADIATOR ASS_.. |2 ALDI
[m] 27 209 203 2 160400043100 | RADIATORASS... |2
O % 209 209 0 160400043100 | RADIATORASS... |2
O 25 209 209 0 160400043100 | RADIATOR ASS_. |2 TOWTRUCK
KNB1 KNBG ] 24 209 209 0 160400043100  RADIATORASS... |2 ALDI
O 2 209 209 0 160400043100 | RADIATORASS... |2
| knB2 || kNB7 O 2 209 209 0 160400043100 | RADIATORASS... |2
[m] 20 209 203 0 160400043100 | RADIATORASS... |2 HAT ALDI
| kmBz || kmBE O 16 209 209 )] 160400043100 | RADIATORASS... |2
O 15 216 216 1 160400044100 | RADIATOR ASS_. |2
| knB4 || KNBY O 14 209 209 2 160400043100 | RADIATOR ASS... |2
O 13 216 216 0 160400044100 | RADIATORASS... |2 -
| KNBS || KNBID | < > ELLal

Sekil 6: Ekran goriintiisii

Gelistirilen yazilim aracilig1 ile sistemin ihtiya¢ duyacagi temel bir raporda tiretilebilmektedir. Rapor butonu araciligi ile
rapora ulasilmaktadir. Bu ekranda gelen her bir malzeme istegi ile ilgili olarak gelen istek zamani, forklift alma zamani,
towtruck alma zamani, hat alma zamani verileri tutulmaktadir ve birbirini takip eden igler arasindaki siirelerle toplam
stirelerin verilerini hesaplayarak raporlamaktadir. Sekil 7°de rapor ekrani gosterilmistir.
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Raporlar
TOMOD IstekID Soket|D Gel_lst_Zaman Forklift_Zaman TowTruck_Zaman Hat_Zaman Toplam_Zaman ~ FORKLIFT
, 30 209 20.52016 0... |00:05:20.28... | 00:05:15.12... ALDI
0 29 200 20.52016 0... | 00:00:52.33... 00:01:05.08...
0 28 200 1852016 0... | 1.15:41:38... | 1.15:41:46.... | 1.15:42:22... |4.23:05:47...
— — ] 27 200 18.5.2016 0... | 00:08:41.24... 00:09:02.73... 1.15:51:21.... 1.16:09:05... TowTRuCK
0 26 209 18.5.2016 0... | 1.15:58:42.... | L.17:00:56.... | L.17:06:18.... | 5.02:05:57...
KNB2 KNB7 0 25 209 17.5.2016 2... | 2.02:20:09....
0 24 209 17.5.2016 2... HAT ALDI
KNE3 KNBS il 23 200 17.5.2016 2...
0 22 200 17.5.2016 2... | 2.03:24:30....
KNE4 KNES 0 21 209 17.5.2016 2... | 00:00:42.20... 00:02:06.63... 00:03:11.99... 00:06:00.83...
KNBS KNB10 ! e ae P ssaen > v Il

Sekil 7: Rapor ekran goriintiisii
5. YENI DURUMUN ANALIZI
Bu boliimde probleme 6nerilen ¢éziim uygulandiginda elde edilen sonuglar analiz edilerek gergeklesen iyilestirmeler anlatilmisgtir.

1.Hat kenar1 kapasitesi NG (yetersiz) olan pargalar nedeniyle overflow olan pargalarin sayisinda azalma ve kapladigi
alandan kazang saglanmasi amaglanmistir. Yapilan analiz neticesinde toplam 227 parga igerisinden 96 adet parganin hat

kapasite durumu NG (yetersiz) olarak belirlenmistir.

250 ~ - 120%
200 - 100% 1009 - 100%
96

- 80%

150 -
- 60%

58% 227

100 -+

- 40%
3K
50 1 - 20%
0 T T 0%
Hat Kenar Kapasitesi Uygun Hat Kenari Kapasitesi Yetersiz Toplam Parca Sayisi
Olanlar Olanlar

Sekil 8: 87 Dock hat roller kapasite analizi

Bu uygulama sonucunda hat kenar1 kapasitesi NG olan pargalarin tamaminda iyilestirme saglanip, 87 p-lane alaninda hat
kapasite probleminin ¢6ziilecegi ongoriilmiistiir. P-lane alani olarak 777 m? alan belirlenmis ve olas1 overflow durumlari
icin 22 m?’lik firmanin kabullendigi yonetilebilir problem olarak niteledigi bir alanda kullanima ayrilmistir. Fakat 96 adet
NG parca dolayisiyla 54 m? ekstra alan1 isgal etmektedir. Kablosuz Acil Parca Istek Sisteminin uygulamaya gecilmesiyle
54m?’lik tasintilarin isgal ettigi alandan kazang saglanmistir. Ayrica yapilan ¢aligmayla firmanin yonetilebilir problem
olarak katlanmay1 kabul ettigi 22 m*’lik alan kaybi kazanca doniistiiriilmiistiir. Boylece 76 m? net alan kazanci saglanmistir.
Firmanin yillik depolama maliyeti m? basina gideri 1000 Euro olarak hesaplanmistir. 20 yillik amortisman bedeliyle
hesaplama gergeklestirildiginde 54 m*’lik alandan 2700 Euro, 22 m*’lik alandan 1100 Euro yillik kazang saglanmistir.

2.0verflow pargalarin neden oldugu ellecleme ve tasima israflari (muda) ekstra isgiiciine neden olmaktadir. Extra iggiicii de
firmaya adam/saat bazli maliyet olarak yansimaktadir. 96 adet kanbanin yani farkli par¢anin Tiirkiye firmalarindan
getirildigi bilinmektedir. Firma, lojistigi lokal firmalardaki tedarik siirecini verimliligi yiiksek, sik siparis getirme
politikasina dayandirmaktadir. 87 P-lane alanindaki pargalarinda firmaya tedarik frekansi oldukga yiiksektir. Bu da giin
icerisinde bu parcalardan en az 24 frekansa sahip olundugunu yani 2 siparis periyodunda bir geldigini géstermektedir. Bu
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durum giin igerisinde bu paletlerden istek geldiginde yapilacak olan israfin (muda) fazlaligini gdstermektedir. incelenen
birim i formlarindan ve yapilan zaman etiitlerinden bir paletin ellegleme siiresi 10 saniye olarak kabul edilmistir. Bir paletin

ortalama bir rotada taginma israfi (muda) ise hatta gidis ve doniis olmak {izere 12 dakika olarak hesaplanmuistir.
1 palet ellecleme siiresi= 10 sn

1 palet ortalama tagima israfi (muda)=720 sn

Palet basina yapilan israf (muda) = 730sn / 60 = 12,2 dk adam/saat kayb1 s6z konusudur.

Aylik 96 parcada kapasite problemi oldugu goriilmektedir. Giin i¢erisinde bu parcalardan ortalama 36 adet istek gelebildigi
gozlemlenmistir. 36*12,2=439,2 dk 7,32 saat operasyon kaybina neden olmaktadir.

3.Sistem incelendiginde ve arastirma yapildiginda forkliftless delivery isteklere zamaninda cevap verememesi nedeniyle
hat duruslarinin gergeklestigi ya da hatta sonradan parga gotiirilip takildigr belirlenmistir. Bu durum SPS-Jundate
hatlarinin verimliligini dolayisiyla Final hatlarinin da verimliligini etkileyerek toplam montaj fabrikasinin ¢calismasinda
verimlilik diisiisiine neden olmaktadir. Gegmis veriler incelendiginde bu nedenle Mart ayinda 4, Nisan ayinda 14, May1s
ayinda 12 ara¢ duruslar nedeniyle iiretilememistir. Bu iretilemeyen araglarin maliyetleri oldukca yiliksek maliyet
olusturmaktadir. Ayrica firma icin ideal iiretim verimliligi %97.5 kabul edilmektedir. Proseslerin bu duruslara bagl
verimlilikleri hesaplandiginda Tablo 1’ de gériildiigii gibi SPS operasyonlarinda verimsiz ¢alisma s6z konusudur. idealde
olan verimliligin sistemin kullanilmasiyla yakalandig1 tespit edilmistir.

Tablo 1. SPS Prosesleri Verimlilikleri

AY DURUS URETILEMEYEN ARAC SAYISI | VERIMLILIK
MART 10 dk 4 %96,60
NiSAN 18 dk 14 %94,60
MAYIS 16 dk 12 %96,10

4. Olciilemeyen kazanglara bakildiginda ise ¢alisan moral-motivasyonunda artis sz konusu olacaktir. Lojistik akisinda
trafikte azalma meydana gelecektir. Malzeme bulunabilirligi kolaylasacaktir. Fabrika i¢ci malzeme istek iletisiminde
iyilesme saglanmis olacaktir.

5.SONUC VE DEGERLENDIiRME

Gliniimiiz kiiresel piyasasinda yogun rekabet, kisa yasam egrisine sahip iiriinler ve miisterilerin artan beklentileri, iireticileri
dagitim sistemlerine yatirim yapmalarina ve gereken onemi vermelerine zorlamistir. Bu durum, iletisim ve ulagim
teknolojilerindeki degisimle birlikte lojistik yonetiminin siirekli gelisimine neden olmustur. Lojistik yonetimi, malzeme
yonetimi, fiziksel yasam egrisi ve fiziksel dagitim bilesiminden olusmaktadir (Coban & Giiven, 2011). Bu calismada
glinimiiz rekabet kosullarinda lojstigin 6nemi g6z Oniine alinarak lojistik yonetiminin materyal yonetimi ve fiziksel dagitim
bilesimi lizerine odaklanilmistir. Yalin diretim ve Kaizen felsefesini benimsemis olan fabrikada mitkemmelligi yakalamak
icin her islem, her akis iyilestirilmeye aciktir. Bu dogrultuda fabrikadaki mevcut durum analiz edilmis ve fabrika i¢inde
lojistigi saglayan tagima operatorlerinin isteklere cevap vermeleri hedeflenen siirede gergeklesemedigi gdzlenmistir. Fabrika
ici lojistik agindaki aksakliklarin ortadan kalkmasi igin sistem yaklagimiyla tiim lojistik ag1 i¢in iyilestirme Onerileri
sunulmustur. Bu éneriler kapsaminda yenilikgi bir sistem tasarlanmis ve gelistirilmistir. Uretim lojistiginde basar1 faktérleri;
operasyon, bilgi akisi, insan kaynaklari ve teknik donanimdir. Sirketlerin, iretim lojistiklerinde yapacaklar: degisiklikler,
yeni ¢alisma ve liretim modelleri getirebilir. Bu ¢calismada tiretim lojistigi icinde degisiklikler gergeklestiren yeni ¢aligma ve
model sunulmustur. Uretim Lojistiginde, iiriin ve siireclerin dagitim ag1 igerindeki yapilanmalar1 ve dongiiniin ¢ok iyi
kurulmus olmas1 gerekmektedir. Firmada bu noktada bazi problemler saptanmistir ve iyilestirmeler yapilmaya ¢alisilmistir.

Iyilestirme kapsaminda Kablosuz Acil Parga Istek Sistemi olusturulmustur.

Bu sistem ile biiylik hacimli igler gerceklestiren firmalarin iiretim lojistiginde kullanabilecegi stok kontroliine, arag

takibine, elektronik ortamda bilginin elde edilmesine ve is siire¢lerinin elektronik ortama tasinmasina olanak saglanmaistir.
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Bu biiytiik hacimli isler gerceklestiren firmalarin toplam ve birim maliyetlerini azaltarak basarili olabilmeleri i¢in, bilgi
islem teknolojilerinden yalnizca iiretim siirecinde degil, lojistik ve dagitim gibi deger katan islerde de kullanmalar1
gerekmektedir. Fakat yapilan arastirmalar sonucunda bu durumun yayginlasmadig: ve bilisim teknolojilerinin dis lojistik
olarak kullaniminin heniiz mevcut olduguna ulasilmistir. Dolayistyla bu ¢aligsma ¢ok yaygin olmayan bir alan olan iiretim
lojistiginde bilgi teknolojileri uygulamalari ortaya koymaktadir. Bir nevi hareket isleme sistemi niteligi tasiyarak
malzemenin hareketine ait olan bilgiyi toplar, depolar ve ayni1 zamanda hareketin belirli bazi yonlerini kontrol eder.
Karsilanmasi geciken istegin hesaplamasini yaparak, insana bagli karar mekanizmasini saf dis1 birakip sistematik olarak
bir karar mekanizmasi ortaya koyar ve bdylece ilk karsilanacak istegin se¢imini yapar.

Bu sistemin birincil amaci hat kenarina yani miisteriye tam zamaninda sevkiyatin yapilmasini saglamakken ikincil olarakta
hareketlerin verimli bir sekilde islenmesini saglamaktir. Arka planinda siireleri kayda alarak rapor sayfasinda bunlar1 sunmasi
ozelligiyle, stirecteki darbogaz noktalarin ve gecikmeye sebep olan siirecin belirlenmesini kolaylastirir. Boylece ¢6ziim amaglh
aksiyon alinabilmesini saglamaktadir. Caligma dncesi malzemelerin higbir sekilde izlenebilirligi mevcut degildi.

Kuruluglar ger¢ek zamanli ya da yiginlar seklinde hareket islemenin yapilmasini tercih edebilirler. Uygulamasi yapilan sistem yigin
seklinde hareketlerin elde edilmesine de olanak verirken anlik-ger¢ek zamanli hareketlerin elde edilmesini de saglamaktadir. Yigin
seklinde tabiri ile analtilmak istenen, belirli bir periyoda dair verilerin sistemde kayitli tutulmasidir. Genel olarak elde edilmesi zor
olan ve giiniimiiz teknolojisinde miisterilerin hizina bagli takt time denilen proses hizlar1 bu kadar diismiisken gercek zamanli
hareket izleme sistemlerinin 6nemi artmistir. Bu sistem ile parca istek yapildiktan sonra hangi siiregte oldugunu izlemek miimkiindiir.
Daha 6nceden telsizle yapilan parga istenmesi ile kayit altina alinamayan parga istek zamani, hat kenarina sevk zamani ve teslim
zamani gibi verilerin kayit altina alinmasi hangi par¢a ne zaman istenmis ne kadar siirede hazirlanarak sevk edilmis ve sonrasinda
hatta teslim edilmis benzeri bilgiler elde edilebilmektedir. Ayrica bu sistem sayesinde tutulan kayitlarla yapilan isteklerin analiz
edilmesi ile hangi parcalarda sorun oluyor bu sorunun nedeni nedir vb sorulara cevap alinabilmektedir. Bu noktada saniyenin bile

6nemli oldugu bir tiretim ortaminda malzeme eksikligi nedeniyle hat duruslarinin yok edilmesi amaglanmustir.

Malzemenin hareketinin izlenmesi diginda sistem lojistigin en koklii konularindan olan stok yonetimine de hizmet
etmektedir. Kurumsal bilgi anlaminda malzeme hareketini sagladiktan sonra stok yonetimine de yardime1 sistem olmay1
basarmistir. Kisithi alanlara sahip liretim noktalarinda, uzun lojistik siireglerinin oldugu fakat haberlesmesi zor olan
bolgelerdeki kisitli alan ve iggiiclinlin verimliligini artirmada bir ara¢ olarak kullanilabilmektedir.

Kablosuz Acil Parca Istek Sisteminin kullanilmasi ile kurumsal bilgi sistemine saglanilan kazanglar disinda isletmenin

sagladig1 avantajlardan bazilar1 da asagida belirtilmistir:

« Fabrika i¢i lojistik aksakliklar1 nedeniyle parcanin ge¢ teslim edilmesinden dogan hat duruslari ve Jundate
proseslerindeki is kesintilerini ortadan kalkmasi,

+ Istek sayilarinin azalmasiyla materyal ve varlik kullaniminin artmast,

+ Istek yapilan parcalara ait cevrim siirelerinin azalmasi ve verimlilik artisi,

+ Isletme tarafindan fazla envanter, en biiyiik maliyet ve israf olarak gériilmektedir. Envanter azaltarak fabrika igi

depolama alanini bosaltarak alan kazanci,
* Malzeme bulunabilirliginin kolaylagmasi, tagima araglari i¢in islemlerin standartlagmast,
* Overflow alaninin ortadan kaldirilmasiyla birlikte alanin olusturdugu maliyetin ortadan kalkmasi,

+  Uretilen iiriin basina yapilan ellecleme ve tasima israflartyla (muda) iscilik maliyeti olusmaktadir. Bu mudalarin elimine

edilmesiyle adam/saat bazli maliyetlerde azaltma saglama,

+ Firma icerisinde 76 m? alan kazanci ve %6 oraninda 87 P-lane mevcut alanin veriminin artmasi gibi yan kazanglarda

ortaya ¢ikmigtir.

Tesekkiir: Bu caligma i¢in verdikleri destekten dolay1 Toyota Otomotiv A.S. Montaj ve Lojistik Boliimiine tesekkiir ederiz.

Finsansal Destek: Yazar bu ¢alisma i¢in finansal destek almamistir.
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0oz

Giintimiizde teknolojinin derslere entegrasyonu, gergeklestirilen ve gerceklestirilemeyen yonleriyle egitim
siirecinde dnemli yer tutmaktadir. Teknolojinin siirekli degisiyor olmasi, ortaya ¢ikan yeni teknolojilerin de
entegrasyon siirecine dahil edilmesini beraberinde getirmektedir. Bu noktada teknolojiyi derslerine entegre
edecek dgretmenlerin goriisleri dnem tasimaktadir. Bu nedenle bu calismada teknoloji entegrasyonu
siirecinde dnemli rolii olan 6gretmenlerin goriisleri, kullandiklar1 ve kullanmak istedikleri teknolojiler
yoniiyle incelenmistir. 1680 dgretmenin katildig1 bu arastirmada dgretmenlerin goriisleri igerik analizi
araciligiyla incelenmistir. Ogretmenlerin teknoloji entegrasyonu siirecinde kullandiklar: ve kullanmak
istedikleri teknolojiler sosyal medya uygulamalari, dijital oyunlar, kodlama, web 2.0 araclari, web
uygulamalari, ¢evrimigi egitim platformlari, projeler, ara¢ ve gerecler ile gelismekte olan teknolojiler
temalar1 altinda toplanmistir. Bu calisma ile kullanilan ve gelecekte kullanilmasi diisiiniilen teknolojiler
baglaminda entegrasyon siirecinde nasil bir degisim yasanabilecegine ilisin dngdrii ve dnerilerde bulunulmast
amaglanmaktadir.

Anahtar kelimeler: Teknoloji Entegrasyonu, Yeni Teknolojiler, Gelisen Teknolojiler, Ogretmenler

ABSTRACT

Today, the realization (or not) of technology integration into classrooms is an important consideration of the
education process. The fact that technology is constantly changing means that the incorporation of new and
emerging technologies must be incorporated into the integration process. It is here that the opinions of
teachers who integrate technology into their courses become important. Therefore in this study, the opinions
of teachers, who not only have an important role in the process of technology integration, but also in the
selection of technologies they currently use and the technologies they may want to use in the future have been
analyzed along with their suggestions. In this study involving 1680 teachers, teachers’ opinions were
examined through content analysis. The technology options that teachers use and want to use in the process
of technology integration are gathered under the themes of social media applications, digital games, coding,
Web 2.0 tools, web applications, online education platforms, projects, hardware and emerging technologies.
The aim of this study is to be able to look at the whole process of technology integration and to make
suggestions for the future. A further objective is to make suggestions regarding technology integration plans
based on the opinions gathered.

Keywords: Technology Integration, New Technology, Emerging Technology, Teachers
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Ogretmenlerin Ogrenme-Ogretme Siirecine Entegre Etmek Tstedikleri Teknolojilere Tliskin Goriisleri

1. GIRiS

Bilisim teknolojilerindeki hizli gelismeler, egitimcilerin ve arastirmacilarin teknolojik gelismeleri izlemelerini
gerektirmekte, yeni teknolojilerin diger alanlara oldugu gibi 6grenme ve 6gretme siireglerine entegrasyonunu da kaginilmaz
kilmaktadir. Hiikiimet politikalar1, 6gretmen, 6grenci, okul yonetimi, teknik altyapi, 6gretim programlar: gibi bir ¢ok
degiskeni iceren teknoloji entegrasyonu ¢ok boyutlu ve dinamik bir siiregtir. Ogrenme-dgretme siirecinde teknolojiyi ise
kosacak ve entegrasyon siirecini gergeklestirecek olan 6gretmendir. Ogretmeni merkeze alan tanimlar incelendiginde
ogretmenlerin teknolojiyi ne amagla, nerede, nasil, ne zaman ve hangi baglamda kullandiklar1 vurgulanmaktadir. Hennessy,
Ruthven ve Brindley’in (2005) teknoloji entegrasyonu tanimi, 6gretmenlerin gergeklestirmekte olduklar: faaliyetleri daha
glivenilir ve etkili bir sekilde yiirlitmek amaciyla teknolojiyi nasil kullandiklar1 ve teknolojiyi ise kosarak bu etkinlikleri
nasil yeniden sekillendirebileceklerini anlatmaktadir. Lim, Teo, Wong, Khine, Chai ve Divaharan (2003), teknoloji
entegrasyonunu o0gretmenlerin, 6grencilerin diistinme becerilerini desteklemek i¢in 6grenme ve 6gretme siirecinde
teknolojiyi kullanmalar1 olarak tanimlamislardir. Teknolojinin 6grenme-6gretme siirecine entegrasyonunun temelinde
ogretmen oldugunu vurgulayan modellere Teknolojik Pedagojik Igerik Bilgisi Modeli (TPIB) 6rnek olarak verilebilir.
Mishra ve Koehler (2006) bu modelde Shulman (1986) tarafindan gelistirilen pedagojik igerik bilgisi modeline teknolojisi
bilgisini ekleyerek 6gretmenlerin icerige uygun olarak segilen pedagojik yaklasimi destekleyici ve biitiinlestirici
teknolojileri se¢ip kullanmalarinin 6énemini vurgulamaktadir Teknolojinin 6grenme ve dgretme siirecine etkili bir sekilde
entegrasyonunda SN1K modeli ise entegrasyon siirecinde 6gretmenleri merkeze alan; ne, nerede, nasil, ne zaman, nigin ve
kim sorular1 ile tanimlanmaya ¢alismaktadir. Modelde BIT kaynaklar1 ve uygulamalarinin nigin ve kimler icin kullanilacagi
sorular1 ile entegrasyon siirecinin amaci tartisilirken, hangi BIT kaynaklar1 ve uygulamalarinin kullanildigi ve bu segilen
teknolojinin nerede ve ne zaman kullanilacagi sorulari ile BIT entegrasyonu siirecinde nasil kullanilacagi sorusunun yaniti
biiyiik 6nem tagimaktadir (Haslaman, Mumcu ve Usluel, 2008). Bu tanimlar ve modeller 15181nda teknolojinin 6grenme ve
O0gretme silirecine entegrasyonu, O0grenme hedeflerinin gergeklesme siirecinde 6grenmenin desteklenmesi amaciyla
teknolojinin ara¢ olarak kullanilmasi bigiminde tanimlanabilir (Dias, 1999; Dockstader, 1999; Earle, 2002; Herzig, 2004;
Lloyd, 2005; Fong, 2006; Hew ve Brush, 2007). Buna gore, dgretmenlerin BIT uygulamalarini ve kaynaklarini, 6grencilerin
ozelliklerine gére neden ve nasil kullanacaklarini bilmeleri gerekmektedir. Ancak, Usluel, Mumcu ve Demiraslan’in (2007)
yaptig1 bir calismada, 6gretmenlerin BIT’in entegrasyonunun yararlarina inandiklarini ifade etmelerine ragmen, BIT’in
Ogretme-6grenme ortamlarinda nasil kullanilacagini bilmedikleri goriilmiistiir. Bir diger anlatimla 6gretmenler teknolojik
araglari, etkili bir bigimde derslerine entegre etmek tizere nasil kullanilacagindan bagimsiz olarak, yalnizca kullanmay1

istemekte ve derste kullanilmasinin yararina inanmaktadirlar.

Teknolojinin dgrenme ve Ogretme siirecine entegrasyonunun gerceklesmesinde 6gretmenlerin siniflarinda teknoloji
kullanma kararlarini etkileyen faktorlerin dncelikle dikkate alinmasi gerekmektedir. Ertmer (1999) 6gretmenlerin teknoloji
araglarini ve uygulamalarini sinif ortaminda kullanma siirecindeki faktorleri digsal-birinci diizey ve igsel-ikinci diizey
faktorler olarak iki grupta toplamistir. Digsal faktorler kaynaklar (donanim, yazilim), erisim, teknik ve yonetsel desteklerle
ilgili olan faktorler, digeri ise 6gretmenlerin 6grenme ve dgretme siirecindeki teknoloji kullanimina iliskin giiven duygusu,
motivasyon, degisime ac¢ik olma ve inanglariyla ilgili olan i¢sel faktorlerdir. Benzer bir ¢alismada Baek, Jung ve Bokyeong
(2008), 6gretmenlerin, sinif ortaminda teknoloji kullanimi kararlarinin etkileyen faktorlerin; digsal istekler ve digerlerinin
beklentileri, ilgi ¢gekme/merak uyandirma, teknolojinin temel islevlerini kullanma (resim, video ve bilgi paylasim1 vb.),
fiziksel yorgunlugu azaltma, sinif hazirlig1 ve yonetimini kolaylastirma, teknolojinin gelismis islevlerini kullanma
oldugunu belirtmislerdir. Arastirmada bu faktorler arasinda 6grenme ve 6gretme siirecinde teknolojinin dolayli ya da
dogrudan etkisiyle ilgili en giiglii faktoriin, digsal istekler ve digerlerinin beklentileri oldugu ortaya ¢ikmistir. Bir baska
calismada Tondeur, van Keer, van Braak ve Valcke (2008), 6gretmenlerin deneyimlerinin, inanglarinin, duygularinin,
motivasyon diizeylerinin, bilgi ve becerilerinin, 6grenme baglami ile etkilesim i¢inde oldugunu belirtmislerdir. Tsai ve
Chai (2012) ise, birinci diizey ve ikinci diizey faktorler ortadan kalktiginda entegrasyon siireci ger¢eklesebilir mi sorusundan
hareket ederek 6gretmenlerin tasarim diislincelerinin {iglincii diizey engel olabilecegini 6ne siirmiistiir. Arastirmacilar
caligmalarinda, bir 6gretmenin, zengin dijital kaynaklara sahip oldugu, olumlu tutum ve gii¢lii inanglar1 benimsedigi

takdirde bile teknoloji entegrasyonunda basarili olmama olasiliginin altini ¢izmislerdir.
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Diger taraftan teknoloji hizla degigsmekte ve degisen yiizii 6grenme-dgretme ortamlariyla entegrasyonunun gergeklesmesini
zorunlu kilmaktadir. Bu durum egitimde teknolojinin bilgisayar, yazilim vb. araclar olmanin 6tesinde 6gretim stratejileri,
O0grenme ve basarim destek araglar1 olarak algilanmasina, entegrasyon siirecinde teknolojinin hangi amaglar igin
tasarlandigina ve kullanildiginda yol agacag: etkilerin neler olacagina dikkati ¢ekmektedir (Driscoll, 2011). Dolayistyla
siif ortaminda hangi teknolojilerin nasil ise kosuldugu 6grenme ve 6gretme siireclerinin etkililigi ve verimliligi konusunda
fikir vermesi agisindan 6nem tagimaktadir. Ogrenme ve dgretmeyi saglamak iizere genellikle daha kolay ve hizli olan ara¢
ve yontemleri kapsayan yeni teknolojilerin (Smutny, 2015) ortaya ¢ikiyor olmasi mevcut durumda derslerde hangi
teknolojilerin kullanildig1 kadar gelecekte de hangi teknolojilerin kullanilabilecegini 6ngérmenin 6nemini vurgulamaktadir.
Bu noktadan hareketle 6gretmenlerin sinif ortaminda kullandiklar1 teknolojiler ve bu teknolojilerin kullanimina yonelik
goriisleri biiylik onem tasimaktadir. Bu ¢alismada 6gretmenlerin mevcut durumda kullandiklar: teknolojiler ve kullanmak

istedikleri teknolojilere iliskin goriisleri arastirilmistir.
2. YONTEM

Ogretmenlerin teknoloji entegrasyonunu siirecinde kullandiklar1 ve gelecekte kullanmak istedikleri teknolojilere iligkin
goriisleri hakkinda bilgi vermeyi amagladigi ig¢in bu ¢alisma betimsel bir calismadir. Betimsel aragtirmalarda, bir grubun
belirli 6zelliklerini belirlemek igin veriler toplanmaktadir. Betimsel ¢alismalarda ¢ok sayida elemandan olusan bir evren

hakkinda genel bir yargiya varmak i¢in alinacak bir grup iizerinde tarama diizenlemeleri yapilmaktadir (Karasar, 2014).
2.1. Katilimeilar

Arastirmaya Arastirmaya, yaslari 18 ile 65 arasinda degismekte olan,522’si kadin 1158’1 erkek olmak tizere toplam 1680
dgretmen katilmistir. Calistiklar1 okullar; Anadolu imam Hatip Lisesi (n=19), Anadolu Lisesi (n=12), Ilkokul (n=1459),
Imam Hatip Ortaokulu (n=16), Mesleki ve Teknik Anadolu Lisesi (N=67), Ortaokul (n=44), Sosyal Bilimler Lisesi(n=1),
Diger (n=62) olarak ayrilmaktadir. Branslara gore arastirmaya katilan 6gretmen sayilari: Beden Egitimi (n=4), Bilisim
Teknolojileri (n=9), Biyoloji (n=2), Din Kiiltiirii(n=10), Fen ve Teknoloji (n=4), Fizik (n=4), Gérsel Sanatlar (n=3), ingilizce
(n=9), Kimya (n=2), Matematik (n=19), Miizik (n=1), Okul Oncesi (n=7), PDR (n=30), Sinif Ogretmenligi (n=1482), Sosyal
Bilgiler (n=12), Tiirk¢e (n=18) ve Diger (n=61)’dir.

2.2. Veri Toplama Araglari ve Verilerin Analizi

Ogretmenlerin teknoloji entegrasyonuna iliskin goriis ve onerileri “Teknolojiyi grenme-dgretme siireclerine nasil entegre
ettiginizi, karsilastiginiz engelleri, kullandiginiz ve gelecekte kullanmak istediginiz teknolojileri a¢iklayiniz.” seklinde
yar1 yapilandirilmis agik uglu sorular araciligiyla alinmistir. Bu ¢alisma kapsaminda elde edilen veriler arasinda

katilimcilarin kullandiklar: ve gelecekte kullanmak istedikleri teknolojilere iligskin goriislerinin analizi yapilmistir.

Ogretmenlerin goriislerinin incelenmesinde Braun ve Clarke’in (2006) énerdigi tematik analiz kullanilmistir. Bagimsiz bir
nitel betimsel yaklasim olarak tematik analiz, temel olarak “veri i¢indeki kaliplar1 (temalar1 tanimlama, analiz etme ve
raporlama yontemi)” olarak tanimlanmaktadir (Braun ve Clarke, 2006). Bu siirecin agsamalari; tiim verilerin bir ka¢ kez
okunarak taninmasi, baslangi¢ kodlarinin belirlenmesi, temalarin arastirilmasi, gézden gegirilmesi, isimlendirilmesi ve
raporlanmasidir. Veriler frekans kullanilarak sunulmustur. Analizin gegerlik ve giivenirligini saglamak i¢in veriler iki

farkli kodlayici tarafindan analiz edilmis ve kodlayicilar arasi giivenirlik katsayisi Cohen’s Kappa=.90 bulunmustur.
3. BULGULAR

Ogretmenlerin teknoloji entegrasyonu siirecinde kullandiklar1 ya da kullanmak istedikleri teknolojiler sosyal medya,
kodlama/programlama, gelismekte olan teknolojiler, egitsel/dijital oyun, Web 2.0 araglari, web uygulamalari, ¢evrimigi

egitim platformlar ve projeler ile donanim alt boyutlarinda incelenmistir.
3.1. Ogretmenlerin Teknoloji Entegrasyonu Siirecinde Kullandiklar1 Teknolojiler

Teknoloji entegrasyonu siirecinde, 6gretmenlerin kendi 6grenme-dgretme siiregleriyle hangi teknolojileri biitiinlestirdikleri
(Tablo 1) incelendiginde 6gretmenlerin sosyal medyay1 ozellestirmeden genel ismiyle kullandiklari goriilmektedir.
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Ayrintilarina girildiginde en fazla Youtube kullandiklarini, bunu Tartigma Forumlar1 ve WhatsApp’in takip ettigi, ayrica
Blog kullandiklarini belirtmislerdir. Aragtirmaya katilan bir 6gretmen ise derslerinde Facebook kullandigini belirtmistir.
Kodlama ve Programlama bagligi altinda 6gretmenlerin yine genel bir isimlendirme tercih ettigi goriilmektedir. Ayrintili
bilgi veren 6gretmenlerin ise sirastyla robotik, Stem ve Scratch’ten bahsettigi goriilmektedir. Ogretmenlerin gelismekte
olan teknolojiler baslig1 altinda verdikleri cevaplar arasinda en fazla 3 boyutlu teknoloji ve uygulamalarin belirtildigi
goriilmektedir. Ardindan artirilmis gerceklik, sanal gergeklik ve yapay zeka goriisleri dikkati cekmektedir. Arastirmada
egitsel/dijital oyunlar1 derslerinde kullanan 6gretmenlerin de bulundugu gériilmektedir. Ogretmelerin Web 2.0 araglarinin
farkinda olduklar1 ve derslerinde kullandiklar1 goriilmektedir. En fazla PowerPoint ve Prezi gibi sunum araglarini
kullandiklar1 goriilmektedir. Ardindan sirasiyla egitsel animasyonlari, video ve filmleri, sanal 6grenme ortamlari,
etkilesimli ¢evrimigi testleri kullandiklarini belirtmislerdir. Kahoot, Matematik igin tasarlanmis araglar, dijital 6ykiileme,
simiilasyonlar, ¢cevrimici yarismalar ise genel ya da ayrintili isimleriyle belirttikleri diger uygulamalardir. Ayrica Fatih
projesi ve bu kapsamda gelistirilen EBA 6gretmenlerce en fazla belirtilen platformlardan biridir. Bu kapsamda ortaya ¢ikan
z-kitaplarin da 6gretmenlerin ¢cok az kismi tarafindan kullanildig1 goriilmektedir. Edmodo, Okulsitik, Morpa Kampiis,
Class Dojo, Vitamin gibi ¢evrimigci egitim platformlart 6gretmenlerin en fazla bagvurdugu ortamlardan birisi olarak
goriilmektedir. Ogretmenlerin teknoloji entegrasyonlari siirecine katki sagladigini belirttikleri bir diger proje e-Twinning
projesidir. Bu projenin temel amaci iletisim kurmak, isbirligi yapmak, projeler gelistirmek, paylasmak; kisacasi Avrupa’daki
en heyecan verici 6grenme toplulugunu hissetmek ve bu toplulugun bir parcasi olmak i¢in, Avrupa iilkelerindeki katilimei
okullardan birinde calisan personele (6gretmenler, miidiirler, kiitiiphaneciler vb.) yonelik bir platform sunmaktadir. Son
olarak dgretmenler kullandiklar1 donanimlar1 da teknoloji entegrasyonu siirecinin bir pargasi olarak belirtmislerdir. Akilli
tahtanin, projeksiyonun ve bilgisayarin siklikla belirtildigi goriiliirken, cep telefonlarinin, yazicinin, tabletlerin ve bir kisi
de olsa ii¢ boyutlu yazicinin belirtildigi goriilmektedir.

Tablo 1: Teknoloji entegrasyonu siirecinde kullandiklar1 teknolojiler

Temalar Alt temalar f
Genel isimlendirme 5
YouTube 7
Forum 5
Sosyal medya WhatsApp 5
Blog 4
Facebook 1
Toplam 27
Genel isimlendirme 11
Robotik 5
Kodlama/Programlama Stem 2
Stratch 1
Toplam 19
3 boyut / Tinkercad 6
Arttirllmis gerceklik 2
Gelismekte olan teknolojiler Yapay zeka 1
Sanal gergeklik 1
Toplam 10
Egitsel / Dijital oyunlar Genel isimlendinme v
Toplam 17
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Genel isimlendirme 12
Sunumlar (PowerPoint ve Prezi) 65
Egitsel Animasyon / Flash 28
Video/Film 17
Sanal 6grenme ortamlari/sanal geziler 16
Etkilesimli testler / Cevrimigi testler 14
Web 2.0 araglar1
Kahoot 4
Matematige 6zel programlar (TuxMath, GCompris, Sketchpad ya da LogoTiirk ) 4
Dijital 6ykiileme 2
Simiilasyon 1
Online yarisma/Plickers 1
Toplam 164
Google uygulamalart (Earth / Maps / Drive) 7
Egitsel web siteleri 7
Web uygulamalari
Video konferans / Telekonferans / Webinar 2
Toplam 16
EBA 79
Edmodo / Okulistik / Morpa Kampiis / Class Dojo / Vitamin 3,21,33,8,3
Fatih projesi 11
Cevrimici egitim platformlari ve projeler
E-twinning projeleri 3
z-kitap/ Goriintiilii kitaplar 2
Toplam 163
Akalli tahta / Etkilesimli tahta 246
Projeksiyon 182
Masaiistii / Diziistii bilgisayar 154
Mobil / Cep telefonu / Akilli telefon / Anroid 18
Donanim
Yazici 17
Tablet 15
3 boyutlu yazici 1
Toplam 633
Sunumlar (PowerPoint ve Prezi) 65
En ¢ok kullanilan ilk 3 teknoloji Egitsel Animasyon / Flash 28
Egitsel / Dijital oyunlar ve Video / Film 17

Ayrica elde edilen temalardan bagimsiz olarak donanim, egitim platformlari ve projeler disinda sadece kullanilan
teknolojiler agisindan en fazla kullanilan ilk ii¢ teknoloji incelendiginde Sunumlarin (PowerPoint ve Prezi), Egitsel
Animasyonlarin / Flash, Egitsel / Dijital oyunlarin ve Video / Filmlerin basi ¢ektigi goriilmektedir.

3.2. Ogretmenlerin Teknoloji Entegrasyonu Siirecinde Kullanmak istedikleri Teknolojiler

Teknoloji entegrasyonu siirecinde, 6gretmenlerin 6grenme-dgretme siiregleriyle hangi teknolojileri biitiinlestirmek
istedikleri (Tablo 2) incelendiginde 6gretmenlerin sosyal medyay1, kodlamayi, egitsel oyunlar1 ve Web 2.0 araglarini genel
ismiyle kullandiklar1 goriilmektedir. Sosyal medya basliginda Youtube ve Viki; kodlama basliginda robotik, STEM ve
Aurdino; gelismekte olan teknolojiler arasinda 3 boyutlu teknolojiler kullanmak istedikleri teknolojiler arasinda
goriilmektedir. Ogretmenler sunumlar, etkilesimli cevrimigi testler, egitsel animasyonlar, video ve filmler, ¢evrimici
yarigmalar ve simiilasyonlar gibi Web 2.0 teknolojilerini de gelecekte kullanmak istemektedirler. Ayrica egitsel web
sitelerini, Google uygulamalarini, Telekonferans sistemlerini derslerinde teknoloji entegrasyonu siirecinde kullanmak
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istediklerini belirtmektedirler. Fatih projesinin sonu¢lanmasini ve bu proje kapsamindaki tabletleri ve akilli tahtalar:
siniflarinda kullanmak istemektedirler. EBA’nin zenginlestirilerek ve tiim programlara, derslere ve siniflara gore
gelistirilerek devam etmesini istemektedirler. Okulistik/Morpa Kampiis /Vitamin ¢evrimigi egitim platformlarini
kullanmak istedikleri teknolojiler arasinda belirtmektedirler. Ayrica E-twinning gibi projelere devam etmek istemektedirler.
Ogretmenler kullandiklar1 donanimlar1 teknoloji entegrasyonu siirecinde belirtmislerdir. Giiniimiizde teknoloji
entegrasyonu siirecinde kullandiklari teknolojiler olarak gordiikleri bilgisayar, akilli tahta, projeksiyon, tablet ve yazicinin
kullanmaya devam etmek istedikleri teknolojiler oldugu goriilmektedir. Bu donanimlari ise en fazla Fatih Projesi basligi
altinda dile getirildigi dikkati ¢eken bir diger noktadir.

Tablo 2: Teknoloji entegrasyonu siirecinde gelecekte kullanmak istedikleri teknolojiler

Temalar Alt temalar f
Genel isimlendirme 4
Sosyal medya YouTube 33
Viki 1
Toplam 38
Genel isimlendirme 22
Kodiama Robotik 4
Stem
Aurdino 1
Toplam 28
Gelismekte olan teknolojiler 3 boyut 3
Toplam 3
Egitsel / Dijital oyunlar Genel isimlendirme 8
Toplam 8
Genel isimlendirme 7
Sunumlar 25
Etkilesimli testler/cevrimigi testler 5
Web 2.0 araglari Egitsel Animasyonlar 5
Video/Film 5
Cevrimigi yarigmalar 3
Simiilasyon 1
Toplam 51
Egitsel web siteleri 5
Web uygulamalari Google uygulamalari 2
Video konferans/Telekonferans 2
Toplam 9
Fatih Projesi 37
Cevrimigi egitim platformlar ve projeler EBA. ) o 21
Okulistik/Morpa Kampiis /Vitamin 5,4,1
E-twinning projeleri 2
Toplam 70
Masaiistii/Diziistii bilgisayar 415
Akilli tahta / Etkilesimli tahta 203
Donamm Projeksiyon 78
Tablet 46
Yazici 12
Mobil/Cep telefonu 6
Toplam 760
YouTube 33
En ¢ok kullanilmak istenen ilk 3 teknoloji Sunumlar 25
Kodlama 22
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Ayrica elde edilen temalardan bagimsiz olarak donanim, egitim platformlari ve projeler disinda sadece kullanilmak istenen
teknolojiler agisindan gelecekte en fazla kullanilmak istenen ilk ii¢ teknoloji incelendiginde Youtube, Sunumlar ve
Kodlamanin basi ¢ektigi goriilmektedir.

3.3. Ogretmenlerin Olumsuz Gériisleri ve Onerileri

Ogretmenlerin teknoloji entegrasyonu siirecinde kullandiklar1 ya da kullanmak istedikleri teknolojilere iliskin bazi olumsuz
goriislerinin oldugu dikkati gekmistir. Ogretmenlerin biiyiik bir kisminin teknolojinin sadece sosyal medya ve oyun amagcl

e

kullanildigina yonelik sikayetlerinin ¢ok fazla oldugu goriilmektedir. Bu konuda bir 6gretmen ““Teknolojinin sadece sosyal
medyadan ibaret olmadigi anlatiimalidir. Sosyal Medyanin teknolojinin neresinde yer aldigi ogrencilere anlatilmali (K425)”
derken diger bir 6gretmen ise “Teknolojiyi egitim ogretim faaliyetleri icin kullanmali, sosyal medya ve oyun etkinlikleri igin
hem giivenlik hem de zaman sinirt koyulmalidr (K1136)” demistir. EBA’nin yetersiz oldugu, gelistirilmesi ve zenginlestirilmesi
gerektigine iliskin ¢ok fazla olumsuz goriis sunan 6gretmen vardir. Bu konuda 6gretmenlerin goriisleri su sekildedir: “EBA
ya daha fazla égretici animasyon yiiklenmesi gerekli (K591)”,“Eba icerigi daha zenginlestirilmeli ve kullanimi konusunda
ogretmenler tesvik edilmelidir (K1201)” ,“Eba sistemini her sinifa ve derse hitap edebilecek ders dokiimanlariyla donatmalidir
(K593)”,“EBA gibi farkl: bilisim aglar, egitici oyun siteleri olusturup ¢cocuklarin oynarken égrenmelerine ortam saglayabilir
(K706)”. Ayrica yine 6gretmenlerin biiyiik cogunlugu Youtube, Google gibi baz1 web sitelerine girisin yasak oldugunu ve bu
durumun onlarin siniflarinda teknoloji entegrasyonu siireglerini olumsuz etkiledigini belirtmektedirler. Bu konuda bir
ogretmen “Youtube gibi pek ¢ok site MEB engeli nedeniyle agilmiyor isime yarayacak seylere o yiizden erigemedigim
zamanlar oluyor (K30)” derken diger bir 6gretmen ise “Ozellikle MEB in internet servisleri iizerindeki gereksiz kisitlamalart
isimi zorlastirtyor, érnegin diinyanin hareketleri konusunda bir video izleteyim diyorum biitiin video saglayici siteler yasakli,
3 boyutlu olarak bir yerin sunumunu izleteyim diyorum siteler yasakli (K811)” seklinde goriis belirtmektedir. Diger taraftan
Ogretmen goriisleri arasinda derslerde sadece video ya da film izleyerek zaman gegirildigini diisiinen ve bu durumdan
rahatsiz olundugunu belirten ifadeler de bulunmaktadir. Bu konuda bir 6gretmen “Cocuklara sadece dizi, program degil
ayni zamanda egitici seylerde izletilmesi. Kaliteli zaman gecirmenin ger¢eklesmesi. Cocugun ilgi ve yetenegine uygun olarak
gerekli destegi talep etmesi ve okulla aktif olarak biling¢li bir vatandas gibi iletisime/etkilesime girmesi (K1427)” seklinde
goriis bildirmistir. Fatih projesi ve bu kapsamda degerlendirilen bazi donanimlarin sorunlu ya da eksik oldugunu belirten de
¢ok dgretmen bulunmaktadir. Bu konuda 6gretmenlerin goriisleri su sekildedir: “MEB Fatih projesi bilesenlerini iyi ¢aligtirip
amaca hizmet etmesi i¢in ¢aba sarf etmeli K103)”, “Fatih projesindeki etkilesimli tahtalarin tamamlanmasi, internet erigimi
saglama, Eba vb. portallarin yayginlastirilmasi, Konuya uygun kurslarin agilmast, bu uygulamalari yapan ogretmenlerin
odiillendirilmesi gereklidir (K910)”, Etkilesimli tahtalar biiyiik bir tablet olmaktan éteye ge¢medi (K1020).” “Ayrica kisisel
bilgisayar ve cep telefonumla daha hizli gezinti yapabildigimden sinif ortaminda kendi teknoloji araglarimla ¢alistyorum
(K1074)”. Yazici, projeksiyon, tablet, akilli tahtanin yetersiz olmasi ya da bozuk olmasi 6gretmenlerce teknoloji entegrasyonu
siirecinde sorunlu goriilen durumlardandir. Bu konuda 6gretmenler “Her sinifin diizgiin ¢alisan bir bilgisayart ve akilli
tahtast olmalr (K128)”, “Okulun yetersiz teknik donanimi, yani ¢ok kotii projeksiyon ¢ok zor baglanabildigimiz internet bozuk
ses sistemi gibi (K1218)” seklinde goriis bildirmislerdir. Son olarak siniflarda cep telefonu, akilli tahta ve tablet kullanimindan
rahatsiz olan ve bu durumun azaltilmasi gerektigini belirten 6gretmenler de vardir. Bu konuda bir 6gretmen “Swnirl: siireyle
teknolojik cihaz kullanmal (K598)”, seklinde goriis belirtirken diger bir 6gretmen ise “Ozellikle kiiciik yaslarda 6grencilerin
akilli telefon tablet gibi cihazlar: kullanmalarini denetlemeli ders disi kullanimi kisitlamali bu konuda aileler
bilgilendirilmelidir (K684)” seklinde goriis bildirmektedir.

4. TARTISMA VE SONUCLAR

Bu galismada 6gretmenlerin teknoloji entegrasyonu siirecinde meveut durumda kullandiklar1 teknolojiler ve gelecekte
kullanmak istedikleri teknolojilere iliskin gorisleri arastirilmistir ve bu teknolojiler 8 tema altinda toplanmistir: Sosyal
medya, kodlama/programlama, gelismekte olan teknolojiler, egitsel/dijital oyunlar, Web 2.0 aracglari, web uygulamalari,
cevrimici egitim platformlar1 ve projeler, donanim. Ogretmenlerin 6grenme ve 6gretme siireciyle teknolojiyi biitiinlestirirken
hem su anda hem de gelecekte kullandiklari teknolojiler arasinda en fazla bilgisayar, akilli tahta, projeksiyon, yazici, tablet
gibi donanimlarin ortak oldugu goriilmektedir. Arastirmada o6gretmenlerin goriisleri incelendiginde, teknoloji
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entegrasyonunu sadece; kullanmak istedikleri teknoloji ara¢ ve uygulamalarinin isimlerini belirtmek, PowerPoint ile
sunum yapmak veya video izlemek gibi eylemler olarak kabul ettikleri goriilmektedir. Oysaki alanyazinda teknoloji
entegrasyonu, uygulama modelleri goz 6niinde bulunduruldugunda 6gretmenlerin 6grenme ve dgretim siirecine uygun
olan pedagojik yaklasimi destekleyici ve biitiinlestirici teknolojileri se¢ip kullanmalarinin énemini vurgulamaktadir
(Haslaman, Mumcu ve Usluel, 2008; Mishra ve Koehler, 2006). Ancak ¢alismada, 6gretmenlere teknolojiyi 6grenme-
ogretme siirecine entegre ederken karsilastiklari engeller soruldugunda 6gretmenler projeksiyon cihazinin, tabletin, akilli
tahtanin yetersiz olmasi ya da bozuk olmasi gibi sadece teknoloji odakli sorunlardan s6z ettikleri gériilmiistiir (Schrum,
1995). Ogrenme ve dgretme siireciyle teknolojiyi biitiinlestirirken karsilastiklar1 pedagojik sorunlardan bahsetmedikleri
dikkat cekmektedir. Benzer bir ¢aligmada Li (2007) 6gretmenlerin teknoloji kullanimu ile ilgili pedagoji konusunda yeterli
bilgiye sahip olmadiklarini ifade etmistir. Bu duruma paralel olarak teknolojinin alan bilgisi ile uyumlulugu/
uyumlandirilmasi konusunda karsilastiklart herhangi bir sorunu da dile getirmedikleri goriilmiistiir. Bu alanda yapilan
benzer bir ¢aligmada Pac (2008), 6gretmenlerin teknolojiyi 6gretim programina entegre etmek igin gerekli olan arka plan
bilgisinden yoksun olduklarini belirtmistir. Bu durumda dgretmenlerin derste teknoloji kullanmay1 amag olarak géren
anlayistan halen uzaklasamadiklar: ifade edilebilir. Bu noktadan hareketle alanyazinda, teknoloji entegrasyonunun bu
sekilde algilanmasinin 6grenme ve dgretim siirecine olumsuz yansimalarinin goriildigii ¢alismalarda bulunmaktadir
(Akinci, Kurtoglu ve Seferoglu, 2011; Banoglu, Madenoglu, Uysal ve Dede, 2014; Cengiz, 2012). Ancak bu ¢alismada bu
durumun aksini belirten ve teknoloji entegrasyonu siirecinin yanlig anlasildigini vurgulayan goriislerde bulunmaktadir.
Ornegin 6gretmen goriisleri arasinda, derslerde sadece video ya da film izlenerek zaman gegirilmesinden, teknolojinin
sadece sosyal medya ve oyun amagli kullanilmasindan rahatsizlik duyuldugunu belirten ifadelerinde oldugu goriilmektedir.

Ogretmenlerin kullandiklar1 teknolojiler arasinda Web 2.0 araglarini, EBA gibi ¢evrimigi egitim platformlarini ve Fatih
Projesi gibi projeleri vurguladiklart goriilmektedir. Web 2.0 araglarindan en fazla sunum hazirlama programlarina, egitim
platformlarindan ise en fazla EBA’ya vurgu yaptiklari dikkati ¢ekmektedir. Bu baglamda ¢ok sayida EBA’ya iliskin
olumsuz goriislerin oldugu da goriilmektedir. EBA’nin var olan diizeyde yetersiz oldugu, gelistirilmesi ve zenginlestirilmesi
gerektigini yoniindeki onerilerin sayisi oldukca fazla oldugu ifade edilebilir. Benzer sekilde Fatih projesi kapsaminda
degerlendirilen bazit donanimlarin bozuk oldugu ya da eksik oldugunu belirten ifadelerin sayisinin da oldukea fazla oldugu
gdzden kagmamaktadir. Ayrica 6gretmen goriisleri arasinda siniflarda cep telefonu, akilli tahta ve tablet kullanimindan

rahatsiz olduklarini belirten ve bu kullanim oraninin azaltilmasi gerektigini vurgulayan ifadeler de bulunmaktadir.

Ogretmen goriisleri arasinda, sinif ortaminda ozellikle Youtube olmak iizere diger sosyal ortamlar1 kullandiklarimi belirten ifadelerde
bulunmaktadir. Ayrica yine 6gretmenlerin biiyiik cogunlugu Youtube, Google gibi bazi web sitelerine girisin yasak oldugunu ve bu
durumun onlarin siniflarinda teknoloji entegrasyonu siireclerini olumsuz etkiledigini belirtmektedirler. Ogretmenlerin kodlama ve
programlama, egitsel oyunlar, 3 boyutlu teknolojiler, artirilmis gergeklik, yapay zeka, sanal gerceklik gibi gelismekte olan teknolojileri
kullandigini belirtmesi giincel teknolojilerden haberdar olduklarinin bir gostergesi olarak kabul edilebilir.

Arastirmada 6gretmenler goriisleri arasinda, 6zellikle sunum araglari, egitsel animasyonlar, etkilesimli sinav uygulamalari,
yarigmalar, video ve filmler, simiilasyonlar olmak iizere Web 2.0 araglarinin dnemli oldugu goriilmektedir. Ayrica Youtube
basta olmak iizere sosyal medyanin, kodlama ve robotigin, 3 boyutlu teknolojilerin, egitsel oyunlarin, egitsel web sitelerinin,
Google uygulamalarinin ve video konferans sistemlerinin 6gretmenlerin gelecek planlari arasinda yer aldig1 goriilmektedir.
Ancak burada dikkati ¢eken nokta gelismekte olan teknolojilerden sadece 3 boyutlu teknolojileri belirtmeleri olmustur.
Bunun olasi nedenleri arasinda yapay zeka, sanal ger¢eklik gibi teknolojilerle somut deneyimler yagamamalari, bunlara
iliskin hizmet-i¢i egitimler alamamalar1 gosterilebilir. Oysa Caliskan’a (2017) gore basarili teknoloji entegrasyonu
uygulamalari igin yeni teknolojilerin egitim amacli kullanimlarinin gergeklestirilmesi gerekmektedir. Tondeur, Pareja
Roblin, van Braak, Voogt ve Prestridge’nin (2017) de belirttigi gibi egitim i¢in teknolojik araglari kullanmak uygun goriinse
de, en 6nemlisi egitim i¢in yeni teknolojilerin nasil daha iyi kullanilabilecegini aragtirmaktir. Bu sonuglarin olasi nedenleri

ve ¢oziim Onerileri bundan sonraki ¢caligmalarda incelenebilir.

Ogrenme ortamlarinin dinamik bir siire¢ icerdigi gz oniinde bulunduruldugunda, dgretmenlerin; 6gretim materyalleri
yeniden oOrgiitlemeleri ve gelistirmeleri, 6grenme ve Ogretim ihtiyaclarina gore uyarlayabilmelerinin desteklendigi
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kaynaklardan yararlanabilecekleri gevrimici ortamlarin gelistirilmesi gerekmektedir. Boylece gelecek teknolojilerin 6grenme-
ogretme siireglerine entegrasyonu siirecinde, 6gretmenler yeni teknolojileri takip etmeleri ve kullanmalari tesvik edilmis
olacaktir. Ogretmenlere bu konuda MEB, politika belirleyiciler ve egitim kurumlari tarafindan gerekli destegin saglanmasi
giderek daha fazla 6nem kazanmaktadir. Béylece 6gretmenler teknoloji alanindaki yenilikleri izleyebilen, 6grenme ve

ogretme siirecinde kullanabilen ve karsilagtiklar1 problemlerle basa ¢ikabilen bireylerin yetismesine katki saglayacaklardir.

Finansal Destek: Yazar bu ¢alisma i¢in finansal destek almamustir.
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ABSTRACT

With the latest technological advances, intelligent personal assistants are becoming part of our daily lives. In
the future, with improvements in artificial intelligence techniques, it is foreseen that individuals’ life
management will be greatly assisted by intelligent personal assistants. Today, it seems that intelligent
personal assistants have not yet reached their full potential. For more efficient use, more technical
developments are needed, especially in terms of natural language processing. In order to that, areas which
need improvement must be determined based on which challenges are faced. In order to develop more
efficient solutions for problems, an initial fundamental evaluation is necessary. In this work, features of
intelligent personal assistants are examined and existing applications are referred to. For a better
understanding of what features an intelligent personal assistant must contain, a literature review was
completed. In-use features which should be improved in the future, challenges challenges which need to be
overcome, areas which could be made more efficient, and how to increase usage are determined.
Keywords: Intelligent Personal Assistants, Smart Applications, Natural Language Processing,

Anthropomorphism

0oz

Teknolojik gelismelerle birlikte, akill kisisel asistanlarin giinliikk yagantimizda kullanimi 6nem kazandi.
Gelecekte, yapay zekada tekniklerindeki gelismelerle birlikte hayat yonetiminin akilli kisisel asistanlar
tarafindan asiste edilecegi ongoriilityor. Giinimiizde hala akilli kisisel asistanlarin tam potansiyeline
ulastigini séylemek miimkiin degildir. Daha etkin bir kullanim i¢in daha fazla tekniksel gelismeye ihtiyag
duyuluyor, 6zellikle dogal dil isleme alaninda. Bu nedenle, gelistirilmesi gereken konular karsilasilan
zorluklar bazinda tespit edilmelidir. Sorunlara daha etkin ¢oziimler liretmek i¢in, dncelikle bir genel
degerlendirme yapilmalidir. Bu ¢alismada, akilli kisisel asistanlarin 6zellikleri incelendi ve varolan
uygulamalara deginildi. Akilli kisisel asistanlarin hangi 6zellikleri igermesi gerektigini daha iyi anlamak
i¢in literatiir taramasi yapildi. Kullanilan ve gelistirilmesi gereken 6zellikler gosterildi. Asilmasi gereken
zorluklar ve daha etkin ve yaygin bir kullanim i¢in gerekli dzellikler belirlendi.

Anahtar kelimeler: Akilli Kisisel Asistanlar, Akill1 Uygulamalar, Dogal Dil isleme, insansilik
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1. INTRODUCTION

The first description of the personal digital assistant (PDA) was made by Alan Kay, a graduate student at the University of
Utah in the 1970s. It was called Dynabook and the idea behind it was to build an interactive computer which used wireless
communication (Wiggins I11, 2004). It was a device that anticipated a user’s information needs based on the knowledge it
had accumulated from the user. (Bayus, Jain & Rao, 1997). In the next few decades other digital assistants were introduced.
These were PDAs helping users in their daily lives. After the improvements in technology, PDAs in the 1990s were capable
of scheduling, recording addresses and numbers, setting up appointments and making to-do lists (Encyclopedia, 2018).
However, these were only very simple forms of what we call today, the intelligent personal assistant (IPA). PDAs can be
evaluated as the ancestor devices of todays innovative mobile technology (Goksel-Canbek & Mutlu, 2016).

After recent improvements in artificial intelligence, the evolution of virtual assistants has gained momentum, making them
smarter. Advances in machine learning techniques has improved IPA’s learning ability. Use of sensors, cloud connection
and internet of things (IoT) technology has significantly increased device efficiency, enabling them connected with other
devices. With all this innovative technology, IPAs are more engaged in daily lives. However, technology appears to have no
limits and there are still some challenges in specific areas.

In order to build more efficient IPAs and ascertain their potential, all of their attributes must be reviewed and specific challenges
must be determined. A foundation in this area must be first established on which to build future work. In this study, an
overview was completed to provide a basis for IPAs. In Part 2, a general overview of IPA is presented. Integrated technologies

are discussed in Part 3 and necessary features are examined in Part 4. In Part 5, some of the challenges that IPA faces are listed.
2. INTELLIGENT PERSONAL ASSISTANTS

Intelligent personal assistants (IPAs) - also known as smart personal assistants (SPAs) or personal digital assistants (PDAs)
- are systems that gather information from the user, evaluate them and give a proper response. IPAs are able to carry out
tasks, memorize information, read codes, carry out web searches, manage devices and so on. By using these abilities IPAs
offer assistance in these main activities: Home control, entertainment, scheduling, managing contacts, purchasing, life
management and research (Searchengineland, 2018).

IPAs act on behalf of the user while collecting information, automating complex tasks and collaborating with other IPAs
(Czibula, Guran, Czibula & Cojocar, 2009) which leads to social interaction between the user and the IPA. In order to serve
the user’s best interests, an ideal IPA:

« Utilizes various technologies

+ Improves day to day interactions by adapting itself to both the environment and the user’s activities

» Uses characterized interfaces and displays emotional states (e.g. humour) to make human-like conversation possible
» Uses sensors and makes the best of gathered data

» Allows various inputs and output types, increasing the user’s interaction comfort

Pentland (1998) created a smart room environment to detect person’s gestures by determining body positions. Mizoguchi,
Nishiyama, Ohwada and Hiraishi (1999) designed a smart office where smart agent robots fitted with cameras and sensors
can receive a user’s documents and deliver them to a specified place. They were also able to collect printed papers and
deliver them to the clients. Rantanen et al. (2002) designed smart clothing for arctic conditions with a multimodal user
interface for sending emergency messages, navigation and using external services. Simon, Miklos, Nejdl, Sintek and
Salvachua (2003) built a smart infrastructure for learning consisting of personal learning assistants whereby smart assistants
interact with the user to identify their needs and query for suitable learning services. Nguyen and Wobcke (2005) focused
on e-mail management through the IPA which enables a user to have chat with it. Gentry, Wallace, Kvarfordt and Lynch,
(2010) examined the efficacy of IPA use in task management amongst high-school-age students with autism. Participants,
who were trained by occupational therapist over eight weeks, were able to make calendar entries, set reminders, repeat

event reminders, make address book entries and respond to reminders after their training. This shows that IPAs can also be
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used for people with autism, further enhancing the possibility of IPAs’ playing a leading technology role in the future. With
the integration of other technologies such as health sensors, IPAs give hope especially in the healthcare field. Srinivasan
and Madheswari’s (2018) proposed system is an example of where the IPA is placed in this field.

Examples of well-known IPAs include Apple’s Siri, Microsoft Cortana, Google Now, Amazon Echo, Samsung S-Voice,
IBM’s Watson etc. Lopez, Quesada and Guerrero (2017) tested and compared the functionality of Siri, Cortana, Alexa and
Google Assistant in eight areas. Testing covered various domains including shopping, entertainment, administration and
miscellaneous tasks. It was found that different assistants performed better in different domains.

3. INTEGRATION WITH OTHER TECHNOLOGIES

Intelligent personal assistants (IPA) can be considered as a tool to manage tasks, contacts and even devices. In order to do
such things, it must be integrated with other technologies and benefit from them. Specific innovative technologies related
to IPA’s evolution are machine learning, natural language processing, internet of things and cloud computing.

Recent improvements in areas where artificial intelligence (Al) is in use have had a major impact on IPA use. With the
evolution of deep learning, (a technique for machine learning implementation), it is now possible to learn a user’s preferences
very effectively. It is a technique which process non-linear information layers so that feature extraction, transformation and
classification are possible (Deng & Yu, 2014). Deep learning helps to solve Al problems such as speech recognition, topic
classification, sentiment analysis, translation and question answering (LeCun, Bengio & Hinton, 2015). These systems, a
domain of natural language processing (NLP), affect the IPAs’ evolution directly since in order to work the IPA system,
mostly voice commands are used and the system must understand what has been said as input data. Moreover, the meaning
of the words has to be understanded as well, which is another challenge and which will be examined in Part 5. All these
technologies’ (concepts of natural language processing and machine learning within the scope of artificial intelligence)
combined enables a huge amount of information which can be accessed by internet (Santos, Rodrigues, Casal, Saleem &

Denisov, 2018). This fact leads to “big data” coming into prominence.

Table 1: Some examples of Google Now commands (Goksel-Canbek and Mutlu, 2016)

Type Command

General “Who invented [a machine]?”

“How old is [a famous person]?”

Reminders “Wake me up in [an hour]”

“Set alarm for [a time]”

Communication “Call [person]”

“Send SMS to [person], [message content]”

Finding direction via | “Okay Google..”
Google Maps “...find gas stations.”

“Okay Google..”
“..show route

Another technology adapted to IPA is known as the “internet of things” (IoT). IoT is the networked interconnection of
devices, interegrated into a ubiquitous platform (Xia, Yang, Wang & Vinel, 2012). Various measurements are possible with
the use of sensors. In the health industry, heart rate and pulse measurements can be obtained or in physical sciences, for
instance, temperature and humidity of the environment can be measured. The wireless sensor network (WSN) which
obtains these measurements is connected to the internet which enables gathered information to be used highly efficiently.
Since loT devices generally have limited storage and processing capacity, the gathered information is transmitted to a Cloud
service. The Cloud is an energy efficient and optimized platform which manages the structured or non-structured “big
data” coming from IoT devices (Apthorpe, Reisman & Feamster, 2016). So it is possible to connect, track and manage all the
information the Cloud contains from any location and at any time (Xia et al., 2012). With the IPA’s access to the Cloud; an
IPA can read, change and make contributions to stored data. As well as the Cloud being used to store users’ data, it can be
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also used as a tool to send and receive data. In this way, a user’s data will be accessible by relevant units; for instance,
medical information will be sent to hospitals. If it is automated, data can be regularly sent first to the IPA, then to the Cloud

and from the Cloud to units — all this with minor user effort.

The IoT and Cloud are two complemantary technologies. With the integration of the IPA, it is possible for a user to access
gathered measurements, daily tasks and stored information from anywhere. The IoT has a potential to play a remarkable
role in the future in areas such as domotics, e-health, smart homes, smart transportation (Botta, De Donato, Persico &
Pescapé, 2016). Control of a home’s equipment by IoT is also an effective form of energy and home management (Gubbi,
Buyya, Marusic & Palaniswami, 2013). There are a lot of electronic devices that can be integrated, such as the air conditioner,
refrigator, lamp etc, making it possible for a user to manage his home from afar. Current air temperature and the status of
lights and other electronic devices can be checked by the IPA and this is mostly achieved by using mobile applications.

4. LITERATURE REVIEW

In the interest of investigating the [PA’s increasing dominance in technology, its features must be reviewed. These features
allow it to be more advanced and efficient to use. Before building an IPA, one must know what features it must have to
enable it to perform better and what are the functionalities of these features.

In order to examine the development of IPAs, identify their fundamental and most common features and challenges ahead to
develop more complex systems, a literature review wass conducted. In all the reviewed articles, the question “Which features
are used or mentioned in this article to develop a IPA?” is asked so that those features can be generalized and categorized.

LR N3

The Google Scholar database wass used for the query. “Smart personal assistant”, “intelligent personal assistant” and
“personal digital assistant” keywords were used for the search. The objective was to find general articles first and then to
find other studies related to this domain. The search was carried out from the past to today. After the query was completed
with the keywords mentioned above, the main features and challenges of IPAs were categorized. Once categorization had
been achieved, keywords of the features’ names were also used for our search. The reviewed studies with their publish dates

are presented in the figure below.

11

11

T 7
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1
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1995 - 1999 2000 - 2004 2005 - 2009 2010-2014 2015-2019

Figure 1: Reviewed studies and publish years

In this work, must-have features and challenges were determined and categorized. Subsequently, studies related to specific
features were reviewed and presented. For this reason, this study is focused on determining challenge topics rather than
areas of usage of the challenge topics, which are not covered. A literature review is given in Part 5.

5. MUST-HAVE FEATURES
5.1. INTEGRATION

The integration of the IPA with other technologies and devices is crucial as one of the IPA’s tasks is to reach and manage
other devices. Without using specific technologies, IPAs are not signifanctly different to PDAs. Thus, integration is a must-
have feature and is examined in detail in Part 3.
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Smart clothes equipped with various sensors (Pentland, 1997; Rantanen, 2002) are good examples of [PA integration. Devices
in such clothes can communicate with each other as well as with external sources so that the IPA can take action by itself,
without any command from the user. One of the key benefits of integration is that it enhances a device’s context-awareness.
Aitenbichler, Kangasharju and Miihlhauser (2004) presented a talking assistant. It consists of a headset and small box. The
box contains a CPU, WLAN card and the battery. In order to determine the user’s position and capturing head orientation,
sensors are used. There is also an acceleration sensor used in the form of a 2-axis tilt sensor located in headset.

Figure 2: Talking assistant headset and box

Ji, Ganchev, O’Droma, Zhao and Zhang (2014) proposed an loT cloud-based intelligent car parking system for university
campuses. For this purpose, a mobile application is used. When a user in a car enters the campus, the mobile application
displays the best place for parking and shows the directions - if GPS use is available. Santos, Rodrigues, Silva, Casal,
Saleem and Denisov’s (2016) work is also a good application of IPA integration with other technologies. They built an
application for checking patient’s health indicators. It connects to three body sensors and two types of devices: accelometer
and gyroscope for fall detection and a heart rate sensor embedded in a smart watch. The platform’s core is an intelligent
cloud system which includes databases for data storage, a security and authentication module, an AI module to provide
learning via gathered data and certain other modules.

Chowdhury, Talukdar, Mahmud and Rahman’s (2018) IPA is a bilingual voice command processor. It uses a method to
generalize synonymous words which allows it to be bilingual. For the speech recognition stage, a dictionary that contains a
list of words and an acoustic model to identify phonetic units of speech is used.

5.2. ADAPTABILITY

Smart assistants are also known as intelligent agents and can be divided into five groups based on their capacities. These
are: simple reflex, model-based, goal-based, utility-based and learning agents (Russell & Norvig, 1995). They can complete
given tasks by using their first knowledge or they can have a learning capability. Simple reflex agents have a basic and
rational working mechanism which is based on if-then rules. Model-based agents construct models by functioning input
such as interaction history. They then use this model to inform decision-making and choose an action (Albrecht & Stone,
2018). Goal-based agents use state descriptions similar to model-based agents. However, goal-based agents combine these
states with goal information in order to decide whether the action is desirable or not (Russell & Norvig, 1995). Utility-based
agents enable a more comprehensive evaluation of actions for specific goals so that it is possible to compare multiple
desirable actions and decide which one is more advantageous.

As distinct from other examples, the learning agent has a learning capability as well as its initial knowledge. Learning
capability is an important feature for a device’s autonomy, which allows an IPA to deduce its behaviour from its own
experience (Czibula et al., 2009). Reducing work, information overload and adaptation to dynamic environment is possible
with a learning mechanism (Garrido, Martinez & Guetl, 2010). For instance, an IPA may evolve from user feedback and
may offer more appropriate output, as it adapts itself to the user. Learning ¢ directly ontributes to adaptability and
adaptability is also a contribution to “anthropomorphism” of the device.
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As apart of a study, Azvine, Djian, Tsui and Wobcke (2000) created a telephone assistant which determines whether the call
is worth interrupting the user or not. It uses an adaptable system. In figure 1., mostly accepted callers are displayed as green
and mostly rejected callers are red. In this way, the IPA can adapt itself according to the acceptance of calls and so provide
a better experience for the user.

23 Telephone Assistant (<agent>)

@l

Figure 3: Telephone assistant adapting by call acceptance (Azvine et al., 2000)

| answercall || Refusecan |

The AUGUR prototype proposed by Hartmann (2010) suggests content for interaction of elements. In web applications, it
fills the box automatically, if confidence is high. It considers content’s use frequency as confidence. With more use of the
content, the system becomes more likely to suggest that content.

Simple  Route Knowledge
Content Support  Alitpes ¢ StaliowSiop ~ City, StrestHno ¢ Points# prayvenance
Fiom T
Patis

% Parls date: 12102010 time: 900
L Entry [Meeting

Combined __——" it

Content Support
Frankiurt time: 20.00

Time |Bo|i|
Date [Th, 06 .08 08 Calendar
Time [18-42 & Departure ¢ Arival

Figure 4: AUGUR prototype for filling estimations

Zaidenberg and Reignier (2011) used the reinforcement learning method to provide personalized assistance to the user.
They used an experimenter which gave rewards to the IPA according to its goal behaviour. The experimenter also evaluated
the IPA. The IPA’s behavior grades enhanced during the learning stage.

5.3. ANTHROPOMORPHISM

Since the IPA is a device that is in communication with humans, it is necessary to take psychology into account.
Anthropomorphism is attributing cognitive and emotional states of humans to an IPA interface or sometimes to the IPA
itself (Duffy, 2003). Psychology, perceiving human-like characteristics is the essence of anthropomorphism. These
humanoid characteristics can be listed as: motivation (Gray, Gray & Wegner, 2007), human-like emotional states (Leyens
et al., 2003), physical appearance (Epley, Waytz, Alkalis & Cacioppo 2008). In this case, motivation can be explained as
social interactions. IPAs become familiar with the user over time, learning his or her preferences. That means an IPA is
continuously enhancing its social skills. In order to do that, dynamic neural networks can be used. Just as in human
psychology, learning can be achieved via the reward-punishment method (Kugurakova, Talanov, Manakhov & Ivanov,
2015).

Humanoid emotional states are possible to achieve by means of dialogue management. In many instances, giving a desired
answer to a question is not sufficient because of the user’s expectations. It is desired that the end user should communicate
with the IPA by using natural language rather than using specific commands or codes (Bonneau, Probst, & Lefebvre, 2018).
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This is a challenge related to NLP and it will be examined in Part 5. Alongside this, metaphors can be used to generate
familiar expressions and convey emotional communication to some degree (Duffy, 2003). It is proven that anthropomorphic
IPAs have a more efficient way of communication (Kim & Sundar, 2012; Nass, Moon, Fogg, Reeves & Dryer, 1995). In Kim
and Sundar’s (2012) work, a computer revealed a fact about itself while in interaction with a user. It then asked what was the
biggest disappointment for the user. It was found that users had more of a tendency to share their disappointment when the
computer revealed a fact first. In Nass et al.’s (1995) work, users were paired with computers which used a similar language

style to the user. It was seen that the users showed more conformity with the paired computer.

In order to create human-like IPAs, virtual character interfaces can be used. In Matsuyama, Bhardwaj, Zhao, Romero,
Akoju and Cassell’s (2016) work, a socially-aware intelligent assistant was represented by an animated virtual character.
While having a conversation, the animated character determines user’s goals and preferences so that it can recommend
conferences to attend and people to meet. Virtual characters help the IPA to reflect human-like feelings by using facial
expressions and gestures so, instead of a robotic image, a virtual human can be established in the mind of the user.

Nguyen and Wobcke (2005) used an IPA for e-mail management. In this IPA, the display of e-mails can be triggered by the
user’s dialogue with the device, rather than with commands.

User Do I have new mail about a meeting?
SPA You have three messages about meetings,
from Paul Compton, Supriya Singh and John Lloyd.
User Show me the one from Paul.
SPA <Displays message from Paul>
User Show me the next one.
SPA <Displays message from Supriye>

Figure 5: IPA-user dialogue

Wagner, Billinghurst and Schmalstieg (2006) developed an educational history game and they tested five conditions of
animated characters. These conditions are described as A, B, C, D, E and these are text only, text and audio, 2D image, 3D
character and AR character, respectively. Users found the virtualization more fun and real through the escalation of
conditions A to E.

Figure 6: Five conditions of virtualization; text and/or audio, 2D image, 3D character, animated character

Looije, Neerincx and Cnossen (2010) used an IPA to persuade adults to behave more healthily. They used social and non-
social characters as a part of their persuasive IPA. It wass found that social characters were perceived more empathetic than
a simple text interface. However, non-social characters were viewed as less trustworthy than the text interface. Moreover,

social characters were found more trustworthy and empathetic than non-social characters.

In Luria, Hoffman, Megidish, Zuckerman, and Park’s (2016) work, “respectfulness” is identified as a design goal for their
smart home assistant. Their robot has a bowing gesture to expose a hidden head-embedded screen. In order to face the user,
the robot rises so that it looks more sociable.

5.4. CONTEXT-AWARENESS

Marc Weiser’s theory was stating that systems must adapt their functionality to a user’s activity and the situation in the
environment. This notion led to today’s “context-awareness” concept (Lukowicz, Pentland & Ferscha, 2012). Context-aware
systems must have the ability to gather information and detect changes over time (Schilit, Adams & Want, 1994). An IPA

must be aware of the changes in context information and adapt its functionality to sensed conditions. Context information
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can be any entity such as human, computer or location (Dey, 2000). For instance, a user’s location and gathered information
create an awareness about the user. A user’s relationships can be known by the IPA and can be used in specific tasks. Social
interactions also lead to the creation of context history, which can be used to create awareness. Social awareness provides a
better understanding of human behaviours by means of human-centric process’ recognition. Thus, the network service
enhances the quality of the assistance, providing more proactive answers (Wood et al., 2008; Rachuri et al., 2010). Computing
awareness includes sensing accessible devices and nearby resources such as printers, displays etc. Location awareness can
be created by measuring humidity, temperature, traffic flow and so on while measurements can be taken using sensors.
Chen and Kotz (2000) suggest that time can also be considered as a part of context information. Time of day, week, month,
season and time zone will lead to a better understanding of the time-span concept.

Context-awareness and the [oT take data from each other. IoT technology creates an ideal opportunity for awareness as it
provides sensing as a service platform. Collection, storage, query and understanding of sensor data can be achieved (Perera,
Zaslavsky, Christen & Georgakopoulos, 2014). As the sensors connect to the internet, any gathered information can be used
easily by the IPA. However, while a large quantity of sensors can be connected to the internet, it may not be feasible to
process all of this collected data. Thus, context-awareness is important in deciding what data needs to be processed (Perera
etal., 2014).

Dey and Abowd (2000) created a Context Toolkit for a smart reminder. The toolkit has widgets to sense the environment
and use this information in the reminder. The light widget, for instance, is able to detect the intensity of the light in a
particular place. Rantanen et al. (2002) designed a smart clothing prototype for the arctic environment. It consists of a GPS
so that in case of emergency, a user’s location can be found. It is also possible to get local weather reports through GSM
SMS. Aitenbichler et al.’s (2004) talking assistant has a 2-axle tilting sensor and a head orientation sensor located in a
headset. In the musem guide scenario, the user’s location and his head movements are known by the system. Nugraha,
Taufiq, Utama and Prihatmanto (2010) provided context-awareness by using the wireless sensor network (RFID). In the
museum application, an RFID card was given to visitors that can be read at every door. While entering a room, a brief
explanation of that room, location of interesting collections and a floor map of the room are provided to the visitor.

5.5. MULTIMODALITY

Multimodality is the capability to use several I/O channels at the same time in order to get high intensity of information
(Jalali-Sohi & Baskaya, 2001). It allows a user to communicate with the IPA in various ways. In order to interact with the
IPA, there must be a piece of input data. After the IPA evaluates the input data, it gives an output, which is called the
“response”. Input data can vary - ass well as voice commands, it can also be a text message, physical touch (e.g. pressing a
button) or even a gesture, captured on camera. The output may also vary just as the input data. As well as the system being
able to pronounce the answer, it can also text it, show it in the display or even use it to control intelligent devices via smart
home applications. The aim of the IPA is to find the desired response for a given command but it must diversify the way it

does this. In order to do that, integration with other technologies such as speech and face recognition is required.

As mentioned before, anthropomorphism is also related to multimodality. Manipulations in interfaces provide a more
conversational environment between the user and IPA (Brennan, 1990). Multimodality as combining signals from different
challenges is also key for the I[PA’s context-awareness (Knote, Janson, Eigenbrod & Séllner, 2018).

Pentland (1997) claimed that smart clothes are able to change a computer’s view from a passive third person to an active
first person perspective so that input can be obtained from a user’s point of view. Pentland (1998) also used body geometry
to recognize gestures, including American sign language and T’ai Chi gestures. Tsui and Azvine (2000) built a vision
system which predicts a user’s focus of attention, obtaining visual inputs. The smart clothing developed by Rantanen et al.
(2002) had a user interface which could send audio and visual alarms to the user. In the literature review, it was seen that
most of the proposed IPAs have a multimodality function, using text and audio as input and output. Some of them include
virtual characters and access to various smart devices. These are introduced in the “integration” and “anthropomorphism”

sections.
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5.6. OTHER FEATURES

The main features which will lead to advanced IPAs are as indicated above. If an IPA has very good integration with other
platforms, services and technologies, it can be described as “advanced”, depending on the level of advancement of the other
features as well. If an IPA is connected to an extensive common-sense database, that signifies a “context awareness” feature
and it contributes greatly to the IPA’s advancement level so both integration and context awareness features are tools for
enhancing IPA’s quality. This is valid for those other features described in the last section. However, there are some features
that can be deemed necessary for all personal assistants - features which provide elementary functionality to the IPA rather
than contributing to its advancement level. In this section, certain undisputed and well-known features will be mentioned.
These features provide flexibility (Jennings & Wooldridge, 1998):

Reactivity: The IPA must be able to perceive its enviorenment and react to it in a timely manner.

Proactivity: The IPA must behave in a goal-oriented manner and take action when appropriate. This includes tasks like
performing the next stage of a task (direct acting), recommending the cancellation of a meeting (indirect acting), gathering
information about the user (collect information), reminding the user of upcoming deadlines (remind, notify, ask) (Myers &
Yorke-Smith, 2007).

Autonomy: The IPA must operate without the need for human intervention and have control over its own actions (Wooldridge
& Jennings, 1995).

6. CHALLENGES
6.1. NLP

NLP techniques were previously insufficient for giving meanings to words. As one word may be in various forms (noun,
adjective, verb), it was a complicated task to define words. However, big data’s influences led advances in this field. As
using part-of-speech sequences, it can be determined whether a word is a noun, adjective or verb (Hirschberg & Manning,
2015). Still, as human language is ambiguous and variable, various meanings can be inferred from one word. As it is
discrete, it is hard to relate two different word’s meanings. For instance, comparing the colors red and yellow can be
achieved by looking at their properties such as hue and intensity. However, the word “yellow” and “red” have no relations
with each other and there is no such operator to compare them (Goldberg, 2017). While it is easy for humans to perceive and
understand language, it is a complex task for machines to do the same. Another challenge is that words’ change over time.
Years before, languages had many different words and years after now, there will be new and different words added to
dictionaries. Even existing machine learning techniques may be insufficient for NLP because there are always new words,
which is not included in the training set (Goldberg, 2017). In order to develop anthromorphic IPAs, progress is needed in
these areas: speech recognition, speech analysis, simulation of human speech, simulation of human mimics and movements,
common sense based reasoning, conversation support, conversation context awareness (Kugurakova et al., 2015).

6.2. COMMON SENSE

One of the human-computer interaction challenges is common sense. Common sense knowledge is to formulate an idea and
figure out how things work out, so that a system can complete the missing parts in the scenario and anticipate the next
moves (Mueller, 2014). For instance, the scenario where one goes to a restaurant. From the scenario, it can be inferred that
the client used a knife and fork and he communicated with the waitress. It is easy for us to relate the objects in the location,
contacted persons and possible events. Nevertheless, for computers it is not quite possible. Computers can tag keywords and
know faces but they can’t relate them with each other without user intervention. It is hard to anticipate triggered events and
people’s actions due to events. However, it is desired that the IPA should act human-like — an ability to relate things to each
other would improve the IPA’s anthropomorphic feature to a high degree. Moreover, analyzing sounds and generating
sentences is not enough for the IPA’s conversational feature. IPA’s human-like (and user-friendly) conversation skills require
a human-like understanding of common knowledge (Hirschberg & Manning, 2015).
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6.3. PRIVACY AND SECURITY

Since the IoT and Cloud are coordinated with IPA, problems with these technologies can also be considered as an IPA
problem. IoT devices have a limited capacity and they transmit gathered data to the Cloud and the IPA user connects to the
Cloud to reach the transmitted data. As this data includes user activity, it may be vulnerable. It can be used in various
domains such as advertising and marketing. Thus, privacy concerns occur for the user. Even if transmitted data is encrypted,

in Apthorpe et al.’s (2016) work it is seen that satisfactory privacy protection can’t be provided by encryption alone.

Another security challenge is the abuse of IPA connected devices. Even if an IPA is not always in record mode, it listens the
user to receive specific commands (Chung, lorga, Voas & Lee, 2017). That leads to wiretapping concerns. Similarly, actively

recording devices can be used for malevolent purposes and threaten user privacy.
7. CONCLUSION

The IPA’s features are parallel to its efficiency for the user. This is crucial for the widespread use of IPAs in daily lives. As
it is predicted that IPAs will become one of the leading technologies in the future, it is necessary to know their main
features and understand their functionality. After the review of 85 studies on IPAs, it is concluded that the must-have

features for an advanced assistant are: integration, adaptability, anthropomorphism, context-awareness, and multimodality.

Integration with other technologies enables the user to control other smart devices and this is necessary for an advanced
service. An IPA’s adaptibility makes it possible to become familiar with user preferences over time. In order to ease user
interaction with the technology, an IPA must have the anthropomorphic feature. Utilizing environmental factors and being
“aware” is also important for better use. Multimodality, which increases a device’s anthropomorphism, includes multiple
inputs and outputs so that multiple interaction modes are possible. Other features an [PA must have include reactivity,
proactivity and autonomy. Most of those IPAs reviewed have these features to some degree. The use of context-aware and
adaptable systems has increased in recent years. Most IPAs have a multimodality feature allowing it to obtain speech or
visual input. Some of the assistants which use IoT devices have an integration feature. However, a low percentage of the
IPAs from the reviewed studies seemed to have an anthropomorphism feature. In the design of advanced social smart

assistants of the future which will be at the centre of our daily lives, all these features must be included.

Even though these features’ feasibility increases with improvements in technology, there are still some challenges to face.
In order to provide a conversational dialogue, improvements are needed in NLP. With their lack of common-sense, devices
may not understand some concepts that humans easily understand. Therefore, creating wide common-sense databases and
providing reliable information is needed for further improvements. Lastly, being a problem that comes with digitalization,
the protection of private data and security issues come to the fore. With improvements in these challenging areas, it is
predicted that IPAs will be used for various purposes and become people’s essential guides.

Grant Support: The author received no financial support for this work.
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ABSTRACT

In this study, important studies on Cyber Risk Management are discussed. The stages of these studies are
explained with examples of the steps, methods and steps they take and the details of the studies are presented.
Before these details are presented, important and detailed information about risk analysis and cyber risk is
provided in the introduction. In addition, cyber threat preparedness levels and cyber threat tools are
mentioned in the introduction. The mentioned cyber threat tools are described in detail. As mentioned earlier,
9 studies related to the subject were examined. The literature review of these 9 studies has been examined in
detail. In these studies, it is stated which steps are applied and some examples are given. In the light of these
studies, it is stated that what kind of studies can be done in this area or what other methods and steps can be
added to the current studies as a point that can be included in future studies. It is also mentioned in the studies
that the classification of these studies in the literature can be done in more detail.

Keywords: Cyber Security, Cyber Risk, Cyber Risk Management

0oz

Bu ¢alismada Siber Risk Yonetimi ile ilgili yapilmis dnemli ¢alismalar aktarilmaktadir. Bu ¢aligmalarin
i¢eriginde hangi asamalara, yontemlere ve adimlara yer verdikleri orneklerle agiklanmakta ve yapilan
caligmalarla ilgili detaylar sunulmaktadir. Bu detaylar sunulmadan 6nce giris kisminda risk analizinden ve
siber risk ile ilgili onemli ve detayl bilgiler verilmektedir. Ayrica yine giris boliimiinde siber tehdit hazirlik
seviyelerinden ve siber tehdit araclarindan bahsedilmektedir. Bahsedilen siber tehdit araclar1 detaylica
anlatilarak 6rneklenmektedir. Sonrasinda daha dncede belirttigimiz gibi toplamda konu ile alakal1 9 ¢alisma
incelenmistir. Incelenen bu 9 galigmanin literatiir taramasi yapilmiarak ayrintilariyla ele alinmaktadir. Bu
caligmalarda hangi adimlarin hangi yontemlerin uygulandigi ifade edilmekte ve bazi drnekler verilmektedir.
Bu ¢aligmalar 15181nda bu alanda baska ne tiir caligmalar yapilabilecegi veya mevcut ¢aligmalara bagka hangi
yontem ve adimlar eklenebilecegi de ileriki ¢caligmalarda yer verilebilecek bir nokta olarak da belirtilmistir.
Ayrica yapilacak calismalarda literatiirdeki bu ¢aligsmalarin siniflandirmasinin da daha detayli olarak
yapilabileceginden bahsedilmektedir.

Anahtar kelimeler: Siber Giivenlik, Siber Risk, Siber Risk Yonetimi
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1. INTRODUCTION

According to official figures, the annual cost of cybercrime for the UK economy alone is estimated to be 38 billion USD;
however, an astonishing ratio of 68% of organizations in Europe did not predict the financial impact of a cyber attack, and
only 25% of these organizations had an incident response plan for cyber cases.

Cyber threats can arise from different sides, from hacker groups to activists and former employees, and the risks presented
by these threats can affect a company at any time. Today, companies are largely dependent on technology and maintain their
operations and business processes. When no action is taken on cyber risk management and transfer; it may cause loss of
brand and reputation, data violations, regulation examinations, shareholder dissatisfaction and financial losses.

Moving this digital world of information, which is effectively used by individual as well as corporate users, facilitates
accessibility and makes the information more attractive and targeted. Today, it is estimated that there are approximately 4.2
billion Internet users, 20 billion web pages, 3 billion pictures and 50.5 million audio-image files in the world (Internet
World Stats, 2018). This cyber world, which is used very effectively by both individuals and institutions, has become an
increasingly dangerous place.

Banks, investment companies and insurance companies are the main target of cybercriminals who want to steal money or
information, disrupt operations, destroy critical infrastructures or damage data-rich financial services institutions. When
financial services institutions are compared with other industries, taking into account both cyber attacks carried out both
internally and externally, it ranks first in terms of average cost.

In order to get to the bottom of these problems, interviews were held to help us learn more about the experience and
strategies of top-level cyber security experts, technology and risk management experts across the industry. As a result of
the interviews, shared cyber war stories reveal challenges and obstacles as well as the progress made and the plans to realize
the idea, approach and institutional culture transformation.

Several studies have been conducted with Cyber Risk Management. In this article, the most critical of these studies are
discussed and presented. A total of 9 studies were included and many studies on Cyber Risk were included.

A. Risk Analysis

In order to protect an asset, it is necessary to first know its value and determine which risks it is exposed to. In the
investigations, it was determined that cyber attacks increased every year. For this reason, it is of vital importance that
security risks are analyzed and necessary risk models are created (In Hoh, 2011).

The main benefits of risk analysis are as follows (In Hoh, 2011):

* Improving secure information management,
* Ensuring that the organization’s critical assets are monitored and effectively protected,
» To ensure effective information security policies in decision making,

» To provide valuable analysis data estimates for the future.

Known risk factors are affected by assets, threats and existing perspectives. As assets, threats or deficits increase, the risk

is also increased.

Assets generally consist of info / data, hardware, software, documents, personal resources and conditions. Threats can be
classified as person / non-person factors, network / physical, technical / environmental, internal / external and intentional /
accidental threats. Deficits can be classified as administrative documents, personnel, regulations, physical conditions and
facilities, technical equipment, software, communication / network related deficits (Wills, 2012).

A closer look at the security vulnerabilities, which are the first priority among risk factors, can be seen to have a life cycle.
Each system has an open, and it is possible that this vulnerability is exposed to attack. If you are lucky, it will be discovered

by white pirates and you will have a chance to close. When the deficits were first noticed, the date of discovery, the date of

Acta Infologica, Volume 3, Number 1, 2019 35



A Review on Cyber Risk Management

disclosure to the date of disclosure, the date of disclosure to the public, the date of exploitation of the exploitation code
created for the open date, and the date of publication of the relevant patch for the closure of the deficit are called the patch
date. Each patch published can be a new open discovery, ie the beginning of a new cycle (Jumratjaroenvanit, 2008).

Factors that affect the accuracy of an opening can be categorized in 3 arecas. These arcas are described below

(Jumratjaroenvanit, 2008):

» Each application is likely to be the target of the attack during the safety-on-life cycle. Exposure of an application or
system to the attack depends on which stage of the safety-on-life cycle is interrupted or how long. As the probability
of completion of the cycle increases, it is far from being an attractive target.

* The popularity of openness and market share are the factors increasing the attack target. If the market share and
popularity are greater than 60%, it can be assessed in the high-risk group and in the low-risk group if it is less than 30%.

* The age of opening, the date of the date of receiving the patch and the dates of the opening were also influential
factors. It is evaluated as young in one year, middle age in 1-3 years and age after 3 years from an open date. The
light loses its value over time. If the difference between injury and patch date exceeds 20 days or the patch has not
yet been released, the risk is low if the risk is high, less than 1 day, or if the exploit code is not published. Likewise,
if the difference between the date of introduction and patch date is greater than 80 days, the risk is high and the risk

is low if it is small.
B. Cyber Threat and Preparedness Levels

Cyber defense preparedness process four consecutive can be summarized as a stage. Cyberspace in the first stage the
mission’s mission must be categorized against threats; for the achievement of the mission in the second stage preparedness
level should be determined, prepared at the third stage Strategy plan for cyber security by setting targets the required safety
at the fourth stage investments should be planned and decisions should be made (Bodeau, 2010).

The main step of the cyber defense is that of threat levels It is determined. Determination of threat levels is a five-step
process. In Table 1 the threat levels, types of attackers at these levels, targets, strategies and methods are listed. The second
step of the cyber defense is that It is determined. Determination of preparedness levels is a five-level process (Bodeau,
2010).

Table 1: Cyber Threat Levels (Badeau, 2010)

Level Attacker Types Attacker Target/Goal Methods
Level 1 (Cyber - Small attacker groups - To disrupt the organizational structure |- Accessing sensitive data
Vandalism) - It’s bad news. - Performing experiments

- Targeting files on systems with global access
- To make network attacks
- Present social engineering activities for enterprises

Level 2 (Cyber - Individual or small attack - Political-ideological purposes - Providing physical access with in-house assistance
Fraud) groups - Indirectional spying - Access to information used for pepper attack from
- Purchasing open source

- Monitoring of data traffic

- Playing information system devices

- Monitoring of external information systems and
networks

Adjusting angles to access -IIS links

Level 3 (Cyber - Great attack groups - Growth of sources - Inserting spyware pieces to the organizational
Surveillance) - Sofistic terrorist organizations | - To have general infrastructure structure to facilitate data transfer
- Professional organized crime | knowledge - Add general-purpose information collectors to
organizations - To obtain the basic data for large-scale | internal networks
attacks - Hatching and scanning of organizational networks

- Realization of information systems and operations
- Interface software used

- Perform targeted attacks on targeted days

- Contact data of the public
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Level 4 (Cyber
Spying)

- Professional intelligence
organizations

- Special missions and programs of the
countries

- Adding hardware equipment to the supply chain

- Seize the session information

- Install the viewing contents onto enterprise
information systems and networks

- Surgical insertion into the organization

- Targeting new hosts and critical points

Target enterprise information systems with daily
attacks

- Designing malicious software to enable the target
board to be used by the organization

- Including wireless detectors into the target structure

Level 5 (Cyber War)

- Therrier groups

- Destroy the information infrastructure
of the target

- Targeting critical information system components
and functions

-To threaten the organization by using production,
production and / or distribution components

- To organize attacks on the organization by using
coordinated, internal, and supply chain attacks

- To create false-open organizations by injecting
malicious software into the supply chain

- To inject data incorrectly but incontestably

- Add custom, non-directional, malicious software
based on system configurations

- Access to wireless communication system

- Placing a spy in the privileged positions within the
Board

The second step of the cyber defense is that it is determined in Table 2.

Table 2: Preparedness Levels (Badeau, 2010)

- Storing critical data in independent
systems

Level Goal Measures Solutions

Level 1 - General preparedness against -Commercial security products and | -Creating security wall and detecting attack

(Environmental attacks from outside environment | desktop applications -To make identity validation

Defense) - Anti-virus software installation on e-mail servers
and client systems
- Monitoring openings and environmental systems
with the audit log

Level 2 (Critical - Prevent access to critical or - Authentication -Use of reliable encrypted applications between -D)

Information sensitive data - Access control systems and internal systems (SSL, VPNs)

Protection) - Encryption - Creation of a separated and detached zone in

corporate networks

- Scanning of portable systems (laptops, flash drives,
etc.) before reconnection

- Creating a strong physical security check on critical
systems to prevent malicious internal access
-Periodical on-call and information defense settings

- Virtualization of desktops to better control risky
user behavior

- Improving architecture / architecture with additional
security software

Level 3 (Difference)

-Protect information system
infrastructure

-Penetration tests

- Transmitting recipients to critical points to detect
To analyze network traffic to monitor abnormal
conditions and external currents

-Following my content

-To make analytical and physical access analysis

- Monitoring of environmental transmission channels
for data transfer

Level 4
(Architectural
Flexibility)

-To examine the history of

- Backing up the information system
infrastructure

- Restriction of components

- Create a flexible architecture
against the attackers

-Use strong access to critical information systems

- divide the system into sub-sections to control the
internal structure and make reconfigurations quickly
- To minimize the time between supply and supply
chain

-Performing the physical structure of structures
(Penetration Test)

- Using trusted devices

-Making small changes in soft-software
configurations
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Level 5 (Agility) - Ready for attacks targeting target | - Design of systems as soon as -Use multiple suppliers for key components
organization structure possible -To obtain critical components to the name of the
- Selecting flexible and adaptable Board through reliable means
architecture -Penetration tests

- Virtualize services

-Recrease critical functions to reduce the aggressive
ability periodically

-To make a structural analysis and analysis of recent
attacks in order to respond to future attacks

C. Cyber Threat and Their Affects

The effects of cyber threats are short and long term. Short-term threats are threats that affect the daily activities of the
organization, government, business and end users it targets. Examples include daily activities such as fraudulent activities,
customer data breaches, cash withdrawal from ATMs. Long-term threats are threats such as industrial and military
espionage, social discontent and discomfort, and a national security breach, which have long-lasting effects, aiming to

change the balances of the country and society (Choo, 2011).

Malicious Software, Unsafe Environments, DOS Attacks, Password Handling Attacks, Side Channel Attacks, HTML
Injection, SQL Injection and Command Injection threats can be assumed as major threats.

a. Malicious Software

Obtain, change, or discard data using malicious software, such as Trojans, viruses, keyboard listening, spyware, junk e-
mail, are used for such purposes. Malicious software is often considered to be the most dangerous cyber-attack tool for
governments, businesses and end users, both in terms of ease of use and quick results. Malicious applications can be
hardware-rich as well as software. An example of this is the keyboard listening devices that process hardware. Sometimes
a small device is inserted into the device and any information (passwords, file names, file contents, etc.) that are entered
from the keyboard can be saved (Choo, 2011).

Attacks do not necessarily have to be made through the network. Malicious software can be installed on devices that do not
have a network connection, and data override can occur. Spyware installed on ATM and POS devices can allow users to
acquire data illegally or cause loss of material (Choo, 2011).

b. Unsafe Environments

Network security depends on the safety of the network-forming network elements. By using the product’s security aspects,
it is possible to attack the systems and access information. An example of this is the Stuxnet virus. PLC rootkit index of a
particular product brand this virus, which has been developed as a benefit, has brought the industrial system to a standstill
(Choo, 2011).

c. DOS attacks

These attacks are direct attacks to the system which causes serious damage by stopping or interrupting systems (Yang,
2011). DDOS attacks are attacks aimed at bringing the system to a standstill, targeting more than the number of requests
that the operating system, server, or application can answer, targeting the accessibility rule of information (Altundal, 2012).

d. Password Handling Attacks

The main methods used in these attacks, which are considered in the context of privacy breaches, are social engineering
attacks, dictionary attacks and password prediction applications. With the help of social engineering attacks and social
skills, information about people is obtained and the population is tried to be spread (Yang, 2011).

e. Side Channel Attacks

Side channel attacks are attacks on power analysis, electromagnetic applications, and scheduled tasks of systems. The main
purpose of these attacks is to squeeze a spy application into the system to capture the encryption key. Many Intelligent
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Systems have unfortunately lost their customer information, usage information and passwords as a result of these attacks
(Yang, 2011).

f- HTML Injection

This vulnerability benefits programmer’s incorrect coding during coding. The fact that data taken from the database or data
from the database is not passed through a control mechanism in the web software. A session and a cookie play are made by
using the so-called XSS (Citil, 2009).

In applications, it is logical to return a response to a request sent to the page. The request sent to the page is evaluated on the
server and a reply is returned. But if your page is redirected to a malicious URL or tools like Trojan horse are placed, your
response will be different from what you expected. The purpose of this attack type is not to damage the web application, but
rather to access users who visit the application (Dwen-ren, 2009).

2. SOL Injection

The SQL injection is an attack targeting the query from the database. This attack is performed using the interrogation
language construct. SQL Injection is one of the most serious vulnerabilities in web applications. Especially with the
popularization of additional database layers such as frameworks and ORM (Object Relational Mapping), it is a little less
common than before, but make sure they’re still everywhere!

Web application developers do not fully understand SQL Injection because they make some fatal errors. That is why we do
not see many simple SQL Injection methods known today, but you can see the advanced SQL Injection vulnerabilities from
large companies to ready systems.

h. Command Injection

Generally, shell injection attacks are a type of attack that directly targets servers, as opposed to SQL injection and XSS
attacks. It aims to access the information on the operating system, database management system and server by remote
access using the command line of the web application (Dwen-ren, 2009).

2. CYBER RISK ANALYSIS, ASSESSMENT METHODS AND TOOLS
A. Attack Trees

Attack Tree method is of the comman method that is used to evaluate the attack surface of physically cyber vulnerable
systems, called cyber physical systems, such as SCADA, Nuclear Power Plant, Energy Grid. In SCADA systems, for
example, Byres et al. states that attack trees, MODBUS and MODBUS / TCP communication protocols based on SCADA
systems were used to evaluate security vulnerabilities. MODBUS is a protocol developed for the communication and
compatibility of devices used in industry. The attack tree provides a structured view of the events that lead to the attack, and
ultimately helps to identify appropriate security measures. These measures appear in Figure 1.
System Architecture and Conditions
Measures in place
Difficulty in attack

Probability of Detection
Attack Cost

Figure 1: Attack Tree Events (Byres at al., 2004)

The aim of the evaluation was done by Byres, to calculate the characteristics of the best attack event and to determine the
possible ways to achieve the ultimate goal of the attack. To achieve this, an industry team of experts first sets out an
attacker’s possible goals and designs the tree with the targets shown as tree nodes. Subsequently, a tree assigns a technical
difficulty level on each lever’s technic Trivial - Moderate - Difficult - Unicely scale. Based on the two functions, the
difficulty of each node with one child node is calculated. The degree of difficulty may vary over time. The article has attack
tree (Figure 2).
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Figure 2: Attack Tree System (Byres at al., 2004)
B. Vulnerability Methodology

A cyber security assessment methodology within the SCADA systems in Permann and Rohde is based on the process of
assessing the safety of as part of a program funded by the Ministry of Energy. The methodology defined includes the
following stages (Perman and Rohde, 2005):

a) Production of Evaluation Plan: At the beginning, an evaluation should be summarized with the participation of a
plan, budget, program, objectives, resources and the necessary experts.

b) Environment Creation: the test environment should be created and configured under the best conditions.

c) Safety Assessment: This phase is usually carried out by penetration testing. A number of open source and commercial
vehicles are listed to assess system vulnerabilities.

d) Reporting: The assessment and testing methodology should be documented along with the results.

e) Metrics and scoring: The safety of the SCADA system should be quantitatively measured to compare with other
systems.

C. Quantitative Methodology

McQueen proposes a methodology to help reduce cyber risk for a again SCADA system with increased assurance of cyber
attacks. For risk reduction estimation, a directed graph of a cyber attack is developed using both initial and advanced
systems. Then the difference between time and compromise is measured and analyzed in each system. The methodology

consists of ten steps. These steps are shown in Figure 3.

| Create system configuration I

| Identify the applicable parts of the quantitative risk model l

| Identify and prioritize security requirements for primary targets I

| Define system vulnerabilities I

S

| Classify security vulnerabilities on each device by compromise type l

| Estimate time compromising for each device I

ICreate compromise charts and attack paths I

Predicting the dominant attack path I

| Perform steps 3-8 for both basic and advanced systems I

| Compare the results of both versions of the system and estimate the risk reduction I

Figure 3: Quantitative Methodology (McQueen et al., 2006).
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McQueen has developed a formula to calculate the likelihood of an undesirable event. This expressed probability is defined
as follows; the possibility of the system being included in the target list of an attacker, the possibility of being attacked by
the system, the possibility of an environmental violation when the system is attacked, the situation where a successful

attack is a environmental violation and the possibility of harm to the system is successful. (McQueen et al., 2006).
D. Scenario-based Analysis in Supporting Cyber Security

Gertman National Security Department has introduced a scenario-based approach to cyber risk assessment for the National

Cyber Security Division. This process consists of ten cases. These are shown in Figure 4.

. ™
. Determination of Key Infrastructure

. Identifying Representative Intermediate Processes

. Determines Result Levels

. Developing Process Flow Diagrams with Key Components, Structures and Systems
. Review Basic Security Analysis and Study History

. Review Threat and Vulnerability Data

. Improve the possible ways of attack and basic human-system reactions

. Calculating Probabilities and Assessing Measurable Result Damage Status

. Document the findings

10. Evaluating Limitations and Generating Uncertainty Characterization

. A
Figure 4: This Analysis steps (Gertman et al., 2006).

Y= I = I I L I

The system is modeled by experts who are familiar with the industrial process and safety requirements. Security
vulnerabilities and threats, and the expected human-system response were reviewed through operational experts, while
probabilities and possible violations were expressed by cyber experts. Experts’ opinions are produced using Delphi
technique.

E. Two Index Methods

This method for evaluating the distrust of Patel SCADA systems has been proposed (Patel et al, 2008). The method supports
system administrators to make more logical and accurate decisions about the security measures to be implemented. The
method consists of a tree of vulnerability that is supported by two arrays, the threat directory. The method requires six steps
to be in Figure 5.

7 ™
a) Dewvelopment of basic and extended vulnerability trees for an original system

b) Calculation of population of impact analysis table and threat-effect index values
c) Growth of tree with threat-effect index values
d) Calculation of cyber vulnerability index vales

g} Increasing the tree with cvber security index values

f) Reproducing steps 2-5 for a system reinforced with safety and comparing the results
. A
Figure 5: The Method of Steps (Patel et al, 2008).
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This method of Patel was developed using the analysis of attacks launched in the past. Economic losses due to attacks were

estimated by discussing with experts and those affected. The attack probabilities were determined by looking at all past
data.

F. Adversary-driven State-based System Security Evaluation

LeMay, Advertising View Safety Assessment method is proposed. Enriches the attack graph with competitors’ features.
Simulate an attack is aim for this method, determine the most likely attack path, and calculate the likelihood of an attack

using a system’s executable status-based model for security. This method recommends following three steps to respond to
a security question (Lemay et al., 2010):

* Characterizing competitors and the system and specifying safety measures,
* Describing possible attacks,

* Conduct produce an answer.
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Figure 6: The Attack Step (LeMay et al., 2011).

A system’s security model includes an attack execution graph, a series of attack stages, and security-related system features
that are presented as features of an opponent. An attack step as shown in Figure 6 is characterized by the attack prerequisite,
execution time, cost, a series of results, result distribution, detection distribution, payment and status variable updates. One

competitor is characterized by two system independent features and characteristic connected to three systems (Lemay et
al., 2010).

G. Cyber Security for Defense Modeling

A four-part SCADA security method was introduced by the RAIM Ten. This is then done to collect data for impact analysis.
Impact analysis is to examine the effects of the theft and the effect of cyber attack on a SCADA system. This review
consists of four steps. These steps are given in Figure 7 (Ten, 2010).

Capture system configuration in a cyber
Power flow simulation
Weakness index calculation
Safety improvement

Figure 7: This Cyber Modeling steps (Ten, 2010).

Impact analysis is based on an attack tree where a cyber insecurity index indicates the probability of endangering branches
of an attack tree, the probability of a particular attack scenario or general attack. Information about security measures and

password policies. The implementation of the frame is shown in a test subnet of the electrical power control network (Ten,
2010).
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H. Cyber Security Risk Assessment in Nuclear Power Plants

Song has introduced a cyber security risk assessment method that can be used in control systems’s designs in nuclear power

plants. This method outlines the six steps for cyber security. These steps are given in Figure 8 (Song, 2012).

1. System identification and cyber security modeling
2. Asset and impact analysis

3. Threat analysis

4. Vulnerability analysis

5. Security control design

6. Penetration test

Figure 8: This Plants steps (Song, 2012).

The article summarizes the relevant NIST standards and explains the activities that should be carried out at each step.
Possible attack scenarios for use in the threat analysis are listed. It is recommended that you use an existing vulnerability
list for vulnerability analysis and adapt it to the properties of the analyzed system. Safety checks are acceptable to the
relevant NIST standards. Finally, the security check design must be confirmed (Song, 2012).

I. Network Security Risk Model (NSRM)

NSRM was introduced by Henry and Haimes. NSRM is a directed graph representing an attack. In this graph, the nodes
define the components of a system and the edges indicate the connections a component can affect the other. The aim of the
design is to assist in the selection of risk management controls by setting a risk value and calculating the measurement of a
baseline and calculating the improved security versions of a system. This model consists of eight steps. These steps are

given in Figure 9 (Henry and Haimes, 2009).

- ~

a) Define a system-specific risk measurement. In the example presented in Henry and Hatmes, the risk is measured in
gallons of daily flow of crude oil. Two measurements, expected and excessive event loss production are examined.

b) Separation of a controlled infrastructure in a hierarchical model.

c) Characterize process failure modes and impacts using the Adaptive Multiplayer Hierarchical Holographic Modeling
(AMPHHM) framework, to examine a conflict from both sides' perspective to obtain a broader view.

d) Specify model processes and process distortion modes. The process specification is developed from the
hierarchical model of a system.

e) Create an attack scenario using HHM and AMP-HHM. Each attack scenario is characterized by the attacker's
targets, attacker type, and access points.

f) Characterize the network security structure Level and Barrier Chart (ALBD) covering success levels, OR and
AND intersections and barriers.

g) Disrupt the control network by making the resulting ATBD into network components and the connections between
them.

h) Define process interruption modes and resource requirements for component downtime in each attack scenario.

h ~
Figure 9: This Risk Model steps (Henry and Haimes, 2009) (Haimes and Horowitz, 2004)(Salinas, 2003).

Depending on the return, most appropriate attack policy for which the attacker can do which components of a system can
be determined. The probability of an attack is calculated for a basic system. Then, for security versions in the system, the
same parameters that the attacker can use are estimated. The analysis of the comparison between the cost of security
solutions for the risk criteria for every improved security version in the system helps to identify most appropriate security
strategy and to determine the security budget. Henry and Haimes have designed a methodology to calculate all parameters
of the system (Henry and Haimes, 2009).

J. The CORAS Method

CORAS is a method for creating and controlling security risk analysis and controlling all these processes. This method

provides a customized language for risk modeling. At the same time, this method includes detailed guidelines that explain
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how to use the language to access relevant information in various steps for security analysis and to collect them in a
framework. In this respect, CORAS is based on the model. Unified Modeling Language (UML) is often used to model the
target of analysis. This method provides a computerized tool designed to document and report analysis results using risk
modeling (Lund, 2011).

Risk evaluation
using risk diagrams

Risk identification
using threat diagrams

Risk treatment using
Refining the target description treatment diagrams

using assct diagrams

Risk estimation using

Preparations threat diagrams

for the analysis

Approval of the
target description

Customer presentation
of the target

Figure 10: This CORAS Method steps (Lund, 2011).

There are five types of diagrams in the CORAS language:

e Asset diagram,

o Threat diagram,

» Risk diagram,

¢ Measure diagram,

* Measure specific / diagram.

Some concrete steps in each type of diagram risk analysis processsupports. Three types of diagrams that can also be used
for various purposes there is more:

* High-level CORAS diagram,
* Dependent CORAS diagram,
* Legal CORAS diagram.

K. STS Tool

This tool is a type of software that allows drawing and matching the diagrams of the CORAS method. With this software

all CORAS diagrams can be created. In addition, these generated diagrams can be interpreted by making sense.
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3. CONCLUSION

In this study, 9 studies about Cyber Risk Management are included. The details of these studies are mentioned. In future
studies, in the light of these 9 studies, the areas in which Cyber Risk Management can be addressed and how it can be
realized can be discussed. Furthermore, the addition of new steps or methods to the methods and steps mentioned in the 9

studies mentioned herein may be added as another contribution.

Nowadays, digitalization is perceived as the formula of achieving business objectives and profitability of institutions with the
widespread and effective use of information systems. For this purpose, the combination of different manufacturers’ solutions
and different technologies brings together a digitalization complex. The use of this intensive technology can turn into a
technology addiction if risks are not taken into consideration. Being resistant to cyber risks requires awareness-raising at all
levels, from employees to senior management levels. Where cyber hazards can come from. Identifying possible attack scenarios
for the values, resources and assets that form the core of the organization, and then determining how these scenarios and
threats affect the workflows, making the risk assessments constitute the essence of this service. At the next stage, necessary
process improvements and, if necessary, software / hardware solutions are determined to reduce risks / avoid risks. All these
solutions can be considered as a result of the studies we have described in this study and other than the ones we have described
here. As a result of this Cyber Risk Management process, the current technological developments can be demonstrated.

As a result, the main purpose of all these Cyber Risk Management activities is to anticipate, prevent, and eliminate the
things that will cause attacks before they come. As we mentioned before, in the future, which method is better, the same
type of attacks can be made with different variations, or a new method can be proposed.

Grant Support: The author received no financial support for this work.
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TANIM

Acta INFOLOGICA (ACIN), istanbul Universitesi Enformatik Boliimii’niin yaymidir. Acik-erigimli, bilimsel ve hakemli bir dergi olarak
yilda iki defa Haziran ve Aralik aylarinda yayinlanir. Derginin baslangig tarihi 2017’ dir.

AMAC VE KAPSAM

ACIN, veri-enformasyon-bilgi kavramlarini, bilgi- iletisim teknolojileri ve uygulamalarini temel alarak gerek enformatik alaninda gerekse
disiplinler arast ger¢eklestirilen ¢aligmalar i¢in bilimsel bir yaym ortami sunmayi, yayinlanan ¢aligmalar ile bu alanda ¢alisan, alana ilgi
duyan arastirmacilar ve ilgililerin gelisimine katki saglamay1 amaglamaktadir.

ACIN’1n ¢aligma alanlar1 agagida listelenmistir. Bu alanlarda ya da bu alanlarla ilgili oldugu diisiiniilen alanlardaki tiim ¢aligmalar derginin
kapsamindadir.

Akilli Sistemler

Bilgi Giivenligi ve Hukuk

Bilgi Yonetimi

Bilgisayar Aglar1

Bilgisayar Mimarisi

Bilisim Sistemleri

Biyoenformatik

Cografi Bilgi Sistemleri
E-Uygulamalar

Internet Teknolojileri

Karar Destek Sistemleri ve Is Zekasi
Mikro Denetleyici ve Uygulamalari
Mobil Sistemler

Modelleme ve Optimizasyon
Sosyal ve Dijital Medya

Veri Madenciligi

Veri Tabani Sistemleri

Yapay Zeka ve Makine Ogrenmesi
Yazilim Mithendisligi

Yonetim Biligim Sistemleri
EDITORYAL POLITiKALAR VE HAKEM SURECI
Yayin Politikasi

Dergiye yaymlanmak iizere gonderilen makalelerin igerigi derginin amag¢ ve kapsami ile uyumlu olmalidir. Dergi, orijinal aragtirma
niteligindeki yazilar1 yaymlamaya 6ncelik vermektedir

Genel ilkeler

Daha 6nce yaymlanmamis ya da yaymlanmak {izere bagka bir dergide halen degerlendirmede olmayan ve her bir yazar tarafindan onaylanan
makaleler degerlendirilmek iizere kabul edilir.

On degerlendirmeyi gecen yazilar iThenticate intihal tarama programindan gegirilir. Intihal incelemesinden sonra, uygun makaleler Editor
tarafindan orijinaliteleri, metodolojileri, makalede ele alinan konunun 6nemi ve derginin kapsamina uygunlugu agisindan degerlendirilir.

Bilimsel toplantilarda sunulan 6zet bildiriler, makalede belirtilmesi kosulu ile kaynak olarak kabul edilir. Editor, gonderilen makale
bicimsel esaslara uygun ise, gelen yaziy1 yurticinden ve /veya yurtdisindan en az iki hakemin degerlendirmesine sunar, hakemler gerek
gordiigii takdirde yazida istenen degisiklikler yazarlar tarafindan yapildiktan sonra yaymlanmasina onay verir.
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Makale yaymlanmak iizere Dergiye gonderildikten sonra yazarlardan hicbirinin ismi, tiim yazarlarin yazil izni olmadan yazar listesinden
silinemez ve yeni bir isim yazar olarak eklenemez ve yazar sirasi degistirilemez.

Yayina kabul edilmeyen makale, resim ve fotograflar yazarlara geri gonderilmez.
ACIK ERISIM ILKESI

ACIN’in tiim icerigi okura ya da okurun dahil oldugu kuruma fiicretsiz olarak sunulur. Okurlar, ticari amag¢ haricinde, yayinct ya da
yazardan izin almadan dergi makalelerinin tam metnini okuyabilir, indirebilir, kopyalayabilir, arayabilir ve link saglayabilir.

ACIN makaleleri agik erisimlidir ve Creative Commons Atif-GayriTicari 4.0 Uluslararasi (CC BY-NC 4.0) (https://creativecommons.org/
licenses/by-nc/4.0/deed.tr ) olarak lisanshidir.

islemleme Ucreti

Derginin tiim giderleri Istanbul Universitesi tarafindan karsilanmaktadir. Dergide makale yayin1 ve makale siireglerinin yiiriitiilmesi iicrete
tabi degildir. Dergiye gonderilen ya da yayn icin kabul edilen makaleler i¢in islemleme iicreti ya da gonderim ticreti alinmaz.

Hakem Siireci

Daha 6nce yayinlanmamis ya da yayinlanmak iizere baska bir dergide halen degerlendirmede olmayan ve her bir yazar tarafindan onaylanan
makaleler degerlendirilmek tizere kabul edilir. Gonderilen ve 6n kontrolii gecen makaleler iThenticate yazilimi kullanilarak intihal igin
taranir. Intihal kontroliinden sonra, uygun olan makaleler bas editor tarafindan orijinallik, metodoloji, islenen konunun énemi ve dergi
kapsamu ile uyumlulugu agisindan degerlendirilir. Bas editor, makaleleri, yazarlarin etnik kdkeninden, cinsiyetinden, cinsel yoneliminden,
uyrugundan, dini inancindan ve siyasi felsefesinden bagimsiz olarak degerlendirir. Yayina génderilen makalelerin adil bir sekilde ¢ift taraflt
kor hakem degerlendirmesinden gegmelerini saglar.

Secilen makaleler en az iki ulusal/uluslararasi hakeme degerlendirmeye gonderilir; yaym karari, hakemlerin talepleri dogrultusunda
yazarlarin gergeklestirdigi diizenlemelerin ve hakem siirecinin sonrasinda bas editdr tarafindan verilir.

Hakemlerin degerlendirmeleri objektif olmalidir. Hakem siireci sirasinda hakemlerin asagidaki hususlari dikkate alarak degerlendirmelerini
yapmalari beklenir.

- Makale yeni ve 6nemli bir bilgi igeriyor mu?

- Oz, makalenin igerigini net ve diizgiin bir sekilde tanimliyor mu?
- Yontem biitlinliiklii ve anlagilir sekilde tanimlanmig mi?

- Yapilan yorum ve varilan sonuglar bulgularla kanitlantyor mu?

- Alandaki diger ¢aligmalara yeterli referans verilmis mi?

- Dil kalitesi yeterli mi?

Hakemler, gonderilen makalelere iliskin tiim bilginin, makale yayinlanana kadar gizli kalmasini saglamali ve yazar tarafinda herhangi bir telif
hakki ihlali ve intihal fark ederlerse editore raporlamalidirlar. Hakem, makale konusu hakkinda kendini vasifli hissetmiyor ya da zamaninda
geri doniis saglamast miimkiin goriinmiiyorsa, editére bu durumu bildirmeli ve hakem siirecine kendisini dahil etmemesini istemelidir.

Degerlendirme siirecinde editor hakemlere gézden gegirme i¢in gonderilen makalelerin, yazarlarin 6zel miilkii oldugunu ve bunun imtiyazl
bir iletisim oldugunu agikga belirtir. Hakemler ve yayin kurulu iiyeleri baska kisilerle makaleleri tartisamazlar. Hakemlerin kimliginin gizli
kalmasina 6zen gosterilmelidir.

YAYIN ETIiGi VE ILKELER

Acta INFOLOGICA (ACIN), yaym etiginde en yiiksek standartlara baglidir ve Committee on Publication Ethics (COPE), Directory
of Open Access Journals (DOAJ), Open Access Scholarly Publishers Association (OASPA) ve World Association of Medical Editors
(WAME) tarafindan yayinlanan etik yayincilik ilkelerini benimser; Principles of Transparency and Best Practice in Scholarly Publishing
baglig1 altinda ifade edilen ilkeler igin: https://publicationethics.org/resources/guidelines-new/principles-transparency-and-best-practice-
scholarly-publishing
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Gonderilen tiim makaleler orijinal, yayinlanmamis ve baska bir dergide degerlendirme siirecinde olmamalidir. Her bir makale
editorlerden biri ve en az iki hakem tarafindan ¢ift kor degerlendirmeden gegirilir. Intihal, duplikasyon, sahte yazarlik/inkar edilen
yazarlik, arastrma/veri fabrikasyonu, makale dilimleme, dilimleyerek yayin, telif haklar ihlali ve ¢ikar ¢atismasinin gizlenmesi, etik
dis1 davranislar olarak kabul edilir.

Kabul edilen etik standartlara uygun olmayan tiim makaleler yayindan c¢ikarilir. Buna yaymdan sonra tespit edilen olasi kuraldisi,
uygunsuzluklar igeren makaleler de dahildir.

ARASTIRMA ETiGi

Acta INFOLOGICA (ACIN) arastirma etiginde en yiiksek standartlar1 gozetir ve asagida tanimlanan uluslararasi arastirma etigi ilkelerini
benimser. Makalelerin etik kurallara uygunlugu yazarlarin sorumlulugundadir.

- Arastirmanin tasarlanmasi, tasarimin gozden gegirilmesi ve arastirmanin yiiriitiilmesinde, biitlinliik, kalite ve seffaflik ilkeleri
saglanmalidir.

- Aragtirma ekibi ve katilimcilar, aragtirmanin amaci, yontemleri ve 6ngoriilen olast kullanimlari; aragtirmaya katilimin gerektirdikleri
ve varsa riskleri hakkinda tam olarak bilgilendirilmelidir.

- Arastirma katilimeilarinin sagladigi bilgilerin gizliligi ve yanit verenlerin gizliligi saglanmalidir. Aragtirma katilimcilarin 6zerkligini
ve saygiligini koruyacak sekilde tasarlanmalidir.

- Arastirma katilimcilari goniillii olarak arastirmada yer almali, herhangi bir zorlama altinda olmamalidirlar.
- Katilimeilarin zarar gérmesinden kaginilmalidir. Arastirma, katilimeilar: riske sokmayacak sekilde planlanmalidir.
- Arastirma bagimsizligiyla ilgili agik ve net olunmali; ¢ikar ¢atigmasi varsa belirtilmelidir.

- Deneysel ¢alismalarda, arastirmaya katilmaya karar veren katilimeilarin yazil bilgilendirilmis onay1 alinmalidir. Cocuklarin ve vesayet
altindakilerin veya tasdiklenmis akil hastaligi bulunanlarin yasal vasisinin onay1 alinmalidir.

- Calisma herhangi bir kurum ya da kurulusta gerceklestirilecekse bu kurum ya da kurulustan ¢alisma yapilacagina dair onay alinmalidir.

- Insan 6gesi bulunan caligmalarda, “yontem” boliimiinde katilimeilardan “bilgilendirilmis onam” alindigmin ve ¢alismanin yapildigt
kurumdan etik kurul onay1 alindig1 belirtilmesi gerekir.

YAZARLARIN SORUMLULUGU

Makalelerin bilimsel ve etik kurallara uygunlugu yazarlarin sorumlulugundadir. Yazar makalenin orijinal oldugu, daha 6nce baska bir
yerde yayimnlanmadig1 ve baska bir yerde, baska bir dilde yaymlanmak tizere degerlendirmede olmadig1 konusunda teminat saglamalidir.
Uygulamadaki telif kanunlar1 ve anlagmalar1 gézetilmelidir. Telife bagli materyaller (6rnegin tablolar, sekiller veya biiyiik alintilar)
gerekli izin ve tesekkiirle kullanilmalidir. Baska yazarlarin, katkida bulunanlarin ¢alismalari ya da yararlanilan kaynaklar uygun bigimde
kullanilmali ve referanslarda belirtilmelidir.

Gonderilen makalede tiim yazarlarin akademik ve bilimsel olarak dogrudan katkisi olmalidir, bu baglamda “yazar” yayinlanan
bir arastirmanin kavramsallastirilmasina ve tasarimina, verilerin elde edilmesine, analizine ya da yorumlanmasina belirgin katki
yapan, yazinin yazilmasi ya da bunun icerik ac¢isindan elestirel bicimde gozden gecirilmesinde gorev yapan birisi olarak goriiliir.
Yazar olabilmenin diger kosullar: ise, makaledeki ¢alismay1 planlamak veya icra etmek ve / veya revize etmektir. Fon saglanmasi,
veri toplanmasi ya da arastirma grubunun genel siipervizyonu tek basina yazarlik hakki kazandirmaz. Yazar olarak gdsterilen tiim
bireyler sayilan tiim olgiitleri karsilamalidir ve yukaridaki dlgiitleri karsilayan her birey yazar olarak gosterilebilir. Yazarlarin isim
siralamas1 ortak verilen bir karar olmalidir. Tiim yazarlar yazar siralamasini Telif Hakki Devir Formunda imzali olarak belirtmek
zorundadirlar.

Yazarlik i¢in yeterli dl¢iitleri karsilamayan ancak calismaya katkisi olan tiim bireyler “tesekkiir / bilgiler” kisminda siralanmalidir. Bunlara
ornek olarak ise sadece teknik destek saglayan, yazima yardimci olan ya da sadece genel bir destek saglayan, finansal ve materyal destegi
sunan kisiler verilebilir.

Biitiin yazarlar, aragtirmanin sonuglarini ya da bilimsel degerlendirmeyi etkileyebilme potansiyeli olan finansal iliskiler, ¢ikar ¢atismasi ve
cikar rekabetini beyan etmelidirler. Bir yazar kendi yaymlanmis yazisinda belirgin bir hata ya da yanliglik tespit ederse, bu yanligliklara
iliskin diizeltme ya da geri ¢ekme i¢in editor ile hemen temasa gegme ve isbirligi yapma sorumlulugunu tasir.
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EDITOR VE HAKEM SORUMLULUKLARI

Bas editor, makaleleri, yazarlarin etnik kokeninden, cinsiyetinden, cinsel yoneliminden, uyrugundan, dini inancindan ve siyasi felsefesinden
bagimsiz olarak degerlendirir. Yayina gonderilen makalelerin adil bir sekilde ¢ift tarafl1 kor hakem degerlendirmesinden gegmelerini saglar.
Gonderilen makalelere iliskin tiim bilginin, makale yayinlanana kadar gizli kalacagin1 garanti eder. Bas editor icerik ve yaymnin toplam
kalitesinden sorumludur. Gereginde hata sayfast yayinlamali ya da diizeltme yapmalidir.

Bas editor; yazarlar, editdrler ve hakemler arasinda gikar catismasina izin vermez. Hakem atama konusunda tam yetkiye sahiptir ve Dergide
yayinlanacak makalelerle ilgili nihai karar1 vermekle yiikiimliidiir.

Hakemlerin arastirmayla ilgili, yazarlarla ve/veya arastirmanin finansal destekgileriyle ¢ikar catigmalari olmamalidir. Degerlendirmelerinin
sonucunda tarafsiz bir yargiya varmalidirlar. Gonderilmis yazilara iligkin tiim bilginin gizli tutulmasimi saglamali ve yazar tarafinda herhangi
bir telif hakki ihlali ve intihal fark ederlerse editore raporlamalidirlar. Hakem, makale konusu hakkinda kendini vasifli hissetmiyor ya da
zamaninda geri doniis saglamast miimkiin goriinmiiyorsa, editére bu durumu bildirmeli ve hakem siirecine kendisini dahil etmemesini
istemelidir.

Degerlendirme siirecinde editdr hakemlere gézden gegirme igin gonderilen makalelerin, yazarlarin &zel miilkii oldugunu ve bunun imtiyazlt
bir iletigim oldugunu agikga belirtir. Hakemler ve yayin kurulu iiyeleri baska kisilerle makaleleri tartisamazlar. Hakemlerin kimliginin gizli
kalmasina 6zen gosterilmelidir. Bazi durumlarda editoriin karariyla, ilgili hakemlerin makaleye ait yorumlar1 ayn1 makaleyi yorumlayan
diger hakemlere gonderilerek hakemlerin bu siiregte aydinlatilmasi saglanabilir.

YAZILARIN HAZIRLANMASI

DiL

Derginin yayin dili Tiirkge ve Amerikan Ingilizcesi’dir.
Yazilarin Hazirlanmasi ve Yazim Kurallar

Aksi belirtilmedik¢e gonderilen yazilarla ilgili tim yazismalar ilk yazarla yapilacaktir. Makale gonderimi online olarak ve http://acin.
istanbul.edu.tr adresinden erisilen http://dergipark.gov.tr/login {izerinden yapilmalidir. Gonderilen yazilar, makale tiiriini belirten ve
makaleyle ilgili detaylar1 iceren (bkz: Son Kontrol Listesi) kapak sayfasi; editére mektup, yazinin elektronik formunu iceren Microsoft
Word 2003 ve iizerindeki versiyonlart ile yazilmis elektronik dosya ve tiim yazarlarin imzaladig: Telif Hakk: Devir Formu eklenerek
gonderilmelidir.

1. Microsoft Word 6.0 ya da iistii bir versiyon kullaniyorsaniz ACIN Makale Sablonunu kullanabilirsiniz. Aksi halde, bu dokiiman bir
yonerge olarak kullanilabilir.

2. Makale basliklar1 bityiik harf ve kiigiik harflerden olusmali, biitiin harfler biiyiik olmamalidir. Basliga formiil yazmaktan kaginilmalidir.
Baslikta “(Davetli)” ya da benzeri ifadeler yer almamalidir.

3. Oz 150-250 kelime arasinda olmahdir, bir paragraf olarak yazilmali ve matematiksel denklem ya da tablo icermemelidir. Oz,
okuyucunun kolaylikla bulabilmesi icin, ii¢ ya da dort anahtar kelime ya da ifade igermelidir. Oz iyi okunabilir ve de dilbilgisi agisindan
dogru olmalidir.

4. Oziin altinda ¢alismanin icerigini temsil eden ii¢ anahtar kelime olmalidir. Anahtar kelimelerin, “TR Dizin Anahtar Terimler Listesi”,
“Medical Subject Headings”, “CAB Theasarus”, “JISCT, “ERIC” vd. tarafindan tanimlanmis olmasina 6énem verilmelidir.

5. Calismalarm baslica su unsurlari igermesi gerekmektedir: Tiirkce bashk, 6z ve anahtar kelimeler; Ingilizce bashk 6z ve anahtar
kelimeler; ana metin boliimleri, kaynaklar, tablolar ve sekiller.

6. Yaymlanmak iizere gonderilen makale ile birlikte yazar bilgilerini iceren kapak sayfasi gonderilmelidir. Kapak sayfasinda, makalenin
basligi, yazar veya yazarlarin bagli bulunduklart kurum ve unvanlari, kendilerine ulasilabilecek adresler, cep, is ve faks numaralari,
ORCID ve e-posta adresleri yer almalidir (bkz. Son Kontrol Listesi).

7. Referanslar APA 6 stiline uygun olarak hazirlanmalidir.




YAZARLARA BiLGIi

KAYNAKLAR
Referans Stili ve Formati

Acta INFOLOGICA (ACIN), metin i¢i alintilama ve kaynak gosterme i¢in APA (American Psychological Association) kaynak sitilinin 6.
edisyonunu benimser. APA 6.Edisyon hakkinda bilgi igin:

- American Psychological Association. (2010). Publication manual of the American Psychological Association (6™ ed.). Washington, DC: APA.
- http://www.apastyle.org/

Kaynaklarin dogrulugundan yazar(lar) sorumludur. Tiim kaynaklar metinde belirtilmelidir. Kaynaklar asagidaki 6rneklerdeki gibi gosterilmelidir.
Metin icinde Kaynak Gésterme

Kaynaklar metinde parantez i¢inde yazarlarin soyadi ve yayin tarihi yazilarak belirtilmelidir. Birden fazla kaynak gosterilecekse kaynaklar
arasinda (;) isareti kullanilmalidir. Kaynaklar alfabetik olarak siralanmalidir.

Ornekler:

Birden fazla kaynak;

(Esin ve ark., 2002; Karasar 1995)
Tek yazarl kaynak;

(Akyolcu, 2007)

Iki yazarl kaynak;

(Sayner ve Demirci, 2007, s. 72)
Uc, dort ve bes yazarl kaynak;
Metin iginde ilk kullanimda: (Ailen, Ciambrune ve Welch, 2000, s. 12—13) Metin iginde tekrarlayan kullanimlarda: (Ailen ve ark., 2000)
Alti ve daha ¢ok yazarl kaynak;
(Cavdar ve ark., 2003)

Kaynaklar Boliimiinde Kaynak Gosterme
Kullanilan tiim kaynaklar metnin sonunda ayr1 bir béliim halinde yazar soyadlaria gore alfabetik olarak numaralandirilmadan verilmelidir.
Kaynak yazimu ile ilgili 6rnekler asagida verilmistir.

Kitap

a) Tiirkge Kitap

Karasar, N. (1995). Arastirmalarda rapor hazirlama (8.bs). Ankara: 3A Egitim Danismanlik Ltd.

b) Tiirk¢eye Cevrilmis Kitap

Mucchielli, A. (1991). Zihniyetler (A. Kotil, Cev.). Istanbul: Iletisim Yayinlar1.

¢) Editorlii Kitap

Oren, T., Uney, T. ve Colkesen, R. (Ed.). (2006). Tiirkiye bilisim ansiklopedisi. Istanbul: Papatya Yaymcilik.

d) Cok Yazarh Tiirk¢e Kitap

Tonta, Y., Bitirim, Y. ve Sever, H. (2002). Tiirk¢e arama motorlarinda performans degerlendirme. Ankara: Total Bilisim.

e) Ingilizce Kitap

Kamien R., & Kamien A. (2014). Music: An appreciation. New York, NY: McGraw-Hill Education.

/) Ingilizce Kitap Igerisinde Boliim

Bassett, C. (2006). Cultural studies and new media. In G. Hall & C. Birchall (Eds.), New cultural studies: Adventures in theory (pp.
220-237). Edinburgh, UK: Edinburgh University Press.

g) Tiirkce Kitap Icerisinde Béliim

Erkmen, T. (2012). Orgiit kiiltiirii: Fonksiyonlari, 6geleri, isletme ydnetimi ve liderlikteki onemi. M. Zencirkiran (Ed.), Orgiit sosyolojisi
kitabr i¢inde (s. 233-263). Bursa: Dora Basim Yayin.

h) Yayimcimin ve Yazarin Kurum Oldugu Yayin

Tiirk Standartlar Enstitiisti. (1974). Adlandirma ilkeleri. Ankara: Yazar.
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Makale

a) Tiirk¢e Makale

Mutlu, B. ve Savaser, S. (2007). Cocugu ameliyat sonras1 yogun bakimda olan ebeveynlerde stres nedenleri ve azaltma girisimleri. Istanbul
Universitesi Florence Nightingale Hemsirelik Dergisi, 15(60), 179-182.

b) Ingilizce Makale

de Cillia, R., Reisigl, M., & Wodak, R. (1999). The discursive construction of national identity. Discourse and Society, 10(2), 149-173.
http://dx.doi.org/10.1177/0957926599010002002

c) Yediden Fazla Yazarli Makale

Lal, H., Cunningham, A. L., Godeaux, O., Chlibek, R., Diez-Domingo, J., Hwang, S.-J. ... Heineman, T. C. (2015). Efficacy of
an adjuvanted herpes zoster subunit vaccine in older adults. New England Journal of Medicine, 372, 2087-2096. http://dx.doi.
org/10.1056/NEJMoal501184

d) DOI'si Olmayan Online Edinilmis Makale

Al, U. ve Dogan, G. (2012). Hacettepe Universitesi Bilgi ve Belge Yonetimi Béliimii tezlerinin atif analizi. Tiirk Kiitiiphaneciligi,
26, 349-369. Erisim adresi: http://www.tk.org.tr/

e) DOI'si Olan Makale

Turner, S. J. (2010). Website statistics 2.0: Using Google Analytics to measure library website effectiveness. Technical Services
Quarterly, 27, 261-278. http://dx.doi.org/10.1080/07317131003765910

f) Advance Online Olarak Yayimlanmig Makale

Smith, J. A. (2010). Citing advance online publication: A review. Journal of Psychology. Advance online publication. http://dx.doi.
org/10.1037/a45d7867

g) Popiiler Dergi Makalesi

Semercioglu, C. (2015, Haziran). Siradanligin rayihasi. Sabit Fikir, 52, 38-39.

Tez, Sunum, Bildiri

a) Tiirkge Tezler

Sari, E. (2008). Kiiltiir kimlik ve politika: Mardin’de kiiltiirlerarasilik. (Doktora Tezi). Ankara Universitesi Sosyal Bilimler Enstitiisii, Ankara.

b)Ticari Veritabanminda Yer Alan Yiiksek Lisans Ya da Doktora Tezi

Van Brunt, D. (1997). Networked consumer health information systems (Doctoral dissertation). Available from ProQuest Dissertations
and Theses. (UMI No. 9943436)

¢) Kurumsal Veritabaminda Yer Alan Ingilizce Yiiksek Lisans/Doktora Tezi

Yaylali-Y1ldiz, B. (2014). University campuses as places of potential publicness: Exploring the politicals, social and cultural practices in
Ege University (Doctoral dissertation). Retrieved from: Retrieved from http://library.iyte.edu.tr/tr/hizli-erisim/iyte-tez-portali

d) Web’de Yer Alan Ingilizce Yiiksek Lisans/Doktora Tezi

Tonta, Y. A. (1992). An analysis of search failures in online library catalogs (Doctoral dissertation, University of California, Berkeley).
Retrieved from http://yunus.hacettepe.edu.tr/~tonta/yayinlar/phd/ickapak.html

e) Dissertations Abstracts International 'da Yer Alan Yiiksek Lisans/Doktora Tezi

Appelbaum, L. G. (2005). Three studies of human information processing: Texture amplification, motion representation, and figure-
ground segregation. Dissertation Abstracts International: Section B. Sciences and Engineering, 65(10), 5428.

f) Sempozyum Katkis

Krinsky-McHale, S. J., Zigman, W. B., & Silverman, W. (2012, August). Are neuropsychiatric symptoms markers of prodromal
Alzheimer’s disease in adults with Down syndrome? In W. B. Zigman (Chair), Predictors of mild cognitive impairment, dementia,
and mortality in adults with Down syndrome. Symposium conducted at American Psychological Association meeting, Orlando, FL.

g) Online Olarak Erisilen Konferans Bildiri Ozeti

Cinar, M., Dogan, D. ve Seferoglu, S. S. (2015, Subat). Egitimde dijital araglar: Google siif uygulamasi iizerine bir degerlendirme [Oz].
Akademik Bilisim Konferansinda sunulan bildiri, Anadolu Universitesi, Eskisehir. Erisim adresi: http:/ab2015.anadolu.edu.tr /index.
php?menu=>5&submenu=27

h) Diizenli Olarak Online Yayimlanan Bildiriler

Herculano-Houzel, S., Collins, C. E., Wong, P., Kaas, J. H., & Lent, R. (2008). The basic nonuniformity of the cerebral cortex. Proceedings
of the National Academy of Sciences, 105, 12593—-12598. http://dx.doi.org/10.1073/pnas.0805417105

i) Kitap Seklinde Yayimlanan Bildiriler

Schneider, R. (2013). Research data literacy. S. Kurbanoglu ve ark. (Ed.), Communications in Computer and Information Science: Vol.
397. Worldwide Communalities and Challenges in Information Literacy Research and Practice iginde (s. 134-140). Cham, Isvigre:
Springer. http://dx.doi.org/10.1007/978-3-319-03919-0
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) Kongre Bildirisi
Cepni, S., Bacanak A. ve Ozsevgeg T. (2001, Haziran). Fen bilgisi dgretmen adaylarmin fen branslarina karsi tutumlari ile fen
branslarindaki basarilarinn iliskisi. X. Ulusal Egitim Bilimleri Kongresi’nde sunulan bildiri, Abant izzet Baysal Universitesi, Bolu

Diger Kaynaklar

a) Gazete Yazist

Toker, C. (2015, 26 Haziran). ‘Unutma’ notlart. Cumhuriyet, s. 13.

b) Online Gazete Yazisi

Tamer, M. (2015, 26 Haziran). E-ticaret hamle yapmak i¢in tiiketiciyi bekliyor. Milliyet. Erisim adresi: http://www.milliyet

c) Web Page/Blog Post

Bordwell, D. (2013, June 18). David Koepp: Making the world movie-sized [Web log post]. Retrieved from http://www.davidbordwell.
net/blog/page/27/

d) Online Ansiklopedi/Sozliik

Bilgi mimarisi. (2014, 20 Aralik). Vikipedi i¢inde. Erigsim adresi: http://tr.wikipedia.org/wiki/Bilgi mimarisi

Marcoux, A. (2008). Business ethics. In E. N. Zalta (Ed.), The Stanford encyclopedia of philosophy. Retrieved from http://plato.stanford.
edu/entries/ethics-business/

e) Podcast

Radyo ODTU (Yapimecr). (2015, 13 Nisan). Modern sabahlar [Podcast]. Erisim adresi: http://www.radyoodtu.com.tr/

) Bir Televizyon Dizisinden Tek Bir Béliim

Shore, D. (Senarist), Jackson, M. (Senarist) ve Bookstaver, S. (Yonetmen). (2012). Runaways [Televizyon dizisi boliimii]. D. Shore (Bag
yapimc1), House M.D. i¢inde. New York, NY: Fox Broadcasting.

g) Miizik Kaydi

Say, F. (2009). Galata Kulesi. Istanbul senfonisi [CD] iginde. Istanbul: Ak Miizik.

SON KONTROL LiSTESI

Asagidaki listede eksik olmadigindan emin olun:

Editore mektup

*  Makalenin tiirii

* Bagka bir dergiye gonderilmemis oldugu bilgisi

* Sponsor veya ticari bir firma ile iliskisi (varsa belirtiniz)

» Kaynaklarin APA6’ya gore belirtildigi

+  Ingilizce yniinden kontroliiniin yapildig

* Yazarlara Bilgide detayl olarak anlatilan dergi politikalarinin gdzden gegirildigi
Telif Hakk: Devir Formu

Daha &nce basilmis materyal (yazi-resim-tablo) kullanilmis ise izin belgesi
Kapak sayfasi

*  Makalenin kategorisi

+  Makale dilinde ve Ingilizce baslik




INFORMATION FOR AUTHORS

DESCRIPTION

Acta INFOLOGICA (ACIN) is the publication of Informatics Department of the Istanbul University. It is an open access, scholarly, peer-
reviewed journal published biannually in June and December. The journal was founded in 2017.

AIM AND SCOPE

ACIN aims to contribute to the scientific community interested in the field of informatics and aims to provide a platform for researchers
exploring issues based on the concepts of data-information-knowledge, information and communication technologies and applications. The
journal welcomes multidisciplinary studies regarding the field as well.

The areas of study covered in the scope of ACIN are in below;
Intelligent Systems

Information Security and Law

Knowledge Management

Computer Networks

Computer Architecture

Information Systems

Bioinformatics

Geographic Information Systems

E-Applications

Internet Technologies

Decision Support Systems and Business Intelligence
Microcontroller and Applications

Mobile Systems

Modeling and Optimization

Project Management

Social and Digital Media

Data Mining

Database Systems

Artificial Intelligence and Machine Learning

Software Engineering
EDITORIAL POLICIES AND PEER REVIEW PROCESS
Publication Policy

The subjects covered in the manuscripts submitted to the Journal for publication must be in accordance with the aim and scope of the
journal. The journal gives priority to original research papers submitted for publication.

General Principles

Only those manuscripts approved by its every individual author and that were not published before in or sent to another journal, are
accepted for evaluation.

Submitted manuscripts that pass preliminary control are scanned for plagiarism using iThenticate software. After plagiarism check, the eligible ones
are evaluated by editor-in-chief for their originality, methodology, the importance of the subject covered and compliance with the journal scope.

Short presentations that took place in scientific meetings can be referred if indicated in the article. The editor hands over the papers matching
the formal rules to at least two national/international referees for evaluation and gives green light for publication upon modification by the
authors in accordance with the referees’ claims. Changing the name of an author (omission, addition or order) in papers submitted to the
Journal requires written permission of all declared authors. Refused manuscripts and graphics are not returned to the author.
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OPEN ACCESS STATEMENT

Acta INFOLOGICA (ACIN) is an open access journal which means that all content is freely available without charge to the user or his/her
institution. Except for commercial purposes, users are allowed to read, download, copy, print, search, or link to the full texts of the articles
in this journal without asking prior permission from the publisher or the author.

The articles in ACIN are open access articles licensed under the terms of the Creative Commons Attribution-NonCommercial 4.0
International (CC BY-NC 4.0) license (https://creativecommons.org/licenses/by-nc/4.0/deed.en )

Article Processing Charge
All expenses of the journal are covered by the Istanbul University. Processing and publication are free of charge with the journal. There is
no article processing charges or submission fees for any submitted or accepted articles.

Peer Review Process

Only those manuscripts approved by its every individual author and that were not published before in or sent to another journal, are
accepted for evaluation.

Submitted manuscripts that pass preliminary control are scanned for plagiarism using iThenticate software. After plagiarism check, the
eligible ones are evaluated by Editor-in-Chief for their originality, methodology, the importance of the subject covered and compliance
with the journal scope. Editor-in-Chief evaluates manuscripts for their scientific content without regard to ethnic origin, gender, sexual
orientation, citizenship, religious belief or political philosophy of the authors and ensures a fair double-blind peer review of the selected
manuscripts.

The selected manuscripts are sent to at least two national/international referees for evaluation and publication decision is given by Editor-
in-Chief upon modification by the authors in accordance with the referees’ claims.

Editor-in-Chief does not allow any conflicts of interest between the authors, editors and reviewers and is responsible for final decision for
publication of the manuscripts in the Journal.

Reviewers’ judgments must be objective. Reviewers’ comments on the following aspects are expected while conducting the review.

- Does the manuscript contain new and significant information?

- Does the abstract clearly and accurately describe the content of the manuscript?
- Is the problem significant and concisely stated?

- Are the methods described comprehensively?

- Are the interpretations and consclusions justified by the results?

- Is adequate references made to other Works in the field?

- Is the language acceptable?

Reviewers must ensure that all the information related to submitted manuscripts is kept as confidential and must report to the editor if they
are aware of copyright infringement and plagiarism on the author’s side.

A reviewer who feels unqualified to review the topic of a manuscript or knows that its prompt review will be impossible should notify the
editor and excuse himself from the review process.

The editor informs the reviewers that the manuscripts are confidential information and that this is a privileged interaction. The reviewers
and editorial board cannot discuss the manuscripts with other persons. The anonymity of the referees is important.

PUBLICATION ETHICS AND PUBLICATION MALPRACTICE STATEMENT

Acta INFOLOGICA (ACIN) is committed to upholding the highest standards of publication ethics and pays regard to Principles of
Transparency and Best Practice in Scholarly Publishing published by the Committee on Publication Ethics (COPE), the Directory of Open
Access Journals (DOAJ), to access the Open Access Scholarly Publishers Association (OASPA), and the World Association of Medical
Editors (WAME) on https://publicationethics.org/resources/guidelines-new/principles-transparency-and-best-practice-scholarly-publishing
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All parties involved in the publishing process (Editors, Reviewers, Authors and Publishers) are expected to agree on the following ethical principles.

All submissions must be original, unpublished (including as full text in conference proceedings), and not under the review of any other
publication synchronously. Each manuscript is reviewed by one of the editors and at least two referees under double-blind peer review
process. Plagiarism, duplication, fraud authorship/denied authorship, research/data fabrication, salami slicing/salami publication, breaching
of copyrights, prevailing conflict of interest are unnethical behaviors.

All manuscripts not in accordance with the accepted ethical standards will be removed from the publication. This also contains any possible
malpractice discovered after the publication. In accordance with the code of conduct we will report any cases of suspected plagiarism or
duplicate publishing.

RESEARCH ETHICS

Acta INFOLOGICA (ACIN) adheres to the highest standards in research ethics and follows the principles of international research ethics
as defined below. The authors are responsible for the compliance of the manuscripts with the ethical rules.

- Principles of integrity, quality and transparency should be sustained in designing the research, reviewing the design and conducting the
research.

- The research team and participants should be fully informed about the aim, methods, possible uses and requirements of the research
and risks of participation in research.

- The confidentiality of the information provided by the research participants and the confidentiality of the respondents should be
ensured. The research should be designed to protect the autonomy and dignity of the participants.

- Research participants should participate in the research voluntarily, not under any coercion.
- Any possible harm to participants must be avoided. The research should be planned in such a way that the participants are not at risk.
- The independence of research must be clear; and any conflict of interest or must be disclosed.

- Inexperimental studies with human subjects, written informed consent of the participants who decide to participate in the research must
be obtained. In the case of children and those under wardship or with confirmed insanity, legal custodian’s assent must be obtained.

- If'the study is to be carried out in any institution or organization, approval must be obtained from this institution or organization.

- In studies with human subject, it must be noted in the method’s section of the manuscript that the informed consent of the participants
and ethics committee approval from the institution where the study has been conducted have been obtained.

AUTHOR RESPONSIBILITIES

It is authors’ responsibility to ensure that the article is in accordance with scientific and ethical standards and rules. And authors must ensure
that submitted work is original. They must certify that the manuscript has not previously been published elsewhere or is not currently being
considered for publication elsewhere, in any language. Applicable copyright laws and conventions must be followed. Copyright material
(e.g. tables, figures or extensive quotations) must be reproduced only with appropriate permission and acknowledgement. Any work or
words of other authors, contributors, or sources must be appropriately credited and referenced.

All the authors of a submitted manuscript must have direct scientific and academic contribution to the manuscript. The author(s) of the
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original research articles is defined as a person who is significantly involved in “conceptualization and design of the study”, “collecting
the data”, “analyzing the data”, “writing the manuscript”, “reviewing the manuscript with a critical perspective” and “planning/conducting
the study of the manuscript and/or revising it”. Fund raising, data collection or supervision of the research group are not sufficient roles
to be accepted as an author. The author(s) must meet all these criteria described above. The order of names in the author list of an article
must be a co-decision and it must be indicated in the Copyright Transfer Form. The individuals who do not meet the authorship criteria
but contributed to the study must take place in the acknowledgement section. Individuals providing technical support, assisting writing,

providing a general support, providing material or financial support are examples to be indicated in acknowledgement section.

All authors must disclose all issues concerning financial relationship, conflict of interest, and competing interest that may potentially
influence the results of the research or scientific judgment.

When an author discovers a significant error or inaccuracy in his/her own published paper, it is the author’s obligation to promptly
cooperate with the Editor to provide retractions or corrections of mistakes.
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RESPONSIBILITY FOR THE EDITOR AND REVIEWERS

Editor-in-Chief evaluates manuscripts for their scientific content without regard to ethnic origin, gender, sexual orientation, citizenship,
religious belief or political philosophy of the authors. He/She provides a fair double-blind peer review of the submitted articles for
publication and ensures that all the information related to submitted manuscripts is kept as confidential before publishing.

Editor-in-Chief is responsible for the contents and overall quality of the publication. He/She must publish errata pages or make corrections
when needed.

Editor-in-Chief does not allow any conflicts of interest between the authors, editors and reviewers. Only he has the full authority to assign
a reviewer and is responsible for final decision for publication of the manuscripts in the Journal.

Reviewers must have no conflict of interest with respect to the research, the authors and/or the research funders. Their judgments must be objective.

Reviewers must ensure that all the information related to submitted manuscripts is kept as confidential and must report to the editor if they
are aware of copyright infringement and plagiarism on the author’s side.

A reviewer who feels unqualified to review the topic of a manuscript or knows that its prompt review will be impossible should notify the
editor and excuse himself from the review process.

The editor informs the reviewers that the manuscripts are confidential information and that this is a privileged interaction. The reviewers
and editorial board cannot discuss the manuscripts with other persons. The anonymity of the referees must be ensured. In particular
situations, the editor may share the review of one reviewer with other reviewers to clarify a particular point.

MANUSCRIPT ORGANIZATION

LANGUAGE

The language of the journal is both Turkish and American English.
Manuscript Organization and Submission

All correspondence will be sent to the first-named author unless otherwise specified. Manuscpript is to be submitted online via http://
dergipark.gov.tr/login that can be accessed at http://acin.istanbul.edu.tr and it must be accompanied by a title page specifying the article
category (i.e. research article, review etc.) and including information about the manuscript (see the Submission Checklist) and cover letter
to the editor. Manuscripts should be prepared in Microsoft Word 2003 and upper versions. In addition, Copyright Transfer Form that has to
be signed by all authors must be submitted.

1. Use ACIN article document as a template if you are using Microsoft Word 6.0 or upper versions. Otherwise, use this document as an
instruction set.

2. The first letters of words in the article title should be written in uppercase; the entire title should not be capitalized. Avoid writing
formulas in the title. Do not write “(Invited)” or similar expressions in the title.

3. The abstract must be between 150-250 words and written as one paragraph. It should not contain displayed mathematical equations
or tabular material. The abstract should include three or four different keywords or phrases, as this will help readers to find it. It is
important to avoid over-repetition of such phrases as this can result in a page being rejected by search engines. Ensure that your abstract
reads well and is grammatically correct.

4. Underneath the abstracts, 3 keywords that inform the reader about the content of the study should be specified. Keywords must
be defined by taking into consideration authorities like “TR Dizin Anahtar Terimler Listesi”, “Medical Subject Headings”, “CAB
Theasarus”, “JISCT, “ERIC”, etc.

The manuscripts should contain mainly these components: title, abstract and keywords; sections, references, tables and figures.

6. A title page including author information must be submitted together with the manuscript. The title page is to include fully descriptive
title of the manuscript and, affiliation, title, e-mail address, ORCID, postal address, phone, mobile phone and fax number of the
author(s) (see The Submission Checklist).
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