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Preface

Dear Esteemed Readers,

In this issue of the TIDE Academia Research, we present you five interesting theoretical
and empirical research and review articles directly or indirectly related to auditing, inter-

nal control and governance.

We hope the articles, which went through rigorous referee reviews, will contribute to the
literature and practice. Wishing you pleasant readings until we meet again in our next is-

sue.
Faithfully yours,

Prof. Nuran Cémert (PhD)
Editor in Chief
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Sunus

Merhabalar Degerli Okurlarimiz,

TIDE Academia Research’iin bu sayisinda sizlere denetim, i¢ kontrol ve yonetisimle dog-
rudan ve dolayl ilgisi olan ilginizi ¢cekecek bes teorik ve amprik aragtirma ve inceleme

makalesi sunuyoruz.

Titiz hakem degerlendirmesi siirecinden gecen makalelerin literatiire ve uygulamaya
onemli katk: saglayacagini umuyor gelecek sayimizda tekrar bulugmak tizere keyifli oku-

malar diliyoruz.

Prof. Dr. Nuran COMERT
Editor
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Research Article/Arastirma Makalesi

TURK BANKACILIK SEKTORUNUN IC SISTEMLERINE
ELESTIREL BIR YAKLASIM

Yagizcan Yiicel (;ENDH(1
Duygu ANIL KESKIN>

Submitted/Bagvuru: 15.06.2021
Last Revised/Son Diizeltme: 06.07.2021
Accepted/Kabul: 09.07.2021

Oz

Ekonominin diizenleyici kurumlarindan biri olan bankalar, tabiatlar1 geregi siklikla riske
maruz kalmakeadirlar. Maruz kaldiklart risklere kargilik vermeye yonelik gecmisten gii-
nimiize ¢esitli yaklagimlar benimsenmekle birlikte artan kiiresellesme, gelisen teknoloji,
farklilagan hizmet gekilleri ve derinlegen finansal piyasa kogular: risklerin ¢esit ve boyutla-
rini arceirmigtir. Bu kapsamda geleneksel risk yonetimi siirecinin etkinligi agisindan i¢ de-
netim faaliyetinin tek bagina yeterliligi sorgulanmaya baglanmigtir. Bankacilikea kargilagi-
lan ¢ok farkl: sayida ve tiirdeki yeni riskler, kurumun i¢ sistemlerinin etkinliginin 6nemini
giderek arttirmaktadir. Her ne kadar Diinyada yaygin uygulama bankalarin denetiminin
kamu otoriteleri, bagimsiz denetim kuruluglar1 ve bankalarin kendi i¢ denetim birimleri
araciligiyla denetlenmesi seklindeyse de 6zellikle son 20 yildir i¢ sistemlerin kurulmasinin
onemi artmaya baglamistir. Giderek artan sayida banka, kargilagilan risklerin minimize
edilmesi i¢in belirlenen politika ve prosediirlerden olusan, geleneksel denetim fonksiyo-

nun yant sira yonetim ve ¢alisanlarin da dahil oldugu bir i¢ kontrol sistemini olugturmus-

1 Sorumlu Yazar, Istanbul Universitesi, Sosyal Bilimler Enstitiisii, Isletme (Iktisat) Doktora Programi, yagizcancendik@gmail.com, ORCID:
0000-0003-2562-3987

2 Dog. Dr., Istanbul Universitesi, Tktisat Fakiiltesi, Isletme Boliimii, danil@istanbul.edu.tr, ORCID: 0000-0003-3069- 0615

To cite this article: Cendik, Y. Y., & Anil-Keskin, D. (2021). Tiirk Bankacilik Sektériiniin Ig Sistemlerine Elegtirel Bir
Yaklagim. TIDE AcademIA Research, 3(1), 11-40
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lardir. Giniimiizde i¢ kontroliin tanimi neredeyse biitiin uluslararasi otoritelerce benzer
sekilde yapilsa da uygulamada farkliliklar goriilmektedir. Tirkiye'de ise kontrol ve denetim

stklikla birbirleri yerine kullanilan kavramlar olarak kargimiza ¢ikmaktadir.

Anahtar Kelimeler: I¢ Denetim, I¢ Kontrol, Uglii Savunma Hatti, Cevik Denetim,
Bankacilik

JEL Siniflandirmasi: G21, M40, M42
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A CRITICAL APPROACH TO THE INTERNAL SYSTEMS
OF THE TURKISH BANKING SECTOR

Abstract

As one of the regulating institutions of the economy, banks are often exposed to risk due to
their nature. While various approaches have been adopted from past to present to respond
to the risks they are exposed to, increasing globalization, developing technology, differen-
tiating service forms and deepening financial market conditions have increased the types
and dimensions of risks. In this context, the adequacy of the internal audit activity alone
has begun to be questioned in terms of the effectiveness of the traditional risk manage-
ment process. The many different types and numbers of new risks encountered in banking

are increasing the importance of the efficiency of the internal systems of the institution.

Although the common practice in the world is the supervision of banks by public authori-
ties, independent audit institutions and their own internal audit units, the importance of
establishing internal systems has started to increase especially in the last 20 years. An inc-
reasing number of banks have established an internal control system that includes mana-
gement and employees, as well as the traditional audit function, which consists of policies

and procedures determined to minimize the risks encountered.

Today, although the definition of internal control is made similarly by almost all interna-
tional authorities, there are differences in practice. In Turkey, on the other hand, control

and auditing are frequently used interchangeably.

Keywords: Internal Audit, Internal Control, Three Lines of Defence, Agile Audit, Bank-
ing

JEL Classificiation: G21, M40, M42
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Extended Summary

As one of the regulating institutions of the economy, banks are often exposed to risk due to
their nature. While various approaches have been adopted from past to present to respond
to the risks they are exposed to, increasing globalization, developing technology, differen-
tiating service forms and deepening financial market conditions have increased the types
and dimensions of risks. In this context, the adequacy of the internal audit activity alone
has begun to be questioned in terms of the effectiveness of the traditional risk manage-
ment process. The many different types and numbers of new risks encountered in banking

are increasing the importance of the efficiency of the internal systems of the institution.

Today, although the definition of internal control is made similarly by almost all interna-
tional authorities, there are differences in practice. In Turkey, on the other hand, control

and auditing are frequently used interchangeably.
Introduction

The banking sector is an integral part of the modern financial structure due to its auxili-
ary role in economic policy implementations and its intermediary role in domestic and
foreign trade. The key role of banks in financial stability has necessitated the regulation of
the banking system both at national and international level. Because historical experiences
show that a crisis that emerges in the banking sector spreads to different sectors, both na-

tionally and internationally, with its spillover effect.

Audits carried out to evaluate the adequacy of banks in responding to the risks they are
exposed to and the effectiveness of their processes generally come in three forms. The first
of these is the supervision of banks by public authorities. Within the framework of the
Basel Committee decisions, the Banking Regulation and Supervision Agency was estab-
lished in Turkey and the transactions of banks were subject to the supervision of this insti-
tution. Another supervision mechanism is the supervision of banks through independent
audit institutions. The audit performed by independent audit firms mostly covers finan-
cial statements, but is not limited to this. Third and lastly, there are internal audit units

established within the banks themselves.

1.
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In this study, since the functioning of the concept of internal audit and internal control in
the banking sector in practice will be examined, the audits carried out by the independent
audit institutions and public authorities are not mentioned. In this context, firstly internal

audit and then internal control will be examined conceptually and its applications in Tur-

kish banks will be tried to be included.

Literature Review

When the International Institute of Internal Auditors reports, American legislation, Euro-
pean Union legislation, Basel Committee reports and Turkish banking legislation are exa-
mined, it is understood that the internal audit units of the banks established to add value
to its activities. Internal audit has to provide an independent and objective assurance, and
has to report directly to the board of directors in order to not to be affected by the com-

pany managers, and its has to cover all business and transactions.

The technological developments in the world, the changing business environment and
the differentiation of banking services require internal audit units to keep up with the
times and renew themselves. Experiences in the past years have increased the expectations
of stakeholders for a more effective assurance and risk management. In this new business
environment, internal audit should respond rapidly to emerging changes, develop a more
risk-based audit approach, modernize working papers, and increase its expertise, especially

in areas of increasing importance, such as cybercrime.

Even in the early 1900s, when modern internal control approaches did not emerge, cont-
rol was defined as a management function. Fayol identified control as one of the 5 basic
elements of management. According to him, control is “watching that everything is in
accordance with the given orders and existing rules.” (Sengul, 2007). Internal audit, on the
other hand, is designed separately from the management in accordance with the principles
of independence and objectivity. Internal audit is not responsible for the negative effects
that arise as a result of not taking adequate or effective actions against the risks faced by
banks, unless there is a significant audit error. The fact that the responsibility for these
negative effects is only on the senior management and / or the relevant personnel who

give place to the deficiencies has led to the need to put forward a risk management model
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that includes management, employees and all stakeholders in order to prevent these defi-

ciencies and mistakes.

The developments experienced in the international banking sector in the past years make
it necessary to assign duties and responsibilities to the bank managements and the bu-
siness as a whole in order to manage the risks, as well as the independent internal audit
activities. In this context, the importance of the internal control system that banks will

establish within their own structures is increasing.

While internal audit emerges as an independent structure, internal control is defined as
a process that is affected by the board of directors, management and employees from all
levels. From this point of view, internal control is a system that should be established by
top managers under the responsibility of the board of directors to manage accepted risks.
This responsible approach to risk management includes not only detecting incomplete or

faulty transactions, but also preventing deficiencies and errors before they occur.

Conclusion

When the integrated annual reports of the banks are examined, it is seen that the internal
control unit is in charge of helping the bank’s activities to be carried out in accordance
with the internal and external legislation. However, in Turkish banking practice, inter-
nal control units are not involved in the management’s policy and procedure formulation
process, including self-assessment. Instead of taking part in the process of establishing in-
ternal control, policies and procedures, it acts as an audit function, audits the compliance
of policies and procedures with internal and external legislation, and carries out an audit
that reports any deficiencies to the board of directors and senior management. One way to
prevent the dual audit mechanism in Turkey is to include the internal control mechanism
in the process of establishing policies and procedures in line with international examples.
The task of internal audit should be to supervise the effectiveness and efficiency of policies
and procedures in line with internal and external legislation. This approach will be compa-
tible with the “Three Lines of Defense” model proposed by COSO and the International

Institute of Internal Auditors.

1.
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The internal audit units of banks will be able to provide services in a more specialized area
with fewer employees, thanks to the loss of importance of labor-intensive audits and the
rapid and short-term on-site audits to be carried out only when needed, with an agile audit
approach. An agile internal audit unit that will perform audits when needed to deal with
shape-shifting risks and a widespread internal control system established by management

to support this will both reduce risk management costs and prevent duplication of effort.

17I
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1. Giris

Bankacilik sekeorii, gerek ekonomi politikast uygulamalarindaki yardimer rolii gerekse
i¢ ve dis ticarette araci rolii sebebiyle, modern finansal yapinin ayrilmaz bir parcasidir.
Bankalarin finansal istikrar tizerindeki kilit rolii, bankacilik sisteminin hem ulusal hem
uluslararas: diizeyde regiile edilmesi gerekliligini dogurmugtur. Ciinkii tarihsel deneyimler
gostermektedir ki bankacilik sektoriinde ortaya ¢ikan bir kriz, yayilma etkisi ile hem ulusal

hem de uluslararas: farkl sektorlere sicramaktadir.

Yapilan caligmalarda Japon bankalarindan kaynaklanan bir finansal krizin, Amerikan reel
sektorit tizerinde olumsuz etkileri oldugu ortaya koyulmugtur. (Peck & Rosengren,2000)
Bankalar karg1 kargiya kaldiklar: sistemik riskleri, bankalar arasi piyasalardaki bor¢-alacak
iligkisi ve 6deme sistemleri araciligiyla diger bankalara ve iilkelere ihra¢ etme egilimin-
dedir. (Kaufman &Scott, 2003) Bir tilkede yagsanan bankacilik krizinin hem o iilkedeki
finans dig1 sektorler hem de diger tilkeler ve uluslararas: finansal sistemler tizerindeki ya-
yilma etkisinin anlagilmasi ve 1970’li yillarin baginda yaganan uluslararasi bankacilik krizi,
bankalarin uluslararasi bir kurum tarafindan regiile edilmesi ihtiyacini dogurmustur. Bu
ihtiya¢ dogrultusunda, on iilkenin merkez bankas: bagkanlar1 6nciiligiinde, uluslararas:
bankacilik sisteminin regiile edilmesine yonelik ¢aligmalar yapilmis ve bu ¢aligmalarin so-

nucunda 1974 yilinin sonunda Basel Komitesi kurulmugtur.

Kurulan bu komite, cogunlukla bankalarin sermaye yapisinin giiglendirilmesi alaninda
caligmalar yapmigsa da bankalarin kurumsal yonetisim uygulamalarinin, kargilagilan risk-
lerin yonetilmesinde ¢ok biiyiik bir 6neme sahip oldugunun anlagilmasiyla birlikte ban-
kalarin kurumsal yonetim ilkeleri hakkinda da bir takim ilke ve prosediirler aciklamaya
baglamigtir. Bu ¢ercevede Basel Komitesi, yonetim kurulunun sorumluluklar: ve yetkinligi,
tist yonetimin gorevleri, risk yonetimi fonksiyonunun yapisi, uyum riskinin yonetilmesi,
i¢ denetimin etkin bir yonetisim stireci icerisindeki uzun donemli rolii, ticret yonetimi,
yonetim ve raporlamada aciklik konularini kapsayan on ti¢ adet ilke 6ngormiigtiir. (Basel
Komitesi, 2015)

Bankalarin maruz kaldiklar: risklere cevap vermedeki yeterliligini ve stire¢lerinin etkinligi-

ni degerlendirmek tizere gergeklestirilen denetim ¢aligmalari genel olarak tig sekilde kargi-

1
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miza ¢tkmaktadir. Bunlardan ilki bankalarin kamu otoriteleri vasitasiyla denetlenmesidir.
Basel Komitesi kararlari ¢ergevesinde Tiirkiye’de de Bankacilik Diizenleme ve Denetleme
Kurumu kurulmug ve bankalarin yaptiklar: is ve iglemler bu kurumun gézetimine tabi tu-
tulmugtur. Bir diger denetim mekanizmasi, bankalarin bagimsiz denetim kuruluglar: va-
sitastyla denetlenmesidir. Bagimsiz denetim kuruluglarinin gerceklestirdigi denetim daha
cok finansal tablolari kapsamakla birlikte yalnizca bununla sinirli degildir. Uciincii ve son
olarak ise bankalarin kendi biinyelerinde kurulmus olan i¢ denetim birimleri bulunmak-

tadir.

Bu caligmada, bankacilik sektoriinde i¢ denetim ve i¢ kontrol kavraminin uygulamadaki
isleyisi irdelenecegi i¢in bagimsiz denetim ve kamu otoritesi vasitasiyla yapilan denetim
caligmalarina deginilmemigtir. Bu kapsamda 6ncelikle i¢ denetim, daha sonra ise i¢ kont-
rol kavramsal agidan incelenecek ve Tirk bankalarindaki uygulamalarina yer verilmeye

caligilacaker.

2. Bankalarda I¢ Denetim Yaklagim1

Bankalarin maruz kaldiklar: risklerin yonetilmesinde en 6nemli arag, bankalarin kendi
biinyelerinde olusturduklari geleneksel i¢ denetim birimleridir. I¢ denetim, Uluslararas:
I¢ Denetgiler Enstitiisii tarafindan “Bir kurumun faaliyetlerini gelistirmek ve onlara deger
katmak amacini giiden bagimsiz ve objektif bir giivence ve danigmanlik faaliyeti” olarak
tanimlanmaktadir. Uluslararas: kabul gérmiis olan bu tanimdan da anlagilacag: tizere ig
denetim, her ne kadar kurum biinyesinde olusturulan bir faaliyet olsa da bagimsizligini ve
objektifligini koruyarak isletmeye deger katmaya caligan bir siiregtir. I¢ denetimin kurum
biinyesinde kurulan bir faaliyet olmasi bazi sorunlari beraberinde getirmektedir. Genis
cergevede tartigilan 6nemli bir sorun, bir kuruma bagli denetim personelinin, o kurumun
cikarini gozetip gozetmeyecegi, yani bagimsizlik ve objektiflik ilkelerinin zedelenip zede-

lenmeyecegidir.

Bu sorunun ¢oztiimiine iliskin olarak Uluslararasi Ig Denetgiler Enstitiisi'niin yayinladig:
ve uluslararasi kabul géren “Uluslararasi Mesleki Uygulama Cergevesi’nde i¢ denetim
yoneticisinin islevsel olarak dogrudan yénetim kuruluna ve idari olarak da genel midiire

bagli olmasini tavsiye etmektedir. Genel midiire olan bu idari baglilik, i¢ denetim faaliye-
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tinin bagimsizligini ve objektifligini etkilememektedir. I¢ denetim yoneticisinin yonetim
kuruluna iglevsel olarak bagli olmasi, dogrudan iletigim ve etkilesim i¢in bir zorunlulukeur.
Ayrica i¢ denetim, i¢ kontrollerin etkinlik ve verimliligini degerlendirerek sistemin mev-
cut etkinligine iligkin glivence vermekte ve iyilestirilmesine iligkin belirlenecek politika
ve prosediirlere yonelik danigmanlik roliiyle kurumun etkin kontrollere sahip olmasina

yardime1 olmaktadir.

Uluslararast I¢ Denetgiler Enstitiisiiniin yapmis oldugu bu tanimi aynen kabul eden Basel
Komitesi i¢ denetimi, yénetim kuruluna bagimsiz bir giivence saglayan ve bununla birlik-
te bankanin etkili bir yonetim siireci ve uzun vadeli verimliliginin saglanmasina yonelik
olarak yonetim kurulu ve tist yonetime destek olan bir faaliyet olarak tanimlanmaktadir.
(Basel Komitesi, 2015) I¢ denetim, bu gorevlerini yerine getirirken bagimsizligini koru-
mak i¢in dogrudan yonetim kuruluna bagli olmali ve yalnizca yonetim kurulu veya dene-

tim komitesine rapor vermelidir.

Basel Komitesi i¢ denetimin, bankanin i¢ kontrol, risk yonetimi ve kurumsal yonetigim
streglerinin etkin olduguna dair banka yonetim kurulu ve tst yonetimine bagimsiz bir
giivence saglamasi gerektigini belirtmistir. (Basel Komitesi, 2012) I¢ denetim fonksiyonu,
bankanin dig kaynakl: aktiviteleri de dahil olmak tizere biitiin aktivitelerini kapsamalidir.
Bu kapsamda i¢ denetim, risk yonetim sisteminin bir semsiyesi olarak tarif edilmis ve ayri-

ca i¢ kontrol, ve kurumsal y6netisim sistemlerini de kapsadigr degerlendirilmigtir.

Yine Basel Komitesi (2002), i¢ denetim fonksiyonunun asgari gorevlerini su sekilde

stralamgtir:
° Ig kontrol sisteminin etkililigi ve verimliliginin incelenmesi ve degerlendirilmesi,

e Risk yonetimi prosediirleri ve risk degerlendirme metodolojisinin, finansal rapor-
larin giivenirliginin ve gegerliliginin, varliklarin korunmas ile ilgili araclarin, ser-
maye yeterliligi 6l¢me sisteminin ve yasal mevzuatlara uyumun gézden gegirilme-

si,
e Operasyonlarin verimliliginin degerlendirilmesi,

o Islemlerin ve i¢ kontrol prosediirlerinin igleyisinin test edilmesi,
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e Duzenleyici ve denetleyici kurumlara yapilan raporlarin giivenirliliginin ve

zamaninda yapilip yapilmadiginin denetlenmesi,

o  Ozel sorugturmalarin yiiriitiilmesi,

Amerikada 1991 yilinda kabul edilen ve yiiriirlige giren “Federal Mevduat Sigorta Kuru-
mu Reform Yasas1 (FDICIA)” i¢ denetimin finansal kuruluglardaki yerini ve temel kuru-
lus ilkelerini ortaya koymaktadir. Bu yasaya gore i¢ denetim birimi, i¢ denetgilerin sirket
yoneticilerinden etkilenmeyecekleri bir sekilde kurulmali ve bagimsizliklari garanti altina
alinmalidir. Bunun icin sirketin operasyonel faaliyetlerinde bulunmayan bir yonetici, i¢
denetim yoneticisi olarak gorevlendirilmeli ve yalnizca denetim komitesine rapor vermeli-
dir. (Federal Mevduat Sigorta Kurumu Reform Yasasi, 1991) Amerikan Federal Mevduat
Sigorta Kurumu (FDIC) tarafindan, bankalarin uymasini zorunlu tuttugu “Inceleme Po-
litikalarina Iliskin Risk Yonetimi Kilavuzu”nda i¢ denetimin, finansal kuruluglarin risk
yonetimi ve i¢ kontrol siireglerine iligkin olarak sistematik bir giivence saglamasi gerektigi

vurgulanmistir.

Avrupa Merkez Bankasinin 6nciisii olan ve 1998 yilina kadar faaliyet gosteren Avrupa
Para Enstitiisti tarafindan yayinlanan ve finansal kuruluglarin i¢ kontrol sistemleri hakkin-
da temel ilkeleri ortaya koyan raporunda i¢ denetim, i¢ kontrol sisteminin anahtar eleman-
larindan biri olarak tanimlanmig ve i¢ kontrol sisteminin bagimsiz bir degerlendirmesini

yapmakla gorevlendirilmistir. (Avrupa Para Enstitiisii, 1997)

5411 sayili Bankacilik Kanunu'nda da bankalarin biitiin birim, sube ve ortakliklarini kap-
sayan bir i¢ denetim sistemi kurmalari zorunlu tutulmus ve bu i¢ denetim faaliyetlerinin
banka miifettigleri araciligiyla yiiriitiilecegi belirtilmistir. I¢ denetim biriminin faaliyetleri
ve ¢aligma esaslarina ise Bankacilik Denetleme ve Diizenleme Kurulu (BDDK) tarafindan
yayinlanan yonetmelik agiklik getirmektedir. Bu yonetmelige gore i¢c denetim birimi, te-
mel olarak, yapacagi donemsel ve riske dayali denetimlerde, bankanin i¢ kontrol, risk yo-
netimi ve bilgi sistemlerinin yeterliligini ve etkinligini degerlendirmekte, gergeklestirilen
islemlerin i¢ ve dig mevzuata uygunlugunu denetleyerek, finansal raporlarin dogrulugunu

incelemektedir. (BDDK, 2014)
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I¢ denetimin uzun zamandir bir risk yonetimi aract olmasi ve iizerinde ¢ok fazla arastirma
yapilmasinin da yardimiyla, hemen hemen her tilke ve kurumda benzer tanimlar ve go-
revler ortaya ¢ikmistir. Ozetle Uluslararasi I¢ Denetgiler Enstitiisii, Amerikan mevzuati,
Avrupa Birligi mevzuati, Basel Komitesi Raporlari ve Tiirk bankacilik mevzuati incelendi-
ginde, bankalarin i¢ denetim birimlerinin, butiin is ve iglemleri kapsayacak sekilde, sirket
yoneticilerinden etkilenmemek i¢in dogrudan yonetim kuruluna bagli olarak, bagimsiz
ve objektif bir giivence saglamak ve sirket faaliyetlerine deger katmak tizere kuruldugu

anlagilmakeadir.

Diinya'da yasanan teknolojik gelismeler, degisen is cevresi ve bankacilik hizmetlerinin
farklilagmasi, i¢ denetim birimlerinin de ¢aga ayak uydurmasini ve kendilerini yenilem-
elerini gerektirmektedir. Ge¢mis yillarda yaganan deneyimler, paydaglarin daha etkili bir
giivence ve risk yonetimi beklentisini arttirmugtir. Bu yeni is ¢evresinde i¢ denetim, ortaya
cikan degisimlere hizla cevap vermeli, daha ¢ok risk temelli bir denetim anlayig1 gelistir-
meli, ¢alisma kagitlarint modernize etmeli, 6zellikle siber suglar gibi giinden giine 6nemini

arttiran alanlarda uzmanlhigini arttirmalidir.

Deloitte tarafindan 2017 yilinda hazirlanan “Cevik olmak: i¢ denetimin performans ve
degerini yiikseltmek icin bir rehber” baglikli ¢aligmada modern bir i¢ denetim modeli
onermektedir. Buna gore ¢eviklik, maliyetleri ve denetim siirelerini azaltirken denetimin
kalitesini arttirmak anlamina gelmektedir. Cevik bir i¢ denetim, paydaglarin ihtiyaglarina
odaklanmay1, denetim dongtisiinti hizlandirmayi, boga harcanan emegi azaltmay1 ve daha

az belge yaratma anlayisini benimsemeyi kapsamakeadir.

Cevik i¢ denetim yaklagimi, rutin ve standart bir i¢ denetim modelinden ziyade, ¢ikeiyr
temel alan, 6zellikli hususlarin belirli alanlarda uzmanlagmig denetim personeli tarafin-
dan yerine getirildigi, tam zamaninda gergeklestirilen ve siirekli iletigimi igeren bir yak-
lagimdir. Cevik bir i¢ denetim birimi, kat1 bir gekilde yillik olarak planlanan denetimler
gerceklestirmek yerine ihtiya¢ duyuldugunda veya yeni bir risk ortaya ¢iktiginda denetimi

gerceklestirmeyi ve bu denetimleri hizla sonuglandirmayr amaglamalidir. (Deloitte, 2017)
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3. Bankalarda ig Sistem Olarak ig Kontrol

Heniiz modern i¢ kontrol yaklagimlarinin ortaya ¢tkmadigi 1900l yillarin baginda dahi
kontrol, bir yonetim fonksiyonu olarak tanimlanmistir. Fayol kontroli, yonetimin 5 temel
unsurundan biri olarak ortaya koymugtur. Ona gore kontrol “Her seyin verilen emirlere
ve varolan kurallara uygun sekilde olmasini gozetlemektir.” (Sengiil, 2007). I¢ denetim ise
bagimsizlik ve objektiflik ilkeleri geregi yonetimden ayr1 olarak tasarlanmigtir. Bankalarin
kargilagtiklari risklere yonelik yeterli veya etkili aksiyonlarin alinmamasi sonucunda ortaya
c¢ikan olumsuz etkiler a¢isindan i¢ denetimin, eger 6nemli bir denetim hatasi s6z konu-
su degilse, bu hatalardan kaynaklanan bir sorumlulugu bulunmamaktadir. Ortaya ¢ikan
bu olumsuz etkilerde sorumlulugun yalnizca tist yénetim ve/veya eksiklige yer veren ilgili
personel tizerinde olmasi, bu eksiklik ve hatalarin 6niine gecebilmek tizere yonetim, ¢ali-
sanlar ve btiin paydaglarin dahil oldugu bir risk yénetimi modeli ortaya koyma ihtiyacini

dogurmugtur.

Uluslararasi bankacilik sekeoriinde gegmis yillarda yaganan gelismeler, yiirtitillen bagimsiz
i¢ denetim faaliyetlerinin yani sira, risklerin yonetilmesi i¢in banka yonetimlerine ve bir
buctiin olarak isletmeye de gorev ve sorumluluk ytiklemeyi gerekli kilmaktadir. Bu kap-
samda bankalarin kendi biinyelerinde olugturacaklari i¢ kontrol sisteminin 6nemi giderek

artmaktadir.

Treadway Komisyonunu Destekleyen Kuruluglar Komitesi (COSQ), bes ozel sekeor
kurulusundan olusan ve 1985 yilinda kurulan bir 6zel sektor girisimidir. COSO’nun
amact kurumsal risk yonetimi, i¢ kontrol ve hile caydiriciligs tizerine ¢aligmalarin
gelistirilmesidir. Bu amagla 1992 yilinda yayinlanan ve 2013 yilinda giincellenmis olan
“I¢ Kontrol-Biitiinlesik Cerceve” de i¢ kontrol, “bir isletmenin yénetim kurulu, yonetimi
ve diger personelinden etkilenen, faaliyetlerin etkililiginin ve verimliliginin saglanmasi,
giivenilir finansal raporlama ve mevcut diizenlemelere uyum konusunda makul giivence
saglamak tizere tasarlanmig bir siire¢” olarak tanimlanir. COSO, kuruluglarin hedeflerini
operasyonel hedefler, raporlama hedefleri ve uyum hedefleri olmak tizere tige ayirmakeadir.
Bu hedefler dogrultusunda isgletme geneli, boliim, is birimi ve subeler 6zelinde kurulu-

sun hedeflerine ulagmasina yardimei olacak olan i¢ kontrol, bes bilesenden olugmaktadir

(COSO, 2013):
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e Kontrol Ortami: Ig kontrolin kurulus capinda uygulanmasini saglayan

standartlar, stiregler ve yapilari igerir.

e Risk degerlendirmesi: Kurulugun hedeflerine ulagmak igin risklerin dinamik ve

kendini tekrarlayan bir sekilde degerlendirilmesini iceren stiregtir.

e Kontrol faaliyetleri: Kurulugsun hedeflerine ulagabilmesi i¢in, politika ve prose-
dirler dogrultusunda risklerin yonetilebilmesi i¢in yonetime yardimet olan faa-

liyetlerdir.

e Bilgi ve iletigim: Ihtiyag duyulan bilgilerin elde edilmesi ve bunun ilgili taraflara

zamaninda ulagtirilmasini igerir.

o Izleme Faaliyetleri: Banka igerisinde olusturulan politika ve prosediirler ile be-

lirlenen kontrollerin etkinligi ve verimliliginin siirekli olarak izlenmesi siirecidir.
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Sekil 1: I¢ Kontroliin Bilegenleri (COSO, 2013)

ig denetim, bagimsiz bir yapr olarak karsimiza ¢ikarken, i¢ kontrol tanimi geregi
yonetim kurulu, yonetim ve her kademeden ¢alisan tarafindan etkilenen bir siireg olarak
tanimlanmaktadir. Bu agidan degerlendirildiginde i¢ kontrol, kabul edilen risklerin
yonetilmesii¢in yonetim kurulunun sorumlulugunda, iist yoneticiler tarafindan kurulmasi

gereken bir sistemdir. Risk yonetiminde bu sorumlu yaklagim, yalnizca eksik veya hatali
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islemlerin tespitini degil, ayn1 zamanda eksikliklerin ve hatalarin daha ortaya ¢ikmadan
ontine ge¢cmeyi kapsamaktadir. Sorunu kaynaginda tespit etmeyi i¢eren 6nleyici ve tespit
edici kontrol maliyetlerinde bir artis, toplam kalite maliyetinde azalma ve kalite diizeyinde

yitkselmeye sebep olmaktadir. (Kazaz & Birgoniil, 2005)

Basel Komitesi, giiglii bir i¢ kontrol sisteminin, bagimsiz bir i¢ denetim fonksiyonunu
da igine alacak sekilde, etkili bir kurumsal yonetisimin parcast oldugunu belirtmistir. I¢
denetim fonksiyonu, banka yonetim kurulu ve tist yonetimine, i¢ kontrol, risk yonetimi
ve yonetisim sisteminin verimli ¢aligtigina dair giivence vererek bankanin maruz kalacag

riskleri azaltmasina yardimei olmaktadir. (Basel Komitesi, 2015)

Basel Komitesinin 1998 yilinda yayinladigi “Bankalarda I¢ Kontrol Sistemi” isimli
caligmada yonetim kurulu ve iist yonetimin gorevleri agik¢a tanimlanmigtir. Bu kapsamda
isletme stratejilerinin ve baglica politikalarinin yonetim kurullar: tarafindan belirledigin-
den bahsedilmistir. Onemli risklerin anlagilmasi, bunlara iliskin kabul seviyelerinin belir-
lenmesi ve tist yonetim tarafindan gerekli aksiyonlarin alinmasinin saglanmasi yénetim
kurulunun sorumlulugundadir. Dolayisiyla etkin bir i¢ kontrol sisteminin kurulmas: ve
sturdirilmesi de yonetim kurulunun sorumlulugundadr. Ust yonetimin gorevi ise, yone-
tim kurulu tarafindan belirlenen politikalar ve risk kabul seviyeleri kapsaminda siirecleri
tesis etmek ve uygulamak, bu riskleri 6l¢mek, izlemek ve kontrol altinda tutmak, gorevleri
ilgili personellere agik bir sekilde atamak, etkin bir i¢ kontrol sistemini olugturmak ve bu

sayilanlar vasitasiyla isletmeye deger katmakur.

Amerikan Federal Mevduat Sigorta Kurumu (FDIC) tarafindan i¢ kontrol, kargilagilan
riskleri azaltmak ve operasyonel, raporlama ve uyum hedeflerine ulagmak i¢in finansal ku-
ruluglarin olugturmasi gercken prosediir ve politikalar olarak tanimlanir. (FDIC, 2009)
COSO’nun yapmis oldugu i¢ kontrol tanimiyla da uyumlu olan bu tanima gore de i¢ kont-
roliin beg adet bileseni oldugu belirtilmistir. Bu bilegenleri kapsayan temel i¢ kontroller ise

asagidaki tabloda 6zet olarak sunulmustur.
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Tablo 1: Temel I¢ Kontroller (FDIC, 2014)

Temel Kontroller

Kontrollerin Kapsami

Yonetim kurulu onayi

Ust ydnetimin, finansal ve operasyonel raporlar diizenli
olarak yonetim kuruluna sunmalidir. Y6netim kurulu
veya ilgili alt komitesi, verilen biitiin 6nemli kararlar
gbzden gecirmeli ve onaylamalidir.

Uygun bir calisan
politikasi

Nitelikli calisanlarin ise alinmasi, stirekli egitim prog-
ramlar1 ile ¢alisan profilinin yiikseltilmesi, periyodik
performans degerlendirmesi

Gorevlerin ayrihigi

Bir kisinin yetkisiz olarak is ve islemler gerceklestirme-
sinin Oniine gegmek lizere gorevlerin ayrilmasidir. Bir
calisanin yaptigi is ve islemi, bagka bir yetkilinin onay-
lamasi ve bu islemin kayit altina alinmasini igerir.

Miisterek sorumluluk

Bir varligin veya kaydin fiziki olarak korunmasinda iki
veya daha fazla kisinin birlikte sorumlu olmasidir.

Izin politikasi

Calisanlarin belirli bir donem ve kesintisiz olarak
yapmis olduklar1 gérevleri birakmasini igerir.
Calisanlara izin kullandirilmasi veya gorev degisimi ola-
rak uygulanabilir.

Calisan rotasyonu

Personelin niteliksel gelisimini desteklemek iizere farkl
pozisyonlarda deneyim kazandirilmasini igerir.

Belgelerin kayit altina
alinmasi

Finansal kurumlarin gergeklestirdigi islemlerde yetki-
lileri belirlenmis ve prosediirleri tanimlanmis belgeler
kullanmasidir.

Nakit kontrolii

Finansal kurumlarda gorevli gise gorevlilerinin her bi-
rinin ayr1 bir kasadan islem yapmasidir. Ortak kasa kul-
lanilmas1 bireysel sorumlulugu ortadan kaldiracagi igin
onerilmez.

Diizensizlik ve

eksikliklerin

raporlanmasi

Ortaya ¢ikan eksikliklere kars1 zamaninda 6nlem alinma-
sin1 teminen bildirim sistemi kurulmasini igerir.
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Dogal afet, teknik problem veya kotii niyetli saldirilarin
olumsuz etkilerine kars1 islemlerin aksamamasi i¢in bir
afet planini icerir. Yonetim, finansal varliklar ve kayitla-
rin fiziksel olarak korunmasi ve yasanacak operasyonel
kesintilerin minimize edilmesi i¢in bir plan olusturmali-
dir.

Dogru ve giivenilir bir bilgi ve raporlama sistemi kurul-
Muhasebe sistemi masinin icerir. Yapilan is ve islemler uygun olarak belge-
lendirilmelidir.

Is siirekliligi plam

Gergeklestirilen is ve islemlerin izini siirmek {lizere kayit

Denetim izi ) . .
tutma sistemi olusturulmasini igerir.

Gergeklestirilen 1s ve islemlerde karisiklik yasanmamasi
Muhasebe kilavuzu icin ¢alisanlara yardimei olmak iizere muhasebe kilavu-
zu olusturulmasini igerir.

Yukarida yer alan i¢ kontroller, esasen bankalarin kurmasi gereken i¢ kontrol sisteminin
yalnizca bir kismini kapsamaktadir. Degisen ve giderek daha da karmagiklagan is cevresi
icerisinde giiniimiizde 6zellikle bilgi teknolojileri (BT) kontrolleri 6nemini arttirmakea-
dir. BT kontrolleri, temel olarak BT genel kontrolleri ve uygulama kontrolleri olmak tizere
ikiye ayrilmaktadir. BT genel kontrolleri, belirli bir kurumun biitiin sistem bilegenlerini
ve stireglerini kapsayan kontrollerdir. Bunlara 6rnek olarak BT kontrol ortaminin olugtu-
rulmasi ve gelistirilmesi, BT politika ve prosediirlerinin olusturulmasi, BT ile ilgili gorev
ayriliklarinin agik¢a tanimlanmasi ve altyapi kontrolleri 6rnek olarak verilebilir. Uygulama
kontrolleri ise, belirli bir i stirecini kapsar ve girdi, isleme ve ¢ikt1 kontrollerini igerir. Bu

kontroller 6nleyici, tespit edici ve diizeltici kontroller olarak siniflandirilmaktadr.

Son yillarda ortaya ¢ikan siber risklerin de yadsinamaz etkisi ile karmagiklagan is cevre-
sinde bankalarin maruz kaldiklari risklerin kurumsal olarak yonetilmesine iligkin yeni bir
yaklagim getiren ti¢lii savunma hatti modeli, risk yonetimi ve kontrol mekanizmas: kap-
saminda temel gorevleri tanimlayarak, kurum igi iletigimin etkili bir gekilde arttirilmasini
ve bunun sonucunda risk yonetiminde etkinliin saglanmasina yonelik bir model oner-
mektedir. Uluslararas ¢ Denetgiler Enstitiisii’ne gore organizasyonel amaglar1 gergekles-
tirmede tst yonetimin sorumlulugu hem birinci hem de ikinci savunma hattinin rollerini

kapsamaktadir.
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Birincil savunma hatti, daha ¢ok mal ve hizmetlerin mugterilere teslimi ve destek hizmetle-
ri ile iligkilidir. Birinci savunma hatt1 bir iist yonetim faaliyeti olarak kurumun amaglarina
ulagmasi icin gerekli faaliyetleri kapsamaktadir. Buna gore yonetim kurulu ile koordineli
olarak kurumun amaglariyla ilgili planlar yapmakta ve bu planlara iligkin yonetim kuru-
luna rapor vererek, i¢ kontrol sisteminin kurulabilmesi i¢in uygun yap1y: olugturmakea ve
yasal zorunluluklara uyumu saglamaktadir. Ikinci savunma hatti ise risk yonetimi siirecine
yalnizca tamamlayici bir uzmanlik destegi vermek seklinde veya siireg igerisinde ¢ok daha
etkin rol alan bir yap1 olarak kargimiza cikabilmektedir. Ikinci savunma hatti genel olarak
i¢ kontrol de dahil olmak tizere siireclerin uygulanmasi, gelistirilmesi ve iyilestirilmesini

icermektedir (Uluslararast I¢ Denetgiler Enstitiisii, 2020).

Birinci ve ikinci savunma hatlari birbirine butiinlesik tek bir fonksiyon olarak ortaya ¢i-
kabilecegi gibi ikinci savunma hatti, birinci savunma hattina tamamlayici bir uzmanlik da
saglayabilmektedir. Ikinci savunma hatt1 genel olarak risk yonetimi siirecinin i¢ kontrol,
uyum ve strdiriilebilirlik gibi belirli amaglarina hizmet etmektedir. Ancak her kosulda
risk yonetimi stirecinin sorumlulugu birincil savunma hattuni olugturan tist yonetimin
iizerindedir. Uciincii savunma hattini ise bagimsiz ve tarafsiz bir giivence saglayan i¢ dene-

tim fonksiyonu olugturmaktadir.

YONETISIM ORGANI

Kurumsal gbzetim konusunda paydaslara hesap verebilirlik

Yonetisim organi rolleri: diristlik, liderlik ve seffaflik

YONETIM iC DENETIM
Kurumsal amaglara ulagsmaya y6nelik --
eylemler (riskin yénetilmesi de déhil) L A L
Birinci hat rolleri: ikinci hat rolleri: Ugiincii hat rolleri: >
Musterilere Riskle iligkili konular Amagclara ulagsmakla
Urtin/hizmet hakkinda uzmanlik, ilgili tim konular
sunulmasi; riskin destek, izleme ve hakkinda bagimsiz
yonetiimesi sorgulama ve objektif glivence
ve tavsiye

Sekil 2: Uglii Savunma Hatti Modeli (Uluslararast I¢ Denetgiler Enstitiisii, 2020)
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Uclii savunma hatti yaklagiminda her ti¢ hattin da kendine 6zgii rolleri vardir. Birinci
savunma hatt risk yénetimi siirecinin tstlenicisidir. Bankalar agisindan distiniildtigiinde
subeler ve birimler riskleri tistlenen birinci savunma hattini olusturmaktadir. Kargilagilan
riskleri yonetmek iste bu sube ve birimlerin gorevidir. Ikinci savunma hatti ise risklerin
tespitini, izlenmesini ve raporlanmasini igerir. Ikinci savunma hatti bu gorevleri yerine ge-
tirirken birinci savunma hatundan bagimsiz olarak caligir. Ancak yurtteigi faaliyetlerde
amag risk yonetimi stirecinde yonetime destek olmakeir. Dolayisiyla bir agidan yonetim
faaliyetlerinin tamamlayicist konumundadir. Uyum c¢aligmalar da ikinci savunma hatti-
nin gorevleri arasindadir. I¢ denetim fonksiyonu ise {igiincii savunma hatt1 olarak hizmet
vermek tizere risk bazli genel denetimler gergeklestirir. Bu kapsamda i¢ denetim fonksiyo-
nu, i¢ kontrol ve risk yonetimi sistemleri de dahil olmak tizere, birinci ve ikinci savunma
hatt faaliyetlerini bagimsiz ve tarafsiz olarak denetler ve bunlarin etkin olarak calistigina

iliskin giivence vermektedir. (Uluslararasi I¢ Denetgiler Enstitiisii, 2013)

Iginde bulunulan tilke mevzuatina gore, buytiklitkleri veya kendilerine 6zgii durumlar gibi
tarkli nedenlerle tiglii savunma hattini nasil yapilandiracaklari bankadan bankaya degise-
bilmektedir. Ancak nasil yapilandirilmis olursa olsun savunma hatlarinin gorev ve yetkile-

ri agik¢a tanimlanmalidir.

4. Tiirkiye’deki I¢ Sistemler Uygulamalari

Her ne kadar Ingilizce’de “kontrol” ve “denetim” kelimeleri iki farkli kavrama kargilik gelse
de Turkiye'de bu iki kavram siklikla karigtirilmakea ve birbirinin yerine kullanilabilmek-
tedir. Kavramlarin tanimini dogru yapmak, kavrama kargilik gelen geyi dogru bir gekilde
anlamamiza yardimci olacaktr. Denetim ve kontrol konusunda Tiirkiye'de yaganan kar-
maganin ana sebebi, tanimlarin birbirini tekrar eden ve giincelligini yitirmis kaynaklardan
alinmasi ve diizenleme yetkisi olan kurumlarin her birinin birbirinden bagimsiz olarak

kendi ceviri anlayigin1 benimsemesinden kaynaklanmaktadir. (Cémert, 2016)

5411 sayili bankacilik kanununa gore bankalar, maruz kaldiklar: riskleri yonetmek tizere,
tum sube, is birimi ve ortakliklarini kapsayacak sekilde yeterli ve etkin bir i¢ kontrol, risk
yonetimi ve kurumsal yonetigim sistemi kurmak zorundadir. Bu kapsamda uyum faaliyet-

leri, muhasebe sisteminin giivenirliligi, gorevler ayriligy, yetki ve sorumluluklarin paylagi-
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mi, varliklarin korunmasi ve maruz kalinan her turli riskin yonetilmesini ve yeterli iletigim
agin1 her seviyedeki personel tarafindan uyulacak siirekli kontrol faaliyetleri ile saglamak
zorundadir. Bu kontrol faaliyetlerinin, yonetim kuruluna bagli olarak ¢alisacak i¢ kontrol
birimi ve personeli tarafindan yurtitiilmesi 6ngorillmugtiir. Bankacilik kanununda temel
olarak sayilan bu kontrollerin, FDIC tarafindan sayilan temel kontrollerle biytik ol¢ii-
de ortigtigi goriilmektedir. Ancak FDIC tarafindan yayinlanan kilavuzda bagimsiz bir
i¢ kontrol birimi ve personelinden bahsedilmemistir. Aksine COSO tanimiyla uyumlu
olarak i¢ kontrol, firmanin yonetim ve biitiin ¢alisanlarindan etkilenen bir stire¢ olarak

tanimlanmigtur.

Bankacilik kanununda i¢ kontroliin genel bir tanimi yapilmig ve bankalarin i¢ sistemleri-
ne iligkin kurallarin BDDK tarafindan yayinlanacak bir yonetmelikle belirlenecegi belir-
tilmigtir. Turk bankalarinin karg1 kargtya kaldig riskler ve bunlarin ekonomiye olumsuz
yansimalarinin oniine gegilebilmesi amaciyla 2001 yilinda Bankacilik Diizenleme ve De-
netleme Kurulu (BDDK) tarafindan “Bankalarin I¢ Denetim ve Risk Yénetimi Sistemleri
Hakkinda Yénetmelik” yayinlanmistir. Ilgili yonetmelikle bankalarin i¢ kontrol merkezi
ad1 altinda bir birim kurmasi ve bu birimin dogrudan yonetim kuruluna baglanmasina ka-
rar verilmigtir. Bu yonetmeligin giincellenmis hali olan ve 2014 yilinda yayinlanan “Ban-
kalarin I¢ Sistemleri ve I¢sel Sermaye Yeterliligi Degerlendirme Siireci Hakkinda Yénet-

melik” bugiin Tiirk bankalarindaki ig sistemler yapisinin temelini olugturmaktadhr.

Buna gére i¢ kontrol biriminin gérevleri arasinda muhasebe kayitlari ve finansal raporlarin
dogrulugu ve givenirliliginin kontrolii, operasyonlarin verimliligini ve etkinligini sagla-
mak tizere operasyonel faaliyetlerin kontroli, varliklarin fiziki kontrolii ve mutabakati,
iletisim kanallarinin ve bilgi sistemlerinin kontrolii, ger¢eklestirilen is ve islemlerinin
banka ici ve ilgili mevzuata uyumu bulunmakeadir. 1lgili yonetmelik incelendiginde, i¢
kontrol birimine verilen bu gorevlerinin tamaminin i¢ denetim biriminin de gérevleri ara-

sinda bulundugu gorulmektedir.
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Say1 3/ 11-40 (2021)

Banka Adi i¢ Sistemler Yapisi i¢ Denetimin i¢ Kontroliin Kaynak
Gorevleri Gorevleri
Tiirkiye I¢ Sistemler Genel Miidiir | Banka’nin tiim birim ve | Banka’nin tiim birim 2020
Cumbhuriyeti | Yardimciligi araciligiyla | subeleri ile istiraklerin | ve subeleri ile istirak- Entegre
Ziraat Bankast | Yonetim Kuruluna bagli | faaliyetlerinin i¢ ve dig | lerinin faaliyetlerinin Faaliyet
AS Teftis Kurulu Baskanlig1, | mevzuat dogrultusunda | gerek i¢ gerekse dig Raporu
I¢ Kontrol ve Uyum etkinlik ve verimlil- mevzuat ile uyumlu bir
Boliim Baskanligi ile igi denetlemektedir. sekilde yiiriitiilmesine
Risk Yonetimi Bolim Denetimler, denetim katk1 saglamaktadir.
Bagkanligindan olugsmak- | programi ¢ergevesinde | Kontroller, kontrol pro-
tadir. yerinden ve merkezden | gramlari ¢ercevesinde
gerceklestirilmektedir. | yerinden ve merkezden
gergeklestirilmektedir.
Tiirkiye Denetim Komitesi Banka’nin tiim i Banka’nin faaliyetleri-
Vakiflar araciligryla Yonetim Ku- | birimleri, subeleri nin i¢ ve dis mevzuata
Bankas1 T.A.O. | ruluna bagh Teftis Kurulu | ve ortakliklarinin uygun olarak yiiriitiilme-

Baskanlig1, I¢ Kontrol
Bagkanligi, Risk Yone-
timi Baskanlig1 ile Uyum
ve Mevzuat Baskan-

lig1’ndan olusmaktadir.

faaliyetlerinin i¢ ve

dis mevzuata uygun-
lugunu Yerinden ve
merkezden denetle-
mektedir. Ek olarak
inceleme ve sorusturma
faaliyetlerini de yerine
getirmektedir. Hazir-
lanan yillik denetim
plant kapsaminda 2020
yilinda 479 sube, 12 is
birimi, 4 istirak ve 26
bolge miidiirligii dene-

timi gergeklestirilmistir.

sini, finansal raporlama
sisteminin giivenirliligi-
ni, banka varliklarinin
korunmasini saglamak
lizere tiim is birimi,

sube ve ortakliklarinda
yerinde ve merkezden
kontrol faaliyetinde
bulunulmaktadir. Hazir-
lanan yillik kontrol plani
kapsaminda 2020 yilin-
da 847 sube, 30 is birimi
ve 5 istirak kontrolii

gercgeklestirilmistir.

31'



TIDE Academia Research
Say1 3/ 11-40 (2021)

Tiirkiye Halk | I¢ Sistemler Grup Tiim sube, birim ve Banka’nin varliklarmin 2020 Faaliyet
Bankas1 A.S. | Baskanligi araciligiyla ortaklar1 kapsayacak korunmasi, faaliyetler- Raporu
Yonetim Kuruluna bagli | sekilde bankacilik inin etkin ve verimli
I¢ Kontrol Daire Baskan- | faaliyetlerinin i¢ ve dis | bir sekilde i ve dis
lig1, Risk Yonetimi Daire | mevzuat dogrultusun- mevzuata uygun olarak
Bagkanlig1 ve Uyum da yiiriitiilmesini ve yiiriitiilmesi, finansal
Daire Bagkanligi’ndan kaynaklarm etkin ve raporlama sisteminin
olusmaktadir. Teftis Kuru- | verimli sekilde kullanil- | giivenirliliginin
Iu Bagkanligi ise dogru- masini amaglamaktadir. | saglanmasina yonelik
dan Yonetim Kurulu’na Yillik denetim plani olarak yillik kontrol
baghdir. cercevesinde yerinde plan1 kapsaminda
denetim, merkezden tiim sube, is birimi
denetim ve bilgi te- ve ortakliklarda
knolojileri denetimi faaliyetlerini
gerceklestirmektedir. yiiriitmektedir. Ek
Ek olarak inceleme ve | olarak 6zellik arz eden
sorusturma ¢aligmalar1 | konularda inceleme
yiiriitiilmektedir. faaliyetleri yerine
getirmektedir.

Akbank T.A.S. | Dogrudan Yd&netim Banka’nin tiim sube, Banka’nin faaliyetler- 2020 Faaliyet
Kurulu’na bagh I¢ Kon- is birimi ve ortak- inin etkin ve verimli Raporu
trol Bagkanlig1, Teftis liklarinin faaliyetlerin- | bir sekilde i¢ ve dig
Kurulu Bagkanligi, Risk | den kaynaklanabilecek | mevzuata uygun
Yonetimi Baskanligi, risklerin yonetilmesi, yiriitiilmesini saglamak
Uyum Bagkanligi ve Bilgi | gergeklestirilen islem- | amaciyla tiim sube ve
Riski Yo6netimi Bagkan- lerin i¢ ve dis mevzuata | is birimlerinde ger-
ligi’ndan olugmaktadir. uyumu, verimlilik ve ek yerinden gerekse

performansin gelistir- merkezi olarak kontrol
ilmesi ve varliklarin caligmalari yiiriitmek-
korunmasina yonelik tedir.

denetim faaliyetleri

gerceklestirmektedir.
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Yap1 ve Kredi | Denetim Komitesi Olagan sube deneti- Banka’nin sube ve is 2020 Entegre
Bankas1 A.S. | araciligiyla Yonetim mi, siire¢ denetimi, birimlerinde i¢ ve dig Faaliyet
Kurulu’na baglh Uyum, I¢ | sorusturma ve takip de- | mevzuat kapsaminda Raporu
Kontrol ve Risk Yonetimi | netimini kapsamaktadir. | belirli araliklarla kontrol
Genel Miidiir Yardim- Yonetim prosediirleri- | faaliyeti gerceklestirme-
cilig1 ve I¢ Denetim nin ve ig siireglerinin ktedir. Y1llik kontrol
Yonetimi Genel Miidiir etkinligi ve yeterliligi plan1 kapsaminda 300
Yardimciligindan olus- risk agisindan degerlen- | sube ve 8 ortaklikta
maktadir. dirilir. Yillik denetim yerinde denetimler
plan1 kapsaminda 2020 | gergeklestirilmistir.
yilinda toplam 342 I¢ kontrol faaliyetleri
sube, 56 ortaklik ve 40 | kapsaminda toplam 102
is biriminde denetim calisan gorev yapmak-
caligmalar yiiriitiil- tadir. Gelecek donem-
miistiir. I¢ Denetim lerde dijital doniisiim
Y 6netimi biinyesinde stireci ¢ergevesinde
149 caligan gorev merkezden kontrol
yapmaktadir. caligmalarinin arttiril-
mas1 hedeflenmektedir.
Tiirkiye Is Dogrudan Y6netim Bankanin tiim sube, Siireg sahiplerince 2020 Faaliyet
Bankasi A.S. | Kurulu’na bagh Teftis is birimi, siire¢ ve yiiriitiilen i¢ kontrol Raporu

Kurulu Bagkanligi, Risk
Yo6netimi Boliimii, Ku-
rumsal Uyum Boéliimii ile
I¢ Kontrol Béliimii'nden

olusmaktadir.

bilgi sistemlerinin
faaliyetlerinin i¢ ve
dis mevzuat dogrul-
tusunda denetimini
gerceklestirmektedir.
Gerektirdigi takdirde
6n aragtirma, inceleme
ve sorusturma faali-
yetleri de yiirlitmek-
tedir.

faaliyetlerinin tasarim
ve isletim etkinligi,
bagimsiz bir fonksi-
yon olan I¢ Kontrol
Béliimiince de diizenli
olarak incelenmektedir.
Bu kapsamda yillik
kontrol plani dahilinde
tiim sube, i birimi ve
ortakliklarin i¢ kontrol
yapilarina yonelik
yerinde ve merkezden
incelemeler yiiriitiilme-

ktedir.
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Tiirk bankalarinda ortaya ¢ikan bu i¢ kontrol yapisi, 6zellikle kamu bankalarinda, hazir-
lanan yillik kontrol plani kapsaminda sube, is birimi ve ortakliklarin fiziki kontroliinii ve
i¢ kontrol merkezinden yapilan bilgi teknolojileri kontrollerini i¢ermektedir. Hatta bazi
Turk bankalarinda i¢ kontrol biriminde gérev yapan personelin, teftis kurullarinda gé-
ritlen sorugturma yetkisine benzer bir inceleme yetkisi verildigi de uygulamada kargimiza
ctkmakeadir. Ig kontrol personeli, yaptig1 bu kontrol ve incelemeler sonucunda tespitlerini
bir rapora baglar ve bunu ilgili birimlere teblig eder. Bu kapsamda, Turk bankaciliginda i¢
kontrol ve i¢ denetim birimlerinin yetki ve sorumluluklary, ilgili kanun ve yénetmeliklerde

de agikea goriilebilecegi gibi i¢ ice ge¢mistir.

Temel olarak ayni isi yapan ve hemen hemen benzer yetki ve sorumluluklar: bulunan i¢
kontrol ve i¢ denetim birimleri, gorev yaptiklart konumlar itibariyle de benzegmektedir.
Oyle ki yillik denetim ve kontrol planlart kapsaminda ayni subeler ve birimler, hem i¢
kontrol hem de i¢ denetim birimi tarafindan ayri ayr1 denetlenmekte ve kontrol edilmek-
tedir. Bu da yapilan denetim ve kontrollerin tekrarina ve gosterilen ¢abalarin miikerrer
olmasina sebep olmaktadir. Ortaya ¢ikan bu mitkerrer denetim, bankalarin maliyetlerini

artirmakta ve kaynak kullaniminda verimsizlige sebep olmaktadir.
5. Oneriler ve Degerlendirmeler

2008 yilinda yaganan kiiresel ekonomik kriz, yonetim sistemleri oturmus bankalarin bile
finansal zorluklar yasayabilecegini ve hatta batabilecegini diinya kamuoyuna géstermistir.
Bu kiiresel ekonomik kriz 6zellikle bagimsiz denetim ve i¢ denetim faaliyetlerinin gelece-
gini geri doniilemez bir bicimde degistirmistir. Turk bankacilik sektoriinde oturmug bir
sistem olan teftig kurullarinin da degisimlerden etkilenmesi kaginilmazdir. Geleneksel i¢
denetim yaklagiminin yerini sorumlu bir risk yonetimi anlayigina birakmaya bagladig: ve

yeni ig sistemler yaklagiminin her gegen giin 6nemini arttirdig gorilmekeedir.

Diger yandan Diinya ¢capinda yaganan teknolojik gelismeler, geleneksel bankaciligin yerini
subesiz bankacilik kanallarina birakmasina sebep olmaktadir. Migteri ile caligan arasin-
da etkilesimi minimuma indiren bu yeni teknolojiler, misterilerin banka subelerine git-
meksizin iglemlerini yapmasina sebep olmakta ve ge¢miste calisanlar eliyle yapilan bir¢ok

miigteri isleminin, kurulan sistemler araciligiyla ve calisan miidahalesine gerek duymak-
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sizin yapilmasini saglamakeadir. Bu da geleneksel denetim birimlerinin gerceklestirdigi
yerinde denetimlerin gergevesinin giderek daralmasina sebep olmaktadir. I¢ denetim bi-
rimleri vasitasiyla yuriitiilen diizeltici denetimler, yerini 6nleyici ve tespit edici kontrollere
birakmakrtadir. Siiregleri tasarlarken olugturulacak dijital kontrol mekanizmalarinin, insan
kaynaklr hatalar1 azaltacagi ve toplam kaliteyi yiikseltecegi 6ngorillmekeedir. Dijital kont-
rol mekanizmalarinin eksiklik veya hatay1 daha gerceklesmeden tespit etmesi sayesinde
diizeltici denetim maliyetlerinde de bir azalig olacagi tahmin edilmektedir. Dijital kontrol
mekanizmalarinin yayginlagtirilmasinin bir diger yadsinamaz katkisi ise olugturulan kont-
rollerin daha genis bir 6rneklemi kapsamasidir. Glintimiizde bitytik verinin denetiminde
daha genis bir 6rneklem, hatta gerceklestirilen biitiin is ve islemlerin kontrolii s6z konusu
olabilmektedir. Daha genis bir evrende gerceklestirilen kontroller sayesinde hata olasiligi-

nin da bitytik oranda azalacag: tahmin edilmektedir.

Bankalarin entegre faaliyet raporlari incelendiginde i¢ kontrol biriminin, bankanin faali-
yetlerinin i¢ ve dig mevzuata uygun olarak yuriitillmesine yardimer olmakla gorevli oldugu
gorilmektedir. Ancak Turk bankacilik uygulamasinda i¢ kontrol birimleri, 6z degerlen-
dirme de dahil olmak tizere, yonetimin politika ve prosediir olusturma stirecine dahil ol-
mamakrtadir. k kontrol, politika ve prosediirlerin olugturulmas: siirecinin igerisinde yer
almak yerine, bir denetim fonksiyonu gibi hareket ederek politika ve prosediirlerin i¢ ve
dis mevzuata uygunlugunu denetlemekte ve tespit edilen eksiklikleri yonetim kurulu ve
tist yonetime raporlayan bir denetim gergeklestirmekeedir. Tiirkiye'de olugan ikili denetim
mekanizmasinin 6niine ge¢menin bir yolu da i¢ kontrol mekanizmasinin, uluslararasi 6r-
nekler dogrultusunda politika ve prosediirlerin olusturulmas: stirecine dahil edilmesidir.
I¢ denetimin gérevi ise politika ve prosediirlerin i ve dig mevzuat dogrultusunda etkinlik
ve verimliligini denetlemek olmalidir. Bu yaklasim COSO ve Uluslararasi I¢ Denetgiler

Enstitiistiniin 6nerdigi “Uclii Savunma Hatt1” modeli ile de uyumlu bir yaklagim olacakir.

Emek yogun denetimlerin 6nemini yitirmesi ve ¢evik bir denetim anlayist ile yalnizca
ihtiya¢ duyuldugunda gerceklestirilecek hizli ve kisa siireli yerinde denetimler sayesinde
bankalarin i¢ denetim birimleri daha az sayida calisan ile daha uzmanlagmig bir alanda
hizmet verebilecektir. Sekil degistiren risklerle baga ¢ikmak tizere, ihtiya¢ duyuldugunda

denetimleri gerceklestirecek cevik bir i¢ denetim birimi ve bunu desteklemek tizere, yo-
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netim tarafindan kurulan yaygin bir i¢ kontrol sistemi hem risk yonetimi maliyetlerini

digtirecek, hem de ayn1 isin miikerrer olarak yapilmasini engelleyecektir.

Cevik i¢ denetim yaklagimi, etkin ve yaygin bir i¢ kontrol yapisini gerekli kilmaktadr.
Buna gére insan etkisinin her giin azaldig1 bir bankacilik ¢evresinde rutin i¢ denetimlerin
gerceklestirilmesi, gereksiz efor sarfetmek anlamina gelecekeir. Yillik olarak yapilan kat1 i¢
denetim planlary, risk icermeyenler de dahil bir ¢ok islemin denetlenmesini gerektirmek-
tedir. Bu ihtiyac1 kargilamak tizere bankalar genis bir i¢ denetim birimi olusturmak ve ¢ok

sayida i¢ denetim personeli istihdam etmek zorunda kalmakeadir.

Tirk Bankacilik sisteminde halihazirda uygulanan i¢ kontrol ve i¢ denetim yapisini, iki
bagli denetim olarak degerlendirmek ve bu sekilde uygulamak yerine, i¢ kontrol faaliyetle-
rini geleneksel teftis kiiltiiriinden modern i¢ denetime gegis i¢in bir firsat olarak degerlen-

dirmek 6nemlidir.

Uygulanacak bu yeni i¢ sistemler yaklagiminin, hem maruz kalinan riskleri yonetmede
daha etkili olacagi, hem de denetim maliyetlerini 6nemli 6l¢iide digiirecegi digiinilmek-
tedir. Buna ek olarak bu yaklagim, Tiirk bankalarindaki i¢ sistemler yapisinin uluslararasi

standartlara ve uygulamalara uyumunu da saglayacakur.
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Oz

Bilme eyleminde 6zne (bilen) ve nesnenin (bilinen) etkilerinin sorgulanmas: bilgi felse-
fesinin (epistemoloji) temel sorgulama alanlarindan biridir. Kant’a kadar nesnenin belir-
leyici oldugu tiirden bilme eylemi kabul edilirken Kant’tan sonra 6znenin de belirleyici
oldugu dualist goriig hakim olmugtur. Muhasebe ve denetimde kullanilan mesleki yargida
bulunma siirecinde nesnenin baskin oldugu goriisii benimsenirse bir siire sonra (piyasa
dinamizminin ortaya ¢ikardigi yeni durumlar harig) tekdiize ve her seyin oturmus oldugu
bir ortam 6ngoériilebilir. Mesleki yargida 6znenin hakim oldugu goriisiin benimsenmesi
durumunda da benzer olay ve olgular hakkinda birbirinden ¢ok farkl: yargilara ulagilabile-

cegi, bu durumun da 6zgiin uygulamalarin ortaya ¢ikmasina katki saglayacag: beklenebilir.
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EPISTEMOLOGICAL DIMENSIONS OF PROFESSIONAL
JUDGMENT IN ACCOUNTING AND AUDITING:
SUBJECT-OBJECT RELATIONSHIP

Abstract

Questioning the effects of the subject and the object in the act of knowing is one of the
main fields of inquiry in epistemology. Until Kant, the act of knowing, in which the object
is determinant, was accepted, but after Kant, the dualist view in which the subject was also
determinant was dominant. If the opinion that the object is dominant in the process of
making professional judgments used in accounting and auditing is accepted, after a while
(except for the new situations brought about by the market dynamism), a uniform and set-
tled economic environment can be estimated. In case of accepting the view that the subject
is dominant in professional judgment, it can be expected that very different judgments can
be reached about similar events and phenomena, and this situation will contribute to the

emergence of original practices.
Keywords: Epistemology, Auditing, Internal Audit, Professional Judgement

JEL Classificiation: M 14, M42, G40, M51, Z10
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Extended Summary
Introduction

People make various evaluations and make inferences in the face of events and phenome-
na they encounter in daily life. The process of making evaluations and making inferences
can be expressed as “the act of knowing” in general. The nature and content of the act of
knowing is the subject of epistemology in philosophy. In this process, sometimes the cha-
racteristics of the observer (“subject” in the expression of epistemology) are decisive, and
sometimes the result of the observed event (in the expression of epistemology “object”) is

decisive.

In accounting and auditing practices, members of the profession should make an assess-
ment and decide on the situations they encounter. This act of evaluation and decision

making is an act of knowing in terms of epistemology.

In this study, the evaluation and decision process of the member of the profession is dis-
cussed in terms of epistemology (especially in terms of subject-object relationship). It is ai-
med to understand the nature and philosophical dimension of the professional judgment
process. In the process, it has been tried to make predictions about the consequences that

may arise in case of which of the subject and object is dominant.
Methodology

In this study, a conceptual method was used to explain the philosophical dimension of
professional judgment through the subject-object relationship. The possible effects and re-
sults of the views put forward about the subject-object relationship in epistemology have
been tried to adapt to professional judgment in accounting and auditing. In this respect,

it is a conceptual study.
Conclusion

When the object is dominant in professional judgment, it can be predicted that accoun-
ting practices will evolve towards uniformity. Uniformity can be considered as a desirable

result for the members of the profession, therefore it will create an environment that does
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not contribute to the emergence of creativity and original practices. In environments whe-
re care is dominant, it can be expected to encounter a wide variety of judgments about the

same event and phenomenon.
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1. Girig

Insanlar giinlitk hayatta kargilagtiklari olay ve olgular kargisinda gesitli degerlendirmelerde
bulunurlar, ¢ikarimlar yaparlar. Degerlendirmelerde bulunma ve ¢ikarim yapma siireci en
genel olarak “bilme eylemi” olarak ifade edilebilir. Bilme eyleminin dogas1 ve igerigi fel-
sefede bilgi felsefesinin (epistemoloji) konusudur. Bu siirecte bazen gozlem yapanin (bilgi
felsefesi ifadesiyle “6zne”) 6zellikleri belirleyici olur, bazen de gozlenen olay (bilgi felsefesi

ifadesiyle “nesne”) sonucu tayin edici olur.

Mubhasebe ve denetim uygulamalarinda meslek mensuplarinin kargilagtiklari durumlarla
ilgili bir degerlendirme yapmasi ve karar vermesi gerekir. Bu degerlendirme ve karar verme

eylemi epistemolojik a¢idan bilme eylemidir.

Bu caligmada meslek mensubunun degerlendirme ve karar siireci bilgi felsefesi agisindan
(ozellikle 6zne-nesne iligkisi agisindan) ele alinmigtir. Mesleki yargida bulunma siireci-
nin dogasinin ve felsefi boyutunun anlagilmasi amaglanmugtir. Siiregte 6zne ve nesneden
hangisinin baskin olmas: durumunda ortaya ¢ikabilecek sonuglara iligkin ongoriilerde bu-

lunmaya caligilmigtir.
2. Epistemoloji ve Epistemolojide Ozne-Nesne Iliskisi

Bu baslik altinda epistemolojinin felsefedeki yeri ve ¢alismanin amacina paralel olarak 6z-
ne-nesne iligkisi ele alinmigtir. Ctinkii bu iligki epistemolojinin (bilgi felsefesinin) temel

sorgulama alanidur.
2.1. Epistemoloji

Felsefenin insanin bilme eylemini konu edinen dalina epistemoloji (veya bilgi felsefesi)
denilir. Siklikla karigtirildig tizere epistemolojinin (bilgi felsefesi) bilim felsefesi anlamina
gelmedigine dikkat etmek gerekir. Bilgi felsefesi insanin (her tiirlit) bilme eylemini anla-
may1 ve onun dogasini agiklamay1 konu edinirken bilim felsefesi bilimi ve bilimsel diigiin-
ceyi, onun yontem ve igeriginin (muhtevasi) ne oldugu ile ilgilenen bir felsefe alanidir.
Kisaca bilim felsefesi bilimi anlamakeir (Yildirim, 2012). Ote yandan bu karistirmanin
bir yere kadar mazur goriilebilecek nedeni vardir (Simard'dan ceviren Adibelli, 2003).
O da epistemolojik ve ontolojik sorgulamalardan bagimsiz bir bilim felsefesinin miim-
kiin olmayacagidir. Ciinkii bilimin amact dogru bilgiye ulasmakur. Tam da bu noktada

epistemoloji ile bilim felsefesi arasinda yakin iligki kurulmus olur.
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Bu baglamda dogru bilginin; 2)olanakliligs (imkan), b)kosullars, c)kaynaklars ve d)sinirla-
rinin ne oldugu epistemolojinin temel sorgulama noktalar: olarak kargimiza ¢ikar (Oner,
2015). Ancak epistemolojide en 6nemli soru “bilme eylemi nasil gerceklesir” sorusudur.
Bilme eyleminin odak noktasinda bilen (6zne) ile bilinen (nesne) vardir. Kisaca bilme bilen
ile bilinen arasindaki (6zne ile nesne arasindaki) iligki olarak ifade edilir. Bu ikisi arasinda-

ki iligki ve etkilesim bilgi felsefesinde farkli gériiglerin ortaya ¢tkmasina neden olmustur.
2.2. Ozne-Nesne Iliskisi Uzerine Felsefi Goriisler

Epistemolojik agidan bilgi edinme siireci 6znenin nesneye vakif olmasi, onu anlamasini
ifade eden bir stire¢ olarak tanimlanabilir. Bu siirecte 6zne her zaman bir insandir ve nesne
hakkinda hisseden, diigiinen taraf olmaktadir. Nesne de 6znenin hissetmesinin ve digiin-
cesinin igerigini veren sey veya durum olarak kargimiza ¢ikar. Felsefe tarihine bakildiginda
pek cok filozofun bilme olgusu tizerine kafa yordugu, sorgulamalar yaptig1, konu hakkin-
da pek cok soruya cevap aramaya ¢aligtigs goriiliir™. Bu calismanin konusu bilgi felsefesi
hakkinda detayl bilgi vermek olmadig i¢in ayrintiya girmek uygun goriilmemigtir®. Bilme
eyleminde ve dolayisiyla 6zne nesne iliskisinde temel olarak agagidaki sorulara cevap aran-
migtir (Oner, 2015). Bunlar;

*  Bilme eyleminde belirleyici olan 6zne midir yoksa nesne midir?
*  Biri digerine baskin ¢ikarsa bilme eylemi nasil sekillenir?

*  Bilme eyleminde 6zne ve nesne diginda digsal fakeorler var midir? Varsa etkisi nedir?

Oznenin kisisel ozellikleri nesneyi anlamlandirma seklini belirler. Bu da duyulara baglhdur,
ozneldir, kisiye 6zgtidiir ve rasyonalisttir. Kant’a gore bilme eyleminde zaman ve mekan
yonlendirici olmaktadir. Bagka bir ifadeyle daha ¢ok 6znenin nesneyi kendi kurallarina
gore belirledigi bir iliskidir. Buna gore bilgi, zaman ve mekanin yonlendirmesi ve 6znenin
bu yonlendirmeleri anlama yetisi sonucu ortaya ¢ikmaktadir. Bu durum kisaca 6znenin

nesneye baskin gelmesi olarak ifade edilir ve ulagilan bilgi “6znel bilgi” olarak adlandirilir.

Nesnenin 6zneye baskin ¢ikmasi durumu ise 6zneyi edilgen kilar. Nesne, yonlendirici olur.

2 Platon, Rene Decartes, David Hume, John Locke ve Immanuel Kant bu filozoflarin 6nde gelenleridir.

3 Detayh bilgi igin Oner, N., (2015). Bilginin Seriiveni, Divan Kitabevi, Istanbul kaynagina bagvurulmasi 6nerilir.
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Nesnenin ozellikleri 6zneyi degistirir, sekillendirir. Boylesi bir iliskide ampirik yontem te-
mel bir yontem haline gelir. Nesne, ihtiya¢ veya alg: tarafindan segilerek 6ncelikle zihni-
mizde bir yer bulur. Sonrasinda davranig edimlerimizin yoneldigi bu nesne ve bize kattg:
degerler, artik digimizda hi¢ bilmedigimiz degil bizzat deneyimleyip kendi yagam sinirlari-

miza kattigimiz bir parcamiza -6zne parcasina- donisgiir.

Bilme eyleminde Kant’a kadar Platon’cu diigtinme hakimdir. Bagka deyisle bilme eylemin-
de 6zneyi esas alinir. Bu distince tarzi rasyonalisttir, dogmatiktir, nesne yokeur. Ozneye
etki eden dig etkenlerin bilme eylemine etkisinin olmadig, “mutlak bilme” vardir. Bu ha-
kim digiinceye aykari ilk gortigler David Hume'dan gelmigtir: Hume ve taraftarlari ise 6z-
nenin nesneden etkilendigi noktasindan hareket ederler. Bu yoniiyle ampirist olduklar:

soylenebilir.

Kant ise nesnenin 6zneden etkilendigi olgusundan hareket ederek 6zne-nesne arasinda cift
tarafli etkilesim (ditalizm) 6ngériir. Oznenin nesneyle ilgili diisiince ve deneyimleri nesneye
sekil kazandirir. Bu goriiste nesne edilgendir, diizenleme giicii yoktur. Nesnenin diizenleme

giicii olmayacagina gore belirleyici ve diizenleyici olan 6zne olmalidir (Go¢men 2008).

Kanta kadar epistemolojide gecerli yaygin kabul géren goriis nesne temellidir. Kant ise
bunun tam tersini iddia ederek o zamana kadar yaygin olan gériise karst ¢tkmigtir. Bu
durum bilgi felsefesi tarihinde “Epistemolojide Kopernik Devrimi” olarak adlandirilir®.
Kant'in agagidaki 6rnegi 6zne temelli bilme eylemine agiklik kazandirmakeadir. I¢i para
dolu bir kundakta yatan bebek paranin degerinden habersiz uyur. Burada eger nesne te-
melli bilme eylemi olsayd: bebek i¢inde uyudugu kundagin degerini bilebiliyor olurdu.
Fakat bilme eylemi 6znenin nesneye atfettigi anlam ile bir buittinlik kazandig i¢in bebek
duyular: gelisip ortami ve parayr anlamaya baglayana kadar sahip oldugu servetin farkinda

olmayacaktir.
3. Mesleki Yargi, Muhasebe ve Denetimde Kullanimi

Mesleki yarginin (bunun yerine “mesleki muhakeme” ifadesi de kullanilmaktadir) mu-

hasebe ve denetimde yaygin bir kullanimi vardir. Muhasebe ve denetim alaninda ¢aligan

4 Kopernik’e kadar diinya (yer) merkezli (geosentrik uzay) bir evren goriisii hakim iken Kopernik giines merkezli (heliosentrik uzay) bir
evren iddiasini ortaya atmakla o giine kadar hakim olan goriisii ¢liriitmistiir. Bu durum “Kopernik Devrimi” olarak adlandirilir.
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meslek mensuplar1 ve akademisyenlerin ¢ok yakindan bildigi tizere meslek mensubu pek
cok noktada olgu ve olay hakkindaki kendi 6znel degerlendirmesini kararlarina yansitr.

Bu durum ayn1 zamanda karar veren hemen herkes i¢in gegerlidir.

Mesleki yargi (muhakeme): Denetimin yirtitiilmesi sirasinda mevceut olan sartlara uygun
olarak atilacak adimlara yonelik bilgiye dayali kararlar alinirken; mevzuat, BDS’ler, muha-
sebe standartlari ve etik standartlar ¢ergevesinde, sahip olunan egitim, bilgi ve deneyimin

kullanilmasidir (BDS 200, p.13f).

Mubhasebe ve finansal raporlama alaninda mesleki yargt M.Gibbins ve A.Mason tarafindan
(Solas,2006); finansal degerleme, kaydetme ve raporlama esnasinda bir karara ulagma sii-
reci olarak tanimlanmaktadir. Denetim ve muhasebe standartlarina ve meslek ahlak yasa-
sinda belirtilen agiklamalara bagli olarak, ilgili konudaki bilgi ve tecriibeye dayanilarak ve-

rilen karar bi¢ciminde tanimlamaktadir.

Mesleki yargy, ilgili meslegin standart ve kurallari cercevesinde, gerekli 6zen, tarafsizlik,
bagimsizlik, dirtistlik gibi mesleki etik ilke ve kurallara bagl kalarak, deneyimli ve bilgili

meslek mensubu tarafindan varilan hiikiimdiir (Stirmen ve Bayraktar, 2015)

Mesleki yargi tanimindan hareketle s6z konusu yarginin tagimas: gereken birtakim 6zel-

likler vardir. Bunlar (Gibbins ve Mason, 1988’ten aktaran Siirmen ve Bayraktar, 2015):

e Anlamli bir tercih icermesi,

e Sorunu tanimlama ve sorunun farkinda olmadan karar vermeye uzanan bir sii-
reci icermesi,

e Kisinin ig sorumluluklar ile ilgili olmas1 ve kisisel diizeyde dirtistlitk gibi deger-
leri barindirmasi,

o Gerekli ve disipline 6zel teorik ve pratik bilgiyi gerektirirken mesleki standartlar
ve mevcut uygulama ile ilgili olmas,

e Benzer sorunlar ve benzer durumlarla ilgili deneyime dayali olmast,

o Mesleki tarafsizlifa izin veren kogullar altinda gergeklestirilmesidir.

Uluslararas: Finansal Raporlama Standartlarinda mesleki yarg: yaygin kullanima sahip-
tir. Mesleki yarg: sayesinde raporlama yapan isgletmeye 6zgii durumlarin finansal rapor-

lara yansitilmasi saglanmig olur. Standartlar uygulayicilarin bireysel yargilari olmaksizin
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diizgiin sekilde calisamazlar (Dalkilig,2008). Diger bir ifadeyle mesleki yarginin sagladi-
g1 esneklik ve kavrama olmadan finansal muhasebe prosediirleri, standartlari ve kurallart

hantal, sonugsuz ve islevsiz hale gelebilir.

Mesleki yarginin farkli tiirleri vardir. Bunlar; 1) Semantik, 2) Pragmatik 3) Kurumsal Mes-

leki yargr olmak tizere 3 tirludiir.

Semantik Mesleki Yargi: Kavramlarin anlamini ve dolayisiyla sinirlarini belirlemeye d6-
nikeiir. Daha ¢ok kanun, teblig, yonetmelik vb. yasal diizenlemelerin yorumlanmasinda

kargilagilir.
Pragmatik Mesleki Yarg:: Iki secenekli durumdan birisine karar vermektir.

Kurumsal Mesleki Yargi: Diizenleyici kurumlarin baginda yer alan kisilerin konuya bakig

acilarini ifade etmek i¢in kullanilir (Solag,2006).

Mubhasebe ve denetimde semantik ve pragmatik mesleki yarg: tiirit kullanim alani bulur-
ken resmi veya gayri resmi kurum kurulug ve 6rgiit yoneticileri diizeyinde daha ¢ok ku-

rumsal mesleki yargi s6z konusu olmaktadir.

Mubhasebe ve denetimde mesleki yargs siibjektiflikten uzak o meslegi icra edenlerin ve ilgili
mesleki kuruluglarin yasal diizenlemelerin hem fikir oldugu ve tarif ettigi bir ¢ercevede
kullanilan bir yargidir. Bu nedenle adi mesleki yargidir. Bagka deyisle “mesleki” kelimesi
belli bir alana 6zgii teknik bilgiye sahip olma durumunu ifade eder. Buradan s6z konusu

teknik bilgiye sahip olmadan mesleki yargida bulunulamayacagi sonucu ¢ikarilabilir.
Mesleki yargs siirecinin 4 temel bileseni vardir (Dalkilig, 2008). Bunlar;

1. Yarg gerektiren durum

2. Yargida bulunan kisi ya da kigiler
3. Stireg

4. Cika (karar ve sonuglar)

Mesleki yarginin bilesenleri epistemolojik acidan irdelendiginde; yarg: gerektiren durum
nesneye, yargida bulunan kisi (muhasebeci, denetgi vb.) ise 6zneye kargilik gelmektedir.

Bu durum agagidaki tabloda gosterilmistir.
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Tablo 1: Mesleki Yargida Ozne ve Nesne Bilegenleri

Mesleki Yargi Siirecinin

Bilesenleri

Epistemolojik
Karsihigi

Muhasebe ve Denetimdeki
Karsiliklar

Yargi gerektiren durum

Nesne

Verilecek Karara Iliskin Seceneklerin
Her Biri

Ornegin, yasalar, standartlar vb.
metinlerde yoruma agik fakat bir karar
vermeyi gerektiren her olgu ve karar sece-
nekleri yargi gerektiren durumlar epistemo-
lojik agidan “nesne” konumundadir.

Yargida bulunan kisi ya da
kisiler

Ozne

Muhasebeci veya denetci

Ornegin finansal tablolarin hazirlanmas:
stirecinde gorev alanlar, muhasebe
meslek mensuplart ve finansal raporlarin
denetimde yer alan herkes epistemolojik
acidan “ozne” konumundadir.

Siireg

Bilme Siireci

Degerlendirme ve Karar Siireci

Ornegin yoruma a¢ik fakat karar verilmesi
gereken bir durumda karar verirken
izlenilen yol ve yontem (daha deneyimli
meslektasinin uygulamasini benimseme,
kendi deneyimlerini kullanma vb.)
epistemolojik agidan “bilme siireci” olarak
adlandwrilr.

Cikt1 (karar ve sonuglart)

Bilgi/Bilme

Karar

4. Bagimsiz Denetimde Ozne-Nesne Iliskisinin Mesleki Yargiya Etkileri

Yargida bulunan kiginin deneyimi arttikca mesleki yarginin isabet derecesinin artacag: bi-

linen bir olgudur. Ayni zamanda mesleki yarginin siirekli kullanimi deneyimlerini de artira-

cakar. Ciinkil yargt ve deneyim kazanma siireci (Kant'in epistemoloji goriistine uygun olarak)

cift yonli bir stirectir. Meslek mensuplarinin mesleklerinin ilk yillarinda daha ¢ok kendinden

oncekilerinin (muhasebe meslek mensuplart arasinda yaygin olarak kullanilan ifade ile:

tistadlarinin) yaptiklarini taklit ederken, iletleyen yillarda kendi gorii, diistince ve deneyim-

lerini kullanarak karar vermeleri yargi-deneyim etkilesiminin bir sonucu oldugu séylenebilir.
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Ozne-nesne iliskisinde birinin digerine gore daha baskin olmasinin muhasebe ve bagimsiz
denetimde mesleki yargr agisindan bazi 6zel sonuglari ortaya ¢ikar. Bir denetgiden bekle-
nen mesleki yarginin ayirt edici 6zelligi, bu yarginin, makul yargilara varmak i¢in gerekli
yetkinligi saglayan egitim, bilgi ve deneyime sahip bir denetgi tarafindan yapilmig olmasi-
dir (BDS 200,p.A24). Bir durumda mesleki muhakemenin kullanilmasi, denetci tarafin-
dan bilinen durum ve gerceklere baglidir. Denetim sirasinda ortaya ¢ikan zor veya ihtilafls
konularda, 6rnegin BDS 220’nin p.15 gerektirdigi gibi, hem denetim ekibi icinde hem de
denetim ekibi ile diger kisiler (denetim sirketi icinden veya digindan uygun kademedeki
kigiler) arasinda istisare yapilmasi, denetcinin bilgiye dayali ve makul yargilara varmasina
yardimer olur (BDS 200,p.A25). Mesleki muhakeme, varilan yarginin, denetim ve muha-
sebe ilkelerinin yetkin bir sekilde uygulanmis oldugunu yansitip yansitmadigina ve denetci
raporu tarihine kadar denetg¢i tarafindan bilinen olay ve durumlar 1s1ginda uygunluguna
ve tutarliligina gore degerlendirilebilir (BDS 200,p.A26). Mesleki muhakemenin denetim
boyunca kullanilmasi ve uygun bir bicimde belgelendirilmesi gerekir. Bu ¢ergevede denet-
¢inin ¢aligma kagitlarini, denetim sirasinda ortaya ¢ikan 6nemli hususlarla ilgili sonuglara
ulagirken vardig 6nemli mesleki yargilari, s6z konusu denetimle hi¢bir baglantisi bulun-

mayan tecriibeli bir denet¢inin anlayabilmesine olanak saglayacak sekilde hazirlamasi ge-

rekir (BDS 200,p.A27).

Nesnenin 6zneye baskin olmasi durumunda meslek mensubunun herhangi bir durum
kargisinda verdigi karar sonrasi sonuglart gézlemesi ve ders ¢ikarmasi benzer olaylarin
tekrarinda yargisini gelistirecekeir. Insanlar yargida bulundukea tecriibe kazanmakta ve
ogrenmektedir. Bu durum mesleki yargida bulunma siirecinde nesnenin belirleyici ol-
masinin sonucudur. Nesnenin belirleyici olmasinin dogal sonucu benzer deneyime sahip
meslek mensuplarinin benzer mesleki yargilara varmasidir. Nesnenin baskin olmasi duru-

munda bir stire sonra mesleki yargi da ortadan kalkacag: 6ngoriilebilir.

Diger taraftan bilme stirecinde baglamin da belirleyici oldugunu 6ne siiren bir goriig
vardir. Ozne nesne etkilesiminde (bilen ve bilinen yaninda) baglamin da belirleyici oldugu
durumlar ortaya ¢ikabilir. Ornegin digerlerine gore belirgin sekilde farkli sosyo-kiiltiirel
ozellikleri olan meslek mensuplarindan oluganlarla sosyal iligkiler kuranlarin bir siire sonra
birbirine yakin yargilarda bulunduklar1 goriilecektir. Bu durum da gésteriyor ki mesleki

yargida baglam (i¢inde bulunulan sosyo-kiiltiirel ortam) da belirleyici olmaktadir. Kant'in
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tam olarak ifade etmek istedigi nokta burasidir. Fakat gerek ¢evreden gerekse deneyimle-
rinden ders gikarip 6grenmenin hizi ve derecesi kisinin algi ve yeteneklerine baglidur. Iste
bu noktada mesleki yargs siirecinde 6znenin baskin hale geldigi, belirleyici oldugu gortliir.
Oznenin belirleyici olmasinin dogal sonucu ayni konuda gok sayida mesleki yarginin orta-

ya ¢ctkmasidir. Boylesi bir sonucun zihinleri karigtiracags agikardur.
5. Sonug

Zaman zaman mesleki yargida bulunma siirecinde 6zne veya nesneden birinin belirleyi-
ci oldugu farkli durumlar olabilmektedir. Diger bir ifadeyle bazi durumlarda nesne, bazi
durumlarda nesne belirleyici olmaktadir. Fakat kiginin dig diinyay1 anlamlandirmas: yine
kendi kisisel psiko-kiiltiirel 6zelliklerinden etkilenmektedir. Bu noktada muhasebe ve de-
netimde mesleki yargida bulunma siirecinde 6znenin belirleyici oldugu séylenebilir. Bu
durum muhasebe ve denetimde mesleki yargida bulunma eyleminde Kant¢i bakigin hakim
oldugunu gosterir. Eger Platoncu yaklagim hakim olsaydi, mesleki yarg: diye bir sey soz
konusu olmazdi. Ciinkii Platoncu yaklagimda kiginin yargida bulunmasina gerek yokeur,

zaten kisi ne yapacagini biliyordur.

Mesleki yargida nesne baskin oldugunda muhasebe uygulamalarinin tekdiizelige dogru
evrilecegi 6ngoriilebilir. Tekdiizelik meslek mensuplarini rahatlatan, bu nedenle arzu edi-
len bir sonug olarak degerlendirilebilir fakat yaraticiligs ve 6zgtin uygulamalarin ortaya
¢itkmasina katki saglamayan bir ortam olugturacag: tehlikesini goz ardi etmemek gerekir.
Ozenin baskin oldugu ortamlarda ise ayni olay ve olgu hakkinda birbirinden farkls, ¢ok
cesitli yargilarla kargilagmak beklenebilir.

Cikar Catigmasi

Yazar herhangi bir ¢ikar ¢atigmast olmadigini bildirmistir.

Finansal Destek

Yazar bu ¢aligma i¢in herhangi bir kurum veya kurulugtan finansal destek almamistir.

Hakem Degerlendirmesi

Dis bagimsiz

ISZ
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Abstract

Internal frauds are one of the most important operational risks threating entities. In addi-
tion to significant operational loss, they also cause reputational and prestige loss. There-
fore, in addition to preventive proactive controls, existence of deterrent practices to quick-
ly detect them is of great importance. In this paper, we will tell transformation story of
Garanti BBVA Internal Audit Department regarding detection of internal frauds made
through use of big data capabilities. We will talk about how the previous detection meth-
od called as “scenario-based” has been converted into the new one called as “rule-based”
with more effective use of big data. This new detection method has allowed assurance to
higher number of risky transactions with the same resources, achievement of significant
increase rate in detection of internal frauds and decrease in the loss incurred due to inter-
nal frauds. We hope that this new methodology which has proven its success will also be a

source of inspiration for the sector.
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IC SUIISTIMALIN TESPITINDE BUYUK VERININ
KULLANILMASI

Oz

[¢ suiistimaller, kurumlari tehdit eden en 6nemli operasyonel risklerden biridir. Verdikleri
buyiik operasyonel kayiplara ek olarak, kurumlarin itibar ve prestij kaybina da neden
olmaktadirlar. Bu nedenle, s6z konusu eylemleri 6nleyici proaktif kontrollerin varlig:
kadar, hizli bir sekilde tespit edilmesini saglayacak caydirict uygulamalarin da meveudiyeti
onem arz etmektedir. Bu makalemizde, Garanti BBVA Teftis Kurulu Bagkanligi’nin biytik
veri imkanlarini kullanarak i¢ suiistimalin tespitinde gergeklestirdigi dontigiim hikayesini
paylagiyor olacagiz. “Senaryo bazli” olarak nitelendirilen 6nceki tespit yaklagiminin, bu-
yiik veri imkanlarinin daha etkin kullanilmasiyla “kural bazli” olarak adlandirilan yeni tes-
pit yaklagimina dontigimiinden bahsedecegiz. S6z konusu yaklagimla; ayni kaynakla daha
fazla riskli isleme giivence verebilmek, i¢ suiistimal tespit oraninda ciddi bir artig oranina
ulagmak ve i¢ suiistimal nedeniyle kargilagilabilecek kayip tutarinda da azalig yakalamak
miimkiin olmugtur. I¢ suiistimalin tespitinde bagarisin1 kanitlayan bu yeni yontemin sek-

tore de ilham kaynagi olmasini umuyoruz.
Anahtar Kelimeler: 1(; suiistimal, Suiistimal tespiti, Buytik veri

JEL Siniflandirmasi: C55, C8, K42, M42
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1. Introduction

Operational risk is the probability of loss caused by processes, external events or informa-
tion systems due to insufficient internal controls. As a more detailed definition, it is the
probability of any loss or damage which may be caused by failure to detect mistakes and
misconducts as a result of the problems in the internal controls, personnel’s not acting in
accordance with the conditions, errors and problems in the information systems, internal

or external frauds, natural disasters or terrorist activities. (Babugcu et al., 2018)

As can be understood from the definition, one of the most important factors causing oper-
ational risk is the personnel. This risk may be caused by unintentional mistakes, omissions
or faults of the personnel as well as intentional actions such as embezzlement, gaining un-
just benefits or stealing. These intentional actions are generally defined as “internal fraud”.
The major internal fraud cases seen in the banking sector are embezzlements and gaining
unjust benefits. Embezzlements are generally committed by the personnel from the bank
cash vault or from customer accounts by using forged documents. The unjust benefits, on
the other hand, are gained by causing loss to the entity they work for by granting improper
loans, leaking critical information outside, intentional pricing made against the entity’s
benefits and abusing one’s powers based on agreements reached with internal/external

stakeholders, and earning benefits from such losses.

This raises the question that why the personnel commit frauds at the entities that they
work for. The answer to this question can be given with the “fraud triangle” in the litera-
ture. The fraud triangle framework indicates the factors which cause someone to commit
internal fraud. It outlines three components which lead to fraudulent activity: opportuni-

ty, incentive (also known as pressure or motivation) and rationalization. (Figure 1)

Cressey’s (1953) main hypothesis was that “Trusted persons become trust violators when
they conceive of themselves as having a financial problem which is non-sharable, are aware
this problem can be secretly resolved by violation of the position of financial trust, and are
able to apply to their own conduct in that situation verbalizations which enable them to
adjust their conceptions of themselves as trusted persons with their conceptions of them-

selves as users of the entrusted funds or property.”
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Opportunity is any gap or control weakness on the system, which may facilitate the com-
mitment of the fraud. Weak internal controls such as ineffective implementation of the
principle of segregation of duties, the lack of an effective monitoring mechanism, a gover-
nance environment established on excessive trust, the lack of supervision and poor docu-

mentation of the processes create opportunities to commit internal frauds.

Incentive means the mindset or motivation of the personnel towards committing internal
frauds. Indebtedness or greed of the personnel, luxurious living habits exceeding personnel
income, illegal activities requiring high resources (gambling, drugs, etc.), sale pressure or

unrealistic performance targets can be given as examples for motivation to commit frauds.

Rationalization refers to an individual’s justification for committing fraud. At this point,
the personnel firstly have to conclude that the return from the fraud will be higher than
the loss to be incurred from the potential detection of the fraud. They also have to justify
their actions based on grounds such as job dissatisfaction, the limited loss to be caused by

the frauds and similar actions committed by other people.

Rationalization

“I don’t get paid what I'm worth!”

Opportunity

Internal Controls:
* None in Place
+ Not Enforced
+ Not Monitored
+ Not Effective

No Segregation of Duties
Too Much Trust
Poor “Tone at the Top”

“Everyone else is doing it!”

“If they don't know I'm doing it,
they deserve to lose the money”

“I intended to pay it back”
“Nobody will miss the money”

Pressure / Motivation

External Pressure/Motivation: Internal Pressure/Motivation:
* Debt, Greed * Pressure to Perform
« Lifestyle Needs * Too Much Work

« Life Pressures
« lllicit Activities: Vices, Gambling, Drugs

Figure 1: The Fraud Triangle

Source: Association of Government Accountants (n.d.)
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The presence of these factors causes fraud attempts by the personnel. Wolfe and Herman-
son (2004) added a fourth factor “capability” to these three factors and named this new
model “The Fraud Diamond”. Capability means that the fraudster should have certain
personal traits (e.g. greed, weakness of character, excessive pride, dishonesty, etc.) and abil-

ities (e.g. knowledge of processes and controls, etc.) to commit frauds.
g georp

In order to effectively manage the fraud risk, the entities have to prevent any environment/
opportunity allowing internal frauds or to detect the committed frauds as soon as possi-
ble. Otherwise, frauds may cause loss of trust and reputation as well as high amounts of

operational losses.

In terms of the banking sector in Turkey, the internal systems structures of the banks have
a significant responsibility in terms of frauds. The Internal Control Unit, a member of the
internal systems unit, may deprive the fraudsters the opportunity to commit frauds via
strong proactive control points to be determined. The Internal Audit, on the other hand,
can manage internal frauds effectively with strong processes to be recommended regarding
the governance environment of the fraud and reactive periodical examinations to detect

internal frauds.

In this paper, we plan to focus on the examination methods that can be used to detect
internal frauds based on the factors in the fraud triangle. First, we will talk about the “sce-
nario based” examination method that is implemented for long years at the entity we work
for. Then, we will explain how “scenario based” examination has been converted into “rule
based” examination method in 2019 Q4 with the more effective use of the big data. We
will also explain how the internal fraud incidents will be detected more easily and effec-
tively in terms of quality and efficiency with the “rule based” examination method imple-
mented by using big data capabilities. We aim that this new examination methodology
used to detect internal frauds by using big data capabilities will shed light on the sector

regarding internal fraud detection.

The paper is organized as follows: Section 2 provides a literature review of the internal
fraud prevention and detection methodologies. Section 3 explains the previous internal

fraud detection approach in Garanti BBVA and how it is integrated into a new meth-
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odology by using big data capabilities. Section 4 presents the comparative results of two
applied methodologies and inspires readers for applying a similar approach and finally,

Section 5 provides a conclusion on the subject.
2. Literature Review

Entities can protect themselves from major internal frauds only with continuous efforts
and practices supporting each other. The main practices in this respect can be categorized

into two as proactive and reactive.

2.1. Proactive Practices

Proactive practices include deterrent and preventive practices to prevent internal fraud
incidents from happening. These controls aim for minimizing the “opportunity” factor
under the fraud triangle to the maximum extent possible and not providing the personnel
who may plan to commit a fraud with the actual opportunity to do so. The establishment
of an effective fraud risk governance and regular fraud risk assessments are of critical im-
portance for this process. After the establishment of a proper fraud risk governance envi-
ronment, optimal deterrent and preventive controls are expected to be established on the

weak points with regular risk assessments.

Fraud risk governance refers to existence of a detailed anti-fraud policy and written respon-
sibilities of board of directors and top management regarding fraud risk management. The
lack of an effective governance environment or the highest level of tolerance by the enti-
ty regarding internal frauds weaken the effective management of the internal fraud risk.
Roles and responsibilities, expectancies from each level of employee within the anti-fraud
policy, fraud risk assessment approach, establishment of deterrent and preventive controls,
continuous monitoring and detection and inspection/investigation processes should be

defined under fraud risk management program.

Fraud risk assessment is the definition of potential internal fraud activities at the entity
and preparation of an impact/probability matrix for them. In order to protect themselves

against internal frauds, the entities must first understand and define fraud risk. Then, they
have to periodically evaluate the areas where these defined risks may be experienced de-

pending on their activities, size, working method and goals.

all
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The next step is the foundation of effective deterrent and preventive controls after the
riskiest areas are determined within the fraud risk assessment process. Prevention covers
any type of policy, procedure, training, and communication which will prevent frauds.
Deterrence, on the other hand, is raising awareness among the personnel that effective
detective practices and continuous fraud monitoring process are available. According to
the Application Paper of International Association of Insurance Supervisors (2011), some

of the examples of deterrent and preventive controls are listed below:

establishing clear responsibilities in documented job descriptions or role statements,

- requiring periodical job rotation and mandatory vacations for management and

staff in fraud sensitive positions,
- climinating potential conflicts of interest between ... (the related parties),

- separating or dividing any function that may cause or be susceptible to conflicts of

interest,
- adequate segregation of functions,

- establishing efficient physical and procedural safeguards over the use, handling and

availability of cash, other assets, and transactions as well as of information systems,
- arvanging for cash and money flows to be dealt with by more than one person,
- establishing internal complaints procedures for disgruntled management and staff,

- establishing a clear dismissal policy for internal fraud cases in order to deter other
potential perpetrators. etc. (p. 10)

If these controls are supported by organizing trainings for and raising awareness of the
personnel about internal frauds and informing them about reward and whistleblowing
practices with a strong anti-fraud policy, effective proactive practices will be established

at the entity.

1.
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2.2. Reactive Practices

Proactive practices are not suflicient alone to prevent internal frauds. As we have men-
tioned above, proactive applications minimize the “opportunity” factor on the fraud tri-
angle while reactive applications focus on the “rationalization” factor. Rationalization is
the conclusion by the personnel that the return from the fraud will be higher than the loss
to be incurred in case of potential detection of the fraud. Thus, the existence of effective
reactive practices and availability of internal fraud detection tools increase the potential to

detect frauds and decrease the rationality of the personnel to commit frauds.

Reactive practices are any type of methods that allow detection of an internal fraud on
time (as soon as possible). The early detection of an internal fraud is important to min-
imize the operational loss and reputational risk that may be caused by the fraud. “Con-
sequently, quick detection of fraud is vital to protecting an organization from potential

damage. ... the longer a fraud remains undetected, the greater the financial losses.” (Asso-

ciation of Certified Fraud Examiners [ACFE], 2020, p. 14)

The strong internal fraud detection approaches are mainly created by three considerations.
The first is to determine the areas/works prone to frauds due to the control deficiencies
with the fraud risk assessment. The second is to put oneself into the shoes of the person-
nel committing frauds and to consider the frauds that they may commit in the areas with
control deficiencies. The last is to utilize big data capabilities based on the anomalies and
patterns determined in the first two steps and to regularly examine the similar transactions

(continuous risk monitoring).

In summary, deterrent/preventive controls aim for preventing frauds while detection aims
for detecting fraud as soon as possible. Therefore, the implementation of the optimal com-

bination of both practices is the correct approach for the effective management of the

internal frauds. (ACFE, 2008)

2.3. The Role of Internal Audit

According to the Institute of Internal Auditors (ITA) definition, internal auditing is an in-
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dependent, objective assurance and consulting activity that aims to add value and improve
an organization’s operations. Therefore, the internal audit has some roles and responsibil-
ities in order to minimize the fraud risk for improving the operations of the organization.
When we review the ITA’s standards (ITA, 2017), we encounter following responsibilities

regarding fraud risk.

1210.A42 — Internal aunditors must have sufficient knowledge to evaluate the risk of
fraud. (p. 6)

1220.A1 - Internal auditors must exercise due professional care by considering the ...

probability of significant errors, fraud, or noncompliance. (p.7)

- 2120.A42 - The internal audit activity must evaluate the potential for the occurrence
of fraud and how the organization manages fraud risk. (p. 14)

- 2210.42 - Internal auditors must consider the probability of significant errors,
fraud, noncompliance, and other exposures when developing the engagement objec-

tives. (p. 15)

Accordingly, internal auditors should have relevant skills for evaluating fraud risk, exer-
cise due professional care by considering the fraudulent activities and evaluate fraud risks
while developing the objectives of the audit engagements. Therefore, the internal audit
activity should take into consideration fraud risk exposures and management of them.
When we combine these expectations and standards with the sections above, we reach the
following conclusion: the internal audit may have an advisory role for setting proactive
practices and may also undertake a direct responsibility regarding internal fraud detection
based on its independence and objectivity role (reactive practices). In fact, according to
the ACFE’s Report to the Nations (2020), “internal audit” is considered to be the second

most successful in fraud detection after “tips and whistleblowing”.

In parallel with this conclusion, according to the IIA’s Position Paper (2019), internal
audit should evaluate proactive controls taken by the organizations in order to limit fraud
risk. The fraud risk and adequacy of anti-fraud controls should be included under the

scope of all relevant audit engagements. Besides, “internal audit’s role includes detecting,
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preventing, and monitoring fraud risks and addressing those risks in audits and investi-
gations.” (p. 2) based on the definition of internal auditing. According to the IIA’s per-
spective, investigation is not typically an internal audit task. However, if internal audit is
required to investigate fraud and the internal auditors have the necessary skills and experi-

ence, then investigation activities could be performed by the internal audit as well.

In fact, considering internal audit’s being independent and objective, after the detection
of the internal fraud, it is reasonable that the inspection and investigation activities could
be carried out by the internal audit by maintaining confidentiality. We are of the opinion
that since the internal audit reports directly to the board of directors, the internal audit

can duly undertake the following roles if it has experience and skills in the field of frauds:
- To reveal the nature of and loss caused by internal frauds with investigations,

- To evaluate the risks that may be incurred due to the frauds (operational, legal and

reputation),
- To make recommendations to the related units to take corrective actions,

- To provide guidance together with the human resources department to take dis-

ciplinary actions.

2.4. Modern Detection Techniques

We have discussed the need for both proactive and reactive practices in order to manage
fraud risk effectively. Under the reactive practices section, we have mentioned that the
quick detection of fraud is critical for the minimization of operational loss and reputa-
tional risk. In this section, we will now focus on the “capability” factor under “The Fraud

Diamond” model.

We have defined capability as the fraudster’s having certain personal traits (e.g. greed,
weakness of character, excessive pride, dishonesty, etc.) and abilities (e.g. knowledge of
processes and controls, etc.) to commit frauds. At this point, we have to put ourselves in
the shoes for the personnel committing frauds and think about the capabilities of the per-

sonnel and how they will commit frauds in the areas of the entity with control weakness-
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es for designing an effective detection methodology. We are then expected to determine
potential frauds and regularly examine them based on the anomalies and patterns to be

determined with this perspective and by using big data capabilities.

Therefore, the most critical question regarding detection is how to determine the sample
transactions based on the anomalies and patterns defined among thousands of transac-
tions (audit population)? The most critical factor for the success of the entities regarding

detection is whether they utilize the big data capabilities effectively or not.

The literature also focuses on visualization of the data and modelling of fraud incidents
by utilizing big data capabilities for effective fraud detection. (Fawcett and Provost, 1997;
Rosset et al., 1999; Bolton and Hand, 2002; Becker et al., 2010) According to Baesens et
al. (2015), “big data and analytics provide powerful tools that may improve an organiza-

tion’s fraud detection system.”

The literature goes one step beyond of detection of anomalies by using big data capabil-
ities and their modelling and recently focuses on how to use machine learning for fraud
detection. (Baesens et al., 2021; Wei et al., 2020; Ge et al., 2020; Kolodiziev et al., 2020;
Shirgave et al., 2019; Soviany, 2018)

All these articles agree on that determining a sample including the risky transactions (with
the highest internal fraud risk) by effective adaptation of data mining and the identified
anomalies/patterns to the available data. The next step is to use machine learning and to
minimize manual intervention and automatic update of the rules by using the accumulat-
ed “proven fraud” and “false positives” with a statistical model to be selected. In summary,
the use of big data capabilities and machine learning aims for effectively determining the

transactions with the highest fraud potential (an effective sample).

Therefore, as big data is the most valuable asset today, it would be illogical not to use
this opportunity to detect internal frauds. Garanti BBVA Internal Audit Department
launched a new project in 2019 Q4 on how we can effectively use big data capabilities
for the detection of internal frauds. As a result of this project and using big data more ef-
fectively, we have started to use the “rule based” examination methodology instead of the

“scenario based” examination method that we have been using for years. This new detec-
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tion method that we will provide detailed information about its contents and results in the
following sections has allowed us to create a more efficient and effective sample pool by
using big data as explained under the literature. The results that we have achieved regard-
ing internal fraud detection in 2020 support our arguments regarding our new detection
method. Another advantage of this methodology is that the “proven fraud” and “false
positives” data being accumulated day by day will help us to integrate machine learning to

our system in near future.

3. Methodology and Data

3.1. Methodology

Internal frauds are the intentional actions committed by any individual authorized to car-
ry out transactions at an entity by displaying deceitful behaviors to gain benefits. The most
common internal fraud method in banking is the embezzlement of the customer money

by the personnel by using various methods without the knowledge of the customers.

The most risky channel in terms of commitment of internal frauds is the bank branches
since no intervention can be made to the transactions carried out on alternative distribu-
tion channels, confirmations are obtained from the customers upon performing transac-
tions on their behalf (customer signature on the transaction receipt) and the transactions
performed are under the initiative of the personnel. Taking this into consideration, for the
internal fraud detection, the transactions performed via the branches should be included
in the examination scope. Moreover, the embezzlement of the money as part of an internal
fraud activity is made by taking the money physically (money withdrawal) or its electronic

transfer (money transfer).

In line with all this information, all money withdrawal and transfer transactions per-
formed via the Bank® branches constitute the audit population of an internal fraud detec-

tion system based on risk scoring.

4 The Bank refers to Garanti BBVA.
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3.1.1. Former Approach (Scenario-based)

The scenario-based examination method has been used to detect internal frauds before the
project implementation (before 2019 Q4) and examinations have been carried out based

on 25 different scenarios in average.

These scenarios have been prepared by taking into consideration the expert opinions and
inspection reports in the light of the previous internal fraud cases at the Bank and/or in
the sector. Even though scenarios have been designed to determine whether the transac-
tions performed are fraudulent, they only reflect the intersection set of a few risk factors

(rules) that they include and therefore, focus on just a few risk points at the same time.

For instance, in the scenario named “customers who do not have a digital banking product
and are over a certain age’, the transactions which satisfy both criteria are included in the
examination sample. However, regardless of the age of a customer, not owning any digital
product and therefore, having a low capability to control his accounts on a real time basis

is a risk but such customers are not included in the sample based on this scenario.

Moreover, the data regarding these scenarios are obtained by the auditor from different
channels (Structured Query Language [SQL], SAP, the Banking applications, etc.) before
the examination and especially obtaining data with these complex methods renders the

process prone to manual interventions and causes waste of time and thus, inefficiency.

The examination frequency of these scenarios has been designed as monthly, bimonthly,
quarterly, semi-annually, or annually depending on the determined risk of the scenario.
This causes the examination of transactions under some scenarios after a very long time
upon their performance and thus, delays in the detection of a potential fraud. In other

words, a fraud may not be detected for 1 year.

Moreover, while performing scenario-based examinations, the auditor examines all risky
transactions under the same scenario and this may cause audit blindness (audit risk) on the

auditor from time to time.
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In conclusion, the scenario-based examination method had areas of improvement regard-

ing design and efficiency even though it has enabled us to make important detections.
3.1.2. Current Approach (Rule-based)

The “scenario-based” approach has been replaced by the “rule-based” approach with the
more effective use of the big data capabilities and a data project carried out in 2019 Q4.
The sub-risk factors (rules) constituting each scenario under the scenario-based examina-
tions are examined separately and together under rule-based examinations. All risk rules
that will support the suspicion that the customer is not aware of the transactions per-
formed on the accounts are obtained from the scenarios. These risk rules can be grouped

under 3 main elements of the transactions examined under the project.

The 3 main elements of the money withdrawals and money transfers made from the Bank

branches are as follows:

- Personnel: The personnel who performs the suspicious transactions.
- Customer: The Bank customer who is a party to the relevant transaction.

- Transaction: The features of the transactions changing depending on the transac-

tion amount, performance time, subject, etc.

Some examples regarding the rule sets matching with the risk factors grouped under the

related elements are presented below in order to help you visualize them better:

Risky Personnel: High indebtedness of the personnel, high number of transactions per-
formed by the personnel for the same customers, betting and illegal actions identified,

working for a long time at the same branch etc. can be given as example.

Risky Customer: Not having any digital channel product (mobile banking, internet bank-
ing), having an address of residence abroad or being a foreigner, personnel’s viewing his

accounts and/or other products on the Core Banking application more frequently than
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the normal viewing level, no branch g-matic queue number available for the day when a

transaction is performed on the customer’s behalf etc. can be given as example.

Risky Transaction: Performance of the transaction from an account that the customer
does not use actively, not scanning the receipt into the system after its signing by the cus-
tomer, the capability of performing transactions on time deposit accounts before account

maturity date can be given as example.

More than 50 risk factors have been determined under the sub-elements (under risky per-
sonnel - risky customer - risky transaction categories) of the examined transactions and
a score has been assigned to them depending on their risk level under the rule-based ap-
proach. This score assignment has been made by the Internal Fraud team of Garanti BBVA
Internal Audit Department by taking into consideration previous experience and inci-
dence frequency. Moreover, the risk level of the transactions is continuously examined and

the scores of these risk factors are updated.

The entire process (retrieval of the relevant data from Bank database, their categorization
under sub-elements and creating of visk rule sets, assignment of a risk score for each rule set,
matching the sub-elements for which risk score assignment is made with all transactions and
creation of the examination sample based on final risk scoring) has been designed on SQL
environment from end-to-end and automatically starts every day with the support of the

big data capabilities.

The designed system determines for each money withdrawal and money transfer trans-
action (audit population) which risk factors the transaction includes and assigns to that
transaction the current scoring based on these factors. The scores for the risk factors that
the transactions are tagged with are added up and the final risk score is assigned for each
transaction. Therefore, all transactions in the audit population are scored based on the
potential risk levels under the pre-determined rule set and are ranked based on the highest
total risk point. Each day is designed as obtaining the data regarding all money withdrawal
and transfer transactions performed through the branches on the previous day, processing

them based on the pre-determined rule set and generating results.
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Figure 2 shows how the process functions every day under three headings (Input - Data
Processing - Output). Basically, the entire raw data are obtained from the Bank dataware-
house (DWH) environment and the customers, personnel and transactions matched with
risk factors are determined and a separate risk pool is created. In the last step, the trans-
actions performed on the previous day and the customers and personnel taking part in
these transactions are matched with the information available in the risk pool and the final

examination sample is created based on the highest risk score.
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3.2. Data

A high number of data resources are available in the Bank database and used in the deter-
mination of the defined risk factors within the scope of the Project. Some of these data

resources and the main information they include are presented below as example.

Transaction: The data resource where all transactions performed by the Bank are record-
ed. Itincludes information on customers, transaction type, channel, date, time and amount
of the transaction, transaction status (cancellation or active) or personnel performing the
transaction. The money withdrawal and transfer transactions performed via branches are

selected daily from amongall transactions to create the audit population.

Employee: The data resource including the date of hiring, the branch where s/he works,
the date for starting to work at the last branch, position, leaves used, title etc. information

of the Bank employees.

Customer: The data resource including the demographic information, the branch where
s/he gets service, digital channel (mobile, internet etc.) active use etc. details of the Bank

customers.

Core Banking System Logs: The data resources where the logs of all transactions per-
formed by the personnel on the core Banking application are kept. This data resource is
especially used for the details of viewing of the assets and information of the customers by

the personnel.

Branch Q-matic Transactions: The data resource including the date, time and transac-

tion type of the queue numbers taken by the customer from the branch q-matics.

Customer Deposit Accounts: The data resource including the balance, type, maturity
date for time deposit accounts and active use details for the deposit accounts of the cus-

tomers.

Credit Bureau Records: The data resource including the details of active or passive loan

and credit cards of the personnel at all banks.

The system matches the above sample information with the money withdrawal and trans-
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fer transactions performed from the branches in line with the rules defined and assigns a
risk score for each transaction in the audit population. For detection of internal frauds, the

transactions with the highest risk scores are included in the sample and examined.
4. Comparison of Results

Comparisons are made between the pre-project (scenario-based) and post-project (rule-
based) approaches of Garanti BBVA Internal Audit Department in terms of efficiency,
internal fraud detection ratio and amounts of the Bank loss caused by internal frauds by
using the project launched in 2020 as a reference point. According to the results of the
comparisons made, the new approach implemented by using big data (rule-based) are

more effective and efficient.
4.1. Efficiency

Before the implementation of the project within the scope of scenario-based examina-
tions, the auditors used to obtain the data from different channels and make manual inter-

ventions frequently in order to obtain the final sample.

With the implementation of the new project (rule-based), obtaining the final sample is
automatized and the data are obtained daily from a single channel without manual in-
tervention. This has allowed allocation of nearly the entire labor force to the transaction
examination and this has caused an increase of 25% in the number of examinations even

though the labor force remained similar. (Table 1)

Table 1: Number of Total Transactions Examined (2019-2020)

Year Number of Transaction
2019 24,677
2020 30,903

Moreover, even though it has been projected to examine 50,000 transactions in total in
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2020 with the same labor force, a smaller number of transactions than the projected num-
ber has been examined due to the pandemic conditions. In summary, if similar conditions
had been present in 2020 as compared to the previous year (under normal conditions), the

number of transactions for which assurance has been provided with the same labor force

would have been nearly doubled.
4.2. Internal Fraud Detection Ratio

According to the ACFE’s Report to the Nations (2020), 43% of the internal frauds are
detected via whistleblowing while 15% are detected by internal audit. (Table 2)

Table 2: How is Occupational Fraud Initially Detected?

Type Ratio

Tip 43%

Internal Audit 15%
Management Review 12%
Other 6%

By Accident 5%
Account Reconciliation 4%
External Audit 4%
Document Examination 3%
Surveillance/Monitoring 3%
Notified by Law Enforcement 2%
IT Controls 2%
Confession 1%

Source: ACFE (2020)
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Before the implementation of the project, the average internal fraud detection ratio for
the Internal Audit Department was 21% in average for the internal frauds committed at

Garanti BBVA and was parallel to the abovementioned ratio given by ACFE.

With the implementation of the project, the new method replacing the method of eval-
uating transactions with only a few rules under a scenario-based in the past has enabled
the determination of a sample covering more risky transactions with the evaluation of a

transaction with more than 50 rules.

Unlike the previous methodology, the daily examination of these transactions instead of
monthly, quarterly, semi-annual or annual periodical examinations has allowed the evalu-
ation of the transactions as fast as possible without the loss of the evidence regarding the
transactions. This has resulted in a more effective sample examination and an increase in
the capability of detection of frauds regarding the examined transaction. Moreover, the
examination of different types of suspicious transactions determined with different rules
instead of the examination of similar transactions under a single scenario has minimized

the audit blindness (audit risk) to the minimum level.

Taking all the foregoing into consideration, the use of the new rule-based examination
method has increased the average of detection of internal frauds by the Internal Audit
Department by 119% in 2020. (Table 3) This is the clearest proof that the new method

using big data capabilities is a more effective detection approach.

Table 3: Internal Fraud Detection Ratio (2016-2020)

Year Average Detection Ratio
2016-2019 21%
2020 46%

1



TIDE Academia Research
Say13/55-82(2021)

4.3. Bank Losses Caused by Internal Frands

Finally, as you can remember, we have discussed that the quick detection of frauds is criti-

cal for minimizing the losses to minimum. (ACFE, 2020)

Before the project, the examinations used to cover transactions dating back to one month
at the earliest and transactions performed one year ago were examined in some cases de-
pending on the examination period. The implemented project has enabled the examina-
tion of the transactions performed one day ago and also allowed the earlier identification

of the fraudster and minimization of the loss.

In this respect, taking into consideration the average losses of the Bank incurred due to
internal frauds, the internal fraud loss amount has decreased by 30% as compared to pre-

vious years. (Table 4)

Table 4: Bank Loss Caused by Internal Fraud (2016-2020)

Year App. Loss Amount (EUR)
2016-2019 1,000,000
2020 700,000

In conclusion, the comparison of the above figures in several perspectives reveals that the
rule-based internal fraud detection approach launched with the use of big data capabili-

ties:
- hasincreased efficiency by allowing more examinations with the same resources,

- has caused a significant increase in the fraud detection ratio as a result of the ex-

amination of riskier transaction pool (sample) and

- has allowed earlier detection of the frauds as a result of the examinations of trans-

actions in a short period of time and this has decreased the loss amounts.
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5. Conclusion

Operational risk is the probability of loss caused by processes, external events or infor-
mation systems due to insufficient internal controls. Therefore, one of the important op-
erational risk resources at the banks is the internal frauds that may be committed by the
personnel such as embezzlements, gaining unjust benefits, stealing etc. Internal frauds
committed by the personnel cause operational losses as well as reputational and prestige
loss for the entity. The factors causing the personnel to commit frauds are defined as op-
portunity, incentive, rationalization, and capabilities in the literature. Thus, the internal
frauds causing operational and reputational losses at the entities can be minimized with

the actions developed based on these factors.

The proactive practices used for this purpose are designed to minimize the “opportuni-
ty” factor to the best extent and not to give any opportunity to the personnel that may
commit frauds while reactive practices focus on the “rationalization” factor and increase
deterrence by reminding the personnel that the probability of detection is high. Moreover,
effective fraud detection methods being the most common reactive practices are designed
by taking into consideration the “capabilities” of the personnel. The potential frauds have
to be detected based on the anomalies and patterns to be determined with this perspective

and by using big data capabilities and regularly examined.

This paper focuses on effective detection methodology which can be used to detect in-
ternal frauds based on the defined rules. In this respect, the change made in the detection
approach of Garanti BBVA by using big data capabilities is explained. First, information
is provided on how the “scenario-based” examination method implemented at Garanti
BBVA for years has been converted into the “rule-based” detection method with the effec-

tive use of big data capabilities.

The rule-based method replacing the scenario-based method where transactions are exam-
ined based on only a few rules under a scenario has allowed the simultaneous assessment
of more than 50 rule sets and creation of a riskier transaction pool. This method has been

achieved only with the effective use and management of the big data.

We conclude that the rule-based examination methodology implemented by using big
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data capabilities allows efficient and effective way of detecting internal frauds. The rule-
based internal fraud detection approach has enabled provision of assurance for more
transactions with the same resource, a dramatic increase in the fraud detection ratio by de-
termining a riskier transaction pool (sample) and less loss amount due to earlier detection
of frauds with a shorter examination time period. We believe that this new examination
method used to detect internal frauds by using big data capabilities will shed light on the

sector regarding internal fraud detection.

The advantages of using big data in internal fraud detection are not limited to only the
ones mentioned above and the use of a system focusing entirely on data allows accumu-
lation of “proven fraud” and “false positives” data. In the sample pool, which is examined
every day, the “proven fraud” represents the transactions which are decided to be internal
frauds according to examination results while “false positives” are the transactions which
are concluded not to be internal frauds. The accumulated data will allow integration of
machine learning into the system for internal fraud detection as a next step, which is a

future research interest for the authors.
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Oz

Bu calismada siirdiirebilirlik performansinin pay performansi tizerine etkisi arastirlmak-
tadir. Caligmada BIST Siirdiirebilirlik Endeksine dahil olan ve olmayan BIST 30 firmala-
rina odaklanilmaktadir. Bu firmalarin anormal pay getirilerinin kargilagtirilmasi icin olay
caligmast yonteminden yararlanilmistir. Caligma kapsaminda Covid-19 krizinde 6nemli
tarihler — ilk vaka, ilk tedbirler ve ilk 6lim — dikkate alinmig ve incelenmigtir. Caligma
sonuglar1 BIST Siirdiirebilirlik Endeksine dahil olan firmalarin kayiplarinin olmayanlara

gore daha az oldugunu géstermektedir. Bu da krizin ortaya ¢ikig donemi sirasinda yau-

rimcilarin firmalarin stirdiirebilirlik performanslarini dikkate aldigini ortaya koymaktadhr.
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SUSTAINABILITY PERFORMANCE AND ABNORMAL
STOCK RETURNS DURING THE COVID-19 CRISES

Abstract

This study examines the effect of sustainability performance on financial performance.
Specifically, this paper focuses on BIST 30 firms included and excluded in the Istanbul
Stock Exchange BIST Sustainability Index. The event study methodology is applied to
compare the abnormal stock returns for these firms. Three critical days — first case, first
measures, first death — during the Covid-19 crisis are considered and investigated. The
results show that firms included in the BIST Sustainability Index experience fewer loss
comparing to the excluded ones, suggesting that investors value firms’ sustainability per-

formance during the crisis outbreak period.

Keywords: Covid-19, sustainability, BIST, event study, crisis

JEL Classification: G14, G15, M14
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Extended Abstract

The emergence and rapid spread of the corona virus caused a shock effect on the society as
well as on the financial markets. Particularly, it triggered tremendous heterogenous stock
market reactions (Ding, Levine, Lin, & Xie, 2020). In addition to this, the effects of the
corona virus pandemic have also started to be investigated rapidly and related studies have
deepened and increased over time. In this context, it emerges as a subject that is empha-

sized both in theory and in practice, especially the financial effects are of interest.

Although current studies agree on the negative impacts, it seeks to answer the question
about the conditions under which companies are more affected by this negative impact
and how they can be protected from such shocks (Alfaro, Chari, Greenland, & Schott,
2020; Fahlenbrach, Rageth, & Stulz, 2020; Ramelli & Wagner, 2020; Zechner, Pagano,
& Wagner, 2020). Since the Covid-19 crisis is an unexpected shock and affected all com-
panies (the whole country, even the whole world) at the same time, it provides a unique
opportunity to test the protection function of certain factors. In this context, the effects
of corporate social responsibility and sustainability factors have received increasing atten-
tion. Particularly, the pandemic shifted companies” focus to CSR. CSR has been wide-
ly viewed as a protection-like insurance for firms (Flammer, 2013; Godfrey, Merrill, &
Hansen, 2009; Kriiger, 2015). In such, the stakeholders of more sustainable firms would
defend the firms, thus tend to diminish the adverse effect comparing to the worse sustain-
ability performers during a shock. Covid-19 offers an important setting to test whether

firms’ prior sustainability performance pays off during the crisis.

This study examines the effect of sustainability performance on crisis returns. Specifically,
this paper focuses on firms included and excluded in the Istanbul Stock Exchange BIST
Sustainability Index. To investigate whether the stock market reaction differs between
high- and low-sustainability companies during the outbreak period of the pandemic, the
event study methodology is applied. Event study enables to observe how the stock prices
reflect to an event by calculating the difference between the realized stock price and the

expected stock price. Three critical days — first case, first measures, first death — during
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the Covid-19 crisis are considered and investigated. The results show that firms included
in the BIST Sustainability Index experience fewer loss comparing to the excluded ones,
suggesting that investors value firms’ sustainability performance during the crisis outbreak

period.

This study contributes to the social responsibility-financial performance literature in
terms of investigating whether sustainability plays a protective role in times of crisis, and
also contributes to the shareholder behavior area. Besides, this research reveals new find-
ings by using data from the Turkish stock market and enlarge our knowledge related the
stock market reactions in developing country studies, which could provide the potential
to contribute to overcome generalizability problem. In this sense, the related study offers

implications for both theory and practice.
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1. Giris

Korona virtsiiniin ortaya ¢ikmasi ve hizla yayilmasi sadece toplum tizerinde degil, finansal
piyasalarda da sok etkisi yaratmigtir. Bununla birlikte korona viriis salginin etkileri de hizla
aragtirilmaya baglanmus, ilgili caligmalar zaman icerisinde derinlegmis ve artmigtir. Bu kap-
samda Covid-19’un 6zellikle finansal etkileri hem teoride hem de uygulamada tizerinde
durulan bir konu olarak kargimiza ¢ikmakeadir. Salginin finansal etkilerini irdeleyen ilk
caligmalardan biri Zhang, Hu, & Ji (2020) tarafindan yapilmis olup bu durumun iilke-
lerin risk seviyesini artturdigini ortaya koymugstur. Bunu takip eden Ramelli & Wagner
(2020)’in ¢aligma sonuglar ise uluslararasi ticaret hacmi fazla, yiitksek bor¢lu ve az nakdi
bulunan firmalarin daha distik kiimiilatif anormal getiriye sahip oldugunu gostermekte-
dir. Ozellikle vakalarin tespit edilmesi ve 6liimlerin gerceklesmesine Amerika ve Avrupa
borsalarinda iglem yapan yatrimcilarin negatif tepki gosterdigi soylenebilir (Heyden &
Heyden, 2021). Pay piyasalarinda olusan negatif etki Tiirkiye'de de gozlemlenmigtir (Ke-
les, 2020; Pakel & Ozen; Tan, 2021).

Mevcut ¢aligmalar olumsuz etkiler konusunda mutabik olmakla birlikte firmalarin bu
olumsuz etkiden hangi kogullarda daha ¢ok etkilendigi diger boyutu ile bu tiir soklardan
nasil korunabilecegine iliskin soruya cevap aramaktadir (Alfaro et al., 2020; Fahlenbrach
et al., 2020; Ramelli & Wagner, 2020; Zechner et al., 2020). Korona viriis salginin bek-
lenmedik bir sok olmasi ve ayni anda tiim firmalar (tiim iilkeyi, hatta tiim diinyay1) etki-
lemesi nedeniyle belirli faktorlerin koruyuculugunun test edilmesi bakimindan egsiz bir
imkan saglamaktadir. Bu kapsamda 6zellikle 6nemi her gecen giin artan kurumsal sosyal
sorumluluk ve stirdiiriilebilirlik faktorlerinin etkileri merak uyandirmakta olup pandemi
ile birlikte firmalarin odaklari cevresel, sosyal ve yonetisim faktorleri merkeze alan stirdiire-
bilir uygulamalara kaymigtir. Sosyal sorumlu ya da stirdiirebilir kurumsal uygulamalar fir-
malar i¢in kriz dénemlerinde sigorta benzeri koruyuculuk saglayabilmektedir (Flammer,
2013; Godfrey et al., 2009; Krtger, 2015). Surdiirebilirlik performansi ytiksek firmalarin
tiim paydaglari (menfaat sahipleri) ilgili firmalara kriz donemlerinde bagli kalip kotii sir-

direbilirlik performansina sahip firmalara gore krizlerin olumsuz etkilerini azaltmasina
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katki saglayabilmektedir. Covid-19, firmalarin bu tiir taahhiitlerinin kriz déneminde kat-

ki saglayip saglamadigini arastirmak icin 6nemli bir ortam sunmakeadr.

Bu ¢aligmada siirdiirebilirlik performansinin kriz dénemi pay getirilerine etkileri aragtiril-
maktadir. Caligmada BIST Siirdiirebilirlik Endeksi firmalarina odaklanilmaktadir. Pande-
minin tilkemizde ortaya ¢ikma dénemi olarak 1-17 Mart 2020 tarihleri ele alinmig olup,
bu dénemde yiiksek ve dusiik stirdiirebilirlik performansa sahip firmalar arasinda pay pi-
yasasi tepkisinin farkli olup olmadigini test edilmesi i¢in olay ¢aligmasi yonteminden ya-
rarlanilmigtir. Olay caligmasi bir olay kargisinda gergeklesen ile beklenen getiri arasindaki
farkin hesaplanarak pay piyasas: tepkisini tespit etmeye yardimer olmaktadir. Caligmada
Covid-19 krizinin ortaya ¢tkma donemi icin 6nemli ti¢ tarih — ilk vaka, ilk kapsamli sosyal
tedbirler ve ilk 5liim — ele alinmig ve incelenmistir. Calisma sonuglar1 BIST Siirdiirebilir-
lik Endeksinde yer alan firmalarin olmayanlara gore daha az etkilendigini ortaya koymak-
tadir. Bu da yaurimeilarin kurumsal stirdiirebilirlik performanslarini krizin ortaya ¢ikug:

donemde dikkate aldigini gostermekeedir.

Bu ¢aligma siirdiirtilebilirligin kriz anlarinda koruyucu bir faktér gérevi tistlenip tistlenme-
mesinin aragtirlmasi bakimindan sosyal sorumluluk-finansal performans literatiiriine kat-
k1 sagladig: gibi, yatrimer tepkilerinin gozlemlenmesine de katki saglamaktadir. Bununla
birlikte bu aragtirma daha az sayida olan gelismekte olan iilke aragtirmalarina tilkemiz ve-
rileri kullanilarak yeni bulgular ortaya koymaktadir. Calisgmanin béylece genellenebilirlik
problemine yonelik de katki saglama potansiyeline sahip olduguna inanilmaktadir. Bu an-

lamda ilgili ¢caligma hem teoriye hem de uygulamaya déniik ¢ikarimlar sunmaktadir.

Caligmanin devamu ise su sekildedir: 2. bolimde ilgili literatiir verilmekeedir. 3. Boliimde
veri ve 6rneklemden bahsedilerek olay calismasi yontemine deginilmektedir. Aragtirma
bulgularinin ortaya kondugu 4. bélimden sonra 5. boliimde sonug ve tartigma yer almak-

tadir

2. Literatur

Godfrey (2005), her tiirlii sosyal sorumluluk faaliyetinin her bir firmanin sosyal ahlaki ser-
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mayesini olugturdugunu ve bu kazanilan sermayenin firmanin kurumsal itibar sermayesine
etki ettigini ifade etmektedir. Firmalarin kurumsal itibar sermayesi orta ve uzun vadede
firmalarin finansal performansini etkilemekeedir. Sosyal ahlaki sermaye kurumsal itibar
sermayesine katki saglayabilecegi gibi 6zellikle firmalarin zor zamanlarinda (tiriin geri ca-
girma, finansal kriz, skandal gibi) bir koruyucu kalkan olugturabilir ve firmalarin daha az

zarar gormesini saglayabilir (Flammer, 2013; Godfrey et al., 2009; Shiu & Yang, 2017).

Firmalarin sosyal sermayelerinin koruyuculuguna yonelik onemli ¢aligmalarda sosyal,
cevresel ve yonetisim (CSY) performanslarinin firmalarin kriz dénemlerini daha az ha-
sarla atlatmasina katki saglayabildigine yonelik sonuglar mevcuttur. 2008-2009 krizinde
firmalar1 koruyup korumadigina iligkin ilk ve etkili ¢aligmalardan olan Lins, Servaes ve
Tamayo (2017) firma ve paydaslar1 arasinda kurulan giivenin — MSCI CSY performans
skorlarr ile 6l¢tiigii sosyal sermaye ile kurulan — kiiresel finansal krizde firmalar1 korudu-
gunu gostermistir. Albuquerque vd. (2020) ise Covid-19 krizinin ortaya ¢ikis donemi i¢in
benzer bir aragtirma yapmigtir. Aragtirma sonuglari cevre ve sosyal derecelendirme skorlar
yiiksek firmalarin digiik olanlara gore 2020’nin ilk ¢eyreginde daha iyi performans goster-
digini ortaya koymaktadir. Bunun yani sira farkls siirdiirebilirlik performans gostergeleri
de vardir. Bunlar igerisinde siklikla kullanilan ve yazinda kabul gérmiis olan yontemlerin
baginda belirli endekslere (6rnegin stirdirilebilirlik endeksi, kurumsal yonetim endeksi
gibi) dahil olup olmama gelmektedir (Hawn, Chatterji, & Mitchell, 2018; Ramchander,
Schwebach, & Staking, 2012).

Finansal piyasalarda firmalar ile yatirimcilar arasindaki bilgi asimetrisi (Greenwald & Stig-
litz, 1990) firmalarin stirdirebilirlik uygulamalarinin disardan takibine yonelik ihtiyaci
arttirmakeadir. Bu bakimdan Sirdiirtilebilirlik Endeksi firmalarin siirdiirebilirlik perfor-
manslarina iligkin bilgileri ortaya ¢ikarmaya ve bunu yatirimeilara iletmeyi saglar (Ram-
chander et al., 2012). Korona viriis salginin BIST e etkileri aragtirilmis olmasina kargin
(Yilmaz, Aksoy, & Tatoglu, 2020) siirdiiriilebilirlik performansi yiiksek olan veya olma-
yan firmalarin bu krizden nasil etkilendiklerine iligkin bir caligmaya rastlanmamugtir. Yil-
maz vd (2020), 2014-2017 yillar1 arasinda Siirdiirebilirlik Endeksine dahil olan firmalarin

pay getirilerine anlamli etkisini bulamamig ancak 2016 darbe girisimi sirasinda endekse
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dahil olmanin piyasalarda koruyucu bir rol oynadigini tespit etmistir. Bu ¢aligma ile salgin
déneminde strdiiriilebilirlik endeksinde yer alan ve almayan firmalarin pay piyasalarinda
olusan etkilere verdikleri tepkilerin farklilik gosterip gostermedigi aragtirilmakeadir. Bu
amagcla salginin kritik giinleri (Keleg 2020) i¢in hesaplanan anormal getirileri strdiriile-
bilirlik endeksinde olan veya olmayan firmalar i¢in kargilagtirilmigtir. Elde edilen bulgular
surdiiriilebilirlik endeksinde yer alan firmalarin krizin ¢ikis doneminde daha az olumsuz

etkilendigini ortaya koymakrtadir.

3. Veri ve Yontem
3.1. Veri

Yukarida bahsedildigi tizere bu ¢aligma ile surdiiriilebilirlik endeksine dahil olan ve olma-
yan sirketlerin korona viriis salginin yarattg1 olumsuz finansal etki kargisinda gostermis

olduklar: tepkiler aragtirilmaktadir.

Calisma 6rneklemini BIST 30 firmalari olugturmaktadir. Ulkemizde salginin ortaya
ctktigr Mart 2020 déneminden 6nce yaymlanan Kasim 2019 BIST Surdiriilebilirlik
Endeks verileri siirdiirebilirlik performans géstergesi olarak alinmistir. Ilgili yila ait lis-
tede bir sonraki endeks yayinlanma doneminde BIST Siirdiriilebilirlik Endeksine dahil
edilecek paylar ile endeksten ¢ikarilacak paylar sonuglarin hatalara sebep olma ihtimali
nedeniyle kapsam diginda tutulmug ve 23 adet endekse dahil olan 5 adet dahil olmayan
firma olmak tizere toplam 28 firma 6rneklemi olugturmaktadir. BIST 30 endeksinde yer
alan sirketler ve BIST Siirdirilebilirlik Endeks bilgileri Tablo 1'de gosterilmistir.
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Tablo 1: BIST 30 Firmalar1 ve BIST Stirdiirtilebilirlik Endeks Bilgileri

Siirdiirebilirlik Endeksinde yer alan BIST 30 firmalari

Akbank Tiirk A.S. Tofas-Tiirk Otomobil Fabrikas1 A.S.
Arcelik A.S. Tiipras-Tirkiye Petrol Rafineleri A.S.
Aselsan A.S. Tiirk Hava Yollar1 A.O.

Dogan Sirketler Grubu Holding A.S. Tiirkiye Sise ve Cam Fabrikalar1 A.S.
Eregli Demir ve Celik Fabrikalar1 T.A.S. Tiirk Telekomiinikasyon A.S.

Ford Otomotiv Sanayi A.S. Turkcell Iletisim Hizmetleri A.S.
Hac1 Omer Sabanci Holding A.S. Tirkiye Garanti Bankas1 A.S.

Kog¢ Holding A.S. Tiirkiye Halk Bankas1 A.S.

Pektim Petrokimya Holding A.S. Tiirkiye Is Bankas1 A.S.

Soda Sanayii A.S. Tirkiye Vakiflar Bankas1 T.A.O

Tav Havalimanlar1 Holding A.S. Yap1 ve Kredi Bankast A.S.

Tekfen Holding A.S.

Siirdiirebilirlik Endeksinde yer almayan BIST 30 firmalari

Bim Birlesik Magazalar A.S. Koza Altin Isletmeleri A.S.

Emlak Konut GYO Koza Anadolu Metal Madencilik Isletmeleri A.S.

Kardemir Karabiik Demir Celik San. ve Tic. A.S.

Siirdiirebilirlik Endeksine bir sonraki dénemde dahil edilecek BIST 30
Enerjisa Enerji A.S.

Siirdiirebilirlik Endeksinden bir sonraki dénemde ¢ikarilacak BIST 30 firmalari

Pegasus Hava Tagimaciligi A.S.

Caligma kapsaminda 1 Mart 2020-17 Mart 2020 dénemi incelenmigtir. Ekonomik ted-
bir paketinin agiklanmasinin yaratti: etkiler ile gézlemlenmesi amaglanan degiskenlerin
ortugen etkilerden arindirilmasi i¢in ¢aligma periyodu ilk ekonomik tedbir paketinin agik-
landigr 18 Mart 2020 tarihine kadar ki dénemi ile sinirlandirilmigtir. Bu kapsamda ilk
vakanin (10 Mart 2020), ilk tedbirlerin — okullarin kapatilmasi, futbol maglarinin erte-

lenmesi — (12 Mart 2020) ve ilk 6liimiin (17 Mart 2020) agiklandigi kritik tarihler caligma
kapsaminda incelenmistir (Keles, 2020).
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3.2. Yontem

Ilgili etkilerin test edilmesi icin olay calismasi yénteminden yararlanilmistir. Bu yontem
Fama (1970)'nin etkin piyasa hipotezine dayanmaktadir. Buna gore bir pay senedinin fi-
yatt kamuya acik bilgileri aninda yansitmakta, bu da bilgi etkisinin test edilmesine imkén
vermekte, ayrica pay senedinin fiyatini etkileyen faktorleri belirlemeye olanak saglamakta-
dir. Anormal getiri, ger¢eklesen ile beklenen pay getirileri arasindaki fark olarak hesaplan-
maktadir. Bu ¢aligmada piyasa modeli literatiire dayanarak asagidaki gibi tahmin edilmis-
tir (MacKinlay, 1997)%

Riy = a; + BiRp; + €t Piyasa Modeli

Ry ve R, strastyla i firmasinin t giintindeki getirisi ile degere gore agirliklandirilmig bir
piyasa endeksinin t giintindeki getirisini gostermektedir. Beklenen pay getirilerini tahmin
etmek i¢in 60 ge¢mis islem giinii (-70. giinden -11. giine kadar) tahmin periyodu olarak
kullanilmigtir (Capelle-Blancard & Petit, 2019). a; ve f; tahminleri elde edildikten sonra
beklenen normal getiriler hesaplanmigtir. En sonunda da olay penceresi boyunca gergekle-

sen getiri ile beklenen getiri farki anormal getiri olarak hesaplanmistir.

AR;; = Ry — (a, + észt) Anormal Getiri

T, <1, <1, <T, esitligini saglayan ¢, giiniinden giiniine kadar olan Kiimiilatif Anormal

Getiri (KAG; Cumulative Abnormal Return, CAR) agagidaki gibi tanimlanmakeadir:
CAR;(t1,73) =X{2, ARy Kiimiilatif Anormal Getiri

ve Trden ye kadar olan zaman periyoduna da genellikle is KAG penceresi yada KAG peri-

yodu ad1 verilmektedir.

2 Calismada olay ¢aligsmast literatiirli ile uyumlu olarak gergeklesen getirileri temsilen logaritmik getiriler kullanilmistir (i pay senedinin ¢
giinil fiyatinin dogal logaritmasi ile #-/ gliniindeki fiyatinin dogal logaritmasi arasindaki fark, In (%) Bununla birlikte sonuglarm direng-

liligi igin normal getiri (bir dnceki giine gore fiyat degisim yiizdesi) ile de benzer sonug elde edilmistir.
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Caligmada pandeminin ortaya ¢ikis dénemi i¢in anormal ve kiimiilatif anormal getiriler
hesaplanmugtir. Pencerelerin anlamliligr parametrik ve nonparametrik testler araciligiyla
da test edilmigtir. Parametrik testlerden t-testi, BW t-testleri (Brown & Warner, 1980,
1985) ve Patell z testi (Patell, 1976) istatistikleri; parametrik olmayan testlerden ise Rank
z testi (Corrado, 1989) istatistikleri kullanilmigtir.

4. Aragtirma Bulgular:

Aragtirma kapsaminda yer alan firmalarin 2-17 Mart 2020 tarihleri arasinda gtinlitk anor-
mal getirilerinin analizi yapilmustir. Grafik 1’teki gibi BIST Siirdiirebilirlik Endeksinde
yer alan firmalar ile yer almayan firmalarin ortalama anormal getirileri ile kiimiilatif anor-
mal getirileri kargilagtirilmakeadir. Panel A'da giinlitk ortalama anormal getirilerin endeks-
te yer alan firmalarda yer almayanlara gére daha az oynak oldugu gériilmektedir. Ornegin
endeks firmalar1 %-2,18-%3,81 arasinda anormal getirilere sahipken, endekste yer alma-
yanlarin anormal getirilerinin ise %-7,18-%6.51 arasinda dalgalandig: tespit edilmistir.
Kisa bir siire diginda genelde bu iki grubun piyasa tepkilerinde farkli davrandigr da dikkat
cekmekeedir.

Panel A: Ortalama Anormal Getiriler
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Panel B: Ortalama Kimiilatif Anormal Getiriler
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Grafik 1: Anormal Getiriler

Panel B'de ise bu iki grupta yer alan firmalarin Mart ay1 bagindan baglayarak mali tedbir
paketine kadar olan stiredeki kiimiilatif anormal getirileri yer almaktadir. Mart bagin-
da farkls olsa da paralel olan piyasa tepkisi ikinci hafta ile birlikte ayrigmaya baglamigtir.
Ozellikle ilk vaka ve ilk 6liim haberleri sonrasinda iki grup arasindaki farkin en fazla
oldugu goriilmektedir. Krizin tilkemizde ortaya ¢ikugi donemde endekse dahil olan fir-
malarin ortalama kiimiilatif anormal getirisi %11,03 iken dahil olmayan grup firmalar
icin ortalama-%26,65 olarak gerceklesmistir. BIST30 firmalarinin tamami igin negatif
kiimiilatif anormal getiri (-%4,48) tespit edildigi disiiniildiigiinde endeks firmalarinin
daha iyi performans sergiledigi gortilmektedir. Bu durum siirdiirebilirlik performansinin
sonuglarindan biri olan endekste yer almanin krizin tilkemizde ortaya ¢iktigi donemde

ilgili firmalar i¢in koruyucu rol oynadig: seklinde yorumlanabilir.
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Tablo 2: Sirdiirebilirlik Performansi ve Pay Piyasasi Tepkisi

Siirdiirebilirlik En-

OAG BW 1980 |[BW 1985 | tist. Patell z Rank z
deksi
Panel A: 11k Covid-19 vakas1 — 10.03.2020
Dabhil Olanlar 0,009 2.668%** 1.854%* 2.097%* | 3.042%** 1.813%*
Dahil Olmayanlar -0,042 | -4.894*** | -4.018*** | -3.364** |-4.601*** |-2.520%*
Panel B: ilk kapsamli tedbirler — 12.03.2020
Dahil Olanlar -0.007 | -1.945%* -1.351 -0.823 -1.568 -0.278
Dahil Olmayanlar -0.024 | -2.767*** | -2.272%* -1.269 -2.396** -1.810%*
Panel C: ilk Covid-19 kaynakli 8liim — 17.03.2020
Dahil Olanlar 0,000 -0.093 -0.064 -0.037 0.149 0.778
Dahil Olmayanlar -0.019 | -2.224%** -1.826%* -1.44 -1.934%* -1.156

Ak Kk

,** ve *** istatistiki agidan sirastyla %10, %5 ve %1 anlamlilik diizeylerini gostermekeedir.

Tablo 2'de ise Covid-19 krizinin tilkemizde ortaya ¢iktigi donemin toplum ve piyasalar
i¢in baz1 6nemli tarihlerdeki piyasa tepkisini gostermektedir. Anormal getirilerin anlamli-
ligin1 test etmek igin de gegsitli test istatistikleri kullanilmigtir. Caligmada 6nceki aragtirma-

larda da kullanilan parametrik ve parametrik olmayan testlerden yararlanilmigtir.

Panel A’daki bulgulara gore siirdiirebilirlik performanst yiiksek firmalarin ilk vaka acik-
lamast sonrasinda istatistiki olarak % 5 diizeyinde anlamli hafif pozitif bir tepki (ort.
KAG=%0,9, Patell z test ist.=2,097) goriiliirken, diisitk performansli grup icin %1 anlam-
lilik diizeyinde giiclii negatif tepki (ort. KAG=-%4,2, Patell z test ist.=-4,661). Ik kap-
saml1 sosyal tedbirlerin alinma duyurusu sonrasinda (Panel B) siirdiirebilirlik performansi
yitksek firmalarin kayiplart sinirlidir (ort. KAG=%0,7, Patell z test ist.=-1,568, BW 1980
test ist.=-1.945).. Buna kargin siirdiirebilirlik performans: diigitk grup icin %5 diizeyin-
de anlamli ve negatif ortalama kiimiilatif anormal getiriler tespit edilmigtir (ort. KAG=-
%2,4, Patell z test ist.= -2.396). Panel C ise Covid-19 pandemisinde iilkemizdeki ilk resmi
olim haberi sonrasinda yatrimeilarin tepkisini gostermektedir. Bu tarihteki tepkiler de

onceki iki tarihle benzerdir. Stirdirebilirlik endeks firmalari belirgin bir kayip yasamaz-
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ken, digitk performansli diger firmalarin kiimiilatif anormal getirileri negatif ve istatistiki

olarak %10 diizeyinde anlamlidir (ort. KAG=-%1.9, Patell z test ist.=-1.934).

Ozetle, Covid-19 pandemisinin iilkemizdeki ilk ddneminde siirdiirebilirlik performans
yiksek firma paylarinin kriz donemi getirilerinin daha yiiksek oldugu goriilmektir. Bu
bulgular, (i) firmalarin sosyal sermaye yatirimlarinin kriz dsneminde yatirimeilarin bu fir-
malara digerlerine gore daha fazla giiven duymasina yol agtig1 (Lins et al., 2017) ve sigorta
benzeri bir koruyuculuk sagladigi (Godfrey et al., 2009); (ii) yatirimcilarin sosyal sorumlu
uygulamalara sahip ve stirdiirebilirlik performansi yiiksek olan firmalara kargt yiiksek sa-
dakatli oldugu ve bunun arttigina (Albuquerque et al., 2020; Heinkel, Kraus, & Zechner,
2001; Pastor & Vorsatz, 2020) yonelik gortsler ile de uyumludur.

Sonug

Tum diinyada oldugu gibi iilkemizde de Covid-19 pandemisi finansal piyasalarda inanil-
maz fiyat ve iglem hacmi degisimlerine neden olmustur. Bu ¢aligmada ile Covid-19 pan-
demisinin ortaya ¢ikig doneminde firmalarin pandemi oncesindeki stirdiirebilirlik perfor-
manslarinin koruyuculugu aragtirilmigtir. Buna gére yatirimeilar ilk vaka, ilk tedbir ve ilk
olim haberlerine siirdiirebilirlik performanst ytiksek firmalar icin daha ilimli tepki vermis-
tir. Pandemi oncesinde sosyal sermayesi giiclii olmayan firmalar ise krizin bu doneminde
daha fazla olumsuz etkilenmiglerdir. Bu sonuglar ayn1 zamanda siirdiirebilirligin sosyal
sermaye olusumuna yol a¢tig1 ve bunun krizlerde sigorta benzeri koruyuculuk sagladig:

gorisleriyle uyumludur.

Bu ¢aligma siirdiirtilebilirligin kriz anlarinda koruyucu bir faktér gérevi tistlenip tistlenme-
mesinin aragtirilmasi bakimindan sosyal sorumluluk-finansal performans literatiiriine kat-
k1 sagladig: gibi, yatirimer tepkilerinin gozlemlenmesine de katki saglamaktadir. Bununla
birlikte bu aragtirma daha az sayida olan gelismekte olan iilke aragtirmalarina tilkemiz ve-
rileri kullanilarak yeni bulgular ortaya koymaktadir. Caligmanin béylece genellenebilirlik
problemine yonelik de katki saglama potansiyeline sahip olduguna inanilmaktadir. Bu an-

lamda ilgili ¢caligma hem teoriye hem de uygulamaya déniik ¢ikarimlar sunmakeadir.
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Calisma 6rneklemi pandeminin ¢ikis dénemi ve BIST30 firmalari (Siirdiirebilirlik
endeksine dahil olan ve olmayan) ile sinirlidir. Bu nedenle sonraki dénemler ve BIST 30

kapsami digindaki firmalarin dahil edilmesi gibi boyutlariyla ¢alisma genigletilebilir.

Cikar Catigmasi

Yazar herhangi bir ¢ikar catigmast olmadigini beyan eder.

Finansal Destek

Yazar bu ¢alisma icin herhangi bir finansal destek almamugtir.
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Abstract

This study examines the relationship between the financial statement audit process and
blockchains. While clients” use of blockchain technology might provide some benefits to
external auditors’ substantive testing procedures, those benefits appear very limited, and
an increase in controls testing effort is likely to offset any reduction in substantive audit
effort. This is due to blockchain technology’s inability to provide assurance regarding most
of the financial statement assertions external auditors test. The study notes that many of
the purported benefits of blockchain technology to the auditing profession, such as the
ability to test a full set of transactions and the potential for real-time auditing, existed
before the development of blockchain. Thus, while blockchain is likely to have some effect

on the auditing profession, it is hard to say to what extent that impact might be.
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Oz

Bu ¢aligma finansal tablolarin denetim prosediirii ile blokzincirler arasindaki iligkiyi in-
celemektedir. Migterilerin blokzincir teknolojileri dig denetgilerin maddi dogruluk testi
yontemlerine bazi faydalar saglayabilirken bu faydalar ¢ok sinirli kalabilir ve i¢ kontrol
testlerindeki artigla maddi dogruluk denetimlerindeki azalis dengelenebilir. Bunun sebe-
bi, blokzincir teknolojisinin dig denetgilerin test ettigi mali tablo iddialarinin ¢oguna il-
iskin giivence saglayamamasidir. Bu ¢aligma blok zinciri teknolojisinin denetim meslegine
sagladigi sdylenen, tam bir iglem setini test etme yetenegi ve ger¢ek zamanli denetim potan-
siyelinin bulunmasi gibi bazi faydalarinin ¢ogunun blok zincirinin gelistirilmesinden 6nce
de var olduguna dikkat ¢ekiyor. Bu baglamda, blokzincirin denetim meslegi tizerinde bir
mikear etkisinin olmasi ihtimal dahilinde olsa da bu etkinin ne 6l¢iide olabilecegini soyle-

mek zor.
Anahtar kelimeler: Blokzincirler, Bagimsiz Denetim, I¢ Kontroller

JEL Siniflandirmasi: M 15, M42, 033
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1. Introduction

Advancements in technology have led to fundamental changes in the way businesses
process their transactions, and report results. For instance, developments in computing
hardware and software allow firms to capture and process increasingly large sets of trans-
action-level data, in relatively less time. While this makes it easier for management access
and analyze the firm’s transactions, the lack of a tangible record of each transaction makes
its validation more difficult. Despite this challenge, the likelihood of organizations revert-
ing to the use of more hard copy transactions is remote, which in turn makes the data qual-
ity assurance of firms’ transactions, and subsequent performance disclosures, increasingly
important and challenging. Obtaining an external financial statement audit, is one-way
firms attempt to provide outsiders with assurance regarding the validity of their disclosed
transactions. At the same time auditors also face challenges stemming from changes in
technology. Auditors have to adjust their processes to account for the fact that clients’
information can be captured and stored in multiple settings and locations, exist in multi-
ple computer systems, be processed by software created by different vendors, and can be
accessed by multiple users at multiple locations (Rittenberg & Schwieger, 2001). Further,
to continue to be able to provide relevant assurance services, auditors need to adapt to

how technology alters the way their clients conduct and record their business activities.

In addition to general complexity increases in clients’ information systems, the audit pro-
cess has been affected by regulatory change and advances in auditor-developed technol-
ogies. Section 404(b) of the Sarbanes Oxley Act requires financial statement auditors to
assess their clients’ internal control procedures, which are to create, process, allow access,
and generally influence the quality of the data used in financial disclosures (United States
Congress, 2002).> While audits always included some review of internal controls, Sar-
banes-Oxley mandates auditor review and opine on the Internal Controls over Financial
Reporting (ICFR) of their external audit clients. In 2002, the SEC issued rule changes
to accelerate the filing of quarterly and annual reports, which resulted in an acceleration

of the audit completion date. Auditors, in part, used new technologies to cope with the

3 'This increased recognition of the importance of reviewing financial reporting processes has also been shown in the review of cybersecurity (Ste-

inbart, Raschke, Gal, & Dilla, 2016; 2018)
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reduced audit timeline. These included advances in electronic working paper software,
automating roll forward and leads sheet generation, expanded use of Computer Assisted
Auditing Techniques (CAATs) and development of Continuous Controls Monitoring
(CCM) systems.* Certainly, these technologies have significantly increased the reliability
of the audit process (Rittenberg & Schwieger, 2001). However, auditors still face concerns
about reviewing the quality of the increasingly large and complex sets of transaction-re-
lated data clients use to produce financial statements and disclosures. While clients” adop-
tions of some recent technologies, such as cloud computing, seem to make data quality
assessment harder for the external auditor, enterprise blockchain platforms are being per-
ceived by some as a solution to auditors’ data quality assessment issues within financial

reporting procedures.

Enterprise blockchain platform (EBP) technology has several unique qualities, some of
which might be able to address certain data quality concerns companies face with regards
to their financial reporting procedures. For instance, once a block of transactional data is
added to the blockchain, users with access to the blockchain, can readily identify any al-
terations to its block’s contents. The locking of data within a chain of blocks often referred
to as an “immutable ledger,” is a core aspect of all blockchain technologies, and ensures no
subsequent changes to details including the transaction’s values and date. While some of
the properties of blockchains provide some assurance on certain measures of data quality
there are other assertions made by management concerning their financial statements that
could also me impacted by the use of blockchains. Thus, accounting and reporting con-
cerns, such as ensuring the accuracy of a product’s historical purchase price, or the period
in which a transaction occurs, become known with certainty. The idea, that recording
transactions using an EBP can result in an immutable ledger, has led to claims that inher-
ent accounting assurances blockchain offers, will end the need for other external assurance
mechanisms, such as independent financial statement audits. Certainly, features such as
those described above and in the subsequent section, make EBP technology amenable to

address specific accounting and reporting risks. However, are they a panacea that will solve

4 While the suggestion to use software to continuously review transactions, or add in audit work is not new (Vasarhelyi & Halper, 1991) the use
of CAATs and CCM within the external audit setting has become more prevalent (Kogan, Alles, Vasarhelyi, & Wu, 2014).

I 106



TIDE Academia Research
Say1 3/ 103-140 (2021)

all accounting and reporting related assurance concerns and remove the need for external
assurance of the financial statements? If not, what financial reporting procedures and ex-
ternal audit areas, might an EBP affect or not affect? The purpose of this manuscript is to
address the changes that might ensue to the financial reporting process and to the auditing
of financial statements as a result of the adoption of EBP. Specifically, the paper will. dis-
cuss the potential effects of EBP adoption on the quality of companies’ transactional data,
and accounting processes and how this might affect external auditors” procedures, and
testing, with regards to their assessments of management’s assertions over their financial

statements.

The remainder of this paper is organized as follows. Section 2 looks at blockchains in
more detail and discusses the characteristics, which could impact companies’ data quality,
accounting procedures, and financial statement preparation. Section 3 highlights the fi-
nancial reporting process, describes management’s assertions over the firm’s financial state-
ments, and briefly discusses typical external financial statement audit procedures. Section
4 presents a set of comprehensive examples that examine how adopting a distributed trans-
action repository EBP or a smart contract EBP might affect data quality and accounting
procedures, as well as how each might affect how auditors validate managements’ asser-
tions. Section 5 discusses how EBPs might influence public accounting firms, and Section

6 presents a summary, conclusions, and implications.
2. Blockchain Technology

As the name implies, a blockchain is a series of information “blocks” that are connected.
The chaining of the blocks creates a time sequence in which order is preserved in such a
way as to make reordering of events difficult if not impossible. The core components of
cach block are a set of transactions sent by participants to the chain during a short period
of time. While other types of transactions, such as smart contracts, are being considered

for blockchains, at this time exchanges of cryptocurrencies predominate on blockchains.

Participates on the blockchain are assigned a key or wallet. Much like a traditional bank
account, the wallet contains an amount of cryptocurrency exchanged on the particular

blockchain. The wallet has a public key which is used to locate the wallet on the chain, and
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a private key which is the owner’s link to the wallet. Depending on the type of blockchain
the owner of the wallet may be anonymous.’ Each participant can add or accept transac-
tions sent to the chain, and after a transaction is included in a block each participant will
get an updated copy of the entire set of blocks. For a transaction to be added to a block,
it must be verified, and accepted by a simple majority (51%) of the chain’s participants.®
There are a couple of steps in the verification process, and the finalization of an exchange
transaction. First, the user digitally signs the transaction, indicating the recipient’s wal-
let id, includes an amount of coin that is to be exchanged on the particular chain, and
an amount of the coin to run the transaction.” Different chains exchange different types
of coin. It is envisaged that it would be easy to have exchange transactions across multi-
ple chains, and therefore transactions which have multiple types of coins or resources.
To accomplish these multiple resource exchanges, a number of issues need to be address-
es (Back, et al,, 2014). Wang & Kogan (2018) provide an example of the interaction of
sidechains where different types of coins, representing different assets, are exchanged. The
Accounting Blockchain Coalition (ABC) has also looked at different types of digital as-
sets, including asset tokens which embody a claim against the issuer, utility tokens which
allow the wallet holding them to access an application or service, payment tokens can be
used to acquire goods or services, and hybrid tokens which have some characteristics of the
others. These classifications are critical as different jurisdictions consider certain types of
digital assets as securities while others do not (Accounting Blockchain Coalition Internal
Controls Working Group, 2019). For example, the International Monetary Fund faces
the problem of determining which digital assets, particularly if it is issued by a country,
should be viewed as financial reserves (He, 2018). As a second step in the verification
process, the exchange transaction is timestamped. This timestamping preserves the order
of transactions. While timestamping of transaction is necessary to prevent double-spend-
ing, it is not sufficient. One potential threat to double spending is in fast payment imple-

mentations (Karame, Androulaki, Roeschlin, Gervais, & Capkun, 2012). Because final

5 In permissionless blockchains the owners of wallets are usually anonymous while in permissioned blockchains the parties are usually known to
other participants (Vukoli¢, 2017). However, even in permissioned blockchains there are techniques which can be used to reduce anonymity

(Meiklejohn, et al., 2016; Ron & Shamir, 2013) .

6 A blockchain is made up of nodes each of which contain a complete set of blocks. This ensures that no one node can alter either the order of the
blocks or the information on transactions without the knowledge of all other participants.

7 On the Ethereum blockchain the payment to run the transaction is called “gas”.
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verification occurs when the exchange transaction is added to a block on the blockchain,
and this may not occur for a few minutes, it is possible to use a coin in two fast payment
transactions, where multiple exchanges occur in that time frame; such as for a cup of coffee
(Karame, Androulaki, & Capkun, 2012). Another potential threat to double spending
attacks occurs when there is a fork in the blockchain; an alternative chain is introduced
at a particular block (Wirachantika, Barmawi, & Wahyudi, 2019). While, not quite the
same as a traditional double spending attack, a user can alter the order of exchanges as they
appear on the blockchain, by attaching a higher processing fee to a transaction. This fee
provides a financial incentive to the miners which will finalize the inclusion of a transac-
tion in a block. Therefore, by attaching a higher fee to one transaction an owner of a wallet
can cause one transaction to appear to have occurred prior to what was actually an earlier
transaction. Because of scalability issues with bitcoin type blockchains, the delay in propa-

gation of transactions to the other participants, can allow modification of the information

(Gervais, Ritzdorf, Karame, & Capkun, 2015).

The process of creating an immutable block of transactions is done through “mining”. Min-
ing is the process of accepting a set of transaction into a block, and propagating this new
block to all chain participants. The key to the immutability of both the blocks in the chain
and to the information contained in each block is a set of hashes. Hashing algorithms are
mathematical functions which take a string as input and produce a digital representation
(Ali Orumiehchiha, Pieprzyk, & Steinfeld, 2012; Bellaire, Jaeger, & Len, 2017; Hamer,
2002; National Institute of Standards and Technology, 2015). There are many classifica-
tions of these algorithms, but they have two essential attributes (Chi & Zhu, 2017). First,
the digital representation, the hash, should change if there are any changes to the input
string. Second, there should be few if any collisions. The first attribute implies that a hash
can provide evidence that a set of information, the string, has been altered. However, to
actually find any change depends on the length of the string; a change in a six-word sen-
tence would be easier to find than a change in a 6 trillion record database. The hash of a
set of transactions in a block should detect a change in any of the characters which make
up the contents of the block. The second attribute is a measure of the probability that two
different strings will yield the same hash; their hashes collide. This attribute is similar to

the first but has a slightly different implication. The first implies a quick test to see if a set
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of information, a string of any length, has changed. The second determines how easy it is
to change the string and keep the same hash. Regardless of the hashing algorithm there is
a non-zero probability of a collision; two different strings yield the same hash. For block-
chain implementations, changing the original transaction’s wallets to a different receiving
or sending wallet that is sending the cryptocurrency would be a significant change. The
probability of finding the exact alteration that could make such a change undetectable
used to be quite remote. However, with the advent of quantum computers this is no longer

a remote possibility (Bryanov, 2019).

For the bitcoin blockchain, the hash for a block is based on the content of the transactions
included in the block, the date, and a number called a nonce (Cryptoticker, 2019). The
transactions to be included in the block are hashed in a hierarchical tree structure called a
Merkle Tree (Merkle, 1980; USA Patent No. US4309569, 1982). The top node of the tree
contains a hash of the top branches, these branches contain the hash of the branches at the
next level, and so on with the hash of individual transactions at the lowest level. The hash
for a block on the bitcoin chain must meet certain structural constraints. Through the
process of “mining” the hash of the Merkle Tree, and the other information in the block
is converted into the block’s hash. Each blockchain can choose a particular algorithm to
arrive at a consensus on way in which this mining is to take place (Chi & Zhu, 2017;
Tan, Hu, & Wang, 2019). In the bitcoin blockchain the information in each transaction
(and so the hash at the top of the Merkle Tree) and the date are fixed, so to meet the con-
straints on the address or hash of the block the miner iterates through possible values for
the nonce until a solution is reached. The miner that solves the problem of identifying
a hash which satisfies bitcoin’s Proof-of-Work (PoW) consensus requirement receives a
set number of bitcoins in payment. It is estimated that in 2018 miners were required to
iterate through 25.0 million tera hashes per second to solve bitcoin’s PoW.* The required
computing power to find a nonce has resulted in pools of miners that collaborate on the
work provided (Sheehan, et al., 2017).

These requirements, to have an encrypted wallet, to create a hash of the information in

8 A tera hash is 1x1012 hashes. Thus, to compete for bitcoin’s mining prize requires the computing ability to iterate through 25x1012 hashes per
second (Yang, 2018).
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the block, and the mining supports a level of assurance on the integrity of the information
in a specific block. The creation of links to previous blocks preserves the temporal order
of blocks. So, the hashing of information in a block, and the linking of the blocks in a
chain preserves both some level of assurance on the integrity and the potential to ascer-
tain when transactions occurred. However, it is not necessary that the information on the
blockchain is correct. First, even if a wallet sends an exchange transaction to the chain it is
not verified immediately, and so there is a period of time between sending and confirming
the exchange. This period may not be critical unless there is some need to use the results
of an exchange in a subsequent exchange — the oil was received and the gas was produced
and subsequently delivered. While some have argued that a ledger on the blockchain can
include the accounting for both sides of the transaction (Dai & Vasarhelyi, 2017), there
are some difficulties with this approach. The blockchain is a set of transactions in “Col-
laboration Space” (International Organization for Standardization and the International
Electrotechnical Commission , 2007). The blockchain works because no single party de-
termines what a particular exchange means; one parties cash receipt is another parties cash
disbursement. In more complex transactions, forcing the blockchain to one party’s view of
the transaction, limits its applicability; one party’s raw material is another party’s finished
good. In addition, if the exchange is for a particular cryptocurrency, it is difhicult to deter-
mine whether the other side of the exchange has taken place. For instance, if an amount
of cryptocurrency is sent to a wallet with the expectation of delivery of some other asset,
such as inventory, the actual delivery is off-chain.” Therefore, for complete information in
a supply chain it would be necessary to include access to off chain sensors (Hussain, 2017).
To support audit of information on the blockchain, another issue that must be considered

is the precise timing of the exchange.

The time used for blockchain exchanges is UnixEpoch time (Epoch Converter, 2019).
This is based on seconds from a specified time (January 1, 1970 00:00:00) at Coordinat-
ed Universal Time."” As exchanges are mined into a block, the time of the block will be

different than the time the transaction was executed and may also be different than the

9 It has been suggested that the Internet of Things (IoT) can bring movement of all assets to the blockchain (Christidis & Devetsikiotis, 2016;
Dai & Vasarhelyi, 2017). This move of transactions to “collaboration space” requires a different type of contract and a view of contracted
resources as types and delivery as instances (McCarthy, Geerts, & Gal, 2021)

10 In some countries this is referred to as Greenwich Mean Time.
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time it was sent to the block. This difference could be small; however, there is a potential
issue with the time. As blockchains deal with exchanges on a global scale the block’s times
can change some recognition issues. The time assigned to an exchange could differ from
the time at the actual location of the exchange. This difference could potentially differ by
a day, two minutes before midnight versus one minute after midnight, which could make
a payment late according to the terms of a contract. Additionally, an exchange could also

be mined in a different year which would change amounts in a firm’s financial statement.

policy
Economic policy Economic Economic
Resource Event Agent

Type Type policy Type

counterpartyNegotiate

Contract State Machine

Transaction Transaction Transaction Transaction |, .. Transaction Transaction Transaction Transaction |, ..
A B C D A B c D

BlockX-1# +  #ABCD + Timestamp || BlockX# + #ABCD + Timestamp
BLOCK X Header BLOCK X+1 Header

Distributed Business Transaction Repository (Replicated, Shared, Unalterable, Anonymous Database)

Source: Adapted from The Economist (31 October 2015) and from Richard Brown (2015)

Figure 1 A Distributed Business Transaction Repository State Machine

(Source The REA Ontology, McCarthy, Geerts, and Gal 2021)

I112



TIDE Academia Research
Say1 3/ 103-140 (2021)

While smart contracts (Luu, Chu, Olickel, Saxena, & Hobor, 2016) are not currently a
pervasive part of blockchains they certainly are part of its future. A smart contract is com-
puter code containing statements which look for actions which meet conditions of an
agreed upon exchange. The processes which complete these actions are off chain and in
most cases are the result of firm’s business processes.'" Figure 1 depicts the relationship
between a firm’s information system and blockchains. Figure 1 shows a representation of
the REA classes and associations (McCarthy, Geerts, & Gal, 2021) that are related to data
in the chain’s blocks. When smart contracts are designed, there is a relationship to states
in the firm’s information system. The economic events are those that are mined into the
blocks while contracts are based on type images and indicate a control structure within
the firm. For instance, before authorizing transfer a cryptocurrency payment, the state
“received merchandise” must occur. Therefore, the firm’s information system must recog-
nize the state, and send a message to the smart contract that the state has been completed.
So, controls in the organization must include both a determination of state changes, and
authorization for the transfer messaging. The mechanics of state machines can enforce the
requisite controls over the states in the organization to execute a smart contract (Haugen,
2002; Horiuchi & McCarthy, 2011; Horiuchi & Shimizu, 2016). However, other organi-
zational controls are necessary to ensure the proper execution of the business events which
result in the addition of exchanges to the blockchain (Accounting Blockchain Coalition

Internal Controls Working Group, 2019).

This section has examined some of the features of blockchains that can ensure the integrity
of the information; once mined into the blockchain it cannot be easily changed. However,
blockchains cannot provide complete assurance of the veracity of the data; information
on the chain indicates that inventory was delivered, but this does not mean that inventory
was of the correct quantity and quality. Therefore, an audit over the financial information
contained in the chain is necessary to provide reasonable assurance of the financial state-

ments. The next section examines the audit process as it relates to the blockchain.

11 There are some events which become part of smart contract conditions, such as a date at which payment must be received or the contract
becomes void.
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3. The Financial Reporting Process and Blockchain
3.1Financial Statement Preparation

The previous section presented some of the important issues that must be considered
when a company uses blockchains to perform exchanges of resources. While blockchains
can ensure that the data has not been altered, it cannot ensure that the data matches the
information concerning the exchange of resources not actually contained in the chain.
This section looks at financial reporting and audits of this information when blockchains

keep some of the company’s information.

Figure 2 presents a high-level overview of the general financial reporting process that firms
use to generate the financial statements regulators, investors, and other outside stakehold-
ers require. In the most basic of terms, the financial reporting process consists of three
steps. First, the firm engages in and records business transactions. The firm groups and
summarized like-kind business transactions, netting the inflows and outflows within bal-
ances against one another. Finally, assigning the net transaction amounts to financial state-
ment lines. To allow for comparability of financial statements among firms, financial state-
ment line items are consolidated and presented based on regulatory guidelines.'* Firms

then close their books for the period, and the process begins anew.

12 In the United States the financial reporting guidelines are established by the Financial Accounting Standards Board. Financial reporting in
other countries is regulated by the International Accounting Standards Board.
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1. Business transactions
orrur and are recorded in a
record keeping system.

3. Financal Statements are
produced, issued, and the
company closes its book.
2. Economic transactions
are grouped and assigned
to a Financial Statement
line.

Figure 2'The Financial Reporting Process

The Financial Reporting Process

Business transactions occur during the firm’s normal course operations. They
include things such as acquiring raw materials, producing a service or product,
making sales, paying employees, and paying taxes, just to name a few. Compa-
nies typically record transactions in their order of occurrence (i.e., chronolog-
ically) in their company database. Economic transactions are then recorded as
journal entries. Each entry debits at least one account and credits at least one
account. The journal entries are transferred from their cycle-specific sub-ledgers
to the general ledger. The journal entries are sorted based on the account receiv-
ing the debt or the credit.

The general ledger accounts are summed to produce a listing of each account’s
balance, known as the trial balance. The firm records any necessary adjusting
entries, which are summed with the trial balance, to create an adjusted trial bal-
ance. The adjusted trial balance accounts are assigned to a financial statement
line item based on the firm’s chart of accounts.

The financial statement produced and made available to management and to
shareholders. The company then closes its books for the fiscal year and begins
the process anew in the subsequent fiscal year.
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A nuanced description of the financial reporting process is beyond the scope of this man-
uscript. However, a few specific details about the typical financial reporting process will
aid our subsequent discussion. First, firms can, and do, use a variety of technologies, rang-
ing from simple spreadsheets to complex Enterprise Resource Planning systems (ERP),
to record business transactions. Second, when business transactions are captured they
are assigned a unique identifier — a primary key, and then when they are converted to
accounting records they are assigned a unique journal entry number. The journal entry
number is essential as it allows users of the accounting system (e.g., firm employees and the
external auditors), to identify the specific components of each economic transaction or
event. Many aspects of an external financial statement audit rely on transaction-level data.
However, while regulators govern the presentation of financial statements and disclosures,
there are no regulations on internal record-keeping methodologies. Thus, there is no basis

for comparison of data across companies at the transaction-level.

Blockchain technologies seem the most poised to impact the creation and recording of
transactions steps in the financial reporting process that. As discussed in the prior section,
blockchain technology is conceptually broad, and its role still somewhat undefined. How-
ever, there are currently two technologies within the enterprise blockchain space that are
at the forefront; smart contracts, and disturbed transaction repositories.”> While both use
the same basic blockchain concepts, and there is some overlap between them, their prima-
ry focuses differ. A detailed discussion of similarities and differences of these technologies,
as well as the companies, platforms, features, and programming languages used to develop
specific blockchain technologies, is beyond the scope of this paper.'* However, it is neces-
sary to touch upon both of these technologies as their role within the financial statement

audit process will be examined in the following section of this paper.

One of the many players in the smart contract space is Ethereum, which is an open-source

distributed public blockchain network." It allows for the building of decentralized appli-

13 Blockchains have sometimes been referred to as distributed transaction repository, however, a better term is the distributed transaction reposi-
tory as this indicates a record of transactions as opposed to a record of accounting entries (International Organization for Standardization and
the International Electrotechnical Commission, 2019)

14 For more information on these topics as well as academic articles regarding these topics please see: Dai, J., & Vasarhelyi, M. A. (2017).

15 Other smart contract firms include EOS, Cardano, and RSK..
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cations (DAPP), which can incorporate smart contract functionality. One such example
of a smart contract DAPP built on Ethereum is Quorum, which was developed by J.P.
Morgan. Quorum allows for high speed and high throughput processing of private trans-
actions among a group of known, and allowed participants; this is an example of a per-
missioned blockchain. A noted advantage of Quorum is the use of partial state databases,
which creates a network that is partly public and partly private. When the conditions
trigger the execution of a contract, the transaction recorded within the blockchain will be
hashed and available to anyone with permission to view the block. However, the specific
details of the transactions will be encrypted and visible only to users who receive a decryp-

tion key from the transaction manager.

In the distributed transaction repository space several companies are working with the
Linux Foundation’s opensource Hyperledger project. ' Hyperledger is neither a tool nor a
platform like Ethereum, but rather an umbrella strategy with multiple platforms for devel-
oping enterprise solutions. Whereas the focus of smart contracts, at least for the moment,
is primarily on financial and insurance industries, Hyperledger’s focus is on allowing firms
to personalize blockchains to address the specific needs of their firm. Hyperledger block-
chains are private and permissioned networks that can allow for smart contract transac-
tions (known as chain code) to occur. Channels within Hyperledeger, provide a private
a subnet of communication and allow transactions between premised members, that are

accessible only to permissioned network members.

The ultimate role that blockchain technology might play in the financial reporting process
is still unknown. However, based on the current iteration of the technology, it appears that
the most significant role is likely to be on recording and storing transactions. At its core,
the current blockchain technology is a shared data warchouse, the contents of which are
verifiable by any member with access to the chain. The fact that multiple members of a
chain have a copy of the transactional history makes it difhicult, if not impossible, for firms
or individuals to change or alter past transactions without the other members of the chain

knowing. Distributed transaction repositories’ potential to generate immutable records of

16  Key member firms of Hyperledege include IBM, SAP, Intel, Oracle, and Microsoft. For a full list of Hyperledge members see https://www.
hyperledger.org/members.
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transactions will create a single shared record of transactions. Under traditional systems
both parties would create a record of an exchange transaction, but under a distributed
transaction repository only one record is needed. Therefore, each party has a record of
the transaction that can be used in the production of their financial statements. Smart
contracts can reduce human intervention in the recognition of the terms of exchanges. To-
gether these technologies will likely influence not only the production of financial state-

ments, but also the process of providing financial statement assurance.
4. Independent Financial Statements Assurance
4.1. Financial Statement Audit Process

The term audit refers to inspection or examination performed by someone other than the
preparer or performer. More specific to this setting Rittenberg and Schweiger’s (2001, p.
13), definition of an audit as a, “...systematic process of objectively obtaining and evaluat-
ing evidence regarding assertions about economic actions and events ...” Accounting stan-
dards, such as US GAAP and IFRS, represent the established criteria to which auditors
are to compare the financial statements. While the framework issued by the Committee
of Sponsoring Organizations of the Treadway Commission (COSO) (2013), provides the

criteria for testing the internal controls over financial reporting (ICFR).

The external auditor is typically engaged to assess three aspects of the auditee’s financial
reporting process. First, did the auditee follow the accounting standards when record-
ing their business activities? Subsequent to the passage of the Sarbanes-Oxley legislation
(United States Congress, 2002) a second assessment includes an evaluation of the effec-
tiveness of ICFR. Third, are the amounts reported within the auditee’s financial state-
ments materially correct? During an audit, the external audit team performs procedures to
obtain evidence allowing them to form an opinion on the reasonableness of the auditee’s
claim that the financial statements are materially accurate and ICFR are effective.”” The
auditor then issues a report expressing their opinion on the financial statements and effec-

tiveness of the ICFR. Figure 3 presents a summarized overview of the financial statement

auditing process.

17 While their discussion in detail is beyond the scope of this paper, two keys aspects of a financial statement audit are independence, and mate-
riality. Generally, independence in this setting means, not both not having a financial interest in an audit client, as well as maintaining an ap-
pearance of independence from the client’s management. Materiality refers to the fact that auditors are to provide “reasonable” not “absolute”
assurance regarding the accuracy of the financial statements.
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Audit client produces
financial statements.

(See Figure 2)

Client files audited
financial statements
with regulator and
issues them to the
public

Client management
offers assertions on
financial statement

(See Table 1)

Indepenent auditor
assess evidence,
forms opinion, and
reports on valadity
of financial
statement assertion

Independent auditor
obtains evidence
regarding valadity of

managements assertions

(See Table 2)

Figure 3 Life Cycle of a Financial Statement Audit

Note: The above diagram outlines the general lifecycle of the annual financial statement audit. The
process begins with the client engaging in and recording business activities. The business activities are
summarized to form the client’s financial statements. The client makes assertions about the financial
statements, and the external auditor performs audit tests to obtain evidence regarding the validity of
those assertions. Based on the results of the audit tests, the external auditor forms an opinion about the
degree to which the financial statements conform to reporting standards (e.g., US. GAAP, IFRS, or
any local standards) and issue an audit report presenting the auditor’s opinion. The client includes the

auditor’s report when filing their financial statements with the appropriate regulatory body.
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The use of blockchains can impact this process in a few ways. First, some of the events
which are related to the financial statements may now be executed by smart contracts.
Thus, the code actually plays a role in recording of economic transactions. This means that
the auditor must have a way to inspect the smart contract’s code, to have assurance that
the terms of the contract are appropriate, and then perform relevant tests to verify the
contract executes (and creates the requisite transactions) as designed. As some of the firm’s
assets are contained in a blockchain wallet, the auditor must confirm that controls over
the access to the wallet are sufficient (Accounting Blockchain Coalition Internal Controls
Working Group, 2019).

4.2 Management Assertions

When a company issues financial statements, its management explicitly or implicitly makes
assertions (i.c., claims) regarding the financial statement’s adherence to accounting stan-
dards, the operating effectiveness of the ICFR, and the accuracy of the values reported. It
is the auditor’s job to perform procedures so they can assess the validity of management’s
assertions. In many ways, management’s assertions are technology agnostic, as it does not
matter if the firm records its transactions using paper and pencil, a spreadsheet, or an ERP.
Regardless of the mechanism by which firms store their transactional data, they must pro-
cess and present the data following reporting criteria. While a client’s choice in technology
might influence the tools an auditor uses to assess the validity of management’s assertions,

the technology cannot replace the need to perform the procedures. Table 1, presents man-
agement’s assertions as defined by both the PCAOB and the AICPA."®

18  As this manuscript focuses on the external financial statement audits required by the SEC for publicly traded firms our discussion centers
on the PCAOB’s defined management assertions. However, due to the significant similarities between PCABO and AICPA assertions, the
conclusion drawn can be applied to both sets of assertions.
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Table 1 Management’s Financial Statement Assertions

Panel A: PCAOB Financial Statement Assertions - per Auditing Standard 1105.11

= Existence or occurrence—Assets or liabilities of the company exist at a given

date, and recorded transactions have occurred during a given period.
»  Completeness—All transactions and accounts that should be presented in the

financial statements are so included.
= Jaluation or allocation—Asset, liability, equity, revenue, and expense compo-

nents have been included in the financial statements at appropriate amounts.
= Rights and obligations—The company, holds or controls rights to the assets, and

liabilities are obligations of the company at a given date.
»  Presentation and disclosure—The components of the financial statements are

properly classified, described, and disclosed.

Panel B: AICPA Financial Statement Assertions - per AU §326.15

Note: This table presents management’s assertions regarding the company’s financial statements as de-
fined by the PCAOB and the AICPA. Please see https://pcaobus.org/Standards/ Auditing/Pages/de-
fault.aspx and https://www.aicpa.org/research/standards/auditattest/sas.html, for the complete set of
PCAOB and AICPA auditing standards, respectively.

Certainly, the state of enterprise blockchain technology within the financial reporting
and financial statement auditing arenas is not very mature. Firms can choose among the
various enterprise blockchain technologies to pursue, and to what degree they want to
incorporate that technology into their financial reporting process. Different levels of im-
plementation and adoption of differing blockchain technologies will impact the way in
which transaction data is capture and maintained by the firm’s information system. How-
ever, as noted above, smart contracts and distributed transaction repositories are currently

at the forefront of enterprise blockchain solutions. Within the realm of those two block-
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chain technologies, the aspects of the financial reporting process whose change is likely to
be affected the most are the quality and storage of clients’ data and the clients’ accounting
processes. Despite the level of implementation of these technologies, auditors still have
a set of evidence gathering procedures as outlined in Table 2. These procedures are tech-
nology independent and therefore it is critical to consider how blockchains might impact
evidence gathering. As a result, in the following pages, we provide a set of comprehensive
examples that examine the potential impact on the external audit of changes to clients’
data quality and accounting procedures in relation to clients’ adopting distributed trans-

action repositories, or smart contract blockchain technologies.
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Table 2 Audit Evidence Gathering Procedures per PCAOB AS 1105

AS 1105 |Evidence
paragraph | Type Description

A5 Inspection | Inspection involves examining records or documents,
whether internal or external, in paper form, electronic
form, or other media, or physically examining an asset.
Inspection of records and documents provides audit
evidence of varying degrees of reliability, depending
on their nature and source and, in the case of internal
records and documents, on the effectiveness of the
controls over their production. An example of inspec-
tion used as a test of controls 1s inspecting records for

evidence of authorization.

16 Observation | Observation consists of looking at a process or pro-
cedure being performed by others, e.g., the auditor’s
observation of inventory counting by the company’s
personnel or the performance of control activities.
Observation can provide audit evidence about the per-
formance of a process or procedure, but the evidence

1s limited to the point in time at which the observation
takes place and also is limited by the fact that the act of

being observed may affect how the process or proce-

dure is performed.
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A7 Inquiry Inquiry consists of seeking information from knowl-
edgeable persons in financial or nonfinancial roles
within the company or outside the company. Inquiry
may be performed throughout the audit in addition to
other audit procedures. Inquiries may range from for-
mal written inquiries to informal oral inquiries. Eval-
uating responses to inquiries is an integral part of the
inquiry process. Note: Inquiry of company personnel,
by itself, does not provide sufficient audit evidence to
reduce audit risk to an appropriately low level for a
relevant assertion or to support a conclusion about the

effectiveness of a control.

A8 Confirma- | A confirmation response represents a particular form
tion of audit evidence obtained by the auditor from a third

party in accordance with PCAOB standards.

19 Recalcula- | Recalculation consists of checking the mathematical
tion accuracy of documents or records. Recalculation may

be performed manually or electronically.

21 Analytical | Analytical procedures consist of evaluations of finan-
Procedures | cial information made by a study of plausible rela-
tionships among both financial and nonfinancial data.
Analytical procedures also encompass the investigation

of significant differences from expected amounts.

Note: The table describes specific audit procedures per AS 1105 of the PCAOB’s auditing standards.
The purpose of an audit procedure can be a risk assessment procedure, a test of controls, or a substantive
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third column outlines why the enterprise blockchain technology (a distributed transac-
tion repository in Table 3, a smart contract in Table 4) might provide validity to the fi-
nancial statement assertion(s). The fourth column outlines why the enterprise blockchain
technology (a distributed transaction repository in Table 3, a smart contract in Table 4),
might not provide validity to the financial statement assertion(s). The final column pres-
ents what, if anything, the procedure from Table 2 auditor might consider doing to gain

sufficient validation of management’s particular financial statement assertion(s).

For the sake of simplicity, we provide a short description of the assertion here. Howev-
er, we refrain from reporting the fictious financial statement values, or how blockchain
technology might or might not validate the assertion, as well as from describing what

additional procedures the auditor might perform, as that information is contained below

within Tables 3 and 4.

As shown in the first column, the first set of assertions shown in each panel of Tables 3
and 4 is that of existence or occurrence. The existence assertion, is primarily applicable
to balance sheet line items, and relates to whether the assets or liabilities claimed by the
company, via its financial statements, exist as of the financial statement date. Occurrence
is the counter-part of existence and deals with the validity that the recorded transactions
included in the financial statements, truly represent the events that occurred during a giv-
en period and is primarily applicable to the income statement. For exchanges captured in
DTR the information about the exchange is immutable, it cannot be changed, and there-
fore there is a high level of assurance in the occurrence of the transaction. For transactions
coded in smart contracts, there is also a high level of assurance on the existence of exchang-
es. Thus, both block chain technologies provide a high level of assurance on the existence

Or occurrence assertation.

The second row of the first column of both panels of Tables 3 and 4 contains the com-
pleteness management assertion. The completeness assertion addresses whether all of the
transactions that should be included and represented within the financial statements are,
and that only the transactions which should be include have been. Both technologies,

distributed transaction repository and smart contracts, provide assurance for this asser-

125'



TIDE Academia Research
Say1 3/ 103-140 (2021)

tion. However, the auditor would need to verify the controls over DTR while with smart

contracts the auditor would need to reconcile the transaction activity.

The third row of the first column of both panels of Tables 3 and 4 contains the rights and
obligations financial statement assertion within our example. This assertion indicates that
the company holds or controls the rights to the assets and is responsible for the liabilities
and other obligations, as indicated on the financial statement, as of the financial statement
date. With each of these technologies the information is cannot be changed without a
significant effort, which probably cannot occur in a timely fashion. Therefore, each of the

technologies provides a high level of assurance that this assertion is supported.

The fourth row of the first column of both panels of Tables 3 and 4 contains the manage-
ment assertions of valuation or allocation. This assertion relates to whether the financial
statements report asset, liability, equity, revenue, and expense components at their ap-
propriate amounts. This might include the recording of valuation adjustments to present
assets at their fair or net realizable values. This assertion is problematic for each of the
technologies. In each case there are actions which are outside of the blockchain that have
a significant impact on valuation. For example, if a transaction represents an exchange
with an outside supplier for inventory, with the result in a payable, the auditor must still
perform additional procedures to verify that the inventory was received and that it has the
appropriate value. This implies that blockchain technologies do not replace the need to

observe physical inventories.

The fifth and final row of the first column of both panels of Tables 3 and 4 contains the
management assertion of presentation and disclosure. As the term suggests, this assertion
relates to whether the components of the financial statements are correctly classified, de-
scribed, and disclosed. It also includes making sure that the financial statements include all
of the required disclosures and the accompanying footnotes. Unfortunately, neither of the
blockchain technologies can be relied upon for proper presentation. An auditor must rely

on other controls to ensure that information is presented correctly.
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Table 3 Panel A
Fun Toys, Inc. Example

Enterprise Blockchain Technology Type: Distributed transaction repository Financial

Data Quality

Reporting Process
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Panel B

Enterprise Blockchain Technology Type: Distributed transaction repository

The aspect of the Financial Reporting Process: Accounting Procedures

Assertion

How an Enterprise Blockchain Distributed
transaction repository might not validate the

assertion?

What additional procedures might the

auditor consider?

Existence or

Occurrence

Despite Fun Toys’ ability to auto-order and make
and receive payments via a DTR-EBP, their au-
ditor will still need to perform validation testing
to ensure that the items Fun Toys paid for were
the actual items that were received. Further, the
auditor will need to review the relevant policies to
understand and test which transactions should be

occurring within the DTR-EBP.

After understanding which transac-
tions, the DTR-EBP should be pro-
cessing, the auditor needs to test both
the DTR-EPB controls and its activity.
The controls testing is to ensure that
authorized activity is occurring. The
activity testing is to assess if account-

ing policies are being followed.

Completeness

While the use of a DTR-EBP might be able to
ensure that all of the transactions within the DTR-
EBP are represented in the F/S, it cannot ensure
that Fun Toys has engaged in all required trans-
actions. Thus, the auditor will need to ensure that
any required transactions have taken place within

the proper period.

The auditor of Fun Toys will need

to review and be familiar with all
relevant accounting and regulatory
policies. The auditor will then need to
review the transactions of Fun Toys
either within or outside of the DTR-
EBP to ensure that all necessary trans-

actions, have occurred.
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What additional procedures might

Assertion the auditor consider?
The auditor will need to test the
details of all transactions occurring
outside the DTR-EBP to ensure they
Rights and are accurately reflected within the
Obligations F/S. The auditor will also need to

test if the DTR-EBP activity is in
accordance with Fun Toys accounting

policies

Valuation or

Allocation

The auditor will need to gain a de-
tailed understanding of key valuation
policies (e.g., allowance for bad
debts, fixed asset depreciation). The
auditor will need to test the activity
around these items, to ensure account-

ing policies are being followed.

Presentation and

Disclosure

The auditor will need to test the F/S

to ensure reporting requirements are

being followed.
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6. Conclusion

Since its introduction in 2008, the concept of blockchain technology has undergone rapid
advances. This has led to an expansion of the technology from the world of crypto-cur-
rencies into mainstream applications, such as smart contracts and distributed transaction
repositories. While the processing of data via blockchain technology is typically automat-
ed, the quality and accuracy of the recorded transactions remain limited to the accuracy
and correctness of the transaction parameters established within the blockchain source
code. The use of blockchain technology might reduce the potential for error due to human
intervention during the processing phase of the accounting cycle. However, this reduction
in risk will be offset by an increase in the risk of error within the transaction processing

source code of any blockchain tool.

The identification of this transfer of risk is important, as it highlights the continued ne-
cessity for external assurance of firms’ financial reports even within the realm of block-
chain-based accounting systems. While the recording of activity via a blockchain might
occur outside the control of the management, the ability to provide accurate and reliable
data to external stakeholders is reliant on the processes and procedures put in place by
management. Thus, while the adoption of blockchain might alter the manner in which an
independent accountant obtains assurance over a client’s financial statements, it does not

reduce or remove the need of an external assurance provider.

By using both a distributed transaction repository and smart control example, this man-
uscript presents the potential relation between blockchain technology and the external
audit process. In particular, it examines the following three questions. How might an En-
terprise Blockchain Distributed transaction repository validate the assertion? How might
a Distributed transaction repository not validate the assertion? What additional proce-
dures might the auditor consider? This manuscript presents the relationship between
management assertation concerning information contained in financial statements and
the implications that the use of blockchains have on these assertations. This manuscript
differs from studies on the effects of blockchain on accounting and auditing as it does not
co-mingle blockchain with other emerging technologies, nor does it present a prototype

of how the technology might be applied within a new accounting ecosystem. Rather
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this manuscript strips away other new technologies to focus solely on the potential rela-
tion between blockchain technologies and the external audit of the financial statements

by an independent accountant.
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