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Organizasyonlar gelecege yonelik amaglarini gergeklestirebilmek igin teknolojik yenilikleri ig
faaliyetlerine adapte etmislerdir. Bu durum metaverse teknolojisinin organizasyon politikalarinda
yer almasini saglamistir. Organizasyon politikalarina yon veren yonetim mekanizmasi, metaverse
uygulamalarim is faaliyetlerine eklemistir. YOnetimde metaverse aragtirmalarinda, literatiirde yer
alan arastirmalar incelenmistir. Analizler Web of Science (WoS) veri tabami yardimi ile
bibliyometrik analizler kullanilarak ger¢eklestirilmistir. Arastirma konusuna iligkin toplam 289
arastirmada, vurgulanan kelimelere, yazarlara, kullanilan kaynaklara ve iligkilere yer verilmistir.
Aragtirma sonucunda yonetimde metaverse arastirmalarinin teknolojik degisim ve gelisime bagl
olarak pazarlama, turizm, egitim, saglik ve endiistri gibi bircok alanla iliskili oldugu gériilmdistiir.
Aragtirma sonuglar1 metaversenin arttk bircok organizasyonun politikasina yon verebildigini
gOstermistir.

DOI: 10.59940/jismar.1394934
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Organizations have adapted technological innovations to their business activities to realize their
future goals. This has enabled metaverse technology to take place in organizational policies. The
management mechanism that directs organizational policies has added metaverse applications to
business activities. In management metaverse research, studies in the literature were examined.
Analyzes were performed using bibliometric analyses with the help of the Web of Science (WoS)
database. A total of 289 studies on the research subject included the highlighted words, authors,
sources, and relationships. As a result of the research, it has been seen that metaverse studies in
management are related to many areas such as marketing, tourism, education, health, and industry,
depending on technological change and development. Research results have shown that the
metaverse can now shape the policy of many organizations.

DOI: 10.59940/jismar.1394934

1. INTRODUCTION (GIRrIS)

The interest in technology in people has led to many
innovations to direct the activities in business life day
by day. Technological changes have also changed the
interests of individuals. In this respect, technological
innovations such as the metaverse (or virtual universe)
are among the strategic plans of many managers in

today's organizations. Managers who can adapt
Metaverse technology to their business activities will
have the ability to compete with their competitors. The
practical information that Metaverse applications will
provide in business activities provides serious
advantages to organizations. The research is aimed to
clarify metaverse research in management from the
perspective of organizations.
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From an organizational perspective, the metaverse can
be viewed as a business opportunity, not a
technological ~ problem.  Metaverse  provides
efficiency, profitability, interaction, and
communication in many business areas [l]. This
allows the metaverse to be examined at the
organizational level. Employees' work activities may
be affected by the use of the metaverse. This situation
makes it necessary for the management of the
organization to consider the metaverse applications in
their business activities.

The world of the metaverse can be both beneficial and
harmful. Just as social media has its good and bad
sides, so does the metaverse [2]. This shows that
metaverse applications in management can have
positive or negative results. In particular, the usage
area of metaverse applications affects employees and
other stakeholders (consumers, partners, society, and
others). To achieve beneficial results, metaverse
applications and the organizational system must carry
out activities together. In this respect, the metaverse in
management is a very effective system for the future
of organizations.

The metaverse is a complex global system that is
active outside of traditional or local areas. This
situation shapes the meta-universe of governance and
regulation, governments, and organizations suitable
for virtual worlds [3]. The adaptability of this system
to business activities by organizations may pose a
serious problem for some organizations. Metaverse
transformation can be difficult in organizations that do
not have sufficient facilities or infrastructure. In
organizations that carry out technology-oriented
business activities, the use of metaverse can become
more functional. In this case, organizational
possibilities become effective. Both employee and
consumer-based access opportunities affect the usage
area of metaverse applications.

How the metaverse is adapted to an organization's
overall strategy and business model is important.
Organizations can develop their metaverse repository
or invest in an established metaverse repository [4]. In
this  respect, metaverse  applications  and
organizational activities should work in coordination.
Effectively, metaverse applications contribute to the
practicality and access possibilities of the work.

In organizations, management has a say in many
decisions such as directing organizational policies,
shaping future activities, and determining the
application arecas of employees. Metaverse
applications are affected by the management
mechanism in the organization. In this context, the

research focuses on the metaverse perspective in
management.

2. THEORETICAL FRAMEWORK (TEORIK
CERCEVE)

2.1. Metaverse (Metaverse)

The metaverse, which is the next stage of internet
development, is expressed as the universe created by
the mental perceptions of individuals using virtual
reality tools without physical effort. Many people or
organizations in the world are rapidly entering the
metaverse process [6]. For example, Celik et al.
emphasized that today individuals and organizations
can use the metaverse in their business activities [31].
Additionally, Mehta et al. stated that the metaverse
facilitates people's communication with each other in
many sectors of the business world [1]. Metaverse is a
3D virtual world where many activities can be done
with augmented and virtual reality technology. The
world of the metaverse is like the real world with the
technology it uses (such as tablets, smartphones, smart
glasses, headphones, and gloves) [7]. The use of
metaverse in organizations brings innovations to the
work activities of employees. In addition, the tools
used in the workplace (such as machinery, and
equipment) are also affected by this innovation.
Technological changes bring new perspectives to the
field of activity and the future goals of many
organizations.

The features of the metaverse deliver an accessible,
affordable, usable, beautiful experience and value: it
ensures that it is used by users who are ready for
technology and are competent in technology [8]. In
terms of organizations, this can happen under the
control of management. The organizational policies
implemented by the management mechanisms affect
the application area of the employees. In this respect,
the use of metaverse in the organization is the result
of management policies.

2.2. Organizational Management (Organizasyonel

Yonetimler)

Managers in organizations must have the knowledge
and skills to apply new technologies effectively.
Organizations' adoption of technological
developments is effective for competition in the
digital age. Managers should be able to respond to the
needs of the staff and the organization as well as
improve themselves [5]. There is a great need for
human and machine collaboration in organizations,
especially in environments that carry out technology-
oriented activities. This shows the effectiveness of
metaverse applications in organizations. The ability of
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management to transfer their technological experience
to employees contributes to the implementation of
organizational policies.

Some organizations today are making strong
investments in the metaverse. Metaverse is very
important for the future of organizations. Metaverse
provides opportunities to build a business in
organizations. In addition, in the metaverse, there is
virtual reality that is not limited by natural resources
[9]. Organizations that can provide continuity in the
future are those that can adapt to technological
changes and harmonize the changes with their goals.
Organizations that can adapt quickly and securely to
metaverse change can achieve many goals sooner than
their competitors.

3. METHODOLOGY (METODOLOJI)

The research method was carried out within the
framework of metaverse research in management. In
the literature, metaverse research in management in
the WoS database has been taken into account. No
year or research-type limitations were made in the
analysis. In the research application, bibliometric
analyses were used. In the bibliometric analysis
method, the social and structural relationships of
different research components (such as subjects,
institutions, authors, and countries) can be revealed
[29]. In the research, the keyword searched in the WoS
database was "Metaverse in Management". There was
no category limitation in the research. Other
information on the research methodology is as
follows.

3.1. Bibliometric Analysis and R Program
(Bibliyometrik Analiz ve R Programi)

In bibliometric applications, one or more bibliometric
analysis or statistical software can be used for data
analysis [26]. The bibliometric analysis package is an
application written in R. R is software with an
ecosystem running in an integrated environment of
accessible books, algorithms, and graphics software
[27]. In addition, biblioshiny, which is used with this
software and has a powerful library feature, is divided
into 7 categories. The biblioshiny categories are: 1)
overview, 2) sources, 3) authors, 4) documents, 5)
conceptual structure, 6) intellectual structure, and 7)
social structure [28]. Metaverse bibliometric analyses
in management were carried out using biblioshiny
categories with the help of the R program.

Programs used in bibliometric analysis and mapping,
such as SPSS and Pajek, and graphical interpretations
of maps such as Vosviewer can be used [32]. It is
emphasized in the literature that the application of

bibliometric analyses in the R program is quite
flexible, can be quickly upgraded, and can be
integrated with other R packages. Researchers state
that R is useful in constantly changing fields such as
bibliometrics [26]. In this respect, bibliometric
analyses were applied in the research with the help of
the R program.

3.2. Basic Questions Related to the Research
Problem (4rastirma Problemine Iliskin Temel Sorular)

In the analysis, solutions were sought for the
following basic questions, taking into account the
WoS database in metaverse research in management.

What is the general information (year, source, growth
rate, number of authors, etc.) about metaverse
research in management in the literature?

What are the title, author and highlighted keywords in
metaverse research in management?

What are the trending topics in metaverse research in
management, corresponding author countries and
years?

What is the level of relationship between the concepts
emphasized in metaverse studies in management?

What is the centralization and intensity of the concepts
emphasized in metaverse studies in management?

How have the words emphasized in metaverse
research in management changed over the years?

4. ANALYSIS RESULTS (4NALIZ SONUCLARI)

Bibliometric analyzes of metaverse research in
management were carried out on 26.07.2023. The
studies in the WoS database were examined. The
general results of the analysis are given below.

Table 1. Result of metaverse research in management
(Yonetimde metaverse arastirmalari sonucu)

Main Information
Timespan Sources Documents Annual
growth rate

2009-2023 189 289 31.79%

Authors Authors of International Co-
single- co-authorship authorsh
aothored per doc

914 33 42.91% 4.02
Author’s References Document Average
keywords average age citations
per doc

1207 15524 1.23 5.093
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As a result of the analysis, it was seen that metaverse
research in management started in the WoS database
in 2009. This shows that the research topic is quite up-
to-date. It was understood that 289 studies from 189
different sources were included in the analysis.
Annual growth rates of metaverse research in
management represented a significant figure of
31.79%. This result reveals that there has been intense
demand for metaverse research in management in
recent years. As a result of the analysis, it was seen
that 914 authors researched the subject, and studies
with a single author consisted of 33 people. The rate
of international co-authors in the study was 42.91%,
and the rate of co-authors per study was 4.02. It is seen
that the authors used 1207 keywords related to the
metaverse in management and benefited from a total
of 15524 sources. The average year of metaverse
research in management is 1.23, with an average of
5,093 citations per research.

4.1. Metaverse Research in Management Annual
Scientific Production Amount (Ysnetimde Metaverse
Arastirmalart Yillik Bilimsel Uretim Miktart)

The annual scientific production amounts of
metaverse research in management are given in the
figure below.

_ Annual Scientific Production

/

(ﬁ

Figure 1. Metaverse in management, annual amount
of scientific production

(Yonetimde metaverse yillik bilimsel iiretim miktari)

As a result of the analysis, it is observed that
metaverse research in management followed a
horizontal course between 2009 and 2021. The results
of the analysis show that metaverse research in
management has increased significantly, especially
after 2021. This situation reveals that metaverse
research in management may have a more intense
research network in the future.

4.2. Metaverse in Management Title, Author and
Keyword Matching (Yénetimde Metaverse Baslik, Yazar ve
Anahtar Kelime Eslesmesi)

The concepts emphasized by the authors in the
metaverse research in management, the authors

conducting research on the subject and the keywords
used in general are stated below.

Figure 2. Metaverse research in management title,
author and keyword matching

(Yonetimde metaverse aragtirmalar: baslik, yazar ve anahtar
kelime eglesmesi)

As a result of the analysis, in the title part of the
authors' research: it has been observed that they
mainly use the words method, management, digital,
metaverse, based, system, smart, social, future, model,
framework, marketing, augmented, reality, research,
tourism, information, learning, study and virtual.
Authors who carry out metaverse research in
management: Dwivedi YK., Buhalis D., Rauschnabel
PA., Wang FY., Wang Y., Kim J., Niyato D., Liu Z.,
Chen Y., Demian P., Deveci M., Tan TM, LiJ.,Li Y.,
Wang J., Pamucar D., Wang X., Cheng X., QinR., and
Huang X. keywords used by the authors in metaverse
research in management are: metaverse, augmented
reality, extended reality, blockchain, second life,
bibliometric, management, 0, avatars, education,
artificial intelligence, digital twin, mixed reality,
virtual, virtual worlds, learning and reality.

4.3. Metaverse in Management, Corresponding
Author Countries (Yonetimde Metaverse Sorumlu Yazar
Ulkeleri)

Corresponding Author's Countries
Countries
e —

aaaaaaaaaaa

ﬁ

Figure 3. Metaverse studies in management,

responsible author countries
(Yonetimde metaverse arastirmalart sorumlu yazar iilkeleri)

As a result of the analysis, the authors who carry out
intensive research on the metaverse in management:
are listed as China, Korea, USA, Italy, United
Kingdom, Germany, Spain, India, Australia, Canada,
Finland, Malaysia, Brazil, Japan, Indonesia, Iran,
Israel, Norway, and Ireland. These results showed
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that, in general, in developed and developing
countries, a great deal of importance is given to
metaverse research in management. Studies
addressing Turkey on the subject were not included in
the list. This situation shows that there is a great need
for metaverse research in management for Turkey.

4.4. The Most Emphasized Words by the Authors
in Metaverse Studies in Management (Yonetimde
Metaverse Arastirmalarinda Yazarlarin En Fazla Vurguladig
Kelimeler)

In the research, the most emphasized keywords by the
authors in metaverse research in management are
included. The relevant results are as follows.

metaverse
172

31%

Figure 4. Keywords highlighted by authors in

metaverse studies in management
(Yonetimde metaverse arastirmalart yazarlarin vurguladigi
anahtar kelimeler)

The most emphasized words by the authors in
metaverse research in management: metaverse, virtual
reality, blockchain, augmented reality, extended
reality, artificial intelligence, learning, virtual, O,
second life, management, avatars, bibliometric, mixed
reality, reality, education, virtual worlds, blockchains,
nft, privacy, security, visualization , bibliometric
analysis, tourism, virtual reality, virtual world, covid-
19, marketing, review, sustainability, analysis, big
data, hospitality, digital, healthcare, industry,
metaverse tourism, industry 4 0, metaverses,
intelligence, simulation, web3, They are listed as iot,
social, 6g and accounting. In addition to the metaverse
being related to management, the results reached have
relations with many different fields such as virtual
realities, artificial intelligence, education, tourism,
marketing, sustainability, health, industry, and social
environments.

4.5. Trend Topics and Years in Metaverse Studies
in Management (Yonetimde Metaverse Arastirmalarmnda
Trend Konular ve Yillari)

Trending concepts in metaverse in management and
the years they were trending are given below.

Trend Topics

Figure 5. Trend topics and years of metaverse

research in management
(Yonetimde metaverse arastirmalart trend konular ve yillari)

As a result of the analysis, it was observed that the
years in which the metaverse concepts in management
were trending generally belonged to the years 2022
and 2023. Trending concepts in metaverse research in
management in 2022-2023: metaverse, blockchain,
augmented reality, virtual reality, artificial
intelligence. In the analysis, it has been observed that
the concept of learning is a trend in 2022.

4.6. Keyword Relationships Emphasized in
Metaverse Studies in Management (Yonetimde

Metaverse Arastirmalarinda Vurgulanan Anahtar Kelime Iliskileri)

The co-associations (relationships) of the words
emphasized in metaverse research in management are
given below. The colors and thicknesses of the lines
in the figure reveal the ratio and strength of the
relationships.

metaverse
L

Figure 6. Keyword relationships highlighted in

metaverse research in management
(Yonetimde metaverse arastirmalar: vurgulanan anahtar kelime
liskileri)

As a result of the analysis, it is understood that the
metaverse has the strongest relationships with the
words virtual reality, augmented reality, and
blockchain. Considering the relationships between the
lines representing the same color in the research:
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virtual reality with metaverse, augmented reality,
avatars, extended reality, reality, marketing, mixed
reality, 5g mobile communication, digital twin,
bibliometric analysis, immersive technologies,
virtual, industry 4 0, web3, second life, virtual world,
virtual reality, It has been observed that digital, covid-
19, review, sustainability, learning, education,
tourism, hospitality, social, healthcare and
intelligence show strong relationships. As a result of
the analysis, it has been understood that the words
blockchains, management, nft, iot, 0, artificial
intelligence, big data, privacy, security, and virtual
worlds are related. In the analysis, it was seen that the
words building information modeling, bibliometric,
analysis, and visualization have associations together.
In the obtained results, it has been observed that the
metaverse is used quite extensively in research, and
many concepts such as the virtual world, virtual
reality, technology, industry, digitality, education,
tourism, and artificial intelligence reveal strong
relationships in metaverse research in management.

4.7. Centralization and Density of Keywords
Emphasized in Metaverse Studies in Management
(Yonetimde Metaverse Arastirmalarinda Vurgulanan Anahtar

Kelimelerin Merkezilesme ve Yogunluk Diizeyi)

In the figure, the centralization and density levels of
the keywords emphasized by the authors in metaverse
research in management are given. It has been stated
in the studies that there are different visualization
techniques in the thematic map. It is emphasized that
these strategic diagrams are classified according to
centrality and density measures. It has been stated that
the variables in the charts are enriched with
bibliometric measurements [20]. In the figure below,
the words in each group in terms of centralization and
density had strong relationships with each other. The
words in the motor themes section have a high level
of both density and centralization. The words in the
motor themes section for metaverse research in
management both reveal strong relationships and are
extensively researched in the literature. It is
understood that the centralization level of the words in
the niche themes is low and the density is high. The
level of density and centralization is low in the
disappearing or newly emerging theme. In the simple
themes section, there are words with high
centralization and low density.

elm aigorithm
cumulativéqatiapect theory
nog!

& commerce

islegEm

digital identity
self-sovereign identity metaverse
virtual reality

augmented realty

P —
mmnmm‘%mg
s )
(3)

Figure 7. The level of centralization and density of

keywords highlighted in metaverse research in

management
(Yonetimde metaverse aragtirmalar: vurgulanan anahtar
kelimelerin merkezilesme ve yogunluk diizeyi)

As a result of the analysis of metaverse studies in
management, it was observed that many words
emphasized by the authors were included in the motor
themes section. Motor themes are in the first group of
words: blockchain, artificial intelligence, virtual
worlds, blockchains, nft, privacy, security, iot, web3,
and 5g mobile communication. Both the level of
centralization and the intensity of these concepts are
high. It is seen that concepts such as blockchain,
artificial intelligence, virtual world, and mobile
communication are effective in the metaverse
relationship in management. The second set of motor
themes: is 0, bibliometric, visualization, analysis,
building information modeling, industry, design,
internet of things (iot), non-fungible token (nft), and
smart city. In the third group: the words social, cyber-
physical-social, transportation, foundation model,
organizations,  organizations  (daos), parallel
management, and transformers were included. Fourth
group: metaverse consists of the words simulation, e-
learning, immersion, behavior, emerging
Technologies, environment, learning management
system, and virtual learning. In the fifth group word
list: roads, cloud computing, networks, scene
understanding, and software. The sixth group: is
formed from the words covid-19, drivers, grounded
theory, meta, pandemic, and tourism marketing. In the
seventh group: The words companies, costs, nfts,
trust, and value creation are included. The eighth
group: consists of the words sustainability, artificial
intelligence (ai), gamification, knowledge, game,
data, data mining, experience, extended reality (xr),
and games.

In the research, the first group of the niche themes
section where the density is high and the level of
centralization is low: is cumulative prospect theory,
evaluation, intelligent teaching environment,
Pythagorean fuzzy set theory, and teaching
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importance. In the second group: the words elm
algorithm, feature, hog feature, 1bp, torsional neural
network, and traffic sign recognition are included. The
third group: blockchain technology consists of the
words cryptocurrencies and defi.

The first group of disappearing or emerging themes:
consists of the words engagement, e-commerce,
Instagram, machine, satisfaction, shopping, and
telepresence. In the second group: the words industry
4.0, digital identity, and self-sovereign identity were
included. Third group: tam, avatar, basketball
teaching, customization, enjoyment, usage intention,
and virtual space. The fourth group: consists of the
words industrial metaverse and user interaction. In the
fifth group: the word multi-criteria decision making is
included.

The first group of the simple themes section, where
the level of centralization is high and the density is
low: metaverse consists of the words virtual reality,
augmented reality, extended reality, virtual, learning,
second life, digital twin, mixed reality, and avatars. In
the second group: the words metaverse tourism and
virtual tourism were included. Third group: consists
of the words modeling and artificial systems.

4.8. Change of Keywords Emphasized in
Metaverse Studies in Management by Years
(Yonetimde Metaverse Arastirmalarinda Vurgulanan Anahtar

Kelimelerin Yillara Gore Degigimi)

2009-2022 2023-2023
Wsraivsis

bibliometric
metaverse

blockchain

definition ~—
|| digital twin; visualization:
grounded theory.
- artificial
T —— covidzis
learning

met: m bibliometric analysis

Figure 8. Change of keywords highlighted in

metaverse research in management by years
(Yonetimde metaverse aragtirmalar: vurgulanan anahtar
kelimelerin yillara gore degigimi)

As a result of the analysis of metaverse research in
management, in the years 2009-2022: it is understood
that the words analysis, bibliometric, blockchain,
definition, digital twin, metaverse, learning, e-
learning, and metaverse tourism are emphasized. In
2023, it has been observed that the word metaverse is
used extensively, and the words visualization,
grounded theory, artificial, covid-19, learning, and
bibliometric analysis are frequently emphasized. The
obtained results show that the help of bibliometric
analyzes on metaverse is frequently used in
management. In addition, it is understood that the
concept of metaverse is very popular, especially in

2023. It is observed that the metaverse in management
is used or studied by individuals in many different
fields.

4.9. Metaverse Research in Management, Global
Citation Rates (Yonetimde Metaverse Aragtirmalari,

Kiireselde Alintilanma Oranlari)

Below are the most cited sources globally in
metaverse research in management. In the analysis,
the responsible authors of the most cited sources in
management metaverse studies, the year of
publication of the work, and the information of the
journal in which it was published were included.

Most Giob! Gited Decuments

Figure 9. Metaverse research in management, global

citation counts
(Yonetimde metaverse arastirmalari, kiireselde alinti sayilari)

As a result of the analysis, it was understood that the
most cited source in metaverse research in
management is 'Dwivedi YK., 2022, International
Journal of Information Management'. The most cited
sources are 'Choi HS., 2017, International Journal of
Information Management', 'Rauschnabel PA., 2022,
Computers in Human Behavior', 'Xi N., 2023,
Information Systems Frontiers', 'Gursoy D., 2022,
Journal of Hospitality Marketing & Management',
'Rauschnabel PA., 2022, Journal of Business
Research', 'Kraus S., 2022, International Journal of
Entrepreneurial Behavior & Research', 'Wang FY.,
2022, IEEE Transactions on Intelligent Vehicles,'
Dwivedi YK., 2023, Psychology & Marketing',
'Wang FY., 2022, IEEE Transactions on
Computational Social Systems'. The results showed
that the most cited sources were generally research
published in recent years.

5. DISCUSSION (TARTISMA)

Metaverse application areas are developing day by
day and can provide many conveniences to
organizations. In  addition to  facilitating
organizational activities, it can also contribute to
advertising, information, transportation, and research
and development opportunities. In the literature, Celik
et al. [31] stated that the metaverse creates advantages



8  Ibrahim DURMUS / Bilisim Sistemleri ve Yonetim Arastirmalart Dergisi 6 (1). (2024) 01-12

for businesses, consumers, institutions, and many
areas of life. Researchers have emphasized that
organizations can communicate without limitation
with their employees, business partnerships, other
businesses, and stakeholders.

In metaverse research in management, it has been
observed that Covid-19 is among the keywords
emphasized by the authors, motor themes, and topics
researched in 2009-2022. Covid-19 has caused
changes in many applications both at the individual
and organizational levels. Organizations have tried to
integrate technology more into their business
activities in terms of remote working opportunities. In
the literature, Wisnu Buana [7] emphasized that in
covid-19, where restrictions are experienced,
individuals are more oriented to the digital world and
this situation develops the metaverse.

As a result of the analysis, it has been shown that
metaverse studies in management are studied in the
field of tourism. It was seen that tourism was very
popular in the keywords emphasized by the authors,
in the metaverse relationship network in management,
in the motor themes of tourism marketing, and in the
simple themes section of metaverse tourism in the
years 2009-2022. This situation has shown that
metaverse applications are effective in management in
the field of tourism. Adaptation to technological
innovations in tourism activities has contributed to the
functionality of metaverse applications. In the
literature, Buhalis et al. [8] the building blocks of
metaverse tourism: are network infrastructure,
enabling devices, empowering platforms, and
technology-ready users. They stated that although the
metaverse is still in its infancy, it affects the
competitiveness of tourism and organizations.

In the research, it has been observed that the concept
of digital is included in the words emphasized in
metaverse research in management and the
relationship matrix. In the thematic map, the concepts
of digital twin and digital identity took place. The
construction of knowledge and knowledge modeling
has also been involved in metaverse research in
management. In the literature, Mancuso et al. [10]
have metaverse opportunities for digital business
model innovations in organizations: they emphasize
that they provide physical transformation, internal
processes, virtual transformation, and positive
activities for customers. In addition, the information
supported in virtual scenarios in terms of metaverse:
stated that it encourages virtual communities, and
increases intuitive design, user satisfaction, and
loyalty. Gadalla et al. [25] stated that most of the
products concerning the metaverse are digital. They
stated that social experience, flexibility, production,

and creative opportunities are provided with
metaverses.

In metaverse studies in management, it has been seen
that the word social is included in the highlighted
keywords and in the motor themes section. In
addition, the word cyber-physical-social was also
included in the motor themes. In the literature, Serpil
and Karaca [11] emphasized that the meta-order can
change positively if individuals with digital addiction
use social networks with a high level of awareness.

In the analysis, the importance of metaverse research
in management is emphasized for organizations. It is
stated that organizational policies should act with
integrity with metaverse practices. In this respect, the
metaverse can have many advantages in
organizational activities. In the literature, Gauttier et
al. [4] emphasized that an organization that wants to
take advantage of the metaverse strategically should
consider whether it has advantages and the ability to
act flexibly. In this respect, Park et al. [12], on the
other hand, emphasized that the physical constraints
of any workplace cause a disadvantage in the
organization. However, they stated that the metaverse
environment does not have any physical or spatial
barriers, thus creating an advantage.

Metaverse has shaped the lives and activities of
individuals in many areas. The intense use of
technology and digital media in many places and areas
has expanded the application area of the metaverse. In
the literature, Narin [ 13] emphasized that in the digital
universe created by the metaverse, individuals can
perform many activities such as working, shopping,
traveling, having fun, and getting an education.

In the metaverse application in management, it has
been observed that sustainability is included in the
highlighted keywords, relations section, and motor
themes. A sustainable metaverse occurs when
organizational policies support activities. In the
literature, Truong et al. [14] emphasized that the
metaverse should have a financially complete and
stable economic system in terms of sustainability.
They stated that the virtual contents in the metadata
store should retain their value.

The research revealed that the term "avatars" appeared
within the highlighted keyword list, and thematic
mapping in the analysis of the metaverse within the
field of management. Metaverse research in
management has also involved visualization.
Visualization: It has been seen that it is used quite
intensively in the highlighted keywords, relationships,
motor themes, and in 2023 research. In the literature,
Lyons [15] employee avatars: emphasized that it was
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effective in developing remote equipment service and
operational metrics by utilizing data visualization,
remote sensing systems, and technology. Simovi et al.
[33] emphasized that with the metaverse application
in the organization, employees can carry out their
business activities, communication, and creativity
opportunities in a virtual environment by using their
avatar identities.

In management metaverse research, a great deal of
emphasis has been placed on the concepts of
blockchain and artificial intelligence. These
algorithms are very effective in the formation of the
metaverse. In the literature, Nagy et al. [16]
emphasized that a blockchain-based metaverse with
digital asset management was created using artificial
intelligence information processing, data
visualization, and emotion recognition technologies.
Zvarikova et al. [17] stated that with cloud and edge
computing  technologies, remote  monitoring
capability and virtual connections can be optimized by
using artificial intelligence-supported virtual agents in
metaverse operation management.

It has been observed that metaverse research is used
seriously in tourism, health, education and industrial
areas, and management. The analysis also revealed
that metaverse applications in management are
associated with many other fields and organizations.
This has shown that the metaverse plays an active role
in many sectors. In the literature, Koohang et al. [18]
revealed that the metaverse is related to many fields
such as tourism, production, education, health,
operations, and human resources management.

Metaverse is a very influential factor for
organizational activities. ~Organizations should
demonstrate their technological activities to achieve
their future goals. This situation brings the concept of
metaverse, which has been used frequently in recent
years and emphasized in many areas, to the agenda. In
the literature, Setiawan et al. [19] emphasized that the
metaverse has become important for the business
world and affects businesses. They stated that the
metaverse reduces the risks in business activities.

In the research, it has been seen that words such as
virtual, virtual reality, virtual identity, virtual worlds,
virtual learning, and virtual tourism are frequently
used in metaverse research in management. In
addition, the word avatars is often used. This situation
is closely related to the virtual reality created by the
metaverse. In today's digital technology era, the
virtual environment has influenced many fields of
activity. People have started to live their lives with
virtual habits. In the literature, Wang et al. [21]
emphasized that people represented by avatars in the

metaverse can  communicate  with  virtual
environments, virtual identities, digital objects, and
items created by computers, and they develop the
phenomenon of cooperation and socialization. Ning et
al. [22] stated that new worlds can be discovered with
the metaverse, and time and resource savings can be
achieved through activities and meetings in the virtual
space.

It has been seen that sociability and security are
included in the words used by the authors in metaverse
research in management. In terms of organizations,
sociability in the working environment contributes to
the management of business activities. The
adaptability of the metaverse to the social field of
activity also contributes to the continuity of the
organization. With the help of the metaverse,
organizational activities must be risk-free and reliable.
In the literature, Lee et al. [23] stated that the
metaverse should be similar to society in the physical
world, compatible with content creation, virtual
economy, social norms, and regulations. They stated
that individuals should not face privacy risks and
security threats in their activities. Choi et al. [24]
revealed that social metaverse experience increases
psychological well-being in terms of managing mood
in individuals.

In the metaverse analysis in management, it has been
observed that the concepts of virtual reality,
augmented reality, extended reality, reality, and
mixed reality have strong relationships. This situation
has shown that metaverse applications in reality
province administration have intense scrutiny. In this
respect, it is necessary to ensure harmony in the
organization in terms of virtual and reality. In the
literature, Guan et al. [30] stated that if the metaverse
and physical domains fail to communicate
consistently to work together, there may be
incompatibility, resulting in overloading for both
physical and virtual domains.

6. CONCLUSION (SONUC)

As a result of the analysis, the metaverse in
management is generally: virtual environments (such
as virtual world, virtual reality, virtual identity, and
virtual learning), technology, education, health,
tourism, marketing, artificial intelligence, blockchain,
sustainability, digitality, industry, and social
environments. This situation shows the effect of
metaverse applications in management in many
different fields and organizations. In particular, the
intense research network in recent years reveals that
organizations should consider metaverse applications
depending on technological changes.
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As a result, management creating some digital
activities for employees with the help of Metaverse
can contribute to employee productivity. Metaverse
applications can be used to increase employees'
workplace motivation. Virtual applications can be
created by taking into account technological changes
in the relationship between managers and employees.
Metaverse can be used to help employees introduce
innovations regarding their business activities.
Metaverse can be used to help employees gain
experience in new jobs. Metaverse applications can be
used in administrators' application-oriented policies.

Metaverse contributes to the training and development
of employees in organizations with its applications.
Information about organization activities is organized
quickly and securely with the metaverse. By
integrating technological innovations into business
activities, the production of goods or services can be
carried out more effectively. In this respect, metaverse
applications contribute to reducing the workload of
employees and using time effectively. It provides
convenience in terms of workflow control with
metaverse  applications in  manager-employee
interaction. In  promoting and  advertising
organizational outcomes, metaverse applications are a
valuable tool.

The research application is limited to July 2023 and
WoS database research. In future research, serious
contributions can be made to the literature by using
different databases on the subject. In addition to
metaverse research in management, the effects of
metaverse use, especially on the habits of young
individuals, can be examined. In addition, social
relations, and human and machine power in the
organization, can be evaluated within the framework
of the metaverse.
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In this study, a cyber security-based visitor control system has been designed to maximize
participant security in institutions, to prevent unauthorized access, and to easily control
participants. The Visitor Control System has been developed using Raspberry Pi 3 and the
information of the visitors who will participate is uploaded to the system along with their pictures.
Within the scope of cyber security measures, the Visitor Entry Card, which is created with a QR
code to prevent fake ID or entrance cards, is sent to the participants days before the dates of
programs such as meetings, seminars, interviews, symposiums, workshops, briefings, fairs, and
they are requested to enter with these cards. At the entrance points of the institutions, the visitors'
Visitor Entry Card is questioned by the security guards and the QR code on the card is scanned
with the help of the camera to confirm whether the visitor is authorized or not. After it is confirmed
by the security personnel that it is the same as the person's photo, it is allowed to enter.
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Bu calismada kurumlarda katilimer giivenligini en {iist diizeye ¢ikarmak, yetkisiz erisimleri
onlemek ve katilimcilarin kolayca kontrol edilmesini saglamak amactyla siber giivenlik tabanli bir
ziyaretci kontrol sistemi tasarlanmustir. Ziyaretgi Kontrol Sistemi, Raspberry Pi 3 kullanilarak
gelistirilmis olup, katilim saglayacak ziyaretcilerin bilgileri resimleriyle birlikte sisteme
yiiklenmektedir. Siber giivenlik tedbirleri kapsaminda, sahte kimlik veya giris kartlarinin
Onlenmesi amactyla QR kod ile olusturulan Ziyaret¢i Giris Karti, toplanti, seminer, soylesi,
sempozyum, calistay gibi programlarin tarihlerinden giinler dnce katilimcilara gonderilir ve
brifinglere, fuarlara bu kartlarla girmeleri rica olunur. Kurumlarin giris noktalarinda ziyaretcilerin
Ziyaretgi Giris Kart1 giivenlik goérevlileri tarafindan sorgulanmakta ve kart iizerinde yer alan QR
kod kamera yardimiyla taranarak ziyaretginin yetkili olup olmadig: teyit edilmektedir. Kisinin
fotografiyla ayni oldugu giivenlik personeli tarafindan onaylandiktan sonra igeriye girigine izin
verilmektedir.
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1. INTRODUCTION (GIRrIS)

With the rapid development of science and
technology, computer technologies have become
indispensable in many areas of life. By greatly
affecting human life, the traditional habits of coming
together physically have almost disappeared. Many
gathering activities such as seminars, talks,
symposiums, workshops, briefings, and fairs are held
in different parts of the world [25]. In institutions
where physical participation is needed due to reasons
such as time becoming more valuable with the
developing technology and epidemic diseases, these
activities are alternatively carried out online. The
reliability of participant/visitor access control systems
has recently become a much more important criterion
in cases where online participation is insufficient and
physical participation is mandatory. As a result, the
organizers apply many different security measures to
prevent unauthorized participants to increase the
security of the participants in organizations such as
meetings, fairs, and seminars. Some of those; security
guards, identity checks, fingerprint checks, entrance
cards, tickets are measures to prevent unauthorized
participation. However, the mentioned security
measures always contain a security vulnerability in
their content; for example, such as fake ticket, fake ID,
fake fingerprint [26].

Institutions take cyber security measures to protect
their systems against cyber-attacks. However, despite
this, many institutions experience inadequacies in
visitor control processes. Visitor control is the first
step that creates the security barrier of the institution,
and it is important to manage this process effectively.
Traditional visitor registration systems can introduce
security vulnerabilities and increase the risk of visitor
data falling into malicious hands. Therefore,
institutions need cyber security-based visitor control
systems. On the other hand, personalized entrance
cards created with quick-response (QR) code, where
the security personnel do not know what the
participants clearly write on, provide extra participant
security. The QR code was developed by a Japanese
company in 1994 and has survived until today.
Besides being easy to use, QR codes have high data
processing capability [1, 2]. It was originally
developed in Japan for use in the automotive industry.
When QR codes consisting of black dots and lines are
read by the camera of a mobile device, direct access
to the digital information source on the internet or
stored on a server can be provided [3].

Within the scope of this study, a cyber security-based
visitor control system was designed to maximize
participant security in institutions, to prevent
unauthorized access, and to easily control participants.

The designed visitor control system was developed
using the Raspberry Pi 3 hardware and Python as the
programming language. The information of the
visitors who will participate in the institutions are
uploaded to the system with their pictures, and only a
visitor entry card with a specially prepared QR code is
given to the visitors. Security officers can determine
whether the person is an authorized participant or not
when the entrance card given to them at the entrance
to the institutions is read into the system by the
visitors/participants. The security guard allows the
participant to pass by checking everything from the
person's photo to other identifying personal
information on the screen. When trying to enter with
fake entrance cards prepared with QR code
technology, the security personnel will not be allowed
to enter the participant, since no photo is displayed
with an unauthorized entry warning on the screen.
Within the scope of cyber security measures, a
possible cyber-attack, infiltration of the system,
changing fake identity or visitor information, or
generating fake QR code, etc. provides an advantage
in preventing situations.

It has been stated that, due to the rapid development
of information technologies in the world, the use of
computers and the internet has become an
indispensable element of life. However, they [13]
stated that while the rapid spread of the Internet
around the world provides great convenience and
freedom to users, it also causes the systems to be
misused due to the security vulnerabilities that arise.
These vulnerabilities can target individuals or large
systems. The devices communicating with each other,
that is, the Internet of Things (IoT) and the
unpredictable increase in the number of devices
connected to the Internet, will bring about cyber
security problems [13].

The concept of cyber is used to describe concepts or
entities that include computers and networks. The
word cyber space is also used to describe the abstract
or concrete area where interconnected hardware,
software, systems and people communicate and/or
interact. The concept of Cyber Attack is defined as
"planned and coordinated attacks on the information
systems and critical infrastructures of targeted
individuals, companies, institutions and states."

2. LITERATURE REVIEW (LiTERATUR TARAMASI)

With the developing technology, embedded
computers, in other words embedded systems, are
used in many areas of life today. Embedded
computers; in mobile devices, vehicles, bank ATMs,
televisions, white goods, toys, printers, smart home
systems, factories, workplaces, security points, etc. It
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is configured and used in many places to serve every
need.

Tiirk and Liiy [14] have stated that embedded systems
are microprocessor-based computer hardware systems
that perform a specific task independently or as part of
a larger system and also have their own software.
Embedded computers; GPU (Graphics Processing
Unit) technology, digital signal processors,
microcontrollers or application-specific integrated
circuits, etc. used on systems.

The program strings used in embedded computers
constitute the software architecture of the system.
Since a simple industrial microcontroller is designed
to perform specific tasks, tuning power consumption,
size, reliability, and performance is extremely
important. These basic devices are programmed
through the machine code of the CPU (Central Process
Unit). Their software is implemented with C, C++,
Java or similar programming languages. Embedded
computers often use interfaces or language platforms
suitable for embedded use, along with real-time
operating environments. Examples of these are Linux,
Windows IoT and Embedded Java. However, to give
an example of embedded computers, or in other
words, simple programmable computers; Arduino or
Raspberry Pi can be given as examples.

Arduino is a type of development board that appeals
to many users, from the lowest level to the engineering
level, with its simple and easily integrated coding
language. Arduino is also a microcontroller platform
with open source software and hardware. For
example, using Arduino, you can read data from
sensors and control electronic systems, turn on and off
lights or start the engine according to this data.

Raspberry Pi, on the other hand, is a small, low-cost
credit card-sized computer that can be attached to a
monitor, television or special display, and uses a
standard keyboard and mouse. Although it is similar
to the Arduino system, it is a platform that appeals to
users of all levels and allows them to learn
programming in languages such as Scratch and
Python. The microprocessor, RAM (Random Access
Memory), GPIO (General purpose Input Output) pins
and all the features required for a computer are built
on a single circuit board PCB (Printed Circuit Board)
on the Raspberry Pi. These types of computers are also
called Single Board Computers (SBC). Unlike the
computers we use in daily life, SBCs consume less
power and have a smaller size. While Raspberry Pi
performs most tasks that a normal computer can do, it
also has the ability to program and control many
different electronic systems via the GPIO pins on it.

Access control systems with different technologies are
used wherever access security is needed. Among these
technologies, password wuse, radio frequency
identification (RFID) card use, magnetic card usage
and biometric measures (fingerprint, iris scanner,
retina scanner, voice recognition, face detection, etc.)
are used very frequently today. Along with these, it is
used in the QR code system, which has become very
common in recent years. However, the QR code
system is used not only for identity verification
purposes, but also to respond to needs such as internet
address, stock inquiry, sharing bank account
information, use instead of business cards, address
directions, electronic menu display in restaurants, etc.
The reliability of these mentioned technologies
against cyber-attacks, which is increasing day by day
in the world, is becoming a more important issue. In
this context, a literature review has been carried out
for access control systems with different technologies
currently used in the world.

Karaca [4] used RFID system to develop instant
Personnel Tracking System. With the RFID system
used, considering the entry-exit times and current
location information of the personnel, considering the
importance of security in secret gatherings with
limited participants, increasing the security level by
monitoring and intervening unauthorized
participations, increasing the security level of the
institutions / organizations by processing the current
personnel attendance list. It is aimed to make it easy
to follow up.

Mamak et al. [5] designed a face recognition-based
personnel control and tracking system to track the
time entry and exit processes of the personnel in the
workplaces quickly, effectively, and accurately. In the
developed system, the images of the personnel were
taken by installing a camera system at the entrance and
exit of the workplace. By identifying the facial regions
of the personnel and matching the personnel, the
images taken are identified by the fisherface,
eigenface and local binary pattern histogram methods.
The entry-exit data of the found personnel are
displayed on the screen, and they are archived by
being processed into the personnel personal database.

Genli [6] developed an application that will report the
use of this card to the system as an alarm when the
card holder wants to enter any room or section in the
building and prevent entry to the room or passing
through the turnstile. If there is no access
authorization, the system is provided to generate an
alarm directly.

Musayevave and Yahyayev [7], with regard to
fingerprint recognition technology, defined that each



15 Mehmet NACAROGLU, Cigdem TARHAN, Murat KOMESLI, Vahap TECIM / Bilisim Sistemleri ve Yonetim Arastirmalart Dergisi

6(1). (2024) 12-24

human hand has a different skin structure, there are
indented protruding bumps on the skin of the
fingertips, and the fingerprints left on the surfaces as
a result of the contact of these raised structures. They
stated that fingerprints in humans have unique and
unchanging biometric measurements.

Ozkaya and Sagiroglu [8] have stated that the use of
fingerprint technology in identity verification is very
old. The Automatic Fingerprint Recognition System
(OPTS) history is based on fingerprint ink. Although
OPTS is known as a secure system, malicious people
stated that they managed to imitate using finger
patterns. On the other hand, they stated that it is
possible to eliminate this problem with systems that
check whether an imitated fingerprint pattern is a live
real finger or not.

Noma-Osaghae et al. [9] stated that biometric
authentication systems use unique physiological and
behavioral features to limit access.

Wahyudi and Syazilawati [10] stated that secure
buildings are protected against unauthorized access by
various devices. They explained that although there
are many types of devices such as PIN codes, both
traditional and electronic keys, ID cards,
cryptographic and binary control procedures, human
voice can also be used to guarantee system security.
They argued that the ability to authenticate a speaker
by analyzing speech or speaker verification is an
attractive and relatively inconspicuous way of
providing security for entry to an important or safe
place, that a person's voice cannot be stolen, lost,
forgotten, unpredictable, or fully imitated.

4. CURRENT ACCESS CONTROL SYSTEMS IN
INSTITUTIONS (KURUMLARDAKI MEVCUT GECIS
KONTROL SISTEMLERI)

There are different access control systems in use, such
as fingerprint technology, card access systems,
password access systems and barcode systems.

4.1. Fingerprint Technology Passage System
(Parmak Izi Teknolojisi Gegis Sistemi)

Nowadays, considering the cost, applications for
different entry systems can be found in different areas.
Businesses and individual measures provide faster and
more effective entry-exit control compared to
traditional systems by using many technological entry
methods. Many security control systems are used
successfully. One of the most commonly used ones is
the fingerprint-based security control system.
Fingerprint technology is basically used as a key in
entry-exit systems for security purposes because

fingerprints have specific properties. With to this
feature, maximum security can be ensured. The
process of using the fingerprint as a control tool in
input-output systems with the Minutiae (Detail)
Matching Algorithm [15], [16], [17].

Fingerprint recognition systems require special
software to work. Fingerprint recognition algorithms
form the basis of this software [27]. Algorithms form
the basis of all software-based devices we use.
Hardware and software work together in personnel
fingerprint reader systems. The fingerprint reading
device detects the fingerprint by scanning the finger.
Then the algorithm, the software side, comes into play
to match the fingerprint. When the fingerprint
matches, the entry is confirmed and the lock is
unlocked. To put it another way, the fingerprint is
scanned. This scanning process is actually the process
of taking photos. The camera and optics take a photo
of the finger placed on the device. The process is
completed electronically. Fingerprint algorithms
transform this photograph into a special digital model.
The indentations and protrusions in the trace are used
to create the digital model. The resulting numerical
model is compared with the database on the computer.
If there is a match in the database, fingerprint
verification is completed. This process can be applied
in different areas such as personnel tracking system
and door unlocking system [28].

As shown in Figure 1, the access systems with
fingerprint technology, unauthorized access is
prevented by using the password or card sharing
method. On the other hand, fake fingerprints of
authorized persons can be made using various
techniques. In this way, unauthorized people can also
pass through.

Figure 1. Fingerprint Reader Access System
(Parmak Izi Okuyucu Gegis Sistemi)

4.2. Card Access System (Kartl Gegis Sistemi)

Card access systems; These are systems that record
the entry and exit times of individuals, employees,
visitors or vehicles entering the parking lot by
scanning the cards given to individuals and enabling
the opening and closing of turnstiles, doors or barriers
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[29]. Card access control systems are among the
frequently preferred control systems for personnel
tracking. These systems are also called access control
system, access control system and access control
system [30].

Baykara and Sherzad [18] defined RFID Card Entry
Systems as a technique used to manage information
and access for people or visitors who want to enter a
place from the main door. Accordingly, the system
they developed was designed as a web application
connected to a database to maintain information on the
movements of residents or visitors within a secure
area to control entry before gaining access to any
home. It provides a measure of security for building
occupants and can help minimize the risk of
unauthorized access, increase security, reduce theft
and accidents, and secure sensitive information.

Card access control systems are considered the
ancestors of personnel tracking systems. The card
access systems, shown in Figure 2, used to keep
personnel under control in institutions or businesses,
to record entry and exit times, to ensure that only
authorized people can access certain areas in
businesses and to prevent anyone other than them
from entering.

Card access control systems are very practical,
convenient and low-cost. Additionally, certain people
are allowed to pass through permitted areas safely
through the authorization feature of card access
systems [31].

Figure 2. Card Access System
(Karth Gegis Sistemi)

However, the biggest disadvantage of card pass
systems is that unauthorized entries occur as a result
of voluntary or unintentional use of the cards of people
authorized to pass to a certain region or area by other
people, creating a security vulnerability [19].

4.3. Password Access System (Sifie Gegis Sistemi)

Password access systems are systems that allow
turnstiles and doors to be opened with the help of a
password [32]. Coded access systems, which have
hundreds of different models on the market as shown

in Figure 3, are generally used at building entrances,
office rooms, hospitals, especially at the entrances of
surgery and intensive care units, elevators,
warehouses, etc. It is used in places. The working
principle of password-protected passage systems is
that the user who wants to pass must know the correct
password. When the user enters the correct password,
the system completes the circuit in the lock system on
its own electronic circuit, voltage is instantly sent to
the lock system inside the door and the door is
unlocked [20].

Kolekar et al. [21] designed password-based door
entry systems using 8051 microcontroller. They stated
that the system works on the principle that the
numbers entered from a key panel match the password
previously saved in the 2 Kilobyte memory. As a
result of entering the correct password, the motor
interface connected to the microcontroller was
activated and the door was unlocked or closed by
rotating the motor forward or backward.

With the developing technology in password access
systems, password entry is now used as touch buttons
or panels instead of buttons. It is also possible to pass
with a magnetic card in touch coded pass systems
[33].

However, the biggest disadvantage of this system is
that if the password is disclosed, that is, if the
password is given to an unauthorized person or if an
authorized person learns the password by watching
from behind while typing it, it will create a security
vulnerability [34].

However, a thief or someone with malicious intent
who has good electronic technical knowledge can
easily remove the password panel if it is not mounted
securely. Even if he does not know the password, he
can easily open the door by connecting the cable from
the power supply to the door lock in a way that short-
circuits it.

Figure 3. Password Access System
(Sifre Gegis Sistemi)
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4.4. Barcode Access System (Barkod Gegis Sistemi)

In our world where technology is developing very
rapidly, the security lock and access systems we use
in daily life have also been subject to many changes.
Card access systems are used in every aspect of our
daily lives. Currently, public institutions, buses,
universities, hospitals, dining halls, entertainment
centers, hotels, etc. Card access system technology is
used in many places.

San Hlaing and San Lwin [22] stated that card access
systems are systems that allow entry when some
voltage electricity is applied to the RFID door lock
mechanisms without the need for a lock and key.

This technology is known both in the past and today
as an affordable and reliable solution for users.
However, the pandemic epidemic that affected the
whole world in the past years has forced us to use
alternative systems to the conventional cards. For
these reasons, lately, solutions that are both safe and
do not require contact have been preferred, especially
at access control points, in order to minimize physical
contact in public areas.

With the development of technology, access systems
that can read RFID cards and also scan QR codes or
barcodes have begun to take their place in the market.
Some security technology companies work with
public institutions, buildings, businesses, etc. that
have existing access control systems. In places, they
are transforming into passage systems with QR or
barcode technology shown in Figure 4, without
damaging the existing infrastructure systems.

However, these systems, like card pass systems and
cards with QR or barcode technology, are used
voluntarily or unintentionally by other than their real
owners, resulting in unauthorized passage, which
creates a security vulnerability for the institutions and
businesses in question [23].

Figure 4. Barcode Access System
(Barkodlu Gegis Sistemi)

5. VISITOR CONTROL SYSTEM DESIGN AND
IMPLEMENTATION (ZIYARETCI KONTROL SISTEMI
TASARIM VE UYGULAMASI)

During the Visitor Control System design
development process, the System Development Life
Cycle steps shown in Fig.5 were followed [11].

PLANNING

‘ ANALYSIS

DESIGN

MAINTENANCE

IMPLEMENTATION

INTEGRATION & TESTING DEVELOPMENT

Figure 5. System development life cycle
(System development life cycle)

System Development Life Cycle consists of seven
processes;

1. Defining Problems, Opportunities and Goals,

2. Determination of Information Requirements,

3. System Requirements Analysis,

4. Design of the Recommended System,

5. Software Development and Document Creation,

6. Testing and Maintaining the System,

7. Implementation and Evaluation of the System.

5.1. Defining Problems, Opportunities and Goals

(Problemlerin, Firsatlarin ve Amaglarin Tanimlanmast)

It is known that cyber attacks targeting all information
systems in the world can also damage exhibitor/visitor
access control systems. If the cyber attacks in question
affect the entrance control systems of the institutions,
participant / visitor information can be changed and
unregistered persons are also allowed to enter.
Meeting, fair, seminar, interview, symposium,
workshop, fair, etc. Since the security guards at the
entrances of the buildings where the organizations are
held have never seen or known the participants from
different parts of the world, there is a possibility that
they may make mistakes about whether they are real
authorized participants or not.

It is aimed to upload the information of the visitors
who will participate with the Visitor Control System,
along with their pictures, to the system days in
advance. In addition, participants/visitors can be
provided with meetings, seminars, interviews,
symposiums, workshops, briefings, fairs, etc. Within
the scope of cyber security measures, within the scope
of cyber security measures, Visitor Entry Cards with
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their names on them, created with a QR code, were
delivered to them and they were intended to enter with
these cards.

In this way, the Visitor Entry Card of the participants
is questioned by the security guards at the entrance
points of the institutions through the Visitor Control
System and it is aimed to confirm whether the visitor
is an authorized/registered user by scanning the QR
code on the card with the help of a camera. It is
intended that the security personnel will be allowed to
enter after the system confirms that the person's photo
is exactly the same as the person's photo, that is, after
double checking.

5.2. Determination of Information Requirements
(Bilgi Gereksinimlerinin Belirlenmesi)

While designing the Visitor Control System, access
control systems currently used in institutions were
examined. The operating principles, designs and
security vulnerabilities of these systems have been
identified in detail. The first of these systems to be
examined is the encrypted access systems. Password
pass systems are systems that allow passage by dialing
a certain number of numbers in a correct order.
However, it is not a very suitable system in terms of
security. Because it is very easy for anyone who
knows or obtains the password to gain access.
Although it is low-cost, it is generally used in
apartments, buildings, in-house doors, schools,
hospitals, etc. It is used at the entrances of places.

When card access systems are examined, it is a system
based on the principle that the door or turnstile opens
when card holders bring the RFID-enabled card closer
to the system. However, the biggest weakness of this
system is that it allows an unauthorized person to
access the system by scanning the card in case the card
is given to someone else or if it is lost or stolen. Card
pass system, just like the coded pass system, can be
used in apartments, buildings, in-house doors,
schools, hospitals, etc. It is used at the entrances of
places.

Fingerprint reader access systems are one step ahead
in terms of reliability compared to the mentioned
password and card access systems. It is based on the
principle that people physically identify their fingers
to the system beforechand and then have their
fingerprints read into the system if they want to pass
through, and then the door or turnstile opens.
Although it is better in terms of reliability than
password or card access systems, fake fingerprints of
people with access authorization can be imitated using
various techniques. However, unauthorized persons
may pass through.

Barcoded passage systems allow passage by scanning
the ticket or card given to the participant/visitor into
the system. However, when used alone, this system
creates a security vulnerability by allowing
unauthorized persons to pass in case the ticket is given
to someone else or lost, as is the case with card pass
systems.

While designing the Visitor Control System, the
security vulnerabilities of the access control systems
mentioned were examined and a system that could
eliminate these vulnerabilities was developed. Within
the scope of the system's information requirements,
people's photographs and identity information are
needed to upload real photographs of participants or
visitors to the system days in advance. Within the
framework of the photographs and information
provided by the people, a Visitor Entry Card is
prepared for the participant or visitor, which contains
nothing but the QR code and the visitor's name. When
the Visitor Entry Card is scanned into the system, the
photo of the incoming participant/visitor is checked by
the security guard, and if the photo displayed in the
system matches the participant/visitor, passage is
allowed, otherwise they are rejected. In this way,
possible security vulnerabilities are prevented.

5.3. System Requirements Analysis
(Sistem Ihtivaclarinin Analizi)

When designing the Visitor Control System, the
hardware and software required by the system differ
from traditional access control systems. Traditional
access control systems, which are widely available on
the market, generally contain hard cards and
embedded software. However, in the Visitor Control
System design, it is planned to use Raspberry Pi,
which has the same function as a computer but is very
small in volume and size, Raspberry Pi LCD Touch
Screen, Raspberry Pi Camera, power supply and
Python programming language as software. The
purpose of planning to use Raspberry Pi can be
considered as its cost being much smaller in size and
less than other computer-controlled or embedded
systems.

The equipment used in the Visitor Control System are
Raspberry Pi 3 (Fig.6), Raspberry Pi Camera (Fig.7),
16GB Micro SD Card, Raspberry Pi 7 inch LCD
Touch Screen (Fig.7) and 2 x Power Adapters.
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Figure 6. Raspery Pi 3 ands its camera
(Raspery Pi 3 ve kamerasi)

Figure 7. Raspery Pi 7 inch LCD Touch Screen
(Raspery Pi 7 in¢ LCD dokunmatik ekran)

5.4. Design of the Recommended System

(Onerilen Sistemin Tasarimt)

During the Design process of the Recommended
System, which is the fourth process of the System
Development Life Cycle, the screens, cameras, etc.
that make up the Visitor Control System. The
operating system to be used was determined by
assembling the hardware parts. The Visitor Control
System Application is planned to be developed on the
Raspberry Pi operating system using the Python
programming language and the necessary libraries for
the application.

There is a "QUERY" button on the Visitor Control
System shown in Fig. 9. When the button is clicked,
the QR Code on the Visitor Entry Card, shown as an
example in Fig. 10, is scanned by the camera at the
back of the system, and it is determined whether the
visitor is authorized to participate by the system.

Figure 9. Visitor control system
(Ziyaretgi kontrol sistemi)

INFORMATION
SECURITY MEETING

oJ[a]
I".'E ]

[=]

Prof.Dr.X VYZ

Universitesi
Yonetim Bilisim Sistemleri

Figure 10. Visitor Entry Card Example
(Ziyaretgi kontrol kart ornegi)

When the visitor shows the visitor entrance card with
the QR code given to him before to the camera, it is
shown in Fig. 11 together with the visitor's photo
whether he is authorized or not. When the QR code is
read with the Raspberry Pi camera in the application,
if it is a registered participant, the message "ENTRY
CONFIRMED" is displayed on the screen with the
participant's name and surname on the Green
Background as in Fig.11. Additionally, the photo of
the participant previously uploaded to the system is
shown, helping the visitor who wants to enter by the
security guard to check over the photo.

On the other hand, when the Raspberry Pi camera
reads the QR code, if it is not a registered participant,
the message "INPUT NOT CONFIRMED" is
displayed on the Red Background as in Fig. 12.

Ziyaretgi Giris Kontol Sistemi v o x

SORGULA

Figure 11. Screenshot of Visitor's Login Confirmation

(Ziyaretgi kontrol giris onay ekran gortintiisii)
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GIRIS ONAYLANMADI

SORGULA

Figure 12. Screenshot of Visitor's Login Denial
(Ziyaretgi kontrol giris ret ekran goriintiisii)
5.5. Software and Document

Creation
(Yazilimin Gelistirilmesi ve Belge Olusturulmasi)

Development

Python programming language was used while
developing the Visitor Control System application. In
order for the codes and functions to be used in the
design to work smoothly, the necessary libraries must
be installed.

Raspbian Desktop Operating System (OS): Raspberry
Pi does not come with an operating system inside.
Therefore, to use Raspberry Pi, it needs to be installed
an operating system. In this study, Raspian Desktop
operating system was used for Raspberry Pi.

SD CardFormatter: Before printing the operating
system on the SD card, it must be formatted. SD Card
Formatter software is used for this.

Win32DiskImager: Win32Disklmager program is
used to install Raspian Desktop operating system on
the formatted SD card.

VNC Viewer: VNC Viewer program is used to
remotely connect and control Raspberry Pi.

While developing the Visitor Control System
application, Python programming language was used
and the codes were tested online via the website
https://snyk.io/code-checker/python/. Screenshots of
the test and its results are shown in Figure 8.

As a result of the online test, it was determined that
there was no security problem in the codes of the
Visitor Control System Application. However, since
the Visitor Control System Application is a system
that works offline, it is a safe application against cyber
attacks that can be made over the internet.

5.6. Testing and Maintaining the System

(Sistemin Test Edilmesi ve Siirdiiriilmesi)

After the software development process of the Visitor
Control System application was completed, the
system was tested. While testing the system, a few
visitor photos and identification information were

uploaded to the system as examples. Afterwards, the
Visitor Entry Card with the QR code and
participant/visitor information was scanned into the
system. The information was checked by the QR code
read by the system. As a result of the questioning, if
the participant/visitor is registered or authorized,
his/her photo is displayed to the security officer and
his/her passage is approved. If the QR code is not
registered or authorized as a result of the query, its
entry is not approved and its passage is blocked.

C O @ ko " = D O
Code Checker Go Java JavaScript PHP  Python Ruby  TypeScrip|

Start free with Github Start free with Google

C O & sykio % « 0O

Code Checker Go Java JavaScript PHP  Python Ruby  TypeScripf

C (0 & snykio e % * 0O
Code Checker Go  Java  JavaScrint  PHP  Pvthon  Rubv  TypeScri
X
. We couldn't find any security issues in your code!
Stay proactive: Keep using Snyk to scan your repositories for free.
®
© Start free with Github ol

1
2 G Start free with Google I
] Or sign up with: Bitbucket | Azure A

Terms of
8 Service and Privacy Policy

12 gewagman— —
13 uzunluk=335

genislik, uzunluk)
15 ana_pencere=Tk()

To get better results please use complete code with imports of libraries used.

By clcking “Check code” you sgree 1 our Term of Service @

Figure 8. Test Result Screenshots of Application
Codes (Uygulama Kodlarinin Test Sonucu Ekran Alintilart)
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5.7. Implementation and Evaluation of the System
(Sistemin Test Edilmesi ve Siirdiiriilmesi)

The workflow for the visitor control system is
presented in the Figure 13.

START

A

CLICK THE QUESTION
BUTTON ON THE
APPLICATION

l

READ THE QR CODE ON THE
ACCESS CARD BROUGHT BY
THE VISITOR TO THE
CAMERA

HE VISITOR INFORMATION O NO
THE QR CODE SCAN ON THE

IF THE RED WARNING "LOGIN NOT

CAMERA REGISTERED IN THE APPROVED" MESSAGE IS
SYSTEM? DISPLAYED ON THE SCREEN

IF THE GREEN WARNING "ENTRY
APPROVED" MESSAGE IS DISPLAYED
ON THE SCREEN, COMPARE THE
REGISTERED VISITOR PHOTO ON THE
SCREEN WITH THE FACE OF THE
COMING PERSON.

v

HE VISITOR WHO WANTS TO LOI NO
ITH THE REGISTERED VISITOR PHOTO DO NOT ALLOW VISITORS
DISPLAYED ON THE SCREEN TO ENTER

COMPATIBLE?

i‘,gs

—
ALLOW VISITORS TO ENTER s

Figure 13. Workflow of Visitor Control System
(Zivaretci Kontrol Sistemi Is Akist)

Visitor Control System can operate without being
connected to any network or the internet. Thanks to its
LCD Touch screen, it does not require any keyboard
etc. It has been found that it can be used like a tablet
without the need for hardware. Mobile power
supplies, power banks, etc. are included in the system.
It has been determined that when supported by
devices, it has the ability to function in any
environment without being exposed to power outages
and cyber attacks.

5.8. Limitations (Kis:itlar)

In this study, the Visitor Control System Application
was designed on the Raspberry Pi 3 board. It is not
known whether the application will work on hardware
or operating systems of other brands and perform the
same functions. To give the simplest example of this
from the Visitor Control System Application system,
the developed application interface was developed in
accordance with the Raspberry Pi 7 inch LCD Touch
screen size (800 x 480 pixels). There is a possibility
that the application interface may not work the same
on different computers and screens and that there may
be difficulties in using the system due to screen sizes.

Visitor Control System works with a Visitor Entry
Card containing a QR code. The system works
independently of the internet or any network. For this
reason, it does not allow remote cyber attacks or
remote modification of  participant/visitor
information. However, the reliability of the personnel
who will upload photographs and identity information
to the system is very critical. Because, as a result of
the malevolent behavior of the personnel assigned to
do these jobs, unwanted people will be able to pass,
which may create a security vulnerability.

When the transition to the designed Visitor Control
System is approved, the control of turnstile systems
can also be integrated. This provides us with many
opportunities to develop applications with the
Raspberry Pi system. With the development of the
system, statistics of participants/visitors who log in
and records of people who are denied entry can be
kept. In addition, the NFC feature of the new ID cards
issued for use in Turkey can be integrated into the
system and the participant/visitor security level can be
increased to higher levels.

6. CONCLUSION AND DISCUSSION (soNUC VE
TARTISMA)

The reliability of exhibitor / visitor access control
systems in institutions has become a very important
problem with the rapidly developing technology.
When traditional visitor control systems are applied;
In some cases, those who act in bad faith can use a
fake ID, fake ticket, magnetic card belonging to
someone else, shared password, etc. It is known that
registered or unauthorized participants and visitors
can log in with many different methods. This situation
causes security gap in institutions. Today, it is known
that cyber-attacks targeting all information systems in
the world can also damage exhibitor / visitor access
control systems. If the said cyber-attacks affect the
access control systems in the institutions, the
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participant/visitor information can be changed, and
unregistered people are allowed to enter. Meeting,
fair, seminar, conversation, symposium, workshop,
fair etc. There is a possibility that the security guards
at the entrances of the buildings where the
organizations are held may make mistakes as to
whether they are the real authorized participants since
they have never seen and recognized the participants
from different parts of the world.

In the study carried out within the scope of the study,
it is aimed to develop a Visitor Control System to
prevent these problems. While the Visitor Control
System was being designed, the security
vulnerabilities of the mentioned access control
systems were examined, and a system was developed
to eliminate these vulnerabilities. Within the scope of
the information requirements of the system, the photos
and identity information of the participants are
required to upload the real photos of the participants
or visitors to the system days before. Within the
framework of the photos and information provided by
the people, a Visitor Entry Card is prepared for the
participant or visitor, which does not contain anything
other than a QR code and the visitor's name. When the
Visitor Entry card is scanned into the system, the
participant/visitor's photo is checked by the security
guard, and if the photo displayed in the system
matches the participant/visitor, his’her pass is
allowed, otherwise it is rejected. In this way, possible
security vulnerabilities are prevented.

While testing the system, a few visitor photos and
identity information were uploaded to the system as
an example. Afterwards, the Visitor Entry Card
containing the QR code and participant/visitor
information was read into the system. The information
was checked by the QR code read by the system. As a
result of the inquiry, if the participant/visitor is
registered or authorized, it was displayed to the
security guard with his/her photograph and his/her
pass was approved. If the QR code is not registered or
authorized because of the question, its entry is not
approved, and its passage is blocked. Visitor Control
System can operate independently from any network
or internet The LCD Touch screen can be used like a
tablet without the need for hardware such as a
keyboard. When mobile power supplies are supported
by devices such as powerbanks, it can function in any
desired environment without being exposed to power
cuts and cyber-attacks.

The difference of the developed application compared
to other security and transition systems is that it works
offline and is not likely to be exposed to any cyber-
attacks. Since the security guards do not know and see
the participants at the entrance controls of the visitors

before, they can make unauthorized entrances by
malicious people with fake identities, apart from the
real participants, and can engage in actions such as
information spying, terrorist attacks, etc., according to
their purposes. In this system, the information of the
visitors is uploaded to the system by recording them
together with their photos. Visitors are only given an
entrance card with a QR code. In this way, it is almost
impossible for an unauthorized user to log in, as the
real photo and information of the person will be
displayed when the QR code is scanned into the
system, even if the ID is issued with fake photos.

There are access control systems produced by a wide
variety of different companies in the market.
However, these systems are not easy to maintain,
requiring very high-cost annual maintenance contracts
by companies. In addition, when a malfunction occurs
in these systems in the following years, in cases where
the company or the manufacturer cannot be reached,
the system remains idle, and users must supply a new
system. This situation has become a process that
businesses and institutions do not want to encounter.
Since the operating system used in Raspberry Pi,
Raspberry Pi OS (formerly known as Raspbian), is a
Linux-based operating system, Raspberry Pi was
preferred when developing the Visitor Control System
design and application because it is more stable than
Windows and safer against cyber attacks.

DECISION
STRUCTURE

INFORMATION
SYSTEM

Unstructured Decision support

system

Management

Semi structured i i
information system

Tactical management

Business unit managers/ self
directed teams

Transaction
Structured

Figure 14. Management Information Systems
Pyramid (Yonetim Bilisim Sistemleri Piramidi)

Within the scope of this study, which is of interest to
Management Information Systems, when the
Management Information Systems Pyramid shown in
Fig. 14 [24] is examined, the Cyber Security Based
Visitor Control System in Institutions will play an
active role in solving the problems that can be
encountered from the lowest step of the pyramid to the
top. Because when it comes to participant/visitor
entrance security in institutions, it is a need that
concerns everyone from the lowest employees to the
highest-level managers.

processing system
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However, if it is necessary to position this work
exactly on the pyramid, the Cyber Security Based
Visitor Control System in Institutions is within the
scope of "Office Automation / Data Processing
Systems", which is at the bottom of the Management
Information Systems Pyramid. It is included in the
scope of “Structural” within the scope of Problem
Type, “Operational Decisions” in the scope of
Decision Types and Operational Managers at the
Managers level. However, when the Management
Information Systems Pyramid is considered as a
whole and an interrelated structure, it can easily see
that all steps are needed.
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Bilgisayar korsanlarinin eylemlerinin ve yetkinliklerinin anlasilmasma paralel olarak, 1980’1
yillarda siber uzayin Birlesik Krallik tarafindan giivenliklestirilmeye baslandig1 goriilmiistiir. Web
sitelerinin olusturulmasinin ardindan tehdidin gesitlenmesi ise siyasetin hem ulusal hem de
uluslararasi alanda konuya odaklanmasimi miimkiin kilmistir. 1990’11 y1llarin hemen baginda siber
giivenligin saglanmast noktasinda kurumsallasmaya yonelik adimlar atilmis olsa da siber
saldirlarmn etkileri, hiikkiimet ve ¢esitli sektorler lizerinde hissedilmeye devam etmistir. 2000°li
yillarda ise Birlesik Krallik siber uzayda gercek bir anarsinin hilkkiim siirdigii gercegiyle
yiizleserek, siber saldirilar karsisindaki savunmasizlifini giderecek siber giivenlik stratejileri
belirlemek durumunda kalmistir. Bu yoniiyle makale, siber uzaymn Birlesik Krallik i¢in énemli
hale gelme siirecini de dikkate alarak, 2009 ve sonrasinda aciklanan siber giivenlik stratejileri
iizerinden Birlesik Krallik’in siber giivenlik politikasini ve siber yetkinliklerini analiz etmeyi
amaclamaktadir. Makale, realist bir perspektif iizerinden Birlesik Krallik’in siber giivenligini
yalnizca savunmada kalarak elde etmesinin miimkiin olmadigini ortaya koyarak, siber caydiricilik
ve saldir1 kapasitesini realist temelde artirmasimin gerekli oldugu iddiasindadir. Makalede realist
anlayisa bagli olarak arttirilmasi gereken siber giic ve saldir1 kapasitesine ragmen siber uzayda
dost ve miittefik aktorlerle is birliginin gerekliligi iizerinde de durulmustur.
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In the 1980s, in parallel with understanding hackers' actions and capabilities, the United Kingdom
(UK) began securitizing cyberspace. The diversification of the threat following the use of websites
has made it possible for politicians to focus on cyberspace both nationally and internationally.
Although institutionalization steps were taken to ensure cyber security in the early 1990s, the
effects of cyber attacks impacted the government and various sectors. In the 2000s, the United
Kingdom had to face the fact that there was absolute anarchy in cyberspace and determine cyber
security strategies that would eliminate its vulnerability to cyber-attacks. In this respect, the article
aims to analyze the UK's cyber security policy and cyber competencies through the cyber security
strategies announced in 2009 and later, considering how cyberspace has become important for the
UK. From a realistic perspective, the article claims that the UK can't achieve cyber security only
through cyber defense and that it is necessary to increase her cyber deterrence and attack capacity
on a realistic basis. The article also focuses on the necessity of cooperation with friendly and allied
actors in cyberspace, even though the UK needs to increase its cyber power and attack capacity
based on a realistic approach.
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1. GIRIS avTrRODUCTION)

Birlesik  Krallk Kabine Ofisi’nin  2009°da
parlamentoya sunulmasi igin hazirladig1 bir strateji
belgesinin sonu¢ boliimiinde yer alan “Nasi ki 19.
yiizydda ulusal  giivenligimiz ve refahimiz igin
denizleri, 20. yiizyilda havay: giivence altina almamiz
gerekiyorsa, 21. yiizyilda da siber wuzaydaki
konumumuzu giivence altina almamiz gerekiyor.” [1]
ifadesi, siber uzayin Birlesik Krallik i¢in ne kadar
onemsendigini ortaya koymak agisindan onemli bir
kalkis noktast olusturmaktadir. Buradan hareketle,
Birlesik Krallik icin siber uzaym gilivenli hale
getirilmesi sahip olunan biiyiik gii¢ statiisiiniin devami
icin de hayati bir yere sahiptir.

Birlesik Krallik’in siber uzaya verdigi onem ve bu
alanda giivenligini saglayabilmek i¢in ortaya koydugu
caba, 1980°’1i yillara kadar geri gitmektedir. Zaman
icerisinde siber tehdidin gesitlenmesi ve bu alanda
yetkinliklerini arttiran aktorlerin  yapabilecekleri
tahribatin anlagilmasi, Birlesik Krallik’in mevcut
kurum ve vyatirnmlarla siber uzayda giivende
kalamayacagii acikc¢a ortaya koymustur. Devlet ve
devlet destekli siber saldirilar basta olmak {izere tim
siber saldirilara karst hazir olma ve bunlara cevap
verebilecek bir siber kapasiteye sahip olma istegi,
Birlesik Krallik’in siber uzaya yaptigi kurumsallagsma
¢abalariin yaninda, yatirimlarimi da belirli stratejiler
cercevesinde gergeklestirmesini gerekli kilmustir.

Siber saldiriya ugrayan devletin, saldirinimn failini
cezalandirilma  ihtimalinin  uluslararast1  hukuk
nezdinde diisiik oldugu dikkate alindiginda, siber uzay
anarsinin  hiikkiim  siirdiigiic ~ bir alan  olarak
degerlendirilebilir. Bu anarsi ortaminda dost ve
miittefik aktorler arasinda ikili ve kurumsal temelde is
birligi imkanlarmin &nemsenmesi  gerekmekle
birlikte, Birlesik Krallik’in baslica tehdit aldig1 Rusya,
Cin, Kuzey Kore ve Iran’a kars: realist bir temelde
(saldirt ve caydiricilign da icerecek sekilde)
olusturulacak siber strateji izlemesi elzemdir.

Birlesik Krallik hem siber uzaydaki savunmasizligini
azaltmak ve caydirici olmak hem de bu alanda lider
aktorlerden biri olabilmek amaciyla agikladigi siber
giivenlik stratejilerinin bir biitlin olarak anlagilmasini
saglamanin yaninda, Birlesik Krallik’in nigin realist
temelde bir siber giivenlik stratejisi izlemesi
gerektigini gerekgelendirmeye c¢alisan bu makale,
giris ve sonu¢ bolimleri diginda ii¢ bdliimden
olusmaktadir. ilk béliimde siber uzayin Birlesik
Krallik i¢in 6nemli hale gelme siireci glivenliklestirme
kavrami ve yasanan siber saldirilar {izerinden
degerlendirmeye tabi tutulmustur. Ikinci boliimde ilki
2009’da agiklanan siber giivenlik strateji belgeleri
iizerinden, Birlesik Krallik’in siber giivenlik

politikalar1 siber saldirilar, siber kapasite ve bu
alandaki kurumsallasmay: da igerecek sekilde
detaylica incelenmistir. Son bolimde ise Birlesik
Krallik’in siber alanda izledigi/izlemesi gereken
kiiresel is birliginin miimkiin ve gerekli oldugu kabul
edilerek, Birlesik Krallik i¢in siber caydiriciligi
merkeze alan realist bir yaklasimin gerekliligi ortaya
koyulmustur.

2. SIBER UZAYIN BIRLESIK KRALLIK iCIN

ONEMLI HALE GELME SURECI (THE PROCESS
OF CYBERSPACE BECOMING IMPORTANT FOR THE UNITED
KINGDOM.)

Siber casuslugun ilk O&rneklerinden biri olarak,
1986’da Lawrence Berkeley Ulusal Laboratuvarinin
muhasebe sistemindeki kiiciik bir tutarsizligin izini
siiren Clifford Stoll ve is arkadaglari, tutarsizligin
sebebine yonelik olarak yaptiklari arastirmalarinda,
ABD’den bilgi calarak KGB araciligiyla Sovyetler
Birligi’ne satan ve Bati Almanya’da ikamet eden bir
bilgisayar korsanina ulasmislardir [2]. Yasanan bu
casusluk olay1, aktorlerin dikkatlerini dijital casusluga
¢evirmelerini beraberinde getirmistir.

Ayn1 donemde Birlesik Krallik’ta siber giivenlik,
bankacilik sektorii iizerinden ©on plana c¢ikmaya
baslamigtir. Bankalarin bu noktada giivenliklerine
yatirim yapmalarina ragmen bilgisayar dolandiriciligi
sebebiyle giivende olmadiklar1 ve biiyiik meblaglarda
kayip yasadiklar1 iddia edilmistir. Ortaya ¢ikan bu
yeni tehdide kars1 Birlesik Krallik’ta faaliyet gosteren
¢cok sayida banka, bilgisayar dolandiriciligma karsi
aragtirma yapma ve bilgi paylasimini igeren bir
koordinasyon = mekanizmasina dahil  olmustur.
Yaganan gelismelere ve sektorde yasanabilecek
sorunlarin ortaya koyulmasma paralel olarak,
bilgisayar giivenligini saglamak ve yOnetmek,
1980'lerin ikinci yarisinda Birlesik Krallik’ta giderek
daha karmasik bir hale gelmistir [3].

1980'lerin sonlarinda ise bilgisayar giivenligine iliskin
konular, Birlesik Krallik’ta en iist diizeyde siyasetin
glindemine gelmistir. Bunda bilgisayarlarin artik
yalnizca bilgi saklayan araclar olmaktan cikarak,
operasyonel olarak ¢ok sayida sektorde kilit rol
oynamaya baslamast Onemli olmustur. Finans
sektorliniin operasyonlarini baltalamaya yonelik koti
niyetli girisimlere bagl olarak ortaya ¢ikan tehditler
de Birlesik Krallik’ta farkindaligi —arttirmastir.
Bankalar bilgisayar viriislerine kars1 giivende olmak
icin biiyiik yatirimlar yapmayi gerekli gérmiislerdir
[3]. Bu donemde yasananlarla Birlesik Krallik’ta siber
uzay giivenliklestirilmeye baglamistir.

Barry  Buzan’in  ifadesiyle  giivenliklestirme
“Giivenliklestirme, bir seyin, degerli oldugu kabul
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edilen bir 6znenin varligina yonelik bir tehdit olarak
kurgulanmasi ve bu kurgulamamin buna mukabil
alinan  istisnai  tedbirleri  desteklemek  icin
kullanilmasidir.” Diger bir ifadeyle gilivenliklestirme,
daha 6nce tehdit olarak goriilmeyen bir konunun artik
tehdit olarak kabul edilmesi ve bu tehdidin, zihni
yonden insa edilmesi olarak belirtilebilir [4]. Bu
acidan bakildiginda Birlesik Krallik, kendi varligina
yonelik olarak siber uzayda ortaya ¢ikan tehdidi
giivenliklestirmeye baglayarak, bu konuda atacagi
adimlart da halk nezdinde gerekgelendirme cabasi
icinde olmustur.

Ayrica su da belirtilmelidir ki 1980'li yillarda
bilgisayar etigi konusu, ABD ve Birlesik Krallik'ta
¢ok sayida bilim insanmin ilgisini ¢ekmistir. Bu
konuya akademik anlamda odaklanilmasi, konuyu
toplumun giindemine de tagimistir [5]. Diger taraftan
en basindan itibaren Birlesik Krallik’mn siber
saldirilarin yalnizca magduru olmadigi, ayn: zamanda
bu saldirilart gerceklestirdigi de unutulmamalidir.
CERN’deki bilim insanlarmin ilk web sitesini
olusturmalarmin hemen ardindan bir¢ok aktor, aglar
lizerinden gerceklestirilebilecek casusluk
faaliyetlerine yonelik bilgi sahibi degildi. iste bu
noktada Birlesik Krallik ortaya ¢ikan bu firsati
degerlendirmis ve ilk hedeflerinden biri olarak,
Pakistan’in niikleer programimi se¢mistir. Bu
programda calisan bilim insanlari, Birlesik Krallik
Hiikiimet iletisim Merkezi' karsisinda savunmasiz
kalmigtir [6].

Birlesik Krallik’ta gerceklesen ilk siber suglara bagli
olarak bu konuda yasal diizenleme yapilmasi
kagmilmaz hale gelmistir. Bu baglamda 29 Haziran
1990’da Bilgisayar Kotiiye Kullanma Yasast kabul
edilmistir. Yasa metni incelendiginde bilgisayar ve
verilere yetkisiz erisimin 6n planda oldugu
belirtilmelidir. Ayrica bu yasada cezai yaptirimlarin
da detayh bir sekilde diizenlendigi dikkate alinirsa,
yasanin sug isleme niyetinde olanlar i¢in caydirict bir
yonii de bulunmaktaydi [7].

1990’11 yillar web siteleri lizerinden siber giivenligi
farkli bir noktaya tasimigtir. Bu noktada hacktivism
Birlesik Krallik’in siber suglara yonelik farkindaligini
arttiran bir diger eylem olarak degerlendirilebilir.
Birlesik Krallik’ta yasanan ilk hacktivist olay, 1994
yilinda “Zippies” ismindeki Kaliforniyali grubun
donemin bagbakant John Major’un agik havada
yapilacak gosteri ve festivallerine yonelik yasaklama
karar1 sonrasinda, Birlesik Krallik'taki web sitelerini
cokerten bir siber saldir1 gergeklestirmesiyle meydana
gelmistir [8]. Bireysel veya grup halinde hareket eden

! Government Communications Headquarters (GCHQ).

internet korsanlarinin siyasi tepkilerini ortaya koymak
icin gerceklestirdikleri eylemler, devlet diizeyinde
sahip olunan imkan ve tecriibeden yararlanilmasi
durumunda, casusluk da dahil olmak {izere
karsilasilabilecek zararlar {izerinde diisiiniilmesini
gerekli kilmugtir.

Geleneksel yontemlerle gerceklestirilen casusluk,
halen Birlesik Krallik i¢in bir tehdit olmakla birlikte,
iletisim alanindaki kiiresel gelismeler siber uzayin bir
casusluk araci olarak kullanilmasini da beraberinde
getirmistir. Siber uzaym casusluk eylemleri igin
Onemi, siber casuslugun giivenli bir mesafeden
operasyon yapilmasini miimkiin kilmasi1 ve saldirilari
yapanlara suglama atfedilmesini zorlagtirmasiyla
iligkilidir. Boylece aktorlerin casuslukla baglantili
siyasi sorumluluk/suglama riski de minimize edildigi
icin [9] siber casusluk yaygin olarak kullanilmaya
baslanmistir. Birlesik Krallik siber casuslugu hem
uygulayan hem de bu konudan mustarip olan bir aktor
olarak nitelendirilebilir.

Siber alanda yasanabilecek giivenlik sorunlarina kars,
Birlesik Krallik’in goérece erken bir donemde
onlemlerini almaya baglamasi Onemlidir. Bu
baglamda Birlesik Krallik hiikiimeti ilk bilgisayar
giivenligi ekibini 1992 yilinda UNIRAS (Birlesik
Olay Miidahale ve Uyar1 Hizmeti) ismiyle kurmustur.
Ancak ekibin kuruldugu ilk dénemde nasil bir gorev
yaptig1 anlasilamadigl icin biiyikk Olclide islevsiz
kalmigtir. Diger taraftan Birlesik Krallik, gelebilecek
saldirilara  yonelik temkinli olmasit nedeniyle,
parlamento yetkililerinin  ofislerinden internete
erismelerine miisaade edilmemistir. Tony Blair'in
1997°de bagbakan olmasindan sonra ise bu uygulama
kaldirilmistir. Su husus ayrica ifade edilmelidir ki
Birlesik Krallik Hikiimeti’nin internete
Amerikalilardan daha geg ulagsmasi?, siber giivenlik
konusunda daha fazla diislinebilmesi icin de bazi
firsatlar  sunmugtur. ABD'nin  1990'h  yillarda
bilgisayar korsanlar1 i¢in Birlesik Krallik’a nazaran
daha ilgi ¢ekici bir hedef olmasi, Birlesik Krallik i¢in
giivenli internetin saglanmasi noktasinda énemliydi.
Ciinkii bu donemde hiikiimet siber uzay1 arastirirken,
karsilasilabilecek tehlikelerin de farkina varmaya
baslamigtir. Bu farkindaliga ragmen kisa siire sonra
Cin kaynakli oldugu disiiniilen siber saldirilar,
hilkimeti ve havacilik sektoriini  etkilemeye
baslamugtir [6].

2000’li yillarin ortalarina gelindiginde, Birlesik
Krallik Ulusal Altyapt Giivenligi Koordinasyon

2 Hiikiimet yetkililerinin ofislerinde internet kullanmalar1
acisindan.
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Merkezi? bir siiredir devam eden siber saldirilarin, son
donemde  karmasikligmin  arttifi  uyarisinda
bulunmustur. Bu donemde aralarinda savunma,
iletisim ve hiikiimet sistemlerinin yer aldig1 yiizlerce
devlete bagli kurum ve kritik kabul edilebilecek
isletmenin hedef alindig1 dikkate alinmalidir [6]. Bu
saldirilarin - Cin  merkezli oldugu ve aralarinda
ABD’nin de oldugu ¢ok sayida devleti etkiledigi not
edilmelidir.

Her ne kadar MI5* Cin’in siber saldirilarina yonelik
goriigiinii 2007’ de belirtmis olsa da Birlesik Krallik’in
Cin’den aldig1 siber tehdit, MI5’in  2008’de
hazirladig1 bir raporla goriiniir hale gelmistir. 2009°da
Ortak Istihbarat Komitesi® de Cin’in Birlesik Krallik’a
yonelik siber saldirilartyla ilgili  bir uyarida
bulunmustur. Devam eden siire¢ igerisinde Cin’den
alman siber tehdit, Birlesik Krallik tarafindan resmi
olarak tekrar tekrar vurgulanmigtir [10]. Bu donemde
Birlesik Krallik karsilastigi siber saldirilarla, siber
uzayda gergek bir anarsinin hiikiim stirdiigiinii tecriibe
etmek durumunda kalmistir. Kisaca anarsinin hiikkiim
siirdiigii bir alanda pasifist® olmak, gergeklikten
kopmak anlamina gelecegi i¢in Birlesik Krallik siber
uzaya realist temelde bakmak mecburiyetini
hissetmistir.

Realist teorinin 6nemli isimlerinden Thomas Hobbes,
anarsi kavramini agiklarken kullandigi Leviathan’
her ne kadar yerel toplumlara yo6nelik kullansa da
ortaya koydugu fikirlerinin uluslararas1 politikay1 da
kapsadig1 ileri siiriilebilir. Uluslararas1 politikada
diizeni saglayacak bir Leviathan’in (egemen giiciin)
yoklugunda ortaya cikacak anarsinin, beraberinde
getirecegi savas/catisma ise kaginilmaz olacaktir.
Devletlerin  bdyle bir ortamda giivenliklerini
saglayabilmeleri icin ihtiya¢ duyduklart sey giictiir.
Haliyle devletlerin giiclerini artirarak giivenliklerini
saglama yoluna gitmeleri ise bir zorunluluk olarak
goriiliir [12].

Su husus vurgulanmalidir ki realist bakis agistyla
savas, kiiresel siyasal kiiltiiriin bir pargas1 olarak kabul
edilmistir. Bahsi gecen siyasal kiiltiire gore savagtan
kagmak degil onunla bas etmek ve savastan sag
¢ikmak esastir [13]. Bu baglamda gelinen noktada
Birlesik Krallik i¢in en iyi tercih siber uzayda
yasanabilecek “savaglardan” kagmmak degil, bu
savaglardan sag cikmak olacaktir. Siber savaglardan
sag cikabilmek i¢in ise ortaya koyulacak gercek bir
iradenin yaninda siber stratejilere de ihtiyag
duyulmustur.

3 The National Infrastructure Security Co-ordination Centre
(NISCCO).

4 Military Intelligence, Section 5 (MI5).

5 Joint Intelligence Committee (JIC).

3. sjBER GUVENLIK STRATEJi BELGELERI
BAGLAMINDA BIRLESIK KRALLIK’IN

SIBER GUVENLIK POLITIKASI (CYBER SECURITY
POLICY OF THE UNITED KINGDOM IN THE CONTEXT OF
CYBER SECURITY STRATEGY DOCUMENTS)

Birlesik Krallik’n ilk siber glivenlik strateji belgesini
2009°da ortaya koydugu dikkate alindiginda, ilk
ulusal siber gilivenlik stratejisini 2003  yilinda
yaymlayan ABD’nin zamansal olarak gerisinde
kaldigu ileri siiriilebilir. 11 Eyliil 2001°de ger¢eklesen
teror saldirilari, bu noktada ABD ig¢in motive edici
olmusken, Birlesik Krallik igin ise 2007'de Estonya'ya
kars1 gergeklestirilen siber saldirilar, siber uzayda
karsilagilabilecek zorluklari goriiniir kilmis ve siber
giivenlik stratejisinin ilan edilmesinde dikkate
almmustir [14].

Estonya’nin 2007°de II. Diinya Savasi’nda olen
Sovyet askerleri anisina insa edilen bir aniti, sehir
merkezinden kaldirarak kenar mahallelere tasima
karar1 almasimin hemen ardindan, Estonya’da Rusca
konusan topluluk es zamanli olarak fiziksel bir isyan
baslatmistir. Estonyali yetkililere gore arkasinda
Rusya’nin oldugu bu siber saldir1, Estonya’y1 hedef
almigtir. Baglatilan siber saldirtyla 85 bin bilgisayar
hacklenmis ve 6nemli kabul edilebilecek 58 web sitesi
de ele gegirilmistir [15]. Siber alandaki en karmagik
tehditlerin farkli teknikleri bir arada kullanan ve siber
kapasiteleri  yiiksek olan devletler tarafindan
yapildigimin [1], Estonya’da yasananlarla bir kez daha
goriilmesi, Birlesik Krallik’in da devleti merkeze alan
bir siber giivenlik stratejisi ile siirece adim atmasina
gerekge olmustur.

Ayrica 2009°da  hiikiimetin, Birlesik Krallik
¢ikarlarinin siber operasyonlara kars1
savunmasizligint ve siber operasyonlarin Birlesik
Krallik ¢ikarlari lizerindeki etkisini azaltma hedefinde
olundugunun belirtilmesi onemlidir [1]. Bu noktada
siber uzay kavraminin ag baglantili her tiirli dijital
etkinligin yaninda, dijital aglar iizerinden gerceklesen
eylemleri de kapsadigi dikkate alindiginda [1],
giivenlik ihtiyacinin ne kadar genis bir alanda
saglanmasi gerektigi ve Birlesik Krallik’in bunu
basarabilmek i¢in gercek bir iradeye ihtiya¢ duydugu
acikti.

Bu dénemde konunun ne kadar ciddiye alindigimin
goriilmesi bakimindan, Birlesik Krallik’in en yiiksek
oncelige sahip ulusal giivenlik konusu olarak kabul

® Keane’nin belirttigi iizere pasifizm “siddetle kars:

karsiwyayken bile, siddete basvurmayr agik¢a ve ilkeli bir
tarzda reddetmek” seklinde tanimlanirsa [11] pasifist bir
yaklasimin caydiricilifi tamamen sonlandiracag agiktir.
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ettigi siber giivenligin ekonomiyi’ de kapsamasi [9],
Birlesik Krallik igin is diinyasini siber anlamda
giivenli kilinmasmin Onemini ortaya koymustur.
2011°de agiklanan “Birlesik Krallik Siber Giivenlik
Stratejisi: Birlesik Krallik'1 Dijital Diinyada Korumak
ve Desteklemek” bagligini tasiyan siber giivenlik
strateji belgesinde, 2015’e kadar ulasilmasi istenen
bazi hedefler belirlenmistir. Buna gore Birlesik
Krallik’1in siber suclarla miicadele ve siber uzayda is
yapmak icin diinyanin en giivenli yerlerinden biri
olmasi, siber saldirilara karsi dayanikli ve siber
uzaydaki ¢ikarlarim1 daha iyi koruyabilecek bir
konuma gelmesi, Birlesik Krallik halkinin giivenle
kullanabilecegi ve acik toplumlar1 da destekleyen
acik, istikrarli ve canli bir siber alana sahip olmasina
destek olunmasi ve Birlesik Krallik’in siber giivenlik
hedefleri i¢in ihtiyag duydugu ortak bilgi, beceri ve
yetenege ulagsmasi hedeflenmistir [17]. Burada siber
giivenligin  ancak  biitlinclil  bir  yaklagimla
saglanabileceginin altinin ¢izilmesi 6nemlidir.

2011°de donemin bagbakant David Cameron’un
hiikiimetin yayinladig1 yeni siber giivenlik stratejisine
yonelik olarak ifade ettikleri onemlidir:

“Internet siiphesiz sosyal ve politik faydaya yénelik bir gii¢
ve ekonomimizin biiyiimesi agisindan da hayati 6nem tagiyor
olsa da giivenligimize yonelik tehditlere karsi korunmamiz
gerekiyor. Bu strateji yalmizca teroristlerin - ulusal
giivenligimize yonelik tehdidini degil, ayni zamanda
refahimizi tehdit eden ve siber suglar yoluyla bir¢ok siradan
insamin hayatini mahveden suglulart da ele alyyor. Siber
giivenlik hiikiimet i¢in en onemli onceliklerden biridir ve
Birlesik Krallik'in is yapmak i¢in diinyadaki en giivenli
verlerden biri olarak kalmasini saglamak igin polis,
giivenlik hizmetleri, uluslararasi ortaklar ve ézel sektorle

yakn is birligi i¢inde ¢alismaya devam edecegiz” [18].

Aciklanan siber giivenlik stratejisine bagli olarak,
Birlesik Krallik’1n siber giivenlik i¢gin ayirdigi biitcede
de bir artis yapilmistir. Buna gore 2011-2012
doneminde 105 milyon Pound olan biitge, 2012-2013
doneminde 155 milyon Pound’a yiikseltilmistir. 2011-
2015 yillar1 arasinda ayrilan kaynagin toplam 650
milyon Pound oldugu da dikkate alinirsa, bu donemde
hiikiimet siber giivenlik i¢in artan oranlarda kaynak
ayirmaya devam ettigi goriilecektir [18].

Birlesik Krallik, Soguk Savas doneminde diger birgok
aktor gibi biiylik ol¢iide Ongoriilebilir bir bigimde

7 Birlegik Krallik’in ekonomik sebeplerle siber giivenligi
dnemsemesi fazlasiyla anlaglabilir. Ornegin kotii amagli bir
yazilim olan “NotPetya”, bir Birlesik Krallik sirketi olan
Reckitt Benckiser’i 120 milyon Pound zarara ugratmistir
[16].

8 Son donemde bazi bilim insanlar1 ve politikacilar arasinda
konvansiyonel savas hazirliklarinin fazlasiyla maliyetli

askeri veya niikleer tehditlerle karsilasmigtir. Soguk
Savag doneminde hissedilen bu varolussal tehdit,
ongortilebilirligi  lizerinden  degerlendirildiginde,
bugiin tehditlerin 6ngodriilmesi zorlagsmigtir. Bugiiniin
uluslararasi iligkilerinde aktorler geleneksel savastan
daha ucuz,® daha kolay erisilebilir ve daha az suglama
yapilabilecek/atfedilebilebilecek tehdit ve saldir
araglar1 arayigindadirlar. Buna bagli olarak diisman
tanimlamasi farklilastig1 gibi, karsilasilan tehditler de
¢esitlenmektedir. Bu tehditlerin arasinda siber saldir1
ve kritik hizmetlerin kesintiye ugratilmas: da yer
almaktadir [9]. Tim diinyada siber giivenlik
¢ekincelerini artmasina sebep olan Stuxnet saldirilari,
Birlesik Krallik’a kritik alt yap1 glivenliginin 6nemini
bir kez daha hatirlatmistir.

Stuxnet kotii amagli yazilimu iizerinden Iran'in niikleer
tesislerine  yonelik  gerceklestirilen  saldirilarin
sorumlulugunu higbir grup veya iilke listlenmemesine
ragmen uzmanlar gelismis ve karmasik yapisi
iizerinden Stuxnet’in bir devlet tarafindan gelistirilmis
olmasi gerektigine inanmislardir. Bu baglamda ABD,
Israil, Birlesik Krallik, Rusya, Cin ve Fransa Stuxnet'i
gelistirebilecek maddi ve teknik becerilere sahip
iilkeler arasinda degerlendirilmistir. Iran’m Stuxnet
sebebiyle NATO'nun yaninda ozellikle ABD ve
Israil’i sugladig1 da not edilmelidir [20].

Stuxnet saldirilart iki ayr1 sebeple Onemli kabul
edilebilir: Stuxnet enerji ve diger bir¢ok endiistriyel
kontrol = merkezindeki  sistemlerin ne kadar
savunmasiz oldugunu ortaya ¢ikarmistir. Kritik alt
yap1 unsurlar1 da benzer sistemlere sahip oldugu icin
siber saldirilara kars1 giliglendirilmesi gerekli hale
gelmistir. Ikinci olarak Stuxnet gibi koétii amagh
yazilimlar, diger aktorler tarafindan kopyalanmasinin
ardindan gelistirilerek yeni bir siber silah olarak farkli

ama¢ ve hedefler {izerinde kullanilabilecegi
unutulmamalidir [21].
Birlesik  Krallik'ta  1980ler ve  1990'larda

gerceklestirilen ozellestirilmelerden once devletin
ulusal kritik alt yapt unsurlart {izerinde dogrudan
kontrolii az olmakla birlikte, devam eden siiregte
ulusal kritik altyapr unsurlarmin biyiik olgiide 6zel
sektore gecmesi ve 0zel sektor tarafindan igletildigi
[22] dikkate alindiginda, tehlike ve Birlesik Krallik’in
sorumlulugu daha net goriilecektir.  Osborne’un
belirttigi iizere yalnizca elektrik alt yapisinin islevsiz
kalmasi durumunda bile bankalar ve hastanelerin
calismayr durdurmasi veya hiikiimetin kendisinin

oldugu ve bu maliyete ragmen hazirliklarin ulusal giivenlige
olumsuz  etkide bulundugu yoniindeki  diisiince
yayginlagsmaktadir [19]. Bu noktada siber uzayda
yasanabilecek savaslara karst yapilacak hazirliklar 6nemli
bir alternatif olarak 6n plana ¢ikmaktadir.
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artik faaliyet gosteremeyecek bir hale gelmesinin
olusturdugu etki, Birlesik Krallik toplumunu felakete
stiriikleyebilir. Bu sebeple Birlesik Krallik’in kritik
sektorlerin korunmasina yonelik sorumlulugu olmakla
birlikte, bahsi gegen sektorlerdeki sirketlerin de kendi
siber  dayanikliliklarini  saglama  sorumlulugu
bulunmaktaydi [23].

Birlesik Krallik’in 2011 siber giivenlik stratejisine
gore, siber uzayda Birlesik Krallik'a yonelik en
karmasik olarak degerlendirilebilecek tehditlerin bir
kismi, casusluk temelinde diger devletlerden
gelmekteydi. Bu devletler ayn1 zamanda Birlesik
Krallik’in askeri, endiistriyel ve ekonomik varliklarini
hedef almalarinin yan1 sira Birlesik Krallik’ta ikamet
eden ve kendi rejimlerine muhalif olan kisileri de
takip etmekteydiler. Diger taraftan olasi bir ¢atigma
durumunda diisman olarak nitelendirilebilecek bir
aktdr, siber wuzaydaki giivenlik aciklarindan
yararlanarak Birlesik Krallik ordusunun teknolojik
anlamda sahip oldugu avantaji azaltabilir ve bunu
Birlesik Krallik’1n kritik altyap1 unsurlarina saldirmak
icin kullanilabilirdi [17]. Tiim bunlart dikkate alan
Birlesik Krallik, devam eden siire¢ igerisinde siber
uzaydaki yetkinliklerini artirmaya ¢alismakla beraber
bir ikilemle karsilagsmustir.

2013’te Edward Snowden'in aralarinda Birlesik
Krallik’in da bulundugu Batili devletlerin istihbarat
teskilatlarinin iletisim verilerine miidahale ettigine
yonelik  yaptig1 ifsaatlari, devletlerin  izleme
yetkilerinin  genisletilmesine kargit olan lobinin
giiclenmesine sebep olmustur [24]. Esasinda Birlesik
Krallik ¢ Isleri Bakanhigi’'nin “siber sug stratejisi”
basligini tagiyan 2010 yilina ait belgede de belirtildigi
iizere vatandaslarin gilivenligini ve yasam hakkini
korumak i¢in gerekli 6nlemleri alirken, bu 6nlemlerin
Birlesik Krallik i¢in hayati 6neme sahip olan temel
haklar {iizerindeki etkisini dengelemeye c¢alisilmasi
[25], zorlayict olmustur. Konuya yonelik artan
farkindalik gizlilik ve insan haklar1 yasalari, istihbarat
teskilatlarimin  faaliyetlerine giderek daha fazla
kisitlama getirmeye devam etmektedir. Bu nedenle
aralarinda Birlesik Krallik’in da yer aldig1 ¢ok sayida
Batili iilkenin istihbarat teskilatlari, veri koruma ve
diger yasalari izlemek i¢in avukatlar ve halkla iliskiler
uzmanlar1 ¢alistirmak durumunda kalmaktadirlar
[26]. Snowden’m ifsas1 bu noktada Birlesik Krallik
icin demokratik bir aktdr olarak, demokratik
olmayanlara goére siber giivenligi saglamasinin daha
zor olacagli bir donemi baslatmas1 sebebiyle
onemliydi.

Ozetle Lucas’m da belirttigi iizere, casuslukta kapall
toplumlar agik olanlara goére {istiin bir konuma
gelmistir. Diger taraftan Batili iilkelerin Cin, Iran,
Rusya gibi aktorler iizerinde gozetleme yapmasi

zorlasirken, bu iilkelerin istihbarat servislerinin
diinyanin geri kalanin1 gozetlemesi kolaylagmistir
[26]. Ayrica su husus da belirtilmelidir ki Birlesik
Krallik ve ABD, baskici rejimlere sahip olan tilkelerde
faaliyet gosteren muhalif gruplara siber temelde
verdigi destekle, internet kullanicilarinin gozetim ve
sansiiriinden kagmasina yardimci olmaktadir. Baskici
rejimler ise bunu bir gesit siber saldirt olarak
degerlendirmektedir [27]. Bu yoniiyle Batili liberal
demokrasiler ve otoriter devletlerin siber uzaydan
aldiklar1 tehdit farklilagmaktadir. Otoriter devletler
icin bu noktada temel endise kaynagi rejimin
benimsedigi diinya goriisii ve kontrol altinda tuttugu
bilgi akisinin sorgulanmasina ve elestirilmesine yol
acacak siber destekli eylemler ve devrimlerin ortaya
¢ikmasidir. Buradan hareketle siber suglar otoriter
devletler i¢in de bir sorun olmakla birlikte, siber uzay
rejimlerinin devami i¢in bir tehdit olarak goriilmiistiir
[28].

2016 yilinin sonlartyla birlikte baglatilmis olan yeni
siber giivenlik stratejisi ise ortaya koyulan stratejinin
bir pargast olarak Birlesik Krallik veri, sistem ve
aglarini savunmanin yaninda, diismanlar i¢in caydirici
olmayi, siber giivenlik sektdriinii biiyilitmeyi ve siber
alanda kritik yeteneklerini gelistirme amacindaydi.
Bunu gergeklestirmek i¢in, 1,9 milyar Pound yatirim
yapilmasinin planlanmis olmasi dikkate degerdir [29].

Bu donemde Birlesik Krallik siber giivenlik temelinde
sahip oldugu pozisyona giivenmekle birlikte, diinya
capinda az sayida devletin kendi giivenligine ve
refahima ciddi bir tehdit olusturacagi yoniinde bir
diisiinceye sahipti. Bu devletler, yikici olanlar da dahil
olmak tizere, Birlesik Krallik’1n altyapis1 ve endiistrisi
icin tehdit olusturma potansiyeline sahip olarak
degerlendirilmekteydi. Diger taraftan cok sayida
devletin de gelistirmeye devam ettikleri siber
programlar araciligryla Birlesik Krallik i¢in gelecekte
tehdit olusturmalart miimkiin olarak kabul edilmistir.
Burada dikkat edilmesi gereken husus, bazi
devletlerin  cezalandirilmayacaklarint  diistinerek
gerceklestirdikleri siber saldirilarla diger aktorleri
benzer eylemler icin motive edebileceklerinin
belirtilmis olmasidir [30]. Siber giivenlik stratejisinde
iizerinde durulan devlet veya devlet destekli
eylemlerin yanitsiz birakilmamasi diislincesi, yalnizca
savunmay1 degil saldir1 imkanlarinin arttirtlmasimi da
gerekli kilmugtir.

Siber giivenlik kavrami siklikla tehdit, saldir1 ve
savunma gibi kelimelerle bir arada kullanildig: igin
askeri bir sorun gibi algilanabilse de yalnizca askeri
bir sorun degildir. Ciinkii siber giivenlik, bir biitiin
olarak ve tiim toplum i¢in bir sorun olarak ortaya
cikmustir. Bu baglamda genis, isbirlik¢i ve ¢ok sayida
kurumun dahil oldugu bir miidahaleyi de
gerektirmektedir [31]. Birlesik Krallik genis bir
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temelde siber giivenlige 6nem vermek durumundadir.
Bahsi gecen gereklilik Birlesik Krallik tarafindan
kabul edilmistir. Buradan hareketle siber giivenlik
yalnmizca hiikiimete yonelik bir tehdit olarak
degerlendirilmemis, 6zel sektor ile vatandaslar da bu
kapsamda dnemsenmistir [9].

2016’ya dair deginilmesi gereken bir diger gelisme,
Birlesik Krallik’ta Hiikiimet iletisim Merkezi siber
giivenlige iliskin konularda ana organ olmaya devam
etse de kurulan Ulusal Siber  Giivenlik
Merkezi®araciligiyla, ulusal diizeyde siber giivenligi
saglayacak merkezi bir yapilanma!'? olusturulmasidir.
Ulusal Siber Giivenlik Merkezi’nin ulusal diizeydeki
siber olaylar1 yonetme, siber giivenlik konusunda
uzmanlik ve tavsiye sunmanin yaninda, siber giivenlik
endiistrisini destekleme cabasinda olmasi
amaglanmigtir [30]. Bu baglamda ulusal diizeydeki
siber giivenlik konularinda Birlesik Krallik’a islevsel
katki sunmaya baslayan Ulusal Siber Giivenlik
Merkezi aktif bir siber savunma iizerinden Birlesik
Krallik’in siber saldirilara kargi daha gii¢lii olmasini
miimkiin  kilmistir  [33].  Aktif siber savunma
stratejisinin uygulanmasina paralel olarak Birlesik
Krallik’ta siber sug tehdidinin azaldig: dikkate alinirsa
[34], aktif siber savunmanin iglevsel olarak Birlesik
Krallik’in siber giivenlik stratejisine katki sundugu
belirtilmelidir.

Siber giivenlik stratejilerinde hedeflendigi sekilde
yetkinliklerini arttiran Birlesik Krallik, siber uzayda
onemli bir aktdr olmakla birlikte, genis bir alanda
¢evrimici sistemlere sahip olmasi ve ekonomisini
dijital bir temele oturtmasi sebebiyle, ayn1 zamanda
siber saldirilara karsi korunmasiz kalma riskini de
sirdiirdiigiine inanmaktadir [35]. Ulusal Siber
Giivenlik Merkezi’nin  verilerine gore Birlesik
Krallik’ta Eylil 2020 ile Agustos 2021 arasinda
Ulusal Siber Giivenlik Merkezi’nin tarafindan
yonetilen 777 siber giivenlik olaymin yaklasik
%A40'min  kamu sektoriinii etkiledigi goz Oniinde
bulundurulursa, kamu siber saldirilar i¢in cazip bir
hedef olmay siirdiirmektedir [36].

Iste bu sebeple Birlesik Krallik 2022-2030 yillarin
kapsayan siber giivenlik strateji belgesinde bulunan
siber dayaniklilik hedefi, izlenmek istenen siber
stratejinin  merkezinde yer almaktadir. Siber
dayanikliligin siber saldirilara ragmen bir kurulusun
temel islevlerini ve hizmetlerini siirdiirme ve
verilerinin korunmasini saglama yetenegi oldugu
dikkate alindiginda, Birlesik Krallik’ta hiikiimetin

° The National Cyber Security Centre (NCSC).

10 Birlegik Krallik’in siber giivenlik alaninda 6zel sektor ile
kamu sektorii arasindaki boslugu doldurmas:t ve Ulusal
Siber Giivenlik Merkezi’nin saglamakta oldugu siber

ekonomi ve toplumsal temeldeki hizmetleri sunma
sorumlulugunda  olmasi,  siber  dayaniklilig
vazgegilmez kilmaktadir. Bu baglamda Birlesik
Krallik’in ~ 2022-2030  vizyonu, dijitallesen
temel/kritik hiikiimet islevlerinin 2025 yilma kadar
siber saldirilara kars1 Oonemli Olciide
saglamlastirilmas1 ve kamu sektorii genelinde faaliyet
gosteren tiim hiikiimet kuruluslarinin en geg¢ 2030
yilna kadar bilinen giivenlik agiklarma ve saldirt
yontemlerine karst dayanikli  hale getirilmesi
amaglanmaktadir [36].

Birlesik Krallik’m 2022-2030 vizyonunda kurulmasi
ongoriilen Hiikiimet Siber Koordinasyon Merkezi!! ile
hiikimete bagli kuruluslarin  operasyonel siber
giivenlik c¢abalarimi daha iyi koordine etmek ve
hiiktimetin kurumlariyla birlikte “tek viicut” olarak
savunma yetenegini gelistirmesi hedeflenmektedir
[36]. Siber uzaym biitiinciil bir bi¢imde korunmasi
gerekliligi dikkate alindiginda, bu merkezin kurulmasi
fazlasiyla rasyoneldir.

Birlesik Krallik’in giincel siber giivenlik stratejisinde
iizerinde durulan bir diger husus, toplumda siber
kiiltiir olusturulmasinin gerekliligidir. Bu noktada
kamu ¢alisanlarina odaklanilmis ve olusturulacak olan
siber giivenlik kiiltiirtiyle, kamu gorevlilerinin siber
giivenlik farkindaligini  ve bilgilerini arttirarak
kendilerini ve ¢alistiklart devlet kuruluslarini daha iyi
koruyabilmelerinin saglanmas1 amaglanmigtir [36].

4. BIRLESIK KRALLIK’IN SiBER GUCUNUN

GELECEGI (THE FUTURE OF THE UNITED KINGDOM'S
CYBER POWER)

Siber saldirilarin  uluslararasi niteligi  saldirinin
faillerinin gizlenmesini kolaylagtirmakla birlikte,
saldirty1  gergeklestirenler amagclarima ulagmalari
durumunda agiga c¢ikmaktan da gorece endise
etmezler. Diger taraftan, devlet onayli veya devlet
destekli olarak gerceklestirilen siber saldirilarin
cezalandirilma ihtimali, mevcut uluslararas1 yasal
cerceve dikkate alindiginda diistiktiir. Nihai olarak ise
siber  eylemi  sebebiyle  hicbir  yaptirimla
karsilagsmayan bir aktoriin faaliyetlerine devam etme
olasiligr da yiiksektir. Bu aktore karst etkili bir
ceza/karsilik verilmedigi takdirde diger aktorlerin de
benzer siber saldirilara tesvik edilmesi de ihtimal
dahilindedir [37]. Bu sebeple siber saldirilara karsi
aktorlerin  savunmada kalmak yerine saldiri
yeteneklerini gelistirmelerinin  miimkiin oldugunu
[38] kabul etmeleri ve buna uygun bir strateji

hizmetlere erisilebilirligi artirilmasi, ulusal siber giivenligin
saglanmasina yardimc1 olacaktir [32].
' Government Cyber Coordination Centre (GC3).
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izlemeleri ulusal siber giivenligin saglanmasi igin
elzemdir.

Savunmada kalmanin ulusal giivenligi saglayacagi
diistincesinin ~ sorunlu  oldugu, Maginot Hatt1
iizerinden verilecek bir 6rnekle belirtilebilir. Bilindigi
iizere 19. Yiizyillda gergeklesen Alman-Fransiz
rekabeti, Almanya’nin lehine sonuglanmigtir. 1.
Diinya Savagi’nda da Almanya, Fransa i¢in biiyiik bir
tehdit olmustur. Bu sebeple I. Diinya Savasi
sonrasinda Fransa, Almanya’ya kars1i kendisini
koruyacagina inandig1 bir savunma hatti insa etmeye
baglamistir. Donemin Fransa Savunma bakaninin
adiyla anilan Maginot Hatti’nin hem Almanya’ya
kars1 caydirict olacagina hem de yeni bir Alman
saldirisina  karst asilmaz  bir set ¢ekecegine
inanilmigtir. Ancak 1940’ta Maginot Hatti, Alman
saldirilarina karsi basarisiz olarak sabit istihkama
dayali bir savunma diigiincesinin ise yaramayacagini
kanitlamigtir [39]. Bu 6rnek siber uzay lizerinden
yeniden yorumlanirsa, Birlesik Krallik’in ulusal siber
giivenlik duvarlarini tahkim ederek giivende kalmasi
miimkiin degildir. Nasil Alman zirhlhilart farkl
stratejiler ve hattin zayif noktalarini degerlendirerek
Maginot’u astilarsa, ulusal savunmay1 saglayacak
siber stratejinin de yalnizca savunmada kalarak bunu
miimkiin kilmast olasi degildir. Tarihsel tecriibe
dikkate alindiginda, giivenligin savunma ve saldiri
unsurlarmin bir arada kullanilmasiyla saglanabilecegi
ileri stiriilebilir.

Ayrica su husus belirtilmelidir ki uluslararas1 hukuk
ogretileri dikkate alindiginda, belirli kosullarin
karsilanmasi kosuluyla, uluslarin bir siber saldirmin
failine kars1 savunma ve saldiri temelinde
gerceklestirebilecekleri eylemler bulunmaktadir [40].
BM Hiikiimet Uzmanlart Grubu’nun 2013’te mevcut
uluslararas1 hukukun ayni zamanda devletlerin siber
faaliyetlerine  yonelik  olarak  uygulanmasim
onaylamasina ek olarak, 2015’te BM Uzman Grubu,
BM Sarti’nin biitiiniiyle siber uzaya uygulandigini
kabul etmistir. Buna bagl olarak silahli saldir1 esigini
asan bir siber operasyona yanit olarak saldiriya
ugrayan devletin mesru miidafaa yoniinde hareket
etme hakkinin gegerliligi de kabul edilmistir [41]. Iste
bu noktada Birlesik Krallik’mm 2019’da kurdugu 6.
Tiimen, istihbarat, siber ve elektronik savasta
uzmanlagmig tugaylart da bilinyesinde
bulundurmaktadir. Konvansiyonel olmayan
yontemlerin de igeren yoOntemlerle savasabilecek
sekilde olusturulan bu tiimen, Birlesik Krallik’in

12 Rusya.

13 Bilindigi iizere gorece az sayida devletin sahip oldugu
ucak gemileri, bir gii¢ projeksiyonu araci olarak 6n plana
¢tkmaktadir. Hemen hemen diinyadaki tiim devletlere
saldirabilme imkanini saglamasi, ugak gemilerini gli¢
projeksiyonu olarak 6n plana ¢ikaran hususlarin basinda

gelecek donemde ¢ikabilecek savaglara iliskin
Ongoriisiiniin de bir sonucu olarak degerlendirilebilir
[42].

Siber giivenlige yonelik alinan tehditlerde, silahli
kuvvetlere de ayr bir yer agilmasi elzemdir. Silahli
kuvvetlerin bilgi ve iletisim teknolojisine artan
ihtiyaci, silahli kuvvetlerce kullanilan sistemlerin bir
siber saldirtya maruz kalmasimni miimkiin kilmaktadir.
Boyle bir saldiri sonucunda silahlarin ¢aligma
yeteneklerinin ~ biiyiikk  bir  sekilde tehlikeye
girebilecegi dikkate alinmalidir. Bu baglamda siber
tehdidin hizla degisen dogasi, Birlesik Krallik
Savunma Bakanligi'min siber giivenlik temelinde
arastirma ve gelistirmeye Oonem vermesini zorunlu
hale getirmektedir [43] ki siber savas, ayn1 zamanda
askeri teghizat iireten biiylik savunma sirketleri i¢in de
cazip bir alan haline gelmistir [27].

Ise yarar olup olmayacagi kesin olmamakla birlikte,
Birlesik Krallik’mn olast bir savas durumunda
kullanilmak iizere siber silahlar  gelistirdigi
bilinmektedir [6]. Devletler nasil silahlarin1 test etmek
icin tatbikat yapiyorsa, siber uzayda da durum gorece
benzerdir. Devlet gidiimli!? bir zararh yazilim
olduguna inanilan “NotPenya” ile agirlikli olarak
Ukrayna f{izerinde bir siber silahin etkilerinin test
edildigi ileri stirtilebilir [16].

Siber operasyonlar, devletlerin gii¢ projeksiyonunu
ortaya koyabilmeleri'? agisindan giderek daha énemli
hale gelmektedir. Birlesik Krallik, diisman devlet
aktdrlerine, terdristlere ve ciddi orgiitlii suclulara karsi
saldir1 operasyonlar1 yiiriitme hedeflerine yardimci
olmak igin 2020°de Ulusal Siber Giig’ii'*
olusturmugtur. Ulusal Siber Giig, ayni zamanda
Birlesik Krallik'in  diismanlarii tespit etmesine,
onlara zarar vermesine ve en nihayetinde siber uzayda
caydirict olmasina destek olma potansiyeline sahiptir
[45]. Ulusal Siber Giig, Birlesik Krallik ve
miittefiklerinin ~ giivenliklerini ~ siber  uzayda
saglamakla yiikiimlidiir. Bu kurumu farkli kilan
savunma ve istihbarat alaninda faaliyet gosteren
personellerin uzmanlik ve kaynaklarimi tek bir yap1
altinda birlestirmesinin yaninda, Birlesik Krallik dig
politikasina bagli olarak siber uzayda operasyon
diizenleme yetki ve kabiliyetine sahip olmasidir.
Diger bir ifadeyle Ulusal Siber Giig siber savunmanin
yaninda devlet, terdr ve sug drgiitlerine yonelik olarak
siber saldir1 diizenlemekle yetkilendirilmistir [33].
Ayrica su husus belirtilmelidir ki Ulusal Siber Gii¢’iin

gelmektedir [44]. Benzer bir bakis agis1 siber yetkinlikler
iizerinden kurgulanirsa, siber uzay diinyanin tamamina
yonelik saldirt diizenleyebilmeyi miimkiin kildig: igin giig
projeksiyonu i¢in 6nemli bir arag olarak degerlendirilebilir.
14 National Cyber Force (NCF).
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olusturulmasinda Rusya’dan alinan tehdit en 6nemli
giidiileyici sebeplerden biri olarak 6ne plana ¢ikmistir
[45].

Birlesik Krallik Hiikiimet Iletisimleri Baskanhg,
Rusya'yi siber uzayda etkili olabilecek operasyonlari
ylriitme konusunda kapasitesi olan ve oldukga
yetenekli bir siber aktor olarak degerlendirmektedir.
Rusya’nin demokratik se¢im sonuglarini etkileme
cabasinin yaninda, aralarinda Birlesik Krallik’in da
oldugu devletlerin kritik altyapt unsurlarina saldiri
diizenlemesi, kamu kurumlarina siber saldirida
bulunmasi ve organize su¢ Orgiitleriyle is birligi
kurarak siber alanda diger aktorlere zarar verme
girigimleri, Birlesik Krallik’in Rusya’yr ulusal
giivenligi icin tehdit olarak gérmesine neden olmustur
[46].

Rusya’nin yaninda teknik anlamda kat ettigi gelisme
ve sahip oldugu siber giivenlik giiciine bagli olarak,
Cin’in Birlesik Krallik i¢in en biiyiik tehdit unsuru
olmast  Ongoriilmektedir. Gorece daha basit
yontemlerle siber saldirilarda bulunmakla birlikte,
Iran’in  da cesitli casusluk ve yikict siber
yetenekleriyle, Birlesik Krallik tarafindan saldirgan
bir siber aktdr olarak degerlendirildigi not edilmelidir.
Diger taraftan Birlesik Krallik’in Kuzey Kore’yi,
Rusya, Cin ve Iran kadar gelismis siber imkanlara
sahip olmasa da siber uzayda yetenekli bir aktor
olarak gormeye devam ettigi belirtilmelidir [47].
Birlesik Krallik siber uzayda belirli yeteneklere sahip
olan bu aktorlere karst caydirict olmalidir. Ayni
zamanda devlet destekli saldirilara karst da caydirici
olmali ve bu alanda caydiriciligini = goriiniir
kilmalidir. '

Libicki, siber saldirtyr gergeklestiren bir aktoriin
kendisine yapilacak misillemelerin  biyiikligi
noktasinda ©Ongorii sahibi olmamasi durumunda,
misillemenin etkilerini abartma ya da kiiglimseme
yoluna gidilebilecegini ileri stirmektedir. Diger bir
ifadeyle, bilyiikliigii bilinmeyen veya 6ngoriilemeyen
bir tehditle karsi karsiya kalmalari durumunda
aktorler, kotiimser olup durumu oldugundan kotii bir
yere konumlandirabilir veya iyimser bir yaklasimla
tehdidi kiigtimseyebilirler. Libicki’ye gore istisnalari
olsa da biiyiikliigii ve etkisi daha 6ngoriilebilir olan bir
misilleme, Ongoriilemeyen bir misillemeden daha
fazla caydirict olacaktir [49]. Goodman da benzer bir
sekilde aktorlerin siber caydiricilik mesajlarim

15 Diger aktorlerin davramslarmm etkilemeye déniik olarak
kullanilmayan unsurlarin glic olarak
nitelendirilemeyecegine yonelik diisiince [48] dikkate
alinirsa caydiriciligin goriiniir kilinmasi giictin kullanilmasi
olarak da diigiiniilebilir.

16 Siber uzayda cezalandirma mekanizmasi isletilirken su
husus unutulmamalidir ki siber silahlar, niikleer silahlar

gorliniir kilmamalarinin siber saldirilarin
yayginlagmasina etki ettigine deginmistir [50]. Bu
noktada Birlesik Krallik’in siber gii¢ unsurlarini siber
caydiricilign  saglayabilmek igin goriinlir kilmasi
ayrica onemli hale gelmektedir.

Suz Tzu’nun “Savas Sanat1” isimli eserinde ifade
ettigi “glicliiyken onlardan sakin” ifadesi [51], realist
temelde caydirict olmanin Onemini ortaya koyar.
Birlesik Krallik siber alanda caydirict olmasina
ragmen, bir saldiriyla karsilasmasi durumunda ise
yapilan  saldirtya  misliyle  karsilik  vererek
caydiriciligint korumalidir. Yine realist bir temelde
bakilirsa, Machiavelli’'nin  devletin  basindaki
liderlerin hem kendilerinin hem de devletlerinin
bekasini saglamak igin basvuracaklar biitiin araglari
dogru ve ovgiiye deger olarak degerlendirdigi [52]
dikkate alindiginda, Birlesik Krallik’in da kendisine
karsi gerceklestirilen siber saldirtlara  kargilik
verebilecegi araclar arasinda ahlakiligi devre dis1
birakma egiliminde olmasi, bir gereklilik olarak
diistiniilebilir.

Caydiricilik, diismana yapmay1 planladigi saldiri
sonucunda ortaya ¢ikacak yiiksek maliyetin
gosterilmesi  ve diismanin  heniiz  baslatmadigi
saldirrdan  vazgecirilmesini  ifade  etmektedir.
Caydiricilikta dikkat edilmesi gereken temel husus,
diismana yapacag saldirinin sonucunda elde edecegi
faydanin, zarardan daha az olacaginin agikca
hissettirilmesidir. Bu noktada diisman, muhtemel
saldiris1  Oncesinde uyarilmalidir. Diisman buna
ragmen saldir1 yapmasi1 durumunda bedel 6deyecegini
bilmeli ve bu yetkinlige sahip oldugunuza
inanmalidir. Diigman yapacag1 fayda/zarar hesabina
ragmen bir saldirn diizenlemesi durumunda ise
cezalandirilmalidir [39]. Birlesik Krallik’n siber
yetkinlikleri iizerinden olusturdugu caydiriciliga
ragmen bir saldirnya ugramast  durumunda
cezalandirma mekanizmasinin isletilebilmesi,'® siber
saldirt yeteneklerinin 6nemini ortaya ¢ikarmaktadir.

McKenzie’nin ABD’nin siber caydiriciligina yonelik
ifade ettigi hususlarin Birlesik Krallik i¢in de gecerli
oldugu ileri siiriilebilir. McKenzie’ye gore ABD'nin
siber caydiriciliginin inandirict olmasi igin ortaya
koyulan ceza tehdidinin muhatap aktérde karsilik
bulmas: gerekmektedir. Diigman aktdriin ceza
tedbirlerinden  korkarak saldir1  diizenlemekten
vazgectigi bir durum yaratilmasi i¢in cezalandirma

veya diger konvansiyonel silahlar kadar siddetli bir tahribat
yaratamayabilir. Yapilacak bir siber saldirida kritik altyap:
unsurlart hedef alinmasi durumunda bile niikleer silahlarin
kullanimindaki gibi yikici bir etki 6ngdriilemez. Bu anlamda
siber saldirilarin/misillemenin biiyiikligii ve kapasitesinin
gorece sinirli olacagi [53] dikkate alinmalidir.
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mekanizmasinin isetilmesinde istekli olunmast énem
arz etmektedir. Uygulanabilir bir caydiricilik stratejisi
iizerinden kurgulanan caydiricilik, saldirgan bir yone
sahip olarak bir tiir misillemeyi igerir. Bu misilleme
siber uzayda olabilecegi gibi orantililik esasina
dayanarak saldirty1 diizenleyen aktore karsi siyasi ve
ekonomik eylemlerde bulunulmasiyla [54] da
desteklenebilir. Bu noktada siber caydiriciligin bir tiir
misilleme {izerinden yalnizca siber uzayda verilmesi
zorunlu degildir. Sahip olunan diger giic unsurlari
iizerinden ve yapilan saldiriyla orantili olarak
caydiriciligin saglanmasi da ihtimal dahilindedir.

Nye’a gore siber uzayda cezalandirma hem devletlere
hem de suca dahil olan aktdrlere yonelik olarak
miimkiin olmakla birlikte, siber uzayda caydiriciligin
gercek anlamda ise yaraylp yaramayacagi sorusunun
cevabi bazi degigkenlere bagli olarak farklilasabilir.
Diger taraftan tiim siber saldirilar esit 6neme sahip
olmadiklar1 i¢in ulusal giivenlik {izerinde bir tehdit
olarak degerlendirilmez. Bu sebeple bu tiir diisiik
diizeyli saldirilara kars1 caydiricilik
kullanilamayacagi  i¢in  politikacilarin ~ 6nemli
saldirilara odaklanmasi gerekir [55].

Devletlerin disinda, devlet destekli olmayan siber
terdrizm de Birlesik Krallik i¢in 6nemli bulunmus ve
ciddiye almarak giivenliklestirilmigtir. Teroristler
fiziki zarar verebilecekleri teror eylemlerine 6ncelik
vermekle birlikte, Birlesik Krallik’a kars1 zarar verici
siber faaliyetler yiiriitmeyi de hedeflemektedirler.!”
Bu saldirilar, devlet olarak Birlesik Krallik i¢in biiyiik
bir tehdit potansiyeline sahip olmasa da diisiik
kapasiteli siber saldirilarin etkisi orantisiz derecede
yiiksek olmaktadir. Ornegin hacklenen kisisel
bilgilerin ¢evrimigi olarak yayinlanmasi, medyanin
ilgisini ¢ektigi i¢in halkin korkutulmasini da
beraberinde getirmektedir. Bahsi gegen orantisiz etki
dikkate alindiginda, terdr Orgiitlerinin  siber
kapasitelerindeki gorece kiiciik bir artig bile Birlesik
Krallilk ve onun ¢ikarlar1 i¢in ciddi bir tehdit
olusturabilir [30].

ABD’nin Ulusal Giivenlik Ajansi'® siber casusluk
konusunda ilk sirada yer alsa [57] da Birlesik
Krallik’in son dénemde Hiikiimet letisim Merkezi ile
Ulusal Giivenlik Ajansi’na yakin bir kapasiteye
ulastig1 diisiiniilmektedir. Ozellikle 2009 sonrasinda
Birlesik Krallik’in siber giivenlik alaninda yaptigi
yatirimlar ve konuya verdigi onemin bunda etkili
oldugu sdylenebilir.

17 Siber terdrizm her ne kadar bombali bir terdr eyleminin
ve bu eylemdeki can kaybinin medyaya yansiyan gorsel
etkisine sahip olmasa da bir iilkenin 6nemli aglarmna
yapilacak saldirilarla  kaosa sebebiyet verebilirler.
Terdristlerin temel amaglart arasinda yer alan hiikiimetin

Ortaya koyulan ¢abaya bagli olarak Birlesik Krallik,
siber giivenlik yatirimlarinin sonuglarini  almaya
baslamigtir.  Birlesmis  Milletler ~ Uluslararast
Telekomiinikasyon  Birligi’'nin  (ITU), 2018’de
yaymladig1 Kiiresel Siber Giivenlik Endeksi'ne gore
Birlesik Krallik, siber giivenlik temelinde yapilan bir
siralamada ilk sirada [58] (ITU, 2019: 62), ITU nun
2020 y1l Kiiresel Siber Giivenlik Endeksi'ne gore ise
ABD’nin hemen ardindan ikinci sirada yer almaktadir
[59] (ITU, 2021: 25). Bu noktada Birlesik Krallik’in
yapmasi gereken siber glivenlikteki sahip oldugu 6ncii
rolii, diinyadaki konumunun temel bir pargasi haline
getirmektir [60] (Prince & Sullivan, 2019: 17). Siber
uzayda kazandigi yeteneklere ragmen Birlesik
Krallik’in kiiresel bir tehditle yalniz basa ¢ikmasi
miimkiin degildir. Bu noktada tercih edilecek en
rasyonel yol, ulusal siber giiciin arttirilmasinin
yaninda dost ve miittefik aktorlerle is birligi
yapmaktir.

Romali tarih¢i Tacitus’un devletler kendilerini
ilgilendiren bir tehlikeye karsi birlesmek yerine bu
tehlikeyle teker teker miicadele eder ve maglup olurlar
yoniindeki diistincesi [61], siber uzayda karsilasilan
tehdide karsilik devletlerin realist temelde kendi
kapasitelerini gelistirme ¢abalar1 ve bunun sonucunda
yasanabilecek  basarisizlik  {izerinden  uyum
icerisindedir. Diger bir ifadeyle realizmin 6n gordiigii
self help (kendi kendine yardim) kavrami, siber
uzayda aktorler agisindan gegerligini korumakla
birlikte, basarili olmak i¢in is birliginin saglanmasi
gerekmektedir.

Bu yoniiyle disiintildiglinde siber giivenligin
saglanabilmesi icin yalnizca yurt iginde siber
giivenlige iligkin savunma imkanlarinin gelistirilmesi
yeterli olmayacaktir. Clinkii yapist geregi internetin
ulusdtesi olmasi, devletlerin karsilagacagi tehditlerin
kaynagini da sinir 6tesine tagimaktadir. Bu noktada
Birlesik Krallik’in siber alanda ihtiyag duydugu
giivenligi tek basina saglayamayacagi dikkate
almarak, diger ilkelerle ortakliklarin yapilmasi
elzemdir [17] (Cabinet Office, 2011: 22). Siber
uzayda uluslararasi is birligini mimkiin kilmak
onemli ve gereklidir. 2016 ve 2019 yillar1 arasinda
Birlesik Krallik’ta basbakanlik goérevinde bulunan
Theresa May de organize suglara kars1 giiglii
ortakliklar kurulmasini gerekli gérmektedir. May’e
gore terorle miicadele nasil yalnizca iilke sinirlar
icerisinde ortaya koyulan ¢abayla sona erdirilemez ve
hiikiimetler arasi bir stratejiye ihtiya¢ duyarsa, burada
da benzer bir durum bulunmaktadir [62]. Bu

halkim koruyamadigi algisimin  [56] siber saldirilar
iizerinden verilebilecegi dikkate alindiginda terdrizm
temelinde siber giivenligin 6nemi daha iyi anlasilacaktir.

'8 National Security Agency (NSA).
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farkindaliga sahip olan Birlesik Krallik, siber suglar
basta olmak tizere siber alanda operasyonlar, politika,
arastirma, bilgi paylasimi ve askeri is birligini de
kapsayan c¢ok sayida siber paylasim anlagmasi
imzalamistir [63]. Tiim bunlar dikkate alindiginda,

tarafliliga  deger veren bir {ilke olarak

degerlendirilebilir.

Birlesik Krallik istihbarat ve siber giivenlik alaninda,
ABD’nin 6nemli bir miittefiki olarak 6n plana
cikmaktadir [64]. Birlesik Krallik ve ABD’nin 4 Ekim
2019°da imzaladiklar1 antlagsma, taraflarin iletigim
hizmeti saglayicilarindan ciddi suglarin 6nlenmesi,
tespiti, sorusturulmasi veya kovusturulmasina iliskin
elektronik wverileri yapilan anlasmaya uygun bir
sekilde elde edebilmesini miimkiin kilmasi [65], siber
alanda yakin iligkilerin Onemli gostergelerinden
birisidir.

Siber giivenlik ve ¢ok taraflilik iizerinden ifade
edilmesi gereken bir diger konu, Birlesik Krallik,
ABD, Kanada, Avustralya ve Yeni Zelanda’nin dahil
oldugu 6nemli ve gelismis bir istihbarat sistemi olan
Echelon’dur. Echelon’un kiiresel internet ve iletisimi
denetleme, ilgili istihbarat servislerini uyarma ve elde
ettigi bilgileri/verileri arsivleme yeteneklerine sahip
oldugu [66-67] dikkate alindiginda, siber uzayda
kolektif bir yaklasim sergilemenin 6nemi yeniden
hatirlanacaktir.

Birlesik Krallik’in daha giiglii kolektif eylem igin
NATO ittifakinin siber giivenlik yeteneklerinin
gelistirilmesini desteklemeye devam edecegini beyan
etmesi [33] de Onemsenmelidir. Siber uzay1
operasyonel bir alan haline getirme yoniinde bir irade
ortaya koyan Birlesik Krallik’in kendi gelistirdigi
modellerin nasil ¢alistigini ve askeri operasyonlarimin
bir pargasi olarak siber etkileri nasil kullanmay1
planladigin1 NATO ile paylagmasi dnemlidir. Birlesik
Krallik’in bu noktada istekli ve goniillii bir tavir
ortaya koymasi da ayrica kiymetlidir [16] Son olarak
Birlesik Krallik ayn1 zamanda Kiiresel Dijital Erisim
Programi1 kapsaminda 10 milyon Pound'luk bir yardim
ile simdiye kadarki en biiyiik denizasir1 siber kapasite
gelistirme projesini gergeklestirmistir. Bu kapsamda
Brezilya, Nijerya, Giiney Afrika, Kenya ve
Endonezya’da ¢ok sayida projeye destek verilmistir
[68].

5. TARTISMA ve SONUC (DISCUSSION and
CONCLUSION)

1980’li yillarda siber uzayr gilivenliklestirmesi
gerektigini kavrayan Birlesik Krallik, sonrasindaki
stirecte siber uzaydaki konumunu giiven altina almay,
ulusal gilivenligi saglamanin 6n kosulu olarak

degerlendirmis ve bu konuyu fazlasiyla Gnemsemistir.
Siber uzayda karsi karsiya kalman tehditlerin
¢esitlenmesine  bagli  olarak  siber  giivenlik
yatirimlarini arttiran Birlesik Krallik lider aktdrlerden
biri haline gelmistir. Siber gilivenlik stratejileri
ozelinde analiz edildiginde, Birlesik Krallik bu
stratejileri ortaya koyma noktasinda gorece geg kalmig
olsa da siber uzaya gereken 6nemi vermistir.

Siber giivenlik stratejilerinin agiklanmasina paralel
olarak  siber giivenlikte  kurumsallasma da
hizlanmistir. Hiikiimet fletisim Merkezi halen Birlesik
Krallik’1n siber giivenligini saglayan ana ¢at1 olmakla
birlikte, farkli birimler arasindaki iletisim ve uyumu
miimkiin kilan mekanizmalarin olusturulmasi, siber
giivenlik ve caydiriciligin saglanmasi igin rasyonel bir
politika olarak degerlendirilebilir. Birlesik Krallik’ta
silahli  kuvvetlerin de siber uzayda yasanan
gelismeleri  dikkate alarak savunma ve saldin
yetenekleri iizerinden kendisini yeniden
yapilandirdigi not edilirse, siber uzayda Birlesik
Krallik’in daha etkili bir siber gii¢ olmasinin da 6nii
agilmugtir.

Makalede iizerinde duruldugu iizere, aktif siber
savunmanin iglevsel olarak siber giivenlik stratejisine
katki sundugu goriilse de Birlesik Krallik’in yalnizca
ulusal siber giivenlik duvarlarini tahkim ederek
giivende kalmasi miimkiin degildir. Bunun farkinda
olan Birlesik Krallik, elektronik savas yontemleri ve
siber uzayda operasyon diizenleme kabiliyetine sahip
olmay1 6nemsemektedir. Devlet, devlet destekli, terdr
ve suc Orgiitlerine yonelik siber uzayda caydiric
olunabilmesi i¢in siber savas ve siber saldir
yetkinliklerinin gelistirilmeye devam edilmesi hayati
oneme sahiptir. Birlesik Krallik’in siber yetkinlikleri
iizerinden olusturdugu caydiriciliga ragmen bir
saldirtya ugramasi durumunda, saldirty1 diizenleyen
aktor Cin ve Rusya gibi siber kabiliyetleri yiiksek olan
aktOrler bile olsa, cezalandirma mekanizmasinin
igletilebilmesi  yeni saldirilara  karst  giivende
olabilmek i¢in elzemdir. Diger bir ifadeyle siber
operasyonlar, devletlerin gii¢ projeksiyonunu ortaya
koyabilecekleri bir alan olarak degerlendirildiginde,
Birlesik Krallik’mn gelistirmis oldugu yetkinliklerini
gergeklestirecegi siber operasyonlarla goriiniir kilmasi
gerekmektedir. Kisaca Birlesik Krallik’in  siber
giivenligini yalnizca savunmada kalarak elde etmesi
miimkiin olmadig1 i¢in siber caydiricilik ve saldiri
kapasitesini realist temelde arttirmasi miihimdir.
Burada bir hususun ayrica agiklanmasi gerekir ki
caydirict ve saldirt potansiyeli yiiksek olan bir siber
glic olusturabilmek i¢in is birligi imkanlari
onemsenmeli ve asagida agiklanacak saldirgan
realizm ile karistirilmamalidir.
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Saldirgan realizmin hegemonya hedefine ulagabilmesi
icin pesinden gittigi daha fazla gilice sahip olma
diirtiisti, diger aktorler tarafindan istenmeyecegi i¢in
hegemon olma yolundaki aktdriin  giiciiniin
dengelenmesini beraberinde getirebilir. Diger taraftan
savunmac1 realistler, hegemonyaya sahip olma
cabasint stratejik bir hata olarak nitelemekte ve giicii
maksimize etmek yerine yeterince giice sahip olmayi
gerekli gormektedirler [69]. Bu noktada giicii bir arag
olmaktansa amag¢ olarak diisinmek,'® is birligi
imkanim1 dost ve miittefik aktorler i¢in Dbile
sinirlandirmanin 6tesinde sorunlu hale getirmektedir.
Ayrica siber uzayin anarsik yapisi da self help
diistincesi lizerinden isbirligi imkanlarini siklikla
gereksiz kilmaktadir. Iste bu noktada makalede
Tacitus’a atifla ifade edilen ortak tehdide karsi teker
teker miicadele edilip birlikte maglup olunmasina
yonelik diisiince dikkate alindiginda, Birlesik
Krallik’in giicii bir ama¢ olmaktansa ara¢ haline
getirerek miittefikleriyle ig birligi imkanlarini disarida
birakmamasi 6nem arz etmektedir.
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1. GIRIS INTRODUCTION)

Nakamoto tarafindan yazilan Bitcoin makalesinde,
blok zinciri terimi ilk kez kullanilmis ve bu teknoloji,
Bitcoin'in islem kayitlarin1 giivenli bir sekilde
depolamak ve dogrulamak i¢in kullanilan bir dagitik
defter olarak tanimlanmistir [1]. Blok zinciri
teknolojisi, merkezi olmayan ve giivenli yapisiyla
taninan kripto paralarin temelindeki teknoloji olarak
hizmet etmektedir [2]. Bitcoin ve Ethereum gibi kripto
paralar katilimcilar arasinda giiveni garanti ederek,
uctan uca islemleri kolaylastirmak icin blok zinciri
teknolojisini kullanir [3]. Blok zinciri tabanli dijital
paralarda  kriptografik  tekniklerin  kullanilmas1
islemlerin giivenligini ve biitiinligiinii saglar [4].
Kripto paralarin ortaya ¢ikmast tiiketicilerin bu dijital
varliklar1 anlama ve kabul etme egilimlerini anlamak
icin ilgi uyandirmaktadir [5]. Blok zinciri seffafligi
gibi faktorler kullanicilar arasinda gliven olusturmada
kilit bir rol oynamakta ve kripto paralarin
benimsenmesini etkilemektedir [6]. Ayrica, blok
zinciri teknolojisinin merkezi olmayan ydnetim ve
gelistirilmis giivenlik gibi potansiyel avantajlari,

kripto  paralarin  olumlu  algisina  katkida
bulunmaktadir [7].
Blok zinciri teknolojisinin  tanimi1  konusunda

literatiirde farkli yorumlar bulunmakla birlikte Butijn
ve digerleri [8], genellikle bir agda ugtan uca
dagitilmis kullanicilara giiven veren merkezi olmayan
bir ekonomiyi giiglendiren bir teknoloji olarak
tanimlanmaktadir [9]. Teknoloji gelismeye devam
ettikce yapi, zorluklar ve cesitlilikleri anlamak,
yeteneklerini kapsamli bir sekilde kavramak igin
hayati 6neme sahiptir [10].

Blok zinciri, dagitik bir defter teknolojisi olarak
hizmet vermekte olup merkezi olmayan bir sekilde
veri biitiinliigiinii saglayan agik bir genel defterdir
[11]. Bu teknoloji degismezligi, seffafligi ve
anonimligi ile diger dagitik defter teknolojilerinden
ayrilmaktadir [12]. Blok zincir, ardisik kriptografik
bloklarin bir zincirini olusturan ve bu bloklarin tiim
blok zinciri sistemi {izerine yayilmasi seklinde
tasarlanmistir [13]. Blok zincir, islemleri merkezi
olmayan bir ugtan uca (peer-to-peer) agda, yani

diiglimler olarak bilinen bir dizi bilgisayarda
paylasilan bir defter olarak saklanmakta ve
islenmektedir [14].

Blok zincirinin pek ¢ok alanda potansiyeli ve etkisi
ortadadir ve bunlar arasinda tedarik zinciri yonetimini
devrim niteliginde degistirmesi, saglik sektoriinde
giivenligi  artirmast  ve  denetim  siireclerini
iyilestirmesi yer almaktadir [ 15-17]. Teknolojinin veri

biitiinliigiini saglama, yolsuzlugu énleme ve iglemleri
kolaylastirma yetenegi, farkli endiistrilerde degerli bir
varlik haline getirmektedir [18]. Ayrica blok
zincirinin merkezi olmayan dogast ve
degistirilemezligi saglik kayitlar1 ve finansal islemler
gibi hassas bilgilerin depolanmasi ve paylasilmasi i¢in
giivenli bir platform saglamaktadir [19].

Blok zincir teknolojisi ¢esitli endiistrileri devrim
niteliginde doniistiirebilecek potansiyele sahip bir
yenilik olarak ortaya ¢ikmistir. Blok zincirinin
merkezi olmayan, degistirilemez ve seffaf yapisi,
imkanlarin1 genis kapsamda kesfetmeyi ve yaygin
olarak benimsemeyi saglamuistir. Uretim, egitim,
tarim, finans, saglik hizmetleri gibi sektorlerde
kullanimi ve arastirilmasi giderek artmaktadir [20-
25]. Blok zincirinin merkezi olmayan dogas, ti¢iincii
taraflara olan bagimliligi azaltirken seffafligni ve
giivenligi artirmaktadir [26]. Elektronik oy sistemleri
baglaminda blok zinciri dogrulugu ve giivenligi
saglayarak kullanicilar arasinda giiven olusturmak
icin biiyiik 6neme sahiptir [27]. Saglik alaninda blok
zinciri veri kokenini, seffafligi ve degistirilemezligi
saglayarak klinik deneyleri ve saglik kayitlarimi
yonetmede kuruluslara destek saglar [28-30]. Gida ve
icecek endistrisi blok zincirinin seffafligindan
faydalanarak ¢evresel ve sosyal sorumluluk
hedeflerine ulagsmada yardimci olmaktadir [31]. Tiim
bu ihtiyaglar sektorde insan kaynagindan beklenen
gereksinimlerin ¢esitlenmesine de sebep olmaktadir
[32].

Blok zincir teknolojisi, muhasebe, denetim ve tedarik
zinciri  yonetimi  gibi c¢esitli alanlar, islem
maliyetlerini degistirerek, firma sinirlarimi etkileyerek
ve akilli sozlesmelerin yiiriitilmesini saglayarak
doniistiirme potansiyeline sahiptir [33-35]. Merkezi
olmama ve seffaflik 6zelliklerinin etkisiyle muhasebe
alani ilizerinde 6nemli etkileri olmasi beklenmektedir
[34-35]. Ayrica blok zincir sigorta dahil olmak tizere
farkli sektorlere 6nemli faydalar getirebilecek c¢igir
acan bir teknoloji olarak kabul edilmektedir [36].

Blok zincir teknolojisi Tiirkiye'deki gesitli sektorlerde
artan ilgi ve arastirma dikkatine sahip olmustur. Erol
ve digerleri [37] tarafindan yapilan ¢alismada lojistik,
tedarik zinciri, saglik, enerji, finans, otomotiv, ilag ve
tarrm gibi Tirk endiistrilerinde blok zinciri
teknolojisinin uygulanabilirligini bir karar destek
yontemi kullanarak degerlendirmistir. Arastirmada
Tiirkiye'de blok zinciri teknolojisinin benimsenmesi
icin en uygun sektoriin finans sektori oldugu
belirtilmigtir. Ayrica Gulen ve Karaagac [38]
Tiirkiye'deki tarimsal gida tedarik zincirinde blok
zinciri teknolojisinin uygulanmasina yonelik bir proje
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Onermis ve basarili bir uygulama igin kamu ve 6zel
sektorler  arasindaki is  birliginin  Onemini
vurgulamigtir. Kahraman [39] calismasinda finans
sektoriinde blok zinciri teknolojisinin Tiirkiye'deki
finansal gorlinimii etkileme potansiyelinin yiiksek
oldugunu belirtmistir. Tirkiye'nin  dijital cag1
benimsemesiyle kripto paralarin ve yeniliklerinin
kiiresel ekonomiyi ve Tiirkiye'deki finans sektoriinii
nasil  etkileyebileceginin  6nemli  potansiyelini
vurgulamigtir. Ozturan ve digerleri [40] tarafindan
yapilan ¢aligmada Tiirk bankacilik sektdriinde blok
zinciri  teknolojisinin  benimsenme  hazirligim
degerlendirmis  ve  Tiirkiye'deki  bankalarin
cogunlugunun blok zinciri teknolojisini benimseme
stirecinin  basglangic asamasinda oldugu sonucuna
varmistir.  Ayrica Bowden ve Baral [41]
calismalarinda Tirkiye de dahil olmak iizere
gelismekte olan pazarlarda faaliyet gosteren tedarik
zincirlerinde blok zinciri uygulamalarini aragtirmistir.
Teknoloji-organizasyon-gevre c¢ercevesini kullanarak
calisma Ingiltere ve Tiirkiye'den uzmanlarin
goriislerini incelemis ve Tirkiye'deki tedarik zinciri
operasyonlarinda blok zinciri teknolojisine artan ilgiyi
belirtmistir. Ozetle tiim bu calismalar Tiirkiye'de blok
zinciri benimseme i¢in hazirlik ve potansiyel sektorler
konusunda degerli goriisler saglamakta ve endiistriye
0zgii zorluklar, teknolojik yetenekler ve kurumsal
hazirlik gibi ¢esitli faktorleri dikkate almanin Gnemini
vurgulamaktadir.

Bu ¢alismada blok zincir kapsaminda Web of Science
(WoS) iizerindeki Tiirkiye adresli yayinlarinin makine
ogrenmesi teknigi olan Latent Dirichlet Allocation
(LDA) Gizli Dirichlet Ayrimi ve bibliyometrik analizi
ortaya konulmustur. WoS, ¢esitli disiplinlerdeki
bilimsel makaleler, konferans bildirileri ve diger
akademik  materyallerden olusan genis  bir
koleksiyona erisim saglayan, yaygin olarak kullanilan
bir aragtirma veri tabani ve atif indeksidir. Clarivate
Analytics  (eskiden Thomson Reuters'in  bir
pargasiydi) tarafindan siirdiiriilmekte olup akademik
arastirmalar i¢in en kapsamli ve prestijli kaynaklardan
biri olarak kabul edilmektedir. WoS, arastirmacilar,
bilim insanlari, kiitliphaneciler ve akademik kurumlar
tarafindan literatiir taramasi, bibliyometrik analiz ve
kendi alanlarindaki en son gelismelerden haberdar
olmak i¢in yaygin olarak kullanilmaktadir. Atif
analizi ic¢in geligmis arama yetenekleri ve araglari
saglar. Bu da onu bilimsel iletisim ve aragtirma
degerlendirmesi igin degerli bir kaynak haline getirir.

Literatiirde blok zincir konusunda Tiirkiye nin
iiretkenligini WoS kaynaklarinda 6l¢gmek amaciyla bu
calisma gergeklestirilmistir. Caligmanin bu yoniiyle
gelismekte olan Blok zincir teknolojisine yonelik

Tiirkiye’nin durumunun ortaya konmasinda, ¢ok
giincel bir teknoloji olan blok zincir konusunda
sektorde ve akademide daha iyisi igin
yapilabilecekleri ortaya koyacagi ve bu sayede
ozellikle Tirkge literatire katki  saglayacagi
disiiniilmektedir.

2. YONTEM (METHOD)

WoS iizerinde blok zincir, Ingilizce “blockchain*”
veya “block-chain*” veya “block chain*” sozciikleri
ile arama gerceklestirilerek 29.972 dokiimana
erisilmistir. [lgili arama arastirmaci anahtar kelimeleri
ve arastirma basliklar iizerinden gerceklestirilmistir.
Tiirkiye fitresi ile elde edilen son veri setinde 330
arastirma makalesi ve derleme makalesi bibliyometrik
yontemler ile analiz edilmistir. Veriler 04/04/2024
tarihinde elde edilmistir. Ilgili veri WoS Core
Collection {izerinden elde edilmistir. Elde edilen veri
formatimiz plainText ve Excel format1 olmak tizere iki
formda olmustur.

Analizler i¢in kullanilan araclarimiz sirasiyla WoS
Raporlama Sayfasi, InCites Rapor Sayfasi, R
Bibliometrix Paketi Biblioshiny kiitiiphanesi, LDA
Analizi i¢in Pyton Scikit-learn kiitiiphanesi,
VosViewer paket programi, Microsoft Excel
programi, Oracle Database ve SQL Sorgu dili
seklindedir. Analiz siirecinde kullanilan teknikler ise
ortak yazarlik analizi, ortak anahtar kelime kullanimi
analizi, atif ve ortak atif analizi, tematik harita analizi,
dokiiman analizi ve LDA konu modelleme analizi,
seklindedir.

Literatiirde belirli bir arastirma alaninda sistematik bir
degerlendirme ortaya koymak ve geleneksel literatiir
analizi i¢in kapsamli ve ilgili bilgileri elde edebilmek
i¢in var olan arastirmalarin miktar1 zorluk tegkil
etmektedir. Bibliyometrik yontemler araciligi ile
belirli bir alandaki arastirma ciktilari hakkinda pek
cok bilgiye sahip olunabilmekte, LDA yontemi ile de
konu modellemesi gergeklestirilebilmekte, yiiksek
icerikli metin belgeleri organize edilebilmekte ve
Ozetlenebilmektedir.

3. BULGULAR (FINDINGS)

Literatiirdeki ilk makale 2018 yilinda yaymlanmis ve
ilgili yilda toplamda bes makalenin yaymlanmis
oldugu goriilmiistiir. Ardindan 2019 yilinda 12, 2020
yilinda 33, 2021 yilinda 77, 2022 yilinda 105, 2023
yilinda 78 ve iginde bulundugumuz yilda ise simdiye
kadar 20 makalenin yaymlanmis oldugu goriilmistiir
(Sekil 1).
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Sekil 1. Tiirkiye Adresli Blok Zincir Makalelerin Yillara Gore Uretkenligi
(Productivity of Tiirkiye Addressed Blockchain Articles by Years)

Ilgili konuda Tiirkiye adresli arastirmalarm en yogun
oldugu yil 105 makale ile 2022 yili olmustur.
Yaymlarin indekslerine gore dagilim
degerlendirildiginde,  Science  Citation Index
Expanded (SCI-Expanded) (f:13.638, 45.50%),
Emerging  Sources Citation Index (ESCI)
(f:4.020,13.41%), Social Sciences Citation Index
(SSCI) (f:3.186, 10.63%), ve Arts & Humanities
Citation Index (A&HCI) (f:79, 0.26%), seklinde
oldugu goriilmiistiir.

Tiirkiye adresli ilgili yaymlarm h-indeks degeri ise
39°dur. Ortalama atif degeri 15,25 ve alinan toplam
atif degeri ise 5.034°diir. Ilgili konuda iiretilen
dokiimanlarin yillik biiylime oraninin %37.64 oldugu
goriilmiistiir. 330 arastirmanin  %51.22°sinin  agik
erisim oldugu fakat ilgili yaymnlarin sadece
%19.1’inin desteklendigi goriilmiistiir. lgili konuda
en fazla destek olan kurumlarin sirasiyla, Tirkiye
Bilimsel Ve Teknolojik Arastirma Kurumu
(TUBITAK) (f:16, 4.84%), Avrupa Birligi (AB) (f:3,
%0.90), Cin 3 Ulusal Dogal Bilimler Vakfi (NSFC)
(f:3, %0.90), Sangay Doga Bilimleri Vakfi (f:2,
0.60%), Galatasaray Universitesi Bilimsel Arastirma
Projeleri  Komisyonu (f:2, 0.60%), oldugu
goriilmiistiir.

Ilgili arastirmalardin en yogun iliskilendirildigi
sirdiiriilebilirlik  hedeflerinin  (Bahsedilen WoS
tarafindan yayinlarin iliskilendirildigi
stirdiirtilebilirlik hedefleridir.) ise yogunluk sirasina

gore su sekilde oldugu goriilmistiir: Siirdiirtilebilir
sehirler ve topluluklar (f:21, %6.36), endiistri
inovasyonu ve altyap1 (f:14, %4.24), uygun fiyatl ve
temiz enetji (f:8, %2.42), saglik ve refah (f:6, %1.81),
kaliteli egitim (f:6, %1.81), sorumlu tiiketim ve {iretim
(f:5, %1.51), insana yakisir is ve ekonomik biiyiime
(f:3, %0.90), sifir aglik (f:1, %0.30), esitsizligin
azaltilmasi (f:1, %0.30), baris ve adalet giigli
kurumlar (f:1, %0.30).

3.1. Arastirmaci, Kurum ve Ulke Analizleri

(Researcher, Institution and Country Analyzes)

Bu béliimde incelemeye konu olan arastirma makalesi
sayis1 (f:117.386, 58.00%) ve derleme tiirlindeki
makale sayisi (f:1.347, 4.49%), olmak iizere toplamda
18,733 dokiimandir. ilgili konuda iilkelere gore bir
siralama yaptigimizda ilk on sirada Cin (f:6.626,
35.37%), Amerika Birlesik Devletleri (ABD)
(f:2.611, 13.93%), Hindistan (£:2.596, 13.85%),
Ingiltere (f:1.403, 7.48%), Avustralya (f:1.144,
6.10%), Sudi Arabistan (f:1.122, 5.98%), Gliney Kore
(f:1.041, 5.55%), Kanada (f:857, 4.57%), Italya
(f:747, 3.98%), ve Pakistan (f:617, 3.29%),
bulunmaktadir. Tiirkiye ise blok zincir konusunda 330
makale ile 18. sirada yer alistir. 330 makale toplamda
856 farkli arastirmaci tarafindan {retilmistir ve
asagida blok zincir konusundaki en iiretken
arastirmacilar Tablo 1 {izerinde listelenmektedir.
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Tablo 1. Tiirkiye Adresli Blok Zincir Arastirmalarin1 En azla Ureten Yazarlar (Minimum 4)
(Authors Who Produced the Most Blockchain Research from Tiirkiye (Min 4))

Sira | Arastirmaci N % | Sira | Arastirmaci N %
1 Al-Turjman, Fadi 14 | 424 | 15 Onen, Ahmet 41 1.21
2 Erol, Ismail 91 272 |16 Zengin, Ahmet 41 1.21
3 Peker, iskender 71 212 |17 Uludag, Suleyman 4] 121
4 Akhter, A. F. M. Suaib 71 212 | 18 Anwar, Adnan 41 1.21
5 Heidari, Arash 71 212 |19 Pathan, Al-Sakib Khan 41 1.21
6 Jafari Navimipour, Nima 71 21220 Ahmed, Mohiuddin 41 1.21
7 Ar, Ilker Murat 71 212 |21 Shah, A. F. M. Shahen 41 1.21
8 Mostarda, leonardo 6| 1.81 |22 Cali, Umit 41 1.21
9 Sonmez, Rifat 51 151123 Kazancoglu, Yigit 4| 1.21
10 Karakus, Murat 5|1 1.51 |24 Medeni, ihsan tolga 41 1.21
11 Ahmadisheykhsarmast, Salar 51 15125 Rajasekaran, Arun Sekar 4| 1.21
12 Ozkasap, Oznur 51 151 )26 Guler, Evrim 4| 1.21
13 | Searcy, Cory 5| 15127 Unal, Mehmet 4] 121
14 Kayikei, Yasanur 51 151128 Souri, Alireza 41 1.21

Yaymlar 527 farkli kurum ve 61 farkl iilke isbirligi Teknik Universitesi (f:13, 3.93%), Orta Dogu Teknik
ile gerceklestirilmistir. ilgili alanda en iiretken ilk bes Universitesi (f:12, 3.63%), seklindedir. Tablo 2
kurum sirasiyla; Yakin Dogu Universitesi (f:25, iizerinde Tiirkiye adresli en tiretken kurumlarin listesi
7.57%), Ankara Yildirim Beyazit Universitesi (f:15 verilmistir.

4.54%), Ankara Universitesi (114, 4.24%), Yildiz

Tablo 2. Blok Zincir Konusunda Alanda En Uretken Kurumlar (Minimum 5)
(Most Productive Institutions in the Field on Blockchain (Min 5))

Sira | Universite N % | Sira | Universite N %
1 Yakin Dogu Universitesi 25| 7.57 122 Abdullah Giil Universitesi 6| 181
2 Ankara Yildirim Beyazit 15| 454123 Altibasg Universitesi 6 1.81
Universitesi
3 Ankara Universitesi 14| 424 |24 Uluslararas1 Kibris Universitesi | 6 1.81
4 Yildiz Teknik Universitesi 13 ] 39325 Hali¢ Universitesi 6 1.81
5 Orta Dogu Teknik Universitesi 12| 3.63 | 26 Nisantas1 Universitesi 6 1.81
6 Bogazi¢i Universitesi 11| 333127 Ozyegin Universitesi 6 1.81
7 Islami Azad Universitesi 11 3.33 | 28 Camerino Universitesi 6 1.81
8 Bartin Universitesi 91 27229 Celal Bayar Universitesi 5 1.51
9 Kadir Has Universitesi 91 272 |30 Deakin Universitesi 5 1.51
10 Ulusal Savunma Universitesi 91 272 |31 Dokuz Eyliil Universitesi 5 1.51
11 Sakarya Universitesi 91 272 |32 Edith Cowan Universitesi 5 1.51
12 Atilim Universitesi 8| 24233 Gebze Teknik Universitesi 5 1.51
13 Bahcesehir Universitesi 8| 242 | 34 Istinye Universitesi 5 1.51
14 Gazi Universitesi 8| 24235 Kafkas Universitesi 5 1.51
15 Hacettepe Universitesi 8| 24236 Liibnan Amerikan Universitesi 5 1.51
16 Kog Universitesi 8| 242 37 Norveg Bilim Teknoloji 5 1.51
Universitesi (NTNU)
17 Yasar Universitesi 8| 242 38 Sakarya Uygulamali Bilimler 5 1.51
Universitesi
18 Ege Universitesi 71 212 |39 Toronto Metropolitan 5 1.51
Universitesi
19 Giimiishane Universitesi 71 212 |40 Tiirk Alman Universitesi 5 1.51
20 Istanbul Teknik Universitesi 71 212 |41 Univ Kyrenya 5 1.51
21 Sabanci Universitesi 71 212 |42 Waterloo Universitesi 5 1.51

Ilgili dokiimanlarda tek yazarli dokiiman say1s1 36 ve Tiirkiye sirastyla Tayvan, ispanya, Almanya, Birlesik
uluslararas1 ortak yazarlik isbirligi degeri %45.15 Arap Emirlikleri, Fransa, Malezya ve Japonya’'nin
oldugu gortilmistiir. Asagida Sekil 2 {izerinde ortak artindan 330 makale ile 18. sirada yer almustir.
yazarlik gosterimi sunulmustur. Ardindan Singapur ve Rusya gelmistir. En yogun
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igbirligi yapilan iilkeler ise yogunluk sirasina gore;
Hindistan (f:37), Ingiltere (f:35), ABD (f:29), Cin
(f:17), Kanada (f:14), iran (f:14), Avustralya (f:14),
Pakistan (f:13), Birlesik Arap Emirlikleri (f:12), italya
(f:11), Suudi Arabistan (f:11), Tayvan (f:11), Fransa

(f:8), Giiney Kore (f:8), Banglades (f:6), Irak (f:6),
Norveg (f:6), Almanya (f:5), Liibnan (f:5), Ispanya
(£:5), seklindedir.
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Sekil 2. Arastirmacilarin Yazarlar, Kurumlar ve Ulkelere Gore Ortak Yazarlik Analizi
(Researchers' Co-Authorship Analysis by Authors, Institutions and Countries)
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3.2. Yaym Yapilan Dergi, Referans ve Atif
Analizleri (Published Journal, Reference and Citation Analyzes)

330 arastirma makalesi ve derleme makalesinin 186
farkl1 dergide basildig1 ve 330 eserde toplamda 16.499
esere atif verildigi, ilgili yaymlarin toplamda 5.034
atif aldigt ve makale basina diisen ortalama atif

45

degerinin 1525 oldugu goriilmiistir. Asagida
sirastyla yaym yapilan dergilerin Bradford yasasina
gore dagilimi (Sekil 3), blok zincir konusunda Tiirkiye
adresli en fazla atif alan makaleler (Tablo 3) ve en
yogun yayinlandigir yirmi dergi (Tablo 4) sirasiyla
verilmektedir.

Sira | Dergiismi Zone
1 IEEE Access Zone 1
2 Sustainability Zone 1
3 Turkish Journal of Electrical Engineering and Com puter Sciences Zone 1
4 Applied Sciences-Basel Zone 1
5 Technological Forecasting and Social Change Zone 1
6 Cluster Computing-The Journal of Networks Software Tools and Applications Zone 1
7 Com puter Networks Zone 1
8 Expert Systems with Applications Zone 1
9 Sensors Zone 1
10 Automation in Construction Zone 1
11 Business Strategy and The Environment Zone 1
12 Energies Zone 1
13 Internet of Things Zone 1
14 Sosyoekonomi Zone 1
15 Transactions on Emerging Telecommunications Technologies Zone 1
16 Applied Nanoscience Zone 1
17 Computer Communications Zone 1
Bradford Yasasma Gore Dergilerin Dagilimi
20
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Sekil 3. Tiirkiye Adresli Blok Zincir Makalelerin Bradford Yasasina Gore Kiimelenmesi
(Clustering Tiirkiye-Addressed Blockchain Articles According to Bradford's Law)

Blok zincir konusunda uluslararasi yaym yapan
Tiirkiye adresli arastirmacilarin ilgili yaymlar
yaparken en yogun faydalandiklar1 ilk on dergi
yogunluk sirasina gore su sekildedir: [EEE ACCESS
(f:603), Lecture Notes in Computer Science (f:291),
Journal of Cleaner Production (f:269), International
Journal of Production Research (f:260), Sustainability
(f:250), IEEE Internet Things (f:214), International

Journal of Information Management (f:196), Future
Generation Computer Systems (f:172), Sensors
(Basel, Switzerland) (f:158), Computers & Industrial
Engineering (f:151). Asagida Sekil 4 iizerinde
makalelerin referanslarinda kullanilan kaynaklar
arasinda dergi ve birinci yazarlik durumuna goére 6n
citkan dergi ve  kisiler ve kiimelenmeleri
gosterilmektedir.
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Tablo 3. Blok Zincir Konusunda Tiirkiye Adresli Makaleler Arasinda En Yogun Atif Alan Makaleler
(The Most Cited Articles Among Tiirkiye Addressed Articles on Blockchain)

Sira Makale Bashg Dergi ESCl/ SYDED | Arastirmaci(lar) Yil A
SCIE
1 Blockchain technology and the circular economy: Implications for sustainability | Journal Of Cleaner SCIE 11.00 | Upadhyay, A; Mukhuty, S; (...); 2021 | 236
and social responsibility Production Kazancoglu, Y
2 Transformative effects of IoT, Blockchain and Artificial Intelligence on cloud Internet Of Things SCIE 6.40 | Gill, SS; Tuli, S; (...); Garraghan, P 2019 | 170
computing: Evolution, vision, trends and open challenges
3 Food supply chain in the era of Industry 4.0: blockchain technology Production Planning & SCIE 7.90 | Kayikci, Y; Subramanian, N; (...); 2022 | 166
implementation opportunities and impediments from the perspective of people, Control Bhatia, MS
process, performance, and technology
4 Blockchain-Based Securing of Data Exchange in a Power Transmission System Sustainability SCIE 4.00 | Dehghani, M; Ghiasi, M; (...); 2021 | 160
Considering Congestion Management and Social Welfare Taghizadeh-Hesary, F
5 A Survey on Anonymity and Privacy in Bitcoin-Like Digital Cash Systems IEEE Communications SCIE 35.80 | Khalilov, MCK and Levi, A 2018 | 141
Surveys And Tutorials
6 Smart Contract Privacy Protection Using Al in Cyber-Physical Systems: Tools, IEEE Access SCIE 4.10 | Gupta, R; Tanwar, S; (...); Kim, SW | 2020 99
Techniques and Challenges
7 A smart contract system for security of payment of construction contracts Automation In SCIE 11.40 | Ahmadisheykhsarmast, S and 2020 89
Construction Sonmez, R
8 Expert oriented approach for analyzing the blockchain adoption barriers in Technology In Society SCIE 8.50 | Sahebi, IG; Masoomi, B and 2020 81
humanitarian supply chain Ghorbani, S
9 A Blockchain-Based Auditable Access Control System for Private Data in IEEE Transactions On SCIE 11.90 | Han, DZ; Zhu, YJ; (...); Li, KC 2022 77
Service-Centric IoT Environments Industrial Informatics
10 Evaluating the feasibility of blockchain in logistics operations: A decision Expert Systems With SCIE 8.30 | Ar, IM; Erol, I; (...); Medeni, IT 2020 77
framework Applications
11 Designing a Blockchain-Based IoT With Ethereum, Swarm, and LoRa The IEEE Consumer SCIE 4.00 | Ozyilmaz, KR and Yurdakul, A 2019 77
software solution to create high availability with minimal security risks Electronics Magazine
12 The fourth industrial revolution in the food industry-Part I: Industry 4.0 Critical Reviews In Food SCIE 11.80 | Hassoun, A; Ait-Kaddour, A; (...); 2023 74
technologies Science And Nutrition Regenstein, J
13 Realizing the potential of blockchain technologies in genomics Genome Research SCIE 11.80 | Ozercan, HI; Ileri, AM; (...); Alkan, 2018 74
C
14 Blockchain and renewable energy: Integration challenges in circular economy Renewable Energy SCIE 8.40 | Yildizbasi, A 2021 3
era
15 A conceptual framework for blockchain smart contract adoption to manage real Neural Computing & SCIE 5.6 | Ullah, F and Al-Turjman, F 2023 66
estate deals in smart cities Applications
16 Forecasting technological positioning through technology knowledge Technological Forecasting SCIE 12.00 | Daim, T; Lai, KK; (...); Kumar, V 2020 64
redundancy: Patent citation analysis of IoT, cybersecurity, and Blockchain And Social Change
17 Peer-to-Peer Energy Trading in Virtual Power Plant Based on Blockchain Smart | IEEE Access SCIE 4.10 | Seven, S; Yao, G; (...); Muyeen, 2020 62
Contracts SM
18 CertLedger: A new PKI model with Certificate Transparency based on Computers & Security SCIE 5.7 | Kubilay, MY; Kiraz, MS and 2019 61
blockchain Mantar, HA
19 Using system dynamics to analyze the societal impacts of blockchain Transportation Research SCIE 10.00 | Mangla, SK; Kazancoglu, Y; (...); 2021 60
technology in milk supply chainsrefer Part E-Logistics And Sezer, MD
Transportation Review
20 The impact of blockchain related name changes on corporate performance Journal Of Corporate SCIE 6.90 | Akyildirim, E; Corbet, S; (...); 2020 59

Finance

Yarovaya, L

SYDED: Bes Yillik Dergi Etki Degeri, A: Atif
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Tablo 4. Blok Zincir Konusunda Tiirkiye Adresli Makalelerin En Yogun Yayinlandig1 Yirmi Dergi

(The Twenty Journals Where Articles Addressed to Tiirkiye on Blockchain are Most Published)

Sira Dergi ismi 5YDED | Derginin iliskilendirildigi Arastirma Alan(lar)1 SCIE/ OMBDAS HI N %
ESCI
1 IEEE Access 4.10 Computer Science, Information Systems; Engineering, Electrical & SCIE 14.58 9 26 7.87
Electronic; Telecommunications
2 Sustainability 4.00 Environmental Sciences; Environmental Studies; Green & SCIE 24.56 5 9 2.72
Sustainable Science & Technology; Green & Sustainable Science &
Technology
3 Turkish Journal Of Electrical Engineering 1.00 Computer Science, Artificial Intelligence; Engineering, Electrical & SCIE 1.00 1 9 2.72
And Computer Sciences Electronic
4 Applied Sciences Basel 2.90 Chemistry, Multidisciplinary; Engineering, Multidisciplinary; SCIE 11.13 5 8 242
Materials Science, Multidisciplinary; Physics, Applied
5 Technological Forecasting And Social 12.00 Business; Regional & Urban Planning SCIE 19.00 5 7 2.12
Change
6 Cluster Computing The Journal Of 2.60 | Computer Science, Information Systems; Computer Science, Theory SCIE 4.00 2 6 1.81
Networks Software Tools And Applications & Methods
7 Computer Networks 4.90 Computer Science, Hardware & Architecture; Computer Science, SCIE 4.83 3 6 1.81
Information Systems; Engineering, Electrical & Electronic;
Telecommunications
8 Expert Systems With Applications 8.30 Computer Science, Artificial Intelligence; Engineering, Electrical & SCIE 28.20 4 5 1.51
Electronic; Operations Research & Management Science
9 Sensors 4.10 Chemistry, Analytical; Engineering, Electrical & Electronic; SCIE 11.80 3 5 1.51
Instruments & Instrumentation
10 Automation In Construction 11.40 Construction & Building Technology; Engineering, Civil SCIE 37.00 4 4 1.21
11 Business Strategy And The Environment 14.30 Business; Environmental Studies; Management SCIE 22.75 3 4 1.21
12 Energies 3.30 Energy & Fuels SCIE 3.00 2 4 1.21
13 Internet Of Things 6.40 Computer Science, Information Systems; Engineering, Electrical & SCIE 47.00 3 4 1.21
Electronic; Telecommunications
14 Sosyoekonomi - Economics ESCI 2.50 1 4 1.21
15 Transactions On Emerging 2.70 Telecommunications SCIE 19.50 3 4 1.21
Telecommunications Technologies
16 Applied Nanoscience 4.288 Nanoscience & Nanotechnology SCIE 20.67 2 3 0.90
17 Computer Communications 4.80 Computer Science, Information Systems; Engineering, Electrical & SCIE 7.67 3 3 0.90
Electronic; Telecommunications
18 Concurrency And Computation Practice 1.70 Computer Science, Software Engineering; Computer Science, SCIE 0.33 1 3 0.90
Experience Theory & Methods
19 Electronics 2.90 Computer Science, Information Systems; Engineering, Electrical & SCIE 6.67 2 3 0.90
Electronic; Physics, Applied
20 Energy Reports 5.6 Energy & Fuels SCIE 15.33 3 3 0.90

N: Makale Sayis1; HI: H-indeks; SYDED: Bes Yillik Dergi Etki Degeri; OMBDAS: Ortalama Makale Basia Diisen Atif Sayis1
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Sekil 4. Makalelerinin Referanslarinda Kullanilan Kaynaklar Arasindaki Dergi ve Birinci Yazarlik Durumuna
Gore Is Birligi Ag1
(Collaboration Network According to Journal and First Authorship Status Among the Sources Used in References of Articles)

3.3. Makale Arastirma Alanlar1 ve Makalelerde
Kullanilan Anahtar Kelimeler, Makale Bashklari,
Ozetlerin Analizi (Article Research Areas and Keywords
Used in Articles, Article Titles, Analysis of Abstracts)

Tiirkiye adresli blok zincir konusundaki makalelerin
iliskilendirildigi 47 arastirma alani asagida Tablo 5
iizerinde gosterilmektedir. En yogun iliskilendirilen
ilk bes aragtirma alaninin yogunluk sirasinda gore;
bilgisayar bilimi (f:149, 45.15%), miihendislik (f:124,
37.57%), telekomiinikasyon (f:63, 19.09%), isletme
ve ekonomi (f:57, 17.27%), bilim, teknoloji, diger
konular (f:23, 6.97%), ¢cevre bilimleri ve ekoloji (f:22,
6.66%), yoneylem arastirmasi ve yonetim bilimi (f:16,
4.84%), kimya (f:14, 4.24%), enerji yakitlar1 (f:14,
4.24%), fizik (f:13, 3.93%), seklindedir. 330 aragtirma
makalesinde toplamda 1.047 aragtirmaci anahtar
kelimesi ve dergi ve yaymcit kurumlar tarafindan
olusturulan 428 anahtar kelime bulunmaktadir. Blok
zincir  teknolojisi ile aragtirmacilarin  birlikte
odaklandig1 6ne ¢ikan bagliklar; siber giivenlik ve
bilgi giivenligi (f:58), nesnelerin interneti (f:55), akill
kontratlar (f:54), giivenlik, mahremiyet (f:31), kripto
paralar (f:24), bitcoin (f:23), tedarik zinciri ve tedarik
zinciri  yonetimi  (f:18), dagiitk defter (f:16),
strdiirebilirlik  (f:13), kimlik dogrulama (f:12),
dijitallesme ve dijital doniisim (f:11), biiyik veri
(f:9), ethereum (f:9), endistri 4.0 (f:9), esler arasi

(peer to peer) bilgi isleme (f:9), yapay zeka (f:9), bulut
bilisim (f:9), fikir birligi ve fikir birligi algoritmalar1
(f:8), COVID-19 (f:7), mikro sebekeler (f:7),
dongiisel ekonomi (f:6), akili sebekeler (f:6), ademi
merkeziyet (f:6), derin 6grenme (f:6), yonlendirme
(f:5), izlenebilirlik (f:5), dematel (f:4), birlesik
ogrenme (f:4), saglik hizmetleri (f:4), islam hukuku
(f:4), lojistik (f:4), makine d6grenme (f:4), metaverse
(f:4), ok kriterli karar verme (f:4) ve 6l¢eklenebilirlik
(f:4) 6ne ¢ikan bagliklar olmustur.

Asagida Tirkiye adresli makalelerin anahtar
kelimelerinin analizi Sekil 5 lizerinde dort farkli analiz
ile gosterilmektedir. Bunlara ek olarak gida tedarik
zinciri, fintek, ekonomi, bilgisayar mimarisi, insaat
sozlesmeleri, kimlik yonetimi, enerji verimliligi, ug
bilisim, genetik algoritma, entegrasyon, mikro sebeke,
konum, yenilenebilir enerji kaynaklari, sunucular,
akili sehirler ve 5G teknolojisi one ¢ikan diger
basliklardir.

Asagida Sekil 6 tizerinde Latent Dirichlet Allocation
konu modellemesi makine Ogrenmesi analizi ile
Tiirkiye adresli 330 makalenin 6zetleri ve bagliklar
iizerinden analiz edilmis, elde edilen sekiz baglik
kelime bulutu ile gosterilmektedir. Saskinlik metrik
degeri 3808.17 ve tutarlilik skoru: 0.48dir.
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Sekil 5. Tiirkiye Adresli Blok Zincir Makalelerinde Kullanilan Anahtar Kelimelerinin Analizi
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Sekil 6. Makalelerin Basliklari ve Ozetleri Uzerinden LDA Analiz Sonuglart
(LDA Analysis Results Based on Titles and Abstracts of Articles)
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Tablo 5. Blok Zincir Konusundaki Makalelerin En Yogun iliskilendirildigi Arastirma Alanlart
(Research Areas to which Articles on Blockchain are Most Intensively Associated)
Sira Arastirma Alam N % | Sira | Arastirma Alani N %
1 Bilgisayar Bilimi 149 | 4515 | 25 Jeoloji 2 0.60
2 Miihendislik 124 | 37.57 | 26 Optik 2 0.60
3 Telekomiinikasyon 63 19.09 | 27 Uzaktan Algilama 2 0.60
4 Isletme ve Ekonomi 57 17.27 | 28 Robotik 2 0.60
5 Bilim Teknoloji ve Diger Konular 23 6.97 | 29 Toplu tasima 2 0.60
6 Cevre Bilimleri Ekoloji 22 6.66 | 30 Tarim 1 0.30
7 Yoneylem Arastirmasi ve Yonetim Bilimi 16 4.84 | 31 Mimari 1 0.30
8 Kimya 14 424 | 32 Biyokimya ve Molekiiler Biyoloji 1 0.30
9 Enerji Yakatlar 14 4.24 | 33 Biyoteknoloji ve Uygulamali 1 0.30
Mikrobiyoloji
10 Fizik 13 393 | 34 Iletigim 1 0.30
11 Bilgi Bilimi ve Kiitiiphane Bilimi 11 333 | 35 Gelistirme Caligmalar1 1 0.30
12 Malzeme Bilimi 2.72 | 36 Genetik Kalitim 1 0.30
13 Kamu Y6netimi 2.72 | 37 Saglik Bilimleri Hizmetleri 1 0.30
14 Sosyal Bilimler ve Diger Konular 2.12 | 38 Goriintiileme Bilimi ve Fotograf 1 0.30
Teknolojisi
15 Otomasyon Kontrol Sistemleri 6 1.81 | 39 Yasam Bilimleri, Biyotip ve Diger 1 0.30
Konular
16 Insaat Yap1 Teknolojisi 6 1.81 | 40 Sosyal Bilimlerde Matematiksel 1 0.30
Yontemler
17 Devlet Hukuku 6 1.81 | 41 Tip Bilisimi 1 0.30
18 Aletler ve Enstriimantasyon 5 1.51 | 42 Sinir Bilimleri ve Noroloji 1 0.30
19 Matematik 5 1.51 | 43 Fiziki Cografya 1 0.30
20 Gida Bilimi ve Teknolojisi 3 0.90 | 44 Bitki Bilimleri 1 0.30
21 Matematiksel Hesaplamali Biyoloji 3 0.90 | 45 Psikoloji 1 0.30
22 Beslenme Diyetetik 3 0.90 | 46 Sosyal Sorunlar 1 0.30
23 Din 3 0.90 | 47 Kentsel ¢aligmalar 1 0.30
24 Egitim ve Egitim Arastirmalari 2 0.60
4. TARTISMA (DISCUSSION) biiylik veri ve bulut teknolojisi gibi entegre
sistemlerin, bilisim sistemi mimarisinin,

Blok zinciri, verilerin giivenli, manipiile edilmeye
karst korumali ve geri dondiiriilemez bir sekilde
saklanmasimi ve glincellenmesini saglamak tizere
tasarlanmistir. Heniiz baglangi¢c agamasinda olmasina
ragmen, blok zinciri arastirmalar1 farkli alanlarda
hizla gelismektedir [42]. Tiirkiye’den aragtirmacilar
da 2018 yilindan sonra alanin 6nemli dergilerinde
ilgili konuda yayin ¢ikarmaya baslamigstir. Tiirkiye
330 dokiiman ile diinyada bu alanda arastirma yapan
ve yayinlayan bilim insanlarinin iilkeleri arasinda on
sekizinci sirada yer almustir. Ilgili konuda iilkelere
gore bir siralama yaptigimizda ilk siradaki Cin’in
ABD’den iki kattan daha fazla ilgili alanda yayin
iiretiyor olmasi, Hindistan’in ilgili alanda bilimsel
iiretkenlik agisindan ABD’ye ¢ok yakin olmasi, Sudi
Arabistan ve Pakistan gibi iilkelerin ilgili konuda
diinyada ilk oda yer almasi aragtirmanin ilging
bulgularindan birisi olmustur.

Tiirkiye adresli aragtirmalardan ilk elde edilen sonug
blok zincir konusunda, internetin, teknoloji yonetim
olgusunun, bilgi giivenliginin, sistem performansinin,
adaptasyonun, nesnelerin interneti (IoT), endiistri 4.0,

mahremiyetin, olduk¢a 6nemli konu basliklar1 olarak
alanda one c¢iktigidir. lgili teknoloji inovasyon,
dijitallesme veya dijital doniisiim altinda farkh
sektorlerdeki firmalar i¢in mahremiyet konusunda
¢6zlim olarak sunulmaktadir. Genelde saglik sektorii
veri mahremiyetinin 6nem kazandigi  benzer
sektorlerde blok zincir Tirkiye’de yogun ilgi
gormiistiir. Analizlerimiz sonucunda akilli kontratlar,
kripto para, tedarik zinciri, tedarik zinciri yonetimi,
enerji, turizm, egitim, givenlik, ag, IoT, akill
sistemler, siirdiiriilebilirlik blok zincir konusunda en
fazla goze carpan konular olmustur.

Tiirkiye adresli arastirmalarda blok zincir konusunun
dongiisel ekonomi basligi ile de yogun iliskilendigi
goriilmiistiir.  Dongiisel ~ ekonomi,  ekonomik
biliylimenin yami sira siirdiiriilebilirligi ve sosyal
sorumlulugu artirmaya da odaklanmaktadir [42].
Kaynaklarin  kullanilabilirligine ~ énem  veren
stirdiirtilebilirlik sisteminde geri doniisiim, yenileme
ve yeniden iiretim stratejileri dongiisel ekonomi adi
altinda ele alnabilir [43]. Blok zinciri, &zellikle
teknolojik, organizasyonel ve ekolojik olmak iizere bu
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engellerden bazilarini ele alma potansiyeline sahip
yikict bir teknolojidir. Blok zinciri, dongiisel
ekonominin benimsenmesinin Oniindeki tedarik
zinciri odakli engellerin ele alimmasina yardimci
olmak i¢in Ozellikle uygundur [44]. Blok zinciri
teknolojisinin  dongiisel ekonomiye mevcut ve
potansiyel katkisi, siirdiiriilebilirlik  ve sosyal
sorumluluk  agisindan  pek  ¢ok  calismada
degerlendirilmigtir [42-46]. Analizlerimiz sonucunda
da Tiirkiye merkezli ¢alismalarda dongiisel ekonomi
konusunda gergeklestirilen ¢aligmalarin ¢ok fazla atif
aldig1 ve onem verildigi goriilmektedir.

Hastalarin hassas ve kisisel verileri, bilgisayar
korsanlarindan korunurken ¢esitli zorluklara yol
acmaktadir. Bu nedenle, hasta tibbi bilgilerinin bulut
iizerinde depolanmasi, erisilmesi ve paylasilmasi,
verilerin E-saglik sistemlerinin yetkili kullanict
bilesenleri tarafindan tehlikeye atilmamasi igin
giivenlik dikkatine ihtiyag¢ duyar [47]. Blok zincirin
sagladig1 bilgi giivenligi konusundaki imkanlar bu
giincel teknolojiyi saglik sektorii icin olduk¢a cazip
hale getirmektedir. Tiirkiye adresli arastirmalarda da
olduk¢a yogun calisilan konulardan birisi olmustur
[47-49]. Baysal ve digerleri [49] yapmis oldugu
analizde blok zincirinin bu zorluklarin ¢o6ziimiine
onemli katkilar sagladigim1 gostermektedir. Bununla
birlikte, blok zincir teknolojisinin saglik alaninda
benimsenmesiyle birlikte yeni tuzaklarin g¢iktigini
belirtmiglerdir: hassas verilerin bir zincire eklendikten
sonra silinememesi, biiyiik Olgekli verilerin blok
zincirinde tutulma kabiliyetinin smirli olmasit ve
performans  sorunlari.  Ancak  biiyiikk  veri
ekosisteminde nesnelerin interneti 6zellikli saglik
verileri analitigi i¢in dogrulanabilir veri erigim
mekanizmasi saglayan Olgeklenebilir bir bilgi islem
sistemi sunmaya imkan verebilir [48].

Gilinlimiizde giderek yayginlasan nesnelerin interneti
tabanli saglik hizmetleri, siirekli olarak bilyiik veri
olarak adlandirilan ¢ok biiyilk miktarlarda veri
iretmektedir. Biiyiik veri sistemleri, [oT sistemlerinin
amacina daha iyi hizmet etmek ve kritik karar alma
stireclerini desteklemek i¢in 6nemli bir altyap1 hizmeti
iistlenmektedir. Ote yandan, gizliligin korunmast, veri
biitiinliigli ve kimlik dogrulama, saglik hizmetleri
bliyik  veri  hizmeti  yOnetiminde temel
gereksinimlerdir. Bu noktada blok zincir teknolojisi
kritik ve degerli bir teknoloji olarak karsimiza
¢ikmaktadir [48].

Yeni sensor teknolojilerinin geligmesiyle birlikte,
Nesnelerin Interneti tabanl saglik uygulamalari son
yillarda ivme kazanmistir. Ancak Nesnelerin Interneti
cihazlarini smirli kaynaklara sahip olmasi, onlari
bliylik  hesaplama  islemlerini  gerceklestirme
konusunda yetersiz kilmaktadir. Bu sorunu ¢6zmek

icin, dinamik oOlg¢eklenebilirlik ve altyapr yonetimi
gibi avantajlariyla sunucusuz paradigma, Nesnelerin
Interneti tabanli uygulamalarin  gereksinimlerini
desteklemek i¢in kullanilabilir. Bu noktada da blok
zincir teknolojisi 6ne ¢ikmaktadir [50].

Saglik hizmetlerinde Nesnelerin Interneti akilli sistem
tabanli blok =zincirinin giivenlik ve gizlilik
gereksinimleri agisindan modellenmesi, ¢ok kriterli
karar verme sorunu olarak kabul edilmektedir.
Literatiir incelemeleri Nesnelerin Interneti akill
sistem tabanli blok zincirini degerlendirmis olsa da
bilgi belirsizligi, belirsizlik ve belirsizlik hala agik
konular olmaya devam etmektedir [51].

Blok zincir ve akilli s6zlesmeler, bilgi teknolojisi
sahnesindeki gelecek vaat eden konu bagliklar1 olarak
karsimiza ¢ikmistir ki Tiirkiye adresli arastirmalarda
yogun olarak bu baslik islenmistir. Gliniimiizde akilli
sOzlesmelerin dijital mimarisi, s6zlesme
yiikiimliiliiklerinin yerine getirilmesini otomatik hale
getirmekte ve bu yiikiimliiliikklerin yerine getirilmesini
saglayan dijital 6zelliklere sahiptir. Giincel teknolojik
yeniliklere ve blok zincir teknolojisine dayanan akilli
sozlesmelerin en Onemli farki, akilli sézlesmelerin
sozlesme taraflar1 veya bagka bir kisi tarafindan
yiiklendigi blok zincir sistemine disaridan miidahale
edilmesinin  teknik ve fiili olarak miimkiin
olmamasidir [52]. Blok zincir agidaki islemlere
cerceve  saglayan akilli  sdzlesmeler, sistem
katilimeilarinin - sadece kripto para islemlerinin
Otesine gecerek aralarinda birgok farkli islem
yapmasina olanak saglamaktadir. Ancak islem
gecmisinin degistirilemeyecegi ilkesine dayanan blok
zincir teknolojisi ve bu teknolojiye bagl akill
sozlesmeler, veri koruma hukuku ve borg¢lar hukuku
agisindan da bir¢ok sorunu beraberinde getirmektedir
[53].

Akally sozlesmeler pek ¢ok alanda
kullanilabilmektedir [54-58]. Elektronik ortamda
tutulan verilerin katlanarak artmasi, geleneksel
merkezi uygulamalarin yeni zorluklarla kars1 karsiya
kalmasina neden olmaktadir. Bunlardan en 6nemlileri
hesap verebilirlik, seffaflik, giivenlik, maliyet ve
zaman verimliligidir. Calik ve digerleri [58]
tarafindan akilli s6zlesmeler, ¢ok paydash paylasilan
tibbi verilerin seffafligini, hesap verebilirligini ve
giivenligini artirmak i¢in bir ¢6ziim olarak sunmustur.
Akilli  sozlesmelerle paylasilan tibbi  verilerin
giivenliginin saglanmasina yonelik yeni bir yontem
olarak degerlendirilmistir [58]. Saglik sektorii
yaninda, akilli sdzlesmeler, ingaat projelerinin etkili

bir sekilde yonetilmesinde Onemli Dbir rol
oynamaktadir. Aragtirmacilar blok zincir
teknolojisinin  ingaat sektdriinde uygulanmasini

onlinde dort ana engele ulasildigini ifade etmistir:
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Teknik, finansal, giivenlik/teknolojik ve zaman.
Ayrica, finansal ve teknik hususlarin  akilli
sozlesmelerin benimsenmesini engelleyen en dnemli
kategorileri olusturdugunu, pahali ve hantal taslak
hazirlama ve kayit siireci ile beceri gelistirme
maliyetinin ise en oOnemli engeller oldugunu
gostermektedir [59].

Blok zincir konusunda 6ne ¢ikan bir diger teknoloji de
bliylkk veri olmustur. Yapay zeka, biiyiik veri,
Nesnelerin Interneti cihazlari ve blok zincir igeren
bilgi teknolojileri diinya ¢apinda bircok miihendislik
alaninda gelistirilmis ve uygulanmistir. Tamami
iletisim, bilgi ve veri analizine dayanan bu teknolojiler
dogal olarak veri tutarlilign ile entegre edilebilir.
Yapay zeka modelleri, enerji kullanimimi ve yik
profillerini tahmin etmenin yani sira, enerji
kaynaklarinin ~ giivenilir  performans ve etkin
kullanimmi saglamak i¢in kaynaklar1 zamanlar.
Yapay zeka modellerinin egitimi muazzam miktarda
veri gerektirir. Biiylik veri sistemlerinden ve veri
madenciliginden faydalanmak, yapay zekanin
performansini  belirleyen yeni fonksiyonlarin ve
iliskilerin  kesfedilmesine olanak saglar. Veri
madenciligi aynt zamanda bilgiyi de gelistirir;
Boylece yapay zeka daha dogru verilerle yinelemeli
olarak egitilir. Tiim bunlara ek olarak ug¢ (edge), sis ve
bulut katmanlarim1 igeren Nesnelerin Interneti
platformu, yapay zekanin diger donanim ve yazilim
cihaz ve sistemlerine baglanmasina yardimci olur.
Ayrica, Nesnelerin Interneti platformu, verileri
verimli bir sekilde iletip saklayarak veri madenciligi
icin paydaslarin erisimini ve kullanilabilirligini artirir
[60].

Tarim ve gida endiistrisinde, tarimsal gida {iretimi ve
ticaretinde bir sonraki asamayir miimkiin kilan,
Tarimsal Gida 4.0 olarak adlandirilan devrim
niteligindeki konseptler, siiregler ve teknolojilerle
yeni bir donem yaklasiyor. Ayrica tiiketiciler, tarim-
gida iiriinlerinin mensei, izlenebilirligi, saglkli ve
yiiksek kalitesi konusunda giderek daha bilingli hale
geliyor [61]. Endistri 4.0 c¢agindaki dijital
teknolojiler, gidanin izlenme seklini iyilestirme, gida
israfin1 azaltma ve sahtekarliga karsi savunmasizlig
azaltma konusunda 6nemli bir potansiyele sahip olup,
daha akilli gida izlenebilirligine ulagmak igin yeni
firsatlar agmaktadir [62]. Gida izlenebilirligi 4.0,
gidanin orijinalligini, gilivenligini ve yiliksek gida
kalitesini saglamak i¢in dordiincii sanayi devrimi
(veya Endiistri 4.0) teknolojilerinin uygulanmasin
ifade eder. Izlenebilirlik 4.0'n birgok meyve ve
sebzenin kalitesini ve giivenligini artirma, seffaflig
artirma, gida geri ¢agirma maliyetlerini azaltma ve
atik ve kayiplar1 azaltma konusunda Onemli bir
potansiyele sahiptir [63].

Liu ve digerleri [64], blok zincir teknolojisini kullanan
iilkelerin riizgar ve giines yatirimlarina 6zellikle 6nem
vermesi gerektigini belirtmistir. Bu konuda riizgar ve
glines enerjisini kullanan sirketlerin blok zincir
teknolojisini kullanan kisi veya kurumlarla is birligi
icinde olmas1 gerekli goriilmektedir. Yenilenebilir
enerji  alternatifleri  sayesinde  blok  zincir
teknolojisinin kullanimindan kaynaklanan fazla enerji
tiketimi, c¢evre dostu enerji  kaynaklariyla
saglanabilmektedir. Yani bu teknolojinin
kullanilmastyla ortaya ¢ikan karbon emisyonu
problemini en aza indirmek miimkiin olacaktir [64].
Yapay zeka, biiyiik veri ve ileri dijital teknolojilerin
etkin ve kusursuz entegrasyonunun saglanmasi, enerji
sektoriiniin daha diisiik karbonlu sisteme gegcisinde
onemli bir faktor olacaktir [60]. Dolayisi ile blok
zincir teknolojisinin siirdiiriilebilir enerji kavrami i¢in
de oldukca 6nem arz ettigi ifade edilebilir.

Nesnelerin Interneti, internet baglantisii e-Saglk,
akilli sehirler, siber-fiziksel sistemler vb. gibi cesitli
uygulama ortamlarma genigletmek i¢in her yerde
bulunan bilgi islemi entegre etmektedir. Bunu da 5G
ag dagitiminda yiiksek hiz aktarim ile gercek zamanl
nesneleri birbirine baglayarak gergeklestirir [S5]. Bu
durum blok zincir teknolojisi i¢in de gergekli ve kritik
degerdedir. 5G teknolojisi ve blok zincir teknolojisi
birbirlerini tamamlayan &zelliklere sahiptir ve bu iki
teknoloji arasindaki sinerji, bir dizi 6nemli avantaj
saglar. 5G'nin blok zincir i¢in neden dnemli olduguna
dair anahtar noktalar su sekilde siralanabilir: Daha
hizl1 ve daha giivenilir veri aktarimi, diisiik gecikme
stiresi, genis bant genislii, gelismis giivenlik ve
gizlilik, yeni uygulama alanlar1 ve is modelleri,
dagitik aglarin etkin yonetimi ve enerji verimliligidir.
Hiz, giivenilirlik, diisiikk gecikme siiresi ve genis bant
genisligi gibi ozellikler, blok zincir aglarinin daha
verimli ve etkili ¢aligmasini saglar. Bu iki teknolojinin
birlesimi, dijital doniisiimii hizlandiracak ve cesitli
sektorlerde yenilikei ¢ozlimlerin 6niinii agacaktir.

Literatiirde agirlikli olarak akilli sézlesmelerin IoT
cihazlarn ile entegrasyonuna ydnelik incelemelere
dayanan sinirl sayida ¢aligma bulunmasina ragmen,
bu  yontemlerin  turizm  sektdriinde  nasil
uygulanacagina iligkin sorular ile yeterli caligma
bulunmamaktadir [56]. Turizm endiistrisi diinya
ekonomisi i¢in son derece Oonemlidir; ancak sektor
ekonomik, sosyal ve ¢evresel konularda yetersiz
kaliyor. Bir bilgi teknolojisi olarak blok zincir, bu
sorunlarin  ¢Oziilmesine  ve  kiiresel  olarak
stirdiirtilebilir turizmin kurulmasma yardimec1 olmak
icin kullanilabilir [65]. Akil1 kontratlar turizm sektorii
icin blok zincirin uygulanmasi noktasinda énemli bir
hizmet kalemi olarak karsimiza ¢ikmaktadir. Demirel
ve digerleri [56] bu noktada otel hizmetlerine entegre
bir rezervasyon sistemi ile sodzlesme olusturarak



54 Serkan ALICI, Muhammet DAMAR, Yilmaz GOKSEN / Bilisim Sistemleri ve Yonetim Arastirmalart Dergisi 6 (1). (2024) 39-62

mevcut literatiire katki saglamaktadir. Onerilen
yontem, miisteriler ve oteller arasinda benzersiz bir
akillt sozlesmeye sahip bir rezervasyon sistemi
olusturmaktadir. Bu sozlesmeler ile, miisterinin
konaklama siiresince ihtiya¢ duyabilecegi her tiirli
hizmeti igerecek ve blok zincir yapisi ile giivence
altina alinacagini idea etmislerdir [56].

Bager ve digerleri [66], dagitilmis bir dijital defter
olarak blok zincir teknolojisi, kullanicilarin igiincii
sahislar tarafindan ihlal edilmeden kimlik bilgilerini
kontrol etmelerini saglayacagini ve turizm agisindan
konuya bakildiginda, turistlerin beklemeden ve
iiclincii taraf iglemlerine gerek kalmadan kontrol
noktalarindan ve/veya rezervasyonlardan gecmelerine
olanak tanidigini ifade etmistir.

Bunun yaninda turizm sektdriinde blok zincir
teknolojisinin bir diger tartigma alani ilk madeni para
tekliflerinin turizm finansmani icin
kullanilabilirligidir. ~ Kitlesel fonlamanin yeni bir
bicimi olan ilk madeni paralar (initial coin offerings),
girisimcilere sermaye toplamak i¢in kullanilabilecek
halka arzlar olup finansman sikintisi ¢eken turizm
girisimleri i¢in yeni bir finansman ydntemi olma
potansiyeli olarak goriilmektedir. Goriildigi lizere
turizmin  desteklenmesinden, miisteri verilerinin
saklanmasina kadar pek ¢ok noktadaki problemler igin
blok zincir teknolojisi ¢ozim olarak
degerlendirilmistir.

Covid-19 viriisii diinya ¢apinda 200'den fazla iilkeye
hizla yayilmis ve 690.000'den fazla insanin 6liimiine
neden olmustur. Bu hastaligin hizla yayilmasini
onlemek icin Covid-19 hastaligi bulgularma iligkin
bilgi paylasimimin iilkeler arasinda hizli ve giivenli
olmast gerekmektedir. Semptomlar ve oOzel hasta
kayitlar1 gibi Covid-19 ile ilgili saglik verileri gizli
oldugundan bu tiir bilgiler mahremiyetin korunmasini
gerektirmektedir. Blok zincir ve akilli sézlesmeler,
Covid-19 ile ilgili bilgilerin yayilmasinda hiz, gizlilik
ve giivenlik ihtiyaglari ig¢in ¢ok uygun ¢oziimlerdir
[67].

Kiiresel bir sorun olan COVID-19, diinya genelindeki
tim tedarik zincirlerini etkilemektedir. COVID-
19'dan en ¢ok etkilenen tedarik zincirlerinden biri gida
tedarik zincirleridir. Siirdiiriilebilir gida tedarik zinciri
stirecleri, iiriin ¢esitliligi agisindan karmasik ve hassas
oldugundan, COVID-19'un operasyonel etkilerinden
olumsuz etkilenmistir. Tedarik zinciri siire¢lerinde
yasanan sorunlar ve hammadde kisitlart iretimin
durmasina neden olurken, yeni is modellerinin ve
iiretim yaklagimlarinin énemi 6ne ¢ikmistir [68].

Tiirkiye adresli aragtirmacilarin blok zincir konusunda
yogunlastigt bir diger baglik ise islami finans

acisindan blok zincir teknolojisini degerlendirdikleri
arastirmalar olmustur [69-71]. Kripto paralar gibi
benzeriz dijital varliklarin ve Metaverse projelerinin
ve mallarinin ticareti Islam Hukuku perspektifinden
analiz edilmektedir [69]. Kripto paralarm Islam
hukukuna gore mesruiyeti konusunda dogru bir
sonuca ulagabilmemiz i¢in ¢agimizin gergekleriyle
ylizlesmemiz kaginilmaz olacaktir. Giiniimiizde
finansal islemler kripto para borsalarinda, risklere
ragmen ¢ok genis bir ag icerisinde gergeklestirilmekte
ve ¢ok yiiksek hacimlere ulagmaktadir [71]. Kripto
para piyasa biyiikliigii 2018 yili basinda 800 milyar
dolar1 asmustir. Kripto para kullanicilariin ¢ogu,
kripto paralarin deger artiglarindan pay almak istiyor.
Ancak bu davraniglar kripto paralarin felsefesine
uygun degildir. Kripto para birimleri ayn1 zamanda
Miisliman  kullanicilar agisindan  Islam  Fikh
acisindan mesruiyet sorunu da yaratmaktadir. Pek cok
dini kurum ve Islam alimi kripto para birimlerinin
haram oldugunu sdylese de bircok Islam alimi
bunlarin helal oldugunu diigiinmektedir [70].

Diinya literatiirinde blok zincir tartigmalarinda
oldugu gibi Ozdagoglu ve digerleri [72] Tiirkiye’de de
akillt araglar, blok zincir teknolojisinin giivenligi,
bulut teknolojisi ve burada veri transferleri ve veri
barindirilmasi, lojistik yonetimi ve yukarida da bazi
noktalarda degindigimiz tedarik zinciri yonetimi gibi
pek ¢ok baslik Tiirkiye adresli aragtirmacilar i¢in de
ortak konular olmustur.

5. SONUC (CONCLUSION)

Bu calismada WoS gibi diinyada Onde gelen
yaymevlerini  tarayan  bir  veri  tabanindan
gerceklestirilen tarama ile Tiirkiye adresli blok zincir
konusunda 330 arastirma ve derleme tlirlinde makale
elde edilmistir. Elde edilen makale kayitlar1 igin
bibliyometrik analiz ve makine O6grenmesi tabanli
LDA konu modellemesi yontemi kullanilarak analiz
edilmistir. Calismada, Tiirkiye adresli blok zincir
konusundaki arastirmacilarin  yillara gore yayin
ciktilar, yaymlarmm yapildigt dergiler, yayinlari
destekleyen kurumlar, agik erisim durumu, yayinlarda
kullanilan kaynaklar ve bu kaynaklarda gecen dergi ve
birinci yazarlik durumu detayli olarak analiz
edilmistir. Ortak yazarlik, orta atif analizi ve ortak
kelime analizleri kiimelenme, tematik haritalandirma,
ortak agda bulunma durumlari gibi pek c¢ok farkl
duruma gore degerlendirilmistir. Tiirkge literatiirde bu
yonde gergeklestirilen ilk arastirma olmasi yaninda,
alan okuyucularima alanin gelismesi ve analizlerden
elde ettigi sonuglar ile bu yonde alanda
gerceklestirilen en kapsamli ve detayli arastirmadir.
Alanda Tirkiye tim diinya genelinde bilimsel
tretkenlik acisindan 18. sirada yer almaktadir.
Tiirkiye gibi diinyada ilk on ekonomide yer alma
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hedefi olan bir iilkenin bu noktada daha iist siralarda
yer alabilmesi i¢in farkli stratejiler olusturmasi gerekli
goriilmektedir.

6. ONERILER (SUGGESTIONS)

Blok zincir teknolojisi farkli sektorlerde veri
biitiinligiint ve giivenligini saglamada 6nemli bir rol
oynayabilir. Ornegin, enerji sektoriinde blok zinciri
biiyiik 6lgekli enerji sistemleri ve varlik yonetimi i¢in
kullanilabilir ve bu da verimliligin artmasina katki
saglayabilir [73]. Ayrica, saglik endiistrisinde, blok
zincir ¢oziimleri hasta kimlik giivenligini artirabilir,
tedarik zincirlerini yonetebilir ve tibbi hileleri tespit
edebilir [74]. Bu uygulamalar Tiirkiye'nin saglik
sisteminin veri yoOnetimini ve hasta bakimin
iyilestirmesi agisindan 6nemli faydalar saglayabilir.
Ayrica, Tirkiye’de blok zinciri teknolojisinin
benimsenmesi, denetim  uygulamalarinda  da
ilerlemelere yol acabilir. Blok zinciri entegrasyonu,
ekonomik denetim fonksiyonlarini, veri giivenligini
artirabilir ve denetim siireglerini otomatiklestirebilir
[75]. Bu, kuruluslar i¢inde daha iyi finansal seffaflik
ve sorumluluk saglayabilir.

Tiirkiye'de blok zincir teknolojisinin benimsenmesi,
kiiciik ve orta olgekli isletmelerin (KOBI) tedarik
zinciri  operasyonlarin1  gelistirmede de fayda
saglayabilir. Arastirmalar, blok zinciri teknolojisinin
maliyetleri optimize edebilecegini, kayit tutmayi
iyilestirebilecegini ve tedarik zincirlerinde seffaflik
saglayabilecegini gostermektedir. Bu da KOBI'lerin
pazarda etkili bir sekilde rekabet etmelerini
saglayacaktir [76]. Tiirkiye'de KOBI'lerin tedarik
zinciri yonetim sistemlerine blok zinciri entegre
etmesi islemleri hizlandirabilir, isletme
verimsizliklerini azaltabilir ve ortaklar ve miisterilerle
giiven inga edebilir. Tedarik zinciri yonetiminin yani
sira blok zinciri teknolojisi Tiirkiye'de finansal
islemleri ve isletme finansmanimi gelistirmede de
onemli bir rol oynayabilir. Blok zincirinin giivenli ve
seffaf dogasi, tarimsal isletme finansmanini
kolaylagtirabilir, kayit tutmayr iyilestirebilir ve
paydaslar arasinda giiven olusturabilir [77]. Boylece
Tiirkiye'deki tarim endiistrisi i¢in &zellikle faydal
olabilir. Finansmana erisim ve seffaf islemler,
stirdiiriilebilir bitylime ve kalkinma i¢in biiyiik 6neme
sahiptir. Calisma  kapsaminda  gergeklestirilen
analizler sonucunda da tedarik zinciri, gida tedarik
zinciri, akilli tarim, gida giivenligi gibi konularin 6n
plana ¢ikmasi da bu konularin &nemini ortaya
¢ikarmaktadir.

Tiirkiye'de blok zinciri teknolojisinin
benimsenmesinin, kamu sektoriine de faydasi olabilir.
Blok zinciri, kamu hizmetlerinde seffafligi artirmak,
dolandiriciligt  onlemek ve e-devlet hizmetlerine

giiven olusturmak i¢in kullanilabilir [78]. Kamu
sektorii  operasyonlari  ig¢in  blok  zincirinden
yararlanarak Tiirkiye, veri glivenligini artirabilir, idari
stireleri  diizenleyebilir ve vatandaglarin devlet
hizmetlerine olan giivenini artirabilir. Bu da kamu
yonetiminde daha biiylik verimlilik, sorumluluk ve
duyarliik  saglayabilir.  Calisma  kapsaminda
analizlerde de goriildigi gibi dijital doniisiim,
dijitallesme, akilli sozlesmeler gibi kavramlarin
siklikla kullanilmas1 blok zincir teknolojisinin kamu
yonetiminde de oOnemli bir rol alacagini
gostermektedir.

Tiirkiye'deki miihendislik-ingaat endiistrisinde, blok
zinciri ~ teknolojisi  geleneksel  uygulamalari
doniistiirebilir ve projelerde is birligi ve entegrasyon

yonetimini  iyilestirebilir  [79]. Blok  zinciri
¢Oziimlerinden  yararlanarak  miihendislik-insaat
sektoriindeki  paydaglar  proje  goriiniirliigiini

artirabilir, iletisimi kolaylastirabilir ve projenin yagam
dongiisii boyunca veri biitlinliigiinii saglayabilir.
Tiirkiye'deki insaat endiistrisinde maliyet tasarrufu,
anlagmazliklarin azalmasi ve iyilestirilmis proje
sonuglarini saglayabilir.

Tiirkiye'de enerji verimliligini ve siirdiiriilebilirlik
girigsimlerini artirmada blok zinciri teknolojisi 6nemli
bir rol oynayabilir. Enerji ticaret sistemlerinde, ugtan-
uca enerji ticareti ve varlik yonetiminde blok zinciri
uygulamalarinin  kesfedilmesiyle Tiirkiye enerji
kullanimini optimize edebilir. Karbon emisyonlarini
azaltabilir ve yenilenebilir enerji kaynaklarmi tesvik
edebilir [73]. Dolayisiyla Tirkiye'nin siirdiiriilebilir
kalkinma ve c¢evre koruma hedefleriyle uyumlu
olabilir. Boylece daha yesil ve daha direngli bir enerji
sektoriine katkida bulunulabilir. Calisma
kapsamindaki analizler sonucunda enerji sektoriiyle
ilgili konularm akademik c¢alismalarda siklikla
kullanilmas1 enerji sektoriine yonelik blok zincir
teknolojisinin 6nemini ortaya koymaktadir.

Tiirkiye'deki bankacilik ve finans teknolojisi (fintek)
sektorleri arasindaki is birligi, bitylik veri, yapay zeka
ve blok zinciri gibi teknolojileri kullanarak
sirdiiriilebilir finans1 6nemli o&lgiide 1ilerletebilir.
Istanbul ~ Finans Merkezi'nde oldugu  gibi,
korumali/sanal ortam gibi girisimler blok zincirini
iceren fintek ¢Oziimlerinin  ortaya g¢ikmasini
kolaylastirabilir ve risk degerlendirmesini gelistirmek
i¢in ulusal bir karbon ticaret mekanizmasi kurabilir
[80]. Bu tiir is birliklerinin ve diizenleyici destegin
tesvik edilmesiyle Tirkiye, finans sektoriinde blok
zinciri inovasyonu igin uygun bir ortam yaratabilir.
Arastirmalar, Dijital Tiirk Liras1 (DTL) gibi dijital
para  birimlerinin  gelistirilmesini ve  Borsa
Istanbul'daki blok zinciri teknolojisinden yararlanan
girigimleri vurgulamistir [81]. Diger iilkelerden
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basarili modelleri inceleyerek ve 0Ozellestirilmis
¢oztimler uygulayarak, Tiirkiye finansal kapsayiciligi
artirabilir ve ekonomide blok zinciri uygulamalari i¢in
yeni olanaklar1 kesfedebilir.

Yesil tedarik zinciri yoOnetiminde blok zinciri
benimsemenin engelleriyle basa ¢ikmak,
stirdiirtilebilir uygulamalar i¢in hayati 6neme sahiptir.
Engelleri kaldirarak ve yesil tedarik zinciri
yonetiminde blok zinciri uygulamalarint genisleterek
Tiirkiye cevresel siirdiiriilebilirligi tesvik edebilir ve
operasyonel verimliligi artirabilir [82]. Bu tiir
yaklasimlar, siirdiiriilebilir uygulamalara yonelik
kiiresel trendlerle uyumlu olup Tiirkiye'yi yesil
teknoloji ~ benimsemede  bir  Oncii  olarak
konumlandirabilir [83-84].

Blok zinciri benimseme ve uygulamanin temel basari
faktorlerini anlamak esastir. Sistem giivenilirligi, veri
biitiinliigii ve genel maliyet gibi farkl kategorilerdeki
anahtar performans gostergelerini degerlendirmek,
Tiirkiye'nin blok zinciri teknolojisini etkili bir sekilde
benimsemesine rehberlik edebilir [85]. Bu basari
faktorlerine odaklanarak ve olasi zorluklari ele alarak,
Tiirkiye blok zincirini cesitli sektorlerde entegre
etmeyi kolaylastirabilir. Ayrica, terér finansmaniyla
miicadelede blok zinciri kullaniminin arastirilmasi
Tiirkiye icin kritik bir odak alani olabilir. Kripto
paralarin yasadis1 faaliyetlere karigan organizasyonlar
tarafindan nasil kullanildiginin anlasilmasi ve riskleri
azaltict Onlemlerin uygulanmast ulusal giivenligi
giiclendirebilir [86]. Farkli iilkelerdeki teknolojik
gelismelerin - de incelenmesi olduk¢a faydali
goriilmektedir. Irlanda, Hindistan ve son zamanlarda
yiikselen Cin bu konuda oldukga ileri noktalardadir ve
bu iilkelerden ¢ikarilacak dersler Tiirkiye nin giincel
teknolojiler konusunda daha rekabet¢i olmasini
saglayabilir [87-89]. Detayli aragtirmalar yaparak ve
hedefe yonelik stratejiler gelistirerek, Tiirkiye blok
zinciri teknolojisi ile iligkili olas1 tehditleri ele almak
i¢in diizenleyici gergevesini gii¢lendirebilir.

Blok  zinciri  teknolojisinin  yiiksekdgretim
kurumlarinda benimsenmesi, ogrenci
akreditasyonunu dogrulamak i¢in blok zincir akilli
miifredat  sistemi  gibi  yenilik¢i  sistemlerin
gelistirilmesini saglamistir [90]. Bu sistemler, egitim
stirecinde biriken akademik kayitlarin ve basarilarin
giivenli bir sekilde saklanmasi ve paylasilmasina
odaklanmaktadir [91]. Ayrica, blokzinciri teknolojisi
sahte akademik sertifikalar1 tespit etmek ve dnlemek
icin uygulanmis olup dogrulama siirecinin etkinligini
artirmaktadir [92]. Egitim diplomalarinin blokzinciri
¢oztimleri araciligiyla diizenlenmesi ve dogrulanmasi,
idari gorevlerin kolaylastirilmas1 ve maliyetlerin
azaltilmasi gibi faydalar sunmaktadir [93]. Tiirkiye’de
de yliksekogretim kurumlarinda blok  zincir

teknolojisinin kullanilmas1 yukarida verilen 6rnekler
gibi bircok agidan katki saglayacagi diisiiniilmektedir.
Ayrica arastirmanin Ozdagoglu ve digerlerinin [72]
Scopus ve Web of Science veri tabani iizerinden
gerceklestirdigi Ingilizce makalenin Tiirkce versiyonu
ve giincel tarihli incelemesi yoniiyle 6zellikle Tiirkge
literatiir ~ i¢cin  Onemli  bir katki  sundugu
diistiniilmektedir.

Sonug olarak, Tiirkiye'de blok zinciri teknolojisinin
benimsenmesi, ¢esitli sektdrlerde biiyiik potansiyele
sahiptir. Tiirkiye, blok zincirini tedarik zinciri
yonetimi, finans, tarim, enerji verimliligi, saglik ve
denetim alanlarinda kullanarak farkli endiistrilerde
igletme verimliligini, seffaflig1 ve giivenligi artirabilir
ve nihayetinde ekonomik biiyiimeyi ve inovasyonu
tesvik edebilir. Blok zincirinin merkezi olmayan,
seffaf ve giivenlik gibi benzersiz 6zelliklerinden
yararlanarak Tiirkiye kendisini dijital doniisiimde bir
lider olarak konumlandirabilir. Teknolojik olarak
gelismis bir ekonominin faydalarmi elde ederek
uluslararasi alanda daha rekabet¢i konuma gelebilir.
Tiirkiye'de diger lilkelerde de oldugu gibi blok zinciri
teknolojisinin benimsenmesi kurumsal, teknolojik ve
cevresel faktorlerden etkilenen ¢ok yonlii bir siirectir.
Tiirkiye, blok zinciri teknolojisinin potansiyelini
degerlendirerek, zorluklari ele alarak ve sektorler arasi
is birligi yaparak g¢esitli endiistrilerde gelisme
saglayabilir ve ilkedeki gelisime katkida
bulunulabilir. Blok zinciri benimsemeyi etkileyen
faktorleri degerlendiren gercevelerin benimsenmesi,
sektorler arasi is birliklerinin tesvik edilmesi, tarim ve
finans alanlarinda uygulamalarin kesfedilmesi, yesil
tedarik zinciri yonetimindeki engellerin ele alinmasi
ve proje yonetimi uygulamalarinin iyilestirilmesi gibi
adimlarla Tiirkiye blok zinciri teknolojisinin
gelisiminde oncii bir rol {istlenebilir.
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