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Abstract

In this study, research on distance education in the last twenty years has been analyzed according
to years, keywords, countries, and institutions. The sample of the study consisted of 20,634 studies
published on distance education in the last twenty years on Web of Science. Data were downloaded
from the database by year. The data obtained were analyzed with WOSViewer. For some analyses,
data were analyzed with Power BI version 2.11 software to reach meaningful results. The results
were analyzed and compared separately for four quarters or periods of time: 2003-2007, 2008-
2012, 2013-2017, and 2018-2023. As a result, most publications were made in 2021 and in the
fourth quarter. "Distance learning, higher education, distance education, education, online
education, blended learning, online teaching, pandemic, and covid-19" are the most used keywords
according to the general distribution of research by keywords. The use of keywords differed by
quartiles. The USA, China, England, Australia, and Spain were the countries with the highest
number of distance education publications according to general distribution. The USA, England,
Australia, Spain, and Saudi Arabia have conducted studies every quarter. The University of
California System, N Research Partnership, University of London were the organizations with the
highest number of publications during the time periods studied. It was found that only the Open
University in the UK published distance education articles in three quarters.

Yayinlanan Uzaktan Egitim Konulu Makalelerin Bibliyometrik Analizi

Oz

Bu caligmada son yirmi yilda yapilan uzaktan egitim arastirmalari yillara, anahtar kelimelere,
tilkelere ve kurumlara gore analiz edilmistir. Aragtirmanin drneklemini Web of Science veri
tabaninda son yirmi yilda uzaktan egitim konusunda yaymlanmis 20.634 makale calismasi
olusturmustur. Makale verileri yillara gore veritabanindan indirilmistir. Elde edilen verilerin
WOSViewer ile analizi gergeklestirilmistir. Bazi analizlerde anlamli sonuglara ulagmak igin Power
BI siirlim 2.11 yazilim1 kullanilmistir. Sonuglar dénemlere gore ayri ayri analiz edilmis ve dort
¢eyrekte karsilagtirilmigtir: 2003-2007, 2008-2012, 2013-2017 ve 2018-2023. Sonug olarak en
fazla yayinin 2021 yilinda ve dordiincii ¢eyrekte yapildigi goriilmiistiir. Aragtirmalarin anahtar
kelimelere gore genel dagiliminda "Uzaktan egitim, yiiksekogretim, uzaktan egitim, egitim,
¢evrimigi egitim, harmanlanmis 6grenme, g¢evrimigi 6gretim, pandemi ve covid-19" en ¢ok
kullanilan anahtar kelimeler olmustur. Anahtar kelimelerin kullanim1 g¢eyreklere gore farklilik
gostermistir. Genel dagilima gore en fazla uzaktan egitim ile ilgili yayina sahip iilkeler ABD, Cin,
Ingiltere, Avustralya ve Ispanya olmustur. ABD, Ingiltere, Avustralya, ispanya ve Suudi Arabistan
her ceyrekte calismalar saglamistir. Kaliforniya Universitesi, N Arastirma Ortakligi, Londra
Universitesi, incelenen dénemlerde en fazla yayin yapan kuruluslar olmustur. Ug geyrekte de
Ingiltere'de bulunan Agik Universite'nin uzaktan egitim ile ilgili calismalarmin yaymladig: tespit
edilmistir.

Atf: Yildiz, G. & Kilig Cakmak, E. (2024). Son yirmi yilda yayinlanan uzaktan egitim konulu makalelerin bibliyometrik
analizi. Bilgi ve Iletisim Teknolojileri Dergisi, 6(1), 1-23. https:/doi.org/10.53694/bited.1422271

Cite: Yildiz, G. & Kilic Cakmak, E. (2024). Bibliometric analysis of articles on distance education during the last two
decades. Journal of Information and Communication Technologies, 6(1), 1-23. https://doi.org/10.53694/bited.1422271
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Introduction

Distance education, also known as distance learning or online learning, is a form of education that allows students
to pursue their studies remotely, without the need to attend traditional face-to-face classes on a physical campus.
It involves the use of technology to deliver instructional materials, facilitate communication, and support learning
activities. Distance education is not a new concept (Andriyani, Puspitasari, Chandrawati, & Ramadhan, 2023).
Distance education has been and continues to be researched in various fields such as social sciences, natural
sciences, and health sciences. Distance education, whose advantages are (Siregar et. al., 2024) utilized both in
educational institutions and other institutions, is the subject of many studies. Many studies have been done in this

field and these studies are continuing.

Distance education, with the alternatives and potentials it provides, is no longer an option, but has become today's
learning environments and the changes that affect many social, economic, cultural and political situations around
the world (Al-Belushi & Al-Hooti, 2024). In this respect, distance education has a multidisciplinary nature (Cheng
et al., 2014). In this context, studies on this subject in various fields continue, varying according to the topics
covered, collaborations, institutions and countries (Tonbuloglu & Akbel, 2023; Brika et al., 2022; Djeki et al.,
2022; Dima et al., 2022; Gao et al., 2021; Hebeci, 2021; Kocdar et al., 2021; Herrera et al., 2018). Conducting
studies on a wide spectrum contributes to the literature by adding different perspectives to distance education. A
detailed understanding of this broad and diversified field of research is important. After distance education has
become a part of our lives, it may be important for future research to determine and compare how this issue is
handled in educational environments, the change in the keywords used, and the changing trend according to the
characteristics of countries. In this study, a holistic perspective on the subject is presented by comprehensively

analyzing all studies carried out in distance education.

This study aimed to conduct a bibliometric analysis of the studies on distance education published in the last
twenty years and to compare the characteristics of the studies according to four quartiles or time periods. It has
been observed that the studies have been analyzed within the framework of certain year intervals, and no
comparative study has been conducted within such a wide time frame. Since the analyzes conducted provide
guidance for researchers working in the field, it is important for those working in the field to examine the research
conducted on this subject. With this study, researchers in this field will be able to see the general framework of

the subject.

In this context, the research problems and sub-problems sought to be answered are given below.

What is the distribution of research by years?

1. What is the general distribution of research by years?

2. What is the distribution of research by quartiles?
What is the distribution of research by keywords?

3. What is the general distribution of the keywords used in the studies?

4. What is the distribution of keywords used in the studies by quartiles?

What is the distribution of research by countries?
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5.  What is the general distribution of research by countries?

6. What is the distribution of the countries where research was conducted by quartiles?
What is the distribution of research by organizations?

7. What is the general distribution of research by organizations?

8. What is the distribution of the organizations where research was conducted by quartiles?
Related Research

Andriyani et al. (2023), aimed to analyze the trends of research published on distance education in the last three
years. The data was analyzed through the Scopus database with the keyword "Distance education" according to
the words, article titles and abstracts of the studies between 2020-2022. The study results showed that the number
of articles on distance education increased every year with an increasing trend from 2020 to 2022. The study also
revealed leading journals, affiliates and countries publishing articles, authors and relevant affiliations. Trend topics

discussed in these years have been social media, distance education and learning analytics.

Moreira, Castro and Carvalho (2023) conducted a bibliometric study to determine the keywords, sources, sources
and countries of 400 studies published in the Scopus database. The results obtained in the study indicate that new
applications including digitalization are included in distance education processes. They also pointed out that

motivation and cooperation are very important elements and that students should be at the center of the process.

Tonbuloglu and Akbel (2023) analyzed 238 studies in WoS within the framework of “emergency distance
education" during the covid-19 period. The analyzed articles and open-access studies were analyzed according to
years, publication type, subject, country, sources, citation, collaboration, and keywords. It was observed that most
of the publications were made between 2020-2021 and mostly in the field of educational sciences. The most used

keywords were pandemic process, distance education, and higher education.

Brika et al. (2022) analyzed 602 studies published on e-learning in higher education during COVID-19. The
information was examined in terms of keywords, authors, organizations, and nations. e-learning concepts in higher
education include distance learning, distance learning, interactive learning, online learning, virtual learning,
computer-based learning, digital learning, and blended learning (hybrid learning). Artificial intelligence, machine
learning, and deep learning are examples of new concepts. The number of studies was found to have grown
between 2020 and 2021.

Dima et al. (2022) analyzed 637 articles in the fields of e-learning and cloud technology published in the (WoS)
between 2007 and 2022. According to the results, the most productive country in terms of scientific knowledge
and number of citations related to e-learning was China. The countries with the most prolific authors were Serbia,
Japan, and Romania. The most cited study was the article on critical factors affecting learner satisfaction for

successful e-learning. The most used keywords were technology, education, delivery system, and cloud services.

Djeki et al. (2022) did a bibliometric analysis of 12,272 e-learning publications in the WoS database between 2015
and 2020. Spain, the United States, the United Kingdom, China, and Romania have the most publications. The

United States was the most frequently mentioned country. Most publications were made by the University
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Politehnica of Bucharest, the University of Hradec Kralove, the University of Hong Kong, King Abdulaziz
University, and the Complutense University of Madrid. The most cited institutions were The University of
Technology Sydney, Islamic Azad University, University of Malaya, Universidade Nova de Lisboa, and the
University of Pittsburgh. C. Radu, M. Virvou, S. Lujan-Mora, C. Meinel, and I. Simonova are the authors with the
most publications in this field. Among the most cited are A. Tarhini, M. Aparicio, T. Oliveira, K. J. Tarus, and Z.
Niu. Computers in Human Behavior, Computers & Education, International Journal of Emerging Technologies in
Learning, BMC Medical Education, and British Journal of Educational Technology have been the most influential

journals.

Gao et al. (2021) analyzed 877 studies on e-learning in higher education between 2019-2021. It was seen that most
publications were made in social sciences. In terms of publication numbers and citation indicators, China,
Malaysia, and Saudi Arabia made the highest contribution to the field of e-learning. "Acceptance factors",
"perceptions”, "mental health”, "teachers", "university students”, and "e-learning management and organization™
were the most frequently addressed topics. As of 2020-2021, it has been observed that machine learning, artificial

intelligence, information, and communication technology fields stand out in the field of e-learning.

Hebeci (2021) analyzed 767 articles on Web of Science (WoS) database to determine the trends of articles on
distance education during the COVID-19 pandemic. The articles were analyzed in terms of year, country, journal,
language of publication, citation, co-authorship, co-occurrence, and co-citation. Most articles were published
between 2020-2021. The country with the most publications on the subject was the USA. The Journal of Chemical
Education has the most publications. Most of the articles are written in English. Journal of Chemical Education,
Journal of Surgical Education, and Education Sciences were the journals with the most cited studies. Chick (2020)
was the most cited author. The most cited countries were the USA, the UK, Saudi Arabia, and Austria, respectively.
COVID-19, distance education, self-education, and internet/web-based learning are the keywords frequently used

by the authors. The most collaborated countries were the USA, the UK, Canada, and China.

Kocdar et al., (2021) analyzed 120 studies in their study aiming to examine the field of engineering in distance
education. A systematic study including text mining and social network analysis was conducted. As a result of the
research, it was seen that a significant portion of the publications on engineering through distance education falls
within the subject area of social sciences, and more interdisciplinary studies are needed. It was found that most of
the studies were conducted in the USA, Spain, and Germany. Technology-supported distance engineering

education, e-learning and m-learning,

Herrera et al. (2018) retrieved bibliometric indicators from 39,244 papers indexed in Scopus and SCImago
Institutional Rankings between 2003 and 2016, creating maps of production and collaboration networks, as well
as graphs illustrating the influence of e-learning research in nations and institutions. The studies were compared
between two time periods, 2003-2007 and 2012-2016. At the institutional level, the University of Hong Kong and
the National Taiwan University of Science and Technology were the universities with the largest number of

collaborations, while the USA produced the most publications.

Most of the relevant research above analyzed research conducted during the Covid-19 period and made inferences
about that period. Only three studies (Djeki et al., 2022; Dima et al., 2022; Herrera et al., 2018) analyzed the

studies in a broader time period. Djeki et al. (2022) examined publications over a five-year period. Dima et al.

4
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(2022) conducted a study based on e-learning and cloud technology. Only Herrera et al. (2018), similar to this
study, took a wide range of years as a basis and evaluated the results in two quarters. However, the studies analyzed
by Herrera et al. (2018) were very general studies on distance education. This study analyzed focus studies on
distance education from 2003 to June 2023, including topics, titles, and keywords related to distance education on

the grounds of the proliferation of publications in 2003, as can be seen from the findings.
Method

Bibliometric analysis was used in this research to analyze the articles on distance education in the last two decades.
Bibliometric analysis is benefitted to make sense of large volumes of unstructured data, reveal the overall structure
or trend for fields, and , map the outputs of analysis (Pritchard; 1981; Donthu et al., 2021). The process in this
research with bibliometric analysis was explained as follows.

Sample

In the Web of Science database (Emerging Sources Citation, Social Sciences Citation Index, Science Citation
Index Expanded, Arts & Humanities Citation Index) by selecting the "topic (title, abstract, keywords)" with the
keywords “distance education, distance learning, distance training, distant training, distance teaching, e-learning,
elearning, online education, online learning, online training, online teaching, cloud education, cloud learning,
cloud training, cloud teaching, remote education, remote learning, remote training, remote teaching", 20,634
article studies in different disciplines written in English from 2003 to June 2023 were reached. The raw data looked
like this:

Research conducted in the last two decades is analyzed under 4 quarters. The 1 quarter is 2003-2007, the 2"
quarter is 2008-2012, the 3" quarter is 2013-2017, and the 4" quarter is June 2018-2023.

Data Analysis

Data were downloaded from the database by year. The data obtained were analyzed with WoSViewer. For some
analyses, data were compiled in Microsoft Excel and analyzed with Microsoft Power Bl version 2.11 software to
reach meaningful results. Microsoft Power Bl is used to perform analytical algorithms and productive artificial

intelligence-supported analysis to report and graph data.

Findings

What is the distribution of research by years?

1.What is the general distribution of research by years?

The distribution of the studies according to years was analyzed. When Figure 1 is analyzed, it is seen that the
studies have increased towards the last years, and a significant increase was observed during the covid 19 period.
The reason for the decrease in 2023 is that the articles published until June 2023 are included in the analysis.
According to the graph below, the years with the highest number of publications were 2020 (n=2295), 2021
(n=4541), and 2022 (n=5232). The year 2021 was with the highest number of publications.



Yildiz & Cakmak

6000

5000

4000

3000

2000

1000

0 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

=—==count 36 42 98 124 154 185 277 256 291 381 471 545 593 678 787 957 1146 2295 4541 5232 1546

Figure 1. The general distribution of research by years
*Articles published until June 2023 were included in the analysis.

2. What is the distribution of research by quartiles?

The distribution of studies by quartiles was analyzed. When Figure 2 is analyzed, studies have increased according
to quarterly periods. In the 2nd quarter, twice as many publications were made compared to the 1%t quarter. In the
3 quarter, this difference increased by approximately 2 times compared to the 2" quarter. While the increases
were 2 times higher by quarters, this difference was 4 times higher in the last quarter. In the 4" Quarter, the number

of publications increased 4 times more than the number of publications in the 3™ Quarter.
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Figure 2. The distribution of research by quartiles by year

What is the distribution of research by keywords?

3.What is the general distribution of the keywords used in the studies?

The keywords used in the studies were analyzed. During the analysis, the frequency of use was determined as 10.
Figure 3shows the keywords used in the studies published on distance education during the last twenty years. In
general, the top ten most frequently used keywords are as follows: re distance learning, higher education, distance
education, education, online education, blended learning, online teaching, pandemic, covid-19 pandemic, medical
education, training, remote learning, students, learning, mental health, and teaching. The concepts of online
learning, online education, Covid-19, higher education, online teaching, blended learning, medical education,
mental health, and training came to the fore.
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Figure 3. The general distribution of the keywords used in the studies

4.What is the distribution of keywords used in studies by quartiles?

The keywords used in the research conducted in the 1%t quarter were analyzed. During the analysis, the frequency
of use was determined as 2. When Figure 4 is analyzed, the most frequently used keywords in the 1% quarter are
e-learning (n=54), distance education (n=32), distance learning (n=32), online learning (n=30), education (n=13),
collaborative learning, (n=9), internet (n=9), learning (n=8), continuing medical education (n=6), learning objects
(n=5), simulation (n=5), and web-based learning (n=5). The prominence of these concepts in the 1% quarter is an
expected finding compared to those years.
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Figure 4. The distribution of keywords used in studies by 1%t quarter

surppe

The keywords used in the research conducted in the 1%t quarter were analyzed. During the analysis, the frequency
of use was determined as 3. When Figure 5 is analyzed, the most frequently used keywords in the 2" quarter are
e-learning (n=337), online learning (n=152), distance education (n=129), distance learning (n=109), education
(n=43), higher education (n=42), collaborative learning (n=32), technology (n=23), assessment (n=22), and
pedagogy (n=18). In addition to these concepts, the concepts of higher education and collaborative learning came

to the fore.
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Figure 5. The distribution of keywords used in studies by 2" quarter

The keywords used in the research conducted in the 2" quarter were analyzed. During the analysis, the frequency
of use was determined as 5. When Figure 6 is analyzed, the most frequently used keywords in 3™ quarter are e-
learning (n=576), online learning (n=388), distance education (n=195), distance learning (n=147), education
(n=133), higher education (n=126), blended learning (n=105), online education (n=88), medical education (n=62),
and MOOCs (n=37).
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Figure 6. The distribution of keywords used in studies by 3™ quarter

The keywords used in the research conducted in the 3™ quarter were analyzed. During the analysis, the frequency
of use was determined as 10. As can be seen in Figure 7, the most frequently used keywords in 4™ quarter are
covid-19 (n=2609), online learning (n=2454), e-learning (n=1730), higher education (n=963), distance learning

(n=933), education (n=706), online education (n=695), distance education (n=659), pandemic (n=465), and
medical education (n=378).
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Figure 7. The distribution of keywords used in studies by 4" quarter

Table 1 shows a summary of focused keywords by quarter. These words were used as keywords in the studies.
The term "distance" was less frequently used. It was replaced by the term “online". The term "higher education"

appeared to be the third most mentioned term during the 3" quarter.

Table 1. Focused on the keywords used in the studies

1t quarter e-learning, distance learning, distance education, online learning, and collaborative learning

2" quarter e-learning, online learning, and distance learning

3 quarter e-learning, online learning, higher education, online education, blended learning, and learning
analytics

4t quarter online learning, covid-19, higher education, and online teaching

Table 2 shows the 40 most frequently used words in the studies according to quarters, and the detailed form of the
keywords is given in Table 1. "E-learning", which was the most used and ranked first in the 1% quarter, 2" quarter,

and the 3™ quarter, was replaced by "covid-19" in the 4™ quarter.
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Table 2. All the words used according to the quarters

# 1%t quarter 2nd quarter 3rd quarter 4t quarter
keyword f keyword f keyword f keyword f
1 e-learning 49 e-learning 348 e-learning 364 covid-19 2609
2 distance education 32 online learning 152 online learning 388 online learning 2454
3 distance learning 32 distance 129 distance education 195 e-learning 1925
education
4 online learning 30 distance learning 109 distance learning 147  higher education 963
5 education 13 education 43 education 133 distance learning 933
6 collaborative learning 9  higher education 42  higher education 126 education 706
7 internet 9  collaborative 32 blended learning 105 online education 695
learning
8 learning 8  blended learning 28  online education 88  distance 659
education
9 continuing medical 6  technology 23 medical education 62  online teaching 477
education
10 elearning 5  assessment 22 mooc 54 pandemic 465
11 learning objects 5  internet 20  training 49  covid-19 463
pandemic
12 simulation 5  training 19  learning 40  blended learning 394
13 web-based learning 5  pedagogy 18  assessment 37 medical 378
education
14 assessment 4 online education 17  moocs 37 covid-19 335
15 classification 4 web20 17  educational 33 remote learning 287
technology
16 computer-mediated 4 remote 15  internet 33 training 262
communication laboratories
17 continuing education 4 evaluation 14 collaborative 32 machine learning 251
learning
18 educational technology 4  medical 14 social media 32 students 237
education
19 incremental learning 4 educational 13 professional 31  emergency 203
technology development remote teaching
20 internet 4 mobile learning 12 learning analytics 29  mental health 203
21 lifelong learning 4 telemedicine 12 mobile learning 29  teaching 176
22 medical education 4 instructional 10  motivation 29  technology 170
design
23 virtual laboratory 4 online 10  evaluation 27  motivation 157
24 virtual learning 4 ontology 10  online training 26 medical students 148
25 distance educationand 3  professional 10  moodle 25  deep learning 146
telelearning development
26 distributed systems 3 semantic web 10  cloud computing 22 student 146
engagement
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# 1%t quarter 2nd quarter 3" quarter 4t quarter
keyword keyword f keyword f keyword f
27 interactive learning web-based 10  teaching 22 coronavirus 141
environments learning
28 learning theory ICT 10  technology 22 learning analytics 141
29 networked learning active learning 9 continuing 21  social media 141
education
30 occupational hygiene engineering 9 flipped classroom 20  active learning 140
education
31 occupational medicine learning 9 massive open 20  gamification 137
online courses
32 online education moodle 9 feedback 19  university 131
students
33 online teaching open educational 9 learning 19  flipped classroom 125
resources management
system
34 pedagogy open learning 9 machine learning 19  anxiety 122
35 quality assurance performance 9 online 19  engagement 122
36 regression reinforcement 9 web 2.0 19  online 122
learning
37 regularization collaboration 8 ict 19  self-efficacy 122
38 remote learning continuing 8 learning design 18  teachers 121
education
39 reproducing kernel e-health 8 pedagogy 18  assessment 117
hilbert spaces
40 semantic web feedback 8 collaboration 17 mooc 116

What is the distribution of research by countries?

5.What is the general distribution of research by countries?

The studies were analyzed according to the countries with the most publications. As seen in Figure 8, the top five
countries that produced the most publications were the USA (n=4,323), China (n= 2,456), England (n= 1,962),
Australia (n= 1,233), and Spain (n=1,129).
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Figure 8. The countries with the most publications

The distribution of the countries of the research conducted in the last twenty years in the world is shown in Figure

9. According to Figure 9, researchers were seen more frequently in America and Europe.
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Figure 9. The general distribution of research by countries
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6. What is the distribution of the countries where research was conducted by quartiles?

As given in Figure 10, these are the countries that published distance education or online education articles in all
quarters: the USA, England, Australia, Spain, Saudi Arabia, Germany, India, Canada, Turkey, Italy, Malaysia,
Indonesia, Russia, South Africa, Ukraine, the Netherlands, Brazil, South Korea, Taiwan, Japan, France, Poland,
Pakistan, China, Scotland, Portugal, Romania, Switzerland, Sweden, Iran, Ireland, Greece, Finland, the United
Arab Emirates, Egypt, Jordan, Norway, Mexico, Israel, Belgium, Singapore, Thailand, Austria, the Philippines,
Chile, Czech Republic, and Vietnam. It has been seen that 94 countries started the research in the 2™ quarter; 29
countries started research in the 3™ quarter; and 44 countries started research in the fourth quarter. It was observed

that 47 countries conducted research in all quarters.
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Figure 10. The distribution of the countries where distance education research was conducted by quartiles

What is the distribution of research by organizations?
7. What is the general distribution of research by organizations?

As given in Figure 11, it is seen that the highest number of publications came from University of California
System (n=338), N Research Partnership (n=295), University Of London (n=292), Rluk Research Libraries Uk
(n=193), State University System Of Florida (n=192), Open University Uk (n=199).
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Figure 11. The general distribution of research by organizations
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8. What is the distribution of the organizations where research was conducted by quartiles?

When Figure 12 is analyzed, it is seen that the institutions generally published in the 4™ quarter. It was found that

only Open University UK published in 1% quarter (n=43), 3" quarter (61), and 4™ quarter (n=95). N Research

Partnership, University Of London, Rluk Research Libraries UK, and State University System of Florida published

in the 3 quarter and 4" quarter. In total, the University of California System had the highest number of publications

(n=338). Although Open University Uk published in all three quarters, its total number of publications lagged

behind the other institutions.
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S
5
g UNIVERSITY OF LONDON
N RESEARCH PARTNERSHIP
UNIVERSITY OF CALIFORNIA SYSTEM Count
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Figure 12. The distribution of the organizations where research was conducted by quartiles
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Discussion and Conclusion

In this study, research on distance education in the last twenty years has been analyzed according to years,
keywords, countries, and institutions. In addition, these studies were analyzed and compared separately in four
quarters. It was observed that the research started to become widespread in 2003 and increased every year. The
widespread use of distance education, institutions, and organizations starting to provide in-service trainings
remotely (Lundin & Lundin, 2016; Nilsen; 2010 Sezer et al., 2017), and the widespread use of MOOCs (Zhou &
Zhang, 2024; Tartuk, 2023; Aljarrah, Ababneh, Karagozlu, & Ozdamli, 2021; Alcarria, 2018; Howard, 2017,
Osuna-Acedo et al., 2018; Zawacki-Richter et al., 2018; Bozkurt et al., 2017) can be shown as evidence for this
increase. It is a fact that the pandemic period had an impact on the significant increase in the number of studies
conducted in the 4™ quarter. It can be said that with the transfer of all education processes in many countries to
online environments during the pandemic period, many problems or situations were realized and became the

subject of research.

The keywords used throughout the studies were online learning, online education, Covid-19, higher education,
online teaching, blended learning, medical education, mental health, and training. It was observed that the
distribution of keywords used throughout the studies was affected by the keywords used in the studies conducted
in the 4™ quarter. This is a result of the fact that there are more studies conducted in the 4th quarter than in other
quarters. Comparisons have been made in comprehensive studies examining the distribution in general. In this
comparison, technology, education, delivery systems, and cloud service were the most frequently used keywords,
unlike the study by Dima et al. (2022), which analyzed 637 studies published between 2007 and 2022. In the 1%
quarter, the keywords e-learning, distance learning, distance education, online learning, and collaborative learning
were frequently used. The use of these keywords led to the possibility that the studies conducted. In the 1%t quarter
were theoretical studies in which the definition and discussion of distance education and concepts were at the
forefront. The keywords used in the 2" quarter were similar to the 1t quarter, and it was observed that the use of
technology, assessment, and pedagogy keywords increased. In the 3" quarter, the keywords higher education,
blended learning, online education, medical education, and MOOCs, which were used differently, showed that the
applications in the field of distance education were differentiated. Covid-19, online learning, e-learning, higher
education, distance learning, education, online education, distance education, pandemic, and medical education
were the keywords with high usage in the last quarter. A comparison was made with studies examining the year
range close to this quarter. In this comparison, Gao et al. (2021) analyzed 877 studies between 2019-2021, and the
most used words were higher education and Covid-19, similar to this study. Similarly, Hebeci (2021) analyzed
767 studies published between 2020-2021 and concluded that the most used keywords were COVID-19 and
distance education. In Tonbuloglu and Akbel's (2023) study, which analyzed 238 studies published between 2020-
2021, the most frequently used keywords were pandemic process, distance education, and higher education.

However, unlike the study of Gao et al. (2021), mental health was among the most frequently used keywords.

The top five countries where the most research was conducted were the USA, China, England, Australia, and
Spain. It has been concluded that the researches are more common in the American and European regions. It was
concluded that not all countries conducted research in all four quarters, and there were countries that did not
conduct research until the fourth quarter. In Hebeci's (2021) study, although the year range was narrow, the
countries with the most research were the USA, the UK, Canada, and China. In Djeki et al.'s (2022) study, which
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analyzed 12,272 studies published between 2015 and 2020, Spain, the USA, the UK, China, and Romania were
the countries with the most research. Similarly, in Herrera et al.'s (2018) study, the United States, the United
Kingdom, Australia, Taiwan, and Spain were the countries that conducted the most research. In the study of
Kocdar et al. (2021), the USA, Spain, Germany, China, and Malaysia were the countries with the highest number
of publications.In the study of Dima et al. (2022), Serbia, Japan, and Romania were the countries that conducted
the most research. In the study of Gao et al. (2021), the countries with the highest number of publications were
China, Malaysia, and Saudi Arabia. The reason for this difference may be the year range taken into account in the

analysis.

The top five institutions that conducted the most research were the University Of California System, N Research
Partnership, the University of London, Rluk Research Libraries UK, the State University System of Florida, and
the Open University UK. However, it was observed that these institutions did not conduct research in all quarters.
Only the Open University UK has publications in the second, third, and fourth quarters. Unlike Djeki et al., (2022),
the institutions with the highest distance education research output were the University Politehnica of Bucharest,
University of Hradec Kralove, University of Hong Kong, King Abdulaziz University, and Complutense University
of Madrid, University of Technology Sydney, Islamic Azad University, University of Malaya, Universidade Nova
de Lisboa, and University of Pittsburgh. In Herrera et al.'s (2018) study, the University of Hong Kong and the
National Taiwan University of Science and Technology were the institutions that conducted the most research.
The research year criteria included in the analysis in the literature and this study may have caused these results. In
Herrera et al.'s (2018) study, Athabasca University, The University of Hong Kong, Pennsylvania State University,
The Open University, and the University of Twente were the institutions that conducted the most research between
2003-2007. Between 2012 and 2016, the National Taiwan University of Science and Technology, the National
Taiwan Normal University, The University of Hong Kong, the Centre National de la Recherche Scientifique, and

the National Central University were the institutions that conducted the most distance education research.

The studies that analyzed similar criteria in the same periods showed similar results. However, it should not be
forgotten that analysis studies focus on the subject under investigation. Since 2003, when studies on distance
education increased, there have been many events affecting education worldwide. It is a fact that these events have
definitely affected education and educational studies. In future analysis studies, these factors can be evaluated
together with these factors based on a wide range of years. Distance education is a very broad field. Researchers
who will conduct research can examine in detail research on specific topics such as augmented reality, artificial

intelligence, and learning analytics in distance education.
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Ogrencilerin Yapay Zeka OKkuryazarhg Uzerine Bir inceleme

Mithat Elgicek*®?

Oz

Bu arastirmada, lise, 6n lisans ve lisans 6grencilerinin yapay zeka okuryazarlik diizeyleriyle ilgili
mevcut durumun incelenmesi ve yapay zeka okuryazarlik diizeyi ile baz1 demografik degiskenler
(cinsiyet, 6grenim durumu ve giinliik ortalama bilgisayar/internet kullanma siiresi) arasindaki
iliskinin ortaya ¢ikarilmasi amaglanmigtir. Aragtirmada nicel aragtirma yaklagimina dayali genel
tarama modellerden iliskisel tarama modeli kullanilmigtir. Arastirmanin 6rneklemini Tiirkiye nin
dogusunda bulunan bir il merkezinde 6grenim goren 870 dgrenci olusturmaktadir. Veri toplama
arac1 olarak Laupichler ve digerleri (2023) tarafindan gelistirilen, Karaoglan Yilmaz ve Yilmaz
(2023) tarafindan Tiirkce uyarlamasi yapilan "Yapay Zeka Okuryazarligi Olgegi" kullamlmistir.
Aragtirma bulgularina gore, 6grencilerin yapay zeka okuryazarlik diizeyi diisiik diizeyde ¢ikmigtir.
Aragtirmada elde edilen bir diger sonug ise yapay zeka okuryazarlik diizeyinin cinsiyet ve ortalama
giinliik bilgisayar/internet kullanma siiresine gore farklilastig1 seklindedir. Elde edilen sonuglar
Ogrencilerin yapay zeka okuryazarhigi konusundaki egitim calismalarinin yetersiz kaldigi ve
iyilestirmelere gereksinim duyuldugunu ortaya koymaktadir. Bu kapsamda yapay zeka
okuryazarligi konusunun o&gretimi ve kullanilan yontemlerin etkisi {izerine ¢aligmalar
yiiriitilebilir.

A Study on Students' Artificial Intelligence (Al) Literacy

Abstract

This research seeks to examine the current situation of high school, associate, and undergraduate
students regarding artificial intelligence literacy levels and to reveal the relationship between the
artificial intelligence literacy level and some demographic variables (gender, educational
background and average daily computer/internet usage time). The relational survey model, one of
the general survey models based on the quantitative research approach, was employed in the
present study. The sample consists of 870 students studying in a city centre in the east of Turkey.
The "Artificial Intelligence Literacy Scale" developed by Laupichler et al. (2023) and adapted into
Turkish by Karaoglan Yilmaz and Y1lmaz (2023) was used as a data collection tool. According to
the research findings, students' artificial intelligence literacy level was low. Another result shows
that the artificial intelligence literacy level differs depending on gender and average daily
computer/internet usage time. The results reveal that educational studies on students' artificial
intelligence literacy are insufficient and improvements are needed. In this context, it is
recommended that studies be carried out on teaching artificial intelligence literacy and the impact
of the methods used for this purpose.
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Artificial Intelligence (Al) Literacy

Extended Abstract
Introduction

There is no consensus on where and when artificial intelligence, which has just begun to leave its mark on the 21st
century, emerged. However, it was officially mentioned for the first time by John McCarthy at the Dartmouth
Conference in 1956 (Moor, 2006). This date is considered an important reference point in artificial intelligence
terminology. In later periods, expert systems, artificial neural networks, machine learning, data mining, and deep
learning concepts constituted important milestones in the history of artificial intelligence (Haenlein & Kaplan,
2019). Having gained more popularity with the launch of ChatGPT developed by OpenAl in November 2022,
artificial intelligence has gained a place in daily lives (Wiredu, 2023). It has begun to be used more frequently in
smartphones, personal computers, wearable technologies, and smart home appliances (Ghosh et al., 2018). It has
a large user base due to its potential to simplify daily routines, solve complex problems, and improve the quality
of life without requiring much technical and theoretical knowledge (Ng et al., 2021). However, in order to keep
up with artificial intelligence applications, benefit from its advantages, and avoid its disadvantages, it is necessary
to understand its concepts and operating logic at a basic level (Gonzalez-Calatayud et al., 2021; Verganti et al.,
2020). From this perspective, people are supposed to be literate about artificial intelligence.

While artificial intelligence is expected to play crucial roles in individuals' daily decision-making mechanisms and
spread to wider areas, its misuse is predicted to cause serious harm to individuals and society (Dwivedi et al.,
2021). Therefore, it is essential to improve artificial intelligence literacy and evaluate its effects on humans. For,
artificial intelligence literacy reveals individual abilities to understand, use, and interact with artificial intelligence
applications (Kong et al., 2023). In this context, revealing the knowledge levels of individuals without any type of
expertise in artificial intelligence in their interactions with artificial intelligence can be a guide in the development
of artificial intelligence applications by contributing to the thoughts and future plans of decision-makers.

Method

The artificial intelligence literacy level of the students was described as it was along with an attempt to identify
the relationships and degrees of the variables affecting the relevant level. For this reason, the relational survey
model, which is among the quantitative-research-based general survey models, was preferred. The population of
the study consists of associate and undergraduate students enrolled in various departments of a state university in
the east of Turkey in 2024 and students enrolled in high schools in the city centre. The sample consists of 870
students enrolled in state universities and high schools in the city centre. Survey technique was used to collect
data. The survey used within the scope of the research consists of two parts. The first part contains demographic
information prepared by the researcher, including students' gender, educational background, and average daily
internet usage time. The second part includes the "Artificial Intelligence Literacy Scale" developed by Laupichler
et al. (2023) and adapted into Turkish by Karaoglan Yilmaz and Yilmaz (2023). In the present study, an evaluation
was made based on the average scores to interpret the students' artificial intelligence literacy level and its sub-
dimensions. Within the frame work of the study, an independent sample t-test was used for pairwise comparisons,
one-way analysis of variance (ANOVA) for more than two comparisons, and Scheffe Post Hoc tests to determine

the difference between groups.
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Findings

Research findings reveal that students possess a “low” level of artificial intelligence literacy (x=2.59). Considering
artificial intelligence literacy sub-dimensions, 'technical understanding' (x=2.56) and ‘critical appraisal' (x=2.54)
sub-dimensions were found to be “low” while the 'practical application' (x=3.69) sub-dimension was found to be
“moderate”. The gender variable causes a significant difference in students' artificial intelligence literacy levels
[te70)=5.240, p<0.05]. Average values indicate that male students have a higher level of artificial intelligence
literacy than female students. However, while the "educational background" variable does not cause a significant
difference in students' artificial intelligence literacy levels [F(s70=0.269 p>.05], "daily average computer/internet
usage time" causes a significant difference in students' artificial intelligence literacy levels [Fgro= 6.711, p<.05].
According to the results of the Scheffe test conducted to determine the difference, the artificial intelligence literacy
levels of students using computer/internet for an average of 0-2 hours per day are higher than those using

computer/internet for an average of 3-5 hours or more than 6 hours per day.

Discussion and Conclusion

Students' skills in understanding, using, and interacting with artificial intelligence applications are low. However,
students are expected to be artificial intelligence literate to manage their activities in these areas with the least
harm and the most benefit. In line with this result, it can be argued that high school, associate, and undergraduate
students are not sufficiently aware of artificial intelligence literacy with a limited number of educational studies
on this issue. While this result of the study overlaps with some similar studies (Kong et al., 2023; Ng et al., 2023;
Shi, 2024; Soylu, 2023), it also differs from some others (Hornberger et al., 2023; Wang et al., 2023). It is thought
that characteristics of societies such as workforce turnover, education and living standards, privacy and prejudice

may have an impact on these differences.

Gender showed a significant difference in favour of male students in terms of the artificial intelligence literacy
level and the 'technical understanding' sub-dimension. This could be attributed to the fact that male students are
more knowledgeable about having a basic understanding of artificial intelligence and understanding how to benefit
from the potential of this technology. While this result of the research overlaps with the result of a similar research
conducted by Sanusi et al. (2022), it differs from that of Wang et al. (2023). Students' computer and internet usage,
their predisposition to information technologies as well as interest levels and demographic distribution may have

an impact on these differences.

While the variable of educational background was not a source of a significant difference for artificial intelligence
literacy, the average daily computer/internet usage time showed a significant difference in favour of students with
a usage time of 0-2 hours. A possible explanation for this might be that students' access to technology does not
cause any catalytic effect on their understanding of basic artificial intelligence concepts and their theoretical and
technical knowledge of artificial intelligence applications. While artificial intelligence is expected to play crucial
roles in individuals' daily decision-making mechanisms and spread to wider areas, it is clear that the potential of
students to use artificial intelligence applications will increase day by day. It can be said that educational curricula
focusing on artificial intelligence literate individuals is likely to increase further in the coming years. Therefore,

the low level of artificial intelligence literacy of students is an important issue that needs to be investigated.
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Giris

21. ylizyila damgasin1 vurmaya heniiz yeni baglamis olan yapay zekanin nerede ve ne zaman ortaya ¢iktigina dair
bir fikir birligi yoktur. Ancak resmi olarak ilk defa 1956 yilinda Dartmouth Konferansi’nda John McCarthy
tarafindan dile getirilmistir (Moor, 2006). Bu tarih yapay zeka terminolojisinde 6nemli bir referans noktasi olarak
kabul edilir. Sonraki dénemlerde uzman sistemler, yapay sinir aglari, makine 6grenmesi, veri madenciligi ve derin
Ogrenme kavramlari, yapay zeka tarihinin 6nemli kilometre taslarmi olusturmustur (Haenlein & Kaplan, 2019).
Bu durum dogal olarak farkli tanimlar1 beraberinde getirmistir. Russel ve Norvig (2016) yapay zekay1, makinelerin
insan beyninin diisiinme ve 6grenme islevini taklit etmesi olarak tanimlarken; Nabiyev (2016) makinelerin insana
ozgii biligsel etkinlikleri yerine getirmesi olarak tanimlamaktadir. Gordon (2011) yasami taklit eden analitik yasam
kiimesi; Obschonka ve Audretsch (2020) ise edindigi tecriibeleri kendisini gelistirmek igin kullanan sistemler
olarak tanimlamaktadir. Goriildiigii iizere her tanim kendi i¢inde dogru olmasina karsin farkliliklar igermektedir.
Ancak genel olarak yapay zeka; insan beyninin diisiinme ve 6grenme islevini taklit eden, topladigi bilgileri
yineleyerek kendini gelistirebilen insan iiriinii sistemler olarak tanimlanir (Celebi & Inal, 2019; Nabiyev, 2016;
Obschonka & Audretsch, 2020).Yapay zeka, bugiin sadece endiistride degil, tarim, saglk, finans, eglence,
miithendislik, egitim, iletisim ve psikoloji gibi bir dizi alanda etkili olmaktadir (Wang ve digerleri, 2023). Tarimda,
sulama yonetimi ve iiriin verimliliginde etkili olurken; saglikta hastaliklarin teshis ve tedavisinde; finans alaninda
piyasa egilimleri ve yatirim Onerilerinde etkili olmaktadir. Diger taraftan eglence sektoriinde akis Onerileri igin,
miihendislikte otonom sistemlerin gelistirilmesi, egitimde bireysel 6grenme siiregleri, iletisim ve psikoloji alaninda

ise duyussal siireclerin analizi i¢in kullanilmaktadir.

Kasim 2022’de OpenAl tarafindan gelistirilen ChatGPT’nin kullanima sunulmasiyla birlikte popiilerligi daha da
artan yapay zeka, insanlarin giinliik yagsamlarinda 6nemli bir yer edinmistir (Wiredu, 2023). Akilli telefonlarda,
kisisel bilgisayarlarda, giyilebilir teknolojilerde ve akili ev aletlerinde daha sik kullanilmaya baslanmistir (Ghosh
ve digerleri, 2018). Cok fazla teknik ve kuramsal bilgi gerektirmeden giinliik rutinleri daha basit hale getirmesi,
karmagik sorunlar1 ¢6zme ve yasam kalitesini artirma potansiyelinden dolay1 genis kullanici kitlelerine sahiptir
(Ng ve digerleri, 2021). Ancak yapay zeka uygulamalarina ayak uydurmak, avantajlarindan faydalanmak ve
dezavantajlarindan kaginmak i¢in temel diizeyde kavramlarini ve ¢aligma mantigini1 anlamak gerekir (Gonzalez-
Calatayud ve digerleri, 2021; Verganti ve digerleri, 2020). Bu yoniiyle bakildiginda, insanlarin yapay zeka
konusunda okuryazar olmasi bir gereklilik olarak degerlendirilmektedir. Yapay zekanin yetenek ve sinirlari, etik
sonuglari, toplum iizerindeki potansiyel etkisi ve temel kavramlarinin anlagilmasi bilgisi yapay zeka okuryazarligi
olarak tanimlanmaktadir (Kong ve digerleri, 2023; Laupichler ve digerleri, 2022). Yapay zeka okuryazarligimnin
merkezinde, temel yapay zeka kavramlarmna elestirel bir gozle bakmak, baglamlarin1 anlayarak sonuglarinin
farkina varmak ve bunlar1 yaparken 6zgiiven icerisinde olmak vardir (Farrelly & Baker, 2023; Hornberger ve
digerleri, 2023).

Yapay zekanin bireylerin giinliik karar verme mekanizmalarinda 6nemli roller listlenmesi ve daha genis alanlara
yayilmasi beklenirken, yanlig kullanimlarin birey ve topluma ciddi zararlar verecegi ongériillmektedir (Dwivedi ve
digerleri, 2021). Bu nedenle yapay zeka okuryazarh@mmin gelistirilmesi ve insanlar iizerindeki etkilerinin
degerlendirilmesi 6nemlidir. Cilinkii yapay zeka okuryazarligi, insanlarin yapay zeka uygulamalarini anlama,
kullanma ve etkilesime girme konusundaki yeteneklerini ortaya koymaktadir (Kong ve digerleri, 2023). Bu

baglamda, yapay zekd konusunda uzman olmayan bireylerin yapay zeka ile olan etkilesimlerindeki bilgi
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diizeylerinin ortaya ¢ikarilmasi, karar mercilerinin diislincelerine ve gelecek planlarina katki saglayarak yapay

zeka uygulamalarinin gelistirilmesinde yol gosterici olabilir.

Son zamanlarda pek ¢ok alanda oldugu gibi egitim gevrelerinde de yapay zeka uygulamalarina yonelik caligmalar
hiz kazanmistir (Khare ve digerleri, 2018; Popenici & Kerr, 2017; Tas¢1 & Celebi, 2020). Egitimde yapay zeka
kullanimi ve gelisimi, yapay zekanin egitime olasi etkileri, gelecek senaryolar1 ve yapay zekanmn 6grenme
slireglerindeki rolleri iizerine gesitli caligmalar yapilmaktadir (Khare ve digerleri, 2018; Popenici & Kerr, 2017;
Tas¢1 & Celebi, 2020). Oyle ki ABD, Cin ve Ingiltere gibi gelismis iilkeler bir adim daha ileriye giderek
ogrencilerin bireysel farkliliklarina ve 6grenme potansiyeline gore hizmet sunan yapay zeka uygulamalarini hali
hazirda yogun bir bicimde kullanmaktadir. Tiirkiye’de de benzer sekilde Milli Egitim Bakanlig1 ve Yiiksekogretim
Kurulu Bagkanlig1 biinyesinde yapay zeka programlar1 ve yapay zekanim 6gretilmesine yonelik projeler hayata
gecirilmektedir. Bu baglamda gelecege yon verecek yeni nesil 6grencilerin yapay zeka uygulamalarini anlama,
kullanma ve etkilesime girme konusundaki bilgilerinin 6l¢iilmesi yapay zeka uygulamalarinin gelistirilmesinde ve
kullanilmasinda 6nemli ipuglari saglayabilir. Buradan hareketle arastirmada lise, 6n lisans ve lisans 6grencilerinin
yapay zeka okuryazarlik diizeyleriyle ilgili mevcut durumun incelenmesi ve yapay zeka okuryazarlik diizeyi ile
baz1 demografik degiskenler (cinsiyet, 6grenim durumu ve giinliik ortalama bilgisayar/internet kullanma siiresi)

arasindaki iliskinin ortaya ¢ikarilmasi amaglanmistir.
Yontem

Arastirmanin Modeli

Aragtirma, Ogrencilerin yapay zeka okuryazarlik diizeylerini ¢esitli degiskenler agisindan incelemeyi
amaglamaktadir. Ogrencilerin yapay zeka okuryazarlik diizeyi oldugu gibi betimlenerek bu diizeye etki eden
degiskenlerin iligski ve dereceleri belirlenmeye ¢alisilmistir. Bu nedenle arastirmada nicel arastirma yaklasimina
dayali genel tarama modellerden iligkisel tarama modeli kullanilmigtir. Bilindigi iizere tarama modeli, arastirilmak
istenen problem durumunu ortaya koymak; iligskisel tarama ise iki ve daha fazla degisken arasindaki degisimi
incelemeyi amaglamaktadir (Karasar, 2017). Arastirma kapsaminda &grencilerin yapay zeka okuryazarlik
diizeyleri cinsiyet, dgrenim diizeyi ve giinlik ortalama internet kullanim siiresi degiskenleri agisindan

incelenmistir.
Evren ve Orneklem

Caligmanin evreni, 2024 yilinda Tiirkiye’nin dogusunda bulunan bir devlet {iniversitesinin biinyesinde bulunan
cesitli bolimlere kayitli 6n lisans ve lisans 6grencileri ile il merkezine bagl liselerde kayitli 6grencilerden
olusmaktadir. Orneklemini ise devlet iiniversitesi ve il merkezine bagl liselerde kayith 870 oOgrenci
olusturmaktadir. Arastirmanin amacina uygun katilimcilara kolay ulasabilmek, maliyet, iy ve zaman gibi
faktorlerden tasarruf saglamak igin aragtirmada olasiliga dayali olmayan 6rnekleme yontemlerinden uygun
ornekleme yontemi kullanilmistir. Arastirmanin 6rneklemini olusturan 6grencilere ait demografik bilgiler Tablo

1’de verilmistir.
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Tablo 1. Ogrencilerin Demografik Bilgileri

Degisken Kategori f %
Cinsiyet Erkek 476 54.7
Kadin 394 453
Toplam 870 100
Ogrenim Durumu Lise 371 42.6
On Lisans 212 244
Lisans 287 33.0
Toplam 870 100
Giinliik Ortalama Bilgisayar/Internet Kullanma ~ 0-2 Saat 482 55.4
Sresi 3-5 Saat 314 36.1
9 Saat ve lizeri 74 8.1
Toplam 870 100

Veri Toplama Araclar

Verilerin toplanmasinda anket teknigi kullanilmistir. Arastirma kapsaminda kullanilan anket iki boéliimden
olusmaktadir. Ilk boliimde arastirmaci tarafindan hazirlanan ve dgrencilerin cinsiyet, 6grenim diizeyi ve giinliik
ortalama internet kullanim siiresini igeren demografik bilgiler yer almaktadir. ikinci boliimde Laupichler ve
arkadaglar1 (2023) tarafindan gelistirilen, Karaoglan Yilmaz ve Yilmaz (2023) tarafindan Tiirk¢e uyarlamasi
yapilan "Yapay Zeka Okuryazarligi Olcegi" yer almaktadir. Ogrencilerin yapay zeka okuryazarlik diizeylerinin
belirlenmesi amactyla kullanilan 6l¢ek 31 madde ve ii¢ faktdrden (teknik anlama, elestirel degerlendirme, pratik
uygulama) olusmakta olup, “Kesinlikle Katiliyorum (7)” ile “Kesinlikle Katilmiyorum (1)” diizeyleri arasinda
degismektedir. Teknik anlama boyutunda 14 madde, elestirel degerlendirme boyutunda 10 madde ve pratik
uygulama boyutunda 7 madde yer almaktadir. Olgek ve alt boyutlarmndan alinan yiiksek puanlar, yiiksek
okuryazarliga isaret etmektedir. Olgegin giivenilirlik katsayilari, alt faktorler icin 0.97 ile 0.98 arasinda
degismekte olup, dlgegin genel giivenilirlik katsayis1 0.99'dur. Olgegin bu arastirma kapsaminda toplanan veriler
tizerinde hesaplanan giivenilirlik katsayilari, alt faktorler igin 0.75 ile 0.84 arasinda degismekte olup, 6l¢egin genel
glivenilirlik katsayisi 0.85'tir. Bu 6l¢iim sonuglarinimn her birinin 0,70 kritik degerinin tizerinde ¢ikmig olmasi 6l¢ek
maddelerinin giivenilir oldugunu gdstermektedir. Bu durum, dl¢ek maddelerinin istenen 6zelliklerin dl¢iilmesine

hizmet ettigi seklinde yorumlanabilir.
Veri Toplama Siireci

Aragtirmanin verileri 2024 yilinin subat ayinda toplanmistir. Arastirma ile ilgili gerekli izinler alindiktan sonra
arastirmaci ilgili okullara giderek anketi kendisi uygulamistir. Ogrencilere katilimin géniilliik esasina gére oldugu,
verilen cevaplarin gizli kalacagi, verilerin arastirmanin amaci disinda kullanilmayacagi hakkinda bilgi verilmistir.
Tiim 6grenciler arastirmaya kendi istekleriyle katilmigtir. Anket formundan toplanan verilerden yola ¢ikarak 78
Ogrencinin formu eksik, hatali ya da sorularin tamaminda ayni siradaki segenegi isaretlemesi nedeniyle
degerlendirmeye alinmamistir. Bu islemler sonucunda 870 kisilik bir katilimci1 grubundan veriler toplanmis ve

¢Oziimlenmistir.
Veri Analizi

Aragtirmada 6grencilerin yapay zeka okuryazarlik diizeyi ve alt boyutlarinin yorumlanmasi i¢in ortalama puanlar
iizerinden degerlendirme yapilmistir. Yorumlamanin kolaylig: i¢in “cok diisiik”, “diisiik”, “orta”, “yiliksek” ve

“cok yiliksek” olmak iizere bes degerlendirme araligi temel alinmistir. Puan aralig1 hesaplamasinda (En Yiiksek
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Deger — En Disiik Deger)/Degerlendirme Aralik Sayist formiili kullanilmistir. Arasgtirmada kabul edilen

degerlendirme araliklar1 ve diizeyleri Tablo 2’de verilmistir.

Tablo 2. Degerlendirme Araliklar1 ve Diizeyleri

Degerlendirme Araligi Degerlendirme Diizeyi
1.0 - 2.2 arast Cok Diistik

2.2 —3.4 arasi Diisiik

3.4 —4.6 arasi Orta

4.6 — 5.8 arast Yiiksek

5.8 — 7.0 aras1 Cok Yiiksek

Ogrencilerin yapay zeka okuryazarlik diizeyini belirlemek igin betimleyici istatistiklerden yararlanilmistir.
Bilindigi iizere uygun analiz yonteminin belirlenmesinde kullanilan verilerin 6zellikleri 6nemli bir kriter olarak
degerlendirilmektedir. Verilerin 6zelliklerine goére parametrik veya parametrik olmayan analiz yontemleri
kullanilmaktadir. Parametrik testlerin kullanilmasi i¢in 6rneklem gruplarindaki katilimer sayisinin 30’un tizerinde
olmasi, normal dagilim ve homojen varyanslara sahip olmasi gerekmektedir. Varyans analizi sonrasinda grup
varyanslarinin esit olmasi ise homojen varyanslara sahip oldugu anlamina gelmektedir. Bu ¢ergevede aragtirma
kapsaminda parametrik test varsayimlarini saglayan [(p>0.05), (N>30), (Carpiklik ve Basiklik + 1.96)] ikili
kargilagtirmalar icin bagimsiz orneklem t-testi, ikiden c¢ok karsilastirmalar i¢in tek yoOnlii varyans analizi
(ANOVA), gruplar arasindaki farkliligi belirlemek igin Post Hoc testlerinden Scheffe kullanilmistir. Veriler SPSS

programiyla ¢6ziimlenmis ve anlamlilik diizeyi 0.05 kabul edilmistir.
Bulgular

Aragtirmaya katilan 6grencilerin yapay zeka okuryazarlik diizeyine iliskin elde edilen bulgular arasgtirma alt
problemleri ¢ergevesinde sirastyla sunulmustur. Ogrencilerin yapay zeka okuryazarlik diizeyleri ile ilgili mevcut
durum nedir? Alt problemi kapsaminda 6l¢ek ve alt boyutlarina yonelik betimleyici istatistik degerleri Tablo 3°te

sunulmugtur. Betimleyici istatistik tablosunda aritmetik ortalama ve standart sapma degerlerine yer verilmistir.

Tablo 3. Yapay Zeka Okuryazarlik Diizeyine Ait Betimleyici Istatistikler

Olgek ve Alt boyutlar X Ss Okuryazarlik Diizeyi
Yapay Zeka Okuryazarligi 2.81 0.29 Diisiik

Teknik Anlama 2.56 0.27 Diisiik

Elestirel Degerlendirme 2.54 0.42 Diistik

Pratik Uygulama 3.69 0.57 Orta

Tablo 3 incelendiginde 6grencilerin yapay zeka okuryazarlik diizeylerinin “disiik” diizeyde (X=2.81) oldugu
anlagilmaktadir. Yapay zeka okuryazarlik alt boyutlart agisindan incelendiginde, ‘teknik anlama’ (X=2.56) ve
‘elestirel degerlendirme’ (X=2.54) alt boyutunda “diisik”, ‘pratik uygulama’ (x=3.69) alt boyutunda ise “orta”,
diizeyde oldugu gériilmektedir. Ogrencilerin yapay zeka okuryazarlik diizeyi cinsiyete gore anlamli farklilik
gostermekte midir? Alt problemi kapsaminda bagimsiz 6rneklem t-testi analizi yapilmis ve sonuglar1 Tablo 4’te

sunulmustur.
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Tablo 4. Cinsiyet Degiskenine iliskin Bagimsiz Orneklem T-Testi Analizi Sonuglari

Olgek ve Alt Boyutlar Grup N X Ss sd t p

Yapay Zeka Okuryazarligi Erkek 476 2.86 0.29 868 5.240 .000"
Kadin 394 2.75 0.28

Teknik Anlama Erkek 476 2.66 0.24 868 12.07 .000"
Kadin 394 2.45 0.27

Elestirel Degerlendirme Erkek 476 2.54 0.44 868 0.383 .702
Kadin 394 2.53 0.40

Pratik Uygulama Erkek 476 3.71 0.59 868 0.680 497
Kadin 394 3.68 0.54

*p<.005

Tablo 4 incelendiginde “cinsiyet” degiskeni Ogrencilerin yapay zeka okuryazarlik diizeylerinde [ter0=5.240,
p<0.05] anlaml1 bir farklilia neden olmaktadir. Ortalama degerler dikkate alindiginda erkek 6grencilerin kadin
ogrencilere gore daha yiiksek bir yapay zeka okuryazarlik diizeyine sahip olduklar1 anlagilmaktadir. Alt boyutlar
acisindan incelendiginde ‘teknik anlama’ alt boyutunda [tgr0=12.07, p<0.05] cinsiyet degiskeni erkek 6grenciler
lehine anlamli farklilik gostermektedir. Bununla birlikte ‘elestirel degerlendirme’ [tgz0= 0.383, p>.05] ve ‘pratik
uygulama’ [t@rg= 0.680, p>.05] alt boyutlarinda ise cinsiyet degiskeninin anlamli bir faktor olmadigi
goriilmektedir. Ogrencilerin yapay zeka okuryazarlik diizeyi grenim durumuna gére anlamli farklilik gostermekte
midir? Alt problemi kapsaminda tek yonlii varyans analizi (ANOVA) yapilmistir. Tek yonlii varyans analizi

sonuglar1 Tablo 5’te sunulmustur.

Tablo 5. Ogrenim Durumu Degiskenine iliskin Tek Yénlii Varyans Analizi Sonuglari

Olgek ve Alt boyutlar  Grup f X Ss F p Anlamli Fark
Yapay Zeka Lise 371 282 029 0.269 .764
Okuryazarlig On Lisans 212 2.82 029
Lisans 287 2.80 0.30
Teknik Anlama Lise 371 2.56 0.30 0.185 .831
On Lisans 212 256  0.23
Lisans 287 2.57 0.26
Elestirel Lise 371 2.60 0.41 6.521  .002 On lisans<Lise
Degerlendirme On Lisans 212 2.47 0.44
Lisans 287 2.52 0.41
Pratik Uygulama Lise 371 3.64 0.52 7.447 001 Lise <On Lisans
On Lisans 212 382 064
Lisans 287 3.67 0.56
*p<.005

Tablo 5 incelendiginde “6grenim durumu” degiskeni Ogrencilerin yapay zeka okuryazarlik diizeylerinde
[Fe70=0.269 p>.05] anlamli bir farkliliga neden olmamaktadir. Alt boyutlar agisindan incelendiginde ‘teknik
anlama’ [Fgr0=0.185, p>.05] alt boyutunda 6grenim durumu degiskeni anlamli bir faktér degilken ‘elestirel
degerlendirme’ [Fgr0=6.521, p<.05] ve ‘pratik uygulama’ [F(s=7.447, p<.05] alt boyutlarinda anlamli bir
faktordiir. Farklihigi belirlemek i¢in yapilan Post-Hoc testlerinden Scheffe testi sonucuna gore ‘elestirel
degerlendirme’ alt boyunda lise 6grencilerin ‘elestirel degerlendirme’ diizeylerinin 6n lisans 6grencilerden daha
yiiksek oldugu, ‘pratik uygulama’ alt boyunda ise on lisans 6grencilerin ‘pratik uygulama’ diizeylerinin lise ve
lisans dgrencilerden daha yiiksek oldugu anlasilmaktadir. Ogrencilerin yapay zeka okuryazarhik diizeyi giinliik
ortalama bilgisayar/internet kullanma siiresine gore anlamli farklilik géstermekte midir? Alt problemi kapsaminda

tek yonli varyans analizi (ANOVA) yapilmig ve analiz sonuglar1 Tablo 6’da sunulmustur.
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Tablo 6. Bilgisayar/Internet Kullanma Siiresi Degiskenine iliskin Tek Yénlii Varyans Analizi Sonuglart

Olgek ve Alt Grup f X Ss F p Anlamli Fark
boyutlar
Yapay Zeka 0-2 Saat 482 2.84 0.29 6.711 .001 3-5,6+<0-2
Okuryazarligi 3-5 Saat 314 2.77 0.30
6+ 74 2.76 0.28
Teknik Anlama 0-2 Saat 482 2.60 0.27 10.493 .000" 3-5,6+<0-2
3-5 Saat 314 2.52 0.27
6+ 74 2.49 0.27
Elestirel 0-2 Saat 482 2.57 0.42 3.904 .210
Degerlendirme 3-5 Saat 314 2.49 0.42
6+ 74 2.55 0.42
Pratik Uygulama 0-2 Saat 482 3.72 0.59 1.281 .278
3-5 Saat 314 3.68 0.55
6+ 74 3.61 0.47
*p<.005

Tablo 6 incelendiginde “giinliik ortalama bilgisayar/internet kullanma siiresi” degiskeni 6grencilerin yapay zeka
okuryazarlik diizeylerinde [F(g70=6.711, p<.05] anlaml bir farkliliga neden olmaktadir. Farklilig1 belirlemek i¢in
yapilan Scheffe testi sonucuna gore giinliik ortalama 0-2 saat bilgisayar/internet kullanan 6grencilerin yapay zeka
okuryazarlik diizeyleri giinliik ortalama 3-5 saat veya 6 saatten fazla kullanan 6grencilerden daha yiiksek ¢ikmustir.
Alt boyutlar agisindan incelendiginde ‘elestirel degerlendirme’ [Fgr0=3.904, p>.05] ve ‘pratik uygulama’
[Fer0=1.281, p>.05] alt boyutlarinda “giinliik ortalama bilgisayar/internet kullanma siiresi” anlamli bir faktor
degilken ‘teknik anlama’ [F(g70=10.493, p<.05] alt boyutunda anlaml: bir faktordiir. Scheffe testi sonucuna gore
giinliik ortalama 0-2 saat bilgisayar/internet kullanan 6grencilerin ‘teknik anlama’ diizeyleri glinliik ortalama 3-5

saat veya 6 saatten fazla kullanan 6grencilerden daha yiiksek ¢cikmuistir.

Tartisma ve Sonu¢

Yapay zeka, giinliik rutinleri daha basit hale getirme ve karmasik sorunlar1 ¢6zme potansiyelinden dolay1 genis
kullanici kitlelerine ulasarak giinliik yasamda 6nemli bir yer edinmistir. Her alanda oldugu gibi egitim gevrelerinde
de yapay zeka uygulamalarima yonelik ¢aligmalar hiz kazanmis ve yapay zekanin 6grenme siireglerindeki rolil
artmistir. Giiniimiiz 6grencilerin yapay zeka uygulamalarini anlama, kullanma ve etkilesime girme konusundaki
yeterliliklerinin giivence altina alinmasi 6nem kazanmistir. Bu dogrultuda 6grencilerin yapay zeka okuryazarlik

diizeyleri baz1 degiskenler agisindan incelenmistir.

Aragtirma sonucunda dgrencilerin yapay zeka okuryazarlik diizeyleri diisiik diizeyde ¢ikmistir. Diger bir degisle
Ogrencilerin yapay zeka uygulamalarim1 anlama, kullanma ve etkilesime girme konusundaki becerileri diisiik
diizeydedir. Ancak 6grencilerin en az zarar ve en ¢ok fayda ile bu alanlardaki faaliyetlerini yonetebilmesi igin
yapay zeka okuryazari olmalart beklenmektedir. Bu sonug¢ dogrultusunda lise, 6n lisans ve lisans 6grencilerinin
yapay zeka okuryazarligi konusunda yeterince bilinglendirilemedigi ve bu konudaki egitim ¢aligmalarinin yetersiz
kaldig1 sdylenebilir. Arastirmanin bu sonucu, benzer arastirmalarin bazisiyla ortlisiitken (Kong ve digerleri,
2023;Ng ve digerleri, 2023; Shi, 2024; Soylu, 2023) bazisiyla da farklilagmaktadir (Hornberger ve digerleri, 2023;
Wang ve digerleri, 2023). Toplumlarin is giicii degisimi, egitim ve yasam standardi, gizlilik ve 6n yargi gibi
ozelliklerinin bu farklilagmalar iizerinde etkili olabilecegi diisiiniilmektedir. Yapay zeka uygulamalarini kullanma
konusunda kendilerini yeterli gérmeyen ve bu teknolojilerin kullanimini zor ve karmasik bulan bireylerde, yapay
zeka uygulamalarii anlama ve kullanma konusunda negatif etki yaratabilir. Bununla birlikte 6grencilerin ‘teknik

anlama’ ve ‘elestirel degerlendirme’ alt boyutunda okuryazarlik diizeyleri diisiik, “pratik uygulama” alt boyutunda
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ise orta diizeyde ¢ikmustir. Bireylerin yapay zekad teknolojilerinin arkasindaki matematiksel ve istatistiksel
kavramlar1 anlamalar1 ve bunu yaparken elestirel bir bakis acisiyla degerlendirmeleri ‘teknik anlama’ ve ‘elestirel
degerlendirme’ diizeylerinin belirlenmesinde onemli olabilmektedir (Karaoglan Yilmaz & Yilmaz, 2023).
Kuramsal ve teknik bilgi konusunda uzman olmayan 6grencilerin bu alt boyutlara iligkin diizeylerinin diisiik
¢ikmis olmasi beklenen bir durum olarak agiklanabilir. Bilgi iletisimini kolaylastiran yapay zeka uygulamalariin
hizla gelismesiyle birlikte 6grencilerin bu teknolojilere ulasma ve kullanma imkanlarinin arttigi gériilmektedir
(Akgun & Greenhow, 2022; He ve digerleri, 2020; Panigrahi, 2020). Ogrencilerin yeterli teknolojik arag ve ortam

bilgisine sahip olmalari, “pratik uygulama” diizeylerini olumlu etkilemis olabilir.

Yapay zeka okuryazarlik diizeyinde ve ‘teknik anlama’ alt boyutunda cinsiyet, erkek 6grenciler lIehine anlamli
farklilik gostermistir. Bu durum, yapay zeka hakkinda temel bir anlayisa sahip olma ve bu teknolojinin
potansiyelinden nasil yararlanacagini anlama konusunda erkek Ogrencilerin daha fazla bilgi sahibi olduklart
seklinde yorumlanabilir. Arastirmanin bu sonucu, Sanusi ve digerleri (2022) tarafindan yapilan benzer arastirma
sonucuyla drtiisiirken, Wang ve digerleri (2023) ile farklilasmaktadir. Ogrencilerin bilgisayar ve internet kullanim
durumlari, biligim teknolojilerine olan yatkinliklari, ilgi diizeyleri ve demografik dagilimlari bu farklilasmalar
iizerinde etkili olabilir. Yapay zeka okuryazarlik diizeyinde 6grenim durumu, anlamli bir farkliliga neden
olmazken, ‘elestirel degerlendirme’ ve ‘pratik uygulama’ alt boyutlarinda anlamli bir farkliliga neden olmustur.
Calismanin bu sonucu, Wang ve digerleri (2023) tarafindan yapilan arastirma sonucuyla paralellik géstermektedir.
Lise 6grencilerin ‘elestirel degerlendirme’ diizeyleri on lisans 6grencilerden daha yiiksek, 6n lisans 6grencilerin
ise ‘pratik uygulama’ diizeyleri lise 6grencilerinden daha yiiksek ¢ikmistir. Bu durumu etkileyen pek ¢ok faktor
olabilecegi gibi liselerde bilissel ve sosyal alanlara yonelik kuramsal bilgilerin, 6n lisans programlarinda ise
uygulama ve kullanmaya yonelik bilgilerin agirlikli olmasi bu sonug {izerinde etkili olmus olabilir. Yapay zeka
okuryazarlik diizeyinde ve ‘teknik anlama’ alt boyutunda giinliik ortalama bilgisayar/internet kullanma siiresi, O-
2 saat kullanan 6grenciler lehine anlamli farklilik gostermistir. Bu sonucuna gore giinliik ortalama 0-2 saat
bilgisayar/internet kullanan 6grencilerin yapay zeka okuryazarlik ve ‘teknik anlama’ diizeyleri giinliik ortalama 3-
5 saat ya da 6 saatten fazla kullanan dgrencilerden daha yiiksek c¢ikmustir. Ogrencilerin teknolojiye erisim
durumlari temel yapay zeka kavramlarinin anlagilmasi, yapay zeka uygulamalarina yonelik kuramsal ve teknik

bilgi diizeylerinde her hangi bir katalizor etkiye neden olmadigi seklinde yorumlanabilir.

Yapay zekanin bireylerin giinliik karar verme mekanizmalarinda 6nemli roller iistlenmesi ve daha genis alanlara
yayilmasi beklenirken 6grencilerin yapay zeka uygulamalarini kullanma potansiyelinin giin gegtikce artacagi
aciktir. Yapay zeka okuryazari bireyleri merkeze alan egitim miifredatlarinin 6niimiizdeki yillarda daha da artacagi
sOylenebilir. Dolayistyla dgrencilerin yapay zeka okuryazarlik diizeylerinin diisiik ¢ikmasi arastirilmasi gereken
onemli bir konudur. Bu kapsamda yapay zeka okuryazarligi konusunun 6gretimi ve kullanilan yontemlerin etkisi
lizerine galigmalar yiiriitiilebilir. Yapay zeka okuryazarlhigi konusunda farkindalik olusturacak bilgilerin sunulmasi
ve bu bilgilerin nasil kullanilacagina iliskin uygulamalar yapilabilir. Ote yandan bu galismanin sonuglari, yapay
zeka okuryazarlig1 konusuna biraz 151k tutsa da ¢alismanin 6rneklem grubu sadece bir il merkezindeki bazi lise,
on lisans ve lisans dgrencileriyle sinirlidir. Bu durum iilke genelini temsil etmeyebilir. Ulke genelini kapsayacak

bigimde tiim 6gretim kademelerinde tekrarlanabilir.
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Giivenlik olaylarinin etkilerini minimize etme, bilgi varliklarin1 koruma, miisteri giiveni ve igin
stirdiiriilebilirligini temin etmek {izere tasarlanan bilgi giivenligi yonetim siireci bilgi ve iletisim
teknolojilerinde yasanan gelismelerle 6nemi giderek artan bir noktaya gelmistir. Bu sistematik
yaklasim; bilgi giivenligini kurma, uygulama ve isletme, izleme ve gdzden gegirme, siirdiirme ve
iyilestirme siiregleri ile kurumsal hedeflere ulagsmay1 kolaylastirmaktadir. Sistemin ydnetimi
hedeflerin belirlenmesi, gerekliliklerin analizi, kontrollerin gelistirilmesi ve kontrollerin siirekli
degerlendirilerek iyilestirilmesi g¢ergevesinde biitiinciil bir yaklagim ile saglanmalidir. Gizlilik,
biitlinliik ve erisilebilirlik unsurlar1 kapsaminda bilgi giivenligi risk temelli bir yonetim anlayismnin
benimsenmesini gerekli kilmaktadir. Bu kapsamda rehber olarak uluslararas1 ISO 27001 standard:
kullanilabilmektedir. ISO 27001, uygun bir bilgi gilivenligi yonetim sisteminin uygulamasi
hakkinda bir dizi ilkeleri belirlemektedir. Calismada 2022 yilinda yasanan bilgi giivenligi olaylari
1s1ginda etkin bir bilgi giivenligi risk yonetim siirecinin isletilmesinin gerekliligi tartigilmistir.
Dokiiman analizi yontemi ile yayimlanmis makaleler, bildiri ve tezler, web sayfa icerikleri ve
sektor raporlart analiz edilerek kurumsal ve bireysel 6lgekte alnabilecek onlemlere de yer
verilmistir.
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Abstract

The information security management process, designed to minimize the effects of security
incidents, protect information assets, ensure customer trust and business sustainability, has become
increasingly important with the developments in information and communication technologies.
This systematic approach; It facilitates the achievement of corporate goals with the processes of
establishing, implementing and operating information security, monitoring and reviewing,
maintaining and improving. The management of the system should be provided with a holistic
approach within the framework of determining the targets, analyzing the requirements, developing
the controls, and constantly evaluating and improving the controls. Within the scope of
confidentiality, integrity and accessibility, information security requires the adoption of a risk-
based management approach. In this context, the international 1SO 27001 standard can be used as
a guide. 1SO 27001 specifies a set of principles on the implementation of an appropriate
information security management system. In the study, the necessity of operating an effective
information security risk management process in the light of information security events in 2022
is discussed. The measures that can be taken on an institutional and individual scale are also
included by analyzing the articles, papers and theses, web page contents and sector reports
published with the qualitative analysis method.
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The Increasing Importance of Information Security Risk Management

Extended Abstract
Introduction

The digital transformation process, which manifests itself with the rapid change in information and communication
technologies in the world and in our country, has caused radical changes in many business lines. While
developments such as big data and artificial intelligence that accompany the digital transformation process show
themselves in sectors that show rapid development and growth; serious reform trends in the public sector have led

to the entry into the process.

It is possible to say that "security" threats come first among the determining factors in the public reforms shaped
by the effects of the developments. Primitive security measures applied in the past have been replaced by modern
applications with the development of technology, and thus the concept of information security has gained even

more importance.

When it comes to information security, three basic elements come to mind. These elements ensure that the
information system operates in an accessible, secure and unharmed operating environment and that information
assets are protected, and are considered as confidentiality, integrity, availability (Gollman, 1999; Harris, 2002;
Jonsson, 1996).

Information security management is a continuous improvement process designed to minimize the effects of
security incidents, protect information assets, ensure customer trust and business sustainability. An information
security management system is a systematic approach to establishing, implementing and operating, monitoring
and reviewing, maintaining and improving information security to achieve organizational goals. ISMS, the
confidentiality, integrity and accessibility of information; It maintains the risk management process by applying
and assures the relevant parties that the risks are managed correctly. The management of the system should be
provided with a holistic approach within the framework of determining the targets, analyzing the requirements,

developing the controls, and constantly evaluating and improving the controls (Ma, Schmidt & Pearson, 2009).

In this study, the importance of the information security management system in organizations will be evaluated in

terms of the events experienced in 2022. The questions to be asked in the study can be listed as follows:

e Why has a risk-based security approach become important?
e What are the most important events in the cyber world in the past year?

e What are the studies that need to be done to ensure Information Security?

Method

In the research, document analysis, one of the qualitative analysis methods, was preferred. This method was
preferred in order to be able to handle and interpret the research topic in its own context with an interdisciplinary

perspective (Altunisik, Coskun, Bayraktaroglu ve Yildirim, 2010).

Information was collected by examining the written documents without the need for interviews and observations
about the investigated phenomena and events related to the research subject. This saves resources and time. The
examined documents generally consist of published articles, papers and theses, web page contents and sector

reports. In this context, a detailed literature review was made and the subject was analyzed.
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Conclusion

The wave of digital transformation experienced in the world and in our country has brought some difficulties along
with the convenience it provides in the way of doing business. In the new order, public and private sector
organizations are faced with a wide variety of information threats. The protection of information technology
infrastructures of institutions against cyber attacks is becoming a more important and challenging task day by day.
While organizations invest in numerous security measures to protect their sensitive data from outside threats, they
remain vulnerable to malicious insiders with privileged access and in-depth knowledge of organizational assets.

Information security is not considered to be fully ensured only by the fulfillment of technological measures.
Organizations should consider technological and administrative measures as a whole, and it should not be forgotten
that the human factor is also an important factor. Information security is a complex process that includes all these
factors.

Organizations that manage critical systems that can cause loss of life, large-scale economic damage, national
security vulnerabilities or disruption of public order, loss of trust and reputation when the confidentiality, integrity
or accessibility of the processed information/data are compromised should operate an effective information

security risk management process as the first priority.
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Giris

Diinyada ve iilkemizde, bilgi ve iletisim teknolojilerinde yasanan hizli degisim ile kendisini gosteren dijital
doniisiim siireci birgok is kolunda kokli degisikliklere neden olmustur. Dijital doniisiim siireci beraberinde
yasanan biiyiik veri ve yapay zeka gibi gelismeler hizli bir gelisme ve biiyiime gosteren sektdrlerde kendisini

gosterirken; kamu sektoriinde ciddi reform egilimleri siirecine girilmesine neden olmustur.

Yasanan gelismelerin etkisiyle sekillenen kamu reformlarinda belirleyici unsurlarin basinda “giivenlik”
tehditlerinin geldigini sdylemek miimkiindiir. Ge¢miste uygulanan ilkel giivenlik tedbirleri teknolojinin
gelismesiyle, yerini modern uygulamalara birakmis ve bu sayede bilgi giivenligi kavrami daha da onem

kazanmustir.

5809 sayili Elektronik ve Haberlesme Kanunu ve beraberinde Ulusal Siber Giivenlik Stratejisi ve Eylem Plani,
5651 sayili Internet Ortaminda Yapilan Yaymlarm Diizenlenmesi ve Bu Yaymlar Yoluyla Islenen Suglarla
Miicadele Edilmesi Hakkinda Kanun, 6698 sayili Kisisel Verilerin Korunmast Kanunu, 2019/12 sayili Bilgi ve
Iletisim Giivenligi Tedbirleri konulu T.C. Cumhurbagskanligi Genelgesi ve beraberinde Dijital Déniisiim Ofisi
tarafindan yaymlanan Bilgi ve Iletisim Giivenligi Rehberi gibi yasal diizenlemeler, bilgi giivenligi konusuna

verilen 6nemin birer gostergesi olarak degerlendirilebilir.

Ulkemiz yukarida anilan yasal diizenlemeler ile ayn1 zamanda Kuruluslara kapsamli bir Bilgi Giivenligi Yonetim
Sistemi (BGYS) siireci benimsemelerini de zorunlu hale getirmistir. Bilgi varliklarinin ve hizmet siire¢lerinin
giivenliginin saglanmasina verilen 6nemin bir gostergesi olarak kuruluslarin kendi BGY S’lerini uluslararasi kabul

gormiis TS ISO/IEC 27001 standard: seviyesinde kurup, isletmeleri gerektigi vurgusu yapilmaktadir.

BGYS, bir risk temelli yonetim yaklasimi olup; kuruluslarin uygun bir risk yonetimi plan ve programi belirleyerek

uygulamalar1 ve potansiyel tehditlerin etkilerini kontrol altina almalarini saglamaktadir.
Bilgi Giivenligi Yonetim Sistemi

Bilgi giivenligi kavramini daha iyi anlagilabilmesi igin dncelikle bilgi ve iletisim teknolojilerinin temel girdisi olan
bilginin taniminin yapilmast gereklidir. Sozliik anlamiyla bilgi; 6grenme, arastirma veya gozlem yolu ile elde
edilen gercek, malumat ve kavrayisin tiimiidiir. Bilgi giivenligi alaninda, varliklar genellikle yalnizca bilginin
kendisini degil bilgi varliklarin1 ve bilgi yonetimini kolaylagtirmak i¢in kullanilan kaynaklari igerir (Oscarson,
2003).

Bilgi giivenligi denildiginde akla ii¢ temel unsur gelmektedir. Bu unsurlar bilgi sisteminin erisilebilir bir vaziyette
giivenli ve biitiinliigiine zarar gelmemis bir faaliyet ortaminda islemesini ve bilgi varliklarinin korunmasini temin
etmekte olup gizlilik (confidentiality), biitiinliik (integrity), erisilebilirlik (availability) olarak kabul edilmektedir
(Gollman, 1999; Harris, 2002; Jonsson, 1996).

Bilgi giivenligi yonetimi, glivenlik olaylarinin etkilerini minimize etme, bilgi varliklarin1 koruma, miisteri giiveni
ve isin siirdiriilebilirligini temin etmek iizere tasarlanmig siirekli gelisim siirecidir. Bilgi giivenligi yonetim
sistemi, kurumsal hedeflere ulagmak i¢in (1) bilgi giivenligini kurmak, (2) uygulamak ve isletmek, (3) izlemek ve
gbzden gegirmek, (4) siirdiirmek ve iyilestirmek i¢in benimsenen sistematik bir yaklagimdir. BGYS, bilginin
gizliligini, bitiinliigiini ve erisilebilirligini; risk yonetimi siirecini uygulayarak muhafaza eder ve ilgili taraflara

risklerin dogru bir sekilde yonetildigine dair gilivence verir. Sistemin ydnetimi hedeflerin belirlenmesi,
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gerekliliklerin analizi, kontrollerin gelistirilmesi ve kontrollerin siirekli degerlendirilerek iyilestirilmesi

cercevesinde biitiinciil bir yaklagim ile saglanmalidir (Ma ve digerleri, 2009).

Kamuoyunun bilgi giivenligi ihlallerine karsi duydugu endiseden dolayr ISO 27001 standardina uygunluk
sertifikasyonu, yoneticinin bilgi siireglerini degerlendirmesini ve siirecinin uluslararasi bir standarda uygun
oldugunu gostermektedir. ISO 27001, uygun bir bilgi giivenligi yonetim sisteminin uygulamasi hakkinda bir dizi
ilkeleri belirlemektedir (Hsu, Wang & Lu, 2016). Bu kapsamda bilgi giivenligi standardi, uygulanmak {izere bu
ilkeleri 6zetleyen bir kilavuzdur (Soysal, 2023).

Risk Yonetimi

Bilgi giivenligi alaninda dikkate alinmasi gerekli bir diger kavram risktir. Risk, dogrudan giivenlikle baglantili

olmamakla birlikte glivenlik mekanizmalarindaki zafiyetler riskleri artiracaktir (Hsu ve digerleri, 2016).

Risk bir zarara, bir kayba, bir tehlikeye yol agabilecek bir olayin olusma olasilig1 olarak tanimlanabilir (Cains,
Taber, King, & Henshel, 2022). Risk igin belirsizlik durumu, riskin ger¢eklesecegi varlik ve bu varligin bulundugu
bir ortam olmalidir. Risk, gelecekte gerceklesebilecegi degerlendirilen kosullari ilgilendiren bir kavram olup iki

kisimdan olusmaktadir ve asagidaki denklemle ifade edilmektedir (Hsu ve digerleri, 2016):
R=L*P

R: Risk

L: Potansiyel Kayip

P: Olasilik

Bilgi giivenligi riskini daha spesifik olarak tanimlamak gerekirse; bilgi giivenligi riski, bir varligin veya varlik
grubunun giivenlik agiklarini kurulusa zarar vermek i¢in belirli bir tehdit olarak kullanma olasiligidir (Kuzminykh,

Ghita, Sokolov, & Bakhshi, 2021).

Kurumlar hedeflerine ulasmaya ¢alisirken birtakim riskler ile karsilasirlar. Bu siire¢ boyunca karsilasilan riskleri
analiz etme ve yonetme amaciyla sistematik bir yaklagim benimsenmektedir. Her kurumun kabul edilebilir risk ile
risk yonetimi yaklasimi farklilik gosterebilir. Karsilastiklari riskleri kabul edebilir ya da seviyesini kabul edilebilir
diizeye indirmek icin gerekli kontroller ve dnlemler uygulayabilirler. Belirtilen bu ydnetim siireci kisaca “risk

yonetimi” olarak adlandirilir (Kuzminykh ve digerleri, 2021).
Risk yonetim ¢ercevesi Sekill’de yer alan temel modelleri igerir (Bodrozi¢, 2018):

- Tletisim ve damgmanlik — ilgili tiim taraflarla gergeklestirilir

- Igerik olusturma — temel risk parametrelerinin olusturulmasidir
Uygulama alani ve risk degerlendirme kriterleri;

- Riskleri tamimlama — riskin kaynagini bulma, potansiyel sonuglarin ortaya ¢ikma durumlari

- Riskleri analiz etme — istenmeyen bir olayin olasiliginin ve bu olayin neden oldugu hasarin 6lgiilmesi

- Riskleri degerlendirme - riskin en aza indirilmesi konusunda karar alinmasi

- Riskleri iyilestirme - olasi olumsuz bir olaym nedenini ortadan kaldirmayi veya kontrol etmeyi ve

sonuglarini siirlamay1 amaglayan bir dizi 6nlem, prosediir
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- lzleme ve gozden gecirme - risk ydnetimi siirecindeki tiim faaliyetlerin tutarliligmi ve belgelenmesini

saglar.
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Sekil 1. Risk Yonetimi Siireci

Bilgi giivenligi kurumlar i¢in oldukg¢a 6nemli olup tehditlere karsi korunmasi gerekmektedir. Risklerini yonetmek,
bilgi giivenligi siirecinin ana faaliyetlerinden biri haline gelmistir. Kurumlar maddi ve manevi agidan zarara
ugramamak, kendilerine yonelen tehditleri ve sistemlerini etkileyecek riskleri gézden gecirmek igin bir bilgi
giivenligi politikasi olusturmak durumundadir. Bu dogrultuda isletilecek risk yonetimi siireci her kurumun kendi
yapisina, kurumsal bagliliklar ile yasal mevzuatlar1 dikkate alan, bilgi giivenligi alanindaki ulusal/uluslararasi

standartlar1 destekleyen, ayni zamanda kurum ynetiminin onaylayip destekleyecegi bir yontem olmalidir.

Risk yonetim siirecinde tek bir dogru olmamakla birlikte, giiniimiizde uygulanan bir¢ok risk yonetim metodolojisi
bulunmaktadir. Her metodolojinin dogrulugu, karmasikligi, kaynak tahsisinin saglanmasi gibi hususlarda {istiinlik
ve zayifliklart bulunmaktadir. Kuruluslar ulusal veya uluslararasi mecrada kabul gérmiis standartlar1 benimseyerek

bir risk yénetimi yaklagimi1 benimseyebilir ya da kendi ihtiyaglarina 6zel yontemlerini gelistirebilirler.
Siber Diinyada Giivenligin Tarihcesi ve Saldir1 Yontemleri

Internet ve yeni ag teknolojilerinin dogusuyla diinya birbirine daha bagh hale gelmis, bu ag altyapilari iizerinde

biiylik miktarda kisisel, ticari, askeri ve devlet bilgisi bulunur hale gelmistir.

Bu gelisimi izlemek adina internetin ve dolayisiyla siber glivenlik unsurlarinin gelisimine kisaca deginmek faydali

olacaktir (Daya, 2013):

1930’larda Enigma’nin sifresi kirilmis ve 1960°larda ilk “hacker” terimi ortaya atilmistir. ARPANET’in 1969
yilinda Savunma Bakanligi tarafindan ag arastirmalari i¢in gérevlendirilmesiyle internetin dogusu gergeklesmistir.
INWG (InterNetworking Working Group) biiyliyen ARPANET agin1 yonetmek i¢in standartlar1 belirleyen ilk
kurulustur. Ik Baskan1 Vinton CERF “Internetin Babas1” olarak taninmaktadir. 1970’lerde Telnet protokoliiniin
gelismesi ve 1980’lerde internet bilgisayarlarinin ortak dili olan TCP/IP’nin gelistirilmesi ile bugiin bildigimiz

internet dogmustur. 1990°larda internet halka a¢ilmaya baglanmis ve world wide web (www) dogmustur.
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Giliniimiizde ise internet ortaminda artik insanlar birden fazla ekrani ayn1 anda gdoriintiilemekte ve sosyal medya
platformlarinda 151k hizinda degisimler gerceklestirmektedir. Bunun en c¢arpict yansimasini Nisan 2021°de

yayinlanan bir dakikada internette yasanan gelismelerden anlamak miimkiin olacaktir (Lewis, 2020):

Boylesine aktif kullanilarak siirekli veri akiginin saglandigi bir internet ortaminda siber saldirilar da kaginilmaz bir
hale gelmistir. Bilgi glivenliginin temel prensiplerini ihlal edebilecek bu yontemler; gizli dinleme (saldirganin
hedef ve kaynak arasindaki bilgiyi okumasi), hackleme (izinsiz erigim), oltalama (sahte e-posta ya da bdlge adlar1
kullanma), DoS (hizmet aksattirma), IP sahteciligi (IP kandirma ile yeni ag paketi ekleme), viriis, solucan ve Truva
atlar1 gibi kullanicinin izni diginda sistem yapilandirmasi iizerinde degisiklik yapan saldirilar olarak siralanabilir
(Canbek ve Sagiroglu, 2007). Bilgi giivenligi unsurlarina yonelik saldir1 ydntemlerini genel itibari ile Tablo 1’de

gormek mimkiindiir.

Tablo 1. Mevcut Internet Protokolii Uzerinden Gergeklesen Saldirilar

Bilgisayar Giivenligi Saldir1 Yontemleri Internet Giivenligi Teknolojisi

Ozellikleri

Gizlilik Gizli Dinleme, Hackleme, Oltalama, DoS, IP IDS, Giivenlik Duvari, Kriptografik Sistemler,
Sahteciligi IPSec, SSL

Biitiinliik Viriisler, Solucanlar, Truva Atlari, Gizli Dinleme, DoS, IDS, Giivenlik Duvari, Anti-Malware Yazilim,
IP Sahteciligi IPSec, SSL

Erisilebilirlik DoS, E-posta Bombardimani, Spam Gonderme, Sistem  IDS, Giivenlik Duvari, Anti-Malware Yazilim

Onyiikleme Kaydi Bulastiricilart

Mahremiyet E-posta Bombardimani, Hackleme, Spam Goénderme, IDS, Giivenlik Duvari, Anti-Malware Yazilim,

DoS ve Cerezler IPSec, SSL

Bu kapsamda bu ¢aligmada, kuruluslarda bilgi giivenligi yonetim sisteminin 6nemi 2022 yilinda yasanan olaylar

nezdinde degerlendirilmeye ¢alisilacaktir. Calismada sorulmasi gereken sorular asagidaki gibi siralanabilir:

o Risk temelli bir giivenlik yaklagimi neden 6nemli hale gelmisgtir?
e Siber diinyada gectigimiz yilda yasanan en 6nemli olaylar nelerdir?

e Bilgi Giivenliginin saglanabilmesi i¢in yapilmasi gereken ¢alismalar nelerdir?

Yontem

Aragstirmada nitel bir veri analiz yontemi olan dokiiman analizi tercih edilmistir. Dokiiman analizi, yazili belgelerin
igerigini titizlikle ve sistematik olarak analiz etmek i¢in kullanilan bir nitel arastirma yontemidir (Wach & Ward,
2013). Disiplinler arasi bir bakis ile arastirma konusunu kendi baglaminda ele alip yorumlayabilmek igin bu

yontemin tercih edildigi bilinmektedir (Altunisik, Cogkun, Bayraktaroglu ve Yildirim, 2010).

Aragtirma konusu ile ilgili incelenen olgu ve olaylar hakkinda goriisme ve gézlem yapmaya gerek kalmadan yazili
belgelerin incelenmesi ile bilgi toplanmasi saglanmistir. Bu sayede kaynak ve zamandan tasarruf saglanmaktadir.
Incelenen dokiimanlar genel olarak yayimlanmis makaleler, bildiri ve tezler, web sayfa igerikleri ve sektor

raporlarindan olugmaktadir. Siber giivenlik konusunda inceleme yaparken siber giivenlik uzmanlari, arastirma
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kuruluslar1 ve giivenlik firmalar1 tarafindan yayimlanan raporlarin incelenmesinde fayda olacagi degerlendirilerek;
2022 yilina iligkin bir degerlendirmenin yer aldig1, internet ortaminda erisime acik olan raporlar tercih edilmistir.
Elde edilen raporlar igerisinde siber giivenlik firmalarindan kendi sensorleri ile bilgi toplayarak analiz raporu
¢ikaran kuruluslara oOncelik verilmigtir. Uluslararasi kuruluslar ile Tiirkiye’de siber giivenlik konusunda
ekosistemin yiiriitiiciisii konumda olan ve alanda faaliyet gosteren sektorel kuruluglar ve birliklerin raporlarina da

bu kapsamda yer verilmistir. Bu kapsamda detayl1 bir literatiir incelemesi yapilarak konu analiz edilmistir.

Bulgular

Bilgi Giivenliginde 2022 Yilinda Yasanan Gelismeler ve Olaylar

Teknolojik geligmelerin etkisiyle her gegen giin degisen ve gelisen tehditler yalnizca bilgi ve biligim giivenligini
degil; kisisel giivenlik, ekonomi giivenligi, dogal kaynaklarin giivenligi gibi bircok alanda da kendisini
gostermektedir. Bu tehditler gelisen kotii amagli yazilimlar ile saldirganlar igin ¢ok fazla teknik bilgi
gerektirmeden gergeklestirilebilmekte ancak genellikle gozle goriilir bir sekilde ilerlemediklerinden tespit

edilmeleri olduk¢a zor bir hale gelmektedir.

Gtivenlik tehditlerinin en ¢ok goriildiigii siber uzayda siklikla ve etkisi yikici sekilde ortaya ¢ikan olaylar
genellikle siber giivenlik olaylar1 olarak ele almak miimkiindiir ¢iinkii siber giivenlik, tiim giivenlik tehditlerinin

merkezinde yer almaktadir (Sertgelik, 2015).

2022 yilinda baslayan Rusya — Ukrayna savasi artik iilkelerin savas tehdidi olarak askeri ¢atigma yontemlerinin
yaninda siber saldirilar1 da esgiidiimlii olarak kullanmakta oldugunu gézler Oniine sermistir. Savasin siber
boyutunda 50’den fazla CVE (Common Vulnerabilities and Exposures-Ortak Zafiyetler ve Agikliklar) kullanildigi
ve 70’e yakin hiikiimet web sitesinin saldiriya ugradigi goriilmiistiir (Tiibitak Bilgem, 2022). Siber savasta iilke
varliklarina ayrim gozetmeksizin saldir1 diizenlendigi goriilmektedir (Kaspersky, 2022). Jeopolitik giiglerin
yeniden yapilandirmayi hizlandirmasiyla diinyanin siber cephe hatlarinda, sunulan gergek tehlike tehdit aktorleri
tarafindan 6n plana ¢ikarilmaktadir ve 2022 yili pek ¢ok kisi i¢in giivenli iilke ve giivenli sektér olmadigi
konusunda bir uyanis ¢agrisi haline gelmektedir (SonicWall, 2022). Her gegen yil siber saldir1 yontemleri degisim
gostermekle birlikte 2022 yilinda 4.9 milyon sifrelenmis tehditler (+%132) ile en gok artig gdsteren saldirt bigimi
olurken onu 57 milyon loT zararli yazilimi (+%77) takip etmektedir. 236.1 milyon ransomware saldiris1 %23 ’liik

bir oran ile azalig gostermistir (SonicWall, 2022).
Kaspersky tarafindan agiklanan 2022 y1li istatistiklerine gore;

e  Siber saldirganlar kullanicilara giinliik 400.000 yeni kotii amagl dosyayla saldirdi (2021°e gore %5 daha
fazla), 2022 y1l1 igerisinde toplam tespit edilen kotii amaglt dosya sayisi 122 milyon olmustur.

e  Giinliik olarak karsilasilan fidye yazilimi (ransomware) payinin 2021'e kiyasla %181 artarak giinde 9.500
sifreleme dosyasina ulastigi kesfedildi.

e  Kotii amagl yazilimlarin yeni versiyonlarinin cihazlara yiiklenmesini saglayan viriis sayisinda %142°1ik
bir biiylime goriildii.

e Yayilan tiim kotii amagli dosyalardan %85'1 Windows'u hedef ald.

e  Microsoft Office formatlarinda dagitilan kotii amacli dosyalarin payinin giinliik olarak iki katina ¢iktigi

(biiytimenin %236's1) kesfedildi.
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2022 yilinda yaganan gelismeler 15181nda, artik daha fazla zararli yazilim saldirisi ile karsilagiyor olmanin iki sebebi
olacagi degerlendirilebilir. Bunlardan ilki pandemi sonrasi artik daha fazla kisinin is ortamina donmiis olmasi ve
kurumsal aglara gerceklesecek saldiri miktarlarindaki artis, digeri ise piyasada artik gergekten daha fazla zararh

yazilimin gelistirilmis olmasidir.

Sekil 3’te 2022°nin ilk yarisinda diinya ¢capinda Sonicwall tarafindan tespit edilen kotli amaglt yazilim miktarlar
hacimsel olarak gosterilmektedir. Haziran aymda yasanan azalis egilimi, piyasada daha fazla zararli yazilim
gergeklesmesi yoniindeki yorumu kuvvetlendirmektedir (SonicWall, 2022). 40’tan fazla iilkeden 190’dan fazla
sensor ile veri toplayan Brandefence Siber Istihbarat aracinin yaymladigi ¢aligmalar da bu goriisii destekler
niteliktedir. Gelecek tehditleri 6nceden tahmin ederek olay yasanmadan aksiyon alinmasmi saglayan siber
istihbarat ¢aligmalarinda 2022 yilinda tespit edilen 142 giivenlik ihbari, 450 adet giivenlik haberinin oldugu
goriilmektedir. 2021°de bu rakamlar 160 ihbar ve 791 haber seklindedir (Brandefence, 2022). Bu durum siber

giivenlik saldir1 modellerinden ziyade zararli yazilim gesitlerinin gelistigi ¢ikarimi yapilmasii saglamaktadir.
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Sekil 2. Kiiresel kotii amagli yazilim (malware) hacmi

2022 yili ilk yarisinda fidye yazilim miktarinda diisiis goriilse de bu miktar 2017, 2018 ve 2019'un tim yil

toplamlarini golgede birakarak pandemi dncesi seviyelerin ¢ok iizerinde bir seviyeye ulagmustir (SonicWall, 2022).

Virustotal tarafindan yayinlanan rapora gore fidye yazilimi saldirilar1 2022 yilinda 2021 yilina gore %19 artis
gostermistir. Bu saldirilarin %93’ Windows isletim sistemine sahip cihazlara yapilmis olup ¢ogunlukla hatali
sistem konfigiirasyonu, hedefli oltalama, zafiyet yonetiminin yapilamamasi ve Stealer Malware (Kimlik Hirsiz1

Zararli Yazilimi) gibi sebeplerden dolay1 gerceklestigi bilinmektedir (Siber Giivenlik Kiimelenmesi, 2022).
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Sekil 3. Kiiresel fidye yazilimi (ransomware) saldir1 hacmi

2022 yilinda kot amaclhi yazilimlarda en ¢ok %21.4°liik oranla egitim sektdriiniin, ardindan %19.3 ile kamu
sektoriiniin hedef alindig1 raporlanmaktadir (SonicWall, 2022).

Gelismis kalic1 tehdit (APT) gruplari veya kotii amagli yazilim dagitmak gibi daha karmasik bilgisayar korsanligi
gerceklestiren aktorler tarafindan sistemlere izinsiz giris saldirilarina iliskin veriler incelendiginde, 2022 yili
igerisinde 7.013 olay ve 1.999 dogrulanmis veri ifsasinin gergeklestigi anlasiimaktadir. Saldirilarin %98’inin dis,
%?2’sinin i¢ tehdit aktorleri tarafindan gergeklestigi goriilmektedir. Veri gilivenlik ihlallerinin tiirlerine gore

dagilimi ise Sekil 5’te verilmektedir (Verizon, 2022).

Sistem Kimlik
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Sekil 4. Veri giivenlik ihlallerinin tiirlerine gore dagilimi (2022)

Siber giivenlik olay cesitleri ile vektorlerine iliskin yapilan analizler 2022 yili icerisinde en ¢ok arka kapilar

(backdoor) ve fidye yazilim saldirilarinin uygulandigini; vektorler konusunda da paydaslar (is ortaklari) iizerinden
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gelen ya da yazilim giincellemelerinin eksikliginden faydalanilan saldirilarin yogunlukta oldugunu gostermektedir

(Verizon, 2022).
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Sekil 5. Siber giivenlik olay ¢esitleri ile vektorleri, 2022

Bal kiipii (honeypot), bir tuzak bilgisayar sistemi olup, saldirganlara hedef olarak sunularak saldir1 tipleri ile ilgili

arastirma yapilmasini saglamaktadir (Nawrocki, Wihlisch, Schmidt, Keil, & Schonfelder, 2016). STM Teknolojik

Diislince Merkezi’nin bal kiipii sensorlerine 2022 yili Temmuz, Agustos ve Eyliil aylarinda toplamda 6.137.330

saldir1 geldigi; en ¢ok saldir1 gelen iilke Hindistan (1.046.654 saldir1) olurken Tiirkiye’nin (120.273 saldir) iilkeler

siralamasinda 10. oldugu rapor edilmistir. Ayni ¢alismada, en ¢ok saldirinin sirastyla SMB, RDP, SMTP ve SSH

servisinin kullandig1 portlara geldigi ve SSH ve RDP bal kiipleri iizerinde en ¢ok denenen kullanict adinin “root”,

en ¢cok denenen parolanin “admin” oldugu raporlanmistir.
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Tablo 2. 2022 Y11 SSH ve RDP Bal Kiipleri Uzerinde En Cok Denenen Parolalar ve Deneme Sayilart

Denenen Parola Denenme Sayisi
admin 7.846
123456 3.566
(Bos) 2.475
nproc 2.437
password 1.470
12345 1.048
123 964
1234 950
0 720
root 647

Tablo 3. 2022 Y11 SSH ve RDP Bal Kiipleri Uzerinde En Cok Denenen Kullanic1 Adlari ve Deneme Sayilari

Denenen Kullanicit Adi Denenme Sayisi
root 24.152
admin 9.607
sh 6.148
nproc 2.437
support 2.259
user 2.064
(Bos) 1.918
Test 1.804
guest 1.487
default 1.307

Analiz sonuglarina bakildiginda birgok yonetim arayiiziiniin standart olarak kullandigi parolalarin kurulum ve
testler tamamlandiktan sonra giiglii parolalar ile degistirilmesi, siklikla kullanilan servis ve yonetim paneli

kullanici adlarmin ise en kisa zamanda tahmini zor isimlerle degistirilmesi gerektigi anlagilmaktadir.

2022 yili igerisinde gergeklesen veri ihlallerinin %82’sinde kilit faktoriin insan oldugu tespit edilmistir (Verizon,
2022). Kimlik av1, her sekil ve biiyiikliikteki kurulusun karsilastigi hi¢ bitmeyen bir zorluktur ve higbir kurulus
veya calisan saldirilara karsi yeterli farkindalik seviyesinde degildir. Sosyal miihendislik saldirilart ile
gergeklestirilen kotli amacghi yazilim ve calinan kimlik bilgileri, bir sosyal saldiri aktoriinii kapidan igeri
sokulmasindan sonra bilyiik bir ikinci adim saglar ve bu da giiglii bir giivenlik farkindaligi programina sahip

olmanin 6nemini vurgular.

Ozellikle kamu galisanlarinin giivenlik farkindaligmin daha yiiksek seviyede olmasi gerektigini Virustotal’in 2022
analiz ¢aligmasinda yaptig1 ¢ikarimlardan anlamak miimkiindiir. Bahse konu ¢aligmaya gore saldirganlar devlet
altyapisim1 kotiiye kullanma egilimindedirler. Bunun sebebi kamu kurumlarinin alan adlarinin (.gov) kosulsuz

giivenilir bulunmasidir, dolayisiyla kétii amagh yazilim dagitimi igin kullanma egilimindedirler. 50°den fazla
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bolgede kotii amagli yazilim dagitan 1700°den fazla URL ve kamu kurumlarina ait 400 alan adi bulundugu da yine

ayni ¢aligmada aktarilmaktadir (Virustotal, 2022).

Bilgi giivenligi risk yonetimi siireclerinde BT ydneticilerinin faydalanmasi amaciyla, veri ihlallerinin artan
maliyetlerine deginerek riskleri azaltmaya yardimci faktorlere yénelik dneriler sunan “Bir Veri Ihlalinin Maliyeti
2022” raporu IBM tarafindan yaymlanmistir. Calismada Mart 2021 ve Mart 2022 arasinda veri ihlalinden etkilenen
550 kurulusun 17 farkli iilkeden, 17 farkli sektorden oldugu, kuruluslarin %83’{iniin birden fazla ihlale maruz
kaldig1, %60’ 1mnin veri ihlallerinin maliyetini miisterilere fiyat artis1 ile yansittig1, %19’unda ihlalin is ortaklar
tizerinden geldigi ve bir veri ihlalinin ortalama maliyetinin 4,35 milyon dolar (kritik altyapilar igin 4.82 milyon

dolar) oldugu raporlanmistir (IBM Security, 2022).

ISO 27001 standard1 ve BGYS kuruluslarin miisteri ve ¢alisan bilgilerini koruma, bilgi giivenligi risklerini etkili
bir sekilde yonetme, yasal diizenlemelere uyum saglama, giiven saglama ve itibar1 koruma, bilgi giivenligi
hedefleri gelistirme ve uygulama gibi konularda kilavuzluk eden ve bilgi giivenligi konusunda en yaygin kullanilan
standarttir (Talib, El Barachi, Khelifi, & Ormandjieva, 2012). Bu kapsamda 2021 yil1 igin agiklanan ISO 27001
standardina sahip iilke ve sektor bilgileri incelendiginde; tiim Diinya’da toplam 58.687 adet ISO IEC 27001:2013
sertifikasinin, toplamda 99.755 yer (site) igin verildigi goriilmektedir. Tiirkiye’de toplam 706 sertifika 1169 yer
icin verilmis durumdadir. Sertifika, miisteri standarda uygunlugunu kanitladiktan sonra bir belgelendirme kurulusu
tarafindan verilen belge ve "yer" ise bir kurulusun ig yiiriittiigii veya bir hizmet sagladigi kalici bir konum olarak

ifade edilmektedir (1SO Survey, 2021).

Sektorlere gore ISO IEC 27001:2013 sertifika dagilimlarina bakildiginda en ¢ok bilgi teknolojisi, ardindan tagima

depolama ve iletisim sektdriiniin geldigi goriilmektedir.

Tablo 4. Sektorlere Gore ISO 27001 sertifika sayilari (2021)

Sektor Say1
Diger 43.488
Bilgi Teknolojisi 10.644
Tasima, depolama ve iletisim 6.909
Finansal aracilik, emlak, kiralama 645
Miihendislik hizmetleri 630
Havacilik 21

2022, siber giivenlik meslegi i¢cin olduk¢a bicimlendirici bir yil olmustur. Jeopolitik ve makroekonomik
calkantilarla sekillenen ve tanimlanan modern siber giivenlik ortaminda is giiclinde kararlilik kendini
gostermektedir. Biiyiiyen kiiresel siber giivenlik tehditleri ile is giliciinde kritik gorevleri iistlenecek
profesyonellerdeki bosluk da artmaktadir. Siber giivenlik is giicii aragtirmalari, alandaki is giicliniin tahminen 4.7
milyon kisiden olugtugunu (2021 yilina gore %11,1’lik artig ile) ancak kuruluglari giiniimiiz tehditlerinden

korumak ve savunmak i¢in ilave 3.4 milyon kisiye ihtiya¢ oldugunu gostermektedir (ISC2, 2022).

Son olarak 2022 yilinda gerceklesen ve en ¢ok ses getiren siber olaylara deginerek durumun ciddiyeti ve dnemini
vurgulamakta fayda vardir (Siber Giivenlik Kiimelenmesi, 2022; Security Magazine, 2022; Cyber Security Hub,
2022):
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Google, saniyede 46 milyon istek ile bugiine kadar yapilmis en biiyiik HTTPS DDoS saldirisin
engelleyerek rekor kirdi.

20 Mart 2022'de Microsoft, Lapsus$ adli tehdit aktor grubu tarafindan hedef alindi. Grup, Telegram'da
Microsoft'u hacklediklerini ve bu siiregte Cortana, Bing ve diger birkag iiriine ait verileri ele gegirdigini
belirten bir ekran goriintiisii yaymladi. 22 Mart'a kadar Microsoft, saldirt girigsimini hizla durdurdugunu
ve yalnizca bir hesabimn giivenliginin ihlal edildigini duyurdu. Microsoft ayrica higbir miisteri verisinin
calinmadigini da belirtti. Lapsus$ grubu daha 6nce Nvidia, Samsung ve diger pek ¢ok sirketi hedef
almastir.

Conti fidye yazilimi getesi, yiiksek profilli bir siber saldirida Kosta Rika hiikiimetini ihlal etti. Tehdit
grubu hiikiimetin sistemlerine girdi, ¢ok degerli verileri ¢aldi ve 20 milyon dolar talep ederek Orta
Amerika hiikiimetini olaganiistii hal ilan etmeye zorladi.

2022 yilinin haziran ayimda 6grenci kredisi hizmeti veren Nelnet Serviceing’de gergeklesen veri ihlal
vakas1 2,5 milyondan fazla kullanicinin gizli bilgilerinin sizdirilmasina neden oldu. Sistemindeki bir
giivenlik ac¢ig1 nedeniyle ad, soyad, ev ve e-posta adresleri, telefon numaralar1 ile sosyal giivenlik
numaralarini igeren d6grenci kredisi hesabi kayit bilgilerinin kimligi belirsiz bir ti¢iincii sahis tarafindan
erisilebilir oldugu tespit edilmistir.

27 Temmuz 2022 tarihinde BreachForums isimli darkweb forumunda "devil" isimli kullanici 5,4 milyon
Twitter kullanicisina ait ayrinti igeren verileri yaymladi. lgili sizintmin, Twitter'a 1 Ocak 2022 tarihinde
bildirilen zafiyetin somiiriilerek elde edildigi diistiniiliirken, Twitter ilgili zafiyeti 5 Agustos 2022
tarihinde onayladi.

15 Eyliil'de, bir yiiklenicinin cihazinin zararl yazilim ile enfekte olmasinin ardindan kullanici bilgileri
darkweb iizerinde satilmig ve buradan Uber'in dahili sunucularina erisilmistir. Saldirgan, bu sayede yanal
olarak ilerleyerek diger Uber kullanici bilgilerini ele gecirmis ve sirket genelindeki bir Slack kanalina bir
mesaj gondererek bazi dahili siteler ilizerinden calisanlara bir grafik goriintii gosterecek sekilde DNS
ayarlarini yeniden yapilandirmistir.

Ekim 2022'de kripto para platformu olan Binance tarafindan desteklenen BNB zincirinin yer aldigi BSC
Token Hub' da bulunan zafiyetin saldirganlar tarafindan kullanilmasindan dolay1 Binance 570 milyon
dolar degerinde BNB Token kaybetti.

Crypto.com’a yonelik 17 Ocak’ta kripto hirsizligi gergeklestirilerek 500 kisinin kripto para cilizdanlari
hedef alindi. Saldirt ile yaklagik 18 milyon dolar degerinde Bitcoin ve 15 milyon dolar degerinde
Ethereum ve diger kripto para birimleri ¢alindi.

Avustralya'nin en bilyilik saglik sigortasi saglayicilarindan biri olan Medibank Private Ltd, 1.8 milyon
uluslararasi miisteri dahil olmak iizere 9,7 milyon eski ve mevcut miisteriye ait verilere yetkisiz bir tarafca
erisildigini dogruladi.

Bir¢ok platformda parola kasasi olarak hizmet sunan ve adindan 2022 yilinda bir¢ok kez bahsettiren
LastPass isimli firma veri ihlaline ugrayarak Aralik 2022 tarihinde miisterilerine ait biitiin bilgiler
saldirganlar tarafindan ele gegirildi.

Calint1 kredi kart1 bilgilerinin de yer aldig: illegal platform olan "BidenCash" isimli forumda 1,2 milyon
adet ve son kullanma tarihlerinin 2023 ve 2026 tarihleri oldugu dikkat ¢eken kredi kart1 {icretsiz olarak

yaymlandi.
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e Honda araglarda kilit sistemini ve araci uzaktan yonetmeye yarayan Rolling Pwn isimli kritik bir zafiyet
bulundu.

e 1,5 milyondan fazla aragta kullanilan MiCODUS MV 720 GPS cihazlarinda arac1 uzaktan yonetebilen bir
giivenlik zafiyeti bulundu.

e Yandex Taksi hacklenerek Moskova'da bulunan tiim taksilerin ayni1 noktaya yonlendirilmesi biiyiik bir
trafik sikisikligina yol act1.

e 34 farkli Rus hacker grubunun, zararli yazilimlar ile 50 milyondan fazla parola ¢aldig1 tespit edildi.

e Diinya ¢apinda yaygin olarak kullanilan Spring isimli Java Web Framework'iinde, sistem iizerinde
uzaktan kod caligtirabilen kritik bir giivenlik zafiyeti bulundu.

e Intel'in 12. nesil islemcisi Alper Lake'in kaynak kodlar1 sizdirildi.

e FBI, kiralik DDoS hizmeti sunan platformlara yaptig1 operasyon sonucunda 48 alan adini ele gegirdi.

Tartisma

Yapilmasi Gereken Calismalar

Glintimiiz teknoloji ¢aginda, 6zellikle igledigi bilgi/verinin gizliligi, biitiinliigli veya erisilebilirligi bozuldugunda
can kaybina, biiyiik dl¢ekli ekonomik zarara, ulusal giivenlik agiklarina veya kamu diizeninin bozulmasina yol
acabilecek bilisim sistemlerini barindiran altyapilara sahip kuruluslarin internete bagli sekilde sistemlerini
yonetmeleri kagmilmazdir. Giivenlik tehditlerinin yayginlasmasi ile birlikte kurumlar artik internete bagli ancak
ayni zamanda internetten korunan “intranetler” olusturmak igin giivenlik duvarlari, sifreleme ve kimlik dogrulama
mekanizmalarmin kombinasyonlarin1 kullanmaktadir. Sanallagtirma teknolojileri bu kapsamda kurumlarin
giivenlik endiselerini giderecek bir yaklagim olarak ele alinmakta, artik farkli lokasyonlarda bulunan intranet aglar1
icin ayr hatlar kiralamak yerine, daha yeni bir yaklasim olan VPN (Virtual Private Network) baglantilarindan
yararlanilmaktadir. Kurumsal giivenlik yaklasiminda benimsenen dnemli giivenlik dnlemlerinden biri olan bu
baglantilar iletigsimin sifreli tutulmasi ve kullanici IP bilgisinin gizli tutulmasi gibi imkanlar sayesinde ISO 27001,
ITIL (Bilgi Teknolojileri Altyap: Kiitiiphanesi), COBIT (Bilgi igin Kontrol Hedefleri ve Ilgili Teknolojiler-Control
Obijectives for Information and related Technology) gibi uluslararasi énemli standartlarin da 6nemli kontrol
noktalarindan birini olusturmaktadir (Korucu, 2021). Bu baglant1 tipinde veri sizintis1 dnleme ve siipheli
aktiviteleri tespit edebilme amaciyla katmanli savunma sistemleri kurulmali ve ¢ok faktorlii kimlik dogrulama

mekanizmasi aktif edilmelidir (Korucu, 2021).

Genis ¢apli veri paylagimlari i¢in aglari internete agik tutarken dikkat edilmesi gereken hususlardan bazilari; izinsiz
girisleri tespit eden ve raporlayan giivenlik duvarlari, giivenlik duvarinda gelismis viriis kontroli, tiim baglantilar
ve veri transferleri igin sifreleme, senkronize sifreler veya giivenlik sertifikalar1 ile kimlik dogrulama, ¢aliganlarin

e- posta ve eklerini agmasinda zorunlu kurallar tanimlama olarak tanimlanabilir (Daya, 2013).

Bunlarin disinda kuruluslar oncelikli olarak sistemlerini siirekli izlemeyi saglayacak bir Giivenlik Operasyonlari
Merkezini (SOC) kendi biinyelerinde kurmali, giincellemelerini Sandbox’lar iizerinde izledikten sonra entegre
etmeli, diizenli sizma testleri gerceklestirerek zafiyet tespiti gergeklestirmeli ve gerekli 6nlemlerini hizla almalidir
(Igisleri Bakanlig1 Bilgi Teknolojileri Genel Miidiirliigii, 2021). SOC merkezleri, kritik varlik ve hizmetlerin

korunmasi noktasinda olasi senaryolar iizerinden olay tespiti ve yanit verme ¢evikligini artirma yoniiyle tercih

50



Bilgi Giivenligi Risk Yénetiminin Artan Onemi

edilen bir teknoloji ¢6zliimiidiir (Korucu, 2021). Daha profesyonel olarak ise kuruluslar, tiim cihazlarda yazilimlari
giincel tutmali, davranis tabanli algilama ve anormallik kontrolii yetenekleriyle donatilmis bir u¢ nokta giivenlik
¢oziimii devreye almali, EDR (Endpoint Detection and Response) ve MDR (Managed Detection and Response)
ile giiclendirilmis etkili u¢ nokta korumasi, tehdit algilama ve yanit iiriinlerinden faydalanmali ve tehdit istihbarat
verilerini alabilecekleri hizmetlerden yararlanmalidir (Kaspersky, 2022). Saldirganlarin artik geleneksel saldirt
yontemleri yerine kurum, sirket ve devletler 6zelinde, hedef odakli saldirilar yapiyor olmasi davranis analizi
yaparak 6nceden taniml kurallar dogrultusunda saldirganlarin yaptig1 ya da yapabilecegi ataklari tespit edebilmeyi
gerekli kilmaktadir (Bozkus, 2021).

Gtivenlik teknolojisi cogunlukla yazilim tabanlidir, ayrica bircok yaygin donanim cihazi kullanilmaktadir. Bircok
kiiciik ve karmagik cihaz internete baglanabilmektedir. Giivenlik gelistirmeleri genellikle, mevcut giivenlik
teknolojisi setinde yapilan kiigiik ayarlamalardan olugmaktadir. Mevcut giivenlik algoritmalarinin ¢ogu yogun
hesaplama ve 6nemli miktarda islem giicli gerektirir. Bu nedenle, halen giivenlik algoritmalarinin tasarlanmasina

ihtiyag vardir. Bu alandaki aragtirmalar halen devam etmektedir (Daya, 2013).

Yapilmasi gereken is adimlarinin temelinde mevcut giivenlik dnlemlerinin sikilagtirilmast ¢aligmalarinin yattigi
anlagilmaktadir. Buradan bahisle, bahse konu sikilastirma tedbirlerinin tespiti ve giivenlik algoritmalarinin
gelistirilmesi icin risk temelli bir giivenlik anlayisinin benimsenmesi gerekmektedir. Risk temelli yaklagim
stratejik bilgi giivenligi hedeflerinin tespitine de yardimci olacak, biitiinsel bir yaklasimm benimsenmesini garanti
edecektir. Bu konuda kurum ortamina derinlemesine bakilarak mevcut risklerin tespiti ve hangi stratejiler ile

azaltici faaliyetlerin yiritiileceginin anlasilir hale getirilmesi gerektigi goriisii meveuttur (Giiler ve Arkin, 2019).

Bilgi giivenligine yonelik tehditlerin seviyesini azaltmak, riskleri bertaraf edebilmek igin kurulusta biitiin
calisanlarin katilimini saglayici politikalar gelistirilmelidir. Bu politikalardan degersiz gibi goriilen ancak onleyici
tedbir olarak uygulanmasi gereken hususlara da dikkat etmek gerekmektedir. Siirekli aktif olarak faaliyet gosteren
sistemlerde artan tehditlere karsin etkin bir koruma saglamanmn yolu kurumun birlestirilmis bir ¢aba sarf
edebilmesidir (Sunde, 2017). Siber giivenlik bir biitiin olarak ele alinmasi gereken bir husustur ve tiim paydaslarin

aktif katilimini gerektirmektedir (Cakir ve Uzun, 2021).

Kuruluslar i¢in dnemli bir 6ncelik, tuttuklar: veri ve bilgilerin ne kadar giivenli oldugudur. Fidye yazilimi gibi
yiiksek profilli veri ihlalleri ve siber giivenlik saldirilari nedeniyle kuruluslarin veri ve bilgilerini en yiiksek
standartta islemesi, giivenligini saglamasi ve depolamast gerekmektedir. ISO 27001, kurulusun elinde
bulundurdugu bilgi ve verilerin giivenligi ile ilgili riskleri ydonetmeye yonelik uluslararasi bir standarttir. Standart,
miigteri ve g¢alisan verilerinin giivenli bir sekilde saklanmasini ve GDPR gibi yasal gerekliliklere uygunlugu
saglamaktadir. Olasi bilgi giivenligi kaynakli zararlari minimum seviyeye indirerek mali sonuglar ile kurumsal
imaji olumlu yonde etkileyecektir (Yilmaz, 2014). Bilgi giivenligi yonetim sisteminin (BGYS) kurulmasi,
uygulanmasi, igletilmesi, izlenmesi, stirdiiriilmesi ve iyilestirilmesi igin siire¢ bazli bir yaklasimin benimsenmesini
saglamaktadir (Certification Europe, 2022). ISO 27001’e dayali bir BGY S’nin giivenlik ihlallerinin maliyetini ve

bilgi teknolojileri arizalarini azaltacagini 6ngoriildiigii aktarilabilir (Hsu ve digerleri, 2016).

Anlasildig: iizere, risk yonetimi ve dolayisiyla BGYS siire¢ yonetiminin etkinligi kuruluslara dikkate deger bir
katma deger saglayacaktir. Etkili bir bilgi giivenligi yonetimi igin, bilgi giivenligi stratejilerinin organizasyonel
stratejilerle uyumlu olmas1 saglanmalidir. Bu kapsamda stratejiler belirlenirken is stratejileri, kurumsal kiiltiir,

insan kaynaklar1 yapisi, IT giivenlik kaynaklari, tedarik¢iler, miisteriler, diizenleyici kurumlar vb. dikkate alinarak
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yonetsel ve teknik kontroller degerlendirilmelidir. Yonetsel olarak; i¢ ve dis faktorler analiz edilmeli, paydaslar
belirlenerek ekipler olusturulmali, rol ve sorumluluklar tayin edilmeli, iletisim yontemleri belirlenerek kilavuzlar
olusturulmalidir. Teknik kontrol olarak; izleme sistemlerinin dizayni, kimlik dogrulama kontrolii, erigsim kontrolii,

olay tespit mekanizmalariin kurulumu gibi ¢alismalar gergeklestirilmelidir (Ma ve digerleri, 2009).
Bireysel Olarak Alinacak Onlemler
Bireysel olarak alinmasi gerekli 6nlemler asagidaki gibi siralanabilir (Kaspersky, 2022):

e Giivenilmeyen kaynaklardan uygulama indirip kurmamali

e Bilinmeyen kaynaklardan gelen baglantilara veya siipheli ¢cevrimici reklamlara tiklanmamali

e Giclii ve benzersiz parolalar olusturmanin yani sira iki faktorli kimlik dogrulama mekanizmalari
etkinlestirmeli

e  Kiitik giivenlik sorunlarini ¢6zen giincellemeler vakit kaybetmeden yiiklenmeli

e  Giivenlik sistemlerini devre dig1 birakmay1 isteyen mesajlar yok sayilmali

e Lisansh giivenlik ¢dziimleri kullanilmali

e  Giivenilir olmayan ag baglantilarina erisim saplanmamali

e  Giivenilir olmayan baglantilar {izerinde aligveris ve bankacilik gibi islemler gergeklestirilmemelidir.

Sonug¢

Diinyada ve iilkemizde yasanan dijital doniisiim dalgasi is yapis sekillerinde sagladigi kolayliklarla beraber
birtakim zorluklar1 da beraberinde getirmistir. Yeni diizende kamu ve 6zel sektér kuruluslar: ¢ok c¢esitli bilgi
tehditleriyle karsi karsiya kalmaktadir. Kurumlarin bilgi teknolojileri altyapilarinin siber saldirilara kars:
korunmasi giin gectikce daha 6nemli ve zorlu bir gorev haline gelmektedir. Kuruluslar, hassas verilerini dis
tehditlerden korumak i¢in ¢ok sayida giivenlik 6nlemine yatirim yaparken, ayricalikli erisim ve kurulus varliklar

hakkinda derinlemesine bilgi sahibi olan kétii niyetli iceriden kisilere karst savunmasiz kalirlar.

Bilgi giivenligi sadece teknolojik Onlemlerin yerine getirilmesi ile tam olarak saglanmis sayilmamaktadir.
Kuruluslar teknolojik ve idari 6nlemleri bir biitiin olarak diisiinmeli, bunlarin yaninda insan faktoriiniin de 6nemli

bir unsur oldugu unutulmamalidir. Bilgi giivenligi tiim bu etkenleri iginde barindiran karmagik bir siiregtir.

Islenen bilgi/verinin gizliligi, biitiinliigii veya erisilebilirligi bozuldugunda can kaybina, biiyiik 6lgekli ekonomik
zarara, ulusal giivenlik agiklarina veya kamu diizeninin bozulmasina, giiven ve itibar kaybma yol agabilecek
kritiklikte sistem yoneten kuruluslarin birinci 6ncelik olarak etkin bir bilgi giivenligi risk yonetim siireci isletmesi

gerekmektedir.
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Abstract

ShoppingTotal is a mobile application for monitoring the shopping budget through shelf label
images. Using the ShoppingTotal application, shoppers capture the shelf label image of the product
to obtain the product information and view the total amount of the current shopping and the history
of the previous shopping lists. For the ShoppingTotal application, the Assisted Rekognition
algorithm is developed based on Amazon Rekognition’s text detection service for extracting
product information from label images. The FourGroceries dataset is collected for evaluating the
performance of the Assisted Rekognition algorithm over original, single-filtered, and multi-
filtered images based on the image filters under the categories of sharpness, blurriness, brightness,
temperature, and color. According to experiments on the FourGroceries dataset and the Amazon
Rekognition service, the average price detection confidence results are 76.49% with the Assisted
Rekognition algorithm and 20.94% without the Assisted Rekognition algorithm. The Assisted
Rekognition algorithm’s performance is found to be better on filtered images than on original
images, with 89.25% price detection confidence. By applying appropriate single or multiple image
filters on the FourGroceries dataset, the Assisted Rekognition algorithm achieves extracting the
correct price values from all experimental dataset images.

ShoppingTotal: Raf Etiketi Goriintiilerinden Akilli Fiyat Tespiti icin Desteklenmis

Anahtar Sozciikler

Mobil Uygulama
Alisgveris izleme
Amazon
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Metin algilama
Goriintii filtreleri
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Rekognition Algoritmasi Kullanan Mobil Uygulama

Oz

ShoppingTotal, raf etiketi gorselleri araciligiyla aligveris biitcesini izlemeye yonelik bir mobil
uygulamadir. Aligveris yapanlar, ShoppingTotal uygulamasini kullanarak iiriiniin raf etiketi
gorselini yakalayarak {iriin bilgilerine ulasabilir, mevcut aligverigin toplam tutarmni ve &nceki
aligverig listelerinin gegmisini gorintiileyebilir. ShoppingTotal uygulamasi igin Destekli
Rekognition algoritmasi, Amazon Rekognition'in etiket goriintiilerinden {iriin bilgilerini
¢ikarmaya yoOnelik metin algilama hizmetini temel alarak gelistirilmistir. FourGroceries veri
kiimesi, Destekli Rekognition algoritmasinin performansini, keskinlik, bulaniklik, parlaklik,
sicaklik ve renk kategorileri altindaki goriintii filtrelerine dayali olarak orijinal, tek filtreli ve ¢oklu
filtreli goriintiiler iizerinde degerlendirmek i¢in toplanir. FourGroceries veri seti ve Amazon
Rekognition hizmeti tizerinde yapilan deneylere gore ortalama fiyat tespit giiven sonuglari,
Assisted Rekognition algoritmasi ile %76,49, Assisted Rekognition algoritmasi olmadan ise
%20,94'tiir. Destekli Rekognition algoritmasinin performansinin, %89,25 fiyat tespit giiveniyle,
filtrelenmis goriintiilerde orijinal goriintiilere gore daha iyi oldugu bulundu. Destekli Rekognition
algoritmasi, FourGroceries veri kiimesine uygun tekli veya ¢oklu goriintii filtreleri uygulayarak,
tiim deneysel veri kiimesi goriintiilerinden dogru fiyat degerlerinin ¢ikarilmasini saglar.
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Introduction

Due to unintended purchases, exceeding the shopping budget is a common problem for shoppers. Even if shoppers
intend to buy the stuff they came for in the first place, they may purchase additional items during shopping.
Splurging on extra purchases causes shoppers to exceed their shopping budget at checkout. A solution for this
unplanned purchase problem is monitoring the shopping budget using an assistant shopping application, which

gives shoppers control over their shopping budget.

ShoppingTotal is a mobile application developed to monitor the shopping cart total based on shelf labels.
ShoppingTotal processes the shelf label images, extracts the price from shelf labels with the shopper confirmation
and calculates the shopping total as items added to their shopping cart. By reading information from shelf labels,

the ShoppingTotal application prevents shoppers from coming up with an unexpected price at checkout.

ShoppingTotal interacts with the Amazon Rekognition API that detects the image text with a confidence value.
The Assisted Rekognition algorithm is developed for the ShoppingTotal application that extracts price values fully

or partially from detected texts received from the Amazon Rekognition.

To assess the Assisted Rekognition’s performance, shelf label images were collected from various groceries during
the year 2022 under the FourGroceries dataset. FourGroceries is an image dataset of shelf labels collected from
four different groceries for research purposes that consists of 21 label images for each grocery, a total of 84 images.
Based on the confidence value, this study evaluates the Assisted Rekognition algorithm’s performance on the
FourGroceries dataset’s original, single-filtered, and multi-filtered images. The applied filters on images can affect
the performance of the Assisted Rekognition algorithm. For assessing the Assisted Rekognition’s performance on
filtered images, several filters are selected within the categories of sharpness, blurriness, brightness, temperature,

and color.

The ShoppingTotal application is developed based on the text detection feature of the Amazon Rekognition service
(Amazon Rekognition, n.d.) for information detection from shelf labels. Amazon Rekognition has several other
features for object detection and image classification. Studies on Amazon Rekognition include image tagging
(Kuang et al., 2021), face identification (Ali et al., 2022)(Liu & Wilkinson, 2020), emotion detection (Yang et al.,
2021), and image captioning (Leotta et al., 2022).

There are similar technologies for text detection, including Amazon Textract, Google Cloud Vision API, Microsoft
Azure Cognitive Services, and Tesseract OCR (Optical Character Recognition). These technologies are developed
to analyze and detect text on various document types, such as scanned documents or images. Server-based engines
such as Textract are found to result more accurately than standalone libraries like Tesseract, especially on noisy
documents (Hegghammer, 2022). Amazon Rekognition’s performance resulted better in recognizing blurry and

stylized text on colored backgrounds than Amazon Textract.

Various mobile applications are developed for organizing grocery shopping. Out of Milk is a grocery shopping
planner application that scans barcodes and gathers information based on the available information in the local
database of the service used for the barcodes (Out of Milk - The Grocery Shopping List App, n.d.). Another barcode
scanner application ShopSavvy is a shopping assistant application that retrieves price information based on the
barcode information (ShopSavvy, n.d.). Scan&Shop is a shopping assistant application that allows users to scan

barcodes and compare prices (Scan&Shop, n.d.). The iCheck application scans barcode images to calculate the
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total price of the shopping list (AlWadani & AlOtaibi, 2019). None of these applications are developed dedicated

explicitly to shelf label information detection using the Amazon Rekognition’s text detection feature.
Contributions of this paper are summarized below:

- The ShoppingTotal mobile application is developed to monitor the shopping budget by processing the

shelf label images.

- The Assisted Rekognition algorithm is developed to improve the price detection performance of the

ShoppingTotal application.

- FourGroceries dataset is collected for evaluating the performance of the Assisted Rekognition algorithm

on original and filtered images.

Method

1. ShoppingTotal Application

The ShoppingTotal mobile application is developed on Android Studio in the Kotlin language. ShoppingTotal’s
web Application Programming Interface (API) is developed on Visual Studio by C# language to send requests to
the Amazon Rekognition server to detect and filter the price text on shelf label images of grocery products. The
web API runs on the EC2 instance (Amazon Elastic Compute Cloud, n.d.) in the Amazon Web Services (AWS)
Cloud. As a REST Client, Retrofit provides the connection between the web APl and Kotlin code. Captured label
images are stored in the S3 Bucket (Amazon Simple Storage Service, n.d.) in the Amazon server and sent to
Amazon Rekognition service for text detection through the web API. After processing the required information
from received texts, the web API stores information on the PostgreSQL database and responds to the mobile

application client with product information.

The PostgreSQL database of the ShoppingTotal application runs on the Amazon Relational Database Service
(Amazon RDS) (Amazon Relational Database Service, n.d.). The database consists of three tables, as shown in
Figure 1. The Cart table is the table that keeps the total amount of the shopping and information on whether the
shopping cart is active or not. The CartProduct table is the table for the products. The Recognition table is the table
that holds the image information. A shopping cart can contain more than one product. There is a 1-N relationship

between the Cart and CartProduct tables and 1-1 relationship between Recognition and CartProduct tables.
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The mobile application client requests the web API to add the captured product to the shopping cart list. As a result

of this request, the product is added to the database through the web API and product information is listed on the

screen to be added to the cart list. Whenever a mobile application user updates the quantity of the cart products or

wants to delete an item, the application client sends requests to the web API to update the database. After ending

a shopping, users can view the completed shopping list within the shopping list history. The data flow on the

ShoppingTotal application is shown in Figure 2.
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Mobile Client

API

S3 Bucket

Amazon

Rekognition

v

PostgreSQL

Figure 2. Data flow diagram of the ShoppingTotal application
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2. The Assisted Rekognition Algorithm

The web API receives all detected texts from the Amazon Rekognition APl with a confidence value. The correct
price values can be received as a detected text, substring within a detected text, or partially within different detected
texts.

The Assisted Rekognition Algorithm is developed for the ShoppingTotal Application to list the possible price
values detected on a label image. This algorithm extracts possible price values from detected texts fully or partially.
Then the algorithm keeps a record of the confidence value based on the price detection method.

Full price detection: The Assisted Rekognition Algorithm extracts the possible price value as a whole from a
detected text, regardless of the punctuation mark between the integer and fractional part, and then records the
confidence value as the confidence value of the detected price.

Partial price detection: If a price value is not found by the full price detection method, the algorithm extracts the
integer and fractional part of the possible price value from separate detected texts and then records the confidence
value as the average of the confidence values of each detected price.

3. FourGroceries Dataset

Tablo 1. FourGroceries dataset

Grocery Number of Average File
name images Resolution image size format
Groceryl 21 72 dpi 987.4 KB JPG
Grocery2 21 72 dpi 871.5 KB JPG
Grocery3 21 96 dpi 80.6 KB jpeg
Grocery4 21 96 dpi 71.2 KB jpeg

For this study, the FourGroceries dataset is collected for research purposes on price detection analysis. This dataset
was collected from four groceries in Turkey in 2022 by mobile phones with 10S or Android operating systems.
The dataset consists of 84 images of shelf labels, 21 images from each grocery. Image properties of the dataset are

given in Table 1. Example shelf label images from each grocery dataset are shown in Figure 3.
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Figure 3. Example price tags from each grocery. (a) Groceryl. (b) Grocery2. (c) Grocery3. (d) Grocery4

4. Applied Filters on Dataset Images
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There are various image filters for editing images with diverse effects. The ShoppingTotal application users can
apply some image filters to the camera before capturing shelf labels to improve the price detection performance
of the application. While some image filters, such as blurriness, may decrease, some filters, such as sharpness,

may improve the price detection performance of the ShoppingTotal application.

This paper evaluates image filter effects on the Assisted Rekognition algorithm’s price detection performance
through the FourGroceries dataset. For this purpose, due to space constraints, commonly used image filters,
including sharpness, blurriness, brightness, temperature, and color, are selected to evaluate the price detection
performance of the algorithm. These filters and their selected parameters are given in Table 2 and explained in this

section.

Table 2. Image filters

Filter type Filters

Sharpness Kernel: {Kernell, Kernel2}
Blurriness Radius: {1, 2, 3, 4, 5}
Brightness Factor: {0.5,1.0, 1.5, 2.0}

Temperature Kelvin: {1000, 2000, 3000, 4000,
5000, 6000, 7000, 8000, 9000, 10000}

Color Colors: {BGR2HLS, RGB2HLS, HSV2BGR,
HSV2RGB, Lab2BGR, Lab2RGB}

4.1. Sharpness Filters

A common method for editing image sharpness is using the Laplacian kernel for sharpening images based on
intensity changes. This study uses two Laplacian kernels, as shown in Table 3. Kernell filter has a central
positive value of nine and negative values surrounding it. The positive central value enhances the edges of the
areas of high frequency, while the negative values surrounding the central value suppress neighboring pixels.

Therefore, Kernell is selected to make a more sharpening effect on images than Kernel2, as shown in Table 4.

Table 3. Kernel values for sharpness filters

Kernel Name Value
Kernell [[-1, -1, 11, [-1, 9, -11, [-1, -1, -1]]
Kernel2 [[0, -1, 0], [-1,5, -1], [0, -1, O]]

Table 4. Sharpness filter effects on images

Sharpness Groceryl  Grocery2 Grocery3 Grocery4
Filter Sample Sample Sample Sample

“T 350 695 n* 5%
350 %5 R 5%

" 390 6% @ BF
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4.2. Blurriness Filters

The blurriness filter smooths images by reducing high-frequency details in an image. In this study, Gaussian
blurring is used as the blurring method. In Gaussian blurring, the radius is the extension value of blurring around
each pixel in the image. Smaller values of radius result in a less blurring effect on an image. In this study,
various values of radius up to the value of five are selected for blurring images, as shown in Table 5. A radius

value of five has a more blurring effect on images than a radius value of one.

Table 5. Blurriness filter effects on images

Blurriness Groceryl  Grocery2  Grocery3  Grocery4
Filter Sample Sample Sample Sample

" 35 6% 34 5
350 6% ¢ B¢
350 6% ¢ B¢
= 330 695 ¢ SF
350 6 3% 5

~ 350 6 @ 5%

4.3. Brightness Filters

Table 6. Brightness filter effects on images

Brightness Groceryl Grocery?2 Grocery3  Grocery4
Filter Sample Sample Sample Sample

Nonfiltered 3, 50 6’95 32,54 55{
s B G B B
o 950 095 ¢ 52

e 350 605 3¢ §F
ey 350 605 R §F

The factor value of the brightness filter adjusts the overall brightness of an image by multiplying it with each

pixel. As the factor value increases, an image gets brighter. Multiplication of each pixel value with a factor value
greater than one results in a brighter appearance on an image, and a factor value less than one results in a darker

image, as shown in Table 6.
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4.4, Temperature Filters

Adjusting R (Red), G (Green), and B (Blue) values ranging from 0 to 255 allows applying a temperature filter
into an image corresponding to a temperature value in Kelvin. An image can appear in warmer or cooler colors
based on the adjustments to RGB values. The correlation between RGB values and temperature can vary
depending on color calibration. This study applies the temperature filters on images according to the
corresponding RGB values, as shown in Table 7, based on the RGB to color temperature study (Siess, n.d.).
Temperature effects on sample images are shown in Table 8.

Table 7. Temperature filters conversion values for R, G, B

Temperature Conversion values for
(in Kelvin) R,G,B

1000 255, 56, 0
2000 255, 137,18
3000 255, 180, 107
4000 255, 209, 163
5000 255, 228, 206
6000 255, 243, 239
7000 245, 243, 255
8000 227, 233, 255
9000 214, 225, 255
10000 207, 218, 255

Table 8. Temperature filter effects on images

Temperature Groceryl Grocery?2 Grocery3  Grocery4
Filter Sample Sample Sample Sample

ol 6% g B
5¢

Temperature
(1000 K)

Temperature
(2000 K)

Temperature
(3000 K)

Temperature
(4000 K)

Temperature
(5000 K)

Temperature
(6000 K)

Temperature
(7000 K)

Temperature
(8000 K)

Temperature
(9000 K)

Temperature
(10000 K)
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4.5 Color Filters

Various color models are developed based on the adjustments of image factors. For example, BGR represents
colors by combining blue, green, and red components. Similarly, by the RGB model, each image pixel consists
of three values representing the intensity of blue, green, and red channels. In this study, several color models are
selected as color filters. Descriptions of the abbreviations of the selected filters are listed in Table 9. Among
these filters, the HLS filter represents colors based on their hue, lightness, and saturation, whereas HSV
represents colors based on their hue, saturation, and values. Hue represents the color tone, lightness refers to the
perceived brightness, saturation represents the intensity of the color, and the value represents the brightness. The
lab is a color model designed to imitate human perception. The effects of these selected color filters on sample
images are shown in Table 10.

Table 9. Color filter abbreviations and descriptions

Abbreviation Description

BGR Blue Green Red

RGB Red Green Blue

HLS Hue Lightness Saturation
HSV Hue Saturation Value
Lab Lightness component L,

and color componentsaand b

Table 10. Color filter effects on images

Color Groceryl  Grocery2 Grocery3 Grocery4
Filter Sample Sample Sample Sample

Nonfiltered 3’50 695 32,54 5'?9

BGR2HLS

RGB2HLS

HSV2BGR

HSV2RGB

Lab2BGR

Lab2RGB
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Findings
1. Application Results

On the ShoppingTotal application, users can navigate to the My List, Camera, and My Cart pages from any page.
The ShoppingTotal Application starts the image-capturing process after the user pushes the button with the
camera icon. The screenshot of the Camera page is shown in Figure 4. After the user captures a shelf label, the
label image is processed by the web API, and the application lists possible prices of the shelf label image for the
user to select the correct price value, as shown in Figure 5.

The product information is added to the My Cart list when the user pushes the ADD TO CART button, as shown
in Figure 6. The total price amount of the shopping cart list is given on the My Cart page. The user can delete the
listed item or update the number of items on this page. The End Shopping button on the page ends the shopping
list updating process for the current shopping cart. The user can list old shopping lists on the Old Shoppings page
by pushing the My List button, as shown in Figure 7. On this page, users can view or delete old shopping lists.

ShoppingTotal

= (O] -

My List Camera My Cart

Figure 4. Camera page of the ShoppingTotal application
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PARODONTAX TAM KORUMA FERAHLIK,DIS
MACUNU 75ML

® 7495
O 5627

O 999.33

ADD TO CART

Camera My Cart

Figure 5. The ShoppingTotal application lists the possible values of an item extracted from the item’s shelf label

My Cart
PARODONTAX TAM KORUMA X
FERAHLIK,DIS MACUNU 75ML

2 + £149.9
TAMEK GELENEKSEL X
KARAKIRAZ,RECELI 380G

3 (+ £59.85

Total: £209.75

End Shopping

My List Camera

Figure 6. My Cart page of the ShoppingTotal application
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0Old Shopping

EbE

2022-06-19 76 | =]
2022-06-21 £209.75 1§

Camera

Figure 7. My List page of the ShoppingTotal application

2. Evaluation of the Assisted Rekognition Algorithm
2.1. Single-Filter Effects

The price detection performance of the Assisted Rekognition algorithm is evaluated based on the accurate price
values of the 84 images of the FourGroceries dataset. Figure 10 demonstrates the benefit of the Assisted
Rekognition algorithm on price detection confidence. The price detection confidence with the Assisted
Rekognition is 76.49%, whereas without the algorithm is 20.94%. The Assisted Rekognition algorithm ran on
each image’s nonfiltered (original) and filtered versions. Nonfiltered and filtered dataset images in each grocery
group are evaluated based on price detection confidence value calculated by the Assisted Rekognition
Algorithm. According to the average confidence results, the Assisted Rekognition algorithm achieved better
price detection confidence on filtered images than on nonfiltered images for all grocery datasets, as shown in
Figure 9. This result indicates that filtering images help the Assisted Rekognition Algorithm gain better price

detection confidence.

Figure 10 demonstrates the number of times applied filters yield the best price detection confidence. On the
nonfiltered images, the Assisted Rekognition algorithm gained the best price detection confidence only on two
images out of 84. The Assisted Rekognition algorithm mostly achieved the best price detection confidence on the
filtered images, especially on the sharpness-filtered images with Kernell. Using the Assisted Rekognition
algorithm, the best price detection confidence score is taken on the sharpness-filtered images with Kernell

twelve times, more than those achieved with different filters.
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Groceryl Grocery?2 Grocery3 Grocery4

Figure 8. Average price detection confidences with and without the Assisted Rekognition algorithm

2.2. Multi-Filter Effects

The Assisted Rekognition algorithm extracted the correct price texts on 79 images out of 84 images of the
FourGroceries dataset’s nonfiltered images. The Assisted Rekognition algorithm could not extract the accurate
price text on four images even after single filters were applied. The solution for achieving price detection on
these images by the Assisted Rekognition algorithm is found to be applying multiple filters. Table 11 lists the
filters applied to these images for price detection using the Assisted Rekognition Algorithm. The Assisted
Rekognition algorithm extracts correct price text on FourGroceries dataset images with 100% success and with
an average of 89.25% confidence by applying single or multiple filters on images. These results indicate that the
ShoppingTotal mobile application will successfully output the accurate price values for shelf labels, specifically
when the appropriate image filters are applied to shelf label images.
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80
o
Shelf Label Images
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4 filtered
2
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Average Price Detection Confidence (%)
o
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Figure 9. Average price detection confidences using the Assisted Rekognition algorithm
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Figure 10. The number of best price detection achievements by image filtering using the Assisted Rekognition algorithm

Table 11. Multi-filter effects on the price detection success

Image Path Price Detection Applied Filters
Confidence (%)

Grocerl/ 95.35 Sharpen (Kernel2)
Image_14.JPG Color (Lab2RGB)
Grocerl/ 63.41 Brightness (Factor=2.0)
Image_16.JPG Color (BGR2HLS)
Grocer4/ 92.88 Brightness (Factor=0.5)
Image_15.JPG Color (Lab2BGR)
Grocer4/ 54.66 Sharpen (Kernell)
Image_19.JPG Color (Lab2RGB)

Discussion and Conclusion

This study explains the development points of a budget-monitoring mobile application, the ShoppingTotal.
Technologies used to develop the ShoppingTotal mobile application can guide developers looking to build similar
applications. The ShoppingTotal application extracts product information from shelf label images using the
Assisted Rekognition algorithm. The Assisted Rekognition algorithm provides insights into text detection

algorithms to improve accuracy and reliability.

FourGroceries dataset is presented in this paper for evaluating ShoppingTotal’s price detection performance and
for further studies in the area. Researchers and practitioners can use the FourGroceries Dataset in computer vision
and image processing to compare and validate their approaches. The Assisted Rekognition algorithm is developed
to improve the text detection confidence of Amazon Rekognition service on the FourGroceries dataset. Improved

text detection performance can contribute to more reliable and efficient systems in these domains. Evaluation of
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image filters contributes to understanding the potential benefits and limitations of image filtering techniques in
improving the accuracy of text detection algorithms. The image filtering technique can enhance the performance
of the image-processing systems by selecting and optimizing the application of image filters based on requirements
and image characteristics. For this study, two sharpness filters with different degrees of sharpness effects, five
blurriness filters with varying radius parameters, four brightness filters with darkening or brightening image
effects, ten temperature filters within the range of 1000 — 10000 Kelvin, and six color filters with varying color
effects are chosen to be applied on shelf label images to evaluate the application’s performance through the
underlying text detection algorithm. Experiments based on these filters show that the Assisted Rekognition
algorithm performs better on filtered images than on original images with 89.25% price detection confidence and
extracts correct price values from shelf label images when appropriate single or multiple filters are applied to

images.
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Genisletilmis Ozet
Giris
Aligveris yaparken istenmeyen satin almalar nedeniyle biitgenin asgilmasi yaygin bir sorundur. Insanlar genellikle
almak igin gittikleri Girtinlerin disinda ekstra {iriinler de satin alabilirler. Bu plansiz harcamalar, 6deme sirasinda
biitgeyi agmalara yol agabilir. Bu sorunu ¢ézmek igin aligverig yapanlar, aligveris biit¢elerini izlemelerine
yardime1 olan bir uygulama kullanabilirler. ShoppingTotal, aligveris sepeti toplamini raf etiketlerine gore izlemek
icin gelistirilmig bir mobil uygulamadir. Aligveris yapan kisinin onayi ile raf etiketlerinden fiyatlar1 ¢ikararak

aligveris sepetine ekler. ShoppingTotal, 6deme sirasinda beklenmedik fiyatlarla karsilasmay1 onlemek i¢in raf

etiketlerindeki bilgileri okur.

ShoppingTotal, Amazon Rekognition API'si ile etkilesim halindedir ve resim metinlerini algilar. Assisted
Rekognition algoritmasi, Amazon Rekognition tarafindan tespit edilen metinlerden fiyat degerlerini almak igin
gelistirilmistir. Assisted Rekognition'nin performansi, 2022 yilinda, doért farkli marketten toplanan raf
etiketlerinden olusan FourGroceries veri kiimesi iizerinde degerlendirilmistir. Bu veri kiimesinde farkli filtrelerle

islenen goriintiiler lizerinde algoritmanin performansi test edilmistir.
Yontem

ShoppingTotal mobil uygulamasi Kotlin dilinde Android Studio iizerinde gelistirildi. Web API, market {iriinlerinin
raf etiketi gorsellerindeki fiyat metnini Amazon Rekognition sunucusuna C# dilinde Visual Studio {izerinde
gelistirilen isteklerle génderir. Web API, Amazon Web Services (AWS) Bulutunda, EC2 tizerinde ¢aligir. Retrofit,
web API ile Kotlin kodu arasindaki baglantiy1 saglar. Cekilen etiket goriintiileri Amazon S3 Bucket'te saklanir ve
metin tespiti icin Amazon Rekognition hizmetine gonderilir. Web API, islenen bilgileri PostgreSQL veritabaninda
saklar ve mobil uygulama istemcisine iiriin bilgileriyle yanit verir. Kullanicilar, sepet igerigini giincellediklerinde
veya triinleri sildiklerinde web API'ye istek gonderirler. Tam fiyat tespiti icin Assisted Rekognition Algoritmast,
tespit edilen metinden olasi fiyat degerlerini biitiin olarak ¢ikarir ve giiven degerini kaydeder. Kismi fiyat tespiti

durumunda ise, algoritma farkli metinlerden alinan fiyat degerlerinin ortalamasini giiven degeri olarak kaydeder.

Kullanicilar, kamera ikonuna basarak raf etiketlerini ¢ekebilir ve web API tarafindan islenen goriintiideki olast
fiyatlar1 grebilirler. Uriinii Sepete Ekle butonuna tiklayarak sepetlerine ekleyebilirler. Sepetim sayfasinda toplam
fiyatt goriintileyebilir, triinleri silebilir veya sayilarini giincelleyebilirler. Aligverisi Bitir butonuyla sepeti

tamamlayabilir ve Eski Alisverisler sayfasindan gegmis aligveris listelerini yonetebilirler.

ShoppingTotal uygulamasinda kullanilan goriintii filtreleri, algoritmanin fiyat tespit performansin iyilestirmek

amactyla kullanilir. Bu filtreler sunlardir:

Keskinlik (Sharpness): Gériintiideki kenarlar1 ve detaylari belirginlestirmek igin kullanilir. Ornegin, Laplacian

cekirdegi gibi yontemler kullanilarak goriintii izerinde keskinlik artirilabilir.

Bulaniklik (Blur): Goriintiideki ayrintilar1 azaltarak yumusatma saglar. Gauss bulaniklastirmasi gibi yontemler,

algoritmanin daha dogru metin tespiti yapmasina yardime1 olabilir.

Parlaklik (Brightness): Goriintiiniin genel parlakligini ayarlar. Faktor degeri artirilarak goriintii daha parlak hale

getirilebilir veya azaltilarak daha koyu hale getirilebilir.

72



ShoppingTotal

Sicaklik (Temperature): RGB degerlerini ayarlayarak goriintiiye sicaklik efekti uygular. Bu filtre, goriintiideki

renk dengesini degistirerek algoritmanin metin tespitini etkileyebilir.

Renk (Color): Gériintiideki renk tonlar1 ve doygunlugunu degistirebilir. Ornegin, HSV veya Lab renk modelleri

kullanilarak renk ayarlamalar1 yapilabilir.

Bu filtreler, ShoppingTotal uygulamasinda kullanicilarin gektigi veya uygulama tarafindan islenen goriintiiler
iizerinde 6n islem yaparak, Amazon Rekognition API'sine daha dogru ve tutarli metin tespiti igin yardimc1 olur.

Bu sayede, algoritmanin performansi farkli goriintii kosullarinda daha saglam bir sekilde degerlendirilebilir.
Bulgular

Assisted Rekognition algoritmasi, FourGroceries veri kiimesindeki filtrelenmemis gorsellerin 84 gorselinden 79
gorselden dogru fiyat metinlerini ¢ikarmistir. Bu goriintiiler tizerinde Assisted Rekognition algoritmast ile fiyat
tespiti yapmanin ¢6ziimiiniin birden fazla filtre uygulamak oldugu bulunmustur. Assisted Rekognition algoritmasi,
goriintiilere tekli veya ¢oklu filtreler uygulayarak FourGroceries veri kiimesi goriintiileri tizerinde %100 basari ve
ortalama %89.25 giivenle dogru fiyat metnini ¢ikarmistir. Bu sonuglar, 6zellikle raf etiketi gorsellerine uygun
gorsel filtreleri uygulandiginda, ShoppingTotal mobil uygulamasinin raf etiketleri i¢in dogru fiyat degerlerini

basarili bir sekilde ¢ikaracagimi gdstermektedir.
Tartisma ve Sonug

Assisted Rekognition algoritmasi, Amazon Rekognition hizmetinin FourGroceries veri kiimesindeki metin
algilama giivenini artirmak i¢in gelistirilmistir. Gelistirilmis metin algilama performansi, bu alanlarda daha
giivenilir ve verimli sistemlere katkida bulunabilir. Goriintii filtrelerinin degerlendirilmesi, metin algilama
algoritmalarinin dogrulugunun arttirilmasinda, goriintii filtreleme tekniklerinin potansiyel faydalarmin ve
siirlamalarinin anlasilmasina katkida bulunabilir. Goriintii filtreleme teknigi, gereksinimlere ve goriintii
ozelliklerine gore goriintii filtrelerinin uygulanmasini secip optimize ederek goriintli isleme sistemlerinin
performansini artirabilir. Bu ¢alisma i¢in, farkl keskinlik efektleri derecelerine sahip iki keskinlik filtresi, degisen
yarigap parametrelerine sahip bes bulaniklik filtresi, goriintiiyii koyulastiran veya parlaklagtiran dort parlaklik
filtresi, 1000 — 10000 Kelvin araliginda on sicaklik filtresi ve degisen yarigap parametrelerine sahip alti renk filtresi
kullanilmustir. Bu filtrelere dayali deneyler, Assisted Rekognition algoritmasinin, %89.25 fiyat tespit gliveniyle
filtrelenmis gorseller tizerinde orijinal gorsellerden daha iyi performans gosterdigini ve gorsellere uygun tekli veya

¢oklu filtreler uygulandiginda raf etiketi gorsellerinden dogru fiyat degerlerini gikarabildigini gostermektedir.
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