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Degerli Giivenlik ve istihbarat Cahsmalar: Dergisi Okuyuculari

Dergimizin yayin hayatina bagladigi Aralik sayisinda, birbirinden degerli makaleleri sizler
ile bulusturmanin seving ve gururu igerisindeyiz. Akademik yolculugunun bu ilk duraginda
Giivenlik ve Istihbarat Calismalar1 Dergisi’ne (Journal of Security and Intelligence Studies/JSIS)
katkida bulunan kiymetli arastirmacilar1 goniilden tebrik ediyoruz ve kendilerine tesekkiirlerimizi
sunuyoruz.

Giivenlik ve Istihbarat Calismalar1 Dergisi’nin ¢ok kisa siirede ilgi gdrmesinin
temelinde, bilim diinyasinin  segkin temsilcilerinin  (Editérler ve Damisma Kurulu)
rehberliginde nitelikli bilimsel ¢alismalari, bu alanda arastirma Yyapan bilim insanlarinin
hizmetine sunmasindan kaynaklanmaktadir. Hedefimiz, kurulus agsamasindaki heyecanimizi siirekli
diri tutarak kisa siire igerisinde Dergimizin takdir géren ulusal ve uluslararasi indekslerde
taranmasi amactyla ¢aligsmalarimizi yogunlastirmaktir.

Bu duygu ve diisiincelerle ile Giivenlik ve Istihbarat Calismalar1 Dergisi’nin ¢ok
degerli akademik danismanlarina, basta Dr. ilkut Taha TASLI olmak iizere tiim Editér ve
Danisma Kurulu’na ve makaleleri ile destek veren tiim arastirmacilarimiza tesekkiir ediyor,
Dergimizin uzun Omiirli olmasmi temenni ettigim akademik yolculugunda bizlere yol
arkadaslig1 yapacak tiim arastirmacilara siikranlarimi sunuyorum.

Saygilarimla

Prof. Dr. Kadir Murat ALTINTAS
Bas Editor



AMAC & KAPSAM

Giivenlik ve Istihbarat Calismalar1 Dergisi (Journal of Security and Intelligence Studies/JSIS),
“Giivenlik” ve “Istihbarat” iist basliklarinda, yilda iki defa yaymlanan, ulusal ve uluslararasi
Ozgiin arastirmalara odaklanan hakemli-bilimsel bir dergidir. Dergi, ulusal ve uluslararasi
diizeyde giivenlik ve istihbarat konularini gerek ¢ok disiplinli gerekse disiplinler arasi bir bakis

acisiyla ele alarak, kuramsal ve/veya uygulamali 6zgiin ¢alismalari yayinlamayi ilke edinmistir.

Giivenlik ve Istihbarat Calismalar1 Dergisi’nin esas amaci, giivenlik ve istihbarat konularinda
giincel uluslararasi1 literatiir dogrultusunda bilimsel gelismeleri takip etmek ve nitelikli
aragtirmalarin yani sira saha uygulamalarina da yer vererek, ilgili alanlara bilimsel katki
saglamaktir. Bunun yaninda, giivenlik ve istihbarat konularinda bilimsel arastirma yapan
taraflar ile sahada gorev yapan uygulayicilar arasinda bilimsel bir koprii ihdas ederek, taraflar

arasinda mevcut etkilesim diizeyini artirmak, boylelikle teori ile pratigi bir araya getirmektir.

Giivenlik ve Istihbarat Calismalar1 Dergisi, giivenlik ve istihbarat kavramlari arasindaki tarihsel
ve stratejik iliski ¢ergevesinde, istihbaratin giivenlik alanindaki degerinin, akademik alana

yansimasi siirecine katkida bulunmak amacindadir.
YAYIN POLITIKASI & YAZAR REHBERI

“Acik Erisimli” bir yaymn olan Giivenlik ve Istihbarat ¢calismalar1 Dergisi’nin yayin prensipleri
bagimsiz ve on yargisiz olup, aday ¢alismalarin konu ile ilgili en yiiksek etik ve bilimsel
standartlara sahip olmasi ve herhangi bir ticari kaygi tasimamasi beklenmektedir. Derginin ilgili
kurullar tarafindan hakem incelemesi igin onay verilen aday g¢alismalar, ¢ift-kor hakemlik

sistemi dogrultusunda degerlendirilmektedir.

Dergi kapsaminda giivenlik ve istihbarat iliskisi, terorizm ile miicadelede istihbarat, uluslararasi
iligkiler teorileri ve giivenlik/istihbarat, ideolojik veya dini motifli ya da etnik radikallesme ile
miicadelede istihbarat, siber giivenlik/istihbarat, karsilagtirmali istihbarat (kavramlar, vakalar,
teskilatlar, devletler diizleminde), istihbarat toplama yontemleri, ortiilii operasyonlar, istihbarat
analiz teknikleri, istihbarat ve giivenlik yonetimi, istihbarata kars1 koyma ve kontr-espiyonaj,
savunma bilimleri ve gilivenlik/istihbarat, organize suglar ile miicadele ve istihbarat gibi

giivenlik ve istihbaratin temel alanlarindaki ¢aligmalar degerlendirilmektedir.

Giivenlik ve Istihbarat Caligmalar1 Dergisi, arastirma ve yaym etigi konularinda, Yaym Etigi
Komitesi’nin (Committee on Publication Ethics-COPE) ilgili mevzuati ve Yiiksekdgretim

Kurumlar1 Bilimsel Arastirma ve Yaym Etigi Yonergesi dikkate alinarak, bu belgelerde



belirtilen ilke ve kurallar cercevesinde faaliyet gostermektedir. Bu kapsamda, Dergi’ye
gonderilen aday ¢alismalarin, Dergi’nin amag ve kapsami dahilinde olmasinin yani sira igerigin
de yayim standartlarina uygunlugu Dergi Yaymn Kurulu tarafindan degerlendirilecektir.
Yiiksekogretim Kurumlar: Bilimsel Arastirma ve Yayin Etigi Yonergesi 4. Madde ¢ergevesinde
sinirlart ¢izilen; intihal, sahtecilik, ¢carpitma, tekrar yayim, dilimleme, haksiz yazarlik gibi etik
ihlallerinin yan1 sira aynit maddenin ikinci fikrasinda bulunan diger etik ihlaller de g6z ardi

edilmeksizin, gerceklestirilmis olan faaliyetler, etik ihlali olarak degerlendirilecektir.

Giivenlik ve Istihbarat Calismalar1 Dergisine gonderilecek calismalarin daha énce yurtigi veya
yurtdisinda herhangi bir akademik platformda yayinlanmamis ya da yayim siirecine alinmamis
olmas1 gerekmektedir. Ancak bilimsel toplantilarda (kongre, sempozyum, seminer vb.) sunulan
ve tam metni yayimlanmamis olmasi sartiyla bildiriler, sunuldugu akademik platform ve tarih

belirtilmek sartiyla kabul edilir.

Dergide, hakem degerlendirmeleri 6zellikle 6nemsenmektedir. Gelen raporlar dogrultusunda,
makalenin yayinlanmasina, revize edilmesine veya yayinlanmamasina karar verilmekte ve bu
karar yazar(lar)a bildirilmektedir. Yazar(lar)-kural olarak-hakemler tarafindan istenilen
degisiklikleri yapmakla yiikiimliidiir. Ote yandan, hakem gériislerine kars1 kendi goriislerini
bildirmeleri de 6nemli goriilmektedir. Boylelikle saglanacak bilimsel etkilesim ile editorliik,

yazar ve hakem arasinda bir arastirma ve 6grenme sinerjisi olusacagi diistiniilmektedir.
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STRATEGIC ANALYSIS AND METHODOLOGY OF CORPORATE
ESPIONAGE FOR GLOBAL COMPANIES WITHIN THE
FRAMEWORK OF POST-MODERN MANAGEMENT FUNCTIONS

Kadir Murat ALTINTAS!

Abstract

Corporate espionage through the misuse or theft of trade secrets and/or intellectual properties threaten
the innovation ability and growth potential of business organizations as well as national economies. The potential
damage can be faced by companies such as losing their competitive superiority, declining in stock unit prices,
losing of prestige/trust among customers/stakeholders, descending in market share or loss of investment
opportunities, or the disappearance of effectiveness in internal decision-making mechanisms. The primary purpose
of this study is to emphasize the conceptual framework and strategic importance of corporate espionage, which
has a guiding function, especially in terms of the global commercial activities of multinational companies. In
addition, the study aims to comparatively analyze the economic/financial effects of such kind of recent espionage
attacks on global markets. Strategically important corporate espionage attacks are a serious source of threat,
especially for companies operating on a global scale, but these initiatives also contain serious opportunities.
Therefore, the ideal strategy for companies is, on the one hand, to protect their technological know-how against
corporate espionage attacks in line with the CI principles, and on the other hand, not to ignore the extraordinary
gains of corporate espionage by remaining within legal limits.

Key Words: Intelligence, Corporate Espionage, Counter-Intelligence, Industrial Espionage, Post-
Modern Management Functions.

POST-MODERN YONETIM FONKSiYONLARI KAPSAMINDA
KURESEL SIRKETLERE YONELIK KURUMSAL CASUSLUGUN
STRATEJIK ANALIZI VE METODOLOJISI

0z

Ticari sirlarin ve/veya fikri miilkiyet haklarmmin kétiiye kullanilmast veya ¢alinmast yoluyla icra edilen
kurumsal casusluk faaliyetleri, ulusal ekonomilerin yani sira ticari kuruluslarin inovasyon yetenegini ve biiyiime
potansiyelini tehdit etmektedir. Kurumsal casusluk saldirilarr sonucu magdur sirketlerin rekabet istiinliigiinii
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kaybetmesi, hisse senedi birim fiyatlarimin diismesi, miisteriler/paydaglar nezdinde prestij/giiven kaybi, pazar
payimin diismesi veya yatirim firsatlarimin kaybedilmesi ya da i¢ karar alma mekanizmalarindaki etkinligin
ortadan kalkmas: gibi potansiyel zararlar ile karsilasabilmeleri muhtemeldir. Bu ¢alismanin temel amaci, ozellikle
cok uluslu sirketlerin kiiresel ticari faaliyetleri agisindan yol gosterici bir isleve sahip olan kurumsal casuslugun
kavramsal ¢ergevesini ve stratejik onemini vurgulamaktir. Ayrica ¢alisma, son donemde gergeklesen bu tiir
casusluk saldirilarimin kiiresel piyasalar iizerindeki ekonomik/finansal etkilerini karsilastirmali olarak analiz
etmeyi amacglamaktadir. Stratejik oneme sahip olan kurumsal casusluk saldirilar, ozellikle kiiresel ol¢ekte faaliyet
gosteren sirketler icin ciddi bir tehdit kaynagi olmakla birlikte, bu girisimler ayni zamanda kendi i¢inde onemli
firsatlar da barindirmaktadir. Bu nedenle gsirketler icin ideal olan strateji, bir yandan kurumsal casusluk
saldirilarina karsi teknolojik bilgi birikimini istihbarata karsi koyma prensipleri dogrultusunda korumak, diger
yvandan da yasal sinirlar dahilinde kalinmak sartiyla kurumsal casuslugun olaganiistii kazanimlarini da goz ardi
etmemek gerekmektedir.

Anahtar Kelimeler: Istihbarat, Kurumsal Istihbarat, Istihbarata Kars: Koyma, Endiistriyel Casusluk,
Post-Modern Yonetim Fonksiyonlari.

Introduction

The initial benefit of Research and Development (R&D) activities for global
commercial entities increases the profitability and maximizes the value of enterprise within the
scope of commercialization of technology tendency in the last half century. The possible
commercial results created by value added activities, which we can express as 'mental capital’,
also have a substantial role in economic and financial development of societies. Today, global
companies that continue their activities under intense competition and productivity pressure
have to ensure 'differentiation’ for the products and services they produce. Otherwise, they
cannot achieve the relative advantage that we can briefly summarize as commercial
sustainability. In other words, within the scope of innovative product development efforts in the
last half century, knowledge-intensive technology investments of global companies have further
highlighted the strategic importance of R&D activities and almost turned them into the unique

requirement of financial success of corporations.

At this point, it was necessary to ensure both the physical and the virtual security of
technological savings achieved by multinational global companies as a result of high-scale
R&D investments. Establishing the security of registered assets containing high technology
within the scope of intellectual property rights against all kinds of hostile attacks originating
particularly from rival companies (sometimes with the help of foreign intelligence services
behind the scenes) have gained strategic importance. This approach, which can be summarized
as ‘data and information security’ that directly affects the global competitiveness of innovation-
oriented companies, has found its place among the traditional management functions of

companies.
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A comprehensive survey was conducted by the European Union in 2013 on the
economic importance of trade secrets. This survey, which includes questions about the use of
trade secrets, potential risks and legal protections, received responses from 537 companies,
including small and medium sized companies (SMESs), which constitute approximately 60% of
the sample. It was understood that 75% of the participants agreed that trade secrets are of
strategic importance in terms of companies’ growth, competitiveness and innovative
capabilities. The survey reveals that in the last decade, one in five respondents has been
subjected to a corporate espionage attack to misappropriate trade secrets within the European
Union at least once. Additionally, approximately two out of every five participants stated that
the risks of exploitation of trade secrets increased remarkably during the same period. In this
study, senior managers also stated that trade secrets play an important role in protecting the
returns to corporate investments and is actually an integral part of general protection system of
intangible assets (European Commission 2013). Again, as of 2004, more than 50% of Fortune
1000 companies admitted to being victims of corporate espionage attacks and the overall costs
of these attacks was approximately 200 billion dollars annually for American companies
(Rodgers and Marrs, 2004, p. 61).

The result of the "industrial protection” survey conducted by a non-governmental
organization (BITKOM-representing more than 2200 companies in Germany's information,
communication and new media sectors) with 503 senior managers in 2018 have been
announced. Announcing the survey results in the Berlin, BITKOM President Achim Berg said
that 7 out of every 10 industrial companies in the country have been the victims of sabotage,
data theft or corporate espionage attacks in the last two years. Berg underlined that companies
that do not adequately invest in the security of information technologies are negligent and
endanger their business. He was also stated that, contrary to popular belief, small and medium-

sized companies were more vulnerable to such kind of attacks (Goniiltas, 2018).

Since the beginning of 21st century, global companies have discovered that intelligence
and espionage activities can be considered as a strategic management function in order to obtain
higher sales volumes or to increase their market shares under intense market competition. In
order to strengthen the medium-long term business plans of global companies and increase the
efficiency of their decision-making processes, the activity of collecting strategic data and
information after that subjecting them to a comprehensive analysis is extremely valuable in
terms of making sense of the difficulties faced in international markets as well as eliminating

potential disabilities.
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Corporate espionage, between rival companies, can cause serious damage to companies'
commercial activities and financial sustainability, though it occurs within more limited means
compared to public based espionage activities. This damage can be faced by companies such as
losing their competitive superiority, declining in stock unit prices, losing of prestige/trust among
customers/stakeholders, descending percentage in market share or loss of various investment
opportunities, or the disappearance of effectiveness in internal decision-making mechanisms.
More clearly, espionage attacks on trade secrets or intellectual property may cause target
companies to lose their financial performance and innovation capabilities and also may bring
negative changes in customers' loyalty as well as stakeholders' perception. For instance; a study
conducted specifically in the US claims that the cost of espionage attacks to capture trade secrets
or intellectual properties to the US economy corresponds to one third of the GNP
(PricawaterhouseCoopers, 2014). Therefore, the carelessness of employees to physical and
virtual security measures or their unconsciousness about the degree of confidentiality to data
and information has caused corporate espionage attacks to become widespread and effective at

nowadays.

When the effects of corporate espionage attacks on both the country's economies and
the financial structures of companies are evaluated, it becomes clear from official data how
serious a problem we actually face. In a study conducted in 2008, the International Chamber of
Commerce estimated that the potential financial losses caused by corporate espionage at $600
billion annually, while the US Department of Commerce calculated the possible loss as $250
billion. Moreover, both institutions agreed that corporate espionage attacks caused
approximately 700.000 employees to lose their jobs in the United States every year (Burgess
and Power, 2008, p. xvii). To make this general appearance more perceptible, it could be useful
to analyze a corporate espionage conflict, which was happened between two well-known global
companies in 2001. As a result of mutual negotiations, Proctor&Gamble has agreed to pay $10
million to Unilever (for not resorting to legal processes) for the corporate espionage attack it
carried out in order to obtain details about a newly launched shampoo brand. Proctor&Gamble,
which captured more than 80 documents containing Unilever’s plans regarding its hair care
unit, calculated the loss of prestige it would experience in the sector as a result of the exposure
of this corporate espionage attack, and could easily agree to pay such an amount in order to

prevent from further scandals (Barnes, 2001).

In today's global markets where hyper competition exists, companies have increasingly
consulted to espionage attacks carried out within the scope of intelligence activities in recent
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years, in order to increase the efficiency in their decision-making processes. The fact that
corporate espionage attacks are a serious source of risk for companies’ data/information security
and that such kind of charges directly threaten the intangible/tangible assets of companies has
caused corporate espionage to be included within the scope of post-modern management
functions. However, this situation has also revealed the need (even necessity) for a protective
security system that includes strict measures within the scope of traditional Counterintelligence

(CI) principles.

The primary purpose of this study is to emphasize the conceptual framework and
strategic importance of corporate espionage, which was a guiding management function,
especially in terms of the global commercial activities of multinational companies. In addition,
the study aims to comparatively analyze the economic/financial effects of such kind of recent
espionage attacks on global markets. Besides, improving a new model of theoretical
implementation methods as a result of the analysis of many corporate espionage cases that have
occurred in recent years is another intention of this study. Within the scope of the research
methodology, descriptive content analysis was conducted on the data/information obtained
from scientific and open sources through document review, one of the most preferred qualitative
(quantitative) research methods. Descriptive research is a study in which the main emphasis is
on determining the frequency of something (Bless et al., 2013). This study, designed with a
qualitative research pattern, aimed to interpret the findings obtained as a result of descriptive
content analysis and tried to reach final judgments with the help of intuitive reasoning. Salaria
(2012) states that descriptive research is aimed at collecting information about existing

conditions or situations for the purpose of explanation and interpretation.

1. Conceptual framework of corporate espionage attacks and their strategic

importance for global companies

The extraordinary progress in information and communication technologies in the last
quarter century has caused a radical transformation of national industrial infrastructures.
Companies that can keep up with innovation-oriented technological improvements in their
country have become the locomotive of economic development. This process, in which
technological data and knowledge have become the primary subject of progress for societies.
There has been a need for a contemporary perception of security concept, especially required
by intelligence/security bureaucracies of developed countries. Accordingly, task description and

limits of responsibility of the members of intelligence community of countries have been
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restructured and the cornerstones of the combat against involuntary technology transfer have

almost been redesigned.

The mutation of global companies into economic giants in the world economy depends
mostly on their R&D investments. This situation actually points to the absolute existence of
high correlation between innovation and selling. The strategic data/information and
technological infrastructures of developed countries have evolved into the sole key to the
economic welfare of their societies and have brought the issue of data and information security
within the scope of intellectual property rights to the agenda of the world public opinion.

The sustainable growth rate due to the technological development of countries based on
R&D expenditures can be interpreted similarly for commercial legal entities. More clearly, the
ability of global companies, which are under severe pressure of competition, to increase their
market shares or to enhance sales volume largely depends on the protection of their registered
assets and commercial/technological secrets within the framework of intellectual property

rights.

At this point, Schumpeter's "Creative Destruction Theory" helps to better understand
today's commercial trends. According to Schumpeter, the main driving force of Capitalist
System is new consumer goods, new production methods and/or new markets. This trend
constantly transforms the existing economic structure from within, that is, it destroys the old
and creates the new (Schumpeter, 1970, p. 83). To better understand the challenge with the help
of a different point of view, there is an alternative that some of companies which do not want
to make extraordinary R&D expenditures or long-term technology investments can choose.
Today, unfortunately, among the primary business strategies of some companies, the activities
of seizing the commercial and technological know-how of rival companies through unethical

initiatives have a remarkable place.

Whether a company is owned by public/private or is engaged in production/service
sector does not change the fact that an espionage case has been occurred. Such kind of corporate
espionage attacks are generally carried out in order to regain the economic/technological
potential it has lost, the companies’ prestige it has wasted in commercial environment, the
market share it has difficulty in developing, or the structural advantages it has lost in
competition. Companies that make a strategic choice to realize such kind of achievements in
short term must also have not been sensitive enough to social issues such as business ethics or

social responsibility. Therefore, companies that are generally overshadowed by rival companies
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in the sector and do not have sufficient motivation to reverse this situation can easily be

deceived by the extremely attractive cost-benefit analyzes of corporate espionage activities.

Corporate Espionage, in short, is taking the control of economic, financial or
technological data, information and documents owned by the target company, without the
confirmation of rival companies or their employees. More precisely, it is the systematic seizure
of confidential information regarding commercial/technological secrets or proprietary assets,
by using unethical methods. The fact that corporate espionage attack is carried out with the
support from a professional security-intelligence company through outsourcing, does not

change the fact that corporate espionage has not been committed.

Although they are the concepts that have very similar meanings, there are also some
notable differences among the concepts of Corporate, Economic and Industrial Espionage
activities in terms of purposes, executioner and legal aspects. For this reason, it is useful to
briefly clarify the possible differences among relevant concepts. When we examine the issue in
terms of possible purposes, it is necessary to distinguish companies that aim to seize
confidential data/information of rival companies through corporate espionage attacks from
publicly supported (Economic or Industrial) espionage activities that do not have adequate
sensitivity to remain within legal limits. Moreover, the administrative position of performing
party also becomes crucial and makes the boundaries regarding the content of the concepts
clear. Industrial Espionage differs from corporate espionage in that it involves public
intelligence authorities behind the scenes and supports the activities of national companies on
a global scale. On the other hand, Economic Espionage activities, which are carried out entirely
under the direction and management of public intelligence authority, are generally carried out
with the aim of destroying public resources of target countries or preventing their
macroeconomic/industrial development. Therefore, industrial and economic espionage attacks

are considered completely illegal, that is, an activity contrary to existing criminal laws.

Contrary to the popular belief that 'large companies are more exposed to corporate
espionage attacks', small businesses are also exposed to corporate espionage attacks because
they have many more competitors in the market (Fink, 2002, p. 18). It is necessary to distinguish
corporate espionage attacks, which are more common in high-technology sectors (and
oligopolistic markets) such as pharmaceuticals, automotive, software and defense industries,
from 'Competitive Intelligence’ activities, that is a legal intelligence gathering method for
companies. Besides, the source of risks posed by corporate espionage attacks for companies

may even originate from employees within the company or sometimes in the form of hostile



Kadir Murat ALTINTAS

attacks originated from outside the company. Therefore, it would be more accurate for
companies to evaluate the source of the potential threat within two main classifications: internal

or external.

Sources of internal threats generally consist of current/former employees, business
partners or stakeholders (contractors) collaborated with during outsourcing process. Internal
threats cause greater damage than external attacks because current/former employees have more
details of internal security protocols. According to the cybercrime research (2017) conducted
annually by the Computer Emergency Response Team (CERT) of the Software Engineering
Institute at Carnegie Mellon University, approximately 30 percent of the participants reported
that the incidents caused by internal attacks were costlier or damaging with respect to outsiders.
This study also revealed that 45% of incidents where sensitive information was unintentionally
disclosed and 40% of incidents where customer records have been stolen caused by an 'in-house'’
employee. It has also been revealed in this study that 38% of the incidents in which personnel
records were stolen, 35% of the incidents in which sensitive information was deliberately
disclosed, and 33% of the incidents in which confidential records were obtained have 'internal’
origin (Miller, 2018). Similar results were obtained in other studies (Trzeciak 2017; Colins et.
al. 2016; PricewaterhouseCoopers 2017; Kellett 2015). Additionally, according to the Statistical
Analysis of Trade Secret Lawsuits in US Federal Courts, in 85% of trade secret cases in federal
courts, the responsible side was found to be either an employee or a business partner (Almeling,
2010). The motivation sources of current or former employees who are involved in corporate
espionage attacks generally believe that they have been treated unfairly in the workplace,
unusual reactions caused by differences (religious or political views), and inaccurate beliefs
that similar attempts go unpunished, or even thrill-seeker. In addition, threats or blackmail
against current/former employees are also triggered individuals to corporate espionage.

External threat sources are corporate espionage attacks by rival companies or (proxy)
espionage attacks originating from outsourced firms such as intelligence or detective
enterprises. Besides, organized crime organizations are also responsible from the external
espionage attacks. However, it would be useful to emphasize the structural differentiation
regarding corporate espionage. Since cyber-attacks originating from rival companies or hostile
governments are considered as judicial ‘crime’ in the local legislation of all countries, it is not

correct to structurally classify such kind of attacks under the concept of corporate espionage.

However, it is possible to associate cyber-attacks, which have become widespread in

recent years, with data breaches through unauthorized entry into computer systems or electronic
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building access systems. At this point, virtual threats from rival companies or hostile
governments have increased due to factors such as the internationalization of business world,
the fact that hackers have technology to access trade secrets from anywhere in the world, and
the diseased preference of some countries-the only way of developing economy is illegal
technology transfer (Almeling, 2012).

The main purpose of corporate espionage attacks on trade secrets or intellectual
properties, either internally sourced within the company or carried out directly by a rival
company (or proxies), is to save resources allocated to R&D activities, to ensure that rival
companies suffer from reputational loss, to achieve absolute competitive advantage, and to
increase the efficiency at decision-making process. Achieving such kind of returns mean that
the performing organization acquires its mid/long term commercial and financial goals

successfully.

It is possible to give some examples to corporate espionage operations, which we can
briefly summarize these types of attacks as originating from "white-collar" employees. For
example; monitoring and analyzing the preferences of a rival company or target employee at
international commercial/technology expositions, "overhearing™ phone conversations of target
individuals at airports or obtaining the password of their laptop through "shoulder surfing",
monitoring and analyzing the social relationships and professional connections of strategically
positioned employees working in a rival company, ‘persuading’ employees to take know-how
or codes out of the company via e-mail, leaking information from managers of rival companies
at official negotiations, facility presentations or job interviews, secret surveillance and analysis

of retail stores and their selling preferences, especially their internal activities, etc.

Corporate espionage activities are an increasing source of concern for global companies
and they are generally aware that their competitors are trying to obtain information about them
though they generally take various measures to prevent them. However, despite all the
protective measures taken, rival companies can engage in highly successful espionage activities
(Billand et al., 2009, p. 3). All companies, whether large, medium or small, face with various
challenges arising from theft and misuse of their confidential information or trade secrets by
internal or external units. Trade secrets or intellectual properties, which are the most strategic
assets of a company, also reflect the economic value of corporation’s products, innovations and
progressive capacity (Lippoldt & Schultz, 2014, p. 7) Intellectual property is the rights owned
individually or corporately over a product that has economic value and is invented as a result

of creative activities in scientific, artistic or industrial matters. Today, registered assets protected
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by trade secrets laws and intellectual property rights are among the primary targets of corporate

espionage attacks.

Corporate espionage attacks through the misuse or theft of trade secrets threaten the
innovation ability, growth potential and investment capacity of business organizations and
national economies (OECD, 2016; PricewaterhouseCoopers, 2014). Such activities may cause
a commercial enterprise to terminate its operations or destruct business areas unless some
precautions are taken to minimize the risks. The World Intellectual Property Association (2018)
defines trade secrets as follows; 'In general, confidential data and information that provides a
competitive advantage to any company in the market and has a commercial value (that is
unknown to others) should be protected within the scope of trade secret.' Trade secrets include
technical information such as manufacturing processes, pharmaceutical test data, designs and
drawings of computer programs, as well as commercial information such as distribution
methods, lists of suppliers and customers, or advertising strategies. Other examples of data and
information that may be protected by trade secrets include financial information, formulas and

recipes or source codes (WIPO, 2018).

In a study conducted by Baker Mckenzie in 2017 (on a sample of 400 top managers), it
was concluded that trade secrets are more important than patents or brands, and that they also
have a primary value in terms of brand value and corporate strategy. Approximately 32% of the
managers participating in the research accepted the existence of threats and agreed that the theft
risk of trade secrets was among top five issues of vital importance for companies. In the same
study, 20% of companies declared that their trade secrets had been stolen before, 33% stated
that they were the victims of espionage attacks on trade secrets, but 11% admitted that they
were not even aware of whether they were the victims of any abuse or theft attack (Baker
Mckenzie, 2017). The insufficient number for official applications to legal authorities actually
hides the magnitude of the destruction. The main reason why many victims do not take legal
position is the hesitation from reputational deficiency (loss of trust in customers/stakeholders,
etc.) and possible financial losses (descending unit stock price or declining market share, etc.)

or to prevent from economic/financial failures.

2. Methodology of corporate espionage and its effect on economic/financial

markets

In addition to the studies on the conceptual framework of corporate espionage (Winkler
1999; Rothke 2001; Javers 2011; Mashingaidze 2015), particular studies conducted by Glitz
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and Myersson (2017) and Lyakhovich (2019) within the scope of historical background are
quite remarkable. Besides, the implementation methods of corporate espionage with the support
of modern technology (for instance; unmanned aerial vehicles) have also been very popular,
and the concept of espionage has undergone a structural transformation in recent years (Scott,
2021).

In a study conducted by Sandberg (2015) the human factor (inside or outside the
company) was investigated within the scope of information security systems in corporate
espionage attacks, and it was concluded that traditional security systems were inadequate in
line with the developing technology and must have been focused especially on internal human
resources. In a similar study, the phenomenon of trust between employee and employer was
examined regarding the increasing number of corporate espionages in the workplace (Chan,
2003). However, not surprisingly, the findings were concentrated on that the potential risks
strengthened internal control mechanisms but also damaged the environment of mutual trust in

the workplace.

Apart from the majority of research, investigating the precautions to be taken against
corporate espionage attacks (Brown 2011; Budiono and Sawitri 2017; Podszywalow 2012;
Schafer and Karlins 2021; Bressler and Bressler 2015), Fitzpatrick et al. (2004) examined the
legal rights and remedies that companies have to protect against trade secret piracy from their

own personnel or business partners.

The majority of international espionage activities after World War 11 focused especially
on economic and technological issues, due to the commercialization process of technology
observed in the last quarter century. The strong correlation between countries' economic welfare
and technological development ability has also led to similar results for commercial legal
entities. It has been observed that global companies that do not bring adequate importance to
innovation and R&D lose their production capabilities and commercial sustainability in the long
run. However, some global companies that are aware of these challenges may choose different
(sometimes illegal, sometimes unethical) methods in order to avoid their inadequacies and

achieve their commercial goals faster and with a lower cost.

According to US defense industry reports, espionage attacks carried out by corporations
or individuals to obtain data/information about target institutions constitute approximately 60%
of the total suspicious activities among all espionage attempts. Besides, opponent state-

sponsored espionage attacks, including military or intelligence agency activities, account for
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only 21% of suspicious activities. Finally, espionage activities indirectly carried out by public
organizations, including institutes, laboratories or universities, constitute the remaining 19%
(Office of the National Counterintelligence Executive, 2001). As can be clearly seen from the
statistical distribution above, the size and content of competition between global companies has
evolved into a different appearance in the last quarter century. Moreover, the absolute necessity
for strategic intelligence against rival companies at international competition, the
unprecedented situation has created some new employment opportunities for intelligence
officers who are experts on espionage (especially Eastern bloc career officers who left the labor
market following the end of Cold War).

In another recently experienced incident, the conflict between two global giants in
mobile communications (Samsung and Apple) caused confidential issues to become publicly
discussing and subsequently the process to be referred to the court. The accusation in the
documents submitted by Apple lawyers to the California District Court focus on Samsung
officials gaining unauthorized access to the text of trade secret agreement between Apple and
Nokia. The emergence of corporate espionage is as interesting as the incident itself; The words
expressed by a Samsung official (Dr. Seungho Ahn) perhaps unintentionally, in a meeting with
Nokia executives led to the outbreak of the scandal: "We know the details of licensing
agreement you made with Apple" (Eaton, 2013). No one has yet provided a satisfactory

explanation about how Samsung officials obtained this top-secret information.

The high-quality data and knowledge that emerge within the scope of companies' 'new
product’ research naturally cause them to be exposed to corporate espionage attacks. Such kind
of espionage attacks may come from commercial/technological competitors or companies with
strategic cooperation, or even from subsidiaries. Since intelligence practices that can be
described as corporate espionage activities are generally carried out within legal limits, so there

is no criminal sanction for the organizing party.

The methodology of corporate espionage activities (Altintas and Asal, 2021, p. 156) first
begins with 'Open-Source Intelligence'’ studies. The process, which begins with the compilation
of publicly available information (reports, fairs, social media, written and visual media,
photographs, internet, etc.), offers the opportunity to collect low-cost and quite extensive data
and information. Individuals of all ages and commercial legal entities in today's world, who
tend to use all the opportunities of IT world, have transferred every moment of their lives and

mostly their official information to virtual environment and share them in interaction with the
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society. This provides an opportunity to access data/information far beyond what is thought,

without incurring any costs, especially for malicious parties.

As seen in Figure 1 below, the second stage of the corporate espionage methodology is
the immediate ‘Transfer of Executives’ of rival companies after they leave their workplaces.
Ensuring an effective and fair competitive environment in global markets creates a situation
that will be beneficial in the medium and long term for all parties involved, especially for
customers. However, the intensive pressure of international competition on companies, the
irresistibility of know-how accumulated by rival companies over the years, or the instinct to
access confidential information about competitors' trade secrets can sometimes lead companies
to prefer faster and more effective methods. Employing senior managers of competing
companies operating in the same industry, while remaining within legal limits, appears to be an
extremely valid method for corporations. Although it is not an illegal alternative, unfortunately
global companies often resort to this method, in which moral rules are disregarded and conflict
of interest between institutions becomes inevitable. Long-term job experience in the sector and
comprehensive knowledge of operations of the company naturally increases the attractiveness
of these types of managers. In recent years, global companies have generally made their senior
managers sign a 'Non-Compete Agreement’, so that the resigned manager cannot establish a
rival company or get a job in a competitor corporation, or legally prevented from entering into
any relationship with rival companies. The fact that employees who were in possession of
customer network or production/trade secrets during their employment, 'changing side' for
various reasons reveals perhaps one of the easiest but most effective methods of corporate

espionage.

"Persuading” a senior manager working in a small technology-based company to leave
the job and take all the company's know-how with him when transferring to a rival company is
a standard type of corporate espionage that is often observed. In 1993, GM-Opel manager
(Ignasio Lopez) transferred to VW company with a group of friends, but in the meantime, he
took some confidential trade secrets (data/information regarding with the automotive design)
with him. Thereafter, when VW realized the negative tendency of multibillion-dollar
compensation lawsuits filed against him, VW agreed to pay GM-Opel $100 million and order
spare parts worth $1 billion. Besides, in 2010, the US-based hotel giant Starwood accused
Hilton, one of its most important competitors in the sector, of stealing documents containing
sensitive information about the luxury segment (Worldwide) hotel concept. When the former

Starwood senior manager (Ron Klein) hired by Hilton, took with him a storehouse of trade
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secrets (more than 100.000 electronic files), he could not avoid being accused of unfair

competition by Starwood.

OPEN TRANSFERING

SOURCE RIVAL FIRMS’ REVERSE
INTELLIGENC TOP MANAGERS ENGINEERING
COLLECTING OUTSOURCING

PHYSICAL (PRIVATE COMPETITIVE
AND/OR INTELLIGENCE INTEL LIGENCE
VIRTUAL AND/OR

WASTE DEDECTIVE)

Figure 1: The Fundamentals of Corporate Espionage Methodology

The third stage of the corporate espionage methodology involves a method simply
referred to as 'Reverse Engineering'. Reverse engineering refers to the technical decomposition
of products, which are generally accepted by consumers, into sub-units by companies whose
technological competence is not developed, and re-updating them with different methods. In
this method, by going backwards in the production process, the process is completely analyzed,
rival companies’ popular products are deciphered and can be re-introduced to the market by
making minor changes or by creating different brand names. Reverse engineering research can
enable companies to achieve a certain sales success in the short and medium term, without great
effort and without significant R&D expenditure, with limited similarity in terms of quality to
the copied product, but within the framework of a low-sales price policy. For instance, it is
claimed that Chinese Chengdu J-20 fighter jet was developed in light of data and information
obtained through ‘Reverse Engineering’ from US F-117 Nighthawk stealth, which was shot
down in Serbia in 1999 (Vashist and Kumar, 2013, p. 1).

The fourth stage of the corporate espionage methodology is the 'Collection of Virtual
and Physical Waste’ of rival companies in order to conduct comprehensive analysis. The content
of these method is the secret collection of wastes/garbage that have been put out of use by

employees of rival companies, but whose physical integrity or quality has not been lost, for the
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purpose of comprehensive analysis. This method can provide extremely useful findings in terms
of determining the present activities, strategies or current situations of rival companies.
Examples of these wastes/garbage are pieces of paper whose integrity is intact or partially
damaged, post-its, CDs, USBs, documents that may contain critical data/information,
notebooks, prototypes, undestroyed drawings, samples, plans, aircraft tickets, appointment
books etc. In addition, for example, during a business trip to a rival company, inferring various
meanings from some physical objects within the facility or analysis of hierarchical
relationships/communication between employees may obtain valuable inputs for decision
makers. Besides, the widespread usage of mobile communication devices as well as portable
computers/tablets in daily human life creates precious opportunities for corporate espionage
attacks. For instance; decisions such as donating outdated computers to switch them with new
ones or replacing broken mobile phones with new ones, even delivering these types of
electronic tools to mechanic store for repairment, can create serious security vulnerabilities and

may give direct access to virtual waste of used devices.

In 1978, a competitor of Tennant Co. namely Advances Machine Company, located in
Oakland-California, seized carbon papers thrown into a trash bin in the office environment by
the secretaries of Tennant company. The carbon papers placed between the typed papers
contained information about the product sales prices that would be offered to prospective
customers of Tennant Co. The fact that carbon papers can be easily read by holding them up to
light has provided a significant competitive advantage to the rival company. But Tennant Co.
won the lawsuit it filed against its rival and the court ruled that Advances Machine Company to
pay $500.000 (Altintas, 2021, p. 896).

The fifth stage of the corporate espionage methodology involves purchasing services
from a ‘Private Intelligence/Detective Agency’ in order to obtain strategic data and information
regarding the operation of target companies with the help of 'Outsourcing’. Private
intelligence/detective agencies that work in line with the principles of confidentiality and
security generally provide monitoring and surveillance services for rival companies or their
employees within the framework of principle of collecting legal evidence. Global corporations
often prefer outsourcing in activities that require special expertise, such as collecting data and
information about rival companies or their employees. This is because, corporations want to
give the impression that they are acting within legal limits, as well as they may not want to use
their official personnel with existing employment contracts in such operations. Moreover, since

it is an activity that requires professionalism (espionage), private intelligence/detective agencies
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rented for a certain fee can also provide two-way services. In other words, the relevant agencies
provide monitoring and surveillance services for rival companies, as well as the protection of
the existing company against industrial/corporate espionage attacks that may come from

competitors.

The disclosure that Oracle-CEO (Larry Ellison) paid money to a detective company
(Investigative Group International) to obtain the office garbage and virtual waste of Microsoft
employees in 2000 is another true-life example of this issue (Miller et al., 2000). Such initiatives
taken by the majority of global companies to gain competitive advantage, especially in
production and sales development activities can easily reveal the strengths or weaknesses of
rival companies at their business operations. Besides, the corporate espionage crisis between
Japanese electrical giant Hitachi and US-based IBM began in 1981, when Hitachi senior
executives (Kenji Hayashi and Isao Ohnishi) paid $648.000 to an intermediary (actually a spy
of a Private Intelligence/Detective Agency) to steal technical data/information from their
computers and some other documents. During the case that was brought to court, completely
by chance, it was revealed that Mitsubishi Electric was also conducting research on IBM for
similar purposes, and the relevant company was also included in the ongoing legal investigation

process.

The sixth and final stage of the corporate espionage methodology, which we can briefly
summarize as 'Competitive Intelligence’, consists of compiling and then analyzing all
information in open sources belonging to the competitor/target company. Commercial legal
entities are often instinctively curious about the confidential information and documents of
rival/target organizations and naturally want to seize them. In as much as having the confidential
commercial or technological information of rival organizations means rising to a superior
position in national/international competition. Finally, we can briefly define competitive
intelligence as ‘the comprehensive analysis resulting from all kinds of raw data, information
and documents collected from open sources regarding rival companies that provided within
ethical rules and legal limits. In order to increase the efficiency in strategic decision-making
processes, transforming data and information as an input to intelligence product after final
analysis is an extremely useful strategy and/or policy determination tool for the senior

management.

Competitive intelligence traces back to the 1600s. Working as an agent of the British
East India Company, RL Wickham was sent to China to gather intelligence. He researched the

local importance and potential of the tea plant. Aiming to contribute to the British economy,
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Wickham analyzed China's tea production for ten years and later, the foundations of a tea
industry were laid in England (Breed, 1999). The data-information-intelligence process is
thought to be a step-by-step process, but this does not always mean that these steps must be
followed. For example, a 15% tax imposed by the USA on "bakery products” to European Union
is an unconnected piece of data, but with a simple interpretation it turns into operational which
is intelligence information. For Turkish manufacturers producing this product, this "simple
information” is the key to entering the US bakery market; because there is no tax imposed by
the US on the same product to Tiirkiye and Turkish products have gained a great competitive
advantage in terms of price against EU products. As can be seen, this “simple information” that
has a specific importance can be interpreted as “operational information”. This is intelligence

(Koc, 2014, p. 23).

In the last half century, when "Technological Cold War' is still intensely experienced,
corporate/industrial espionage attacks that cause illegal technology transfer are becoming
increasingly widespread, and it is generally not possible to compensate for damages caused.
There is no doubt that private-looking companies that appear to be private enterprises but are
affiliated with Chinese government behind the scenes are at least as active and dangerous as
Chinese government. The political and military competition of Cold War between east and west
has evolved into commercial and technological competition between their global companies
today. Both the financial losses caused by corporate espionage attacks on global companies and
the economic damages resulting from workforce decrease promote global companies,
especially those engaged in high-tech production in developing countries, to take

comprehensive precautions in line with the principles of CI.
Conclusion

For both developing and developed countries, commercial legal entities are institutions
that are of vital importance for the macroeconomic welfare and socioeconomic development of
countries. Nowadays, the technological and commercial know-how that companies have
acquired by spending significant time, effort and money are frequently exposed to corporate
espionage attacks from rival companies. The negative pressure that such kind of espionage
attacks create on the commercial performance of global companies generally come up within
the form of serious financial losses or economic damages due to workforce loss. This situation
forces global companies, especially those engaged in high-technology-oriented production, to
take strategic precautions to protect their technological know-how. Therefore, nowadays,

private/public enterprises are obliged to protect their sensitive and unique data/information
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against unauthorized access, with respect to the basic principles of CI. The precautions to be
taken are the most strategic requirement of companies' commercial and financial sustainability

and the core guarantee of their economic security.

As has been illustrated in detail before, not only companies from Western and
economically prosperous countries (US or Western Europe) with advanced technology, but also
companies from developing countries (Taiwan, Tiirkiye, etc.) that engage in high-technology-
oriented production can also be exposed to corporate espionage attacks. For this reason, the
organizational structures of all companies, without exception, that engage in technology-
oriented production should be reconstructed parallel with Corporate-Cl principles and the
basics of Cl philosophy should be integrated into the company cultures. Moreover, this strategic
approach should cover not only large companies operating on a global scale, but also SMEs
with growth potential.

The first stage of the model developed regarding the fundamental methodology of
corporate espionage attacks carried out completely within legal limits is the production of Open
Source Intelligence. In the second stage of the model, the Recruitment (Transferring) of Rival
Company Executives after their employment contracts is terminated, and in the third stage,
Reverse Engineering studies take place. In the fourth stage of the model, there is the Collection
of Physical and Virtual Waste of rival companies, and in the fifth stage, there are corporate
espionage attacks carried out by purchasing Outsourcing services with the help of private
intelligence/detective agencies. Finally, in the sixth and final stage, Competitive Intelligence

production takes place comprehensively.

The extent to the information and communication technologies have reached today has
turned individual to a dependent of virtual world, and social media platforms have further
promoted the flow of this tendency. This new situation for individuals has not made any
difference for companies; even data and information that can be considered confidential for
companies have been shared in detail in the cyber world in order to reach a wider customer
community. In this process, open source intelligence production for rival companies and various
markets has reached such levels that it has almost overshadowed corporate espionage activities.
For this reason, global companies should act more 'sensitive and discreet' about the data and
information they share in the virtual environment, thus they prevent from the possible
manipulations and avoid from the formation of various intelligence vulnerabilities. Operations
Security, a prediction tool that allows to estimate the rival companies’ tactical policies and

strategic plans, if is not taken into account sufficiently, companies' commercial performances
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and financial returns are negatively affected certainly. When the 'bits of data and information'
shared with the public without carefully contemplated or aware of details even in good faith are
brought together as a result of patient analysis, the 'big picture' clearly emerges and a proactive
defense or attack strategy can be developed by rival companies easily. Such kind of operations,
which create a very useful basis for corporate espionage attacks, can only be eliminated by

informing and raising the awareness of companies and their personnel.

Strategically important corporate espionage attacks are a serious source of threat,
especially for companies operating on a global scale, but these initiatives also contain serious
opportunities. Therefore, the ideal strategy for companies is, on the one hand, to protect their
technological know-how against corporate espionage attacks in line with the CI principles, and
on the other hand, not to ignore the extraordinary gains of corporate espionage by remaining

within legal limits.
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Abstract

The Northern Ireland Problem, which began in the 20th century but traces its roots back to the early 17th
century when England set foot on the Ireland island with the aim of colonization, is a complex historical matter.
The lrish Republican Army (IRA), which struggled to unite Northern Ireland with the Irish Republic, was
established in the early 20th century and has been classified as a terrorist organization by many countries. The
activities of the IRA represent both a chapter in the history of modern guerrilla warfare and one of the earliest
examples of organized structures against nation-states. Among the distinctive and unique initiatives that set the
IRA apart from other terrorist organizations are found within its activities. In this context, the study aims to
examine the innovative activities that differentiate the IRA from other terrorist organizations and have influenced
some terrorist groups worldwide. The purpose of this study is to conduct an in-depth analysis of the innovative
activities of the IRA and analyze their origins.

Keywords: Irish Republican Army, Ireland, Ulster, United Kingdom, Terrorism.

KUZEY IRLANDA SORUNU VE IRLANDA KURTULUS ORDUSU’NUN
YENILIKCi FAALIYETLERI

Oz

Kuzey Irlanda Sorunu 20. yiizyilda baslayan fakat kékeni Ingiltere 'nin Irlanda adasini sémiirgelestirme
amaciyla ayak bastigr 17. yiizyil baslarina dayanmaktadir. Kuzey Irlanda’yi Irlanda Cumhuriyeti ile birlestirmek
icin miicadele veren Irlanda Kurtulus Ordusu (IRA) ise 20. yiizyil baslarinda kurulmus ve bircok iilke tarafindan
terorist orgiit olarak tanimlanmigtir. IRA 'min faaliyetleri hem modern gerillia savas: tarihi hem de ulus devletlere
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karsi organize olan yapilar arasinda ilk érneklerden birini teskil etmektedir. IRA min faaliyetleri arasinda
kendisini diger terér orgiitlerinden aywan ve sahsina miinhaswr kilan yenilik¢i girisimleri bulunmaktadir. Bu
baglamda ¢alisma, IRA 'yvi diger terér orgiitlerinden farklilastiran ve diinyadaki bazi teror érgiitlerine dnciiliik
eden inovatif faaliyetleri incelemeyi amacglamaktadr. Bu ¢alismamin amact IRA’min séz konusu inovatif
faaliyetlerini derinlemesine incelemek ve kokenlerini analiz etmektedir.

Anahtar Kelimeler: Irlanda Kurtulus Ordusu, Irlanda, Ulster, Birlesik Krallik, Terérizm.

Introduction

The examination of the Northern Ireland Conflict, known as ‘The Troubles,” is
imperative for a comprehensive understanding of the Irish Republican Army (IRA) and its
activities in contemporary contexts. Broadly speaking, the British and Irish islands are inhabited
by two distinct communities originating from roughly two different ethnic backgrounds. The
initial settlers on the islands were communities of Celtic origin. Another community consists
of the Angles, who now largely constitute the English society in present times. Although the
Celts historically share a common origin, they have fundamentally divided into three main
groups over time. Two of these groups are the Scots and the Gauls (Gaelic-speaking Celts),
who coexist on the same island as the English. The third group comprises the Irish, who play a
central role in the Northern Ireland Conflict. The Irish, residing on an island to the west of the
British Isles, had settled homogeneously long before the arrival of the English on the British
Isles. However, after achieving political unity in the British Isles, the English separated from
Roman Catholicism and established the Anglican Church. Ireland, both in terms of national
consciousness and geographical location, has historically diverged from Britain. This
divergence has manifested itself, not only in cultural and national terms but also in religious
dimensions. Ireland has persisted as a predominantly Catholic society adhering to its traditions.
The allegiance to the Catholic Church has fostered a closer affinity with Continental Europe
compared to England. Conversely, Ireland, juxtaposed against the formidable power of Great
Britain, has sought to balance its strength through diplomatic ties with Continental Europe
(Wright, 1996, p.17).

The fundamental motivation preventing the assimilation of Ireland into England was
primarily rooted in the religious/sectarian dynamics. In this context, Irish Catholicism, to a
certain extent, has served as one of the crucial elements shaping the identity of the Irish nation.
This divergence stands as a significant factor that thwarted England’s colonization of the Irish
island. However, England’s colonization process began long before its global dominance in the
19th century, primarily focusing on its immediate surroundings. In the early 17th century, the
colonization movement of the Irish island was initiated by King James | of England. Although
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the Irish island was governed by the Irish Autonomous State from 1542 to 1800, despite the
presence of the English castle in Dublin, uprisings led by Irish lords were recurrent throughout
history (Perceval-Maxwell, 1999, p.55).

In this context, following the Nine Years” War and the subsequent defeat of the Irish
Alliance, formal colonization of the Ulster region of the island was initiated in 1609 by King
James | of England. During the colonization process, King James began settling the Ulster
region with colonists from the Lowlands region of Scotland and the northern regions of
England, following the defeat in the Nine Years” War. A key criterion in the selection of settlers
for Ulster was their adherence to Protestantism and loyalty to the king. Prior to the onset of
English colonialism, the Ulster region could be described as an area entirely inhabited by the

indigenous population of Ireland (Kennedy and Ollerenshaw, 2013, p.142).

The roots of the contemporary Irish Problem trace back to the colonial period,
particularly the initiative known as the Ulster Plantation. This colonization movement, which
took place in the northeast region of the Irish island known as Ulster, profoundly altered the
demographic composition of the area. England’s activities in Ireland during this period played
a crucial role in uniting and consolidating national consciousness in the face of the existing
problem within the Irish society. In other words, this issue stands as a fundamental motivating
factor that binds together the Irish Republic. From the independence of the Irish Republic in
1919 to the present, the Irish Problem has evolved into a different dimension. Transitioning
from being an internal issue within the same country, it has persisted as a concern involving
two countries and the inclusion of both nations in its resolution. In the Ulster region,
Nationalists advocate for the region’s integration into the Irish Republic, while Unionists,
supporters of the Kingdom, seek to maintain the region within the United Kingdom. The Sinn
Fein party, representing the primary political faction desiring a change in the status quo and the
integration of the region into the Irish Republic, forms the fundamental political pillar, while
the Irish Republican Army (IRA) constitutes the primary armed organizational component
(Holland, 1999, p.221).

The IRA has evolved into an organization of global prominence, drawing attention not
only for its historical background but also for the methods it employed. Notably, the tactics and
weapons developed by the IRA have captured the interest of other terrorist groups worldwide,
leading them to consider the IRA as a model for emulation (Clancy, 2010, p.7-32).
Consequently, the examination of the IRA and its developmental trajectory stands as an

essential area of inquiry, particularly concerning innovation.
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This study fundamentally aims to examine the innovative activities of the IRA
concerning handmade bombs and the dynamics that propelled such activities. In addition, the
areas where the mentioned activities of the IRA were implemented will be analyzed. An attempt
will be made to address the question of why the IRA chose to employ innovative activities in
these areas and utilize the technologies it developed.

1. IRA and Innovation

From its establishment until the early 1970s, the IRA engaged in amateurishly
conceived, creativity-lacking bombings that caused “relatively” limited harm to the
surroundings. However, leading up to that period, the IRA had managed to make significant
progress in the realm of bomb attacks. The organization demonstrated considerable
advancement in utilizing sophisticated technologies for bomb attacks and bomb-making. Over
time, as the IRA found itself unable to contend effectively with British security forces, it pushed
itself in an innovative and creative direction, experiencing substantial development. It can be
asserted that, after the mid-1970s, the IRA became the world’s most innovative and experienced

terrorist organization in the field of bomb attacks.

In terrorist organizations, various innovations exist, and according to different
researchers, terrorist groups have historically struggled to introduce significant innovations.
They have generally shown a tendency toward traditional and conservative behavior in their
attacks. This tendency constitutes one of the factors that increase the predictability of terrorist
organizations, creating a disadvantage for them. The most crucial way to overcome this
situation is the necessity for terrorist organizations to incorporate game-changing innovations
in their attacks and activities. Essentially, three main categories of innovation can be identified.
The first is tactical innovation. For example, the IRA, leveraging technology in its activities,
has made changes to its tactical activities, successfully drawing attention. Notably, the use of
mortars and bomb-laden vehicles should be considered among the most significant tactical
innovations. They inflicted serious damage on security points with mortars and managed to
deeply impact the economic life in Northern Ireland with bombings using vehicles. Second,
tactical diversification can be discussed, where the political aspect becomes more important
than technology. After the 1980s, the IRA, along with its political wing Sinn Fein, made
significant progress in political representation. Thus, an opportunity to sit at the negotiating
table was obtained. Third, innovation in the organization’s structure can be considered.
Particularly between 1977 and 1980, the IRA transitioned to a cell-type organization, achieving

success in its actions and managing to enhance its secrecy. The strategy of allowing independent
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action in cells and delegating initiative to small groups successfully challenged conventional

security forces and British intelligence (Smith, 1997, p.145).
2. Creativity, Innovation, and the IRA

It can be asserted that creativity and innovation are not synonymous terms. Creativity
defines the generation of novel ideas both conceptually and in terms of content. However,
innovation signifies the implementation of these concepts. In other words, innovation inherently
involves experience and application. It must be emphasized that this rule is applicable in the

context of terrorism and security as well.

For a terrorist organization to implement innovation, it must first undergo a creative
process on a conceptual level. Furthermore, the organization must simultaneously possess the
capability to realize this creativity in practice. Therefore, innovation must encompass creativity
but represents a further step beyond creativity. In the case of the IRA, innovation has been
particularly fruitful between 1970 and 1980, unlike any other period in its history. The historical
reasons for the emergence of innovation during these years can be traced back to various factors.
Firstly, the financial decline of the British Empire occurred during and after the First World
War. Additionally, the establishment of the Irish Republic took place after this war. As Lev
Nikolayevich Gumilov noted, young and dynamic countries are those that have recently gained
independence and prioritize national sentiments (Gumilev, 2003, p.47). In this context, the
dynamism resulting from recently gaining independence in Ireland directed its focus toward the
Ulster region. The primary objective of the Irish Republic became the expulsion of Britain from
this region and reclaiming its traditional lands from England. In this context, the emergence of
Sinn Fein and the associated terrorist organization gradually unfolded during the mentioned
period (O’Dobherty, 2011, p.59).

If we exemplify the activities of the IRA concerning innovation, it can be stated that
they engaged in interesting experiments at the outset of activities that could be associated with
innovation. For instance, the IRA used condoms as time delay devices in their homemade
explosives. This innovative but peculiar method lost its effectiveness in the face of certain
societal norms. To delay the time in homemade explosives, group members placed sulfuric acid
inside the condom. The acid would eventually dissolve, activating the explosive. This approach
posed two fundamental drawbacks. Firstly, due to the unpredictable nature of the acid’s ability
to dissolve the condom, it created a significant security vulnerability for the person preparing
the device. Secondly, it originated from the prohibition of condom use by the Catholic Church,

one of the fundamental values the IRA relied on. Consequently, members of the organization
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did not want to keep condoms in their homes. Another example of a creative idea that did not
succeed in practice is the attempt to execute attacks through sewer channels using gel bombs
(Oppenheimer, 2009, p.202). On August 10, 1971, the IRA attempted to launch an attack on a
British Army barracks by sending a gel bomb weighing approximately 23 kg through a sewer
pipe. However, due to using the wrong sewer pipe, the bomb exploded under an empty barrack.
As these examples illustrate, both the experiences-gained by the organization and the creative
ideas it generated are significant. Another example is from May 1992 when IRA militants stole
an excavator, removed the tires of a truck, lifted it with the excavator, and placed it on train
tracks. They filled the truck bed with explosives and attacked a police station unmanned on the
path of the tracks. In this attack, one on-duty officer lost his life. In 1974, IRA forcibly
commandeered a helicopter, taking the pilot hostage, and attacked a police station with two
milk churns dropped from the air. One churn got stuck in the helicopter door and couldn’t be
thrown, and the other was thrown but bounced off the ground, landing in a different garden
without exploding. Another example is an action in which a bomb was suspended from a
chimney into the home of a couple who were RUC (Royal Ulster Constabulary) members using
a rope. The bomb was detected before it could be detonated and rendered ineffective (Ryder,
2005, p.38).

All of these examples are valuable in providing insight into how the factor of creativity
is directed in the actions of the IRA and the stages through which this creativity progresses

towards innovation.
3. The Factors Driving Innovation in the IRA

There is a common misconception regarding creativity and innovation. This
misconception assumes that individuals or groups seeking creativity suddenly discover
innovation. The example of Newton’s apple falling on his head often comes to mind—a process
that seemingly occurs spontaneously. However, in real life, innovation does not emerge in such
a manner. Generally, innovation presents itself as a process that follows a certain sequence and
requires time. Initially, the process involves identifying the general problem, followed by the
generation of ideas to solve the problem. Subsequently, there is the process of implementing
and experiencing the emerged idea. These processes are interconnected and sequential
(Anderson and Gasteiger, 2007, p. 422-440).

In terrorist organizations like the IRA, innovation appears to be analyzed from both
macro and micro perspectives. From a macro perspective, factors such as the overall situation

of the organization in the Irish and British islands, the learning and analysis of contemporary
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counterterrorism practices of the United Kingdom, measures taken to mitigate competition
among groups within the organization hindering innovation, political opportunities, and factors
related to receiving support from foreign countries have been deemed significant. From a micro
perspective, elements such as the age of organization members, individual motivation, the
individual incentive system, the element of trust, individual financial support, risk-taking,
assigning tasks and responsibilities to those with individual leadership qualities, the transfer of
expertise and experience within the organization, and the security of organization members
come to the forefront (Amabile, 1996, p.136).

Only through the correct synthesis of these macro and micro factors, facilitating
innovative activities, can effective innovation emerge. In this context, the most noteworthy and
globally impactful innovative activity associated with the IRA is the unique mortar system that
comes to mind when the IRA is mentioned worldwide. It should be emphasized that the sole
innovation attributed to the IRA is not limited to the mortar system, but it is undoubtedly the
most time-consuming and labor-intensive innovative activity undertaken by the organization
(Dewar and Dutton, 1986, p.1422-1433).

3.1. The Development of the IRA and the Mortar

It is possible to evaluate the innovative activities of the organization roughly in two
dimensions. The first involves innovative activities in the organization’s operations that are
sudden, revolutionary in nature, and create a significant impact. The second pertains more to
developments over time, adapting existing technology to organizational activities, gradually
and slowly advancing applications compared to the example given initially (Dewar and Dutton,
1986, p.1422-1433).

The IRA’s mortar innovation is an example that aligns with the second point mentioned
above. Despite being a system known and applied in warfare for centuries, the IRA managed
to adapt the mortar system to its operations. In response to the increased fortification of United
Kingdom police stations and barracks, the IRA needed to develop a weapon capable of
providing remote firing to evade fortifications. Known as the ‘spigot grenade’ by the United
Kingdom Army, it operated with a system fixed in place and mounted on a conventional pump-
action shotgun. It consisted of a rather primitive system, with approximately one kilogram of
explosives wrapped in a 15 cm tube taped to a wooden handle. This system posed a danger to
the user. As mentioned earlier, user safety was of high priority in any IRA military action.
Therefore, the ‘spigot grenade’ was quickly abandoned, and efforts were directed towards

systematically developing safer, more accurate, and destructive mortars (Ryder, 2005, p.38).

30



Tolga OZTURK

The first-generation mortars of the IRA emerged for the first time in June 1972,
According to Explosive Ordnance Teams (EOD), the nose and fuse of the mortar were termed
as a ‘clever design.” However, many triggered first-generation mortars did not explode due to
the angle of contact of the fuse. Additionally, some of these mortars exhibited a tendency to
spin in flight, resulting in a failure to progress towards the target. The first-generation mortar,
which lacked a trigger mechanism or a safety device, proved to be highly dangerous for the
organization members. Therefore, the first-generation mortar was only used twice, prompting
the organization to continue the innovation process and further develop the mortar (Jackson,
2005, p.93-140).

In December 1972, the second-generation mortar came into use. Innovatively, the
mortar, operating with one kilogram of explosive, was fired through a timing mechanism
attached to an L-shaped plate on the ground, instead of a trigger mechanism. The timing
mechanism was set to 5 seconds, ensuring the safety of the organization member using the
mortar. The second-generation mortar was used 25 times over four months. However, this
generation also faced some drawbacks. The most significant issue was the difficulty in securing
the L-shaped plate, leading to deviations from the target. This problem was identified as the
primary reason for developing the next generation (Ryder,2005, p.216).

In June 1973, the IRA employed the third-generation mortar a total of 16 times in the
cities of Derry and Omagh. The explosive used, being approximately half the weight of the
explosive used in the second-generation mortar, extended the firing range to 250 meters.
Despite the third-generation mortar demonstrating improved accuracy in hitting the target
compared to the first two generations, it encountered different challenges. The explosive
mixture used in the mortar contained substances such as sodium chlorate and high-grade
crystalline ammonium nitrate. This mixture led to premature detonations either during ignition
or while progressing through the air before reaching the explosive target. Nevertheless, the
third-generation mortar was utilized 105 times in 14 separate attacks within six months (Ryder,
2005, p.215).

The fourth-generation mortar was first employed in February 1974, and the IRA
succeeded in extending the firing range of this mortar to 400 meters. The destructive power of
the mortar was enhanced by adding ball bearings and shrapnel. However, due to the absence of
any safety mechanism in the ignition system, jeopardizing the safety of militants, the fourth-
generation mortar was abandoned within six months of its initial use. Following this generation,

a fifth-generation mortar was developed but never utilized. This mortar, featuring a rudimentary
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mechanism with an approximate range of 25 meters, was seized in May 1974 due to the United
Kingdom’s effective intelligence, preventing its use in any operation (Oppenheimer, 2009,
p.231). It is possible to characterize all efforts leading up to the development of the sixth-
generation mortar by the IRA as primitive war devices. However, with the introduction of the
sixth-generation mortar, we can assert that the IRA managed to meet military standards (Ryder,
2005, p.230).

We can assert that the sixth-generation mortar, first deployed in September 1974, was
the first reliable military equipment developed by the IRA. For the first time, propellers and
fins were employed in the mortar, increasing the range to 1200 meters. This provided the
organization with significant advantages during the use of the mortar in operations.
Additionally, the base plate of the troublesome mortar mentioned in the early generations was
elevated to military standards, enhancing durability. New electronic components were
introduced for timing and ignition, and a remote control mechanism was utilized, making a
substantial contribution to operational security. The organization, successful in producing a
mortar that met world military standards, employed this generation in attack activities over the

following years (Oppenheimer, 2009, p.231).

The main difference in the 7th and 8th generations of mortars from the 6th generation
was the inclusion of more explosive material. However, in these two generations, there was an
increase in the deviation rate from the target. Especially, the 8th Generation Mortar was
designed as a combination of some features from previous generations. They used the tail fins
of the 3rd generation mortar and the wind-operated propeller of the 6th generation mortar in the
8th Generation. They almost quadrupled the mortar tube and thus managed to increase the
explosive capacity to six times. Additionally, electronic mechanisms were added to the 8th
Generation mortars, and they were electronically launched with a 2.5-second gap between each
shot. This mechanism became a standard feature in later models. The fundamental motivation
for the changes made in the 8th Generation mortar appears to be to cause more damage with a
higher amount of explosive (Ryder, 2005, p.230-240).

In the 9th generation mortar, the goal remained to develop a mortar that would cause
more damage than the previous generation. In this context, the bomb system was completely
changed in the 9th generation; the mortar tube was shortened and widened, and a 5 kg gas
cylinder was used. Due to the risk of early detonation of the industrial gas cylinder, a remote
control mechanism was employed. Despite experiencing high target deviations, this generation
was preferred due to its high explosive effect (Ryder, 2005, p.230-240).
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The 10th generation mortar, launched by the IRA in 1979, was frequently used in
Northern Ireland. One reason for this could be attributed to its production of the first death case
related to the mortar in April 1980. Simultaneously prepared for the Downing Street attack in
1991, this mortar had the capacity to detonate 11 kg of explosives up to 300 meters. The
Downing Street attack involved mortars slightly larger than 10 cm in diameter and 120 cm in
length. Additionally, the 10th generation mortar emerges as the first IRA mortar with multiple
launch capabilities. It successfully produced a complex mechanism with both electronic control
and a mechanical mechanism fixed with pins to weights at the base of the mortar. The
electronically fired device had a high probability of target deviation. An interesting mechanism
was employed in the 10th generation as well: the mortars included an incendiary designed to
eliminate evidence by causing a fire after firing. This kit was later standardized in subsequent
models (Ryder, 2005, p.40).

The range of the 11th generation mortar was extended to 500 meters, and, unlike its
predecessors, it could carry 50 kg of explosives. It emerged as a product of IRA’s motivation

to use more explosives and cause greater damage (Ryder, 2005, p.232).

The 12th generation mortar, despite being a smaller model, had a capacity to carry 2.5
kg of Semtex (a highly powerful plastic explosive). It was first used in 1989 and can be
considered a unique firearm, as it cannot be precisely labelled as a mortar. Describing it as a
mortar, armor-piercing rocket, hand grenade hybrid could be more accurate. It was used against
armored vehicles regularly employed by the UK Army and achieved significant successes in its

operational use (Ryder, 2005, p.40).

Up to the 13th generation, we observed that in mortars developed by the IRA, the factors
of excessive explosive and range could be considered as elements that need to be sacrificed for
each other. To increase the range, explosive weight should be reduced, and to increase explosive
weight and effect, there is a need to sacrifice range. With the 13th generation in 1990, the IRA
began to focus again on causing significant damage with more explosives. In this generation,
they developed a mortar that could carry 36 kg of explosives but was fired at a short range. In
1992, in the 14th generation, they developed a mortar that could carry a relatively lower 20 kg
of IED (Improvised Explosive Device) but had a longer range compared to the previous
generation (Ryder, 2005, p.16).

In the 15th generation used in 1992, significantly more explosives were used compared
to previous versions. A total of 75 kg of explosive was utilized, and in addition, coins were

placed inside the explosive to create a shrapnel effect during the explosion. The 15th generation
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mortar gained notoriety as a barracks hunter. Firing and targeting mechanisms were improved,
and deviations from the target were reduced. The firing range was extended to 100-150 meters.
The mortar, three meters in total length, was fired from a barrel and triggered by a photoflash
bulb attached to the bucket of an excavator. The 15th generation became a high-impact mortar
with its unique features, and its reuse was not possible. IRA’s choice reflects their tendency to
use everyday items to avoid detection by UK intelligence and security forces (Ryder, 2005,
p.16).

From 1994 to the present, the 16th generation mortar has been more frequently used.
With the 16th generation, the design returned to the previous models held on the shoulder, and
a horizontal mortar similar to the 11th generation was created. The single-use mortar, fired from
a 75 cm long tube, had a more compact design that could hit from 50 meters. The 16th
generation mortar contained one and a half kilograms of Semtex. With the high impact of
Semtex, it became capable of penetrating armored vehicles (Horgan and Taylor, 1997, p.1-37).

It can be said that IRA’s development of mortars in a total of 16 generations was the
result of a 22-year accumulation between 1972 and 1994. The features of mortars were
developed considering factors such as the target, the applied area, and the safety of organization
members. Particularly after the 6th generation, with the experiences gained, mortars that

resonated worldwide emerged.

In the development process of the mortar, both individual and institutional dynamics
played a role. Especially after the 1970s, one of the most important departments of the IRA
became the Engineering Department. Individuals who played a significant role in the
Engineering Department were sometimes talented amateurs who learned the trade in their
kitchens. Among the most important of these was Shane Paul O’Doherty, who made a name
for himself in the production of mortars and bombing equipment in the 1970s. In the 1980s,

Patrick Flood became a prominent figure (Ackerman, 2016, p.12-34).

From the 1980s onwards, a few trained experts, rather than amateur terrorists like
Patrick Flood, stood out in the Engineering Department. Among these names, Richard Johnson
and Eamon McGuire are prominent. These individuals received education in electrical

engineering and aviation engineering (McGuire, 2006)

In addition to educated individuals, it has been understood that uneducated individuals
infiltrated military sources through various means and gained knowledge about bomb devices

and production. Some received training in countries that supported them, such as Libya. One
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of them is Patrick Magee, who went to Libya in the 1970s, the golden age of mortar production.
In addition to these names, Frank McGuiness and Gabriel Cleary, who researched military
information of Russian and German origin from the first half of the 20th century for the
organization, are considered figures who succeeded in accessing these sources and laid the
foundation for the first mortar adventure (Moloney 2002). These names appear as significant
figures in the organization’s Research and Development department. Alongside these names,
other individuals who made substantial contributions to mortar development within the
organization include Bernard Fox, Ciarain Chambers, and James Monaghan, known as
‘Mortar.” (Paul and Horgan, 2013)

4. The IRA and the Technological Development Process

The IED systems of the IRA were primitive in structure before the 1970s. This simple
and primitive structure emerged as a fundamental factor that facilitated the work of bomb
disposal experts. However, in the late 1970s, the IRA began to incorporate secondary simple
mechanisms as an innovative activity into the IEDs. These secondary devices were generally
preventative or countermeasures against opening and could be defined as a kind of micro-switch
system. With this small innovation, by the end of the 1970s, two bomb disposal experts from

the UK security forces were killed.

The innovation activities of the IRA and the measures taken against them developed
rapidly. In terms of IEDs, the primitive methods initially used were followed by the use of
commercial explosives, small mechanical switch systems mentioned above, timers for use in

vehicles, explosives sensitive to light sensors, and infrared systems (Ryder, 2005, p.40).

The returns of these developments and innovative activities were especially used in
mortar attacks associated with the IRA. Organizational learning experienced through the
inclusion of electronics in IEDs subsequently led to radical innovations in electronic timer units,
radio initiation systems, and much later, infrared and light sensor initiation systems (Ryder,
2005, p.118).

Another innovation of the IRA stemmed from the strict controls imposed by UK
legislation on materials that could be commercially obtained and used in explosive production.
After the effective implementation of this control mechanism, the IRA turned to homemade
explosives. However, the difficulty of carrying and storing such explosives due to their larger
size led the organization to strategically shift towards car bomb applications. This method not

only attracted less attention but also provided the required additional space for IEDs. Thanks to
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the electronic igniters and timers mentioned above, effective results were obtained from the
bombs placed inside vehicles. The explosion of the fuel inside the vehicle along with the IED

also became a factor enhancing the bomb’s impact (O’Callaghan, 1999, p.66).

After stringent measures by UK law enforcement, car bombs were eventually replaced
by minibuses. As minibuses were larger, they could carry more bombs and were more effective.
This method employed by the IRA also indicates that development and innovation are, in fact,

reactionary movements (Ryder, 2005, p.152).

The use of minibuses did not prove to be a long-term solution due to the measures taken.
Instead, the IRA focused on developing easily concealable and effective methods.
Consequently, they devised various designs to inflict material damage on UK elements.
Towards the end of the 1970s, an incendiary explosive was developed. This explosive included
an electronic timer unit and an apparatus connected to a container filled with petrol. Metal pipe
pieces were added to enhance the explosion’s impact. This explosive caused more damage than
conventional IEDs, as it increased the explosive force and resulted in post-explosion fires. The
British military statements suggested that the primary cause of explosions resulting in fires in
this new IRA method was petrol (Ryder, 2005, p.190).

In addition to the innovative activities mentioned above, the IRA made significant
efforts to address a fundamental issue. The issue in question was the prolonged nature of the
timer used in explosives. The longer the timer, the more time the organization member
placing/using the bomb would have to escape. Therefore, they conducted serious studies on the
timer issue. The longest delayed device known was used in an assassination attempt on
Margaret Thatcher. In this assassination attempt, the IRA used a video player for explosive
timing and managed to set the explosion approximately 24 days later. However, after the failure
of this method, its widespread use did not materialize. Factors influencing innovation, as
discussed so far, have continuously changed and, as mentioned earlier, have been built on a
reactionary stance. When approached more results-oriented, the organization did not achieve

much success in terms of innovation (Hennessey, 2013).

So, how should we evaluate the phases of IRA’s innovation process from the late 1970s
to the present? To answer this question, it will be necessary to categorically examine the dates

and turning points.

Firstly, the structural change in the IRA occurred in 1977. This change was necessitated

by the need for structural reform to prevent infiltrations into the organization due to pressure
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from British intelligence (Coogan, 2000, p.465). A plan titled ‘Personnel Report,” seized from
an organization member named Seamus Twomey by the UK, emphasized the need for secrecy
and a shift to stricter discipline. The report created new sections within the organization,
outlined new cell structures for urban-based operations, and highlighted new cell structures for
command and functionality. The structures of these new cells defined the new role of IRA’s
women and youth branches, established a new auxiliary unit to take on policing duties in
Catholic strongholds, and brought the political wing Sinn Fein to the forefront. These changes
reduced the emphasis on volunteerism, prioritizing secrecy and discipline. In this context, bomb
makers became more centralized within the organization from 1980 onwards (Coogan, 2000,
p. 465).

The most important factor leading to structural change was the routine nature of actions
and the British intelligence beginning to adapt. If the actions of a terrorist organization become
routine, intelligence efforts to counteract them become easier, as the organization’s actions
become more predictable. In this context, the IRA felt the need for structural changes to break
the mentioned “routine,” triggering one of the motivating factors for innovation

(Paul,Lee,Rethemeyer,Horgan and Asal, 2014, p.52-78).

When comparing the peaks and declines of innovation, it is crucial not to overlook
external aids. During times when external aids were absent or very limited, the IRA engaged in
more innovative activities. However, when external aids increased, innovation decreased. For
example, in the 1980s, when Libya provided the IRA with weapons and explosive support,
innovation was less necessary, indicating a relatively diminished need for innovation within the
organization (Paul and Horgan, 2013, p.435-456).

Conclusion

The impact and traces of the IRA, motivated by the aspiration for the unification of the
island of Ireland and the cleansing of the Ulster region from Protestants and foreigners who
arrived from the neighboring island centuries ago, can still be observed in Belfast today. During
our visit to Belfast in 2014, we made observations, particularly to witness the Northern Ireland
Conflict firsthand. It is possible to assert that social segregation was at its peak during these
observations. Belfast may well be among the foremost unsafe cities in Europe. Although we
have discussed the historical factors that reveal this, when wandering through the
neighborhoods of the city, the segregation and insecurity in the city, perhaps due to its
infrequent appearance in the media, are inevitably unsettling. A wall, named the Peace Wall,

divides the city. On this wall, one can see pictures and writings of various terrorist leaders
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supported by the IRA. For example, images and symbols such as the terrorist leader Abdullah
Ocalan, Yasser Arafat, and the Catalonia flag can be found on the walls. In the same city, on
one side, there is a statue of Queen Victoria, revered by supporters of the United Kingdom in
the city square, and on the other side, one can see the graves of deceased militants of the IRA
and the sites they call martyrs. In this context, it can be said that the IRA actually operated in
an environment where it was difficult to be distinguished and detected by the British Army. As
for the activities of the IRA, it can be said that they emerged as one of the longest paramilitary
organizations in modern times. What truly brought the IRA to the forefront globally was the
IED technology and, consequently, the mortar technology it developed. While the IRA was
indeed a terrorist organization with a broad repertoire, including classic armed attacks,
kidnapping, assassination, hostage-taking, and sniper attacks, what stood out most was their
expertise in IED and mortar technology. The IRA’s expertise in this regard has advanced to the
point of transferring technology to other terrorist organizations worldwide. The IRA’s mortar
technology has surfaced in conflicts in Israel, Spain, Afghanistan, Colombia, Lebanon, and

Iraq. Therefore, the IRA’s mortar technology has proven to be pioneering on a global scale.

The innovations of the IRA were designed in the two regions of Northern Ireland where
it operated for approximately 30 years. Moreover, only 7 years out of the 30 emerged as the
actual years of innovation. Especially, the South Armagh Brigade stood out in innovation
activities. Considering that the IRA’s innovative activities occurred within a limited time frame
(7 years) and only in two of the six operational regions over a period of 30 years, when
examining the scale of innovations over time, it suggests that the productive outcomes of
tactical innovations by a terrorist organization may be interrupted when some of the influencing
factors are eliminated or when a routine set of behaviors and tactics institutionalizes.
Ultimately, despite emerging in a limited region and within a limited time frame, the innovative
activities of the IRA have had a global impact and have been transformative developments that

have influenced other terrorist organizations.

38



Tolga OZTURK

REFERENCES

Gumilev, L.N. (2003). Eski Ruslar ve Biiyiik Bozkir Halklar1. Selenge.

Jackson, B. A. (2005). Provisional Irish Republican Army. B. A. Jackson, J. Baker, K. Cragin,
J. Parachini, H. R. Trujillo, P. Chalk (Ed.), Aptitude for Destruction, 2, Rand Corporation.
93-140.

Hennessey, T. (2013). Hunger Strike: Margaret Thatcher’s battle with the IRA, 1980-1981.
Irish Academic Press.

Ackerman, Gary A. (2016). The Provisional Irish Republican Army and the Development of
Mortars. Journal of Strategic Security, 9(1), 12-34.

Amabile, T. M. (1996). Creativity in Context: Update to “The social psychology of creativity.”
Boulder, CO: Westview Press

Anderson, N., & Gasteiger, R. M. (2007). Helping creativity and innovation thrive in
organizations: Functional and dysfunctional perspectives. Research companion to the
dysfunctional workplace: Management challenges and symptoms, 24(422), 107-128.

Clancy, M. A. C. (2016). Peace without consensus: Power sharing politics in Northern Ireland.
Routledge.

Coogan, T.P. (2000) The IRA. New York, NY Palgrave

Dewar, R. D., & Dutton, J.E. (1986). The Adoption Of Radical And incremental Innovations:
An Empirical Analysis. Management Science, 32(11), 1422-1433.

Frank Wright. (1996) Ulster: Two Lands, One Soil, Gill&McMillan
Gill, P., Lee, J., Rethemeyer, K. R., Horgan, J., & Asal, V. (2014). Lethal connections: The
determinants of network connections in the Provisional Irish Republican Army, 1970-

1998. International Interactions, 40(1), 52-78.

Gill, P., Horgan, J., Hunter, S. T., & D. Cushenbery, L. (2013). Malevolent creativity in terrorist
organizations. The Journal of Creative Behavior, 47(2), 125-151.

Gill, P., & Horgan, J. (2013). Who Were The Volunteers? The Shifting Sociological And
Operational Profile of 1240 Provisional Irish Republican Army Members. Terrorism and
political Violence, 25(3), 435-456.

Holland, J. (1999). Hope against history: the course of conflict in Northern Ireland. Hodder &
Stoughton.

Horgan, J., & Taylor, M. (1997). The provisional Irish republican army: Command and
functional structure. Terrorism and Political Violence, 9(3), 1-32.

Kennedy, L., & Ollerenshaw, P. (Eds.). (2013). Ulster Since 1600: Politics, Economy, And
Society. Oxford University Press, USA.

39



Tolga OZTURK

Perceval-Maxwell, M. (2021). The Scottish migration to Ulster in the reign of James I (Vol.
25). Routledge.

McGuire, E. (2012). Enemy of the empire: Life as an international undercover IRA activist.
The O’Brien Press.

Moloney, E. (2007). A Secret History of the IRA. Penguin UK.
O’Callaghan, S. (1999). The informer. Random House.
O’Doherty, S.P. (2011) The Volunteer. New York: Strategic Books Publishing.

Oppenheimer, A. R. (2008). IRA, the bombs and the bullets: A history of deadly ingenuity. Irish
Academic Press.

Ryder, C. (2005). A Special Kind of Courage: 321 EOD Squadron--Battling the Bombers.
Methuen.

Smith, M. L. R. (2002). Fighting for Ireland?: the military strategy of the Irish Republican
movement. Routledge.

40



Giivenlik ve Istihbarat Calismalan Dergisi
Journal of Security and Intelligence Studies

Yil/Year: 2023
Cilt/Volume: 1
Sayv/Issue: 1

Makale Gelis Tarihi: 09/09/2023 Makale KabulTarihi:19/12/2023
Received: 09/09/2023 Accepted: 19/12/2023

Auf Bilgisi/Citation
Senel, Atakan. “Mozambik’te Dogal Gaz Kesfi ve Terorizmin Ortaya Cikisi: Bir Etkilesim Analizi”. Giivenlik ve
Istihbarat Calismalar1 Dergisi, c.1 s.1 (2023): 41-52.

Makale Bilgisi/Article Information
Arastirma Makalesi/Research Article

MOZAMBIK’TE DOGAL GAZ KESFi VE TERORIZMIN ORTAYA
CIKISI: BiR ETKILESIM ANALIZI

Atakan SENEL!

Oz

Bu ¢alisma, Mozambik'te 2010 yilinda Rovuma havzasinda diinyanin en biiyiik dogal gaz rezervlerinden
birinin kesfedilmesi ile 2014 yilinda ortaya c¢ikan selefi/tekfiri terorizm arasinda bir etkilesim bulunup
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gelismelerden etkilenen sektorler ve bu iki gelismenin uluslararasi aktérlere nasil bir hareket alanm sagladigi
incelenmigtir. Sonug olarak bulgular iki fenomen arasinda bir baglanti oldugunu ancak iligkinin tam dogasinin
karmasik bir yapida bulundugunu géstermektedir.
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Abstract

This study discusses whether there is an interaction between the discovery of one of the world's largest
natural gas reserves in the Rovuma Basin in Mozambique in 2010 and the emergence of Salafi/Takfiri terrorism
in 2014. Within the framework of the study, the general energy outlook in Mozambique and the impacts of the
natural gas discovery on the country's energy and economic sectors, the Salafi/Takfiri terrorism that emerged
since 2014, the sectors affected by these developments, and how these two phenomena provided an operational
field to international actors are examined. In conclusion, the findings indicate that there is a connection between
the two phenomena, but the nature of the relationship is complex.
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Giris

1975 yilinda bagimsizligimi kazanmis, genis dogal kaynaklara sahip, ancak karisik bir
tarithle bugiine gelen bir Giineydogu Afrika lilkesi olan Mozambik, Portekiz’in somiirge
yonetimine son vermesinin ardindan uzun siiren ve yikici bir i¢ savas yasamistir. I¢ savasin
1992°de sona ermesinden bu yana, Mozambik 6nemli bir ekonomik biiyiime ve politik istikrar

donemi yagamistir, bununla birlikte hala ciddi sosyoekonomik zorluklarla kars1 karsiyadir.

Son yillarda Mozambik, iilkenin kuzeyinde biiylik dogal gaz rezervleri kesfetmistir.
Ulkenin ekonomik gériiniimiinii dnemli l¢iide degistirme potansiyeline sahip olan bu rezervler
ayn1 zamanda halihazirda mevcut olan toplumsal ve politik gerilimleri tirmandirmistir.
Ozellikle bulunan dogal gaz rezervlerinin ortasinda yer alan Cabo Delgado eyaletinde artan

teror olaylari iilkenin en 6nemli giivenlik sorunu haline gelmistir.

Bu makalenin amaci, Mozambik’teki yeni enerji kaynaklarimin bulunmasi ile terdr
faaliyetlerindeki artis arasinda bir etkilesim olup olmadigini arastirarak akademik literatiiriinde
goriilen boslugun doldurulmasidir. Bu cercevede, dncelikle Mozambik’in enerji profili ve
tarihsel arka plani, 6zellikle de biiylik dogal gaz rezervlerinin kesfi ele alinacak, ardindan,
Mozambik’teki terdr faaliyetleri, 6zellikle Cabo Delgado’da aktif olan Al-Sunna teror orgiitii
hakkinda ayrintili bir degerlendirme yapilacaktir. En sonunda, enerji kesifleri ve terorizm

arasindaki potansiyel etkilesim tizerine bir analiz gerceklestirilecektir.
1. Mozambik’in Enerji Profiline Genel Bir Bakis

Genis ve cesitli enerji kaynaklarina sahip bir iilke olan Mozambik’in enerji profilini
anlamak i¢in {ilkedeki enerji kaynaklarmin ve bu kaynaklarin iilke iizerindeki etkisini
incelemekte fayda miitalaa edilmektedir. Mozambik’in enerji gegmisi, 6zellikle hidroelektrik
enerji ve kémiir iizerine yogunlasmistir. Ulke, Cahora Bassa Hidroelektrik Santrali’nin 1974’te
tamamlanmasiyla birlikte nemli bir hidroelektrik enerji tireticisi haline gelmistir (Isaacman &
Morton, 2012). Bu santral, hala Mozambik’in enerji liretimindeki en 6nemli bilesenlerden biri

olarak konumunu korumaktadir (WorldBank, 2018).

Mozambik, Tete bolgesindeki Moatize komiir havzasi dahil olmak tizere 6nemli komiir
rezervlerine sahiptir. Bu rezervler, Mozambik’in enerji profilinde 6nemli bir rol oynamaktadir.
1980’11 yillarin basinda Tete eyaletinde kesfedilen Moatize komiir havzasi iilke genelindeki
enerji talebinin biiyiik bir kismin1 karsilamaktadir (World Bank, 2015). Mozambik ayrica,

ozellikle giines ve riizgar enerjisi olmak tizere yenilenebilir enerji kaynaklarina da sahiptir.
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Ulkenin giines enerjisi potansiyeli yiiksek olup riizgar enerjisi i¢in de baz1 bolgeler potansiyel

tagimaktadir (IRENA, 2012).

Diinya dogal gaz rezervleri ve Mozambik ag¢isindan ¢ok onemli bir gelisme 2000
sonrasinda yasanmis, 2010 yilinda Mozambik’in Rovuma havzasinda diinyanin en biiyiik
stvilastirilmis dogal gaz rezervlerinden birine ev sahipligi yaptigi kesfedilmistir (Friithauf,
2014). 15 Mayis 2012 tarihinde Ulusal Petrol Enstitiisii (Instituto Nacional de Petroleo-INP),
iilkenin bagkenti Maputo’da, Mozambik’in kuzeyindeki Cabo Delgado vilayeti sinirindaki
Rovuma havzasinda biiyiik dogal gaz yataklarinin kesfedildigini duyurmustur. Kesif, merkezi
Teksas’ta bulunan bir Amerikan petrol sirketi olan Anadarko Petroleum Corporation tarafindan
yapilmistir (INP, 2012, s.1’den aktaran Alfiado, 2023, s.37).

Bu bolgedeki calismalar, 1980’11 yillarda baslamistir. Arastirmalar sonucunda 2010
yilinda bu havzadaki ilk biiylik kesif agciklanmig ve bunu diger dnemli dogal gaz kesifleri
izlemistir. Rovuma havzasindaki gaz kesfi ile birlikte bu bdlgede 3 biiyiik proje giindeme
gelmigtir: Total E&P Mozambique Area 1 Limited tarafindan yiiriitiilecek Golfinho/Atum
Projesi, Eni tarafindan hayata gegirilecek Coral Sul FLNG Projesi ve Mozambik Rovuma LNG
(MRV) tarafindan ytiriitiillecek Rovuma LNG Projesi (INP, 2014’den aktaran Alfiado, 2023,
s.37).

Bunlara ek olarak Anadarko ve Eni sirketleri, 2013 yilinda sivilagtirilmis dogal gaz
tesisleri insasi i¢in 50 milyar dolar yatirnm yapacaklarini ilan etmistir (Weeden, 2013). Buna
gore sivilagtirilmis dogal gaz tiretimi igin tesislerin insasina 2014 yilinda baslanmasi, tiretim ve
ihracatin ise 2018 yilinda yapilmasi planlanmis, Baslangigta 20 milyon ton/y1l olan kapasitenin
daha sonra 50 milyon ton/yila ¢ikarilmasi ve ana hedefin Asya pazari olmasi 6n goriilmiistir.
Bu planlamalar cergevesinde Mozambik’in bu projelerle, -birkag yil i¢inde- Katar ve
Avustralya’nin ardindan diinyanin en biiyiik iiciincii dogal gaz tireticisi konumuna gelebilecegi
yoniinde degerlendirmeler sz konusu olmustur (Sousa, 2013’den aktaran Alfiado, 2023, s.37).
Bir baska ifadeyle s6z konusu havza ve rezervin biiyiikligii tilke ekonomisini koklii bir sekilde
degistirme potansiyeli tasidigr yoniinde degerlendirmeler vardir (Cuvilas, Jirjis ve Lucas,
2010). Bu dogal gaz rezervlerinin kesfi, Mozambik’in enerji ve ekonomi politikalarinda biiyiik
bir degisiklik yapilmasim1i  gerektirmistir. Mozambik hiikiimeti, havzaya yonelik
gergeklestirilecek projeler i¢in iilkeye yabanci yatirimcilart ¢ekmek ve bu rezervlerin
ekonomiye fayda saglamasini saglamak maksadiyla bazi politika degisikliklerine gitmistir

(Friihauf, 2014).
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2. Mozambik’e Teroriin Geri Doniisii

Bu boliime baslarken terdriin kaynagina iliskin tezlere yer vermekte fayda
goriilmektedir. Bunlardan biri dis destek tezidir. Bu, devlet diizeyindeki analizleri igerir. Bu
analizlerde, devletlerin dogrudan ya da dolayli olarak terdrizmi destekledigi ya da devlet
destekli ter6rizm teorileri ele alinir. Ayrica diasporalar, miilteciler, diger teror orgiitleri ve sivil
toplum kuruluslar1 gibi devlet dis1 aktorlerin sagladigi yardimlar da dis destek olarak kabul
edilir. Bu baglamda dis destek, isyanin siyasi siirlarinin 6tesinden gelen her tiirlii yardimi
kapsayan genis bir terim olarak tanimlanir. Dis destek hakkinda cesitli vakalar tizerinden
yapilan genis capli bir literatiir bulunmaktadir. Ornegin, Jeffrey Record’un on farkli vakay:
inceleyerek dis destegin isyanci orgiitler i¢in normal oldugunu ve bu destegin giic dengesini
degistirebilecegini belirtmesi bunlardan biridir. Ancak, dis destek isyanci orgiitler i¢in mutlak
bir zaferi garanti etmez. Bard E. O’Neill ise halk desteginden yoksun isyanci hareketlerin dig
destege daha fazla ihtiya¢ duydugunu, kendilerinden giiglii devletlere karsi ¢ikan orgiitlerin
siyasi ve askeri kapasitelerini artirmak i¢in dis destege basvurdugunu vurgular. iletisim, bilisim
ve ulasim olanaklarinin genislemesi de dis destek alma siirecini kolaylastirir. Isyanci drgiitler,
gelisen teknolojiler sayesinde dis destek elde etme konusunda daha avantajli hale gelmis ve bu
imkanlar tizerinden yaptiklar1 propaganda ile daha genis kitlelere ulagsma sans1 bulmuslardir

(Tash, 2023, 5.32).

Ote yandan bir devletin veya diger olas1 destekgi aktdrlerin yardimiyla tam tesekkiillii
bir terdr Orgiitii olusturmanin oldukga zor, hatta neredeyse imkansiz oldugu diistiniilmektedir.
Basgka bir deyisle, zaten var olan bir 6rgiitiin faaliyetlerini daha etkin bir sekilde devam ettirmesi
icin dis destek arayisi ve talebi daha mantikli bir analiz sunar. Bu nedenle, dis destegi teroriin
asil kaynag olarak gérmek yerine, onun gelisimine katki saglayan bir faktor olarak ele almak
daha dogru olur (Tasli, 2023, 5.33). Dolayisiyla orgiitsel diizlemde terdriin kaynagini aragtirmak

da Mozambik vakasini anlamak bakimindan faydali olacaktir.

Bu baglamda Crenshaw’in yaklagimlar1 agiklayici bir ¢erceve sunmaktadir. Crenshaw,
terdrizmi otomatik bir tepki ya da tamamen hesaplanmig bir strateji olarak degil, bilingli bir
secim Ve iradi bir siyasi eylem olarak tanimlar. Ona gore terdrizm, hiikiimete karsi ¢ikmak igin
bir Orgiitiin almas1 gereken bilingli bir siyasi kararin sonucudur. Crenshaw, terdrizmin
nedenlerini ¢esitli durumsal ve pratik kosullarin birlesmesi olarak goriir. Bu kosullar1 iki ana
kategoriye ayirir: kok nedenler (uzun vadeli ve yapisal) ve tetikleyici faktorler (kisa vadeli).
Ancak, bu durumsal kosullarin her zaman terdrizme yol agmadigini belirtir. Crenshaw, kok

nedenleri daha detayli siniflandirir; birincisi terérizme yol agan firsatlari sunan kosullar, ikincisi
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ise terorist faaliyetlere ilham veren ve onlar1 motive eden durumlardir. Crenshaw, terérizmin
kitlesel pasiflik ve elitlerin memnuniyetsizliginin kesistigi bir noktada ortaya ¢iktigini vurgular,
ozellikle elitlerin memnuniyetsizligine dikkat ceker. Crenshaw’a gore, terdr Orgiitlerinin
dogusu ve gelisimi, kitlelerden farkli motivasyonlara sahip Oncii bireylerin uygun ortami
algilamas1 ve gerekli kaynaklara ulagsmasiyla miimkiin olur. Elitlerin veya oncii kisilerin
terérizme bagvurmasinin nedenleri ideolojik olabilir ya da baska segeneklerin olmadigi

iddiasina dayanabilir (Crenshaw, 1981, s5.379-399’dan aktaran Tasli, 2023, ss.29-30).

Tarihinde yikic1 bir i¢ savas bulunan Mozambik, 6zellikle 2014 yilindan itibaren {ilkenin
giivenligini derinden sarsan ciddi teror saldirilariyla karsi karsiya kalmistir. Global Terrorism
Database’e gore Mozambik’te 1995-2010 yillar1 arasinda yasanan toplam terér saldirist 3 iken
bu say1 2014 yilinda 20’ye, 2017 yilinda 80’e, 2019 yilinda ise 220’ye ¢ikmugtir. Saldirilarin
352°si (%37.9) silahli saldiriyken, 239’u (%25.7) altyapr tesislerine sabotaj seklinde
gerceklestirilmistir. Saldiri tipleri arasinda tigiincii siray1 149 kez (%16) ile rehine alma/kagirma
takip etmektedir. Gergeklestirilen saldirilarin %70’inden fazlasi iilkenin kuzey eyaletlerinde
gerceklesirken saldirilarin tamamima yakin selefi/tekfiri 6rgiit Ehli Siinnet vel Cemaat (ingilizce
kaynaklarda Ahlu Sunna Wa-Jama/ASWJ olarak ge¢mektedir) tarafindan gerceklestirilmistir.

Mozambik’te teror saldirilarinin agik bir sekilde artis1 ve lilkenin kuzey eyaletlerinde
ayaklanmaya evrimlesen teror saldirilart Ekim 2017°de {ilkenin liman kenti Mocimboa da
Praia’da seriatin (yani dine dayali oldugu iddia edilen toplumsal/siyasal bir diizenin)
getirilmesini talep eden bazi sahislarin polis karakoluna saldirmasiyla baglamistir. O donemde
(Somali’deki orgiitle ayn1 adi tasiyan ancak bir iltisaki bulunmayan) Es Sebap adini tasiyan bu
orgiit, daha sonra kendilerine “Ehli Siinnet vel Cemaat” demeye baslamistir. Mocimboa da
Praia’daki bu isyancilar genel olarak kiyafet, alkol gibi somut imgeler {izerinden {ilkenin
diizenine iligkin talepler yoneltmekteydi. Bu faaliyetlerin tarihsel kdkeni ise 2015°te Pangane
kasabasinda alkol yasagi getirmeye calisan bir sahsin ¢ikardigi ¢catismada bir polisin 6lmesinde

bulunmaktadir. Bu hususlar, terdriin kaynak buldugu kok nedenler olarak da goriilebilir.

Cabo Delgado bolgesi, terorist faaliyetler bakimindan 6ne ¢ikmaktadir. Bunun nedeni
bir yandan hiikiimetin saldirilar1 yeterince anlamlandiramamasi iken, diger taraftanda da bu

bolgeye yonelik olumsuz uygulamalar olarak ifade edilebilir.

Cogunlugu Katolik olan bir iilkenin %50’sinden fazla niifusu Miisliiman olan Cabo
Delgado eyaletinde bulunan Mozambik Islam Konseyi temsilcileri, Ekim 2017°de
Mocimboa’da giivenlik giiglerine yonelik ilk saldirilarla kendini gosteren bu artan radikallesme

ve teror konusunda yetkilileri uyardiklarini sdylemesine ragmen hiikiimet bu saldirilarin
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potansiyelini hafife almistir (Lister, 2020). 2018 ve 2019 boyunca Es Sebab’in teror faaliyetleri
sik ve daha ¢ok zayiat igerir hale gelmis, Eyliil 2018’de Piqueue koylinde 12 kisi 6ldiiriilmiis,
55 ev yakilmistir. Bunun yan sira 2020 yilinda saldirilarinin zirvesine gelen ASWJ’ye DEAS
Orta Afrika yapilanmasi da katilmis, tlilkede selefi/tekfiri terorizm agisindan biiylik 6lgekli
saldirilar ciddi bir ivme kazanmistir (UNSC, 2020). Kald1 ki orgiit 2019°un son aylarindan
itibaren kendisini DEAS-Mozambik Yapilanmasi (1IS-Mozambique) adiyla anmaya baslamigtir
(DN, 2023).

Olumsuz uygulamalara bakildigindaysa, O6rnegin Emily Estelle ve Jessica Trisko
Darden’a gore (2021, s.7) Cabo Delgado, Mozambik Hiikiimeti tarafindan marjinallestirilmisti.
Bunu da elektrik kullanim orani, internete erisim, kadinlarin egitim imkanlar1 gibi
parametrelere baglamaktadir. Yazarlara gére Cabo Delgado’da elektrige erisimin bolgedeki
ailelerin %12,5’1 ile sinirlidir. Internete erisimin de benzeri sekilde diisiik orandadir. Kadinlar
icin egitime ulasmast %17,5 seklindedir ki bu oran baskentte %80’nin {izerindedir. Bu ve
benzeri gerilimler, bolge halki nezdinde kendilerinin sevilmedigi ve unutuldugu gibi bir algiya
neden olmustur (Makonye, 2020:63). Bu algilar, terére kaynaklik etmesi bakimindan kisa

vadeli tetikleyici nedenler olarak ifade edilebilir.

Bu alg1 zemini, etnik ve dini gerilimler, Tanzanya’daki tekfiri-selefi gruplarin bolgeye
etkileri, bolgedeki Vehhabilik faaliyetleri ile birlestiginde sonug terorist faaliyetler olarak
somutlasmistir (Estelle ve Darden, 2021). Siir 6tesinden gelen etkiler ise Mozambik’teki

terérizmin dis destek boyutuna isaret etmektedir.

Teror faaliyetleri, 2019 ve 2020°de cografi olarak da yayilmis, uzak kuzeydogu kiy1
bolgeleriyle sinirli kalan onceki saldirilarin aksine ¢atigsmalar kademeli olarak giineye,
blinyesinde 6nemli bir liman bulunan Pemba kentine taginmistir. BM Miilteciler Yiiksek
Komiserligi (BMMYK), Cabo Delgado eyaletinin 16 ilgesinden 9’unun terérden etkilendigini
ifade etmistir (Schlein, 2020). Bunun yani sira Agustos 2020 yilinda DEAS Orta Afrika
Yapilanmasi, Mocimboa da Praia’y1r tamamen ele gecirmis, Mozambik ordusu liman1 geri
almak icin genis capli bir operasyon baglatmistir. S6z konusu saldir1 ise Total sirketinin 20
milyar Dolar1 bulan Afrika’daki en biiyiik yatirnmini agiklamasi sonrasinda gerceklesmistir
(Yeni Safak, 2020). Bolgeye terdrle miicadele amaciyla Rus Wagner ve Giiney Afrikali Dyck
askeri sirketleri girmis, Dyck Yonetim Kurulu Bagkani Lionel Dyck Palma kentindeki
saldirilara iliskin; kentin sokaklarinin cesetlerle dolu oldugunu, helikopterlerle yiizden fazla
kisiyi ancak kurtarabildiklerini, saldirmin ¢ok iyi planlanmis ve koordineli bir sekilde

gerceklestirildigini ifade etmistir (Aktas, 2021). Yasanan catismalar neticesinde Total sirketi
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yatirimini askiya alma karar1 almig, devaminda Avrupa Birligi (AB) Cabo Delgado’da terdrle
miicadele amaciyla 6zel bir askeri misyon olusturmaya karar vermistir (Cinar, 2021). Bunun
akabinde Giiney Afrika Kalkinma Toplulugu (SADC) 15 Temmuz 2021 tarihinde
gergeklestirilen Devlet Baskanlari Zirvesi’nde Mozambik’e 6zel gorev giici gondermeye karar
vermis, Giiney Afrika Kalkinma Toplulugu Mozambik Misyonu (SAMIM) kurularak Cabo
Delgado’da terdrle miicadele etmek maksadiyla gonderilmistir (SADC, 2021). SAMIM
kapsaminda Angola, Botsvana, Kongo Demokratik Cumbhuriyeti, Lesotho, Malavi, Gliney
Afrika, Tanzanya ve Zambiya’dan yiizlerce asker Mozambik’te gérev yapmaya baslamis olup

2020’de 507 olan can kayb1 2021 yilinda 93’e gerilemistir (Kavak, 2022).

Bu siiregte Fransiz Total, ABD’li Exxon Mobil, Giiney Afrikali Sasol ve Italyan Eni
firmalariin projelerini devam ettirmistir. Mozambik Devlet Baskani Filipe Nyusi Kasim 2022
ayimda bir agiklama yaparak Avrupa’ya sivilagtirilmis dogal gaz (LNG) ihracatinin resmi olarak
basladigini ifade etmistir (Bloomberg HT, 2022). Bunun yani sira ter6r saldirilariin belirli bir
seviyede kontrol altina alinmasi neticesinde British Petroleum (BP); Ekim 2022 ayinda
Mozambik hiikiimeti ile senelik 3.4 milyar tonluk LNG anlagsmasi imzaladigi duyurmustur (BP,
2022)

3. Mozambik’te Teroriun Etkileri

Bu etkiler en genel olarak Mozambik’in enerji sektoriiniin ve genel ekonomisinin
gelisimini engellemistir. Ornegin Total Energies ve diger enerji sirketleri, giivenlik kosullart
nedeniyle Rovuma havzasindaki projelerini askiya almis veya ertelemistir (Pitman & Scheck,
2022).

Mozambik’te ortaya ¢ikan terdr faaliyetlerinin bir¢ok alana etkisi olmustur. Ulkenin
biiyiik bir enerji ve mali getiri kaynagia kavusmasi iilke igerisinde umut yaratsa da teror
saldirilar1 uzun bir i¢ savas hafizas1 olan toplumun yeniden korkuya kapilmasina neden
olmustur. Teror saldirilar1 sonrasinda iilkeye birgok yabanci askeri misyon girmis, farkli kiiresel
ve bolgesel aktorler bu gatismalara dahil olmus, Kimi sektorler bu gatismalar sonrasinda bolgede

daha aktif hale gelmistir.

Bu cercevede, Avrupa Birligi, 2021°de Mozambik’in Cabo Delgado bolgesindeki
terérizmle miicadele ¢abalarini desteklemek i¢in 100 milyon Euro tahsis etmistir. Bu fonlarin,
silahli kuvvetlerin egitimi, tibbi hizmetlerin iyilestirilmesi ve yerinden edilen kisilere yardim
saglama gibi ¢esitli alanlarda kullanilmasi istenmistir (EU, 2021). Bunun yani sira Amerika

Birlesik Devletleri, 2021°de Mozambik’in terdrizmle miicadele ¢abalarina destek saglamak i¢in
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bir askeri egitim programi baslattigim1 duyurmustur. Bu program dahilinde, ABD Ozel
Operasyonlar Afrika Karargahi (SOCAFRICA) tarafindan Mozambikli askerlere terérizmle
miicadele, tibbi yardim ve insancil hukuk gibi konularda egitim saglanacagi belirtilmistir (US
Embassy in Mozambique, 2021). Diger taraftan iilkenin somiirge tarihinde 6nemli bir yeri olan
Portekiz, Mozambik’in Cabo Delgado’daki terdrizmle miicadele ¢abalarini desteklemek igin
askeri egitim ve damigsmanlhik sagladigini, ayrica Palma bolgesine asker gonderdigini

aciklamistir (France 24, 2021).

Mozambik’te 2010 yilindan itibaren yasanan gelismeler, yalnizca enerji sektoriiniin
dikkatini bolgeye ¢ekmekle kalmamis, yasanan olaylar diger bir ¢ok sektorii de etkilemistir. Bu
cercevede, silah ve gilivenlik sektorii bu gelismelerden biiyiik 6l¢iide fayda saglamigtir. SIPRI
Silah Transferleri Veritabanina gore 2016 ile 2020 yillar1 arasinda Mozambik’e iki biiytlik
konvansiyonel silah teslimati yapilmis olup bunlar; Rusya’dan bir Mi-171 nakliye helikopteri
ve Hindistan’dan iki Fast Interceptor devriye botu olmustur. 2001 ile 2016 arasinda Mozambik
birka¢ biiytik silah ithal etmis, transferler arasinda Brezilya ve Slovakya’dan tedarik edilen
egitim ugagl, Almanya, Portekiz ve Romanya’dan hafif u¢ak ve Ukrayna’dan iki nakliye ugagi
yer almistir (SIPRI, 2023). Mozambik ayrica Cin, Giiney Afrika ve Birlesik Krallik’tan zirhlx
personel tasiyicilart ve Ispanya’dan bir devriye botu satin almistir. 2013 Silah Ticareti
Anlagmasina taraf olmasina ragmen, Mozambik heniiz biiyiik silahlar ve SALW ithalatina
iliskin rapor sunmamistir. Bu durum, Mozambik’in kamuoyu tarafindan onaylanmayan kiiciik

ve hafif silah ithalat1 yapmis olabilecegi seklinde yorumlanmaktadir (Smith, 2021)
Sonug¢

Rovuma havzasinin kesfi ve Al-Sunna’nin yiikselisi arasinda zamanlamaya dayali bir
baglant1 bulundugu sdylenebilecektir. Rovuma havzasinda dogal gaz rezervi bulunmasi 2010,
bu rezervin isletilebilir bir hale getirilmesi ise 2017 yilin1 bulmustur. Diger taraftan
Mozambik’te 2014 yil1 itibariyle terér saldirilart baslatmistir. Elbette, bu durum zamanin ruhu
ile uyumlu kiiresel giivenlik ekosisteminin 6nde gelen sorunlarindan biri kabul edilen DEAS’1n
etkisi ile bagdastirilabilir. Zira ASWJ’nin DEAS ile benzerligi yalnizca ideoloji ve tarihselligi
ile degil, sonradan ayni adla anilmasi bir yana orgiitlerin teskilatlanmasi ve yaptiklar: ideolojik
doktrinasyon ile kullandig1 kavramlar da selefi/tekfiri yapilarin genel ¢ergevesi disinda ayni

goriinmektedir.

Bunun yami sira Mozambik’te ortaya c¢ikan terdrizm ve radikallesmenin tamamen
temelsiz oldugu da sdylenemeyecektir. Zira ¢atismalarin yogun olarak yasandigi Cabo Delgado

eyaleti iilkenin kalan kismindan farkli olarak %50’si Miisliiman olan bir idari birimdir. Bu
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durum dini ayrismalarin, radikallesme ile sonug¢lanmasi ¢er¢evesinde aslinda bir risk alani teskil
etmektedir. Diger taraftan, enerji projelerinin getirilerinin genellikle yerel topluluklara fayda
saglamadig1 ve genis capli ekonomik esitsizlikleri artirdigi belirlenmistir. Bu esitsizlikler ve
adaletsizlik algilari, 6zellikle marjinallesmis ve yoksul topluluklar arasinda huzursuzlugu

kortikleyebilecegi gibi radikallesmeye ve terdrizmin artmasina sebebiyet verebilecektir.

Bu calisma, Mozambik’te son yillarda gerceklesen dogal gaz kesifleri ile terdr
faaliyetlerindeki artis arasinda bir etkilesim olup olmadigini incelemistir. Bulgular, bu iki
fenomen arasinda bir tiir baglant1 oldugunu gosterse de, bu iliskinin tam dogasinin karmagik

oldugunu gostermektedir.
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EXTENDED SUMMARY

Independent in 1975, Mozambique, a Southeast African country with vast natural resources but a
complicated history, experienced a protracted and devastating civil war following the end of Portuguese colonial
rule. Since the end of the civil war in 1992, Mozambique has experienced a period of significant economic growth
and political stability, but still faces serious socio-economic challenges.

In recent years, Mozambique has discovered large reserves of natural gas in the north of the country.
These reserves, which have the potential to significantly change the country's economic outlook, have also
exacerbated already existing social and political tensions. Especially in Cabo Delgado province, which is located
in the centre of the natural gas reserves, increasing terrorist incidents have become the most important security
problem of the country.

The aim of this paper is to fill the gap in the academic literature by investigating whether there is an
interaction between the discovery of new energy resources in Mozambique and the increase in terrorist activities.
In this framework, firstly, Mozambique's energy profile and historical background, especially the discovery of
large natural gas reserves, will be discussed, followed by a detailed assessment of terrorist activities in
Mozambique, especially the Al-Sunna terrorist organisation active in Cabo Delgado. Finally, an analysis of the
potential interaction between energy exploration and terrorism is provided.

It can be argued that there is a timing-based connection between the discovery of the Rovuma basin and
the rise of Al-Sunna. The discovery of natural gas reserves in the Rovuma basin took until 2010, and it took until
2017 to make these reserves operable. On the other hand, terrorist attacks started in Mozambique in 2014. Of
course, this situation can be linked to the impact of DAESH, which is considered one of the leading problems in
the global security ecosystem in line with the spirit of the time. The similarity between ASWJ and DAESH is not
only in terms of ideology and history, but also in terms of the organisation of the organisations, their ideological
doctrine and the concepts they use, apart from the general framework of salafist/takfiri structures.

In addition, it cannot be said that the terrorism and radicalisation emerging in Mozambique is completely
groundless. Cabo Delgado province, where the conflicts are intense, is an administrative unit where 50% of the
population is Muslim, unlike the rest of the country. This situation actually constitutes a risk area in terms of
religious divisions resulting in radicalisation. On the other hand, it has been identified that the benefits of energy
projects often do not benefit local communities and exacerbate widespread economic inequalities. These
inequalities and perceptions of injustice can fuel unrest, especially among marginalised and poor communities,

and can lead to radicalisation and increased terrorism.

This study examined whether there is an interaction between the recent natural gas discoveries in
Mozambique and the increase in terrorist activities. While the findings suggest that there is some kind of link

between these two phenomena, the exact nature of this relationship is complex.
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ISTIHBARAT UZERINE TARIHSEL DUZLEMDE METAFORIK BiR
SENTEZ:

iC GUVENLIK BAGLAMINDA PARAMEDIK YAKLASIM

Nedim MUTLU?
0z
Bu ¢alismada; “istihbarat” ve “giivenlik” kavramlar: tarihsel diizlemde metaforik bir yaklagimla ele
alimmig, sonrasinda giivenlige etki eden faktorler iizerinden, birbirleri ile iliskilendirilerek incelenmigtir.
Istihbarat olgusu merkeze alinarak, geg¢misten giiniimiize, birey, toplum ve uluslararasi giivenlik anlaminda
arastirilmigtir. Istihbarat ve giivenlik nedir sorularina, insamin yasam formuna etkileri iizerinden, metaforik
cevaplar aranmigtir. Istihbarata 6nem vermeyen uluslarin karar mekanizmalarindaki gerceklik, tarihe yon veren
sahsiyetler iizerinden orneklendirilmistir. Bu c¢alismada, istihbarat¢inin giivenlige katkisi, paramedik bir
yaklasim iizerinden anlamlandirilarak iliskilendirilmistir. Sonu¢ boliimiinde, istihbarat kiiltiiriiniin hakim oldugu
yapilarda, savas, strateji, ekonomi, diplomasi gibi bir¢ok alanda basart saglandigi vurgusu yapilarak,
paramedik yaklasim iizerinden kolluk istihbarati tanimlanmaya ¢alisilmigtir. Nitel aragtirma yontemiyle literatiir
taramast yapilarak hazirlanmistir. Istihbarata énem vermeyen toplumlarin nasil giivenlik tehditlerine maruz
kalacaklar:, onem veren toplumlarin ise tehlike ve tehditleri bertaraf edebilme olasiliklart hipotezierdir.
Calisma, giivenlik boyutuyla kavramsal anlamda smurlandirdmistiv. Bu ¢alismanin amaci; i¢ giivenlik
istihbaratimin stratejik énemi vurgulanarak, istihbarat kavramu iizerinden, tarihsel diizlemde metaforik bir sentez
yapmaktir.

Anahtar Kavramlar: Istihbarat, Giivenlik, I¢ giivenlik, Metaforik, Paramedik.

A METAPHORICAL SYNTHESIS ON INTELLIGENCE IN THE
HISTORICAL PLANE;

PARAMEDIC APPROACH IN THE CONTEXT OF INTERNAL
SECURITY

Abstract

In this study; The concepts of “intelligence” and “security” were discussed with a metaphorical
approach on a historical basis, and then they were examined in relation to each other through the factors
affecting security. Focusing on the phenomenon of intelligence, it has been researched from past to present in
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terms of individual, society and international security. Metaphorical answers have been sought to the questions
of what intelligence and security are, through their effects on the human life form. The reality of the decision-
making mechanisms of nations that do not attach importance to intelligence is exemplified through the figures
that shape history. In this study, the intelligence officer’s contribution to security is interpreted and related
through a paramedic approach. In the conclusion section, law enforcement intelligence has been tried to be
defined through the paramedic approach, emphasizing that success has been achieved in many fields such as
war, strategy, economy and diplomacy in structures where intelligence culture is dominant. It was prepared by
scanning the literature using the qualitative research method. Hypotheses are how societies that do not attach
importance to intelligence will be exposed to security threats, and how societies that do care about them will be
able to eliminate dangers and threats. The study is conceptually limited to the security dimension. The aim of
this study is to make a metaphorical synthesis on the historical plane through the concept of intelligence,
emphasizing the strategic importance of internal security intelligence.

Key Words: Intelligence, Security, Internal security, Metaphorical, Paramedic.

Giris
Metafor, bir kelimeyi veya kavrami kabul edilenin disinda baska anlamlara gelecek

bicimde kullanma, (TDK, 2023) ya da aykir1, dikkat ¢ekici sekilde, “kinaye” ve “mecaz” gibi

ogrenmeyi pekistirici ifadeler izerinden benzetme yaparak anlatma tarzidir.

Bu kavram iizerinde bir¢ok calisma ve aragtirma yapilarak, detayli ve aydinlatici
yazilar yazilmis olsa da yapilan arastirmalarin cogunda, “metafor” ile “mecaz” anlamdas
terimler olarak gosterilmis, “metafor” ile “metaforik anlatim” ise birbirinden ayri
tutulmamigtir (Demir ve Yildirim, 2019, s. 1086). Calismanin bundan sonraki bdliimlerinde

metaforik anlatim ifadesi kullanilacaktir.

Bilimsel kesiflerin ¢ogunun ana ¢ikis noktasi, metaforlar olmustur. Metaforlar bilimsel
slirecin bir parcas1 gibi goriilmiis, bu manada yapilan benzetmeler, bilinenlerden yola ¢ikarak
bilinmeyenleri anlamlandirma siirecinde Onemli araglar olmustur. Bu yontemle yapilan
benzetmeler, bir benzesme olarak algilansa da literatiirde metafor olarak gecmektedir. (Gtiler,
2012, s.54) Tarihsel siiregcte yasanan bir¢cok olayda oldugu gibi, istihbarat kavrami da farkl
donemlerde cesitli boyutlarda farkli kisilerin farkli yaklasimlari ile metaforik bir anlatimla

ifade edilmistir.

Istihbarat, iizerinde ¢ok fazla merak duyulan, ilgi uyandiran konulardan birisi
olmustur. Insanoglunun bilinmeyene olan ilgisi, istihbarat adi verilen faaliyetin dziinde
barindirdign gizlilik, kuskusuz bu ilgiyi arttiran sebeplerin en basinda gelir. Istihbarat

kelimesi, Arapgadaki haber kokiinden tiireyen “istihbar” sdzciligliniin ¢ogul halidir.

Genel manada ise devletlerin varliklarint korumak, hedeflerini gerceklestirmek
amaciyla, rekabet halinde olduklar1 veya olmasi muhtemel devlet, gruplar veya sahislarin
niyet, imkan, kabiliyet ve zaaflarin1 6grenmekle birlikte, ayn1 sekilde kendisine yonelen

tehditleri engelleme iizerine kurulu bir olgudur. (Basbakanlik Devlet Arsivleri, 2015, s.15)
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Tiirk tarihinde istihbarat faaliyetlerine bakildiginda, gd¢ maksadiyla aranan yeni
yagam alanlarin1 arastirmak, gorevli kisiler araciligr ile diisman faaliyetlerini takip etmek,
askeri kesifler yaparak savasilacak bolge ve topluluklar hakkinda bilgi toplamak ve istihbarat
amach kullanilan ates kuleleri vasitasi ile gelismeleri ana karargaha iletmek seklinde yapildigi
goriilmektedir. (Tiirk Istihbarat Tarihi, 2021, s.42) Bilindigi gibi ilk Tiirk Devletleri, Orta
Asya bozkirlarinda milattan 6nce ortaya ¢ikmistir. Bu siireg, dnce boylarin bir araya gelmesi,
ardindan yurt edinme ve miiteakiben kendi ekonomisini olusturma yoluyla devam etmistir.
Bunun i¢inde siiphesiz giiclii bir orduya ve istihbarata gereksinim duyulmustur. Giiclii ordu
hem devletin kurulmasit hem de devamlilig1 i¢in siiphesiz 6nemli iken, “istihbarat” diisman
hakkinda bilgi alma anlaminda degerlendirilmistir. 14’{incii yiizyi1lda yasayan biiyiik Islam
diisiiniirii Ibn-i Haldun, ortaya koydugu sosyoloji teorisinde, “cografi faktdrleri” kendi
sosyolojisinin temeli haline getirmistir. Ona gore yeryiiziindeki kiiltiirel-kavmi ve 1rksal
ayriliklar, iklim ve cografya kosullarinin farkliligina dayanmaktadir. Cevresel faktorler bozkir
insanlari siirekli miicadele halinde tutmus ve bu durum onlart askeri giic ve onu
destekleyecek istihbarata siirekli ihtiya¢ duyar hale getirmistir. (Iyiat, 2020, s.36) Geleneksel
devlet yaklasimlari, bireyden toplumun biitiin katmanlarina kadar her alanda huzur ve
emniyeti saglamak icin ¢esitli kurum ve yapilar iiretmistir. Kokii maziden goévdesi atiye
uzanan, Tiirk devlet gelenegi, siyasi, idari, sosyal ve kiiltiirel alanlarda her donem iz birakmis
asil bir yapiya sahiptir. 16 Tiirk devletinin miras1 olarak, bin yillara dayanan tecriibe ve
kazanimlar, 2023 yilinda, 100’tincii yilin1 geride biraktigimiz Cumbhuriyet ile giliniimiize
tasinmistir. Devletler agisindan bakildiginda, sadece cografi sinirlarla ¢izili vatan sathi degil,
maddi manevi ve kiiltiirel varliklarda, ge¢cmisten gelecege tasinan onemli degerler olarak
ortaya cikmaktadir. Istihbarat kiiltiirii de Tiirk devlet gelenegi ile giiniimiize tasinan

degerlerden birisidir.

Bu c¢alismanin amaci; i¢ giivenlik istihbaratinin stratejik onemine vurgu yaparak,
tarihsel diizlemde istihbarat ve giivenlik kavramlarimin gegmisten giiniimiize, bireylerin,
toplumlarin ve devletlerin yasamlarindaki Onemine dikkat c¢ekmek, istihbarata Onem
vermeyen toplumlarin nasil giivenlik tehditlerine maruz kalacagi, 6nem veren toplumlarin ise

tehlike ve tehditlerden nasil arinabilecegi gergegine vurgu yapmaktir.

Bu caligmanin 6nemi ise; temel oncelikleri insan hayatin1 kurtarmak tizere kurgulu
olan, istihbarat ve paramedik yaklasimlar birbirleri ile karsilagtirilarak, i¢ giivenlik faaliyetleri
baglaminda benzerlikleri iizerinden, istihbaratin giivenlige etkilerinin farkli bir ag¢idan ortaya

konmasidir.
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1. Tarihsel Diizlemde Giivenlik ve Istihbarat
1.1. istihbarat Kavram

Istihbarat, merak, beslenme, giivenlik ve barinma gibi temel ihtiyaclarla tarihi siirecine

baglamustir.

“Viicudumuzu sagligimizi korumak i¢in aldigimiz birtakim tedbirler vardir.
Meteorolojik sartlara gore hazirliklar yapar, hastaliklardan korunmak i¢in as1 oluruz. Hava
sogudu, nezle olacagim, grip olacagim deyip ilag aliriz. Istihbarat iste bunlardir.” (Altindal,
2021) Baska bir deyisle yasanilan yerin, toplumun, iilkenin sagligin1 kontrol altinda
tutabilmek icin yapilan faaliyet ya da bu maksatla alinan tedbirlerin biitiinii ve gelecegi dogru

ongormektir.

Istihbarat, insamin ilk caglardan itibaren bilgi edinme, diismanlarma ve rakiplerine
kars1i elde ettigi bilgilerle kendi giivenligini saglama faaliyeti olarak tanimlanabilir.
“Gelecekte gerceklesebilecek olaylarla ilgili en dogru tahmini yapabilmek i¢in gizlilik,
tarafsizlik, dogruluk ve siireklilik ilkesine gore toplanan bilgilerin degerlendirilmesi ile ilgili
calismalardir.” (Acar, 2011, s.73). Insanin merak duygusuyla, baslangigta falciliga ve
astrolojiye dayanan istihbarat, sonralar1 ayrintili kesfe doniismiistiir. (Ates, 2012, s.1) Tek
kelimeyle “istihbarat nedir” sorusunun cevabi “bilmektir”. Ihtiyag olan alanlarda egitim
gormek, cevreyi ve insani tanimak, ikna, inandirma ve aldatma yetenegini gelistirmek, algi
olusturmak, uyanik davranmak, disiplinli olmak, ¢oziimleyici diisiince kazanmak alaninda
durumsal farkindalik yaratmak gibi olgular sayilabilir. Gelecegi 6ngdrebilmek, muhtemel
engellere kars1 tedbir gelistirebilmek, olaylarin arka planina ulagmak bagka bir deyisle gergegi

ogrenmektir.

Homojen bir istihbarat tanimi yapilamamakla birlikte, Tirk Dil Kurumuna gore,
haber, bilgi alma, istihbar etmek, haber almak, duymak, 6grenmek. Yeni 6grenilen bilgiler...
(TDK, 1998, s.1107) seklinde ifade edilmektedir.

Misir yazitlarinda; 5000 yil 6nce yasadigi tahmin edilen Kral Tutmosis’in isgal
altindaki Yafa sehrine, un ¢uvallar igerisinde ajanlar gondererek diisman faaliyetleri hakkinda
bilgi toplattigi, M.O. 5’inci yiizyillda Heredot’un bir ulagin kafa derisine dévme ile gizli
bilgiyt yazdirarak, saglari uzadiktan sonra ulagi aylarca uzakliktaki bir karargahina
gondererek mesaj1 giivenli bir sekilde ulastirmasi, o donemde istihbarat faaliyetlerinin

yiriitiildiigline yonelik giiniimiize ulasan bilgilerdendir.

Cinli Filozof Sun Tzu diinyanin ilk strateji ve istihbarat kitabi olarak bilinen “Harp

Sanat1” isimli eserinde; “Diismanini ve kendini tamirsan her zaman kazanwrsin. Diismanini
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bilmeyip kendini bilirsen bazen kazanir bazen kaybedersin. Kendini de diismanini da
tammazsan her zaman kaybedersin” (Tzu, 2008, s. 204) seklindeki tespitiyle istihbaratin
onemine vurgu yaparken, o zamanki savas stratejistleri istihbarati, “Savasmadan Kazanabilme
Sanat1” olarak tanimlamislardir. Istihbarat eski caglardan giiniimiize savasta zaferi temin eden

en 6nemli faktorlerden birisi olarak goriilmiistiir.

Selguklu Imparatorlugu déneminde vezir Nizam-iil Miilk’{in basarilarinda saraya baglh
casitlik? sisteminin belirleyici oldugu, Nizam-iil Miilk, Siyasetnamesinde; devletin emniyeti
ve toplumun huzurunun saglikli bir sekilde devami i¢in iyi bir istihbarat yapilanmasinin
gerekli oldugu vurgusu, (Simsir, 2015, s. 72) yine Nizam-il Miilk’in memleketin huzura
kavusmasi ve karisikliklarin 6nlenmesinde Sahib-i berid’lerin® &nemli bir rolii oldugu icin
“haklarinda kotii ve siipheli bir hal bulunmayan” kisilerden secilmesinin 6nemine dikkat
cekmesi, (Aydin, 2010, s. 58) radikal bir din akiminin takipgileri olarak tarihe gecen
Hashasiler’in, devletin istihbarat zafiyetlerinden istifade ederek casusluk faaliyetlerinde
orgiitlenmek suretiyle, Selguklu Sarayina kadar sizmalari, Nizamiilmiilk’iin Hasan Sabbah
tarafindan oldirtiilmesi, Selguklu devlet yonetiminin Hasan Sabbah ve beraberindekiler ile
miicadele etmeyi stratejik bir devlet politikasi haline getirmesi, (Ozaydin, 2018, s. 14) Biiyiik
Roma Imparatorlugunun giiciinii titizlikle &rgiitlenen casusluk faaliyetlerinden aldig
yoniindeki tarihi gergekler ile o donemde kiliselerin, yillarca manastirlar1 {izerinden
Miisliimanlarin durumu, davranislari, talep ve tepkileri, tehdit unsuru faktorler gibi birgok
hususta istihbarat toplattig1 yoniindeki bilgiler, istihbaratin, devletlerin gilivenligi lizerindeki

onemini ortaya koyan tarihi gergeklerdir.

Amerikalilar Istihbarat tarihini Incil’e, hatta Nuh Peygambere kadar gotiirerek,
Incil’deki Lerihon sehrini gembere alan Lisus Navin’in sehrin ele gecirilip isgal edilmesi icin
oraya iki adamini géndermesini ornek verirler. ABD’li istihbarat¢1 Ladislas Farago istihbarat
tarthinin daha da eskilere dayandigimi ifade ederek “ilk insanin silahinin tas, degnek ve
istihbarat oldugunu iddia eder.” Farago, Nuh Peygamberin yer iizerinden suyun cekilip
cekilmedigini 6grenmek amaciyla kendi gilivercinini gondermesini, en eski istihbarat 6rnegi

olarak ifade eder. (Ates, 2012, s.1)

Israil devletinin 12 milyon niifusu ile diinyanin 6nde gelen ekonomik, siyasi ve askeri
giicline sahip olmasi, Tevrat’tan aldigi ilhamla MOSSAD’la iligkilendirilir. Bilindigi iizere
Tevrat’ta bir¢ok casusluk ve karsi casusluk faaliyetlerine yonelik emirlere rastlamak

6«

miimkiindiir. Ornegin Tevrat’ta gecen “... Rab Musa’ya dedi ki Israil ogullarina verdigim

2 Cagit, (Casut); Turkler arasinda “gizlemek, gizli bir seyi sdyleyen” anlamlarinda kullanilan sifat.
3 Sahib-i Berid, (Haberci); Tiirk islim devlet yapisinda istihbarat ve posta teskilatina verilen genel ad.
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Kenan diyarina casusluk yapmalar: icin adam gonder” (kutsalkitap.org, 2023) gibi ifadeler ile
Yusa peygamberin Filistin’in fethi sirasinda ajanlar gonderdiginden bahsedilmesi, Musevilere
gore casusluk faaliyetlerini kutsayan birgok ayetin Tevrat’ta bulunmasi, Israil istihbaratini
motive eden dini unsurlardir. Musevi toplumunun Tevrat’tan aldiklar1 bu tiir emirler ile
casuslugu ibadet saymalari, (Tevrat’a gore: diinyanmn farkl farkli iilkelerinde ikamet eden her
Musevi’'nin bulundugu yerdeki gelismeleri rapor etmesi ibadet sayilnmigtir.) Yahudilerin bu
durumu hem dini bir ritiiel hem de emir olarak telakki edip i¢sellestirmeleri, Israil’in Musevi

cemaatleri tarafindan beslenen minyatiir bir istihbarat devleti oldugu algisini1 olusturmustur.

Islam tarihine bakildiginda; Hz. Muhammed (s.a.v)’in, Bedir Savasi’na katilan
kervanlarin hareketi, Uhud Savasi dncesi diismanlarin hazirliklari, Hendek Savasi’ndan once
diisman giiglerinin civar kabilelerle yaptig1 toplantilari takip ettirmesi, glivendigi sahabeler
den Buseybese’yi Mekke’nin ordu komutani Ebu Sufyan’in kervamini “takip” igin
gorevlendirmesi, Buseybese nin kervanin giizergahi, nerelerde konakladigi, kag kisi olduklar1
gibi bilgileri toplayarak peygamberimize aktardigi (Yalgin, 2023) yoniinde glinlimiize ulagan

kaynaklar vardir.

Tarihsel diizlemde, hedefin ve kaynagin “insan” oldugu istihbarat, teknolojik bir
altyapiya ihtiya¢ duymadan insanin dogasina uygun her sart ve kosulda kullanilabilmistir.
Gegmisten giinlimiize bakildiginda, istihbarat faaliyetlerinin temelinde, imkanlar 6l¢iisiinde
her tiirlii teknolojik yetenekler kullanilmis olsa da insanin zihni aksiyonlarinin anlagilmasi,
hedef kitlelerin gercek niyetlerinin ortaya ¢ikartilarak dogru bir sekilde anlamlandirilmasi ve
sahada sagladig1 kolayliklarda eklendiginde insan kaynagmin ve insan istihbaratin (INIS) hig
onemini kaybetmeden siirekli kullanildig1 goriilmektedir. (Kavsiraci, 2020, ss. 712-715)

Ingiltere’nin onemli tarihgilerinden Thomas Carlyle “Tarih, kahramanlarin ve biiyiik
devlet adamlarinin tarihidir. Bunlar ¢ikarildigi zaman tarihten geriye cok az sey kalir. Onlar
milletinin giic kaynagidir” (Siyasetname, 1982, s. v) ifadesi ile; tarihin sekillendirilmesinde
karakterlerin ne kadar 6nemli olduguna vurgu yapmustir.

13

Unlii Fransiz General Napoleon, istihbarat konusundaki diisiincelerini: “... suna
inantyorum ki kazandigim bir¢ok savasin sonucunu askerlerimin cesareti degil, casusluk
denilen o lanetli silah belirlemistir.” Sun Tzu, “Savasmadan Kazanabilme Sanati”,
Napoleon,” Lanetli silah”, Fatih Sultan Mehmet’in “... seferlerimden sakalimin bir telinin
bile haberi olsa hepsini keserim” seklindeki vurgusu ile, (Istihbarata karsi koyma) Atatiirk’{in
“Ufkun Otesini Gormek”, seklindeki deyimi, istihbaratin éneminin metaforik anlatimla
ifadeleridir. Goriildiigii lizere istihbarat, tarihin her doneminde, savas ve yonetim sanatinda

kilit rol almigtir. Bilinmeyeni bilmek, karsi tedbir almak, strateji gelistirerek gelecegi dogru

58


http://www.kutsalkitap.org/

Nedim MUTLU

okumak, ayni zamanda bilgiyi elde edip islemek sonra da bir manivela gibi kullanmaktir.
Giintimiizde kamu ya da her tiirli 6zel isletmenin giicii istihbarata verdigi 6nem ve rakiplerine
kars1 elde ettigi kazanimlarla 6l¢iiliir. Istihbarat birimlerinin askeri, siyasi, ekonomik, kiiltiirel,
demografik, cografi, bilimsel ve teknolojik giic gibi “milli gii¢” unsurlarinin igerisinde yer
aldig1 her alanda, kiyasiya bir yaris ve miicadelesi “Istihbarat Savaslar” kavramini literatiire

sokmustur.

Bagka bir acidan istihbarat; rakibin taglarini alarak onu giigsiiz birakma ilkesine
dayanan, satran¢ oyunu iizerinden su sekilde ifade edilmistir. “Taslar yan yana dizildiginde
oyunu kimin kazanacagi bilinmez. Herkes kendi hamlesini yapar. Hamleleri onceden bilmek
onemlidir. Piyon H-4’te, Vezir H-5 te miikemmel baslanabilir ama 6nemli olan kazanmaktir.
Bagsari, zeka ve tecriibeye dayanmir. Zeka, tecriibe ile birlestirilerek miikemmel sonuclar
alinabilir. En iyi strateji rakibin hasmini ¢ozdiigiinii sandigi stratejidir. Dogru karar vermek
oyunun tamamina hdkim olmayr gerektivir. En az on hamle sonrasi hesaplanmalidir”
(Altindal, 2021) Goriildiigii izere bu anlatim sekli ile istihbaratin “basar1”, “strateji”, ve “akil”

iligkisi farkli bir metaforik anlatim iizerinden ortaya konmustur.

Istihbarata nem vermeyen uluslarin yoneticileri, el yordamiyla yoniinii tayin etmeye
calisan korler gibidirler.” Istihbarat sadece casusluk operasyonu ile ¢cok gizli bilgilere erismek
de degildir. Istihbarat sadece bilmek ile alakali bir sey de degildir. Istihbarat analiz etmek,
gelecegi gormek, yeri geldiginde hissetmektir. (Suigmez, 2023) Tedbir almayi, temkinli
olmay1, baska bir deyisle toplumun gelecegini giiven ve emniyete almay1 amagclar. Bir {ilkenin
her tiirlii giivenlik teskilatlari, isletme veya ekonomik birimleri, kir ya da ¢ikar amacglh
olusumlari, bilimsel kurumlari, siyasi ya da sivil toplum orgiitleri, daha genis bir
paradigmayla tiim ulusun varligt ve gelecegi ile iliskili bir kavramdir. Tarihte temel
ihtiyaglarin temini noktasinda bireysel amaglarla ve giivenlik boyutu ile ortaya c¢ikan
istihbarat, giiniimiizde bireyden topluma, siyasetten ekonomiye, toplumun her alaninda

yasamla i¢ ige olmus stratejik bir olgudur.

Istihbaratta gizlilik esastir. Gizlilik, yetkisiz ifsa edilmesi halinde giivenlige etki eden
bilgilerdir. Telefonda cagri1 gizlemek, bilgisayara ekran koruyucu koymak, vatandaslik
numarasi ile islem yapmak gibi gilinliik yaptigimiz onlarca basit islem esasen bilginin
korunmasi ya da bilgiye erisim i¢in yapilan pratiklerdir. Aslinda bu basit yontemler, bilgiyi
koruma yada istihbarata karsi koymanin giinliik hayatta farkinda olmadan kullanimidir.
Kiictlik olgekli bir isletmeden holdinge kadar biitiin ekonomik birimler, sivil toplum 6rgiitleri,
siyasi ve sosyal faaliyetler yiiriiten tiim organizasyonlar sahaya c¢ikarken; personel, mali,

lojistik, iiretim, pazar vb. faaliyet raporlarinda topladiklar1 bilgi kadar ileriyi goriirler. ileriye
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doniik, uzun soluklu yapilacak tiim planlar istihbarat stratejilerine baghdir. istihbarat
gelecekte ne olacagindan ziyade, “tahmin edilebilecekleri tahmin etme” iizerine kurulu

“stratejik bir uyar1” faaliyetidir.

Isabelle Duyvesteyn, geleneksel istihbarat yaklasimlarin yaninda, istihbarat iireten
yapilanmalarin yenilik¢i metotlara sahip olmasi, yeni yetenekler edinmesi, daha genis alanlara
yayilarak genis bir yelpazeye odaklanabilmesi gibi yeni ihtiyaclarin gelistigini, firsatlar ve
tehditleri dogru algilama baglaminda kiiltiirel faktorlerin 6neminden bahsederek, bu alandaki
hassasiyetlere dikkat ¢ekmis, (Duyvesteyn, 2011, ss. 521-530) istihbaratin makro diizeyde ele

alinmas1 gereken stratejik bir olgu oldugu gercegini ortaya koymustur.

2006 Yilinda “International Studies Association’in” (ISA) San Diego’daki Istihbarat
Teorisi konulu panelde, 2006’da Cork’ta diizenlenen “British International Studies
Association” konferansinda ve 2007 yilinda Chicago’daki ISA konferansinda yapilan
konugma ve tartismalarin derlendigi, istihbaratin tanimlarini ve teorisini igeren kavramsal
temellerin yer aldigi Istihbarat Teorisi bildiri kitabinin tamitim boliimiinde; “neyin
donistiirilmekte oldugu daha 1iyi anlasilmadik¢a donilistimiin etkili bir sekilde
gerceklesemeyecegine” (Gill, Marrin ve Phythian, 2009, s.3) vurgu yapilmistir. Yazarin
bahsettigi doniistiiriilmek istenen doniisiim, istihbarattaki degisimin kendi dogas: ile alakali
bir hal olmayip, biitiin giivenlik parametreleri dikkate alinarak anlamlandirilmas: gereken
faktorler oldugu, bununda cok genis bir yelpazede ihtiyaca gore sekillenmesi gerektigi
hususudur. Ornegin, hibrit tehditler gibi savasin dogasini ve karakterini degistiren geleneksel

olmayan yeni tiirler, istihbarattaki degisim halini eskisinden daha farkli bir boyuta tagimistir.
1.2. Giivenlik Kavramm

Kavramsal olarak bakildiginda, M.O. 5’inci yy.’a, Antik Roma doénemine kadar
uzanmaktadir. Atinali General ve Antik Yunan Tarihgisi olarak bilinen Thucydides
“Peloponez Savasinin Tarihi” (Arends, 2009, s. 8) isimli eserinde ilk defa giivenlik kavramini
isleyerek, donemin gergekligi ile iliskilendirmistir. Yakin donemde Abraham Maslow’un
ortaya koydugu “Maslow Piramidi” literatiire girmis, ihtiyaglar hiyerarsisinde en alt katmanda
yagamin siirdiiriilebilmesi i¢in temel ihtiyaglar; beslenme, barinma, vb. fizyolojik ihtiyaglar
seklinde siralanirken, bir {ist basamakta giivenlik gereksinimine yer verilmistir. (Kula ve
Cakar, 2015, s. 194) 20’nci yy.’a geldigimizde giivenlik ¢alismalar1 farkli boyutlarda, ¢esitli

ekollerin farkli yaklagimlari ile sistematik bir sekilde ortaya konarak islenmeye baslamistir.

Basit bir anlatimla, insanlarin kendisini glivende hissetmesi, tehlike ve tehditlerden
arinmis olma hali olarak ifade edilebilir. Tiirk Dil Kurumu ise; “toplum yagsaminda yasal

diizenin aksatilmadan yiiritiilmesi, kisilerin korkusuzca yasayabilmesi durumu, emniyet”
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(TDK, 2011, s. 1013.) gibi anlamlar iizerinden tanimlar yapmistir. Baska bir agidan giivenlik,
disaridan  gelebilecek saldirt  ve tehditlere karst kendini koruyabilme yetenegi
(tuicakademi.org, 2015) ya da toplum sagligini kontrol altina alabilmek i¢in alinan her tiirlii
Oonlemler olarak tarif edilebilir. Bu agidan bakildiginda, bireyden topluma her kesimin,
yasamini siirdiirebilmek igin temel ihtiyaglardan sonra giivende olmaya, giivenlige gereksinim
duydugu goriilmektedir. Tehditlerden uzak kalma, tehlikelerden arinma, giivende olma hali,
insanlik tarihinden bu yana bazen amag, bazen ihtiyag, bazen de zorunluluk olmustur. Insanin
yasam miicadelesi ile sekillenmis giivenlik olgusu; birey, toplum, iilke, bilgi, saglik, ekonomi,
teknoloji vb. gibi hangi kavramin merkeze alindigina ya da tehlikenin nereden geldigine gore
ozelleserek anlam kazanmustir. Trafikte tehlike varsa trafik giivenligi, ter6r tehdidi varsa
toplum gilivenligi, salgin ya da virlis varsa saglik gilivenligi gibi ihtiya¢ ve tehditlere gore
sekillenmistir. Siddeti ve boyutlar1 farkli olsa da insanin yirmi dort saat tehdit altinda oldugu
sOylenebilir. Uyurken, kahvaltida, ise giderken, ¢alisirken, eglenirken her zaman bir sekilde,
fark etse de etmese de tehlike ve tehditlerle i¢ igedir. Giivende yasama arzusu her zaman
istihbarat toplamay1 gerektirdigi icin, istihbarat ve giivenlik, et ve kemik gibi i¢ ice olmustur.
Her iki kavramda, zamana, mekana ve kosullara gore sekillenip, insanin dogasina uygun bir
hale evrilerek, fiziksel yasam kosullari ile toplumdan bireye kadar her alanda ayri ayri

somutlagmuistir.

Bir sehir diisiiniin, sabah erken saatlerde hayat basliyor. Herkes isine gidiyor. Sokaklar
insanlarla dolu. Caddeler yogun, trafik akiyor. Devlet daireleri ¢alisiyor. Fabrikalar isliyor.
Insaatlar, hastaneler, okullar, otobiis-metro hatlar1, galeriler, cigekgiler, tezgahtarlar, yolda
telefonla konusan, kdse basinda randevusunu bekleyen insanlar, tezgahin basindaki simit¢i,
herkes isinde giiclinde hayatin akis1 normal bir sekilde seyrinde devam ediyor. Bu sehrin
goriinen yiizli. Arka planda ise, sehre girip ¢ikan tiim araglar sistem {izerinden kontrol eden,
takipli sahislarm, telefon, sosyal medya hesaplari, posta, kargo, elektrik, su,
telekomiinikasyon, harcama fisleri, banka hareketleri gibi kayitlardan ¢esitli tespitler yapmaya
calisan ve bunlar gibi ylizlerce faaliyeti bir merkezde toplayip, ayiklayip, siizen profesyonel
bir mekanizma. Biitlin bu bilgileri bir havuza atip analizini yapan, elde ettigi verilerle
istihbarat tiretip, toplumsal hayatin akisini sorunsuz saglamak icin kesintisiz ¢aba harcayan bir

giivenlik odakl1 istihbarat yapilanmasi.

Evde, iste, carsida, pazarda, uykuda, yasamin her evresinde, aslinda insanin
dogasinda, biz onun varligin1 hissetmesek de istihbarat ayn1t Mevlana’nin s6ziinii ettigi “elif”
gibidir. Elif ile baslayan besmelede, bastaki “elif” harfi okunmaz. Ama elif olmadan da

besmele dile gelmez. Istihbarat da bdyledir. Her seyde o vardir ama higbir yerde gériinmez.
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(Suigcmez, 2023) Aslinda istihbarat gilivenlige etki eden tehlikeleri onleyen en stratejik

unsurdur.

Giivenlik nedir? sorusunun cevabi ¢esitli sorularin sorulmasi ile anlam kazanabilir.
Kimin giivenligi, neyin giivenligi, nerenin giivenligi, bireyin mi, toplumun mu, sehrin mi,

ulusal mi, uluslararas1 mi, kiiresel mi, jeo-uzamsal mi, gibi bu sorular ¢ogaltilabilir.

Uluslararas iligkiler sisteminde giivenlik kavrami, farkli analiz diizeylerinde ve farkl
ekollerce aktorlerin davranislari, evrensel ve bolgesel kavramlar ile ele alinip incelenmistir.
Farkli analiz diizeylerinde ele alinan kavramin, tiim metodolojiler i¢in ortak noktasi,
giivenligin temel deger oldugu ve kaybedildiginde geride kalan higbir seyin Gneminin
kalmayacagi, giivenlige yonelecek tehditlerin, ne surette olursa olsun ortadan kaldirilmasi
gerektigidir. (fyiat, 2020, ss. 3-13) Giiniimiiz diinyasinda giivenlige etki eden faktorler her
zaman krizlerle baslamis, devaminda ise catisma ve savaslar gelmistir. Gilivenligi etkileyen
krizler, yiiriitiilen istihbarat stratejileri ile asilmistir. Dolayisiyla tehlike ve tehditlerin bertaraf
edilmesinde istihbarat, ¢arpan etkisi en biiyiik faktordiir.

2. I¢ Giivenlik Baglaminda Giivenlik ve Istihbarat

Kavramsal anlamda bakildiginda i¢ gilivenlik kavrami, bir iilkenin, ulusun
bagimsizligini, topragini, halkini ve her tiirlii 6nemli tesislerini tehdit ve saldirilara karsi
koruma iizerine kurulu bir olgudur. (Reese, 2013, s. 2) Ulke sinirlarinin igerisinde, her tiirlii
tehdit ve tehlikelerden arinmis olarak, halkin huzur ve giivenliginin tesisi, devlet kurumlarinin
ve halkin kullandig1 her tiirlii bina, tesis ve yapilara kars1 emniyet ve giivenligin saglanmis

olmasi halidir.

Uluslararasi iliskilerde tehdit ve gii¢c kullanimini ihtiva eden geleneksel giivenlik
yaklagimlarindan ziyade, zorlayici diplomasi, istihbarat gibi geleneksel olmayan yeni
giivenlik yaklagimlari, risk ve maliyeti en az yaklagimlar olarak kabul goérmiistiir. (Collins,
2017, s. 7) Cok boyutlu bir kavram olan giivenlik, bir¢ok alani kapsayabilecek bir olgudur.
Uluslararasi iliskiler disiplininde giivenlik kavramini ilk ortaya atanlardan biri Arnold Oscar
Wolfers’tir. Ulusal ve uluslararasi iliskiler olmak iizere iki boyutlu bir diizlemde incelemistir.
Ulke igi giivenligi polis ve ordudan olusan kuvvetler 6zelinde, i¢ diizenin saglanmasi ve
korunmasi1 kapsaminda ele alirken, uluslararasi giivenligi ise devletlerin kendi simirlariin
otesinden gelebilecek bir tehdide karsi ordu ve kolluk kuvvetlerinin birlikte harekete gecme

eylemi olarak ifade etmistir. (Wolfers, 1952, s. 481.)

Devletlerin ulusal, bolgesel ve kiiresel anlamda gii¢ arayislari, yumusak ve sert gii¢

gibi yontemlerle ortaya ¢ikmistir. Giiglii olmak giivenlik olgusu ile alakali oldugu igin, cografi

62



Nedim MUTLU

giivenlikten devletin giivenligine, toplumun giivenliginden bireyin gilivenligine kadar bir¢cok
alanda etkili olmustur. (Aktas, 2022, s. 3) Istihbarat, basta giivenlik olmak iizere, ekonomi,
siyaset, teknoloji, liretim, pazarlama, ulastirma, haberlesme, diplomasi, bankacilik, gibi
yiizlerce alanda “olmazsa olmaz” bir kavram olarak hayatin i¢indedir. Hedef kitlesi terdr ve
tehdit olan gilivenlik istihbaratinin sahasi, insan merkezli toplum, amaci ise yiiksek giivenlik

ortamidir.

Tarihten giiniimiize gilivenligin saglanmasi noktasinda en O6nemli ve sorumlu aktor
olarak “devlet”, gilivenlik politikalarinin olusturulmasinda ise “istihbarat” en temel unsur
olarak one ¢ikmustir. Bilginin toplanarak kiymetlendirilmesi, belirli agsamalara tabi tutularak
analizi, en son istihbarat tiretim siirecine dahil edilerek, kullanilabilir iiriine doniistiiriilmesi,
geemisten giiniimiize cesitli kisiler tarafindan farkli donemlerde farkli sekillerde yapilmistir.
(Alabas, 2022, s. 129) Bu durum hem reel politigi dogru ongdrerek, uluslararast iligkiler
baglaminda politik vizyon olusturmak, hem de i¢ gilivenligin saglanmasi ve i¢ tehditlerin
bertaraf edilmesi noktasinda, 6nemli bir kilavuz olmustur. Dolayisiyla i¢ gilivenlik
tehditlerinin bertaraf edilmesi noktasinda “Onleyici istihbarat” faaliyetleri, suc islenmesi
noktasinda ise “adli istihbarat” faaliyetleri, glivenlik yapilanmalarinin zayifladig1 zamanlarda,
yapt giivenlik mimarisinin temelinde kullanilan fore kazik uygulamasi gibidirler. Fore
kaziklarin aniden gelen siddeti yiiklenerek temeli destekledigi gibi, istihbarat faaliyetleri de
tehditleri onceden tanimlayarak giivenligi destekler. Tehdit ya da tehlikenin Onceden
belirlenerek onlenmesi amag iken, her seye ragmen tehlikenin ortaya ¢ikmasi durumunda ise
siddetini hafifletecek direnci ortaya koyarak tehlikeyi hafifletmek, bazen sonug olarak ortaya
cikmaktadir.

I¢ giivenlik istihbarati; devleti, egemenligi, iilkeyi, onemli tesisleri, toplumu ve
insanlari, kotli niyetli ve diisman faaliyetlere karsi korumayir ama¢ edinmekle birlikte,
istihbarata ve casusluga kars1 koyma, ortiilii operasyon gibi c¢esitli faaliyetler de ilgi alani
icerisinde yer almaktadir. (Kuloglu, 2015, s. 24) Istihbarat ve giivenlik olgusunu Aytung
Altindal bir televizyon programinda su sekilde ifade etmistir. Gilivenlik insan viicudu gibidir.
Cesitli organlardan olusan hayati bilesenlere haizdir. Istihbarat bu organlardan beyin gibidir.
Beyni iyi islemeyen bir viicut, iy1 egitimli, performans: yliksek, donanimli, ancak huzur ve
giivenligi saglayamayan mekanizma gibidir. Beyni iyi ¢alisan bir viicut diger organlarda
sorun olsa da basina gelecek tehditlerden haberdar olacagr icin tehlikelere karst gerekli
tedbirleri alarak higbir zaman isini sansa birakmaz. (Altindal, 2021) Bu ifadede iyi yiiriitiilen
bir istihbarat siirecinde aksayan hususlar olsa da soruna donligmeden telafi edilebilecegi
vurgusu yapilmistir. Bazen ter6r eylemleri, sadece Onleyici giivenlik tedbirleri ile
durdurulamayabilir. Eylem yapabilecek orgiitler, eylem tiirii ve sekli, hedeflerin nereler
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olacagi, eylemin nasil yapilacag, orgiitlerin kullandig: silah, patlayict madde, araglar, eyleme
miizahir yer ve giinler gibi bircok detaya sahip olmak gerekebilir. Aksi halde olaylar
Onlenemeyecegi gibi olay sonrasi suclularin tespiti noktasinda basar1 saglanamayarak
toplumda panik etkisi yaratacak ayri bir kaos dahi olusabilir. Baz1 eylemlerin 6nlenmesi,
giiclii tedbirlerle degil, istihbarat birimlerinin kurumsal hafizalarinda sakli kapasiteleri ile
ilgilidir. Ihtiyaclarin belirlendigi, bilginin toplanarak islendigi, sonra da kullanim igin
yayimlandig1 ¢ark dongiisli, bu hafizanin igleyisinin ifadesidir. Bu dongii, her bir tehlike ve
tehdit tiiriine Ozel girdilere gore isler. Her ne kadar isleme alinan girdilerin parametreleri
farklilik gosterse de kiymetlendirilmesi belirli skalalarla sabitlenmistir. Thtiyaclarin tespiti,
toplanmasi, islenmesi ve iiriin olarak kullanima hazir hale gelmesi, tehdidin ¢esidi, girilen
bilginin kiymeti, zamanlamas1 ve analizcinin yetenekleri ile de orantili bir durumdur. Burada
baska bir belirleyici unsur ise resmin biitiiniinii ortaya koyacak parcalarin ¢oklugu ve
gercekligidir. Bu durum geleneksel ve asimetrik tehditler ile miicadelede farkliliklar
gosterebilir. Asimetrik tehditler, miicadele anlaminda geleneksel yontemlerin etkisini
zayiflatir. Bu ¢esit eylemler kalabalik ortamlarda, hedef gozetilmeden, halk arasinda infial

uyandirma amaciyla, kitleleri hareke gegirmek ya da etkilemek {izere aniden ortaya cikabilir.

Bunun yaninda siber bir teror tehdidi, klasik tedbirlerle miicadele etmenin Gtesinde
alaninda uzman kars1 taktik ve ataklar tretebilecek kapasitede birimler tarafindan etkili
olabilir. (Yilmaz, 2012, s. 33) Bu tiir tehditlerle miicadele edebilmenin ya da tehlikeyi bertaraf
edebilmenin sadece Onleyici giivenlik yaklagimlari ile miimkiin olmadig1 ortadadir. Klasik
istinbarat yontemleri de bazen tehdidin anlamlandirilmasinda yeterli olmayabilir. Dolayisiyla
geleneksel yontemlerin asilarak daha bilimsel usullerle teknolojik kapasitenin arttirilmasi
gerekebilir. Burada esas olan teknik kapasitenin ihtiyaglara gore siirekli evrilerek inovatif bir
canlilik icerisinde olmasi gerektigidir. Baglangicta sadece insan ve kismi olarak teknige dayali
toplanan bilgi, gliniimiizde, sinyal, lazer, uzak-yakin goriintli, nano-mikro gibi {ilkelerin
inovasyon yeteneklerine gore, tahmin edilen ya da edilemeyen bircok yontemi igerir. Bu
manada kullanilan yeni icat ve iirlinler, teknolojinin alinip satildigi gizli bir pazara da
doniismiistiir. Istihbarat ekipmanlar iiretip pazarlayan bir firma, farkl1 bir kitadaki miisterisine
bir teslimat yaparak dondiigiinde, isletmede ayni {iriiniin bir iist modeli iiretilerek satisa hazir
hale gelir. Uriin satis dongiisii bu seyirde devam eder. Tedarik zincirinin son halkasina {iriin

ulastiginda, yeni tiriin pazara ¢ikar. Kimse kimsenin sirlarin1 bilmedigi i¢in rekabetten ziyade
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“mavi okyanus inovasyonu” hakimdir. Dolayisiyla istihbarat yasayan bir organizma gibi

canlidir. Siirekli biiyiir, gelisir ve ihtiyaclara gore evrilmesi gerekir.

I¢c giivenlik istihbarati; i¢ giivenlik hizmetlerinin temini, tesisi, halkin huzur ve
giiveninin saglanmasi, mevcut yasalarin ve hukukun isletilmesini esas alan faaliyetlerdir.
Tarihte, kisilerin, krallarin ve rejimlerinin korunmasi amaglanirken, giiniimiizde devletin i¢
giivenligini saglamayr amac¢ edinen” (Yakin, 1969, s. 3) i¢ istihbarat, yonetimi sekteye
ugratmak, halk arasimna nifak sokmak, rejimi degistirmek, siyasi otoriteye olan giiveni
sarsmak, toplum igerisinde etnik, din, mezhep, tarikat ayriliklar1 veya ideolojik farklilik
yaratmak amaciyla ylriitiilen faaliyetleri ortaya ¢ikarip, casuslukla miicadele etmek amaci
giiden bir istihbarat tiiriidiir.” (Ates, 2012, s. 8) Tiirkiye’nin cografi konumu sosyo-kiiltiirel
yapisi, terdr Orgiitlerinin tehdit durumu, su¢ ve suclu profillerindeki hizli degisimler gibi

iilkemize 6zgii giivenlik sorunlari, i¢ istihbarat birimlerinde yeni yapilanmalar1 gerektirmistir.

Ic giivenlik istihbarati yapan Jandarma ve Polis kollugu, sucun tespiti suclunun
yakalanmasi, sugla ilgili iz, emare ve belirtilerin ele gecirilmesi yoOniinde adli, sugun
islenmesinin 6n hazirliklarinin ortaya ¢ikarilmasi noktasinda ise 6nleyici istihbarat faaliyetleri
yiiriitiir. Ulkemize 6zgii bir durum olmamakla birlikte, her iki noktada da istihbarat olgusunun
metaforik dogasi sudur. Istihbarat her yerde vardir. Hicbir yerde goriinmez. Tehlike
onlenemedigi zaman sorgulanir. Onlenen bircok olaydan da kimsenin haberi olmaz. Bu
istihbarat olgusunun makus dogasi ve degismeyen temel algisidir. Her seye ragmen tilkemizin
cografi ve jeopolitik gercekligi gbz Oniine alindiginda gerek milli gerekse kolluk istihbarat
birimlerinin basarilar1 bdlgemizde ve cografyamizda dosta giiven diismana korku

diizeyindedir.
3. I¢ Giivenlik Istihbarat1 Baglaminda Paramedik Bir Yaklasim

I¢ giivenlik istihbarat: tarihin gesitli dénemlerinde bireylerin, toplumun ve liderlerin
giivenligini saglamak icin ylriitiilmis faaliyetlerdir. Tiirk tarihine bakildiginda 638 yilinda
Han’larim1 suglu goren halklarin liderlerinden destegini ¢ekerek, Bati Hakanligina karsi
baskaldirilarin baglamasi, isyancit Tun-tudun’un, Han’in yakinindaki Beylerle 6nceden is
birligi yaparak, beklenmedik bir zamanda Han’in otagimi basmak suretiyle iktidar1 ele
gecirmesi, (Gumilev, 2007, ss. 271-272) ¢ok acik bir sekilde, zamaninda 6ngoriillemedigi i¢in
i¢ glivenlik istihbarat zafiyetinin ortaya cikardigi cok eski bir sonugtur. Zaman, mekéan ve

aktorler degisse de gecmisten gliniimiize bu tiir 6rneklere ¢okca rastlamak miimkiindiir. Dis

4 Mavi Okyanus Stratejisinin temel tas1 olarak nitelendirilen deger inovasyonu, isletmelerin en onemli
hedeflerinden biri olan “miisteri degerinin” yaratilmasina yardim eden bir aragtir. Stratejiye yonelik geleneksel
yaklagimlarin aksine, rekabet yerine miisteriyi stratejinin merkezine koymustur.
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giivenlik tedbirleri ne kadar giiclii olursa olsun, diismanin igerden ya da disardan hulul®
ettirecegi birkac ajan, bazen binlerce asker ile basarilamayacak seyleri ¢ok kolay bir sekilde
yapabilir. Dolayisiyla top yeklin giivenlikten s6z edebilmek i¢in ulusal istihbarat, istihbarata
kars1 koyma ve i¢ giivenlik istihbarati, tarihin her doneminde énemli birer disiplin olarak yan

yana olmustur.

Ic giivenlik istihbarati; bir iilkenin i¢ giivenligine tesir eden, terdr, uyusturucu,
kacakgilik ya da diger tiim su¢ olusumlarinin faaliyetlerinin engellenmesi ve kamu diizeninin
saglanmas1 amaciyla yiiriitiilen bir istihbarat tiiriidiir. Sugun islenmesinin 6n hazirliklarinin
tespiti noktasinda 6nleme maksatli, suc olustuktan sonra ise adli olarak yiiriitiiliir. I¢ giivenlik
yonetiminde, gilivenligin ve adaletin tesisi noktasinda, onemli bir carpan etkisi vardir.
Demokrasi, insan haklar1 ve 6zglirlilk kavramlarin1 merkeze alan hukuk sinirlari igerisinde
isleyen bir istihbarat tiiriidiir. Genel kolluk birimlerinin gdrev ve yetki alanindadir. g
glivenlik istihbarati her ne kadar iilke sinirlarini esas alan bir alanda yiiriitiilse de kiiresellesme
ve internet kaynakli su¢ yelpazesindeki siirekli artiglar, bu istihbarat alaninin sorumluluk

sinirlarini zorlamaktadir.

Kolluk istihbarat birimleri teknolojik ve zihinsel anlamda yeteneklerini arttirsa da
gerek uluslararasi hukukta gerekse i¢ hukukta mevcut mevzuatin, bilisim ve siir1 asan
suclarla miicadeleye ayak uydurma noktasinda geri kalmasi, bu suglarla miicadelede ayr1 bir
sorunsaldir. Giivenlik paradoksunun agilmasinda geleneksel tedbirlerin disinda siyasi, hukuki,
idari ve tiim giivenlik unsurlarini kapsayan topyekin bir miicadele esas olmalidir. Dolayisiyla
kanun koyucu smir1 asan bilisim suclar1 ile miicadelede etkili olacak mevzuatin
diizenlenmesinde cari olmali, sugun tanimlanamadig1 bir mevzuat igerisinde miieyyide arama,

miicadele eden kolluk birimlerin isi olmamalidir.

Kiiresel diinyada ayakta kalmanin sirr1, akintiya kapilmis birinin sudaki hali gibidir.
Yasamak i¢in silirekli ¢aba goOstermek ya da yiizmek zorundadir. Durup beklemek, geri
stirikleyecegi gibi ayn1 zamanda belirsizlige de gotiirecek kaotik bir haldir. Bulundugumuz
cografya, dzellikle Anadolu, diinyanin gipta ettigi, dogu ve batinin kesistigi gézde bir merkez,
yer alt1 yer iistii kaynaklari, kara, deniz ve hava yollarinin sagladigi cografi ve jeopolitik
avantajlar, gelece§e yonelik stratejik hesaplarin odak noktasidir. Resmin biitiiniine
bakildiginda, kiiresel merkezin Avrasya olarak okundugu giiniimiizde, lilkemizin rolii ve
diinyadaki 6nemi daha da net anlasilacaktir. Cografyanin sosyolojik gergekligi, ¢esitli din ve

kiiltiirler ile sahip olunan ¢oklu degerler ve tarihten gelen tiim kazanimlar, adeta temele atilan

5 Hulul: Hedefin sirlarin1 6grenmek ya da faaliyetlerini takip edip etkilemek maksadiyla, ajan yerlestirmek “dis
hulul”, ayn1 amaglar i¢in igerden birisini angaje etmek ise “i¢ hulul” diir.

66



Nedim MUTLU

bir harg gibi biitiinlestirici unsurlardir. Tarih boyu yasanan savaslar, ¢ekismeler ve koriiklenen
huzursuzluklar, bu topraklarin énemine sahitlik eden gercekligin kendisidir. Bir seye sahip
olmak kolay, onu muhafaza etmek zor, iizerine katarak daha iist noktaya tasimak ise daha da
zor olanidir. Gegmisten giinlimiize bu kitada yasamin stirdiiriilebilirligi emek, ¢aba, akil ve
cesaret gerektirmistir. Bunu saglayamayan topluluklar tarihin derinliklerinde kaybolmuslardir.
Her karig topragi bedel ddeyerek kazanan atalarimiz, bu vatani1 bize birakirken yasamsal bir
konfor alani sunmamisg, sonraki nesillere aktarmak iizere sorumluluk yiliklemislerdir. Bu
bilingle hareket edebilmek profesyonel ve sistematik bir miicadele yontemini gerektirmistir.
Giliniimilizde istihbarat ihtiyaglar1 cografyaya, iilkelere, toplumlara, kurumlara ve cesitli
birimlere gore farklilik géstermekle birlikte, ihtiyacin ne oldugu ne maksatla, kime, ne zaman

ve nasil temin edilecegi noktasinda daha da 6zellesmektedir.

I¢ giivenlik baglaminda istihbarat ihtiyaci; diinyada gelisen siyasi, askeri, teknolojik,
ekonomik ve sosyolojik olaylara ve gelismelere bagli olarak yabanci lilkeler ile temelde
benzer goriinse de, dogu ve bati arasindaki konumu, komsularimizla iliskiler, siirekli artan
etnik ve mezhepsel ¢atigsmalar, yasa dis1 go¢, dogu-bati enerji aktarim merkezlerinin {izerinde
bulunmasi ve gelismekte olan {ilkeler arasinda hizli bir biiylime egiliminde olmasi, cesitli
teror Orgiitlerinin dogrudan ya da dolayli olarak hedefinde bulunmasi, Cin’in ekonomik kemer
diye tabir ettigi Ipekyolu hattinin cografyamizdan gegmesi (Ozey, 2020, s. 100) gibi
orneklendirebilecegimiz bir cok jeopolitik avantaj ile Ongoriilemeyen bir c¢ok risk ve
belirsizlikler, istihbarata olan ilgi ve ihtiyaci her gecen giin daha da arttirmaktadir. Bélgemize
0zgl, siirekli cogalan hibrit tehdit ve benzeri ataklar, istihbarata odakli bir giivenlik konseptini
zorunlu hale getirmistir. Bu zorunluluk, geleneksel istihbarat tekniklerinin yaninda, bolgeye,
cografyaya ve gelisen ihtiyaglara yonelik daha inovatif liretim metotlarina yonelmeyi

gerektirmistir.

I¢ giivenlik ve kamu diizenini korumakla gorevli Emniyet ve Sahil Giivenlik gibi genel
kolluk birimleri ile, mazisi cumhuriyetten daha eskiye dayanan 184 Yillik Jandarma teskilati,
terdrle miicadele ve siir giivenliginde, sadece son kirk yilda verdigi sehit ve gazi sayisi ile
diinyanin bir¢ok ordusu ile mukayese edilemeyecek emsalsiz bir konuma ulagmistir. Kolluk
kuvvetlerinin i¢ huzurun tesisi noktasinda, bu milletin her bir ferdinin génliinden ¢ikmadan,
kimseyi incitmeden, her ¢esit terdrist ve terdrizmle miicadele etmeyi basarmasini, benzersiz
bir meziyet ve kahramanlik 6rnegi olarak tarih yazacaktir. Jandarmanin carikli siivarilerle
patika yollarda halkla sdyleserek baslayan istihbarat seriiveninn, giiniimiizde Insansiz
sistemlerle goklerden yapilan ayrintili kesfe kadar yiikselmesi, belki de bu miicadele azminin

ve isteginin bir sonucudur.
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Basta terér olmak iizere her tiirlii su¢ ve suglulukla miicadeleyi can1 pahasina ilke

edinmis, kamu diizeni ve asayis ile ilgili bilgi toplayip istihbarat iireten kolluk istihbarat

birimlerini, gérev sorumluluk ve hassasiyetleri bakimindan, metaforik anlatmak gerekirse,

“hasta hane &ncesi tan1 ve tedavi” yontemini ifade eden paramedik® bir yaklasim iizerinden

mukayese etmek miimkiindiir. Nasil paramedikler hayati tehlike asamasinda profesyonel bir

etki gostererek, ilk bilgi ve bulgulart toplar, acil tedavi uygular, hastayr dogru nakleder,

stabilizasyonunu saglar, hasta bilgilerini ameliyat dncesi dogru bir sekilde doktora aktararak

hayat kurtarir ise, istihbaratgida tehdit ve tehlikeler karsisinda, cari bilgileri en dogru ve

stiratli bir sekilde toplar, analiz eder, karar vericiye Ozetleyerek tehlikeyi Onler, ya da

operasyona doniistlirerek sonug alir. (Tablo 1) Esasen istihbarat faaliyetleri, zamana yayilmis

kendi dogal mecrasinda yiiriitiilen rutin bir faaliyet gibi goriilse de her zaman acil, ivedilikle,

cerrahi bir hassasiyetle yapilan planli islerdir.

Paramedik

(Hayati Tehlike)

Istihbaratg

(Giivenlik Tehdidi)

Profesyonel bir yaklagim gosterir

Profesyonel bir yaklagim-etki gosterir

Ilk bilgi ve bulgular1 toplar

Cari bilgileri toplar

Acil tedavi uygular

Arastirma/Analiz yapar

Triaj yapar (6ncelikleri belirler)

Haberin oncelik derecesini belirler.

Hasta mahremiyetini sakli tutar

Kisisel bilgileri korur

Hasta/Yaraliy1 dogru tanimlar

Bilginin dogruluk derecesini belirler

Olay yerinde kendisinin ve yaralinin giivenligi

i¢in tedbir alir. Kontrollii hareket eder

Kendisine ve haber kaynaklarimi korumak

i¢in tedbirli olur. Kontrollii hareket eder

Tehlikeleri anlar, koruyucu giysileri ve

malzemeler kullanir

Tehlikeyi hisseder, maske, hikaye uydurur ve

teknik malzemeler kullanir

Hastay1 dogru nakleder

[stihbarat yontemlerini kullamr

Stabilizasyonunu saglar

Tehdidin kontrol altinda tutulmasini saglar

5 Hastane Oncesi kritik durumdaki hastaya ya da yaraliya ilk anda miidahale eden saglik profesyonelidir. Olay

yerine ambulans ile gelen ilk saglik gorevlileridir. Gorevleri hasta veya yaraliya zamaninda miidahale ederek

yasam kurtarmaktir.
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Hasta bilgilerini ameliyat 6ncesi dogru bir sekilde Olay bilgilerini operasyon oncesi karar
doktora aktarir vericilere dogru ve giivenli sekilde ulastirir
Hastanin doktora teslimi aninda doktora Operasyon asamasinda karar vericilere
danismanlik yapar. danismanlik yapar
Hastanin ilk elde edilen dogru bulgularla basarilt Operasyonun dogru istihbaratla risksiz
ameliyat edilmesini saglar basaril1 yapilmasim saglar
Hayat kurtarir Sonug alir

Tablo 1: Istihbarat Faaliyetlerinin Paramedik Bir Yaklasim Uzerinden Karsilastirmasi

Paramedik bir yaklasim ile kolluk istihbarat siirecini iliskilendirecek olursak, her iki

olguda da;

- Insanin merkezde oldugu giivende olma ve yasama hakkinin esas alindig: temel

bir anlayis hakimdir.

- Egitimli ve alaninda uzman kisiler tarafindan yapilir. Bilgi, tecriibe, proaktif

diistince ve kollektif bir caligmasi esastir.

- Inovatiftir, problemlerin ¢éziimiinde yeni ve bilimsel fikirler gerekir. Kuralsiz

hareket edilemez.

- Faaliyeti kolaylastirnp amaca ulasmak i¢in ¢esitli teknik cihaz, malzeme ve

yardimct enstriimanlar kullanilir.

- Hiyerarsik bir diizen vardir. Zorunlu haller hari¢ kimse, kimsenin alanina

midahale edemez.

- Mesai mefhumu yoktur. Tehlikenin savusturulmasi ve giivenligin saglanmasina

yonelik acil ortaya ¢ikar ya da dngoriilere dayali planlanir.

- Canla basla fedakarca bir miicadele azmi s6z konusudur. Taksirle de olsa hata

yapma liiksii yoktur. Yapilan hata ya da ihmal insan hayatina neden olabilir.

- Nihai karar vericiler vardir. Bilginin yetkisiz kullanimindan dogacak risk ve

hasarlar goze alinamaz. (Ozel durumlar haric)

- Basarili isler toplum tarafindan fark edilmez “hayatin normal akis1” ya da “isin
dogasi geregi” gibi anlayis hakimdir.
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- Basarisizlik ifsa olabilir. Bireyler ve kurumlar sorgulanabilir. Yapilacak olasi

hatalar toplumda infial uyandirabilir.
Sonug¢

Giliniimiizde sug orgiitlerinin, kiiresel, ¢ok uluslu, rgiitlii, karmasik ve gizli bir sekilde
faaliyet gostermeleri, suc¢larin bilisim sistemleri lizerinden, organize ve smir Otesi alana
tagsmasi, organize sug¢ Orgiitlerinin uluslararast bir yapiya biirlinmesi, terdr orgiitlerinin kendi
kapasiteleri lizerinde uluslararast destek gormesi, hibrit tehditler gibi bir¢ok etken, istihbarat
acisindan daha etkin ve proaktif tedbirlerin gelistirilerek bilimsel miicadele yontemlerini
zorunlu hale getirmistir. Teror ve sug Orgiitleri ile miicadelede asil hedef, sugun islenmesini

onlemek, su¢ iglenmesi halinde ise, iz, emare ve delillerle birlikte failleri ortaya ¢ikarmaktir.

Istihbarat ve Paramedik yaklasimlar birbirleri ile nitel anlamda karsilastirildiginda,
metaforik temelde olduk¢a kavramsal benzerlikler ihtiva ettikleri goriilmektedir. Iki temel
olgunun da nihayetinde insan hayatin1 kurtarmak, birinci 6ncelikleri ve varolus sebepleridir.
Ayni sekilde proaktif bir bakis agis1 kapsaminda, tehdit kaynagi riskin yakin gelecekte aktive
olmasini engelleyici tasarruflar, bu iki olgu i¢in de adeta bir zorunluluktur. Kavramsal olarak
birbirine son derece yakin gorev ve sorumluluklara sahip olan kolluk goérevlisi istihbaratci ile
saglik gorevlisi paramedige yonelik i¢ giivenlik baglaminda bir sentez gerceklestirildiginde,
ortaya ¢ikan sasirtict benzerlikler, tarihsel diizlemde bu iki temel olgunun stratejik dnemini

gozler Oniine sermektedir.

Ayn1 bir paramedigin acil hastaya miidahale esnasinda istlendigi sorumluluklara
paralel bir bicimde, i¢ gilivenlik bakimindan istihbaratg1 da tehlikeleri dnceden sezinleyip
sorumluluk tistlenmek durumundadir. Nihayet bu dogrultuda proaktif bir kolluk istihbarat
yapist ile hukuka uygun yontemler ile dogru yerde, dogru zamanda, uygun vasitalarla elde
edilen istihbarata dontistiiriilmiis bilgilerin, karar verici ya da ihtiyag sahiplerine ulagtirilmasi

amaclanmaktadir.
Bunun gerceklesmesi igin;

- Etkili etik degerleri 6ztimsemis, hukuka uygun yontemler ile su¢ ve suglulukla

miicadeleyi ilke edinen,

- Iyi bir istihbarat arsiv yapis1 ve ydnetim sistemine sahip, i¢ ve dis tehditleri

dogru algilayip, buna gore ihtiyac olan her alanda bilgi toplayabilen,

- Elde edilen ham bilgileri ihtiya¢ birimlerine dogru zamanda dogru bi¢imde

islenmis bir {irlin olarak ulastirabilen,
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- Insan kaynaklarma onem vererek, donanimli, alaninda uzman, inovatif ve

gelismelere uyumlu bir yapida,

- Akilc1 ve girisimci bir ruhla hareket ederek toplum ve Kitleler tizerinde
“Kelebek Etkisi “’ yaratabilecek gii¢ ve vizyonda,

- Degisen tehditlerin niteligine gore istihbarat disiplinlerini siirekli yenileyerek

sisteme uyarlayacak seviyede,

- Cevresinde meydana gelebilecek tiim olusumlara hulul ederek, temeline harg

koyabilecek profesyonellikte,

- Teror, tehdit ve kaosun Ongoriildiigii toplumsal hareketliliklerde, bireyden

ziyade kitleleri angaje ederek, caydiracak kapasitede,

- Sosyal medyayi iyi okuyarak bireysel ya da orgiitsel bazda itibar dilenciligi®
yaparak, cesitli yollardan kazanim elde etme pesinde olan unsurlar1 desifre ederek,

anlamlandirabilecek yeterlilikte,

- Bilginin ve bilgiye erisimin ¢ok oldugu g¢agimizda, profesyonel bir analiz

mekanizmasi kullanarak istihbarat iiretebilecek yetenekte,

- Milli gii¢ unsurlarim1 merkeze koyan bir istihbarata kars1 koyma potansiyeli

iiretecek disiplinde,

- Insan istihbarat: kullanmaya devam ederken bilimsel ve teknik istihbaratta da
stirekli yeniliklere acgik, girisimci bir ruhla hareket eden, ge¢cmisten giiniimiize istihbarat
kazanimlarinin, (savas, strateji, ekonomi, diplomasi gibi bir¢ok alanda) toplumlar1 nerelere

tasidig1 noktasini igsellestiren bir istihbarat kiiltiirtine hakim olmalidir.

7 Kelebek Etkisi: Bir sistemin baslangi¢ verilerindeki kiigiik degisikliklerin, sonrasinda biiyiik ve 6ngoriilemez
sonuglar dogurmasidir. Edward N. Lorenz’in ortaya koydugu Kaos Teorisi ile ilgilidir. Ornek: “Bir kelebegin
kanat ¢irpmasi, diinyanin yarisini dolasabilecek bir kasirganin olugsmasina neden olabilir.”

8 ftibar Dilenciligi: Oldugundan farkli goriinmek suretiyle, sosyal medyada begeni alarak baskalar1 tarafindan
kabul gérme, dnemsenme, itibar gérme, ya da mevcut durumunu maskeleyerek, maddi manevi, ideolojik kazang
elde etme durumu.
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EXTENDED SUMMARY

The purpose of this study; is to find metaphorical answers to the questions of what intelligence and
security are and to make sense of these two concepts through the reinforcing expressions that metaphorical
expressions add to learning. Then, it is to reveal the importance of law enforcement intelligence through a
paramedic approach.

On a historical level, what is the importance of the concepts of intelligence and security on the lives of
individuals, societies and states from past to present? The questions of the research are how societies that do not
attach importance to intelligence will be exposed to security threats, and how societies that do care about them
will be able to eliminate dangers and threats.

When the national and international literature is examined, it can be seen that the concepts of
intelligence and security have entered the humman life together with the life form, that both concepts are among
the basic vital needs such as nutrition and shelter, and that they aim to take precautions, be cautious, in other
words, to secure the future of the society. Today, it has been revealed that it is a strategic phenomenon
intertwined with life in every aspect of society, from individual to society, from politics to economy. It was
prepared by qualitative research method, literature review, and analysis of texts and documents.

In this study; The concepts of “intelligence” and “security” were discussed with a metaphorical
approach on a historical basis, and then they were examined in relation to each other through the factors
affecting security. Focusing on the phenomenon of intelligence, it has been researched from past to present in
terms of individual, society and international security.

The activities of internal security and law enforcement intelligence are included, within the scope of law
enforcement intelligence, the existing legislation in both international law and domestic law is lagging behind in
terms of keeping up with the fight against informatics and cross-border crimes, and this situation is a separate
problem that needs to be worked on in terms of combating crimes. In addition to the measures, it was discussed
that an all-out struggle covering political, legal, administrative and all security elements should be taken as basis.

Intelligence and Paramedic approaches were compared with each other in a qualitative sense, and it was
emphasized that they have conceptual similarities on a metaphorical basis, and that the first priority and reason
for existence of both phenomena is to save human life. Conceptually, a synthesis was carried out in the context
of internal security for law enforcement officers, intelligence officers and paramedics, who have very similar
duties and responsibilities, and the similarities that emerged were revealed. The strategic importance of these two
basic facts has been pointed out. In this context, a connection has been established that although intelligence
activities are seen as a routine activity carried out in their own natural environment over time, they are always
urgent, planned activities carried out with surgical precision. In the last section, the basic principles and
characteristics that should be possessed by law enforcement intelligence personnel are revealed, and intelligence
culture is emphasized in the context of the qualifications that the relevant personnel should have.
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Eda YETIS!

Oz

Bu ¢alisma iletisim arastrmalari literatiiriinde Tiirk¢e alan yazinda pek yer edinemeyen “bilim iletisimi’
calismalarmin sumirlarim politik baglam ekseninde ele alarak bilim iletisimi yaklasimini demokrasi kiiltiiriiniin
gelisimi diizleminde tartismaktadir. Cagdas diinyada bilimsel gelismelerin giindelik yasamin ve demokrasi
kiiltiiriintin geligimi tizerinde yadsinamaz bir etkisi bulunmaktadir. BU agidan bilimin seyri noktasinda yurttaslarin
bilimle iligkisi demokrasinin yeni bir gerekliligi olarak diisiiniilmekte, bilimsel gelismelere karsi yurttaslarin
farkindaliga sahip olmas: gerektigi ifade edilmektedir. Bu agidan yurttasiarin bilimle iligkisi politik bir gereklilik
olarak diigiiniilmekte, bilim iletisiminin varligi ekonomi politik baglamda analiz edilmektedir. Bu ¢cercevede bu
¢aligma bilim iletisimi yakiagimini politik tartismalar ekseninde tartismaya agarak bilim iletigimi olgusunu politik
bir strateji olarak demokratik kiiltiiriin gelismesindeki roliine odaklanmaktadir.

>

Anahtar Kelimeler: Bilim fletisimi, Bilim Okuryazariigi, Yurttas Bilimi

IMAGINING SCIENCE COMMUNICATION AS APOLITICAL
COMMUNICATION

Abstract

This study discusses the science communication approach on the basis of the development of democracy
culture by discussing the boundaries of "science communication” studies, which have not found much place in the
Turkish literature in the communication research literature, on the axis of the political context. In the
contemporary world, scientific developments have an undeniable impact on the development of daily life and
democratic culture. In this respect, citizens' relationship with science in the course of science is considered as a
new necessity of democracy, and it is stated that citizens should be aware of scientific developments. In this respect,
citizens' relationship with science is considered a political necessity, and the existence of science communication
is analyzed in the context of political economy. In this context, this study tries to show the phenomenon of science
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communication as a political strategy by opening the science communication approach to discussion on the axis
of political debates.
Keywords: Science Communication, Science Literacy, Citizen Science.

Giris

Bir ideoloji olarak neoliberalizmin? ekonomi politik kiiresel genislemesinin yarattig: bir
bagka boyut ise bilimin seyri iizerine meydana getirdigi donlisiimdiir. Bugiin ticari amaglara
yonelik sermaye ¢ikar1 dogrultusunda genisleme gosteren bilimsel ¢alismalarin ne tiir sonuglar
meydana getirdigi sorunsali elestirel caligmalarin ilgisini arttirmistir. Bu agidan piyasa
erklerinin bilimin seyri {izerine yarattigi hegemonik giic nedeniyle bilim okuryazarliginin
onemi artmis, bilim iletisiminin rolii bu siiregte politik bir gériiniim kazanmistir. Bilim iletisimi
bilim-toplum arasindaki bilgi eksikligini gidermeye calisan, bilimsel gelismeler karsisinda
toplumsalin ¢ikarim1 Onceleyerek bilimsel gelismeler noktasinda toplumu bilgilendiren
faaliyetler biitlinii olarak tanimlanmaktadir. Ayrica bilimsel seyrin varligini iktidar ve gii¢
merkezli gostermeye ¢alisan, bilimsel tiretim siireclerinde yurttagin katilimer aktif rol almasi
gerektigini savunan, politik bilinglenme hedefi olarak bilimsel gelismeleri insanligin lehine
savunan bir yaklasim olarak bilim iletisimi bilimin ekonomi politik gelisimi iizerine
odaklanmaktadir (Tuna ve Arslanoglu, 2022, s. 5). Bilim iletisimi, en genel kapsamiyla,
bilimsel ve teknolojik siirecler, siireglere dair politikalar ile bu siiregleri gerceklestiren bilim
insanlar1 ve diger kurumsal yapilar1 siradan insanlarla baglantilandiran her tiirli igerigin,
ozellikle medya araciligiyla dolayimlandig ve etkilesimin gergeklestirildigi iletisimdir (Dursun
C., 2010, s. 2). Bilim iletisimi,® bireylerin ve toplumun bilime kars1 farkindaligini arttirmada
arac1 bir koprii olmakla beraber, bilimin seyri noktasinda yurttaglarin daha katilimci ve aktif bir
durus sergilemelerine katki saglamaktadir. Bu agidan bilim iletisimi araci bir koprii olarak
bilim-toplum iligkisinin boyutunu belirlemektedir. Ozellikle bilimin sermaye agisindan bir
zenginlesme araci olarak kiiresel dlgekte genisleme gostermesinin yarattigi olumsuz sonuglarin
daha iyi anlasilmasina yonelik bilim iletisimi, toplumsal zekanin bilimsel ve teknik gelismelere

kars1 daha duyarli bir davranis sergilemelerine katki saglamaktadir.

2 Bir dizi ekonomi politik ydnetimler rasyonalitesini tanimlayan neoliberalizm, liberal ekonomi politik lehgenin
yeni bir asamast anlamima gelmektedir. Refah devletinin ortadan kalktigi, sosyal devlet anlayisinin geriledigi,
ekonomide rekabetin oncelendigi, girisimcilik kiiltliriiniin kutsandi8i, 6zellesme politikalarinin arttig1 ve devletin
kii¢iildtigii bir yonetimler aklini sergileyen neoliberal diizen neredeyse her seyin Pazar ekonomisinin degerleriyle
Olciildiigii ekonomi politik bir toplumsal yap1 anlamina gelmektedir.

3 Public Communication of Science and Technology (Bilim ve Teknolojinin Topluma iletilmesi) (2016)
konferansindaki acilis konusmasinda genel bir perspektifle degerlendirme yapan Trench’e gore, bilim iletisimi
aragtirmalar1 toplumun bilim hakkinda nasil konustugunu daha iyi anlamak ya da cesitli konumdaki aktorlerin
bilim hakkindaki soylevlerini yorumlamak ile de ilgilidir (Gelmez Burakgazi, 2017, s. 235).
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20. yiizyilla beraber bilimsel c¢alismalarda yasanan biiyiikk gelismelerin neticesinde
“atom bombas1”nin kesfi ve bu kesfin kullanilmasiyla biiyiik felaketlere yol agmasi bilimin
sonuglar1 lizerine daha mesafeli bir durusun yaygilasmasina yol agmistir. Bunun yaninda
bilimin ¢ogunlukla ticari hedefler noktasinda egemen giicler tarafindan kontrol ve yonetiminin
yayginlik kazanmasi bilimin tarafsiz, yansiz ve evrensel ¢ikar temelli sdylenen 6zelliklerinin
zayiflamasma ve “bilimin masumiyeti” anlayisinin asinmasina neden olmaktadir. Bilimin
ortaya cikardigi sonuglarin kimi zaman felaketlere kimi zamanda ekonomik esitsizliklere yol
acmast bilimin seyri lizerine politik bilinglenmenin gerekliliini ortaya koymaktadir. Bu
sebeple demokratik kiiltiir ekseninde diistiniilen bilim iletisimi bilim diinyasinda yasanan
gelismeler karsisinda toplumun ve bilimsel mecradaki aktorlerin bilim hakkinda neler
kostugunu? medya yoluyla topluma yayarak toplumsal kamu yarar1 ekseninde toplumun

bilimsel bir kiltiir pratigi kazanmasini1 hedeflemektedir.

Yasadigimiz ¢agda teknolojik ve bilimsel alanlardaki gelismeler mikro ve makro
olgekte hemen hemen her alani etkilemektedir. Bu nedenle bilim ve teknolojinin insan yasami
iizerindeki etkisi karsisinda, bireylerin farkindaliga sahip daha duyarli ve karar verme
stireclerinde aktif olmas1 gerektigi demokrasi kiiltiirii ekseninde diisiiniilmektedir. Bir bakima
teknik ve bilimsel gelismelere karsi toplum ve bireylerin sahip oldugu bilginin niteligi
demokratik kiiltiiriin varhigiyla iligkilendirilmekte, yurttaglarin bilimsel gelismeler karsisindan
yargl yetisine sahip olmasi gerektigi demokratik kiiltiiriin olmazsa olmaz kosulu olarak dile
getirilmektedir. Ozellikle bilimsel alana ayrilan kamu biitcesini sorgulama, bilim-piyasa
iligkisine elestirel bakma yeni demokratik kiiltiiriin 6nemli bir bileseni olarak ele alinmaktadir
(Scheufele, 2014, s. 1357). Bu agidan demokrasinin niteligini yiikseltme hedeflerinden biri de
bilim iletisiminin toplumsal alanda yayginlik kazanmasini miimkiin kilmaktir. Demokrasi
kiiltiirii ekseninde diisiiniilen bilim iletisiminin varligi yurttaslarin bilim diinyasina kars1 politik
biling elde etmelerini hedefleyen politik bir strateji olarak ele alinmaktadir. Ozellikle bilimsel
alanin genisligi, ¢esitliligi ve biiyiikligiiniin toplumsal olanla iliskisinin karmasikligi nedeniyle,
yurttag olmanin sorumlulugu adina bilim iletisimi kiiltiiriinlin toplumsal diizlemde yayginlik
kazanmasi gerektigi dile getirilmektedir (Kulkarni, 2013, s. 27). Bu acidan bilim iletisimi basl

basina bir bilgilenmenin 6tesinde demokratik yasamin niteligiyle dogrudan iligkilidir.
1. Bilim Iletisimi ve Tarihsel Seyri

Modern bilgi toplumlarinda bilim iletisimi 6nemli bir olguya sahiptir. Diinya 6l¢eginde
bir¢ok toplum bilimsel bilgiyi ve teknolojik gelismeleri toplumsal refahin ve ekonomik

gelismenin merkezinde gormekte olup diinya genelinde yasanan iklim degisikligine, yetersiz
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enerji, gida ve su sorununa ¢oziim getirecegine inanmaktadir (Davies ve Horst, 2016, s. 1).
Modern ¢agla beraber bilimin kurumsallagsmasiyla bilim insanlarinin bir araya gelerek bilimsel
kesifler iizerinde tartisma ve bilgiyi paylasma olanaklar1 miimkiin hale gelmisti. Bilimin
kurumsallagsmasinin varligt Sanayi Devrimi ile hiz kazanmis ve teknolojik gelismelerin
toplumsal alanda yarattig1 doniisiim nedeniyle medyanin bilim mecrasina olan ilgisi artmist.
Ozellikle bilimsel kesifler ¢ag1 olarak bilinen 20. yiizyilda yasanan bilimsel ve teknolojik
gelismeler nedeniyle toplumlar bilimin etkisini yasamlarinda daha giiclii sekilde
hissetmislerdir. Bilimsel gelismelerin ve teknik ilerlemenin gilindelik yasamin iginde yer
edinmesi, savas teknolojilerinde teknik gelismenin yarattig1 korku ve kaygi gibi durumlarin
modern yasamin dinamigi i¢inde kendini hissetmesi toplumun bilimsel gelismelere karsi
duyarliligimmi arttirmistir. Bunun sonucu olarak bilim-toplum iliskisinde bilim iletisiminin
varlig1 gittikge yayginlik kazanirken, tarihsel siire¢ igerisinde bilim okuryazarligi, yurttas
bilimi, agik bilim kavramlar1 6n plana ¢ikmistir (Ozdemir ve Koger, 2020, s. 375-377). Bilim
toplum iligkisinde bilim iletisiminin rolii tarihsel siliregte sozii edilen kavramlar ekseninde
gelisme gostermis, bilimi icra eden bilim insanlari arasindaki iletisim ile bilim-toplum
arasindaki bag bilim iletisiminin varhigi ile giiglii bir zemine oturmustur. Modern ¢agla beraber
bilimin kurumsallagsmast ve sistematik bir gelisme goOstermesi sonucu toplumun bilimsel
gelismeler karsisinda bilgi talebi artmistir. Toplumsalin bilgi talebine karsilik siire¢ i¢inde
medyanin da haber metinlerine daha fazla yer verdigi goriilmiistiir. Bu sebeple bilimin
toplumsal yasamda yarattig1 etki kisisel, kiiltiirel ve politik bir ihtiyag¢ olarak ortaya ¢ikmustir
(Gelmez Burakgazi, 2017, s. 236). Ozellikle demokrasi ekseninde diisiiniilen bilim iletisimi
olgusu demokratik kiiltiiriin insasmin gelisimine yonelik diisiiniilmiistiir. Ornegin Davise’e
gore bilim iletisiminin demokratik kiiltiiriin insasinda dort temel islevi bulunmaktadir:
“Birincisi, bilim tartigmasiz kiiltiiriimiiziin en biiyiik basarisidir ve insanlar bunu bilmeyi hak
eder; ikincisi, bilim herkesin hayatini etkiler ve insanlarin bunu bilmesi gerekir; {i¢linciisii,
bircok kamu politikas1 karar1 bilimi igerir ve bunlar ancak bilingli bir kamusal tartismadan
ortaya cikarsa gercekten demokratik olabilir; ve dordiinciisii, bilim kamu tarafindan
desteklenmektedir ve bu tiir bir destek en azindan asgari diizeyde bir kamu bilgisine
dayanmaktadir (veya en azindan bdyle olmalidir)” (Davies S. , 2020, s. 2-3). Bilim iletisimi
bilimin seyri noktasinda demokratik bir gelismeye paralel olarak kamu bilincinin bilim
lizerindeki iradesini arttirmayr hedeflerken bilim ekseninde yasanan bir¢ok yanlis
anlasiimalarin da ortadan kalkmasini amaglamaktadir. Ornegin COVID-19 salgin1 déneminde
asilanmaya kars1 gosterilen tepkiler, asilanma siireglerini komplo teorilerle topluma yayan

bireylerin varligi, bilim iletisiminin 6nemini daha onemli hale getirmistir. Bilim toplum
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iliskisinde yaratilan bilgi kirliligini bilimin kamu tarafindan saglikl1 bir sekilde 6grenilmesinin
oniine gecerken bircok olumsuz siireglerinde yasanmasina neden olmustur. Meyer’e (2018, s.
135) gore de bilim oziinde bir halkla iliskiler siirecine muhtagtir ve bu siirecin saglikli
isleyebilmesi i¢in bilim iletisimi meselesinin ¢ok boyutlu incelenmesi, genis halk kitlelerinin
bilimi anlayacagi diizeyde bir bilim iletisimi siirecinin inga edilmesi gerekmektedir. Bu
cercevede bakildiginda bilim iletisimi bilimin dogru anlasilmasinin 6niinii agmay1 hedefleyen
demokrasinin bir projesi olarak diisiiniilmekte, yurttaslarin daha iyi politik kararlar vermesini,
teknolojik gelismeleri daha saglikli anlamasin1 amag edinerek bilimsel bakis acis1 ile bilimsel
olmayan bakis acist arasindaki ayrimi elde etmelerini amaglamaktadir (Gelmez Burakgazi,
2017, s. 236). Ozetle bilim iletisimi bilimin nasil iiretildigi, aktarildig1 ve tiiketildigi pratikleri
iizerine odaklanarak bilimin toplumsal alandaki islevini politik bir biling kazanimi ekseninde

degerlendirmektedir.

Bilim iletisiminin tarihsel seyrinin ilk basamagi 1960-1980 yillar1 arasinda “bilim
okuryazarlig1” yaklasiminin alanyazinina girmesiyle meydana gelmistir. Bu ddnemde
araliginda bilimsel gelismeler hakkinda kamunun bilgi sahibi olmasinin gerekliligi bilimin
kiiltiirel bir miras olarak ele alinmasiyla iligkilidir. Bu sebeple daha demokratik bir toplumun
insas1 adina kamunun bilimsel gelismeler hakkinda bilgi edinmesi gerektigi ileri siirtilmiistiir.
Kamunun bilimle olan iligkisinin niteligi siyasal kararlar noktasinda toplumun daha saglikli
siyasal katilim pratigi sergileyecegi inanciyla diisliniilmiis, bilim iletisimi bu siirecte kilit bir
alan olarak gortilmiistiir. Kisaca bilim iletisimi yoluyla kamusal meselelerde yurttaglarin daha
dogru karar vermesinin yolu bilimin daha dogru anlasilmasiyla iligkilendirilmistir. Bu agidan
diinyanin dort bir yanindaki hiikiimetler ve bilimsel kuruluslar, halkin bilimle iliskisini
gelistirmeye yonelik faaliyetleri desteklemektedir (Martin, 2017; Sprain, 2018). Toplumsal
gelismeyi hedefleyen, demokratik kiiltiiriin yayginlik kazanmasini amag edinen bilim iletisimi

faaliyetleri bir yoniiyle toplumsal bir bilinglenme politikasi olarak da diisiiniilmektedir.

Bilim iletisiminin ilk gelisim agamasini olusturan “bilim okuryazarlig1” yaklasiminda
bilim yansiz, tarafsiz bir sekilde diisiiniilmiistiir. Bilim-toplum arasindaki bilgi gedigini
gidermeyi amagclayan “bilim okuryazarlig1i” anlayisina gore kamusal yurttaslarin medya
kaynaklar1 yoluyla bilimsel {iretimden haberdar edilmesiyle toplumsalin bilgi gedigi
giderilecektir. Siireg i¢inde bilimin de ideolojik ve iktidar yoniiniin desifre edilmesiyle iiretilen
bilimsel bilgiye mesafeli yaklasilmasi gerektigi elestirel caligmalarin ilgi odagini olusturmustu.
Bu baglamda demokrasi kiiltiirii ekseninde modern toplumlarin insasinin ancak bilimsel

fikirlerin ve teknolojik gelismelerin anlasilmasi ve bu gelismelere elestirel bakilmasiyla
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mimkiin olunacagina inanilmasi bilim iletisimi projesini politik bir zemine oturtmustur.
Ozellikle 2. Diinya Savasi sonrasi bilimsel gelismelerin toplumsal alandaki etkisinin hiz
kazanmas1 toplumlarin bilime olan ilgisini arttirmistt. Bu sebeple denilebilir ki bilim
iletisiminin tarihsel asamasinin gelisimi oncelikli olarak “bilim okuryazarligi” kavraminin
etrafindan Oriilmiistii. “Bilim okuryazarlig1” yaklagimina goére bilim-toplum arasindaki bilgi
gedigi vardir. Bu yaklasima gore toplum bilginin pasif alicisi olarak diisiiniiliir. Bu yaklasim
bilimsel {iretim siireglerini “saf bilim” (pure science) olarak ele almakta ve bilimsel gelismelerin
topluma aktarilmasiyla toplum-bilim arasindaki bilgi gediginin ortadan kalkacagini
soylemektedir. Bu ¢ercevede Gelmez Burakgazi’nin (2017) bilim iletisimin tarihsel seyri
tizerine ¢alismasinda Lewenstein’den yola ¢ikarak bilim iletisimini 4 anahtar model ekseninde

ele alinmaktadir:

Lewenstein (2003), Amerika Birlesik Devletleri (ABD)’nde bilim iletigsimi aktivitelerinde dort anahtar
model yaklasimini paylasmaktadir: bilgi eksikligi modeli (deficit model), baglamsal model (contextual
model), uzmanlik modeli (lay expertise model), ve toplumun katilimi modeli (public participation).
Oncelikle, bilgi eksikligi modeli yaklasiminda toplum, bilginin pasif alicis1 konumundadir. Hakim olan
distince sudur: “Toplumun bilgi eksikligi kapatilmalidir ve bu sayede her sey daha iyiye gidecektir”.
Model basarili goriilmemektedir ve diger {i¢ model, bu modele cevaben ortaya ¢ikmistir. ikinci olarak,
baglamsal model bireylerin bilgilerini Onceki tecriibeleri, sosyal ve kisisel 0Ozelliklerine gore
sekillendirdigini iddia etmektedir. Diger bir deyisle, bireyler bilgi isleme siirecinde bilginin bos alicist
olmaktan ziyade siirece aktif olarak katilmaktadirlar. Bu model, bilgi eksikligi modelinin sadece sofistike
bir versiyonu olmasi yoniiyle elestirilmistir. Son iki model ise, 80’lerin ortalarinda politik siireclere dahil
olma ve katilim i¢in yerel bilgi ve adanmigligin 6neminin kabulii ile ortaya ¢ikmustir. Buna gore, uzmanlik
modeli olarak adlandirilan tigiincii model, bilginin yasamlara, kiiltiirlere ve topluluklarin tarihlerine dayali
oldugunu o6nerir. Lewenstein (2003) bu modeli bdlgesel bilgiyi giivenilir bilgiye listiin tutmasi yoniiyle
elestirir. Son olarak, toplumun katilim1 modeli, bilimin demokratiklestirilmesi {izerine toplumun katilimi
anlayisini vurgulamaktadir. Bununla birlikte, model, toplumun bilimi anlamasina degil de politikaya
odaklanmasi, kiigiik bir grup insana hizmet etmesi ve ¢ogunlukla “bilim-kargit1” 6nyargili tutum igermesi

yoniiyle elestirilmektedir (Gelmez Burakgazi, 2017, s. 239-240).

Bilim iletisiminin ilk gelisim basamagini olusturan “bilgi eksikligi” modeline gore
halkin bilimsel gelismeler karsisinda Bilimi Kavramasi (Understanding of Science)
gerekmektedir. Clinkii bilimsel alan ve halk arasinda bir bilgi gedigi vardir ve bu ancak pasif
olarak diisiiniilen halkin bilgilendirilmesi iyilestirilecektir. Oyle ki bu anlayisa gére halk pasif
birer alic1 kitlesi olarak diistiniilmiistiir. Bu nedenle bilim insanlarinin tirettigi bilginin toplumun
anlayacagi bir bicimde toplumla bulusturulmasi gerekmektedir. Bu tanimlamaya gore bilgi

eksikligi olan toplumun diyalojik baglamdan ziyade bilen erk tarafindan bilgilendirilmesiyle
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bilimin toplumda olumlu etkisi kuvvetlenerek toplumsal bireylerin bilimsel bakis elde etmeleri
kuvvetlenecektir. “Diinya Ekonomik Forumu (2011), genel niifus arasindaki bilgi
esitsizliklerinin hiikiimetlerin ve sivil demokratik toplumlarin karsi karsiya oldugu en
biiyiik zorluk olarak goriilmesi gerektigini 6ne stirmektedir” (Yi-Fan Su vd., 2014, s. 353).
Bu agidan bu yaklasima gore bilim-toplum arasinda bu iletisim kdpriisiinii olusturacak kisiler
ise medya calisanlaridir. Bu sebeple siire¢ icinde bilim iletisimi noktasinda medya
profesyonellerinin yetismesi olanakli hale gelmis, bilimin karmasik dilinin toplumun
anlayacagi diizeye indirgenmesini saglayan medya ¢alisanlarinin sayist artarak bilim
gazeteciliginin dogusuna yol agmistir. Bilim okuryazarligi perspektifiyle baslayan bilim
gazeteciliginin yayginlik kazanmasiyla bilim toplumsallagsmasinin hizi artmigtir. Ancak “bilim
okuryazarlig1” ile baslayan bilgi gedigi yaklasimina gore bilim camiasi bilen 6zne ve toplum
ise edilgen diizeyde bilmeye muhtag olan pasif alicilar olarak diisiiniilmiis, bilimsel iiretim
stirecleri yansiz, nesle ve giig iligkilerinden bagimsiz olarak ele alinmistir. “Fakat zamanla bilim
toplulugunun “mutlak bilen” ve halkin da “yeterince bilmeyen” olarak kabul edildigi bu
yaklagim elestirilerek terk edilmis ve yerini Halkin Bilimle Iliskilenmesi (Public Engagement
of Science) anlayisina birakmistir. Bu anlayisin ortaya ¢ikmasinda toplumlarda bilgi diizeyinin
artis1, buna karsin hayat kosullarinin zorlagsmasi ile bilime kars1 olusan giivensizlik ortaminin
da etkisi olmugstur. Kavram, genel olarak bilimin toplumdaki bireylerin hayatina temas
edebilmesini saglayan her tiirden platformda ¢esitli iletisim yaklagimlarina isaret etmektedir”
(Tuna ve Arslanoglu, 2022, s. 14). Halkin Bilimle iliskilenmesi yaklasimi “yurttas bilimi”
modeli olarak tarif edilen yeni bir bilim-toplum iliskisinin dogusunu saglamistir. Demokrasi
kiiltiirii ekseninde toplumsal karar siireglerinde yurttas iradesinin pasif yerine aktif bir rol giicii
ile disiiniildiigi kalitimer demokrasinin yiikselisine paralel gelisen bun anlayisa gére “bilim
iletisimi, bilim insanlarinin ve karar vericilerin siradan insanlarla daha agik ve esitlik¢i
zeminlerde diyalog halinde olmasini gerektiren bir siire¢ olarak kavranmaya baslanmistir”
(Dursun C. , 2010, s. 2). Bilimsel iiretimin sathalarinda yurttas iradesinin dikkate alindigi
bilimsel ¢aligmalarda yurttaglarin Oneri, telkin ve itirazlarina bagvuruldugu bilim-toplum
iligkisinin bu yaklasimma gore “...katilmci bilim agisindan vadettiklerini, bilimin
demokratiklesmesi, bilim okuryazarhiginin artirilmasit ve bilimsel {iretim bi¢imlerinde
paradigmatik doniisiimler olarak 6zetleyebiliriz. Ancak bu vaatlerin ger¢eklesmesi, kavramin
kendinde ickin, kendiliginden bir siire¢ icerisinde olmayacaktir” (Stierdem, 2021, s. 150).
Ciinkii toplumsal alanin varligi ekonomi politik yapidan bagimsiz ele alinamamaktadir.
Sermayenin bilim iizerinde yarattig1 hegemonik gili¢ yukarda sozii edilen “yurttas bilimi”nin

gelisimine ket vurmakta, bilimin kendinde bir amag olarak gelisimi yerine Pazar dinamiklere
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gore bilimin seyrine yon vermeye calismaktadir. Bu agidan bilim mecrasinin gittik¢e Pazar
akilsallig1 tarafindan kusatilmasi bilim-toplum iliskisi {izerine diisiinsel yogunlagmay1
arttirmstir. Ozellikle son yillarda iklim degisikligi, COVID-19 kiiresel salgin vakas1 toplumun
bilimsel iiretimlerle iligkilenme bigimlerini daha ¢etrefilli hale getirmistir. Bu agidan kiiresel
toplum artik bilimsel gelismeleri yakindan takip etme arzunu sik sik dile getirmekte, siiphe
duyulan gelismelere kars1 orgiitlenme faaliyetleri sergilemektedir. Ornegin ¢evre hareketleri
iklim degisikligine dikkat ¢cekme adina niikleer enerji ¢alismalarina kars1 ¢ikmakta, bilimsel
gelismelerin yarattigi ¢evre kirliligine dikkat ¢ekerek diinya kamuoyuna sesini duyurmaya

calismaktadirlar.

Insan merkezli rasyonel kiiltiiriin insasinda Aydilanma ve moderniteyle baslayan
bilimsel alana olan sarsilmaz inancin 20. yiizyilla beraber aragsal aklin yiikselisiyle ortaya
¢ikardigi sonuglar “bilimin masumiyeti”’nin kaybolmasi anlamina gelmistir (Bucchi, 2004). 19.
yiizyilda bilimsel topluluklar arasinda yaratilan bilim anlayisinin 20. yiizyilla beraber devlet ve
ticari kuruluslar eliyle kontrol ve yonetimi nedeniyle bilim iizerinde yeni giic merkezlerinin
olusmasina neden olmustur. Bu sebeple bilimsel faaliyetlerin {izerinde yeni iktidar yapilarinin
belirmesiyle bilimsel alana daha mesafeli bakilmasi anlayisi yaygin hale gelmistir. Ozellikle
savaslarda kullanilan silahlarin bilimsel birer {iretim aract olarak ortaya ¢ikmasiyla -bunun en
belirgin ozelligi niikleer silahlardir- bilimin varligi {izerine tartigmalari yogunlastirmistir.
Bunun yaninda giindelik hayatin i¢ine sizan ve giindelik hayati kolaylastiran aletlerin
artmastyla teknolojik kiiltiiriin toplumsal hayati sekillendirmesiyle bilimsel gelismelere olan
ilgi artmistir. Ayrica Soguk Savas doneminde ABD ve Sovyet Sosyalist Cumhuriyetler Birligi
(S.S.C.B.) arasinda yasanan teknolojik rekabet nedeniyle toplumun ve medyanin yasanan
gelismelere karsi ilgisi yogunlasti. Gii¢ gosteri olarak icatlarin ve kesiflerin propaganda
malzemesi yapilarak medya yoluyla ideolojik miicadele ekseninde kiiresel medya alaninda
genis Olgekte yer bulmasi bilim gazeteciligi alaninda ¢alisan profesyonellerin artigini
hizlandirdi. “1957°de SSCB’nin ydriingeye ilk yapay uyduyu yerlestirmesinin diinya ¢apinda
yarattig1 sagkinlik, “Sputnik etkisi” olarak adlandirildi ve ABD ve SSCB arasinda genel olarak
bilime ve 6zelinde uzay arastirmalarina ayrilan kaynaklarin arttirilmasina yol acti. Boylelikle
uzay ¢alismalarindaki rekabet bir meydan okuma olarak bilim insanlarimin ve bilim iletisiminin
giindemine, bilim iletisiminin yonetilmesi de hiikiimetlerin giindemine yerlesti” (Dursun C. ,
2010, s. 6). Bilim iletisiminin Soguk Savas doneminde yonetimi uluslararasi diizlemde yasanan
rekabetin medya yoluyla toplumla bulusturulmasi politikasim1 kurumsallastirdi. iki kutuplu

diinya {ilkeleri medya iizerinden toplumsal algiyr yaratilan teknolojik gelismelerle
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yonlendirmeyi hedeflerken yasanan niikleer silah tehdidi bir yoniiyle de toplumlar1 korkuya da
sevk etti. Ozellik ABD ve S.S.C.B. arasinda yasanan Kiiba Krizi nedeniyle toplumlarin
silahlanma yarisina kars1 ilgisi artti ve medya bu siiregte toplumsalin algisini sekillendirmede
giiclli ideolojik bir aygit olarak hareket etti. Bunun yaninda 1960’lar ve 1970’lerde toplumsal
hareketlerin ortaya ¢ikisi, post modernist yeni ¢alismalarin yeni bir elestiri kiiltiirlinii topluma
kazandirmasi, ¢evreci ve kadin hareketlerinin varligi bilim ve medya alanina kars1 sorgulayici
caligmalarin dogusuna imkan verirken bilime kars1 mesafeli ve elestirel bakilmasini miimkiin
hale getirdi. Neticede artik bilimsel alan bilgi ve iktidar iliskisi ilizerinden ¢dziimlenmeye
baslandi. Boylece bilimsel gelismelerin seyri “demokratik kiiltiiriin gelismesi™* ekseninde

diisiiniilmeye basladi.
2. Bilim iletisiminin Politik Yonii

Bir yandan Soguk Savas doneminde ABD ve S.S.C.B. arasinda yasanan silahlanma
yarist diger yandan yiikselen toplumsal hareketlerin yarattig1 elestirel muhalif hareketler Bati
toplumlarinda bilimin isleyis pratiklerine kars1 tepkilerin ¢ogalmasina neden olmustu. Bilim ve
teknigin bu siire¢ igerisinde gittikce daha ¢ok sorgulanmasiyla bilim karsitligi hareketlerin de
dogusuna neden oldu. Bu sebeple bilim-toplum iliskisine yonelik yeni tepkilerin diisiinsel
literatiirde yer edinmesiyle bilim-toplum arasinda daha saglikli bir bagin kurulmasina yonelik
bilim iletisiminin 6nemi daha belirgin bir goriiniim kazandi. 1970’lerden itibaren {ilkelerarasi
teknolojik rekabet ile giindelik hayati kolaylastiran aletlerin varligt nedeniyle bilimsel
gelismeler popiiler bir kiiltiire doniismiistiir (Dursun C. , 2010). Bunun yaninda toplumsal
bilinglenmenin yarattig1 yeni talepler dogrultusunda bilimsel faaliyetlerin ortaya g¢ikardigi
sonuglarin azaltilmast ya da ortadan kaldirilmasina yonelik kontrol ve denetleme
mekanizmalarinin yaratilmas: i¢in artan talepler bilimin gelisim seyrine yonelik farkli
paradigmalarin dogusuna neden oldu. Bu noktada liberal diisiince gelismisligi ve ilerlemeyi
bilimin ve teknolojinin varligiyla sinirlandirirken bilimi kutsal bir mertebede ve tarafsiz olarak
ele almistir. Kisaca liberal diisiince agisindan bilimsel ve teknolojik gelismeler giic ve iktidar
iligkilerinden bagimsiz nesnel ve tarafsiz olarak diisiiniilmiistiir. Buna karsin bilime daha

mesafeli duran elestirel yaklagimlara gore bilimin ¢ok yonlii sonuglar1 vardir ve bilim yalniz

* Yasadigimiz gagda bilimsel gelismelerin seyrinin sorgulanmasinda kimin kazangl ¢iktig1 ya da kimin olumsuz
etkilendigi sorusu merkezi bir deger tagimaktadir. Neticede bilimsel gelismelerin seyri ekonomi politik diizlemde
ele alindiginda bilimsel gelismelerin kazanani ve kaybedeni karsimiza ¢ikmaktadir. Teknolojik gelismelerle
tiretimini arttiran bir is veren igin bu tiir bir tekniksel uyumlagma olumlu kucaklanirken, istihdam noktasinda issiz
kalan iscileri icinse bagka bir resim karsimiza ¢ikiyor. Giivencesiz kosullarin olugsmasina yol acan teknojik
gelismelerin varligi bu nedenle farkli sonuglari dogurmaktadir. Bu sebeple bilimsel ve teknolojik gelismelerin ¢ok
yonlii politik siizgeglerden gegirilerek degerlendirilmesi daha esitlik¢i ve demokratik bir toplumun insasinda elzem
bir gerceklige sahiptir.
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giindelik diinyay1 sekillendirmemekte, toplumun diinyay1r algilama bi¢imine de yon
vermektedir (Dursun O. , 2018). Ayrica bilimin gii¢ ve iktisadi yonii nedeniyle toplumsal
celiskileri yeniden iireten bir kurum olarak da hareket etmesi s6z konusudur. Bu nedenle diinya
toplumlar1 arasinda yasanan ayrismanin belirgin 6zelligi olarak gelismis toplumlarin bilim ve
teknigin giicti ile kendilerini giiclii kilarak yayilmaci bir politika sergilemeleri diinya barigini
tehdit etmekte, bilimsel gelismeler giiclii silahlara doniiserek siddet temelli emperyalist
c¢ikarlarm giiclenmesine neden olabilmektedir. Ozellikle 2. Diinya Savasi sirasinda atom
bombasinin yarattigi korku ve dehset iklimi, diinya yurttaslar1 tarafindan bilime mesafeli
bakilmasina neden olmustur. Ozetle, “ilk atom bombasinin atilmasi sonrasinda siradan
insanlarin bilimi kavramasi, bilimin giici, nasil denetlenmesi gerektigi, bu denetimde bilgili ve
ilgili yurttaslarin demokratik katiliminin saglanmasi1 ve karar alma siireglerinin nasil
yapilandirilabilecegi hakkindaki tartigmalar da gelismis endiistriyel {ilkelerin giindemine geri
doniigsiiz bir bicimde girdi” (Dursun C. , 2010, s. 10). Atom bombasinin yarattig1 felaketler
sonucu bilimin varlig1 {izerine tartismalarin boyutu daha genis bir yelpazede elestiriye agildi.
Aydmlanma diisiincesiyle baslayan bilgiler hiyerarsisinde bilimsel bilgi en iist mertebede
bulunurken, bilimin evrensel ve yansiz oldugu inanc1 hakimdi. Kisaca bilimsel bilginin varlig
iktidar, gii¢ ve toplumsal olgulardan bagimsiz ele alinirken bu yaklasim bilimi ayricalikli bir
mertebeye yerlestirmekteydi. Bu sebeple bilim, gelismenin ve ilerlemenin merkezi bir alanini
sergilerken yarattig1 esitsiz sonuglar1 gormezden gelinmekteydi. Bu hakim anlayis 2. Diinya
Savasi sirasinda kullanilan niikleer bombanin varligiyla sarsildi ve bilime kars1 daha mesafeli
yaklagmanin olanagini dogurdu. Daha sonraki siirecte Soguk Savas doneminde ABD ve
S.S.C.B. Rusya arasinda yasanan silahlanma rekabeti diinya toplumlarinin bilimin geligsmesini
korkuyla takip etmelerine yol agti. Oysa bilimsel gelismeler yansiz, tarafsiz ve evrensel® olma

ozelligi lizerinden diinya dlgeginde mesruluk zemini kazanmustir.

Soguk Savag’in yarattig1 korku ikliminin yaninda 1960 sonrasi kapitalist toplumlarda
yasanan toplumsal hareketlerin varligi, post modern teori ve yaklasimlarinin geleneksel
paradigmalar tlizerindeki sarsict etkisi bilimin gelisim seyrine yonelik elestirel kuramlarin
gelismesine katki sagladi. Boylece bilim-toplum iligkisi nesnel bir bakigin 6tesinde demokratik

kiiltiir ekseninde diisiiniilmeye ve teknolojik gelismeye yonelik yurttaglarin siireg igindeki rolii

5 Esasinda bilimsel gelismeler rasyonel akil gercevesinde dogada yasanan neden-sonug iliskilerini gdsterme
nedeniyle evrensel bir 6zellige sahiptir. Ancak bilimsel geligmelerin sonucu olarak elde edilen verilerin kimler
tarafindan nasil kullanildig: bir baska sorun olarak diigiiniilmektedir. Ciinkii “kendinde bir amag olarak™ bilimsel
calismalarin hedefi geleneksel baglamda hakikati ortaya ¢ikarma adina bir gelenek olusturmustu. Ancak tarihsel
siirecin seyri icinde hegemonik gii¢lerin bilimsel sonuglar1 kullanarak yeni otorite hedefleri devsirmeleri bilimin
sonuglarinin hangi amaglar dogrultusunda kullanildigimin anlasilmasi gerektigini ortaya koymustur.
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tartisilmaya baslandi. Oyle ki bilim-toplum arasinda araci gorev iistlenen medya alani da
ekonomik politik ve ideolojik diizlemde tartisilmaya baslandi. Bilimsel bilginin islevinin
yaninda medyanin da tirettigi haber metinlerinin sorgulanir hale gelmesi medya mecrasinda yer
edinen bilimsel ve teknolojik igeriklerin de ekonomi politik ve ideolojik diizlemde
elestirilmesine yol act1. Ozellikle medyanin reyting kaygisi1 nedeniyle sansasyonel haber iiretim
tarzinin elestirilmesi medyada yer edinen bilim haberlerinin de elestirilmesine neden oldu
(Dursun C. , 2010, s. 17). Irk, etnisite, din, ataerkil temsil kodlarinin medyanin ideolojik dili
ekseninde elestirisi bilimin medyadaki varliginin da elestirisini miimkiin kildi. Bunun yaninda
bilimsel metinleri medya yoluyla alimlayan toplumsal bireylerin sosyo-kiiltiirel degiskenlerinin
de incelenmesi (Kulkarni, 2013; Scrimshaw, 2019) bilim iletisimi ¢alismalarinin ¢ok yonlii
eksende ele alinmasima yol agt1. Ornegin Scrimshaw’a (2019) gére insanlarin bilgiyi alimlama
dereceleri esit degildir ve bilgiyi alimlama belirli zorluklarla karsilasmakta, bilgi bireylerin
0znel degiskenligine gore filtrelerden gegmektedir. Bunlar dil yetisi, yas, toplumsal cinsiyet,
yetersiz okuryazarlik, toplumsal smif, ekonomik durum, etnisite, sinifsal ve ideolojik
yasanmisliklar ve deneyimler gosterilebilir. Bu agidan bireylerin karsilastiklar1 enformasyonla
nasil bir iliskilenme bi¢imi yasadiklar1 ve diinya goriislerine goére bilimsel veriyi nasil
yorumladiklart 6nemli hale gelmektedir. Dolayisiyla bilimsel verilerin bireyler tarafindan
alimlanmasi bir¢ok Oznel degiskenlere gore farklilik tasimakla beraber, sosyo-kiiltiirel
gerceklikler bilimsel verinin alimlanma siirecini belirlemektedir (Dietz, 2013, s. 14085). Bu
degiskenler ¢ercevesinde Davies’e (2020) gore iletisimin toplumsal islevi goz Oniine alinarak
demokrasiyi yiikseltme adina topluma yonelik bilim kiiltiiriiniin yayginlagsmasini hedefleyen
bilim egitiminin verilmesi gerekmektedir. Bu agidan giiniimiizde toplumsal iletisimin medya
yoluyla yasandigr diisiiniildiiglinde medya bilim kiiltiiriiniin yayginlastirilmasinda basat bir
giice sahiptir. Oyle ki toplumsal bireyler arasindaki bilgi gediginin giderilesinde medya énemli
bir islev gorebilmektedir. “Diinya Ekonomik Formu (2011) raporuna gore toplumsal alanda
yasanan bilgi esitsizliginin giderilmesi devletlerin ve sivil toplum kuruluglarinin en 6nemli
miicadele alanin1 teskil etmektedir ve bilgi esitsizliginin giderilmesi demokrasinin
giiclendirilmesiyle dogrudan iligkilidir. Rapora gore toplumun daha egitimli iiyelerinin medya
bilgilerine ulasma kabiliyetinin daha hizli oldugu ve bu bilgilerin daha egitimsiz insanlarin bilgi
edinme kabiliyetleriyle karsilastirildiginda daha etkili kullanildig1 savunulmaktadir “(Yi-Fan
Su ve digerleri, 2014, s. 353). Bu agidan bilim iletisimi egitimi toplumsal bilgi gedigini

gidererek toplumsal hiyerarsiyi azaltacak ve bdylece daha esitlik¢i bir toplum insa edilecektir.

3. Neoliberal Zamanlarda Bilim iletisimini Tahayyiil Etmek
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Kiiresel ol¢ekte neoliberal politikalarin hegemonik hale gelmesiyle beraber piyasa
tabanli bilimin de yayginlik kazanmasi bilim iletisimi sorunsalina neoliberal ekonomi politik
eksende bakilmasina yol agmistir. Kapitalist ekonomi politik doniisiimiin bir akilsallig1 olarak
neoliberalizm, geleneksel bilimsel tiretim kiiltiiriinii yerinden etmistir (Davi vd., 2021, s. 357).
Geleneksel bilimsel iiretimde hakim olan “bilginin kendinde bir amag oldugu” (Pelikan, 2015,
s. 25) anlayisinin neoliberal ekonomi politik akilsallikta salt piyasanin hedeflerine gére hareket
etmesi bilimler arasinda da hiyerarsik ¢eliskiler yasanmasina sebep olmustur. Bu nedenle bilim
artik kendinde bir amag¢ olarak hakikat pesinden kosmamakta, piyasanin taleplerine gore
kendini revize edip yonetmektedir. Bu agidan piyasanin taleplerini yerine getiren bilimler daha
degerli bir konuma gelirken felsefe ve giizel sanatlar gibi alanlar ise piyasada cok ise
yaramadiklar i¢in degerden diismektedirler. Neoliberal ekonomi politik akilsallikta elestiri
kiiltiirt iktisadi gelisme icin engel olarak goriilmekte teknik zeka hegemonik bir gii¢ olarak
bilim alani, sivil toplum ve siyaset arasindaki iligkinin niteligini belirlemektedir. Bu agidan
elestirel yargi giicli degersiz goriilmekte, elestirel giicii yiiksek kamusal sahsiyetler
degersizlestirilerek kamusal bilingten uzaklastirilmaya ¢alisilmaktadir (Bourdieu, 2017, s. 19).
Bu acidan neoliberal diizen faydaci ideolojinin egemen oldugu, iyi ve kotii olanin faydaci
ideolojinin skalastyla 6l¢iildiigii bir degerler sistemini temsil etmektedir. Oyle ki neoliberal
ideolojinin varligina yonelik herhangi bir elestiri kotii, anarsi ve marjinal gosterilmektedir.
Bourdieu (2017) agisindan entelektiiel sahsiyetlerin marjinallestirilip kamunun goziinden
diistiriilmesi bir bakima kamu giiciiniin yok edilmesi kadar tehlikeli ve yikicidir. Ciinki
neoliberal diizende bilimsel iiretim bir eksen kaymasi yasamaktadir ve bu eksen faydaci
ideolojinin hedeflerine gére yol almaktadir. Bu kertede Sosyal Darwinizm ideolojisinin faydaci
kiiltiirii beslemesi nedeniyle entelektiielite yerine uzmanlik, hakikat yerine bilginin degisim
degeri 6n plandadir. Bundan dolayr “bilim kimligi” (James, 2020) de donilisiim gecirmistir.
Piyasa elestirel kiiltiirii besleyen bilim insanlarinin yerine neoliberal ekonomi politik talepleri
karsilayacak sahsiyetlerin varligini talep etmektedir. Bu nedenle faydaci bir kiiltiirii besleyen
neoliberal ideolojinin bilim mecras1 iizerindeki varligi yiiksek kiiltiire bir saldir1 anlamina
geldigi dile getirilmektedir (Buckner, 2017, s. 473-489). Bu ac¢idan kamu yarar1 adina kendini
sergileyen diisiince setlerini degersizlestiren neoliberal ideoloji® ticari hedeflere yonelik bilgi

® Neoliberal ideoloji olarak tarif edilen ekonomi politik yonetimler seti esasinda bireysel tutum ve davranislardan
baglayarak devletin yonetim aklina degin sirayet eden ekonomik ve politik bir proje olarak karsimiza ¢ikmaktadir.
Ozetlemek gerekirse neoliberal akil ortak yarar ve kamu hizmetini degersizlestirerek yeni ekonomik diizene gére
girisimci ve sorumlu bireylerin varligimi talep etmekte, devletin birgok kamusal hizmetini 6zellestirmekte,
ekonomik terimler, degerler ve teknik dile gore toplumu ve bireyi tanimlamaktadir (Brown, 2020).
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setlerini desteklemektedir. “20. yiizy1lin son yarisinda Ingiliz hukukunun, entelektiiel girisimin
korunmamasi halinde toplumun zarar gérecegini kabule hazir olmasi dikkat ¢ekicidir” (Evans,
2007, s. 212). Bu cercevede neoliberal ideolojinin entelektiiel yasam iizerindeki bu baskisi
demokrasinin varligiyla iligkilendirilmekte bilimi icra edenlerin entelektiiel hedeflerden
uzaklastirilmas1 demokrasiyi besleyen diisiincelerin asinmasina neden olmasit nedeniyle
toplumsal soézlesmenin zarar gordiigii dile getirilmektedir. Bu dogrultuda bilim iletisimi
toplumsal farkindalik yaratma noktasinda demokratik kiiltiirle dogrudan iliskili hale gelmistir.
Bu nedenle giiniimiizde bilim, insani boyutlariyla demokrasi kiiltiirii ekseninde ele
alinmaktadir. Bilimin varlig1 toplumsal, kiiltiirel ve ideolojik diizlemde diisiiniilmekte, daha
demokratik bir toplumun insasi noktasinda bilim iletisimi merkezi bir alan olarak ele
alinmaktadir. Bu sebeple bilim-toplum iliskisinde bilim okuryazarligi tolumun bilime karsi
duyarliligimi ve karar verme siireclerinde katilimer giiciinii arttirmayr hedefleyen politik bir
proje olarak rasyonel bir toplumun olusmasini hedeflemektedir. Bunun yaninda bilimin
ideolojik gelisimine karsi da toplumun uyanik olmasina hizmet etmektedir. “Bilim
okuryazarliginin arttirilmasi lehinde olanlar i¢in, bilim okuryazari olan bir toplum, cahil olan
bir toplumdan bircok bakimdan daha iyidir. Oncelikle bilim okuryazar1 olmak, insanlar1 daha
distintimsel (reflective), kendisini gerceklestirmeye doniik ve daha iiretken kilar; bu ise daha
1yi bir yasam ortaya koyabilecek ‘daha iyi yurttaslarin’ yaratilmasini saglar” (Aktaran: Dursun,
2010, s. 21).

Bilim iletisiminin tarihsel gelisimi aslinda bir nevi bilim insanlarimin toplum ve bilim
arasindaki iligkiyi algilama seklini ortaya koymaktadir (Gelmez Burakgazi, 2017, s. 239).
Aydinlanmayla baslayan ilerleme inanci bilimi kutsal bir mertebeye koyarak bilimi nesnel,
tarafsiz ve ideolojiden muaf diizeyde degerlendirmekteydi. Bu acgidan bilim insanlar1 bilen
0zne, bireyler ise pasif bilgiye muhtag 6zne olarak diisiiniilmekteydi. Dolayisiyla post modern
zamanlara degin bilim gii¢ ve iktidar gruplarindan, ticari amaglardan bagimsiz evrensel bir
faaliyet olarak tasarlanmisti. Bu agidan toplum da bilimsel gelismelere kars1 pasif algilayicilar
olarak bilgilendirilmesi gereken kitle olarak ele alinmaktaydi. Basta medya araglar1 olmak iizere
farkli kanallar yoluyla toplumun bilimsel gelismelere karsi1 bilgilendirilerek toplumun toplumla
iliskisi giiclendirilmeye ¢alisilmisti. Bu anlayis bilim-toplum arasindaki iliskiyi hiyerarsik bir
diizlemde ele almaktaydi ve bilimsel gelismeler noktasinda toplumun katilim ve karar verme
yetkisi bulunmamaktadir. Bu nedenle bilimin ortaya ¢ikardigi sonuglara karsi toplumsal bir

mutabakat yoktur ve toplum edilgen bir konumda diisiiniilmektedir. Bu dogrultuda bilimin
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seyrine yoOnelik toplumun karar verme gilicii yoktur. Bu anlayisa karsin tarihsel siiregte
demokratik ve katilimer kiiltiiriin gelismesine paralel bilim-toplum iliskisinde de doniisiim
yasanmis, bilgi eksikligi yaklagimi yerine diyalojik model olarak tarif edilen bilimsel alana
yonelik toplumun katilimer giiclinii arttiran yurttas bilimi anlayisiyla toplum edilgen konumdan
etken konuma getirilerek karar verme siireglerinde ve bilimin iiretim asamalarinda yurttaglarin
iradelerine bagvurulmasi gerektigi anlayisi yayginlik kazanmistir (Gelmez Burakgazi, 2017, s.
240). Bu acidan giliniimiizde gelismis demokrasilerde katilimer kiiltiiriin gelismesine yonelik
bilimsel gelismeler noktasinda toplumun iradesine ve karar verme hakkina sahip olmasi
gerektigi savunulmaktadir. Ozellikle bilimin neoliberal kusatma altinda girisimcilik kiiltiirii ve
uzmanlasma akli ile kontrol edilmeye calisilmasi bilimsel alana yonelik elestiri kiiltiiriiniin
Oonemini arttirmistir. Geligsmis demokrasilere gore bilimin seyrini takip etmek ve bilimin
icerigini anlamak demokrasi kiiltlirii i¢in yeterli degildir. Bilimin sonug¢larmi gii¢ ve iktidar
ekseninde analiz etmek, bilimin gelismesinde aktif rol almak, katilimc1 kiiltiir hedefi olarak
temsil hakkini sergilemek bilim iletisimini diyalojik bir etkinlik olarak diisiiniilmektedir.
Diyalojik katilime1 demokrasi ekseninde ele alinan gilinlimiiz bilim iletisimi yaklasimi insan
merkezci, sermaye ve iktidar ¢ikari yerine kamunun ve yurttaslarin ¢ikarin1 6nceleyen bir

yaklagim olarak “yurttas bilimi” (Ruiz-Mallén vd., 2016) kavramu ile tarif edilmektedir.

Bilimsel iiretim siireclerinde yurttaglarin katilimini ve destegini kapsayan “yurttas
bilimi” anlayis1 bilimin geleneksel kurumsal yapisina yeni bir boyut kazandirmaktadir. Yurttas
bilimi ag¢isindan kamu giiciiniin egemen oldugu gelismis demokrasilerde karar verme
stire¢lerinde yurttaglarin oy hakkini1 daha saglikli kullanabilmesi adina bilimsel bir bakis agisina
sahip olmasi gerekmektedir. Bu bakimdan “...toplumun bilimi anlamas1 toplumun niteliginin
artisinda, kisisel kararlarin alinmasinda ve bireysel yagsamlarin zenginlestirilmesinde son derece
onemlidir” (Ozdemir ve Koger, 2020, s. 379). Toplumun bilimle iliskisinde ¢agdas diinyanin
en onemli aract konumundaki medya mecrasi bilim iletisimin en yaygin alani olarak vardir.
Lakin medya alan1 da ekonomi politik sahipligi nedeniyle baska bir sorunsal olarak hareket
etmektedir. Ornegin giiniimiizde bilim-teknik alanindaki gelismelerin yarattig: birikim
rejiminden dolay1 medya mecralarinda pozitif bilimlerin hegemonyasi s6z konusudur (Dursun,
2018). Bu bakimdan, bilim iletisimi de toplumdaki diger ¢alisma alanlarinda oldugu gibi,
kaynaklarin dagilimi ile ilgili miicadelelerden ve politik catismalardan, politik catigmalar ise
farkl1 toplumsal kesimlerin ¢ikarlarindan bagimsiz diisiiniilemez. Bundan dolayr bilim
iletisiminin de gii¢ iligkilerini hareketlendirdigi bir alanda gergeklesiyor oldugu 6n kabulii ile

bilim iletisiminde hangi yaklasim gerg¢evesinde kalinirsa kalinsin, dogruluk (accuracy) ve
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katilim nosyonlarindan vazgegilmemesinin anlamli olacagi séylenebilir (Dursun C. , 2010, s.
23). Ancak yurttas biliminin gelisme gostermesi toplumun egitim seviyesiyle iligkilidir.
Martin’e gore katilimer yurttas bilimi egitim seviyesi yiiksek olan kesimlerde belirgin olmasina

karsin, toplumun geneline gidildikg¢e bu seviye azalmaktadir (2017, s. 4).
Sonug¢

Cagdas diinyada bilimsel gelismelerin hizi insanlik tarihinde goriilmemis bir
dontistim siireci yasamaktadir. Bu gelismelerin ne tiir sonuglar dogurdugu, demokratik
yagsami nasil etkiledigi, kiiresel barig iizerindeki yansimalarinin ne oldugu 6nemli hale
gelmistir. Bu agidan yurttag hak ve sorumlulugu ekseninde yasanan bu doniisiimii anlama
ve bu doniisiimin politik sonuglarin1 analiz etme demokrasi Kkiiltiiri ekseninde
diistiniilmelidir. Ayrica yarattigi sonuglar1 nedeniyle bilimsel gelismelerin seyri {izerinde
so0z hakkina sahip olma, bilimsel gelismelere karsi katilimci bir kiiltiirii benimseme
demokratik kiiltiiriin yeni bir yurttas parametresini yansitmaktadir. Bu ag¢idan bilim
insanlar1 ve bilimsel gelismelerin toplumla bulusturulmasinda araci bir gorevi iistelenen
bilim iletisimi anlayis1 demokratik yasamin siirdiiriilmesinde ve gelistirilmesinde 6nemli
bir bilesen olarak karsimiza ¢ikmaktadir. Oyle ki bugiin gelismis bati demokrasileri
bilimsel gelismeleri ekonomi politik diizlemde ele almakta ve yurttaslarin bu gelismelere
kars1 tutum ve davranis sergilemeleri gerektigini sdylemektedirler. Sonug itibariyle
bilimsel gelismelerin yarattid1 sonuglarin olumsuz sonuglarinin azaltilmasma yonelik
yurttaglarin karar katilimer bir kiiltiire sahip olmasi gerektigi vurgulanmakta, “bilim
iletisimi  “anlayis1 bu eksen Tlzerinde politik bir bilinglenme mecras1 olarak

diistintilmektedir.
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EXTENDED SUMMARY

This study discusses the existence of "science communication” studies, which do not have much place in
the communication research literature on the axis of science-society relationship, on the political context within
the framework of democracy culture and brings science communication to discussion as a political empowerment
for the development of democratic culture. In the age we live in today, the impact of scientific developments
determines the course of daily life and also contributes to the development of democratic culture. For this reason,
citizens' relationship with scientific developments in the course of science is associated with the quality of
democracy and the consciousness and awareness of citizens in terms of scientific developments is directly
associated with democracy. For this reason, citizens' relationship with science is considered as a political
awareness, and the existence of science communication is analyzed in the context of political economy and the
phenomenon of science communication is considered as a political strategy.

Considering the course of the history of science, communication has an important place in the
development of the scientific community and culture. In this respect, science communication is considered as a
dynamic activity that includes all communication channels regarding the production and consumption of
information, is affected by cultural and social structures and affects these areas. Scientific production needs
communication channels to achieve its goal and the common name for these communication channels is science
communication activities. Science communication, which has been developing since the 1970s, contributes to the
development of science-based socialization by serving to increase interest and awareness in science. Science
communication initially took its place in the literature as "science literacy"”, and the existence of a media-centered
communication aimed at informing the society about science was supported within the framework of the "lack of
information" for the society to understand science. According to the "scientific literacy" in question, society is
considered passive, and individuals and structures engaged in scientific production are considered as knowing
power. In this understanding, which is described as a lack of knowledge, the passive role of the society in scientific
production was considered as an idea contrary to the understanding of the development of participatory democracy
in the following period, and it was expressed by democracy thinkers that the society should also take an active role
in scientific developments. So much so that today, it is considered as an indispensable condition of democracy that
society should take an active role in scientific developments, and it is said that scientific developments are not
impartial and the political economy aspect of scientific inventions is expressed as a political strategy. In this
respect, in order to put these developments on a clearer basis, this study defends science communication as a
political activity as a social awareness by opening the existence of science communication to discussion on the
axis of democracy debates. In today's societies, scientific and technological developments have come to determine
almost all actions and experiences of human life, from economy to politics at the macro level, and from social
relations to cultural transformations at the micro level. In this respect, the direction in which these developments,
which have an impact on human life, evolve or are controlled and managed, concerns everyone for the sake of
being a citizen. Based on this determination, it has become important who benefits or loses from these
developments. Because scientific developments are not neutral and do not affect everyone in the same way.
Especially due to the atomic bomb used in the Second World War, science lost its innocence and scientific
developments began to be considered in terms of power centers. Based on this, this study considers the existence
of science communication as a political field, arguing that ordinary citizens should understand science, have the
right to have a say in the supervision and control of science, and that citizens should not take a participatory and
active role in a decision-making position on the axis of democratic culture in the face of industrial developments.
thinks of it as power.
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