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Makale Bilgisi Highlights

Arastirma makalesi Tiirkiye's cybersecurity maturity was assessed using ENISA's NCAF and compared with global
Bagsvuru: 10.03.2024 cybersecurity indices. Tiirkiye shows strong cybersecurity capabilities but needs improvement in
Diizeltme: 16.04.2024 some areas such as supply chain security and contingency plans. Discrepancies between Tiirkiye's
Kabul: 20.05.2024 NCAF results and global indices emphasize the complexity of cybersecurity evaluation.
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Abstract

In this study, Tiirkiye's cybersecurity maturity level was assessed using the European Union Agency for Cybersecurity's (ENISA) National
Capabilities Assessment Framework (NCAF). To complement the NCAF findings, other global cybersecurity indices, such as the Global
Cybersecurity Index (GCI), Cybersecurity Performance Index (CPI), and National Cyber Security Index (NCSI), were also given to provide a
broader understanding of Tiirkiye's cybersecurity posture. Additionally, Tiirkiye’s organizations, legal framework, public and private sector,
academic landscape, incident response capabilities and military capabilities were presented through an extensive literature review. In this
respect, this is the most up-to-date cybersecurity capability analysis of Tiirkiye in English. According to the findings from NCAF assessment,
Tiirkiye has high level of cybersecurity maturity level while there are various areas that need improvement, including supply chain security,
contingency strategies, education and training, security and trustworthiness of digital identity and public digital services. The comparison
between Tiirkiye's NCAF results and global cybersecurity indices shows alignment with ITU's GCI but discrepancies with CPI and NCSI.
These differences originate from different assessment criteria and emphasize the complexity of creating a universally accepted cybersecurity
evaluation framework. The methodology and findings of this study can serve as a reference for researchers and policymakers to measure and
enhance the cybersecurity levels of other countries.

0zet

Bu ¢alismada, Tiirkiye'nin siber giivenlik olgunluk seviyesi, Avrupa Birligi Siber Giivenlik Ajansi'min (European Union Agency for
Cybersecurity - ENISA) Ulusal Kapasite Degerlendirme Cergevesi (National Capabilities Assessment Framework - NCAF) kullanilarak
degerlendirilmistir. NCAF bulgularini tamamlamak amaciyla, Kiiresel Siber Giivenlik Endeksi (GCI), Siber Giivenlik Performans Endeksi
(CPI) ve Ulusal Siber Giivenlik Endeksi (NCSI) gibi diger kiiresel siber giivenlik endeksleri de ele alinarak Tiirkiye'nin siber giivenlik durumu
haklanda daha kapsamli bir degerlendirme sunulmustur. Ayrica, Tiirkiye'nin kurum ve kuruluslari, yasal ¢ercevesi, kamu ve ozel sektorleri,
akademik yapisi, siber olay miidahale kapasitesi ve askeri yetenekleri kapsamli bir literatiir taramasiyla ortaya konmugstur. Bu baglamda bu
calisma, Tiirkiye'nin siber giivenlik kapasitesine dair Ingilizce dilindeki en giincel analizdir. NCAF degerlendirmesine gore, Tiirkiye yiiksek
bir siber giivenlik olgunluk seviyesine sahipken, tedarik zinciri giivenligi, acil durum stratejileri, egitim ve 6gretim, dijital kimlik giivenligi ve
kamu dijital hizmetlerinin giivenilirligi gibi iyilestirilmesi gereken muhtelif alanlar bulunmaktadir. Tiirkiye'nin NCAF sonuglar ile kiiresel
siber giivenlik endeksleri arasindaki karsilagtirma, Uluslararasi Telekomiinikasyon Birligi 'nin (ITU) GCI endeksiyle uyumluluk gosterirken,
CPI ve NCSI ile bazi farkliliklar ortaya koymaktaduwr. Bu farkliliklar, endekslerdeki 6zgiin degerlendirme kriterlerinden kaynaklanmakta olup,
evrensel olarak kabul edilen bir siber giivenlik degerlendirme ¢ergevesi olusturmanin zorlugunu ortaya koymaktadir. Calismanin metodolojisi
ve bulgulari, diger iilkelerin siber giivenlik seviyelerini lgmek ve gelistirmek icin arastirmacilar ve politika yapicilar i¢in bir referans niteligi
tasimaktadur.
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1. INTRODUCTION

Increased reliance on digital technologies and a
growing variety of cyber threats show the need
for cybersecurity for countries [1]. Cybersecurity
is a critical aspect for protecting national security,
critical infrastructure, and the economy [2]. As
the world becomes more interconnected and
dependent on digital technology, the demand for
effective cybersecurity strategies and capabilities

grows.

A detailed analysis of a country's cybersecurity
competence has several advantages for its long-
term strategy. This assessment can provide useful
information for creating a strategic plan to
strengthen cybersecurity posture [3]. It can also
establish a benchmark for cybersecurity capacity
and assess the nation's current state of

cybersecurity preparedness.

The study begins with a review of existing global
cybersecurity maturity indices and models for
countries including National Capabilities
Assessment Framework (NCAF) tool developed
by the European Union Agency for Cybersecurity
(ENISA). Then, Tiirkiye’s important initiatives,
organizations, legal framework, academic
landscape, public and private sector, incident
response capabilities, military capabilities, and
international engagement are outlined through a
detailed literature review. Subsequently, findings
of Tiirkiye’s cybersecurity maturity assessment
according to NCAF are presented accompanied
with the results of the global cybersecurity

indices.

This study is significant as it is the first to employ
the NCAF tool for a country, Tiirkiye, which is
not a member of the EU. Additionally, to the best
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of our knowledge, at the time of this study's
preparation, there were no published journal
paper in the literature that had employed this
methodology. Moreover, the research stands as
the most up-to-date and comprehensive analysis
of Tiirkiye's cybersecurity stance and landscape

available in English.

2. METHODOLOGY

This study employs a structured methodology to
assess the cybersecurity maturity of Tiirkiye as of
March 2024. It is primarily based on ENISA’s
NCAF, enhanced with an extensive literature
review and analysis. The entire methodology,
from data collection to data analysis, is designed
to be transparent and repeatable. The steps of the

methodology are as follows (Figure 1):

1. Literature Review for National-Level
Cybersecurity Assessments: Widely recognized
models and indices for assessing national-level
cybersecurity maturity were analyzed. This was
done to determine Tiirkiye’s score and to make a
comparison with the results from the NCAF

assessment.

®

Literature Review for
National-Level
Cybersecurity
Assessments

®

Applying the NCAF
Framework to Assess
Ttirkiye's Cybersecurity

©)

Detailed Analysis of
NCAF Framework

®

Literature Review for
Turkish Cybersecurity
Ecosystem

©®

Analysis and
Interpretation of
Ttirkiye's NCAF Scores

]

W

®

Comparing NCAF
Results with Global
Cybersecurity Indices for
Tiirkiye

Figure 1: Main Steps of Methodology.

2. Detailed Analysis of NCAF Framework: The
framework was analyzed for application. It has
472 questions addressing legislative and
regulatory framework, governance, technical and
operational capabilities, information sharing,

incident response and capacity building domains.
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3. Literature Review for Turkish Cybersecurity
Ecosystem: An extensive literature review was
conducted to collect the data to present
cybersecurity landscape of Tiirkiye and to answer
the questions in the NCAF. Only government
resources and regulations were selected to
provide correct and accurate landscape and
assessment. In this study, 33 government
regulations (law, strategy, decree and standard),
and 1

government-published book were used as

13 governmental web resources
primary data source. As it stands, this represents
the most thorough compilation of data on the
subject

regarding Tirkiye in the existing

literature to date.

4. Applying the NCAF Framework to Assess

Tiirkiye's  Cybersecurity: To assess the
cybersecurity level of Tirkiye, the assessment
tool published in ENISA’s web page [4] was
used. The synthesized data from the literature
review was applied to the NCAF to assess
Tiirkiye's cybersecurity maturity. Answers for the
questions in the NCAF were provided by 6 of
highly experienced experts some of whom held
strategic positions within the Turkish government

and participated in strategic initiatives.

5. Comparing NCAF Results with Global
Cybersecurity Indices for Tiirkiye: NCAF results
were compared with Tiirkiye’s assessments in
other global cybersecurity indices and models for

nations.

6. Analysis and Interpretation of Tiirkiye's
NCAF Scores: Tirkiye's NCAF scores were
guantitatively  evaluated and qualitatively
interpreted. Specific strengths and weaknesses in
its cybersecurity capabilities within various

categories were identified.
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3. LITERATURE REVIEW

3.1. Models and Indices for Nation-Level
Cybersecurity Assessment

Cybersecurity is a critical issue for nations in the
current digital era [5]. To address the risks and
threats, various models have been proposed to
provide frameworks for mitigation at the national
level [6,7]. Table 1 lists the most used models for

nations in the order of last update dates.

The Cyber Power Index (CPI) was developed by
The Economist Intelligence Unit in 2011 [8]. It
evaluates national cyber power by considering
social and economic environment, technology
infrastructure, regulatory system, and industrial
application. The index covers 19 of the G20

countries and scores them on a 100-point scale.

Table 1: Cybersecurity Indices and Models for

Nations.
Last
update e

2011  Cyber Power Index (CPI)

2013 The Cyber Index_—!nternational Security
Trends and Realities (CI-IS)

2015  Cyber Readiness Index (CRI)

2020  National Cyber Power Index (NCPI)

2020 National Capabilities Assessment
Framework (NCAF)

2021 Cyber Capabilities and National Power
(CCNP)

2021 Cybersgcurity Capacity Maturity Model
for Nations (CMM)

2023  Globhal Cybersecurity Index (GCI)

2024 National Cyber Security Index (NCSI)

The Cyber Index-International Security Trends
and Realities (CI-IS) study from UNIDIR (United
Nations Institute for Disarmament Research) in
2013 provides information about cybersecurity
trends and realities [9]. The report covers a range
of topics such as cyber threats, national

cybersecurity capabilities, and governance.

Potomac Institute for Policy Studies created
Cyber Readiness Index (CRI) 2.0 [10] in 2015.
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Index considers diplomacy and trade, national

strategy, e-crime and law enforcement,

information  sharing, incident and crisis
management, and R&D investment to evaluate

national level of cybersecurity maturity.

The National Cyber Power Index (NCPI) was
published by the Belfer Center for Science and
International Affairs in 2020 [11]. It measures the
cybersecurity capabilities and intent of 30

selected countries.

International Institute for Strategic Studies (11SS)
introduced Cyber Capabilities and National
Power (CCNP) report in 2021 [12]. The report
presents the cybersecurity capabilities and power

of 15 selected nations.

The Cybersecurity Capacity Maturity Model for
Nations (CMM) is a model created by the
University of Oxford to determine the
cybersecurity maturity of nation-states [3]. It
defines five maturity levels to define the degree

of cybersecurity capacity.

The National Cyber Security Index (NCSI) is an

online index developed by the e-Governance

Academy, a non-profit organization, to assess the

cybersecurity readiness of nations [13]. NCSI

focuses on national implementation of

cybersecurity policies and programs [14].

The ITU and ABI Research launched the Global
Cybersecurity Index (GCI) in 2014 to assess
national level cybersecurity level [15]. The most
recent report, GCI 2021, covers 180 nations [16]
and is unigue in the coverage of countries and
geographic range [17]. GCI 5th edition was
released in 2023 having metrics in five areas:
technical, legal and organizational measures,

capacity building, and cooperation [18].

3.2. National Capabilities  Assessment

Framework (NCAF)

The NCAF is a framework developed by the
ENISA to assess the cybersecurity preparedness
and capabilities of EU member states. There are
17 objectives that must be addressed by nations

under four clusters as given in Table 2.

The NCAF provides an online platform to self-
assess the cybersecurity maturity level of EU
nations. It has 5 maturity levels with 472
questions addressing 17 objectives under 4

clusters.

Table 2: NCAF Clusters and Objectives.

Cluster Cluster Name

Objectives

| Cybersecurity Governance
and Standards

. Developing contingency plans on national cybersecurity
. Establishing baseline cybersecurity measures
. Securing digital identity and building trust in digital public services

1l Capacity-building and
awareness

OO0 ~NOOUIRARWNPE

. Establishing an incident response capability

. Raising user awareness

. Organizing cybersecurity exercises

. Strengthening training and educational programs
. Supporting Research and Development (R&D)

. Providing incentives for the private sector

10. Enhancing the supply chain cybersecurity

i Legal and regulatory 11. Protecting critical information infrastructure
12. Combatting cyber crime
13. Establishing incident reporting mechanisms
14. Reinforcing privacy and data protection

v Cooperation 15. Establishing cooperation between public agencies
16. Engaging in international cooperation
17. Establishing a public-private partnership
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3.3. Cybersecurity in Tiirkiye

In modern society, cybersecurity has become a
critical field, and Tiirkiye has been working to
strengthen its cybersecurity infrastructure. This
section presents a detailed overview of
cybersecurity in Tiirkiye, including key strategic
initiatives, governance, legal framework,
academic landscape, private sector, incidence
response capabilities, military capabilities,
infrastructure and ICT uptake and international

engagement.

3.3.1. Important Strategic Initiatives

The history of cybersecurity in Tiirkiye can be
traced back to the establishment of the TUBITAK
(The Scientific and Technological Research
Council of Tiirkiye) National Electronics and
Cryptology Institute and the production of the
first national crypto device in 1978 [19]. In the
meantime, specific cybersecurity strategies were
released in the early 2000s. Main cybersecurity

strategies are listed in the chronological order:

- Prime Ministry Circular No. 2003/10 (2003):
This document was released by the Prime
Ministry [20] and was one of the first steps to

create a cybersecurity framework in the country.

- E-Transformation Tirkiye Project (2003):
This project was launched to transform Tiirkiye
into an information society by utilizing the
potential of information and communication

technologies [21].

- E-Transformation Tiirkiye Project Action
Plans (2003 and 2005): These action plans were
released to take steps defined within E-

Transformation Tirkiye Project [22,23].
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Information Society Strategy and Action Plan
2006-2010 (2006): This document [24] was
released to perform activities for development of

an information society in Tiirkiye.

National Cybersecurity Strategy and 2013-
2014 Action Plan (2013): This is the first strategy
document solely dedicated to cybersecurity, with
a detailed action plan [25,26]. The strategy
underscores the cybersecurity capabilities and

resiliency of critical infrastructures.

Information Society Strategy and Action Plan
2015-2018 (2015): This is the updated version of
the previous document for the advancement of an
[27]. It

underscores the importance of ensuring digital

information society in Tiirkiye

service access for every citizen.

National Cybersecurity Strategy and 2016-
2019 Action Plan (2016): This is the second
strategy document, which specifically focuses on
cybersecurity [28]. It addresses topics, including
cyber defense, cybercrime, the cybersecurity
landscape, and the integration of national security

with cybersecurity measures.

Presidential Circular on Information Security
Measures (2019) - This document outlines the
measures to improve cybersecurity in the country
[29,30]. In accordance with the Circular, an
Information and Communication Security Guide
the Presidency Digital
Transformation Office (DTO). For all public

was released by

agencies, establishments, and enterprises

providing  critical infrastructure  services,

compliance with the guide is mandatory [31]. It is
the responsibility of these organizations to
their ~ current IT

progressively  align

infrastructures with the guidelines [32].
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National Cybersecurity Strategy and 2020-
2023 Action Plan (2020) - The latest strategy
document prioritizes protecting vital
infrastructure, strengthening national capacities,
combating cybercrime, encouraging the use of
safe digital technologies, and fostering global

cooperation [33,34].

3.3.2. Governance and

Structure

Organizational

Turkish government has established various
policies, regulations, and institutions to deal with
the cybersecurity issues. This part provides the
current state of the governance and organizational
structure in Turkey regarding cybersecurity.
There

responsibilities,

is a wide range of cybersecurity

ranging from formulating
strategic plans to handling cyber events [35]. The
main actors related to cybersecurity are (Figure 2)

[20, 25, 37-46]:

The

established in 2012 to formulate strategies and

Board was

Cybersecurity Board:

directives at the national level. The Board also
has roles to evaluate and approve the plans and

programs [25].

Presidency Digital Transformation Office
(DTO): The creation of this organization in 2018
aimed to consolidate various initiatives related to
transformation, national

digital big data,

technologies, cybersecurity and artificial
intelligence (Al) under one unified entity [36]. It
is responsible for developing cybersecurity
strategies, policies and projects for public

institutions and critical infrastructures [37].

Presidential Security and Foreign Policy
Board: It is responsible for policy and strategy

development on cybersecurity [37].

Ministry of Transport and Infrastructure: This

ministry creates and coordinates nationwide

policies, strategies and action plans for
cybersecurity [38,39].
- Information Technologies and

Communications Authority (BTK): BTK is an
agency for regulating and supervising the
electronic communication sector. Nationwide
technical solutions and controls for cybersecurity

are carried out through this institution [38].

Digital Transformation Presidency Security and Foreign
Office Policies Board
Ministry of Transport b - - - - -m e el e o Information Technologies
i afrastraciac and Communications
and Infrastructure Authority
I I
General Directorate of Cvb . National Cyber Incident
Communications Y ersecu"ty Response Center (USOM)
I Board I
: 5 Institutional and Sectoral
Cybersecurity Department 1 \ CERTs
! \

General Directorate of !
Security '

! Turkish Armed Forces \

National Intelligence
\ Agency

Ministry of Industry
and Technology

Disaster and Emergency
Management Presidency

TUBITAK

Direct Connection
Indirect Connection - — — .

Figure 2: The Main Actors in Turkey Related to Cybersecurity.
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- National Cyber Incidents Response Center
(USOM, TR-CERT): It works under the BTK and
is mainly responsible for country-wide cyber
incident response, increasing awareness and

coordination activities [25].

- Ministry of Industry and Technology: Its
objective is to create plans that support the
growth of R&D and the productivity of
individuals and companies in critical domains
such as cybersecurity, big data, and artificial
intelligence (Al) [37].

- Ministry of National Defense (MND): MND
is responsible for the setting strategies and overall
coordination for military cybersecurity activities
[20].

- Turkish Armed Forces (TAF): Responsible
for the protection and security of military systems
against cyber-attacks [20]. Turkish Armed Forces
Cyber the

organization for TAF’s cyber defense activities.

Defense Command is main

- General Directorate of Security (GDS): Itisin
charge of combating cybercrime. This task is
carried out by the Department of Combating
Cybercrime, which was established in 2011 [40].
Its main duties are to combat cybercrime and to

raise awareness in society about cybercrime [41].

- National Intelligence Organization (MIT): It
has been tasked with cyber intelligence actions
since 2014 [42]. Department of Electronic and

Technical Intelligence is the organization

responsible  for collecting the necessary

intelligence to prevent cybersecurity threats for
the country [43].

- Disaster and Emergency Management

Presidency (AFAD): It is responsible for the

protection against disaster risks in critical
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infrastructures in Tirkiye and the management of
possible disasters and emergencies [44]. It works
under the Ministry of Interior [45].

- TUBITAK: Founded in 1963, TUBITAK is
Tiirkiye's top authority for the management,
funding, and application of scientific research
[46]. It

technological research and development studies

is responsible for scientific and

for cybersecurity.

3.3.3. Legal Framework

Legal framework in Tiirkiye was established to
fight cybercrime, guarantee the protection of
electronic data, communications, and personal
information, and ensure a reliable and secure

environment for electronic transactions.

The Electronic Signature Law No. 5070 [47], one
of the important legislations in this domain,
establishes the legal foundation for the use of
electronic signatures in business and other

transactions.

Another important law is Law No. 5651 on
Regulation of Broadcasts on the Internet and
Combating Crimes Committed Through These
Broadcasts [48]. The law regulates the internet
services and providers to combat illegal content

and criminal activities.

Electronic Communications Law No. 5809 [38]
creates the legal framework for electronic
communications in Tiirkiye. Law No. 5846 on
Intellectual and Artistic Works [49] protects the
rights of creators and authors in the digital age.
The Law No. 6563 on the Regulation of
Electronic Commerce [50] and Trade Registry
Regulation [51] provide the legal framework for

electronic commerce in Tiirkiye.
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The Law No. 6533 Approval of the Budapest
Convention on Cybercrime [52] sets the base for
combatting cybercrime while the Law No. 6698
Personal Data Protection Law [53] aims for the

protection of personal information.

Decision on the Execution, Management and
Coordination of National Cybersecurity Studies
[25] and the Communiqué on Procedures and
Principles Regarding the Establishment, Duties
and Operations of Cyber Incidents Response
Teams [54] are two key regulations to enhance

cybersecurity governance in Tiirkiye [51].

National

the

Finally, the Communiqué

Standards

on
Occupational [55] provides
national standards for cybersecurity professionals

in Tiirkiye to ensure a high level of expertise.

3.3.4. Academic Landscape in Terms of
Cybersecurity

As of April 2024, there are 167 universities in

Tirkiye with departments of computer
engineering, computer science, information
engineering, Al engineering, and software

engineering [56]. There is one university with a
department of forensic information engineering

and another university with a department of

information  security technology at the
undergraduate level [56]. There are 28
universities with a master's program in

cybersecurity and four universities with a
doctoral program in the same field. Network

cryptology,
cybersecurity, information systems security and

security, information security,

data security are the courses commonly given in

undergraduate and graduate programs of

universities in Tlrkiye.
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3.3.5. Cybersecurity Private Sector

This study examines the Turkish cybersecurity
private sector, mainly from the perspective of the
Turkish Cybersecurity Cluster. This cluster was
acknowledged as a key component of the national
cybersecurity ecosystem at the Cyber Security
Ecosystem Development Summit by Ministry of
Transportation and Infrastructure [57].

The Turkish Cybersecurity Cluster platform was
established in 2017 under the leadership of the
Defense Industry Agency (DIA) to create a
cybersecurity ecosystem in Tiirkiye and thus
create synergy by supporting companies that can
produce technology and products on a global
scale [58]. Aligned with a protocol signed in 2021
between the DIA and the Presidency Digital
Transformation Office, it was mutually agreed to

jointly undertake platform activities [59].

As of April 2024, there are 245 firms that are
affiliated with the Cybersecurity Cluster,
providing 373 products spanning 178 distinct
categories and offering a broad range of services
and training programs within 31 categories [58].
Most of the cybersecurity products by Turkish
companies are related to cybersecurity event
management, network security, identity and
access management, application  security,
endpoint security, data security, web security,

secure communication and cloud security.

When

consultancy, network security, security audit and

it comes to cybersecurity services,

hardening, penetration testing and vulnerability
analysis, system security, cyber incident response
and application security are among the most

common services.
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As of April 2024, there are a total of 97
technology development zones (technoparks) in
Tiirkiye [60]. Half of the 79 active technoparks
have cybersecurity companies.

3.3.6. Incident Response Capabilities

In accordance with the National Cybersecurity
Strategy and 2013-2014 Action Plan, National
Cyber Incidents Response Center (USOM, TR-
CERT) was established in May 2013 to respond

to incidents affecting the whole country [25].

USOM appraises the alerts regarding cyber
threats arising at both national and international
levels and facilitates collaboration between
public entities and private enterprises to identify
and remediate such threats. At the same time,
organizing national and international
cybersecurity exercises, awareness raising, and
guidance activities are among the duties of

USOM [61].

Institutional CERTs and sectoral CERTS
(Banking and Finance, Critical Public Services,
Electronic Communications, Water

Management, Transportation and Energy) are
obliged to take the necessary steps to identify and
[62]
government regulations [54]. The coordination
relationship between the USOM and CERTSs is
shown in Figure 3 [54].

prevent cyber-attacks according to

USOM has developed projects to detect and
prevent cyber threats as quickly as possible and

to generate warnings.

199

USOM (TR-CERT) |

- ~

Institutional CERTs [

Sectoral CERTs

= Ministries
= Independent Public Institutions

= Banking and Finance

= Critical Public Services
= Other Public Institutions
Having IT Units

= Electronic Communications
= Water Management
= Transportation

J
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Figure 3: USOM and CERTSs in Turkey.

Projects include AVCI (Hunter: Detection of
infected systems and command and control
centers), AZAD (Freed: ldentification of Al-
based, botnet member computers), KASIRGA
(Hurricane:
monitoring), ATMACA (Hawk: Vulnerability
scan and detection) and KULE (Tower: Data

Vulnerability scan and system

analysis and detection). sharing) projects. USOM
also has the infrastructure to forward notifications
to individuals and institutions in a certain region

via mobile devices [63].

3.3.7. Military Capabilities

Turkish Armed Forces (TAF) established the
Cyber Defense Center in 2012 to take part in the
cyberspace, which is a new operational domain.
The name of the center was changed to Turkish
Armed Forces Cyber Defense Command in 2013.
Its scope of duty and responsibility is limited to

the cyber defense of military systems [20].

The Command operates under the Turkish
General Staff, Communications Electronics and
Information Systems Presidency (J6), which is
the member of Cybersecurity Board of Turkey,
and includes personnel from all services. The aim
of the command is to prevent cyber threats and
gain a strong central cyber defense capability
with advanced cyber defense warning and

response systems.
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The Command performs its operations in
collaboration with other public organizations
including USOM. Serving as the military CERT,
it represents the supreme governing body for
military cyber defense. In addition, it performs its
duties in the national and international arena in

coordination with NATO.

The Turkish Armed Forces Cyber Defense Center
(Siber Savunma Merkezi-SISAMER) Project was
completed in 2017 to increase the strength of the
command, with the aim of ensuring the security
of the information systems of the TAF, enabling
the TAF to react instantly on cyber defense, and

reducing the effects of possible attacks [64].

3.3.8. Infrastructure and ICT Uptake

According to the ITU 2021 data, mobile-cellular
network has full coverage, and 88% of the
household has internet access and international
bandwidth per internet user is 129 kbit/s [65].

As per the outcomes of the household survey on
the usage of information technologies carried out
by the Turkish Statistical Institute (TUIK), it was
observed in 2023 that 95.5% of households had
the capability to access the Internet from their
domicile, as compared to 94.1% in the preceding
year. In the 16-74 age group, the percentage of
individuals who utilized internet was 85.0% in
2022, and subsequently increased to 87.1% in
2022. Furthermore, the proportion of individuals
who engaged in e-commerce, either by procuring
goods or services or placing orders online, was
46.2% in 2021, and rose to 49.5% in 2023 [66].

Many government services in Turkey (health,

justice, environment, information, security,

education, business and career, insurance, tax,

fees, fines, etc.) are provided on the internet
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within digital transformation efforts. In 2023, the
rate of individuals benefiting from public services
called e-Government over the internet was 73.9%
[66].

3.3.9. International Engagement

Tiirkiye is in the close international engagement
in terms of cybersecurity through a variety of

events, exercises, and membership initiatives.

Tiirkiye is a member of several international
organizations that are dedicated to cybersecurity,
ITU, IMPACT
Multilateral Partnership Against Cyber Threats),
CAMP (Cybersecurity Alliance for Mutual
Progress), and GFCE (Global Forum on Cyber
Expertise). Additionally, Tiirkiye is a candidate

including (International

for FIRST (Forum of Incident Response and

Security Teams) and Trusted Introducer
Membership through USOM and has participated
in the ALERT (Applied Learning for Emergency
Response Team). Tiirkiye is one of the signatory
countries  of Convention

Budapest on

Cybercrime.

Tirkiye participates in international exercises
NATO's Locked Shields, Cyber

Coalition, and Trident Javelin, among others.

such as

Also, it arranges international events such as the

International Cyber Warfare and Security
Conference under the auspices of the
government.

4. FINDINGS AND RESULTS

Findings and results from the analysis of various
cybersecurity indices and the NCAF were given
in this section. First, findings from cybersecurity
indices and models for nations were given with

the details of the scores and rankings. Then
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NCAF the
interpretation of the results. Finally, NCAF

assessment was given with

results were compared with the results of other
global cybersecurity indices.

4.1. Findings from Cybersecurity Indices and
Models for Nations

Over the past few decades, Tiirkiye has

significantly  improved its  cybersecurity
capabilities [20-33]. In this section, maturity of
Tirkiye's cybersecurity based on global

cybersecurity indices and models are examined in
the chronological order of the mentioned studies
in Table 2 above. The findings provide a
historical overview of the country's efforts to

develop its cybersecurity capabilities.

According to CPI in 2011, Tiirkiye is in the 15th
rank among 19 countries [8]. In Table 3,
Tiirkiye’s rankings and scores by category can be

seen.

Table 3: Tirkiye’s Ranking and Score per CPI

Category.
Tiirkiye’s
Nu. Category Score  Ranking
1 Legal and Regulatory 492 15
Framework
2 Economic and Social 24 17
Context
3 Technology 299 10
Infrastructure
4 Industry Application 15.9 17

UNIDIR’s CI-IS gives brief information about
114 countries, including Tiirkiye [9]. The report
only outlines the steps and actions taken by
Tiirkiye by 2013. However, it does not contain
any assessment or recommendations related to
the current situation of cybersecurity in the

country.

CRI by the Potomac Institute [10] is a tool that

quantitatively assesses the cybersecurity posture
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of countries. However, the specific ranking of

Tiirkiye is not publicly available.

According to the NCPI that was published in
2020 [11], Tirkiye is in the lower capability and
lower intent region, 22nd out of 29 countries,
which means it has to improve cybersecurity in

terms of intelligence gathering and information

control.
CCNP, published in 2021 [12], provides
comprehensive  assessments for only 15

countries, but Tiirkiye is not among the countries

included in this index.

The GCI created by ITU [15] provides valuable
insights into the latest cybersecurity capabilities
of the countries. According to GCI reports,
Tiirkiye has been ranked consistently among the
top countries in the world. In 2014, Tirkiye was
ranked 22nd out of 193 countries. However,
Tiirkiye's ranking declined in 2017 to 47th out of
194 countries, but in 2018, Tiirkiye's ranking
improved again to 20th. In 2020, Tiirkiye's
ranking reached its highest point to date, with a
ranking of 16th out of 194 countries. Despite the
fluctuations in ranking, overall
in the GCI

commitment to cybersecurity. As for the reasons

Tiirkiye's
performance demonstrates its
for fluctuations, with the help of national
cybersecurity strategies and action plans [26,27],
Tiirkiye's cybersecurity capabilities did not
deteriorate between 2014 and 2017, even though
Tiirkiye’s score and ranking decreased. This
fluctuation might be due to 1) Changes in the GCI
methodology, as it was revised in the 2017
version to include new indicators, which led to a
lack of data, 2) Relative improvement of other

countries, and 3) Deficiencies in reporting
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because the data collection for 2017 coincided
with the coup attempt in 2016.

In Table 4, Tirkiye’s score per category is shown
in the latest announced GCI report (GCI v4 in
2020). Note that GCI v5 report has not been
announced yet at the time of writing this paper.

Table 4: Tirkiye’s Scores per Category in GCI

v4 (2020).
Nu. Category Tiirkiye’s Score
1 Legal Measures 20
2 Technical Measures 19.54
3 Organizational Measures 17.96
4 Capacity Development 20
5 Cooperative Measures 20
Overall Score 97.50

Instead of a scoring or ranking system, the CMM
framework by Global Cyber Security Capacity
Centre provides a report that highlights the
detected gaps and the present level of maturity for

indicators. There is not publicly available study
for Tiirkiye based on the CMM framework [3].

In NCSI, Tiirkiye ranked 65th in 2019, 45th in
2020, 49th in 2021, 57th in 2022 and 55th in 2023
[67]. Considering Tiirkiye's state of meeting
NCSl indicators (Table 5), it is seen that it is weak
in the areas of protection of digital and basic
services, military cyber operations and cyber
threat analysis and information, and it is
successful in the areas of protection of personal
data, fight against cybercrime and cybersecurity

policy development.

When it comes to top countries in global indices,
Table 6 lists the top 10 countries based on four
different indexes: CPI, GCI (four different years),
NCPI and NCSI. According to the data, none of
listed in all

the countries are 7 global

cybersecurity indices. Tiirkiye is not listed in the

top 10 of these indices.

Table 5: Tiirkiye's Percentage of Coverage of NCSI Indicators.

" Tiirkiye’s
Nu. Indicator Coverage %
1 Protection of personal data 100
2 Fighting cybercrime 100
3 Cybersecurity policy development 100
4 | E-identity and trust services 78
5 Education and professional development 78
6 Cyber crisis management 60
7 Contribution to global cybersecurity 50
8 Response to cyber incidents 50
9 Protection of digital services 20
10 | Cyber threat analysis and information 20
11 | Protection of essential services 17
12 | Military cyber operations 17

Table 6: Top 10 Countries in Global Cybersecurity Indices.

Nu. | CP12011 | GCI 2014 | GCI 2017 | GCI2018 | GCI 2020 | NCPI 2020 | NCSI 2023
1 | UK USA Singapore | UK USA USA Greece
2 | USA Canada USA USA UK China Lithuania
3 | Australia | Australia Malaysia France S. Arabia UK Belgium
4 | Germany Malaysia Oman Lithuania | Estonia Russia Estonia
5 | Canada Oman Estonia Estonia S. Korea Netherlands | Czechia
6 | France N. Zealand | Mauritius Singapore | Singapore | France Germany
7 | S. Korea Norway Australia Spain Spain Germany Portugal
8 | Japan Brazil Georgia Malaysia Russia Canada Spain
9 | ltaly Estonia France Norway UAE Japan Poland
10 | Brazil Germany Canada Canada Malaysia Australia Finland
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Table 7 provides the summary of rankings of
Tiirkiye in the mentioned global cybersecurity

indices.

Table 7: Ranking of Tiirkiye in Global
Cybersecurity Indices.

Number Tiirkiye’s
il S e Cou(r)1ftri o5 Ranking Score
CPI 2011 19 15 30.40
GClI 2014 193 22 64.7
GClI 2017 194 47 58.1
GClI 2018 194 20 85.3
GClI 2020 194 11 97.49
NCPI 2020 29 22 9.00
NCSI 2023 172 55 61.04

In evaluating Tirkiye's cybersecurity posture
within a global context, it is insightful to compare
its performance against G-20 countries (except
for the European Union). G-20 nations’ rankings

in the latest global cybersecurity indices can be

shown in Table 8. In the NCPI, Tiirkiye has a
poor score and ranking, and it is worse in the
NCSI, while it is in the top 10 in the GCI.

4.2. Findings from NCAF Assessment and
Interpretation

NCAF assessment tool [4] has 472 questions (439
of them are Key Performance Indicators-KPIs)
covering four clusters of cybersecurity. Questions
in the tool were answered by the 6 cybersecurity
experts some of whom held key positions within
the Turkish government and took part in
government-level strategic initiatives. Focus
group and brainstorming methodologies were

performed in the study.

Table 8: G-20 Rankings in Latest Global Cybersecurity Indices.

NCPI (2020) GCI (2020) NCSI (2023)
Nu. Country Rank Country Rank Country Rank
1 US 1 UsS 1 Germany 5
2 China 2 UK 2 UK 9
3 UK 3 S. Arabia 2 S. Arabia 14
4 Russia 4 S. Korea 4 France 15
5  France 6 Russia 5 Italy 23
6  Germany 7 Japan 7 Russia 30
7  Canada 8 Canada 8 Canada 33
8 Japan 9 France 9 S. Korea 34
9  Australia 10 India 10 India 36
10 S.Korea 16 Tirkiye 11  Australia 42
11 India 21 Australia 12 Us 46
12 Tirkiye 22 Germany 13 Indonesia 49
13 S. Arabia 26 Netherlands 16  Argentina 51
14 ltaly 28 Brazil 18  Japan 52
15 Indonesia - Italy 20  Tiirkiye 55
16  S. Africa - Indonesia 24 Brazil 71
17 Brazil - China 33 China 72
18  Argentina - Mexico 52 Mexico 92
19  Mexico - S. Africa 59  S. Africa 95

The results of the ENISA’s NCAF assessment for
Tirkiye are shown in Table 9. The overall
coverage ratio of 92.4% and maturity level of
4.12 out of 5 suggest that Tiirkiye has made

significant progress in cybersecurity maturity.

The NCAF assessment results presents Tiirkiye’s
cybersecurity maturity and indicates its strong
and weak areas for enhancements. The high
overall coverage ratio and maturity level shows
advancing its

Tiirkiye's commitment to
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cybersecurity capabilities. In terms of the four
clusters, Tiirkiye showed strong performance in
all areas. While legal and regulatory cluster has
the highest and cybersecurity governance and
organization has the lowest score, there is a slight
and negligible difference between the clusters.

NCAF provides maturity levels for each objective
from Level 1 to Level 5. The distribution of
maturity levels presents vital information
regarding the focus areas. 11 out of the 17
initiatives are classified at the high maturity level
(Level 4). On the other hand, the presence of 2
initiatives at the low maturity level (Level 2) and
4 initiatives at a medium maturity level (Level 3)
suggests that while there is a strong focus on
certain objectives, there are also areas that need

to be improved.

Despite the strong performance in several
clusters, such as protecting critical information
infrastructure, establishing baseline cybersecurity
measures, organizing cybersecurity exercises,
and raising user awareness, the assessment
identifies specific areas where Tiirkiye should
improve its cybersecurity posture. These include
strengthening the cybersecurity supply chain,
developing cybersecurity contingency plans,
strengthening training and educational programs,
securing digital identity and building trust in
digital public services. By focusing on these

specific objectives, Tiirkiye can improve its

cybersecurity readiness and capabilities.

Table 9: NCAF Assessment Results for Tiirkiye.

# of . .
I o Coverage |Maturity Coverage| Maturity
ShiccHiE i?lssl\;',:i Eenis Ratio % Level iy Ratio % Level
1. I_Developlng contl_ngency plans on 97 32 84.38% 3
national cybersecurity |
2. Establishing baseline cybersecurity 97 28 96.43% 4 Cybersecurity 92,50 3
measures ' governance '
3. Securing digital identity and building 18 20 90.00% ) and standards
trust in digital public services Rt
4. Estgpllshmg an incident response 29 23 95.65% 4
capability
5. Raising user awareness 26 27 96,30%
6. Organizing cybersecurity exercises 27 28 96,43% I
YGStretpgthlenmg training and 26 30 86.67% 3 Capacity- 62,53 557
educational programs building and . .
8. Supporting R&D 25 26 96,15% 4 awareness
9. Providing incentives for the private 19 20 95.00% 4
sector
10. Enhanc_mg the supply chain 16 20 80.00% 2
cybersecurity
_11. Protecting critical information 33 34 97.06% 4
infrastructure
12. Combatting cyber crime 44 47 93,62% 3 i
13. Establishing incident reporting . Legal and 95.00 3.75
mechanisms 20 21 95.24% 4 regulatory
14. Rel.nforcmg privacy and data 17 18 94.44% 4
protection
15. E'stabllsh.mg cooperation between 29 24 91.67% 3 v ' 93.85 367
public agencies Cooperation
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# of . .
I . Coverage |Maturity Coverage| Maturity
Clafsve i?]ssl\f\ll\éﬁ UL Ratio % Level il Ratio % Level
16. Engagmg in international 17 18 94.44% 4
cooperation
17. Estab!lshmg a public-private 29 23 95.65% 4
partnership

The NCAF assessment provides a significant
roadmap to enhance cybersecurity, emphasizing
the importance of a holistic approach that
integrates legal, technical, organizational, and

cooperative dimensions.

4.3. Comparison of Tiirkiye's NCAF Results
with Global Cybersecurity Indices

The comparison between Tiirkiye's NCAF results
and various global cybersecurity indices reveals
mixed findings. One of the notable findings is the
alignment with the ITU's GCI, which indicates
that there is consistency in evaluating key
elements of cybersecurity between NCAF and
GCI. This shows that ITU’s and ENISA’s
perspective to assess the cybersecurity of a

country is parallel.

However, the comparison also  shows
discrepancies with other indices, such as the CPI,
NCPI and NCSI. These variations can partly be
attributed to the CPI's reliance on data from 2011,
which may not accurately reflect the current state
of cybersecurity. Moreover, the different
evaluation criteria of the NCAF, NCSI, and NCPI
illustrate the richness and variety of cybersecurity
assessment methods. Each index has its unique
set of criteria and methodologies, which can lead
to varied interpretations and emphasis on
different cybersecurity aspects. This variety
shows the challenge of achieving a universally
accepted framework for cybersecurity assessment

and underlines the importance of understanding
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the specific methodologies and criteria used by
each index.

By looking at these findings, it is clear that while
global indices provide valuable guidelines for
assessing a country's cybersecurity posture, they
must be interpreted from their methodology
perspectives. The differences seen in the
comparison show the need for a holistic approach

to cybersecurity assessment.

5. CONCLUSIONS

In this technological era, dependence on digital
technologies and diversity of cyber threats
require special attention on cybersecurity. To
assess cybersecurity maturity levels of nations,
global cybersecurity indices and maturity models
are used. National Capabilities Assessment
Framework (NCAF) created by the European
Union Agency for Cybersecurity (ENISA) is one
of the models to determine the national

cybersecurity level.

In this study, Tiirkiye’s cybersecurity maturity
was assessed by using ENISA’s NCAF. Findings
from NCAF were supplemented and compared
with the results of other global indices such as
CPI, GCI, and NCSI. This research is also
supported by a thorough literature review on
Tiirkiye’s cybersecurity ecosystem including
national strategies, organizational structures,
legal framework, public and private sector,

academic landscape, and military capabilities.
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The analysis reveals that Tiirkiye has established
a solid foundation in cybersecurity, especially in
terms of protecting critical information
infrastructure, establishing baseline cybersecurity
measures, organizing cybersecurity exercises,
and raising user awareness. On the other hand,
there are areas where improvements are
necessary to increase Tirkiye's cybersecurity
maturity. These include the cybersecurity supply
chain, contingency response plans, training and
education, digital identity security and the

reliability of digital public services.

The dynamic nature of cyber threats requires
ongoing vigilance and improvement. The pursuit
of higher cybersecurity maturity levels will
involve not only the reinforcement of current
practices but also the strategic development of
new capabilities to protect against the evolving

spectrum of cyber threats.

The methodology employed in this study by
NCAF

guantitative analysis and serves as a valuable

using combines qualitative and

blueprint to assess national cybersecurity
maturity level. This approach and its results are
expected to catalyze further academic exploration
and support the formulation of better strategic

cybersecurity policies.
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Makale Bilgisi Highlights

Derleme Konformal frekans segici yiizeyler (FSY) iizerine yapilan cesitli aragtirmalari inceleyen bu
Bagvuru: 20.07.2024 derleme, bu teknolojinin radar ve iletisim sistemlerinde sundugu avantajlar: ve dezavantajlar
Diizeltme: 03.09.2024 tartismaktadir Konformal FSY 'lerin esnek yapisi sayesinde karmasgik yiizeylere uyum saglamasi
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ve elektromanyetik performansi optimize etmesi, ¢alismalarm ortak noktalaridir. Kullanilan

malzemeler, tasarim teknikleri ve uygulama alanlari arasinda farkliliklar belirtilmistir.Makale,
konformal FSY radomlarinin elektromanyetik performanslarim artirma potansiyelini vurgular
ve gelecekteki arastirmalar igin yonlendirici éneriler sunar.

Graphical Abstract

Anahtar Kelimeler
Konformal Frekans
Secgici Yiizeyler (FSY)
Radom

Havacilik Miihendisligi

Abstract

In aerospace engineering, radomes play an important role in protecting antenna systems from external interference and minimizing air
resistance during flight. However, conventional radomes generally fail to offer the necessary electromagnetic filtering and stealth properties
crucial for new generation aircrafts. Conformal Frequency Selective Surface (FSS) radomes are a significant advancement over traditional
designs. In addition to shielding antenna structures from environmental challenges, these radomes conform smoothly to curved surfaces. This
design is not only functional but also addresses aerodynamic and aesthetic concerns, enhancing stealth performance and multi-band frequency
functionality, both crucial for advanced communication and radar systems. However, design and implementation of conformal FSS radomes
have some challenges. Focusing on such challenges for new generation air platforms, this study examines the contemporary advancements in
conformal FSS radome technology, highlighting the latest research and breakthroughs. It covers latest findings on cutting-edge materials,
design methodologies, simulation techniques for performance prediction, and the practical applications and advantages of these radomes.
Building on a theoretical foundation of FSS and radome integration, the article discusses material and design innovations, simulation
challenges, and practical implementations. This review is expected to facilitate knowledge exchange and stimulate further research in the field
of conformal FSS radome technology.

0zet

Havacilik  miihendisliginde, radomlar anten sistemlerini dis miidahalelerden koruma ve ucus sirasinda hava direncini en aza indirme
konusunda onemli bir rol oynar. Ancak, geleneksel radomlar yeni nesil ucaklar icin gerekli olan elektromanyetik filtreleme ve gizlilik
yeteneklerini saglama konusunda genellikle yetersiz kalir. Konformal Frekans Segici Yiizey (FSS) radomlar, geleneksel tasarimlara gore
onemli bir ilerlemedir. Anten yapilarini ¢evresel zorluklardan korumaya ek olarak, bu radome'lar kavisli yiizeylere de sorunsuz bir sekilde
uyum saglar. Bu tasarim sadece islevsel olmakla kalmaz, ayni zamanda aerodinamik ve estetik endiseleri de dikkate alir, goriinmezlik
performansini ve ¢ok bantl frekans islevselligini artirarak, gelismis iletisim ve radar sistemleri icin kritik oneme sahip ozellikleri saglar.
Ancak, konformal FSY radomlarin tasarim ve ger¢eklenmesinde bazi zorluklar bulunmaktadir. Yeni jenerasyon hava platofrmlart i¢in bu tip
zorluklara odaklanilarak, bu ¢alisma, konformal FSY radom teknolojisindeki cagdas gelismeleri incelemekte, en son arastirmalart ve atilimlar
vurgulamaktadir. Son teknoloji malzemeler, tasarim metodolojileri, performans tahmini igin simiilasyon teknikleri ve bu radomlarin pratik
uygulamalari ve avantajlart hakkinda son gelismeleri ele ainmaktadir.Bu ¢calisma, FSY ve radom entegrasyonunun teorik temeli iizerine insa
edilerek, malzeme ve tasarum yeniliklerini, simiilasyon zorluklarim ve pratik uygulamalari tartismaktadir. Bu incelemenin, konformal FSS
radom teknolojisi alaninda bilgi aligverisini kolaylastirmasi ve daha fazla arastirmay tesvik etmesi beklenmektedir.
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1. INTRODUCTION

Conformal frequency-selective surfaces are used
in many fields as structures that allow
electromagnetic waves of specific frequencies to
pass through or to be reflected. First, in radar
systems they are used to reduce the radar cross-
section area by allowing radar signals of specific
frequencies to pass through, thus increasing the
stealth of aircraft. Second, in telecommunications
systems they can be used to filter unwanted
frequencies and reduce signal noise. Third, these
surfaces play an important role in satellite
communication systems by optimizing the

frequency band and minimizing interference.

In the complex world of aerospace engineering,
radomes serve a dual purpose: they are crucial in
protecting antenna systems from external effects
hail

and play a pivotal

including rain, and birds as well as

interference, role in
minimizing air resistance during the flight [1-2].
Traditional radomes, however, often fall short in
providing electromagnetic filtering and stealth
that

essential for modern aircraft applications. The

capabilities—features are increasingly
introduction of frequency selective surfaces
(FSS) into radome technology has marked a
significant leap forward. The ground-breaking
research [3] been highly known in FSS radome
design for modelling electromagnetic wave
propagation, designing elements for selective
filtering of frequencies, thus enabling radomes to
protect antennas while still facilitating the

transmission of desired signals.

FSS

evolutionary step beyond

Conformal radomes  represent

their

an
traditional

counterparts. These structures not only maintain
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the essential function of protecting antenna
system from environmental adversities but also
adapt seamlessly to non-planar surfaces. This
but
aesthetic

adaptation is not merely functional

encompasses  aerodynamic  and
considerations, enhancing the stealth capabilities
and multi-band frequency operability—key
factors for state-of-the-art communication and

radar systems.

Frequency Selective Surfaces themselves are
complex structures composed of periodically
arranged patterns on substrates, acting as filters to
control transmission, absorption and reflection of
electromagnetic (EM) waves. Basically, FSS
address selective blocking, reflecting, or
transmission of some frequencies of EM waves —
simply, a capability natural material does not
possess [4]. When integrated into conventional
radomes, FSS radomes achieve a substantial
reduction in Radar Cross Section (RCS) for the
enclosed antenna systems outside their operating
frequency range [5]. These frequency selective
surfaces, part of a broader category that includes
metamaterials and plasmonic materials, harness
engineered such tunable

properties as

permittivity and  permeability,  granting
unprecedented control over EM wave behaviour
[6]. Despite their promise, the implementation of
conformal FSS radomes is very challenging.
Designers must navigate a complex landscape,
balancing material characteristics, geometric
configurations, and electromagnetic behaviour
The of

computational methods and material science has

over curved surfaces. symbiosis
propelled the field forward, allowing for the
development of innovative solutions that address

these multifaceted challenges.
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Considering that one of the authors has focused
on such challenges for new generation air
this

some

platforms, to
highlights

conformal FSS radome technology, examining

review study attempts

unnoticed progresses in
the latest research and breakthroughs within this
niche domain. It has studied the materials and
design methodologies at the vanguard, assessed
the critical ~ for

simulation  techniques

performance prediction and analysis, and
contemplated the practical applications and
operational advantages that these radomes offer.
Structured to build upon a theoretical foundation
of FSS and their integration into radomes, the
article has progressed to discuss material and
design innovations. Then it has analysed the
simulation challenges and practical
implementation, aiming to provide a thorough
overview of current applications and future
potential. It is hoped that this review will act as a
bridge for knowledge sharing and a stimulant for
continued research within the domain of

conformal FSS radome technology.

2. REVIEW OF FREQUENCY SELECTIVE
SURFACES (FSS)

2.1. Overview of Modelling and Design
Principles of FSS

Frequency Selective Surfaces (FSS) functions as
a spatial filter, which resembles traditional
microwave filters within the context of circuit
theory. The filtering capabilities of an FSS are
diverse, encompassing four primary types: low-
pass, high-pass, band-stop, and band-pass. For
example, a low-pass FSS configuration is utilized
to allow frequencies below a certain cutoff to
transmit through its

structure, effectively

attenuating frequencies above this threshold. A
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high-pass FSS achieves the opposite effect. Then,
the band-stop variant of an FSS rejects a specific
range of undesired frequencies, whereas the
variant transmits  a

band-pass selectively

designated frequency range [4].

In-Band Frequency

Qut-of -Band Frequency

Figure 1: [llustration of the Functionality of a
Frequency Selective Surface (FSS).

The design of FSS involves arrangement of
conductive elements into a periodic pattern,
typically involving metallic patches or apertures
on a dielectric base. The first critical step is the
selection of the elements, that is, shape, size, and
the properties of the substrate, to ensure the FSS
meets the desired resonant criteria. The following
formula is well-known for expressing resonant
frequency of an FSS encompassing capacitive
(C), inductive (L) and resistive (R) effects within

and in between the elements

1

fr=oniic ()
By employing fundamental concepts of
electromagnetics, these passive component

values can be adjusted to tailor the FSS's
frequency response. Then, it seems to be strategic
play around these inductive and capacitive
elements that a specific filter response is crafted.

Dimensioning of the FSS also corresponds to
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variations of the values of L and C. When an
electromagnetic (EM) wave interacts with an
FSS's unit cell, the cell behaves as if it were a
resonance circuit with equivalent properties.
Selecting the appropriate element of the array is
critical in the design of FSS. While various unit
cell configurations have been employed, some of
which are easily controllable and thus more

popular in the FSS community.

For surfaces selectively focusing on frequency
(FSS), the shape of the unit cells is dependent on
their resonance properties and can be categorized
geometrically as square, circular, or fractal. Each
type of geometry has a different response to
incident electromagnetic wave, this affects the
behaviour of the FSS in resonance. For instance,
square cells often have a specific frequency of
resonance that is determined by their dimensions,
while circular cells have a broader range of
response characteristics. On the other hand,
fractal unit cells, with their complex patterns that
are self-similar, have a unique response that can
be altered for specific purposes. By choosing the
appropriate  cell geometry and periodic
arrangements within the FSS, designers can
create surfaces that have specific transmission
and reflection for

properties targeted

applications.

In the FSS unit cell, capacitance (C) and
inductance (L) are the basic parameters that
determine  the frequency response  of
electromagnetic waves. Capacitance generally
represents the storage capacity of the electric field
within the unit cell, while inductance refers to the
storage capacity of the magnetic field. These two
parameters directly affect the resonant frequency

of the unit cell and affect the overall performance
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of the system. By accurately determining and
optimizing L and C, the FSY structure can work
effectively within the required frequency range.
For example, the circuit structure of the low-pass

filter and high-pass filter is shown in Figure 2.
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Figure 2: Periodic Structures Composed of
Complementary Elements Can Be Designed As
(A) Low-Pass And (B) High-Pass Filters, Each
With Their Respective Equivalent Circuits and

Frequency Responses (Metallic-Grey Colour). In

These Designs, The Patch Array Exhibits A

Capacitive Response, Whereas The Slot Array
Demonstrates An Inductive Response [4].

The impedance qualities of periodic structures
can be evaluated through two techniques: the
mutual impedance (or element-to-element)
method and the plane wave expansion (or
spectral) method. For designing periodic FSS-
based electromagnetic structures, Floquet's
theorem can be utilized. This theorem indicates
that the solution will exhibit identical periodicity
[4]. Let a planar array extends infinity in the x-
and z-directions, featuring uniform inter-element
spacing (D, = D,) is termed as a truly periodic
configuration (infinite X infinite) and is shown in

Figure 3.
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Figure 3:A True Periodic Structure Showing
Inter-Element Spacing (Dx And D) and Element
Length of L.

This is a truly periodic configuration and is
infinitely extended on the xz plane. Let an
incident electromagnetic wave traveling in a
specific direction strikes on this array [7]. The
currents across an entire element of FSS, induced
due to the incident wave, exhibits equal
amplitudes, with the phase of the incident
electromagnetic (EM) field aligning with the
phase of the induced current. The periodicity in
the array leads to periodic variations in the
induced current the

and voltage along

configuration. Floquet's theorem helps to
determine the fundamental harmonic of these
periodic variations. According to Floquet’s
theorem, the currents associated with column m

and row n of the element can be written as follows
[8]:

n= ]0 Oe_ijstxe_jﬁnDzsz

2)

Im
Where I ¢ is the amplitude of current at the centre
(0,0), B is the phase constant, sy, is the unit

vector in x and y axis. Employing Ohm's law with
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respect to the reference element at the centre

results in the following equations.

Voo =z, +

Ym=—oo Z:oz_oo Zo,mne_jﬁmesxe_j‘BnDzsz]Io,o 3)

Z0,0 —

Z‘;.rol:—oo z:;_ooZojmne_j'BmeSxe_jﬁnDzsz (4)

It should be noted that the repetitive nature of unit
cells in FSS leads to periodic variations in the
voltage and current as well as impedances. To
maintain a focused scope on recent research and
findings, we prefer not to dive into the full

formulation and modelling aspects of FSS arrays.

Conformal frequency selective surfaces have
several benefits compared with planar frequency
selective surfaces. They are adaptable for
applications where integration of the FSS with
non-planar surfaces are required. They also allow
better control of electromagnetic waves, the
reflection and the transmission properties. These
conformal radomes are ideal for applications

where aesthetics is crucial, as they can seamlessly

blend in with complex shapes.

Conformal FSS adapt to curved radome
structures with ease, reducing aerodynamic
disturbances and enhancing overall efficiency.
This characteristic is very critical for improving
the aircraft stealth while reducing the radar cross-
section. Moreover, because of conformal nature,
they are more effectively integrated with the
aerodynamic profile of the aircraft, guaranteeing
optimal airflow and decreased platform drag.
show conformal

These benefits frequency

selective surfaces' superiority for radome

applications in airborne platforms and emphasize
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their crucial role in the functionality and design

of high-speed, high manoeuvrability aircrafts.

Conformal frequency selective surfaces (FSS)
provide numerous benefits, but there are also
drawbacks and difficulties to consider while
designing them. Since the curvature of the surface
might change the frequency response, one major
problem is how difficult it is to achieve the
necessary electromagnetic performance when the
surface is curved. To precisely forecast and
optimize the behaviour, complex computational
models and simulations are needed. Furthermore,
because the FSS must be conformed to non-
planar  surfaces,

precise  manufacturing

procedures are required, increasing the
complexity and cost of the production process.
Another problem is choosing the right material
it the

electromagnetic properties and be flexible

because must  have necessary

enough to bend without compromising its
structural integrity. These elements may result in
longer and more expensive design and production
cycles, necessitating meticulous planning and

cutting-edge technology [20, 21, 25].

2.2. Review of State-of-Art in Conformal
Frequency Selective Surfaces

This section attempts to highlights some
unnoticed research in conformal FSS radome
technology, reviewing the latest research and
breakthroughs within this niche domain.

Conformal FSS have been extensively
researched. The studies mainly focus on the
performance of unit cell design of FSS for a
particular band. An innovative fractal frequency
selective surface (FSS) is proposed [9] for dual-
bandpass applications in the C and X frequency

bands. The structure is centrally symmetric and
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uses the golden ratio fractal geometry for dual

band characteristics. The results confirm
potential of the designed FSS for applications
requiring low visibility and dual bandpass
performance. The design and performance
analysis of a low-junction loss, polarisation
insensitive, FSS-antenna-radome system is
proposed [10] within the X-band operation (9.6-
10.7 GHz). The simulations show that the system
achieves a -10 dB reflection over the entire X-
band with high gain as well as significantly low
insertion loss, ranging from 0.04 to 0.15 dB. An
[11]

analysis of a triangular conical band-pass FSS

which

interesting  study presents design and

radome selectively passes certain
frequency band. On step further [12], an
integrated freestanding thick-screen FSS radome,
but for enhancing the stealth capability of flying
weapons, selectively passes certain frequency
bands while blocking the remaining. The FSS
radome has Y-shaped apertures and is
manufactured using a spin-forming process for
the copper shell and followed by fine-tuning with
precision laser robot system. This achieves
approximately 80% pass-band transmissivity
while less than 10% stop-band transmissivity.
The system is tested in an anechoic chamber and
demonstrated experimentally.

jigsaw band-pass FSS (JS-FSS), inspired by

A novel-shaped

ancient Chinese hinge and wedge joints, is
proposed [13]. The motivation seems to be
mechanical flexibility and avoid cracking in
printed lines when bent. The proposed JS-FSS
shows an improved angular stability by
maintaining band-pass performance for TE and
TM polarizations at various incident angles. It is
shown that the

experimentally band-pass
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performance of the JS-FSS changes with the
curvature radii, indicating that smaller radii
increase the mutual coupling between elements,
thereby affecting the frequency response. A filter-
antenna system combining a monopole operating
at around 6.1 GHz with a conical FSS radome is
proposed [14] for military applications where low
RCS and electronic countermeasures are targeted.
The FSS radome employs a coupled-resonator
(CRSF), high
stable

spatial filter which offers

selectivity, low insertion loss, and
performance for different incident angles and
polarizations. This makes CRSF a very good

candidate for hybrid FSS radome applications.

Flexibility and reconfigurability is another
attractive research domain. A flexible and
frequency reconfigurable band-stop frequency
(FSS)

demonstrated [15]. The FSS is fabricated on an

selective  surface is experimentally
ultra-thin flexible substrate using the additive
manufacturing method of screen printing. Having
a unit cell of A/15 size at 3.5 GHz, the FSS
achieves high performance when conformally
mounted on a semi-cylinder of 10 cm diameter,
demonstrating its potential for flexible and
conformal applications. Another flexible and
low-profile FSS for X-band operation is reported
[16] for reducing electromagnetic interference
(EMI) in dense communication environments. It
utilizes convoluted ring loop (CRL) elements on
a specially coated Polyethylene Terephthalate
(PET) substrate. The FSS prototype is produced
using an inkjet printing technique with silver
nanoparticle ink, which becomes conductive
through a chemical sintering process, resulting in
a fast and efficient production compared to
thermal

traditional sintering. A microwave
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polarizer designed using frequency selective
surfaces (FSS) loaded with complementary split
ring resonators (CSRRs) [17] is fabricated on a
flexible 50um thick liquid crystal polymer (LCP)
base for non-planar and conformal FSS
applications. The polarizer exhibits minimal
transmission loss for TE-polarization input waves
(0.75dB at 10.24GHz) and a higher loss for TM-
polarization (19.05dB). This

provides a polarization extinction ratio of 18.3dB,

input waves
demonstrating effective polarization selectivity
for FSS applications. For low frequency civil
applications, a miniaturized dual-band FSS [18]
is designed for curved surface applications,
targeting wireless local area network (WLAN)
frequencies (2.4 GHz and 5.5 GHz) where the
FSS is mounted on a single metal layer printed
circuit board (PCB). This FSS is flexible,
allowing for the adjustment of element sizes by
changing the substrate thickness to create either
compact designs for different applications or very
thin substrates. Additionally [27, 29, 30] and [32]
have realised the design of a flexible conformal

frequency selective surface in X band for the EM

Shielding application area.

The design and analysis of FSS for radome
applications on air platforms, focusing on
maintaining stable antenna gain in both flat and
conformal structures is presented [19]. Simple
square slot and cross dipole slot elements made
of low-cost FR-4 is utilized to overcome the
complexity of FSS design for conformal air

platforms. This FSS is attractive for minimization

of FSS impact on the antenna system.

In contrast to conventional manufacturing
methods, 3D printing was used in [22], and the

structure was coated with copper through
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electrolysis, resulting in a more cost-effective and
lightweight design. It has been demonstrated that
the produced conformal frequency selective
surface can be used as a radome by placing it in
the near-field region of the antenna to realize

compact high-performance mm-wave systems.

With advancing technology, different design
methods have also found their place in the
literature. the

Especially with algorithms

developed for conformal surfaces, designs
independent of surface curvature have been
developed. In [26], an algorithm was developed
to produce frequency selective surfaces (FSS)
that can adapt to any curvature while preserving
the size, shape, and spacing of the unit cells that
form the frequency selective surface. This
algorithm is independent of both element design
and surface curvature, enabling it to create
applicable designs for radomes, autonomous
vehicles, and surfaces with any curvature. This
also made the algorithm suitable for 3D printing
using systems with more than three axes or for
flexible electronics. In [28], based on the elastic
deformation theory of thin shells, a perfect
mapping was created between a curved surface
and a planar array using the weighted minimum
distortion flat unfolding solution of the surface,
which was then extended to 3D (Three-
Dimensional) conditions along the thickness
direction. This paper presents a class of local unit-
cell deformation control algorithms. The
application impact and potential of this method
are demonstrated with an example of an
augmented conical radome using a three-layered

hybrid unit cell.

The list of articles reviewed in this study can be

found in Table 1.
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Table 1: The List of Articles Reviewed In This
Study [2-32].
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3. CHALLENGES AND FUTURE
DIRECTIONS
Designing conformal frequency selective
surfaces (FSS) presents several challenges,

primarily due to the inherent complexities
introduced by their non-planar structures. The
following are some major challenges and the

causes of them:

Element Size and Spacing: To provide
constant performance at various frequencies,
dual must

the

and multiband architectures

maintain element size. However,
curvature of these structures can alter the
distance between pieces when they are
modified to conformal geometries, which can
impact the overall performance and resonant
frequency.

Resonant Frequency Shift: Shifts in resonant

frequency can result from variations in the
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spacing between components on a curved
surface. For the intended filtering properties
to be maintained throughout the surface, this
calls for meticulous design modifications.

Surface Curvature: One of the main

challenges in designing FSS is fitting
arbitrary curves without warping the pieces.
Performance loss brought on by distorted
elements can impair the surface's capacity to
filter frequencies selectively.

Complexity of Manufacturing: Complex
manufacturing processes are sometimes
required to create FSS on curved surfaces.
Ensuring that the dielectric substrates and
metallic layers are of superior quality and suit
the specified shape without sacrificing
functionality is a technically challenging
task. The proper frequency responses, for
instance, can be electromagnetically
produced by 2.5 and 3D frequency selective
surfaces; however, their integration and
manufacturing processes do not necessarily
align with those of radomes.

Design Flexibility: Adding another level of
complexity, it is necessary to achieve the
necessary design flexibility to adapt FSS for
different applications, such as antennas and
electromagnetic shielding, while preserving
performance.

Polarisation Sensitivity: Because of their
geometries, conformal FSS may react
differently to wvarious polarisation states,
requiring designs that can account for or

lessen polarisation effects.

To overcome these obstacles, sophisticated

design algorithms, accurate manufacturing

methods, and extensive testing are needed to
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make sure that performance is maintained while
modifying FSS for conformal surfaces. For this
reason, the following topics ought to be the main

emphasis of upcoming research:

Integration loss must be studied carefully
while initial stage of the FSS design. FSS-
antenna-radome system is expected to
achieve high gain and low insertion loss,
minimizing signal degradation.

Further exploration of multi-band and
wideband FSS designs are needed.
Development of low-profile, lightweight and
robust materials for conformal FSS
applications are needed.

Integration of FSS with the antenna system
and providing stable gain over the operational
band needs to be studied further.

Scalability and manufacturability as well as
maintenance of FSS radome need to be
studied from operational point of view.
Polarization aspects of FSS should be
addressed in air platforms where various
threats may have reconfigurability in
polarization. This makes the FSS radome
design more complicated.

Majority of air platforms has low size-weight
and power as well as cooling (SWaP-C)
requirements. Then, miniaturization may
play key role when thin and low profile FSS

is needed to satisfy SWaP requirements.

4. CONCLUSION

This overview covers all aspects of the topic of
conformal frequency selective surfaces from the
more intricate and specialised area of conformal
applications to the fundamental concepts of

frequency selective surfaces. The theoretical
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foundation provided in the first parts lays the
platform for a deeper grasp of the workings of
FSS and prepares the reader for exploring the
subtleties of conformal designs. The analysis
techniques covered are essential resources that

help engineers and academics forecast and

maximise the performance of conformal
frequency selective surfaces. We have
emphasised important developments and

breakthroughs in conformal frequency selective
surfaces through a review of the literature,
demonstrating a broad range of applications
industries, such as defence,

across many

aerospace, and telecommunications.

This review also emphasises the inherent
difficulties in developing conformal surfaces,
despite the encouraging improvements. These
difficulties result from the requirement to adhere
to non-planar surfaces while preserving
performance and functionality, which frequently
introduces intricate electromagnetic interactions.
Determining  the  appropriate  frequency
responses, maintaining manufacturing accuracy,
and dealing with material limitations continue to
be major obstacles. Looking ahead, these
challenges may be overcome with continued
advancements in material sciences and
computational methodologies. To improve the
performance and practical usability of conformal
frequency selective surfaces, future research
initiatives might concentrate on producing more
advanced modelling tools, investigating new
materials ~ with  flexible  electromagnetic
properties, and devising creative production

methods.

All things considered, the field of conformal

frequency selective surfaces is dynamic and has
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great promise for research and real-world
applications. In order to achieve this fascinating
field of study, it would be crucial to maintain
multidisciplinary efforts in tackling present issues

and seizing fresh chances.
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Abstract

Many software is used to analyse the effects of an explosion and its impact on other objects. ANSYS Autodyn is one such
software. In this study, a real chemical weapons attack event that took place in Khan Sheikhoun, Syria on 4 April 2017 was
simulated using ANSYS Autodyn software using the finite element method. The software was used to analyse whether the crater
formed after the bombing event, whose boundary conditions (type and properties of the munition, properties of the ground,
velocity of the munition and height of fall) and data are known, will be formed as a result of this collision and explosion.
Looking at the results of the study, it can be seen that at the end of 6 different simulations, and especially as a result of the sixth
simulation, the crater diameter converged to the real values by 97% and the crater depth by 92.4%. This strengthens the
assumption that the ammunition in question was used in this incident.

Ozet

Patlama ve patlamanin diger cisimler iizerinde olusturdugu etkilerin analiz edilebilmesi amaciyla birgok yazilim
kullamilmaktadir. Bu yazilimlarin basinda da ANSYS Autodyn yazilimi gelmektedir. Bu ¢alismada, Suriye'nin Han Seyhun
sehrinde 4 Nisan 2017 tarihinde gerceklesen gercek bir kimyasal silah saldiri olayi, Sonlu elemanlar yontemi kullanilarak
ANSYS Autodyn yazilimi ile simiile edilmistir. Yazilim, bombalama olayindan sonra olusan, sunr kosullari (miithimmatin tiirii
ve ozellikleri, zeminin ozellikleri, miihimmatin hizi ve diisme yiiksekligi) ve verileri bilinen kraterin, bu ¢arpisma ve patlama
sonucunda olusup olusmayacagim analiz edebilmek icin kullanimistir. Calismanin bulgularina baktigimizda, yapilan 6 farkl
simiilasyonun sonunda, ozellikle de altinci simiilasyon sonucunda krater ¢capinin %97 oraninda krater derinliginin ise %92,4
oraminda gercek degerlere yakinsadigi goriilmektedir. Bu da séz konusu miihimmatin bu olayda kullanildigi varsaymmini
gliclendirmektedir.
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1. INTRODUCTION

Chemical, biological, radiological, and nuclear
(CBRN) incidents are man-made disasters that
can be large or small scale. These include
chemical, biological, radiological, and nuclear
weapons [1]. CBRN events are low-frequency
disasters that affect a large number of people and
cause fear and panic in society when they occur
[2]. For effective CBRN-based disaster event
management, includes

which planning,

preparation, response, and recovery phases,
various simulation programs are used [3]. A
chemical weapon is “any chemical which,
through its chemical effect on living processes,
may cause death, temporary loss of performance,
or permanent injury to people and animals” [4].
Chemical weapons have been around for
centuries and have been employed extensively
throughout history, much like explosives.
Evidence of a Persian army assault on Roman
forces in AD 256, which resulted in the deaths of
at least 20 soldiers by burning sulfur and bitumen,
which produces a toxic haze, has been discovered
in what is now Syria [5]. Explosives are solid or
liquid chemical compounds or mixes that may
conduct a fast chemical reaction without the
requirement for an additional external reactant,
such as oxygen from the atmosphere. They are
typically meta-stable. A chemical compound, like
nitroglycerin (NG), is a pure substance created
when two or more elements combine to form a
new material that loses its properties due to the
formation of a bond. This reaction is an
exothermic one that happens quickly and
produces a lot of heat, light, gas, sound, and
pressure when it is triggered by collision, friction,

heat, spark, flame, or shock [6]. ANSYS Autodyn
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is a powerful and useful finite element analysis
program that can perform explicit analysis and
allows many simulations, including explosions
and high-speed collisions. It is primarily used in
the defense industry [7]. The Ansys Autodyn
program is useful software that uses the finite
element analysis method to simulate the effects of

an explosion [8].

Germany was the pioneer in modern warfare
when it came to the use of chemical weapons and
the introduction or creation of new chemical
agents in response to advancements in protective
gear. Many of Germany's chemical weapons were
designed by Fritz Haber [9]. On October 27,
1914, Germany launched tear gas-filled shells at
the British near Neuve Chapelle, marking the
start of their employment of chemical weapons in
war [10]. The August 2013 chemical weapons
strikes in Ghouta, Syria, claimed the lives of
around 1400 people [11, 12]. With the ongoing
domestic unrest in Syria and the increased
activities of terrorist groups such as ISIS, there
have been multiple chemical weapons attacks in
the country [13]. The most notable of these strikes
were those on Kharbit Masasnah, Yarmouk, Al
Balil in 2017 and Khan Sheikhun, Qalib Al-
Thawr and Al Salamiyah and Souran Aleppo in
2018. The Salisbury and Amesbury occurrences
in England and the incident in Malaysia are the
most significant events in our recent history,

excluding these attacks [14].

In this study, the impact of the M4000 chemical
bomb allegedly used in the city of Han Sheikhun
in Syria, which is one of the above-mentioned
incidents of chemical weapons use, and the
effects of this explosion were modeled with

Ansys Authodyn Finite Element Analysis
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software. The main purpose here is to both re-
simulate a real-world event and compare the
crater diameter and depth that are formed when
the M4000 air-dropped bomb hits the ground
under certain boundary conditions with the

simulation data.

2. AREAL MAN-MADE DISASTER
(EXPERIMENTAL STUDIES)

2.1. What happened in Khan Skeykhun?

In Syria, the government and opposition forces
have fought bloody battles to keep the city of
Khan Sheikhun, which is also the subject of this
study and is in a critical geopolitical position [15].
On the morning of April 4, 2017, with a sunny,
windless and clear sky, as the city dwellers began
a new day, the sound of a jet plane [16]. In the
early morning of 4 April, public reports emerged
that air strikes had released sarin in the town. The
UN COI reported that "photographs of weapon
fragments depict a chemical aerial bomb of a type
developed in the former Soviet Union." The UN
COl also stated that "the chemical bomb killed
more than 80 people and injured approximately
300 people” [15]. In the judicial investigations
carried out by the United Nations and the
Organization for the Prohibition of Chemical
Weapons, it is stated that the Russian-made
M4000 airdropped bomb containing a chemical
warfare agent (Sarin gas) was used in this
incident [17]. On the morning of April 4, 2017 an
incident involving sarin killed approximately 100
people in Khan Shaykhun and affected another

200 people who survived acute exposure [18]. On
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the basis of samples obtained during autopsies
and from individuals undergoing treatment in a
neighboring country, those who undertook the
fact-finding mission of the Organization for the
Prohibition of Chemical Weapons concluded that
the victims had been exposed to sarin or a sarin-
like substance. The extensive information
independently collected by the Commission on
symptoms suffered by victims is consistent with

sarin exposure [15].

2.2. Analysis On Explosion Crater

The type of ammunition, its properties, and its
explosive content were all reported in the official
UN reports following the conclusion of the legal
investigation, along with the diameter and depth
of the crater left by the explosion. However,
assumptions are made regarding the height at
which the ammo falls, the angle at which it hits
the ground, and the properties of the asphalt and
it hits.

conducted into the incident, and scientific data

soil Forensic investigations were
was explained. The purpose of this article is not
to accuse or exonerate any country. The aim of
the article is to investigate whether the diameter
and depth of the crater formed as a result of the
explosion are compatible with the values

calculated by the finite element method.

The crater opened by the explosion was examined
before the ammunition containing the chemical
agent was modeled with the Ansys Workbench.
Photographs of the crater are provided in Figures
1and 2.
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Figure 1: Post-Explosion Crater Photo [19].

Figure 2: Post-Explosion Crater Photo [19].

When the OPCW's report [20] is examined, it is
understood that the diameter of the crater varies
between 1.5 m and 1.65 m, and the depth of the
crater varies between 42 cm and 51 cm.

When Figure 2 is examined, it is seen that the
asphalt thickness is about 15 cm. The part where
the asphalt is located is taken as 0.15m x 6m x 6m
and the soil part under the asphalt is taken as 2.5m

X 6m X 6m.
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3. MATERIAL AND METHOD

The simulation studies were carried out with the
Ansys Workbench package program on a
computer with Windows 10, 64 Bit Operating
System, 16 GB of Ram, and an Intel Core i7 7700
k CPU 4.2 GHz processor. With simulation
studies, error messages were received many times
until realistic results were obtained, and it took
days to debug these errors. The most common
error is the time step being too small. Because the
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mesh elements of the ammunition contain very
small elements, the duration of analysis is
approximately 150 hours.

In addition, the modeling was done with the
explicit analysis method, and the results were
studied in very small time intervals (on the order
of milliseconds). The end time was taken as 0.005
seconds, and the analysis of this time interval
took approximately 150 hours. The literature was
reviewed to decide on the optimum ending time.
The collision of the Scud Missile with a weight of
227 kg and a speed of 250 m/s at an angle of 15
degrees to the stone and soil ground was modeled
using the Finite Element Analysis method in a

study conducted at the Lawrence Radiation
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Laboratory in Livermore, California [21]. Figure
3 shows that more than 95 percent of the ground
penetration is completed in 0.005 seconds. In
addition, in another study conducted at Lawrence
Radiation Laboratory in Livermore, California,
90% of the TNT explosion

completed in 80 nanoseconds (8x10-8 seconds),

reaction was

while the remaining 10% was completed in 200
nanoseconds [22]. At the same time, if the end
time is 0.01 seconds or longer, the analysis time

will increase to 300 hours or more.

Additionally, the end time has been set as 0.005
seconds since it is aimed to use the resources

effectively.

< = 250 m/s

— — — — sand
clay
soft rock

s Guin e S SRS - s
— —

0

L I I i i
0.0015 0.003 0.0045 0.006 0.0075 0.009 0.0105 0.012

Time (s)

Figure 3: Penetration Depth, Time And Velocity Relationship In Sand, Clay And Rock Soil [22].

In the study, the possibility of the ammunition
containing the chemical agent (sarin gas) was
considered for the Russian-made M4000, an
airdropped bomb. The features of the Official
Report and the M4000 Bomb have been
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is understood that the
disapproval The
ammunition in UN Report S/2017/904 [17] is

presented in tabular form in Table 1.

compared, and it

is compatible. data on
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Table 1: Brief Information On Ammunition And Official Documents Passing This Information.

Type of Ammunition Weight of Ammunition Diameter of Amount of TNT
Ammunition Contained
Related Page of the Page 28 Page 28 Page 28 Page 26
Report
Paragraph Number 56 53 57 47
in the report
Statement in the Compatible with the structure of Between 300-500 kg 300-500 mm than 10 kg TNT
Report air-dropped chemical Bombs
used in Syria

Feature of the Chemical Weapons used in Syria 350 kg 460 mm 3.6 kgof TNT

M4000 Air-Drop
Bomb used in our
calculations

are of Russian origin, as in the
M4000, and are of the type of air-
dropped bombs in the M4000.

The information that two types of chemical
weapons, M4000 and MYM®6000, were used in
Syria during the inspections carried out by the
Organization for the Prohibition of Chemical
Weapons and the United Nations Auditors was
published in the relevant report [20].

In the CAD model uploaded to the ANSYS

Workbench, all materials related to ammunition

are introduced to the system with the "Material
Assignment” process. Soil and asphalt data for
the road where the bomb fell were entered into
the system. Data on the deformation of the
structural steel was entered into the system using
the Johnson-Cook Material and Deformation

Model. Data on ammunition are given in Table 2.

Table 2: Data About Ammunition.

Outer material of ammunition

Structural Steel

The outer thickness of the bomb 4mm

Weight of the bomb 350 kg

The chemical agent and its amount Sarin , 250 kg
Diameter of the bomb 460 mm
length of the bomb 1570 mm
Explosive and quantity found in the bomb TNT, 3.6 kg

In the first model, it was assumed that the
ammunition hit the ground at a 90-degree angle
for ease of solution. In light of the data in the
United Nations Security Council's
numbered S/2017/904, it is known that the

ammunition was dropped from a height of 4000-

report

10,000 meters [17].

ammunition when it hits the ground when its

The wvelocity of the

initial velocity Vx and Vy is 0 and it is released

in free fall from a height of 4000 meters;

228



Dereli, Sahin, Savunma Bilimleri Dergisi, 20(2): 223-236 (2024)

V2= 2hg (g= 9.8 m/s?) (3.2)

V2=2 x 4000m x 9.8 m/s?
V=280 m/s

As shown in Figure 4, the research conducted in
light of these data revealed that the crater's
diameter was 1200 mm and its depth was 1520.8

mm.

While the crater diameter was 27% less than the
real value, the crater depth calculated by
computer analysis was 198% higher than the real

value.

As can be seen, when the bomb hits the ground at
a speed of 280 m/s from a height of 4000 meters,
it penetrates deeper than expected and creates a

smaller crater diameter than expected.

4e+03 (mm)

Figure 4: Crater Depth Of The Bomb Hitting The Ground At 280 m/s.

For the bomb dropping from 3000, 5000, and
6000 meters, all the operations for the fall from
4000 meters were repeated, and the summary
information of the results obtained is presented in
Figures 5, 6, and 7. These steps were not repeated
between 6000 and 10,000 meters in order to use
the time efficiently because the crater depth is

much greater than it should be.
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According to the analysis's findings, a bomb
dropping from a greater height accelerates more
quickly and creates a larger crater. Figure 5
depicts how altitude affects velocity, whereas
Figure 6 depicts how height affects crater depth.
The rise in the altitude-velocity graph and the

altitude-crater depth graph is also nonlinear.
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Figure 5: Height vs Velocity Graph.
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Figure 6: Effect Of Height On Crater Depth.
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The bomb dropped from above strikes the ground also taken into account in the analyses to be made
at a 90-degree angle, and the calculations up to after that, and the horizontal velocity of the
this point have been based on the assumption that aircraft was included in the calculations as the
the bomb's initial horizontal velocity is zero. The horizontal velocity of the bomb.

crater diameter is not significantly affected by the The report with the reference number A/72/615-

S/2017/938 [23] claimed that the bomb impacted
the ground at a -55.6 degree angle and that the

horizontal velocity of the bomb; hence, it is
inferred that the bomb must also have a horizontal

velocity. Although it was assumed that the initial aircraft's horizontal speed was 800 km/h (225.1

velocity of the bomb horizontally was zero in the ms). The package program made use of this data,

previous analyses, the speed of the aircraft was and the outcomes were evaluated.
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Figure 8: Crater Depth Of The Bomb Hitting The Ground At Vx=225.1 m/s, Vy=161.42 m/s.

In the final simulation, the crater depth calculated ground, it is assumed that it hit the ground at an
in the analysis is 7.6% greater than the real depth. angle due to the aircraft's speed. As can be seen
The calculated crater diameter is 3% smaller than in Figure 8, when the results of the studies with
the actual diameter. The results closest to the an aircraft speed of 800 km/h (225.1 m/s) are
actual values were obtained in the sixth and final examined, it is seen that the crater diameter is

analysis. compatible with the real values.

When the work done thus far and the Figure 1 & 4. RESULTS

2 are examined, it is clear that the bomb remains . .
When Figures 9 and 10 are compared, it is clear

in the crater are leaning against the crater wall. . .
g4 that the 5th and 6th horizontal velocity

Although it is unknown how many degrees the

simulations are very close to the real values.
bomb dropped from the aircraft when it hit the
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Especially with the sixth simulation, the results were 92.4% close to the actual values. Table 3

were 97% close to the actual values, and when shows the horizontal, vertical, and resultant

crater depth was taken into account, the results velocities for the six simulations.

Table 3: Data For Height, Horizontal Velocity, Vertical Velocity And Resultant VVelocity.

Analysis No Height (m) Downtime (sec) Vy Velocity (m/s) V, Velocity (m/s) Result Velocity (m/s)
1 3000 24,73 0 242,57 242,57
2 4000 28,56 0 280,09 280,09
3 5000 31,93 0 313,15 313,15
4 6000 34,98 0 343,04 343,04
5 4000 24,73 2251 161,42 277
6 4000 24,73 225,1 146 268,3
1700 :
Real scenario
1600 o 6th simulation
5th simulation
o~ 1500 P
£
E
S
2 1400
[
£
ol
0 a0
o
+ ; : 3 : 3rd simulation 4th simulation
© |st simulation 2nd simulation t t i
O] ® 8
1200 L ° i
1100
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Figure 9: Data For Resultant Velocity — Crater Diameter For Six Simulations.
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Figure 10: Data On Resultant Velocity — Crater Depth For Six Simulations.

5. DISCUSSION

Because working with explosives and examining
the results of explosions is costly and subject to
legal restrictions, many analyses in the defense
industry are performed using software that
employs other finite element analysis methods,
particularly the ANSYS Workbench (Autodyn
module). This study examines a real chemical
weapons attack that occurred on April 7, 2017 in
the Syrian city of Han Sheikhun. The ANSYS
Workbench (Autodyn) program was used to
analyze the attack's mathematical data. The most
important result of the study is that the evaluation
of ammunition and height, which is mentioned in
official sources [20,23], is consistent with the

simulation results in our study.

Following the collection of scientific data in the

post-explosion  crime scene investigation

233

processes, various scenarios were studied using
the inductive technique, and conclusions were
drawn about the bomb's speed and the height at
which it was dropped. Because the fuse part of the
bomb is effectively impacted, the fuse must hit
the ground for the bomb to explode. As a result,
scenarios involving the horizontal impact of the
bomb on the ground are excluded from this study.
According to official reports [17, 23], the bomb
could have been dropped from a height of 4000
to 10,000 meters. The M4000 ammunition was
modeled from a height of 4000 meters, with an
initial wvelocity of 0 both horizontally and
vertically, and hitting the ground in free fall in the
first analysis. The aircraft's speed was ignored in
this case, and it was determined whether the
diameter and depth of the crater that the bomb
would open after detonation would be equal to the

actual crater diameter and depth.
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The bomb was dropped from 4000 meters with
zero horizontal velocity in the first analysis, and
it was observed that it reached a depth greater
than the expected crater depth. The analysis for
4000 meters of altitude was repeated based on
3000, 5000, and 6000 meters of altitude to
understand the effect of altitude and velocity on
crater diameter and depth. The impact velocity
increased nonlinearly as the height of the bomb
dropped, and thus the crater diameter increased
nonlinearly as well. Furthermore, the height and,
as a result, the increase in velocity did not result

in a significant increase in crater diameter.

Given that vertical velocity has little effect on
crater diameter and the TNT load of the bomb is
constant, it should be noted that the bomb must
have both wvertical and horizontal velocity
(aircraft velocity). According to another UN
report [23], the Su-22 aircraft that dropped the
M4000 bomb reached a horizontal speed of 810
km/h (225.1 m/s), and the bomb hit the ground at
an angle of 55.6°.The results of the analysis
performed with these data were found to be very

close to the actual values.

When the photographs (Figures 1 and 2) from the
incident are examined, it is clear that the body
parts of the ammunition are in the crater adjacent
to the rim of the crater, just as they were in the
previous ANSYS Workbench analysis. This
lends support to the theory that the bomb has a
horizontal velocity when released. Furthermore,
the 3.5 kg TNT load used in the bomb is
insufficient to completely shatter a 350 kg bomb.
The explosive, which is about 1% of the total
weight, only allows the sarin chemical agent to
spread out of the bomb by tearing the bomb's

body. In this respect, the size of the opened crater
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depends on the crash of a 350 kg object falling
from a very high height rather than the effect of
the explosion.

Due to the fact that the issue can be politically
misleading and is a new topic, there is only one
study on this issue in the literature. Goong C. et
al. [24] examined the event in Han Sheikhun with
another Finite Analysis Method software, LS
Dyna, in their 2020 study. Goong et al. conducted
this study under the assumption that the
ammunition found around the crater could be a
122-mm rocket. In this regard, the type of
ammunition, the angle of impact with the ground,
the speed of the ammunition, and the software
used differ from those used in our study. In our
study, the United Nations inspection reports were
examined, and the mathematical data was taken
from official reports [20,23], not from the press
or other parties that might be biased. In the study
of Goong et al. [24], the diameter of the crater is
around 1.2 m, while the depth of the crater is well
over 2 meters. Considering the crater diameter
and depth, our study is much closer to the actual
values than Goong et al. The reason for this is that
the ratio of the explosives in the ammunition
thought to have been used in our study to the total
weight of the ammunition is only 1 percent. In the
ammunition in the study by Goong et al., this ratio
was 23.5 percent. Therefore, the explosive in the
munition analyzed in our study may have only
torn the jacket of the munition and caused less
damage to the ground. In Goong et al.'s study, on
the other hand, since the amount of explosive was
relatively higher, the crater depth may have been
greater as a result of the explosion. The
comparison of the data obtained from both studies

is presented in Table 4.
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Table 4: Literature Comparison.

Data

Dereli et al Goong et al

Software

Ansys AUTODYN LSDYNA

Munition Type

M4000 Aerial Bomb 122 Artillery Rocket

Explosive Payload 3,5kg 6,35 kg
Total Mass of the Ammunition 350 kg 27 kg
Velocity of Munition 268,3 m/s 220 m/s
Impact Angle of the Munition 55,6 65
Calculated Crater Diameter 1600 mm 1200
Actual Crater Diameter 1650 mm

Percentage Difference Between Actual Value of Diameter 3% 25%
Actual Crater Depth 510 mm

Calculated Crater Depth 552,07 mm 2000
Percentage Difference Between Actual Value of Depth 7,6% 362,2 %

6. CONCLUSION

In this study, simulations of the crater formed as
a result of the chemical weapons attack were
created using scientific data from the forensic
investigation that was carried out and completed,
avoiding political discussions about which
country did what and why. The Ansys Autodyn
program and the Finite Element Analysis Method
were used to analyze the crater diameter and
depth of the explosion in Han Sheikhun. When
the data obtained from official reports regarding
the height and angle of impact of the munition
were used and the simulation created with the
help of a computer program was compared with
the actual values, it was found that 97 percent of
the crater diameter and 92.4 percent of the crater
depth coincided with the actual values. In this
case, it can be said that the last simulation of the
crater formed as a result of the impact of the bomb
dropped by an aircraft with a horizontal speed of
810 m/s from a height of 4000 meters with an

angle of 55.6 degrees has the closest results to the
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real values. This result strengthens the possibility

that M4000 ammunition was used in this incident
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Alfa
katsayisi
Anahtar Kelimeler Malzeme 1-2 9,32+1,37 0,871 0,873
Hastane Tedarik Zinciri Yonetimi - 3,4,5,7,8,9,10,11,13,
Hastane Tedarik Zinciri Hastane Igi Siiregler 14.1516,17.18 21 72,07 +7,15 0,972 0,974
Performans Gostergeleri —
Oleek Gelistirme Hasta Memnuniyeti 12,20,22,23 17,56 +2,66 0,783 0,819
Lojistik Siiregler 6,19,24,25,26,27,28 32,88 £3,55 0,902 0,909
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Ozet

Saglik hizmeti tedarik zinciri yonetiminin hedefi, kaynaklari verimli kullanarak uygun maliyet ve kalitede malzemeyi ihtiyag
duyulan yerlere ihtiyag duyuldugu anda ulastiran “iyi bir sekilde koordine edilmis bir sistem” saglamaktir. Oncelikle élgek
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Abstract
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Likert's correlation-based item analysis. The structural validity of the factor structure model of the scale was tested by Principal
Component Analysis and Confirmatory Factor Analysis. The reliability of the scale was evaluated with Cronbach's alpha
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1. GIRIS (INTRODUCTION)

Tim sektorlerde kaliteli hizmet sunumu
amaglanmakta, bu esnada en diisiik maliyet ile en
fazla fayday1 saglayabilmek hedeflenmektedir.
Hastaneler ve saglik sistemleri de yiiksek kaliteli
ve diisik maliyetli saglik hizmetlerine yonelik
talebi karsilamak i¢in, verimliliklerini arttirmaya
odaklanmaktadir [1]. Hiikiimetler de verimli bir
saglik sistemini tesvik etmektedir [2]. Yiiksek
kaliteli saglik hizmetleri sunarak toplum
sagligmin iyi seviyelerde tutulmasi her ilke i¢in

biiyiik bir onceliktir [3].

Ulke ekonomisinde saglik harcamalar1 dnemli bir
yiik olusturmaktadir. Oniimiizdeki 15 y1l iginde
yapilacak Ekonomik
Kalkinma ve Isbirligi Orgiitii (OECD) iilke Gayri

Safi Yurt i¢i Hasilasi’nin (GSYIH) biiyiimesini

saglik harcamalarinin,

onleyecegi tahmin edilmektedir. Ayrica 2018
yilinda GSYIH’ nin %8,8’ine karsilik gelen kisi
basi ortalama saglik harcamasi, yillik ortalama
%2,7 artarak 2030 GSYIiH nin

%10,2’sine ulasacagi ongorillmektedir [4].

yilinda

Bu nedenle kaliteden 6diin vermeden maliyeti

diistirebilmek  i¢in  yonetimsel  tedbirler
alinmasina ihtiya¢ duyulmaktadir. Ancak isaret
edilen amaca hizmet eden tedarik zinciri yonetimi
anlayis1 diger is kollarina gore hastanelerde siirlt
olarak benimsenip kullanilmaktadir. Oysa genis
iriin yelpazesi, tirlinlerin kullanim O6miirleri,
saglik hizmetleri haricinde kalan alanlarda artan
dis kaynak kullanimi, bilgi teknolojisinde ortaya
cikan yeni gelismeler ve kiiresellesme nedeniyle
tedarik  zinciri yOnetimi uygulamalarmdan
sektoriinde

elde

faydalanmadan, saglik yiiksek

operasyonel  verimlilik edilmesi

miimkiin degildir [5].

pek
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Bu kurumlarda tedarik zinciri = yOnetimi
uygulamasi, insan hayatim1 dogrudan etkileyen
cok hassas konularda karar alinmasi gerektigi i¢in
karmasik bir hal almaktadir [6]. Ornegin saglik
personelinin hedefi hastaya dogru tedavinin
uygulanmasi, kurum yoneticilerininki ise isletme
karin1 yiikseltmek oldugu i¢in bir malzemenin
fiyat, marka ve model 6zelliklerine bakis agilar
da farkli olacaktir. Ayrica saglik personelinin
talep ettigi malzemeler kullanilan yer (klinik,
poliklinik  vb.),

kullanim amact (ameliyat, tahlil, pansuman,

ameliyathane, acil servis,
temizlik vb.), kullanan kisi (doktor, hemsire,
hasta bakici, temizlik gorevlisi vb.), kullanim
omrii (tek kullanimlik sarf malzeme, demirbas
malzeme, saglik destek malzemeleri vb.) gibi
kistaslara gore ¢esitlilik gosterebilmektedir.
zinciri  yonetimi  bu

Dolayisiyla  tedarik

farkliliklara bagli olarak zorlagsmaktadir.

Saglik hizmeti tedarik zinciri ilag ireticisine
hammadde temin eden tedarik¢i ile baslayip,
hastada (temelde miisteri) sona eren bir sliregtir.
Bu siirecin performansini, biitge kisitlamalari,
bilgi teknolojileri eksikligi, farkindalik eksikligi,
calisanlarin tedarik zinciri hakkinda yeterli
bilgiye ve egitime sahip olmamasi, soguk
zincirde olusan eksiklikler, altyapi1 eksiklikleri,

hiikiimet politikalar1 vb. etkilemektedir [7].

Saglik hizmeti tedarik zinciri yonetiminin hedefi,
kaynaklar1 eslestirerek, yiiksek verimlilik, uygun
maliyet ve kalite ile malzemeyi en ¢ok ihtiyag
duyulan yerlere, ihtiya¢ duyuldugu zamanda
ulastiran “iyi bir sekilde koordine edilmis bir
sistem” saglamaktir [8]. Saglik sektord, artan
saglik maliyetleri karsisinda yiiksek Kkaliteli,
giivenli ve uygun fiyath hasta bakimi saglamak

icin toplum tarafindan siirekli baski altinda
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tutulmaktadir [9]. Tipik bir saglik sisteminin
tedarik zinciri maliyetleri, toplam harcamasinin
%20 ila %30'unu kapsar [10]. Bu sistemin teskil
edilebilmesi  sadece  kaynaklarin  dogru
kullanilmasina degil, ayn1 zamanda sistemin bir
pargasi olan saglik ¢alisanlarinin tercihlerine ve

sergiledikleri performansa da baglidir.

Lojistik faaliyetler tedarik, dagitim, envanter
yonetimi, paketleme ve imalat gibi islevleri
desteklemek icin bir tedarik zincirindeki
malzeme akiglarinin planlanmasi, tasarlanmasi,
[11].

Hastanelerdeki lojistik faaliyetler satin alma,

uygulanmasi ve yoOnetilmesini igerir
teslim alma, envanter yonetimi, yonetim bilgi
sistemleri, yemek hizmetleri, ulasim ve evde

bakim hizmetlerini igerir [12].

Saglik hizmetleri tedarik zinciri {yeleri,
reticileri ve dagiticilant ig¢in saglik sektorii
lojistik hizmet maliyetlerinin payi, geri kalan
yillik igletme maliyetlerinin iigte birinden
fazlasim1 olusturmaktadir [3]. Tibbi malzeme
ihtiyaclar1 lojistik giderlerin yaklagik yarisina
karsilik gelmektedir [13]. Bu maliyetlerin ana
sebebi, tibbi malzemelerin bakiminin kritik

Oneme sahip olmasi ve ihtiyag duyulan
malzemelerde kithig1 6nlemek i¢in, tibbi malzeme
stoku yapmay1 tercih eden tiim tedarik zinciri
paydaslarinin davraniglarindan

kaynaklanmaktadir. Bu davranig hem
maliyetlerde hem de kayip potansiyelinde artisa

sebep olabilmektedir [14].

Kamu sektorii icin performans kullanicilar,
tiikketiciler, vatandaslar, finansorler, ¢alisanlar ve
diger kuruluslar dahil olmak tizere farkli
paydaslarin beklentilerini karsilama yetenegini
ifade eder [15].

harcamalar1 yiikselirken kar oranlar siirekli

Gilinlimiizde saglik bakim
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diismektedir. Bu egilim saglik kurumlarinda
gorev alan yoneticileri siire¢ odakli diigiinmeye
ve Orgiitsel performansi artirmaya zorlamaktadir

[16].

Saglik hizmeti saglayicilar1 toplam maliyetin
yaklasik %40'1n1 malzeme ve tibbi cihaz tedarik
etmek, yonetmek ve dagitmak i¢in harcamaktadir
[17]. Bu sebeple hastane yoneticileri ve karar
verme siirecinde yer alan diger yoOneticiler,
tedarik zinciri siireglerinin iyilestirilebilmesine

daha fazla dnem vermektedir [18].

Diger isletmeler gibi, hastanelerin
performansinin 6l¢iilmesi de kuruluslarin mevcut
uygulamalar1 hakkinda bilgi sahibi olmasina
yardimeir olur. Tiim saglik hizmeti performans
Ol¢im araglarmin birincil amaci, saglanan
bakimin kalitesi de dahil olmak {izere kurumsal

performansin etkinligini artirmak olmalidir [19].

Hastaneler agisindan envanter yonetimi soz
konusu oldugunda bazi aragtirmacilar performans
4 baslik
degerlendirmektedirler [20]. Bu bagliklar kalite
[1], [8], zaman [8], finans [8], ve verimlilik [8],

gostergelerini ana altinda

[21], seklinde siralanmaktadir. Uygulamada,
tedarik zinciri performans Onlemleri yeterince
gelistirildikten sonra, yoneticiler iyilestirilmesi
gereken kritik anahtar performans gostergelerini

(KPI) tanimlamak zorundadir [22].

Kamu sektorii icin performans, kullanicilar ve
tiikketiciler, vatandaglar ve finansorler, galiganlar
ve diger kuruluslar dahil olmak {izere farkli
paydaslarin beklentilerini karsilama yetenegini
ifade eder [15]. Her isletme i¢in tedarikgilerinden
kisa siirede riin  teslim almasi  kendi
avantajimadir. Daha da 6nemlisi, giivenilir {iriin

teslimati lojistik kalitesi i¢in kritik Gneme sahiptir
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[23].

kuruluslarin

Faaliyetlerin performansinin Glgiilmesi,
kendilerini  degerlendirmelerini,

kontrol etmelerini, biitcelemelerini, motive
etmelerini, tesvik etmelerini, 6diillendirmelerini,
ogrenmelerini ve kendilerini gelistirmelerini
saglar [24]. Giiniimiizde saglik sektoriine yapilan
harcamalar yiikselirken kar oranlar ise stirekli
diisiis egilimindedir. Bu egilim saglik kurumu
yoneticilerinin siirece yoOnelik diisiinmeye ve
orgiitiin toplam performansini artirmaya tesvik
etmektedir.  Saghk  kurulusunun  rekabet
ortaminda avantaj saglayabilmesi i¢in, tedarik
zinciri penceresinden bir bakis agis1 gelistirmesi
[16].

performansinin

gerekmektedir Diger isletmeler gibi,

hastanelerin Olglilmesi  de
kuruluslarin mevcut uygulamalar1 hakkinda bilgi
sahibi olmasma yardimcit olur. Tim saglik
hizmeti performans olgiim araglarimin biringcil
amaci, saglanan bakimin kalitesi de dahil olmak
iizere kurumsal performansin etkinligini artirmak
[19]. Bir tedarik

performansinin

olmalidir zincirinin

izlenmesi ve iyilestirilmesi
giderek daha karmasik bir is haline gelmistir.
Karmagik bir performans sistemi,

hedefleri

yonetim

Onlemleri tanmimlama, tanimlama,
planlama, iletisim, takip, raporlama ve doniit gibi

bir¢cok yonetim siirecini igerir [22].

Saglik hizmetinin performans Ol¢imii  ve

performans zekast olarak kullanimi, saglik

sistemi aktorlerinin vermekte oldugu hizmetin
kalitesine iliskin kararlarma rehberlik etmede
onemli bir rol oynamaktadir. 2000'1i yillarin
bagindan  itibaren, saglik  hizmetlerinde
performans Olgiimiiniin 6nemi, saglik sistemleri
iginde ve genelinde standart uygulama olarak
kurumsallagsmaya ve glinlimiizde saglik sistemi
tarafindan olarak

aktorleri profesyonel
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uygulanmaya baglanmistir. Bu durum, KPI’larin
secilmesi, gosterge setlerinin gelistirilmesi ve bu
stireglere rehberlik edecek yontemler, araglar ve

yaklagimlar igin kriterlerin olusturulmasinda

bilimsel yontemlere bagvurulmas: sikligin
arttirmistir [25].

Hastanelerin ~ kullanimina uygun KPI’lan
belirlemeye  yonelik  bir  dlgeklendirme

yapilmadig1 dikkati ¢ekmektedir. Bu amacla
hastane tedarik zinciri yoOnetiminde anahtar
performans gostergesi belirlenmesine yonelik

asagidaki aragtirma planlanmistir.

Ozgiin olarak planlanip uygulanan bu ¢alisma,
hastane tedarik zinciri yoOnetiminde anahtar
performans  gdstergelerinin  belirlenmesine
yonelik bir 6lgme aracinin gelistirilebilmesi igin
metodolojik olarak planlanmig ve uygulanmistir.
Calismanin ne sekilde yiritildigi asagida

aciklanmigtir.

2. UYGULAMA (METOD)

Bu c¢alisma hastane tedarik zinciri yonetiminde

anahtar performans gostergelerinin

belirlenmesine yonelik bir 6lgme aracinin
gelistirilebilmesi i¢in planlanmig metodolojik bir

calismadir.

Bu kapsamda, oncelikle uygulanacak olgege ait
kapsam belirlenerek, bu kapsam c¢ergevesinde
taslak olgek ifadeleri gelistirilmistir. S6z konusu
taslak Olgegin gelistirilmesi literatiir arastirmasi
ve yapilan yiliz ylize goriismeler 15181inda elde
ile

edilen geri doniislerin harmanlanmasi

olusturulmustur.

Olgek materyalleri hazirlandiktan sonra, Slgek
yonergesi ve cevaplama diizeni hazirlanmig ve

kapsam/igerik gegerliliginin belirlenebilmesi igin
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tedarik ve lojistik yonetimi {izerine ¢alisan veya
konu ile ilgili akademik bilgiye sahip olan
akademisyenlere uygulanip uzman goriisleri
almarak sorularin kapsam/igerik gecerlilikleri

belirlenmistir.

2.1 Kapsam Gecerliligi

Lawshe tarafindan gelistirilen teknik ile kapsam
gecerligi degerlendirilmistir. Lawshe tekniginde
en az 5 en fazla ise 40 uzman goriisiine ihtiyag
bulunmaktadir [26].

hazirlanan 6l¢egin kapsam/icerik gecerliliginin

Buradan yola ¢ikarak,

belirlenmesi asamasinda ¢esitli tiniversitelerde

gorev yapan 16 akademisyenin goriisiine
“Google Forms” aracilig1 ile basvurulmustur. flk
etapta belirlenen ve 52 maddeden olusan aday
formu

Olcek akademisyenlerce

degerlendirilmistir.

Kapsam Gegerlilik Oranlar1 (KGO) negatif ya da
0 olan maddeler ilk etapta elenmistir. Madde 3, 4,
10, 25-30 ve 43’¢e ait KGO’lar negatif oldugu i¢in
24. madde igin ise “0” oldugu icin madde
havuzundan ¢ikartilmistir. KGO degerleri pozitif
olan maddeler i¢in 5, 6, 17, 18, 33 ve 47.
Maddelerine ait KGO degerleri =0,05
anlamlilik diizeyinde minimum degerler olan
0,49°dan kiiciik ama sifirdan biiyiik oldugu i¢in
tekrar degerlendirilmistir. Bu altt maddenin
metinlerinde degisiklik yapilarak bir defa daha
uzman goriisiine bagvurulmustur. Degerlendirme
sonucunda 6, 17, 18 ve 47.inci maddeler
Olcekten cikarilmistir. Bundan sonraki agamada
madde havuzunda kalan 37 madde ile madde

analizi yapilmistir.

2.2 Madde Analizi

Kapsam gegerliligi degerlendirmesi yapilmasinin

ardindan, Ol¢ekteki maddelerin ayirt edicilik
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ozelliklerini belirlemek i¢in madde analizi

yapilmigtir. Bu asamada 5°li Likert tipi
derecelendirme kullanilmistir. Saglik ¢alisanlart
6lcekte yer alan ifadeler (1: Hi¢ katilmiyorum 2:
Katilmiyorum 3: Kararsizim 4: Katiliyorum 5:
Kesinlikle katiliyorum) i¢in kendilerine en uygun

olan1 se¢cmistir.

Olgek ilk etapta degisik statiilerde yer alan 25
saglik calisanina 6n uygulama yapilmis ve elde
edilen veriler ile her maddenin Slgme giiciinii
belirlemek i¢in Likert tarafindan madde analizi
Madde

madde

yontemlerinden Korelasyona Dayali
kullanilmustir - [27].  EskKi
numaralar1 5, 9, 11, 12, 14, 15, 33, 34 ve 48 olan

Analizi

(yeni madde numaralar ile 3, 6, 7, 8, 10, 11, 20,
21 ve 32’nci) maddelerin Diizeltilmis Madde-
Toplam Korelasyonu negatif ve 0,20’den kiigiik
oldugu i¢in kapsam dis1 kalmis ve nihai dlgek 28

maddeden olusmustur.

Orneklem sayisma karar vermek igin literatiirde
belirtilen 6l¢ekte yer alan madde bagina en az 10
katilimer kriteri kullanilmig buna gére 28 madde
icin en az 28x10=280 kisi hedeflenmis ve 295
kisiye ulasilmistir [28].

2.3 Verilerin Degerlendirilmesi

Stuirekli veriler igin ortalama + standart sapma,
kategorik veriler i¢in siklik ve yiizde tanimlayict
istatistik olarak kullanilmistir. Siirekli verilerin
normal

dagilima uygunlugu Kolmogorov-

Smirnov testi ile kontrol edilmistir.

“Hastane Tedarik Zinciri Yonetiminde Anahtar
Performans Gostergesi Belirlenmesi  Olgegi ne
ait 28 maddenin ayirt edicilik ve 6lgmek istenilen
ozelligi 6lgme giici Likert tarafindan Onerilen
madde  analizi ile

korelasyona  dayali

belirlenmistir.
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Olgege ait psikometrik ozellikler gecerlik ve

giivenirlik analizleri ile degerlendirilmistir.
Olgegin faktdr yapist modelinin yapisal gegerligi
Temel Bilesenler Analizi (TBA) ve Dogrulayici
Faktor Analizi (DFA) ile snanmustir. Veri setinin
orneklem yeterligi Kaiser-

Meyer-Olkin (KMO) ve Bartlett Kiiresellik Testi

degerlendirmesi

kullanilarak yapilmstir. Lorenzo-Seva tarafindan
gelistirilen Promin Egik Dondiirme Yontemi
faktor dondiirmek i¢in tercih edilmistir [29].
Faktor sayisina Jolliffe Kurali ve Yamag Birikinti

Grafigi kullanilarak karar verilmistir.

Parametre tahmin yontemi olarak En Cok
Olabilirlik (ECO) kullanilarak birincil seviye
DFA uygulanmistir. Model veri uyumunun
varligr ilk olarak faktor yliklenim degerlerinin ve
Ki-kare degerinin (x2) istatistiksel anlamlilig: ile
degerlendirilmistir. Ikinci

ki-kare

asamada

Normlastirilmig (x2/ss) degeri ile
karsilastirmali uyum indeksi (Comparative Fit
Index, CFI), Tucker-Lewis indeksi (TLI), Artigh
IFI),

Yaklagik Hatalarin Ortalama Karekokii (Root

uyum indeksi (Incremental Fit Index,

Mean Square Error of Approximation, RMSEA)
ve Hata Kareler Ortalamasinin Karekdkii (Root
Mean Square Residuals, RMR) gibi uyum iyiligi
indeks degerlerinin literatiirde belirtilen kesim
noktalarina gore kiyaslanmastyla iyi uyumun

varlig1 aragtirilmstir.

Olgegin giivenirligi, Cronbach alfa (o) i¢
tutarlilik katsayisi, Maksimum Alfa Katsayisi
(Armor’in Tetast 0) ve McDonald alfa (®)

giivenirlik katsayilar1 ile degerlendirilmistir.

Verilerin degerlendirilmesi igin IBM SPSS
Statistics v.26 paket programi kullanilmustir.
TBA, FACTOR 11.05.01 paket programu ile

DFA ise AMOS 21.0 paket programi ile
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yapilmustir. Istatistiksel kararlar 0,05 anlamlilik

seviyesine gore verilmistir.

3. BULGULAR (FINDING)

Calismaya dahil olan 295 hastane c¢alisaninin
%55,6’sin1  (n=164) erkekler olusturmaktadir.
Katilimcilarin yas ortalamasi 39,34+8,51 yil,
mesleklerinde gegirdikleri yil ortalamasi1 ise
14,06+£9,17°dir. Anketin uygulandig1 kisilerin
(%40)
doktor

cogunun  doktora mezunu  olup

cogunlugunun oldugu  (%54,2)

gorilmisttr (Tablo 1).

Tablo 1: Sosyo-Demografik Ozelliklere Ait
Tanimlayici Istatistikler.

Ozellikler

Ortalama + SS
(Min-Maks)

N=295

Yas (yil) (Ortalama + SS) 39,34+8,51 (22-57)

Meslek Yili (Ortalama + SS) 14,06+9,17 (1-35)

N(%0)
Cinsiyet Erkek 164(%55,6)
Kadin 131(%44,4)
Lise 4(%1,4)
On Lisans 14(%4,7)
Egitim durumu | jsans 89(%30,2)
Yiiksek Lisans 70(%23,7)
Doktora 118(%40)
Doktor 160(%54,2)
Idari Personel 25(%8,5)
Hemsgire 63(%21,4)
Calisma durumu Satialma Personeli 11(%3,7)
Tekniker 18(%6,1)
Eczaci 5(%1,7)
Saglik Memuru 6(%2,0)
Diger 7(%2,4)

3.1 Madde Analizi Sonuglar:

295 katilimciya uygulanan “Hastane Tedarik

Zinciri  YoOnetiminde Anahtar Performans

Gostergesi Belirlenmesi Olgegi”nden elde edilen

veriler ile 28 madde ic¢cin madde analizi
yapilmigtir. 25 kisilik 6n ¢aligma verileri analize
dahil edilmemistir. Tablo 2’de madde analizi

sonuglart sunulmustur.
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Tablo 2: Madde Analizi Sonuglari.

- o o o @ g._ﬁ
5 E . Ez 2., ET
> on = ; 280 = S z > -s
= T2 5 ESS % &
S E2E EY 22> EZ
£ Tes T EES F S
2 ) 3« ] o = s = e o s
O] =22t = &% T 8o =
o s B2 ¥ex < x
') < S © = CEES
= = a ==
Madde 1 127,14 164,531 656 1968
Madde 2 127,21 163,767 634 1968
Madde 3 126,99 165,738 846 1967
N=295 Madde 4 127,04 164,948 795 1967
Madde 5 126,97 166,383 784 1968
Madde 6 127,23 164,634 631 1968
Madde
sayist = Madde 7 127,07 164,404 793 1967
28 Madde 8 127,01 164,561 837 1967
Madde 9 127,04 164,716 845 1967
Madde 10 127,12 164,068 759 1967
Cronbach ~ Madde 11 126,98 165,591 859 1967
%“;ae; Madde 12 127,89 165535 348 973
Madde 13 127,04 164,682 799 1967
Madde 14 127,02 164,350 856 1967
OrtSS=  Madde15 127,01 164,197 841 1967
131,84+ " Madde 16 126,99 165,391 838 1967
1829 Madde 17 127,14 163,449 709 1968
Madde 18 126,98 164,976 856 1967
Madde 19 127,23 163,928 1696 1968
Madde 20 127,33 163,181 1686 1968
Madde 21 127,13 163,897 784 1967
Madde 22 127,25 162,896 712 1968
Madde 23 127,34 162,986 661 1968
Madde 24 127,18 164,359 1666 1968
Madde 25 127,07 165,206 746 1968
Madde 26 127,14 164,299 740 1968
Madde 27 127,06 165,173 787 1967
Madde 28 127,09 164,475 784 1967

3.2 Olgegin Psikometrik Ozellikleri

Olgeklerin psikometrik 6zelliklerini 6lgmek igin
kullanilan iki bilesen gecerlik ve giivenirlik
analizleridir. Bundan sonraki asamada “Hastane
Tedarik Zinciri Y dnetiminde Anahtar Performans

Gostergesi Belirlenmesi  Olgegi”ne ait yapisal

gecerlilik  Temel Bilesenler Analizi ve
Dogrulayici Faktor Analizi ile
degerlendirilecektir. ~ Olgegin  giivenirligini

belirlemek icin Cronbach alfa (a) I¢ tutarlilik
katsayisi, Maksimum Alfa Katsayis1 (Armor’in
Tetast1 0) ve McDonald alfa (o) giivenirlik

katsayilar1 kullanilacaktir.
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3.3 Temel Bilesenler Analizi Sonuglari

Osborne ve Costello, 6lcek gelistirilirken en ¢ok

tercth edilen yap1 gecerligi degerlendirme

yontemlerinin basinda Temel Bilesenler Analizi
(TBA)’nin geldigini belirtmistir [30]. “Hastane

Tedarik Zinciri Y6netiminde Anahtar Performans

=199

Gostergesi Belirlenmesi Olgegi’nin boyut yapisi

ve ka¢ alt boyuttan olusacagti TBA ile

degerlendirilmistir.

Kaiser-Meyer-Olkin ~ (KMO) Bartlett

kiiresellik testi ile veri setinin faktor analizine

ve

uygunluguna bakilmistir [28].

Analiz sonucunda elde edilen 0,964 degeri Kaiser
tarafindan Onerilen kesim noktalarindan biri olan
0,90’u gectigi icin drneklemin faktorlenebilirlik
yeterligi “cok iyi” diizeyde oldugu sdylenilebilir
[31].

Bartlett Kiiresellik Testi sonucunda (y2=3267,80,
df =378, p<0,001) degiskenler arasinda anlaml
korelasyonlarin varligi ve korelasyon matrisinin
birim matristen anlamli derecede farkli oldugu

istatistiksel olarak ortaya konmustur [32].

KMO ve Bartlett Kiiresellik Testi sonuglarina
gore veri seti TBA’y1 uygulamak i¢in uygundur
[33].

Lorenzo-Seva tarafindan gelistirilen Promin Egik
Dondiirme yontemi kullanilarak yapilan Temel
Bilesenler Analizi sonucunda 28 maddelik
“Hastane Tedarik Zinciri Yonetiminde Anahtar
Performans Gostergesi Belirlenmesi Olgegi” i¢in
4 boyuttan olusan bir yapi elde edilmistir. BirinCi
boyut 2 maddeden olusmakta (Maddel-2) faktor
yiikleri (0,897-0,937), ikinci boyut 15 maddeden
olugmakta (3, 4, 5, 7, 8, 9, 10, 11, 13, 14, 15, 16,
17, 18, 21), faktor yiikleri (0,550-0,945), {igiincii

boyut 4 maddeden olusmakta (12,20,22,23)



Karacaer, Ozyériik, Savunma Bilimleri Dergisi, 2021): 237-252 (2024)

faktor yiikleri (0,517-0,968) araliginda ve
dordiincii boyut ise 7 maddeden olusmakta
(6,19,24,25,26,27,28) faktor yikleri (0,687-

0,914) araliginda yer almaktadir.

Elde edilen faktor yiikleri Comrey ve Lee

tarafindan  Onerilen  siniflandirmaya  gore
degerlendirildiginde; birinci boyuta ait faktor
yiikleri (0,897-0,937) miikemmel, ikinci boyuta
ait yiikler (0,550-0,945) iyi ve miikemmel,
tiglincii boyuta ait yiikler (0,517-0,968) orta ve
miikemmel ve dordiincii boyuta ait yiikler ise
(0,687-0,914) ¢ok iyi ve miikemmel olarak

nitelendirilebilir [34].

TBA’dan yorumu kolay ve teorik yapiya uygun
modellere ulasabilmek i¢in Thurstone tarafindan
Onerilen basit yapmin (simple structure) elde
edilmesi gereklidir [35]. Basit yapiya (simple
structure) uygun olup olmadigi Bentler tarafindan
Sadelik (Simplicity) [36]

istatistigi ile degerlendirilmis ve indeks degeri

Onerilen Bentler

0,978 olarak bulunmustur. Bu sonuca gore

yorumlanabilir basit bir yapiya ulasildigi

goriilmiigtiir. S6z konusu sonuglar Tablo 3’de

sunulmustur.

Tablo 3: Temel Bilesenler Analizi Sonuglar

- o3 Varyans  Kiimiilatif
Faktorler Ozdeger (%) Varyans
(%)
Hastane I¢i Siiregler
(3,4,5,7,8,9,10,11,13, 16,88 60,31 60,31
14,15,16,17,18,21)
Hasta Memnuniyeti 145 521 6552
(12,20,22,23)
Malzeme (1-2) 1,10 3,94 69,47
Lojistik Siiregler 0,88 3,14 72,61

(6,19,24,25,26,27,28)

Temel bilesenler ¢6ziimlemesi sonucunda boyut

sayismi  belirlemek igin Cattell tarafindan

gelistirilen Yama¢ Birikinti Grafigi yontemi
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(ScreePlot) ve Jolliffe tarafindan 6nerilen yontem
kullanilmigtir. Jolliffe tarafindan oOnerilen 06z
degerin 0,70 sinir degerinden biiyiik faktorlerin
onemli faktorler oldugu kuralina ve Yamag
Birikinti Grafigine gore 6l¢egimiz i¢in 4 faktorlii
[37]. Tablo 3’de
goriildiigli gibi, 4 boyutun 6z degeri ve agiklayict

yapiya karar verilmistir

varyans oranlari sirasiyla 16,88 (%60,31), 1,45
(9%5,21), 1,10 (%3,94) ve 0,88 (%3,14)
seklindedir. Bu faktéor modelinin agikladigi

varyans orani toplam %72,61 dir.

3.4 Dogrulayic1 Faktor Analizi Sonuclar:

Yapisal gegerlik ¢alismasinin ikinci asamasinda
TBA ile elde edilen faktor yapisinin veri setine
uyumunun sorgulandigit Dogrulayict  Faktor
Analizi (DFA) uygulanmistir. DFA, veri setinden
ve modelden elde edilen kovaryans matrisinin
uyumlarinin varliginin sorgulandigi hipotezi test

eder.

“Hastane Tedarik Zinciri Yonetiminde Anahtar
Performans Gostergesi Belirlenmesi Olgegi” ne
ait 4 boyutlu 6l¢iim modelinin yapisal gegerligi
En Cok Olabilirlik (ECO) parametre tahmin
metodu ile degerlendirilmistir [38]. Olcege ait 4
boyutlu birincil diizey DFA o6lglim modeli
goriilmektedir. AMOS paket programi ile yapilan
analiz sonucunda elde edilen Modifikasyon
(model 1iyilestirme) indekslerinin Onerdigi bes
adet diizeltme yapilmistir. Model iyilestirme
indeksleri incelendiginde bazi dl¢ek maddelerine
ait hata terimlerinin iliskilendirilmesinin model
veri seti uyumunu arttiracagini gostermektedir
[39]. Hastane i¢i siiregler alt boyutunda Soru 2-9,
Soru 2-13, Soru 9-13 ve Soru 6-10 hata terimleri
iliskilendirilmistir. alt

Lojistik  siiregler

boyutunda ise Soru 24-26 hata terimleri
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iligkilendirilmistir. Diizeltilmis modelin veriye

uyumu  DFA  sonuglart  gdz  Oniinde
bulundurularak dort asamada degerlendirilmistir
[40]. 1lk olarak, olcek sorularmin 4 faktdr
altindaki faktor yiiklenim tahminlerinin, giiciine,
yoniine ve istatistiksel anlamliligina bakilmigtir.
Geriye kalan iic asamada ise faktér modelinin
verilerin dair

toplanmis uygunluguna

degerlendirme oOlgiitleri olan uyum

iyiligi
indeksleri degerlendirilmistir [39].

DFA sonucunda elde edilen Modifikasyon
(model 1iyilestirme) indekslerinin 6nerdigi bes
adet diizeltme yapilmistir. Model iyilestirme
indeksleri incelenmis, hastane igi siiregler alt
boyutunda Madde 2 — Madde 9, Madde 2 —
Madde 13, Madde 9 — Madde 13 ve Madde 6 —
Madde 10 hata terimleri, lojistik siiregler alt
boyutunda ise Madde 24 — Madde 26 hata
terimleri iligkilendirilmistir. Diizeltilmis Modelin
veriye uyumu parametre tahmin degerlerinin
istatistiksel anlamlilig1 ve uyum iyiligi indeksleri

ile degerlendirilmistir [40].

Ik olarak, 6lcek maddelerinin faktor yiiklenim
tahminlerinin, giiciine, yoniine ve istatistiksel
anlamliligina bakilmistir. Standart faktor yiikleri
0,712 - 0,912 araliginda yer alan Hastane ici
Stirecler alt boyutunu olusturan 15 maddenin,
Standart faktor yiikleri 0,624 - 0,873 aralifinda
bulunan 7 maddelik Lojistik Siire¢ler boyutunun,
Standart faktor yiikleri 0.496-0,859 araliginda yer
alan 4 maddelik Hasta Memnuniyeti alt
boyutunun ve Standart faktor yiikleri 0,864 -
0,897 araliginda bulunan Malzeme alt boyutunu
olusturan 2 maddenin standart olmayan faktor

yiiklerinin istatistiksel olarak anlamli oldugu

(p<0,001) goriilmiistiir.
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Olgege ait maddelerin 4 faktor altindaki faktor
yiklenimlerinin 0,05 anlamhilik diizeyinde
istatistiksel olarak anlamli olmasi, s6z konusu
modelin dogru ya da kabul edilebilir bir model
olarak kabul edilebilmesi i¢in gerekli ancak
yeterli degildir. Bu yiizden ikinci adimda 4
boyutlu yapinin kabul edilebilir bir yap1 olup
olmadigmi degerlendirmek icin uyum iyiligi

istatistikleri kullanilmustir.

Gerbing ve Anderson aragtirmacinin amacina

uygun farkli  uyum  indekslerini

ifade

rapor
[41].

Normlastirilmis ki-kare (y2/ss) degerinin rapor

edilebilecegini etmistir
edilmesi konusunda literatiirde goriis Dbirligi

olmasina  karsilikk  diger uyum  indeks
oOlgiitlerinden hangilerinin rapor edilebilecegi
hakkinda farkli aragtirmacilar tarafindan degisik
Oneriler getirilmistir [42]. Calismada, Garver ve
Mentzer (RMSEA, CFI ve NNFI (TLI) ve
Brown (RMSEA, SRMR, CFI ve NNFI (TLI))
tarafindan Onerilen uyum indeksleri

edilmistir [43].

rapor

Model veri uyumu Uyum lyiligi Indeks Degerleri
ve standart uyum kriterlerine gdre kontrol
edilmistir. Model ki-kare
(x2(339)=967,251, p<0,001) istatistiksel olarak

degeri

anlamli ¢iktig1 i¢in model veri uyumunu gosteren
(HO)
Normlastirilmis ki-kare/serbestlik (y2/ss) degeri

sifir hipotezi reddedilmistir.
incelenmis 0<2,853< 3 araliginda yer aldig1 i¢in
iyi  oldugunu
gostermistir  [39]. Tucker-Lewis (TLI/RHO),
uyum (CFI), uyum
Fit IFI) ve

Yaklasik Hatalarin Ortalama Karekokii (Root

model ve veri uyumunun

Kargilastirmali Artish

indeksleri (Incremental Index,

Mean Square Error of Approximation, RMSEA)

kabul  edilebilir  uyumu, Hata Kareler
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Ortalamasinin  Karekokii (Root Mean Square

Residuals, RMR) indeksi ise iyi uyumu

gOstermistir.

Faktor yiiklerinin istatistiksel anlamliligi ve
uyum iyiligi indekslerinin gosterdigi kabul
edilebilir ve iyi uyum diizeyleri “Hastane Tedarik
Zinciri  Yonetiminde  Anahtar  Performans
Gostergesi Belirlenmesi Olgegi”nin 4 boyuttan
olugan faktér modelinin yapisal gegerliligini

desteklemistir.
3.5 Olgek Giivenilirligi

Giivenirlik, 6l¢lim araglarinin yaptigi dlgtimlerin
hatasizligim ifade eden bir kavramdir. Olgek
giivenirliginin degerlendirildigi ¢alismalarda en
cok tercih edilen giivenirlik katsayis1t Cronbach
alfadir. Olgek maddelerinin homojenliginin (ig
Cronbach  alfa

tutarliliginin)  Slgiisiidiir.

giivenirlik tahmininde kullanilan tek Olgiit
degildir. Cogu kosulda yeterli ve uygun sonuglar

tiretememektedir [44], [45].

Olgeklerin  tek  boyutluluktan  uzaklagmasi
durumunda Cronbach alfa gercek giivenirligin
altinda deger irettigi i¢in Giivenirlik boyutuna
faktor analizi perspektifinden bakan Maksimum
Alfa (Armor’1n Tetas1 6) ve McDonald’in (») alfa
katsayist siklikla

kullanilmaktadir.

giivenirlik  caligmalarinda

Tablo 4’de dlcegi olusturan 4 boyutlu yapmin
ortalama, standart sapma ve giivenirlik degerleri
goriilmektedir. Olgege ait Cronbach alfa i¢
sirasiyla sekilde

tutarlililk  katsayilar su
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bulunmustur; Malzeme boyutu igin 0,871,
Hastane I¢i Siirecler 0,972, Hasta Memnuniyeti
0,783 ve Lojistik Siiregler 0,902°dir. Olgek
toplami Cronbach alfa katsayis1 0,969’ dur. Temel
bilesenler analizi (TBA) sonucunda elde edilen
en yiiksek Ozdeger kullanilarak elde edilen
Maksimum Alfa Katsayis1 0,976 olarak
bulunmustur. 4 boyut ve Ol¢ek toplamina ait
McDonald’1n alfa katsayilar1 sirasiyla; Malzeme
boyutu i¢in 0,873, Hastane Ici Siirecler 0,974,
Hasta Memnuniyeti 0,819 ve Lojistik Siirecler
0,909’dur. Olgek toplami icin ise 0,976 olarak
bulunmustur. Cronbach Alfa i¢ tutarlilik katsayisi
ve McDonald’in alfa katsayr Nunnally ve
Bernstein tarafindan belirtilen 0,70 kesim
noktasindan yiiksek bulundugu i¢in 6lgekten elde
edilen olgiimlerin giivenilir oldugu gorilmistiir.

Sonuglar Tablo 5’de sunulmustur.

Tablo 4: Temel Bilesenler Analizi Sonuglari

g =
= 5 » < g < 2
T g 4 § T3
=3 3 £ 2 S3E
o > =) E 0~ <
S =
Malzeme 12 932+ 0871 0873
1,37
Hastane Igi 38";5ng
Siiregler 194U, 72,07+
¢ 111314, 715 0972 0974
15,16,17,
18,21
Hasta 12,20, 17,5+ 0,783 0,819
Memnuniyeti 22,23 2,66
Lojistik 6,19,24, 32,88 £
Siiregler 25,26, 3,55 0902 0909
27,28
131,84
Toplam +13,29 0,969 0,976
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Tablo 5: Olgek Maddeleri ve Alt Olgek Isimleri ile Faktdr Yiikleri ve Ortalama+ Standart Sapmalar.

Faktor Yiikleri Ortalama + SS

Malzeme

1. Tedavide kaliteli sarf malzeme (sarg1 bezi, siringa, bisturi vb.) 0.937 4.70 + 0.69
kullanilmalidir. : :
2. Tedavide kaliteli demirbas malzeme (hasta yatagi, tekerlekli sandalye 0.897 4.63+0.76
vb.) kullanilmahdir. » B
Hastane l¢i Siirecler

3. Depoda bulunan malzemelerin cins, miktar, son kullanma tarihi gibi 0.685 4.85+0.49
ozelliklerinin dogru bilinmesi gerekir. ’ ’

4. Thtiyag duyulan malzemelerin kritikligine gore tasnif edilerek ihtiyag 0.557 4.80 £ 0.56
duyulan yere génderilmesi énemlidir. ’ ’
5. Dogru malzemenin teslim edilmesi 6nemlidir. 0.945 487 +0,50
7. Tedavi siirecinde malzemeler en verimli sekilde kullanilmalidir. 0.774 4,77 +0,59
8. Insan giiciiniin dogru planlanarak kullanilmasi verimi arttirir. 0.958 4,83 £0,55
9. Hatalar 6nlemek i¢in malzemeler dogru sekilde adlandirilmahidir. 0.765 4,80 £ 0,54
10. Hastaya kullanilan protezlerde bir sorun oldugunda, bu sorunu 0550 4734063
giderebilmek i¢in protez hakkindaki bilgilere ulagilabilmek gerekir. ' ’ ’
11. Calisanlarin yaptiklari ise uygun egitimi almasi gerekir. 0.892 4,86 + 0,49
13. Calisan igin rahat bir ¢aligma ortaminin saglanmasi énemlidir. 0.622 4,80+ 0,57
14. Genel olarak ortamin temizligi dnemlidir. 0.804 482 +0,55
15. Hastalar tarafindan kullanilan ortak alanlarin (tuvalet, kafeterya,

bekleme salonu vb.) temizligi 6nemlidir. 0.726 483+057
16. Hasta kaybina neden olabilecek hastane enfeksiyonu ile etkili bir 0941 4852051
miicadele yapmak gereklidir. ' ? ?
17. Calisan isine ve hastaya gerektigi kadar ilgi gostermelidir. 0.545 4,70+ 0,70
18. Hasta dogru tedaviyi almaldir. 0.888 4,86 +0,52
21. Hastaya, hastalikla ilgili dogru bilgi verilmelidir. 0.617 4,71 £0,62
Hasta Memnuniyeti

12. Caliganlar, hasta memnuniyetine oncelik vermelidir. 0.968 395+1,11
20. Hastalikla ilgili sikayetlerin giderilmesi gerekir. 0.517 4,51+0,74
22. Caliganlarin hasta haklarini bilmesi ve ona uygun davranmasi 0.684 4594073
gerekir. ' ? ’
23. Caliganlar hastanin i¢inde bulundugu duygusal ve fiziksel kosullarin 0.772 451 +0.78
bilincinde olmalidir. ' ’ ’
Lojistik Siirecler

6. Yetersiz kalinan durumlarda diger birimlerden destek (personel, 0.339 4614071
malzeme, bilgi vb.) alinmalidir. ' ’ ’
19. Tetkik ve tedavi siireci en kisa siirede tamamlanmalidir. 0.404 4,61 +£0,69
24 Hastaneye ulasabilmek igin birden fazla ara¢ segenegi (otobiis, 0.914 4.66 + 0.69
dolmus, metro vb.) olmalidir. ’ ’
25.Hastane igi birimler arasinda ulagimi kolaylastiran imkanlar

olmalidir. (Personele dzel asansdr, malzeme tagima araci, hasta tasima 0.832 4,77+0,58
araci vb.)

26.Kullanilan galisma sisteminin degisen sartlara gore yeniden 0.844 470 £ 0.63
diizenlenmesi gerekir. ’ ’
27.Hastane ortaminin hem ¢alisan hem de hasta agisindan konforlu 0.803 478+ 0.55
(1s1tma, aydinlatma, havalandirma, oda hacmi vb.) olmalidir. ) ’ ’
28.Saglik sektoriindeki gelismelere hizli uyum saglamak gerekir. 0.687 4,75 +0,59
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4. SONUC VE ONERILER (CONCLUSION
AND RECOMMENDATIONS)

Saglik tedarik zinciri yonetimindeki en biiyiik
zorluklardan biri, kaliteyi ve zamaninda hasta
bakimini

stirdiirmek i¢in maliyetleri dogru

miktarda envanterle dengelemektir. Hastane
karar vericileri, maliyetler, hizmet seviyeleri,
depolama alani, Uriin mevcudiyeti, {riin son
kullanma tarihleri gibi bir¢ok unsuru hem
merkezi depodaki hem de bakim noktalarindaki
vb.)

etmeleri

(6rn. ameliyathaneler, servisler, stok

seviyelerini  her zaman kontrol
gerekmektedir. Moons ve dig., bir hastanede,
stoklarin tilkkenmesinin sonucunun, tipik olarak
gelir kaybina yol acacagi diger sektorlere kiyasla,

¢ok daha siddetli oldugunu belirtmislerdir [46].

Kritchanchai ve dig. gore envanter takip
edilebilirliginin goriiniirliik, degerleme, fiili ve
ongoriilen durumu izleme stireglerini
kapsamaktadir. Ihtiya¢ duyulan malzemeler
depolandiktan sonra, sz konusu izleme siirecleri
kapsaminda  uygun  envanter  yOnetimi
faaliyetlerine ihtiya¢ vardir [47]. Moons ve dig.,
tarafindan envanter yoOnetimi ve dagitim
sistemleri i¢in dahili hastane tedarik =zinciri
performans Ol¢liim sistemleri dort hedefe gore
kategorize edilmis bir dizi performans gostergesi
kapsaminda tanimlanmaktadir. Bu gostergeler:
kalite, zaman, mali ve {iretkenlik/organizasyon
seklinde siralanmustir [46]. E1 Mokrini ve dig., ise
tedarik zinciri igin Onemli olan kriterleri
tepkisellik ve maliyet ana bagliklar1 altinda
birlestirmistir [2]. Stok yonetiminin etkin bir
sekilde yapilmasi, hastalarin malzeme kaynakli
nedenler ile tedavi siireglerinin uzamasi riskini
Kaliteli malzemenin

ortadan kaldiracaktir.

kullanilmasi ise dogrudan iyilesme siirecine etki
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edecektir. Zincirin performansinin artmasi tedavi
stirelerinin  kisalmasimi saglayacagindan, daha
fazla hastaya hizmet verilmesinin 6nii agilacaktir.
Tedarik zinceiri yonetiminde, zincirin
performansinin  6lgililebilmesi kritik derecede
onemlidir. Tarafimizca gelistirilen dlgegin saglik
hizmeti sunan kuruluslarda, birimler arasinda (i¢
tedarik zinciri) ortaya ¢ikabilecek malzeme (tibbi
malzemeler, temizlik malzemeleri gibi) ve hizmet
ihtiyaclarinin (teknik ve yazilim destegi, personel
destegi gibi) karsilanabilme basarisini 6lgmekte
basarili, gecerli ve giivenilir bir o6l¢iim araci
oldugu gorilmiistiir. Dolayisiyla bu 06lgegin
saglik hizmeti sunan kuruluslarin i¢ tedarik
zincirinde, birimler arasinda koordinasyonun
zincirin ~ performansini

saglanmasinda  ve

arttirtlmasinda faydali olabilecegi
degerlendirilmektedir. Ayrica o6lgegin, saglik
sektoriinde i¢ tedarik zincirinin performansinin
degerlendirilmesinde  Olglim  aract  olarak
kullanilabilecegi ve literatiirdeki eksikligi de

giderebilecegi kiymetlendirilmektedir.

Yukarida belirtilen ¢aligmanin gergeklestirilmesi;
zincirin birer halkas1 pozisyonunda bulunan
saglik calisanlari, yoneticiler ve siirece destek
veren diger tlim aktorlerin biling diizeylerinin
arttirilmasina katki saglayacak, ayrica calisanlar,
sisteme farkli bir pencereden bakarak olgegin
literatlire saglayacagi katki 1s1ginda i¢ tedarik
performansi kararlar

zinciri gelistirecek

alabilecektir.

Hasta veya paydas memnuniyetini artirmak ve
maliyetleri diisiirmek i¢in hastane tedarik zinciri
yonetiminin paydaslariyla isbirligi yapilmasi
esastirr, Bu kapsamda hastaneler, hizmet
kalitesinin artirilmasi ic¢in dahili hastane tedarik

zinciri yonetimine ve giderleri azaltmak ig¢in
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harici tedarik zinciri yOnetimine Oncelik

vermelidir. Gelecekte yapilmast muhtemel
caligsmalarda, bu makalenin konusu 6lgekten elde
edilen sonuglar degerlendirilerek, hastane tedarik
zinciri yonetimine yonelik anahtar performans
gostergeleri belirlenip, ¢ok Olgiitli karar verme
yontemleri  kullanilarak  6nceliklendirilmesi
miimkiin olabilecektir. Bu sayede, hastane i¢
tedarik  zincirinin  performansin1  etkileyen
kriterlerin 6nem sirasina gore degerlendirilme

imkani olabilecektir.
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Savunma Upon contact with CWAS, individuals often experience sympoms such
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Ozet

Kimyasal savas ajanlart (KSA'lar), insanlar etkisiz hale getirmek, yaralamak ve oldiirmek, gida kaynaklarin kirletmek ve yok
etmek, kaos ve panige neden olmak i¢in kullanilan tiim kimyasallart kapsar. KSA'lar ¢ok eski zamanlardan beri kullaniimaktadr
ancak en yogun kullanumi 1. Diinya Savast sirasinda olmustur. Kimyasal Silahlar Konvansiyonu'na gore, KSA'larin savag
alaminda kullanimi yasaktir, ancak bu ajanlarin endiistriyel kullanimi tamamen yasaklanamaz. Bu nedenle KSA'lar her zaman
ve her durumda panik yaratirlar. KSA'lar sinir ajanlari, yakici ajanlar, bogucu ajanlar, kapasite bozucu ajanlar, isyan kontrol
ajanlart ve sistemik ajanlar olarak simiflandwilir. Bu ajanlarin mekanizmalar: birbirinden farklidir; sinir ajanlart
asetilkolinesteraz enzimini (AChE) inhibe ederken, yakict ajanlar oksidatif stres yaratarak etki gésterir. Bu makalede KSA4 nin
tarihsel arka plani, insanlar ve cevre iizerindeki etkileri, etkili bir sekilde temizlenme stratejileri ve gelecege yonelik olasi
ctkarimlar tartisilmaktadir. Sonug olarak, KSA larin ve bunlara karsilik gelen dekontaminasyon protokollerinin kapsaml bir
sekilde anlasilmasi, KSA olaylar: durumunda insan yasaminin ve ¢evrenin korunmasi agisindan kritik 6neme sahiptir. Hazirlikli
olma ve etkili dekontaminasyon prosediirleri kiiresel giivenligi stirdiirmenin temel tasini olugturur.

g
o, 5,
w L

Nerve agonts inhibit the acotylcholinostorase enzyme (ACHE),
while blister agents act by cresting oxidsive steess.

Effective decontamination is essential to minimize the health risks
associated with CWAS. Depending on the specific CWA involved and
the affected ars or individual, different decontsminsting agents and
methods may be employed.

Abstract

Chemical warfare agents (CWAs) encompass all chemicals used to incapacitate, injure, and kill people, contaminate, and
destroy food sources, and create chaos and panic. Although CWAs have been used since ancient times, their most intense use
was during World War 1. According to the Chemical Weapons Convention, the use of CWAs on the battlefield is prohibited, but
their industrial use cannot be completely banned. Therefore, CWAs always create panic in any situation. CWAs are classified
as nerve agents, blister agents, choking agents, incapacitating agents, riot control agents, and systemic agents. These agents
have different mechanisms; nerve agents inhibit the acetylcholinesterase enzyme (AChE), while blister agents act by creating
oxidative stress. This review discusses the historical background of CWAs, their effects on humans and the environment,
effective decontamination strategies, and possible implications for the future. Understanding CWAs and the corresponding
decontamination protocols comprehensively is critical for protecting human life and the environment in CWA incidents.
Preparedness and effective decontamination procedures are the maintaining global security.
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1. INTRODUCTION

The term CBRN, an acronym representing
Chemical, Biological, Radiological, and Nuclear
hazards, encapsulates a spectrum of risky
scenarios with profound implications for human
The

is

society and the natural environment.

increasing prevalence of CBRN risks
inextricably linked to advancements in modern
warfare and industrial development.
Furthermore, the deliberate application of CBRN
materials in acts of terrorism, alongside their
employment in industrial settings and research
laboratories within the healthcare sector,
inadvertently precipitates significant threats. The
repercussions of these threats can manifest as the
loss of countless lives and grievous injuries, often
instigating widespread panic and chaos among
the public. The management of CBRN events
invariably demands meticulous attention and
resources, accentuating the indispensability of
personal protective equipment and rigorous
decontamination protocols. In the annals of
warfare, the deployment of chemical weapons has
been historically classified as "chemical
warfare." These insidious agents are meticulously
crafted to induce both physical and psychological
harm by harnessing the toxic attributes of
chemical substances. Remarkably cost-effective
and resilient to external factors, chemical
weapons represent an ominous specter, their ease
of development enabling a greater reach of
devastation than initially anticipated. The use of
chemical weapons gained prominence during and
post-World War 1, leading to the formulation of
countermeasures referred to as “chemical
defense.” The use of chemical weapons came to

the forefront during World War | and led to the
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taking of countermeasures called ‘“chemical
defense”. The First World War demonstrated the
deadly and destructive nature of the use of
chemicals in modern war. At the beginning of the
war, the gas bombs used by the French were not
very effective and this continued with bullets
filled with tear gas by the Germans. During the
war, the Germans continued to produce new
bullets filled with chloro-sulfate using powerful
chemical industries [1]. These bullets were used
against the British in Neuve-Chapelle in October
1914 but had little These

inadequate initiatives at the beginning of the war

influence [2].

did not prevent the development of new agents on
both fronts. The Germans attacked Ypres,
Belgium in April 1915 with 168 tons of chlorine
gas [3]. In the autumn of 1915, the use of chlorine
caused serious

and phosgene respiratory

problems in soldiers who were exposed.
However, because of the gas masks developed to
reduce the effects of chlorine and phosgene, the
Germans turned to mustard gas to use against the
British [4]. Mustard gas was different from other
gases, remained in the region for a long time, and
exposure was more concerning. In addition,
although 100 years have passed since the use of
mustard gas on the battlefield, there is still no
effective treatment, and research to develop
therapeutic compounds continues [5]. In the First
World War, chemical casualties were quite high,
and it is estimated that approximately 1.2 million
soldiers were injured and over 91.000 people died
due to the use of chemical agents [6]. The Treaty
of Versailles (1919), forbade Germans from
producing and using chemical weapons [7]. With
the Geneva Protocol signed in 1925 with the

approval of 16 countries, the use of chemical
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agents was completely banned in the war. The
fate of chemical wars changed with the discovery
of Germans' organophosphorus-based nerve
agents before the Second World War [8]. In 1936,
a very toxic organophosphate compound called
Tabun was developed by Gerhard Schrader.
Thus, Tabun became the first member of nerve
agents. Later, Schrader and the research team
discovered another organophosphate compound,
which is like the tabun, but was more deadly than
the tabun. In 1943, German planes sank several
American ships on the coast of Italy, and the
presence of mustard gas to be used as retaliation
on ships was noticed. Throughout the 1950s and
1960s, advances have been made to include sarin
and VX in the production and distribution of
chemical weapons [9]. While the work on
protective masks continued, the concern of not
being able to detect nerve agents increased again.
In the mid-1950s, major progress was made in the
therapeutic of agents inhibiting
acetylcholinesterase enzyme, and atropine was
[10].
Egyptians were claimed to have used mustard gas

developed as an automatic injector
and nervous agents in the civil war in Yemen.
Thus, this claim was the first use of a nervous
agent reported in armed clashes. During the
Vietnam War, the United States used tear gas
[11]. The Soviet Union was accused of using
chemicals in wars in Afghanistan. In addition,
during the Jewish Genocide, the Nazis used the
medication of insecticide containing carbon
monoxide and hydrogen cyanide known as
Zyklon-B to kill millions of people in their camps
[12]. In 1943, during the Warsaw Ghetto
uprising, poisonous gases were used against the

Jews. In the 1980s, the use of chemical weapons
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during the war was once again important. In
1980, Irag occupied Iran and used nervous and
burning agents. In many ways, this war was
similar to the First World War. In 1983, Iran
protested Iraq's use of chemical agents, thus
proving to use lraq's mustard agent and tabun. In
1988, the Iragi army used more than one chemical
agent against the Kurdish minority in Northern
Irag (Halabja), and at the end of this incident,
about 5.000 people died and many more people
were influenced by chemical agents [13]. In the
late 1980s, other war agents were developed by
the US, such as the M40 gas mask. In addition,
progress in collective protection,
decontamination, and detection were recorded. In
1984, US President Ronald Reagan issued a
statement that called for international
In 1990,

President George H.W. Bush and Soviet Union

an

prohibition of chemical weapons.

leader Mikhail Gorbachev signed an agreement
that prohibited the production of chemical
weapons and started the destruction of stocks of
both countries. In 1993, the Convention on
Chemical Weapons was convened and signed. As
of 2008, the majority of the United Nations
member states participated in the Chemical
Weapons Convention [14]. In 1990, the Iraqi
army invaded its neighbor Kuwait. Although
chemical war agent was not used on the
battlefield, these gases spread to the environment
as a result of the destruction of 8.5 tons of sarin
and cyclosarin chemicals and rockets where some
nerve agents were stored. Thus, many soldiers
were influenced by this situation and their long-
term effects have continued to the present day.
This was called “Gulf War Syndrome” [15].
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The potential use of chemical agents by terrorists
The
attractiveness of these agents to terrorists is

has become a worldwide concern.
because most of the chemical agents are cheap,
and their production and transport are relatively
easy. These features made chemicals an ideal
weapon to create terrorism. In 1994, members of
the Japanese religious sect, known as Aum
Shinrikyo, carried out several attacks using sarin.
The so-called Matsumoto and Tokyo Metro event
includes housing and subway exposure [16]. A
total of 19 people were killed and more than
6.000 people needed medical assistance. In the
21% century, chemical war agents re-emerged as
contemporary threats. In the fall of 2006, Al
Qaeda and the relevant groups used chlorine to
spread panic in Iraq [17]. These attacks followed
similar attacks in the following months. In
August 2013, chemical weapons attacks occurred
in the Guta region of Syria. In this case, many

people were influenced by chemical agents.

Today, many countries and many different
terrorists have chemical war agents. If there are
legitimate uses for chemical substances in our
society, the risk of conflict and terrorism of
chemical agents will always be present.
Worldwide research is continuing for better
detection, protection, and treatment of chemical
war agents. Many countries have signed various
agreements to limit the use and production of
chemical war agents, but terrorist organizations
are not under such restrictions. In addition, the
effects of chemical war agents can be seen
because of accidents in addition to deliberate use.
Accidents during the production or distribution of
such substances result in a negative impact on

many places and creatures. For example, as a
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result of an accident in 1984 in the city of Bhopal
(India), 40 tons of methyl isocyanate spread from
a factory that produces insecticide [18]. As a
result of this factory accident, more than 500.000
people were affected by the incident and
thousands of people lost their lives. Accidentally
exposed to chemical war agents can be
exemplified in many ways in both national and
international terms. There have been many
toxicological accidents in the history of Tiirkiye.
In Mersin (2011), there was poisoning because of
exposure to gas leaking from the tank sold as
scrap. In 2014, letters containing yellow powder
sent to the Consulate General and Ankara
Courthouse aroused danger. Chlorine gas leaking
from the chlorine tank in Siirt in 2017 negatively
affected 135 people. In Turkey, events based on
real chemical terrorist incidents are rare, but due
to their geographical location, CBRN events in
neighboring countries also affect our country
negatively. For this reason, it is very important
for any exposure to know what chemical agents
are by taking advantage of the past and to
investigate the possible effects. Within the scope
of this comprehensive review, we delve into the
fundamental facets of chemical warfare agents,
encompassing their diverse classifications and
the intricate procedures requisite for effective

decontamination.

2. CHEMICAL WARFARE AGENTS

Chemical warfare agents (CWAS) encompass a
broad array of chemicals strategically employed
to neutralize, injure, and lethally affect
individuals, contaminate food sources, and sow
chaos and panic. The deployment of CWASs
disrupts economic and strategically vital targets,

compelling both military and civilian personnel
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to don protective clothing and utilize specialized
equipment, significantly limiting their mobility.
Gaseous chemical agents are favored in CWA
arsenals due to their volatile nature, which
enables rapid dispersion across diverse
environments. These agents can infiltrate the
body through inhalation in gaseous form,
absorption through the skin in solid or liquid
states, or ingestion if they contaminate foodstuffs.
Notably, certain chemical combinations, such as
Lewisite with sulfur mustard, have been observed
to alter key properties of the latter, including
vapor pressure reduction, lowered freezing
points, and increased stability. Additionally,
be
phenyldichloroarsine, commonly referred to as
CWAs

exhibit a diverse range of characteristics and are

sulfur mustard can combined  with

"Winterlost" or "winter mustard” [19].

classified based on several factors, including their
physiological effects, physical state (solid, liquid,
or gas), toxicity, and intended use. For instance,
some substances, like sulfur mustard, exist in
solid form with a freezing point of 14.4°C under
cold conditions but transition into a liquid state
with a boiling point of 219°C in high-temperature
environments [20]. Certain CWAs are colorless
and odorless, posing diagnostic challenges.
Moreover, the detectability of chemical agents
varies, with some becoming evident within short
intervals, typically 1-2 hours, while others may
manifest their effects only after approximately 48
hours. The lethality of CWAs is contingent upon
factors such as application methods, exposure
dosage, and duration of exposure. Table 1
comprehensively overviews commonly
employed chemical substances used as CWAs.

CWAs are divided into six different groups
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according to their chemical properties and
mechanism of action as shown in Table 1.
Accordingly, while tabun is a nerve agent,
A detailed

explanation of the classification of the CWas was

phosgene is a choking agent.

examined in detail in the text.

Table 1:Common Chemical Warfare Agents
[21].

Chemical Warfare Chemical Substance

Agent

Nerve Agents Tabun (CsH1:N,O.P)

Sarin (C4H1oFO2P)

Soman (C;H6FO,P)

VX (C11H2sNO2PS)

Sulfur mustard (C4HsCI,S)
Nitrogen mustard (CsH1,CI,NO)
Lewisite (C,H,AsCly)

Chlorine (Cl,)

Chloropicrin (CCI;NO,)
Phosgene (COCIy)

Diphosgene (C,Cl40,)

BZ (C21HNO3)

LSD (CzH2sN30)
Chloroacetophenone (CgH;CIO)
Chlorobenzylidenemalononitrile
(C10HsCIN,)

Dibenzoxazepine (C13HyNO)
Hydrogen Chloride (HCI)
Hydrogen Cyanide (HCN)
Hydrogen Sulfide (H,S)

Blister Agent

Choking Agent

Capacity ~ Disrupting
Agents (Incapacitating)

Riot Control Agents

Systemic Poisons

(Asphyxiant/Blood)

2.1.Nerve Agents

Nerve agents are notorious for their ability to
disrupt the functioning of the nervous system,
often leading to paralysis or even death. These
agents do not occur naturally but are derived from
organophosphate (OP) compounds, functioning
as potent inhibitors of the acetylcholinesterase
[22].

inhibitors, which are instrumental in treating

enzyme Remarkably, cholinesterase
certain diseases and controlling pests, can also be
harnessed as terrorist weapons [21]. Nerve agents

are categorized by NATO codes, succinct two-



Bilgiseven, Karakurt, Savunma Bilimleri Dergisi, 20(2): 253-278 (2024)

letter designations, with two principal series, V
series and G series agents. The G series,
the
encompasses GB (sarin), GD (Soman), and GA
(Tabun). On the other hand, the V Series, possibly
denoting "Venomous," includes VE, VG, VM,

representing origin of "Germany,"

and VX [23]. Though all nerve agents share
common traits of being liquid and colorless,
impurities can impart a yellow or brown hue to
these substances. The physical properties of
various nerve agents can markedly differ from
one another (see Table 2). VX, characterized by
lower volatility compared to G agents, exhibits
enhanced stability. In terms of volatility among G
agents, the order stands as GB > GD > GA [24].

Exposure to nerve agents can result in a spectrum
of physiological effects, including headaches,
profuse sweating, impaired balance, respiratory
distress, nausea, and vomiting. Additionally, as
depicted in Figure 1a, nerve agents can impact the
brain, leading to loss of consciousness, coma, and
eye constriction, affect the lungs by causing
respiratory difficulties, influence blood pressure,

and alter respiratory rates. These agents obstruct

the nervous system by inhibiting the
acetylcholinesterase enzyme (AChE) within the
body  [25, 26]. By binding to

acetylcholinesterase, nerve agents disrupt signal
transmission, as acetylcholine breakdown at
nerve transmission points is impeded (see Figure
1b) [27]. Acetylcholine is typically hydrolyzed
into choline and acetate [28], resulting in the
accumulation of acetylcholine, which can trigger
a cholinergic crisis—a state characterized by
overstimulation of end organs. It's worth noting
that VX, unlike other agents, has the potential to

induce acute lung injury [21].
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Atropine, pralidoxime chloride, and diazepam
therapeutics are used under the exposure of nerve
agents [29]. Since atropine is effective against all
nerve agents, it is one of the most important
should be
immediately in case of exposure. Atropine
competes with AChE and prevents AChE

treatment methods and used

accumulation. Oximes should be applied in
combination with atropine because they are
quickly excreted from the body. Diazepam should
be used to reduce convulsions against brain
damage caused by nerve agents. There are no
prophylactic antidots that can be used before
exposure to the nerve agent. The most effective
treatment is the application of atropine and
pralidoxime chloride as automatic injectors.
Pyridostigmine is approved for military use by
the FDA as a pretreatment for GD but requires
rapid use with atropine and pralidoxime (2-PAM)
after exposure to the chemical agent to be
effective [30]. In addition to antimuscarinic
drugs, reactivators such as HI-6 [31], obidoxime
(OBI), and NOX-6 can be used to treat airway
shrinkage after exposure to organophosphate
compounds [32]. Another alternative approach is
to non-oxime such
Bispyridinium MB327, which

neuromuscular blocking effect of therapeutic OP

use compounds as

reverses the

compounds [33].

Table 2: Physical And Chemical Properties Of
Common Nerve Agents [28].

Property GB GD GA VX
Chemical \y,,'f J\ \}/{’_l>< \\‘|\ /,\,}._\/\ML
Structure ¢ ° P ey -
Common .
Sarin Soman Tabun VX
name
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S-(2-
Isopropyl  Pinacolyl Ethyl diisopropyl
methyl- methyl- dimethyl  aminoethyl)
Chemical  phosphon  phosphon amido O-ethyl
name ic- ic- pyrophos methyl
fluoridate  fluoridate phate phosphorot
hioate
Molecular
weight, 140.10 182.18 162.13 267.38
MW (Da)
Specific
gravity at 1.009 1.022 1.073 1.008
25°C
Boiling
point °C 147 167 246 300
Melting
point °C -56 -80 -49 -20

b)

Presynaptic
nerve terminal

£ _Acetyl CoA
L,\Ch?hne

a
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/., AcetPholip@starase
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e

Figure 1: a) Organs Or Systems In The Body
That Nerve Agents Affect. b) The Mechanism
Of Action Of Acetylcholinesterase.

2.1.1. Sarin (GB): An Artificial Chemical
Warfare Agent

Sarin, commonly known as "GB," is a synthetic
chemical warfare agent with a unique historical
origin. Initially developed as an insecticide in
Germany in 1938, its transformation into a deadly
weapon marked a significant turning point in its
history. In its pure form, Sarin exists as a liquid
that is entirely devoid of odor, color, and taste
[34]. However, it's worth noting that Sarin
possesses the ability to evaporate into the
environment. Notably, Sarin stands out as the

most volatile among nerve agents, characterized
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by its rapid evaporation and dispersion into the
atmosphere. The intoxicating effects of Sarin are
contingent on several factors, including the
amount of exposure, the manner of exposure, and
the duration of exposure. Fortunately, antidotes
are available for Sarin poisoning and are most
effective when administered promptly. The
deployment of Sarin for terrorist purposes gained
notoriety with incidents occurring in Japan in
1994 and 1995 [35]. These events served as grim
reminders of the potent threat posed by this
chemical agent and underscored the importance
of vigilance and preparedness in dealing with

such hazards.

2.1.2. Soman
Artificial Toxin

(GD):  An  Odoriferous
Soman, also known as "GD," is a colorless and
tasteless artificial toxin with an odor similar to
mothballs or rotten fruit. Soman was first
discovered in Germany as an insecticide in 1944,
Soman is normally liquid but evaporates when
heated. Soman is highly volatile. However, its
severe exposure is dangerous enough to result in
death [36]. It is known that soman or other nerve
agents were used in the Iran-lrag Chemical War
in the 1980s. It is known that soman or other
nerve agents were used in the Iran-lrag Chemical

War in the 1980s.

2.1.3. Tabun (GA): The Silent Threat from
Germany
Tabun, also recognized as "GA," emerged as a

significant  chemical compound initially
developed as a pesticide in Germany in 1936.
Unlike its menacing effects, Tabun is nearly
imperceptible to the senses. It presents as a

tasteless toxin with a subtly fruity fragrance. The
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degree of its purity determines its appearance,
transitioning from a colorless liquid to a brownish
hue. Tabun's peril lies in its capacity to disrupt
neural synapses. Even minute doses of Tabun
prove lethally toxic, capable of inducing fatality
[35]. Its mechanism of action involves the
overstimulation of the nervous system,
culminating in organ damage. Those exposed to
Tabun are at risk of experiencing permanent
neurological impairment. Similar to other nerve
agents, Tabun can evaporate when subjected to
heat. In terms of volatility, Tabun falls between
Sarin and VX, being less volatile than Sarin but
more so than VX. Its relatively higher density
causes it to accumulate in lower areas, further
amplifying its hazardous potential. Tabun found
infamous application alongside other nerve
agents during the lIran-lrag War in the 1980s,
underscoring the grave repercussions of its

deployment in conflict scenarios [37].

2.1.4. VX: The Stealthy Lethal Agent from
the UK

VX, an acronym that does not belie its ominous
nature, is an insidious chemical developed in the
United Kingdom during the 1950s. It

characterized by being completely devoid of odor

is

and taste, rendering it exceptionally discreet as a
toxic substance. VX presents itself as an oily
liquid that exhibits an unusual trait—it is
exceedingly slow to evaporate. VX, perhaps the
most perilous of all nerve agents, poses an
exceptional threat. One distinctive feature is its
protracted breakdown within the human body,
giving rise to a cumulative effect upon repeated
exposures [38, 39]. Notably, VX's exceptionally
slow evaporation contributes to the creation of

enduring hazards on contaminated surfaces,
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making thorough decontamination a critical
priority [24]. The sinister history of VX reveals
its sole application in chemical warfare, with
documented use during the Iran-Irag War in the
1980s. This exclusive deployment underscores its
extraordinary lethality and its resolute place in the

annals of chemical warfare agents.

2.2. Blister Agent: Skin and Respiratory
Hazards

The damage inflicted by blistering agents, or
vesicants, on the skin, bears a resemblance to
injuries caused by burns. These noxious
substances not only impact the skin but also
wreak havoc on the upper respiratory tract and
lungs, often leading to the development of
pulmonary edema. When these agents come into
contact with the skin, they induce burning and
swelling. Their harmful effects extend beyond the
skin, affecting the mucous

eyes, lungs,

membranes, and  blood-forming  organs.

Inhalation of blister agents damages the
respiratory system, while ingestion can result in
symptoms such as vomiting and diarrhea.
Although these injuries are typically non-lethal,

they tend to heal slowly.

Blister agents encompass several compounds,
including arsenic, sulfur mustard (commonly
known as mustard gas), nitrogen mustards (HN1,
HNZ2, and HN3), and Lewisite (L1, L2, and L3).
Among them, sulfur mustard stands out as one of
the most potent blister agents. Pure sulfur
mustard has a distinct garlic-like odor and is a
colorless liquid. It readily dissolves in organic
solvents but exhibits limited solubility in water.
Importantly, it has low volatility. Although more
resilient than sulfur mustards, nitrogen mustards

are comparatively less stable during storage [40,
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41]. A common feature shared by blister agents is
their ability to induce oxidative stress. Oxidation
of thiol groups is ubiquitous in all blister agents
due to oxidative stress [42, 43]. This oxidative
stress disrupts the redox balance, which governs
critical processes such as oxidant production,
apoptosis, and the activation of redox-related
Additionally,

stress inflicts damage upon cellular organelles

transcription factors. oxidative
and weakens antioxidant defenses, culminating in

either necrosis [44] or apoptosis [45].

There is no specific antidote used to treat
mustard, but their general treatment is like burn
injuries. Blepharospasm can be relieved with an
atropine solution (1%), and eye drops such as
ciprofloxacillin can be used. Additionally,
systemic analgesics and antihistamines can be
used to relieve itching and pain. However, 2,3-
dithiocaptopropanol, known as British Anti
Lewisite (BAL),

poisoning and is a therapeutically powerful

is used against lewisite

anaerobic glycolysis inhibitor [46].

2.2.1. Sulfur mustard: A Pungent Menace
with Lingering Effects

Sulfur mustard, often referred to by a variety of
names such as mustard gas, mustard agent, H,
HT, and HD, is a chemical compound that merits
careful consideration. While the term "mustard
gas" is commonly used, it's important to note that
sulfur mustard is, in fact, a liquid under normal
conditions. This potent substance is unmistakably
characterized by its pungent aroma, akin to garlic,
onion, or mustard. In its liquid or solid form,
sulfur mustard exhibits a distinct color spectrum,
ranging from clear yellow to brown. Its
remarkable permanence in the environment is
limited

owed to its oily composition and
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solubility in water. Even at low concentrations,
sulfur mustard poses a severe threat to the eyes
and skin, possibly inflicting substantial damage.
Due to its lipophilic nature, sulfur mustard
possesses a swift penetration capability into
tissues and cells, effectively corroding these vital
structures. The initial chemical reaction involves
intramolecular cyclization, culminating in the
formation of an electrophilic ethylene sulfonium
intermediate. This intermediate can bind to a
multitude of biological molecules, including
sulfhydryl, carboxyl, aliphatic amino groups, and
heterocyclic nitrogen atoms [47, 48]. This
process results in alkylation and cross-linking of
critical biomolecules such as nucleic acids,

proteins, lipids, and various membrane

components [41, 49]. Notably, sulfur mustard
the

production of blood cells. Moreover, it exhibits a

induces DNA damage and hampers
pronounced affinity for the epithelial layers of the
cornea and lungs, eliciting biochemical changes
such as apoptosis or necrosis [50, 51]. Sulfur
mustard initiates an inflammatory response in the
tissues surrounding the eyes and leads to skin
the of

decontamination, the affected red skin progresses

reddening. In absence prompt
to ulceration, transforming into watery boils
within a relatively short timeframe, typically 4 to

6 hours [52].

2.2.2. Nitrogen Mustard: Versatile

Compounds with Dual Roles

Nitrogen mustards, akin to sulfur mustards,
belong to the category of blister agents and
possess a rich history that dates back to the 1920s
when they were first explored as potential
chemical warfare agents. These compounds

typically present as oily liquids but can also
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manifest as solids and gases. Nitrogen mustard is
known for its amber or yellow appearance and is
characterized by its versatility, with three primary
variants: HN-1, HN-2, and HN-3. HN-1,
originally developed by the German and Czech
pharmaceutical industries, initially served as a
pharmaceutical agent intended for the treatment
of malignant tumors [52]. Subsequently, it found
a darker application as a chemical warfare agent.
In contrast, HN-2, designed as a warfare agent,
transformed and was later repurposed as an
antineoplastic agent. HN-3, developed with
military intent, continues to be employed as a

chemical warfare agent.

Notably, nitrogen mustards are DNA alkylating
agents capable of inducing cross-linking between
guanine N-7 atoms on different DNA strands.
This cross-linking is irreversible and triggers a
process known as apoptosis, leading to
programmed cell death [53]. Due to these
distinctive  properties,  nitrogen  mustard
derivatives have earned recognition in cancer
prevention. Several of these derivatives, such as
cyclophosphamide, chlorambucil, and
melphalan, have secured approval from the US
FDA and are deployed in cancer therapy [54].
This dual role—first as chemical warfare agents
and then as vital tools in cancer treatment—
illustrates nitrogen mustards' complex history and
versatility. Lewisite: The Silent Menace with a

Geranium-like Odor

Lewisite, known by its military designation "L,"
contains arsenic and is infamous for its potent
toxicity, particularly to the skin. In its pure form,
Lewisite is a colorless and odorless oily liquid
accompanied by a geranium-like scent. This

insidious substance readily dissolves in organic
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solvents, underscoring its dangerous nature.
Exposure to pure Lewisite can lead to severe
consequences, including blindness, systemic
blood poisoning, and destructive effects on lung
tissues. Remarkably, despite its development as a
chemical warfare agent, Lewisite was not
deployed on the battlefield. This choice may be
attributed to its heightened reactivity compared to
mustard gas. Lewisite's toxic effects can be
devastating and may culminate in death due to
severe fluid loss and systemic toxicity resulting
from capillary leakage—a condition recognized
as "Lewisite shock™ [55]. This toxic substance
inflicts damage on various organs, including the
heart, lungs, liver, kidneys, and gastrointestinal
system. Furthermore, Lewisite has been
implicated in causing damage to multiple organs
[56]. The toxicity of Lewisite stems from its
ability to inhibit pyruvate oxidation and its
tendency to bind to sulfhydryl-containing
proteins or enzymes, leading to cell death.
Moreover, Lewisite can induce DNA damage and
promote carcinogenic processes [56]. These
multifaceted detrimental effects underscore the
peril of Lewisite exposure in terms of acute and
long-term health consequences. Choking Agents:

Unleashing Havoc on the Respiratory System

Choking agents, aptly named for their ability to
assail the lungs and induce pulmonary edema, fall
within the category of lung irritants. These
chemical assailants inflict extensive damage on
the respiratory tract, with particular emphasis on
the nose, throat, and, most significantly, the lungs
[57]. In severe cases, their noxious effects can
lead to a harrowing outcome—fluid buildup in
the lungs, culminating in oxygen deprivation and

death, hence the term "choking agents." Choking
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agents comprise a roster of perilous substances,

including chlorine, phosgene, diphosgene,
chlorpicrin, and perfluoroisobutylene (PFIB).
Among them, phosgene reigns as the most
menacing member of this class [58] and gained
notoriety during World War | in 1915, accounting
for a staggering 80% of all chemical-related
fatalities. Physiologically, exposure to choking
agents triggers a cascade of distressing effects,
ranging from nose and throat irritation to
respiratory distress, a choking sensation, cyanosis
(bluish skin discoloration), nausea, vomiting,
pulmonary edema (fluid buildup in the lungs),
and ultimately, respiratory failure. Choking
agents manifest in various forms—Iliquid, gas, or
aerosol—all of which are exceptionally effective.
Gaseous choking agents, in particular, are
notorious for their capacity to irritate the
respiratory tract and induce swelling in these
areas. For instance, chlorine, appearing as a
greenish gas, does not readily dissolve in water
under normal conditions. Consequently, when
chlorine is inhaled, it reacts with the water in the
body to produce hypochlorous acid (HCIO),
which penetrates cells by interacting with
proteins. On the other hand, phosgene exists as a
colorless gas and reacts with water and ammonia
to generate hydrochloric acid and urea,
respectively [59]. Unfortunately, there exists no
antidote for choking agents, making treatment a
challenging endeavor. Available options often
encompass  oxygen  therapy and  the
administration of high-dose steroids [60]. These
measures aim to mitigate the devastating impact
of choking agents on the respiratory system,
underscoring the urgency of early intervention

and protective measures in cases of exposure.
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2.2.3. Phosgene: The Stealthy and Deadly
Gas

Phosgene is a colorless gas in its natural state,
exuding a faint odor reminiscent of moldy or
freshly mown straw at low concentrations [61].
However, this seemingly innocuous fragrance
masks a highly toxic nature that often goes
unnoticed by those exposed to it. When released
in liquid form into the environment, phosgene
swiftly transforms into a gas that hovers close to
the ground and disperses rapidly. Generally, the
liquid form of phosgene is used for storage and
transportation.  Phosgene holds the dubious
distinction of being one of the most lethal
choking agents and gained infamy for its
widespread use during the First World War.
Beyond its malevolent history, phosgene plays a
pivotal role in industrial processes, contributing
to the production of pesticides, isocyanates, dyes,
pharmaceuticals, and various other industrial
chemicals [62] (Figure 2a). The synthesis of
phosgene involves the reaction of chlorine and
carbon monoxide at high temperatures in the

presence of activated charcoal [63].

Exposure to phosgene initiates a sequence of
adverse effects, beginning with eye irritation.
Interestingly, these effects often accumulate
within the body. Phosgene primarily targets lung
capillaries, gaining direct access to the
bloodstream and causing the lungs to fill with
fluid. Even at low concentrations, inhaled
phosgene induces a decrease in arterial oxygen
partial pressure and bradycardia. However, the
precise concentration at which phosgene exerts
toxic effects varies among individuals. For
instance, approximately 1 ppm of phosgene

reduces respiratory volume and capacity, while 3
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ppm of phosgene undergoes hydrolysis, yielding
HCI and irritating the upper respiratory tract [64].
Phosgene's insidious mode of action involves
thiol,
found

reactions with amine, hydroxyl, and

sulfhydryl  groups on  proteins,
carbohydrates, and lipids through an acylation
mechanism. Consequently, excessive oxidative
damage ensues, depleting glutathione stores [65,
66]. This multifaceted assault underscores the
dire consequences of phosgene exposure,
emphasizing the importance of preventative
measures and swift medical intervention in the

event of contact with this deadly gas.

2.2.4. Chlorine: A Versatile Chemical with
Disinfectant Properties

Chlorine serves a vital role primarily in drinking
water disinfection and the food industry, and it
finds its way into various household products
[67]. In its gaseous state, chlorine gas typically
appears yellow or green and emits a pungent and
distinctive odor. The olfactory threshold for
detecting chlorine gas is remarkably low, as
concentrations as low as 0.2-0.4 ppm can be
easily detected thanks to its strong odor, although
the perception of this odor may diminish over
time. For storage and transportation, chlorine is
often pressurized and cooled to transition into a
liquid form [68]. In this liquid state, chlorine
accumulates near the ground and can spread
rapidly, rendering it highly toxic. Although not
inherently flammable, chlorine gas can react with
explosive substances, introducing another hazard
layer. Upon contact with water, chlorine gas
undergoes a chemical transformation, giving rise
to hydrochloric acid (HCI) or hypochlorous acid
(HOCI) (Figure 2b).
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Exposure to chlorine gas can lead to a spectrum
of adverse effects. Mild exposure can result in
symptoms such as vomiting and diarrhea, while
more severe exposure triggers inflammation of
lungs [69]. This
leads to sputum production,

the bronchial tubes and
inflammation
bleeding, and the filling of the lungs with fluid,
often culminating in permanent lung damage or
death due to suffocation. The toxicity of chlorine
gas varies significantly depending on the dose
of

concentrations as low as 1-3 ppm can irritate the

and duration exposure; exposure to

eyes and oral mucous membranes, while

exposure to 15 ppm initiates pulmonary
symptoms. Remarkably, exposure to 430 ppm of
chlorine gas can be fatal within 30 minutes [21].
Given its broad applications and potential
dangers, the handling and storage of chlorine
require meticulous care and adherence to safety

protocols to prevent accidental exposure.

2.2.5. Chloropicrin: From Choking Agent to
Riot-Control Agent and Beyond

Chloropicrin, also known as PS, occupies a
unique place in the realm of chemical agents as it
straddles multiple classifications. While it is
primarily categorized as a choking agent due to
its impact on the upper respiratory tract,
chloropicrin has also been use as a riot-control
agent. This versatile chemical presents as an oil,
ranging in color from colorless to light green, and
boasts a sharp, pungent odor akin to anise.
Chloropicrin readily dissolves in organic solvents
like chloroform, acetone, and ethyl acetate.
Historically, chloropicrin was employed in
various capacities. It was mixed with sulfur
mustard during the First World War to lower the

freezing point. Additionally, the British utilized
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chloropicrin in combination with chlorine, giving
rise to designations like White Star (comprising
50% chlorine and 50% phosgene), Yellow Star
(30% chloropicrin and 70% chlorine), and Green
Star (65% chloropicrin and 35% hydrogen
sulfide) [70]. Chloropicrin's utility expanded
beyond warfare applications when its biocidal
and fungicidal
towards the end of the First World War,

establishing it as a valuable fumigant [71].

properties were recognized

However, the use of chloropicrin as a fumigant
has waned in contemporary times. Chloropicrin
exhibits a notable propensity to disperse in soil
and plants, making exposure most likely through
the consumption of drinking water disinfected via
chlorination (1987). The chemical's initial impact
targets the respiratory tract, while ingestion can
result in corrosive effects on the anterior stomach
tissue [72]. Chloropicrin's multifaceted history
highlights its adaptability and underscores the
importance of responsible handling and
appropriate safety measures when dealing with
this substance.
a)

b)

protein
lipid

—
degéneration

H:O + Cl: *HOCI

Dehydration

R-NC R CN R-N-C-N-R

Figure 2: a) Reaction Of Organic Substrates
With Phosgene b) If Chloropicrin Is Inhaled,
Chlorine Gas Is Oxidized With The Water
Present In The Body, And Hypochlorous Acid
(Hclo) Is Produced. Hclo Damages Cellular
Structures By Reacting With Proteins.
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2.3. Riot Control Agents: Maintaining
Order through Temporary Disability
Riot control agents, often called irritant,

vomiting, and tear agents, serve a crucial role in
crowd control [73]. These compounds induce
temporary disability by irritating the eyes and
upper respiratory tract, making them valuable
tools for law enforcement and peacekeeping
efforts. RCAs are employed to halt coordinated
activities, disperse gatherings, temporarily
neutralize demonstrators, and restore order. Their
use typically results in the cessation of individual
or group actions, the dispersal of communities,
and the minimization of injuries. RCAs exert
their effects primarily by acting as potent irritants
Their

duration of action leads to short-term toxic effects

on peripheral chemosensors. limited
that tend to subside within minutes after exposure
[74]. Upon contact with RCAs, individuals often
experience symptoms such as tears, eye pain, and
skin irritation (Figure 3). Tear agents, for
instance, stimulate tear gland nerves, promoting
tear production. The intensity of skin irritation
and sensations like tearing is so overwhelming
that victims may struggle to act rationally,
impeding and neutralizing the coordinated

activities of those exposed [75].

Modern RCAs typically exist in crystalline solid
forms, commonly administered as aerosol sprays,
fine particles, or solutions. They include agents
like (CN),

chlorobenzylidene (CS),

dibenzoxazepine (CR), collectively known as tear

chloroacetophenone 0-

malononitrile and
agents. These substances promptly affect nerve
endings in mucous membranes, the cornea, and
the skin, although their physical effects are short-

lived. Additionally, vomiting agents such as
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adamcide (10-chlor-5, 10-dihydrophenarcazine)
(DM), (DA),
diphenilarcin cyanide (DC) typically irritate the

diphenilarsin  chloride and
nose and upper respiratory tract. Solid agents, like
these, may also be used to enhance the effects of
other toxic gases in certain situations. When
treating lachrymator exposure, eyes and clothing

should be decontaminated immediately.

2.3.1. Chloroacetophenone: A Former Riot
Control Agent with Stringent Toxicity

Chloroacetophenone, known by its military
designation CN and its trade name Mace™, was
once a prevalent choice among law enforcement
agencies as a standard riot control agent.
However, due to its elevated toxicity compared to
other riot control agents, CN gradually fell out of
favor and was supplanted by CS over time [74,
76, 77]. Exposure to CN is associated with more
pronounced pathological effects in the lungs,
the of
Additionally, CN has been linked to early

leading to development edema.

bronchopneumonia and  possesses  potent
sensitizing properties for the skin. Its acute
toxicity stems from its interactions with enzymes
containing sulfhydryl (SH) groups, inhibiting
certain sulfhydryl-based enzymes, including
Lactic dehydrogenase [78]. CN is characterized
by an aromatic scent often described as
reminiscent of apple blossoms and presents itself
in crystalline solid form. CN can find application
in various scenarios, including riots, military
operations, and exercises. It can be dispersed into
indoor or outdoor environments, water sources,
food items, and agricultural products, typically
delivered in vapor or liquid spray (aerosol) form
[73]. It is commonly deployed in the form of

powder, smoke, or liquid, discharged from
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grenades or similar devices. Despite its former
prominence, the inherent toxicity of CN has
prompted the adoption of less toxic alternatives
for maintaining public order and safety.

2.3.2. Ortho-chlorobenzylidene
malononitrile: A Widely Used Riot Control
Agent

Ortho-chlorobenzylidene malononitrile, better
known by its military designation CS, owes its
name to its originators, chemists Corson and
Stoughton, who synthesized this agent. While CS
exhibits minimal solubility in ethyl alcohol, it
undergoes rapid hydrolysis upon contact with
water. Among riot control agents, CS stands out
as the most widely utilized. CS follows two
known metabolic pathways. The first involves
hydrolysis, leading to the formation of 2-
chlorobenzaldehyde and malononitrile, while the
secondary pathway results in 2-chlorobenzyl
malononitrile without reduction [79]. When CS
with it 2-

chlorobenzaldehyde and malonitrile. Notably, the

reacts water, produces
half-life of CS in water is approximately 14
minutes, whereas its reactions with thiols and
amines occur much more rapidly. CS possesses a
scent reminiscent of pepper and presents itself in
the form of white crystalline powder. Exposure to
CS can lead to various health effects, including
lung, heart, and liver damage, as well as
gastrointestinal symptoms [80]. Despite its
efficacy as a riot control agent, its use necessitates
careful consideration due to its potential health
impacts and the need for appropriate safety

measures.
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2.3.3. Dibenzoxazepine: A Riot Control
Agent with Moderate Reactivity

Dibenzoxazepine, also known as dibenz(b, f)-
1:4-oxazepine or CR, is a riot control agent with
lower reactivity compared to CS or CN, and it
undergoes hydrolysis at a relatively slower rate
[81].

comparatively lower toxicity than other tear

Consequently, CR is associated with

agents. Exposure to CR typically results in
effective irritation of the eyes, nose, and skin;
however, these effects are not permanent. The
respiratory tract rapidly absorbs CR, and it
follows a metabolic pathway that includes
oxidation to the lactam, ring hydroxylation,
sulfate conjugation, and subsequent renal
excretion [82]. CR has been used in the form of
aerosol sprays and capsules to suppress prison
riots in Northern Ireland. Notably, CR can be 5-
10 times more potent than CS, causing greater
irritation even at lower concentrations [83]. This
heightened irritant effect can be a valuable asset
in crowd control situations where it is essential to

deter and disperse individuals without causing

lasting harm.
dyspnea
dermatitis T / irritation
\ lacrimation
sneezing /
—
=) acute pain
excess salivation =
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\
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pulmonary edema

Figure 3: Physiological effects of riot control
agents
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24. Capacity Disrupting Agents
(Incapacitating Agents): Altered Perception
and Mood without Autonomic Nervous
System Effects

known
thought,

Incapacitating  agents, also as

psychomimetic substances, induce
perception, and mood changes without affecting
the autonomic nervous system. Even at very low
doses, these agents often elicit effects akin to
psychotic disorders or other symptoms related to
the central nervous system, such as sensory loss,
Unlike lethal

chemical warfare agents, incapacitating agents

paralysis, or delusions [84].
cause temporary incapacitation and disorders.
They are preferred in wartime scenarios because
they induce temporary effects on individuals. For
incapacitating agents to be effective, they must be
highly potent and, when administered in
appropriate doses, induce effects that can persist
for hours to days without causing permanent
disability or fatality [85]. Quinuclidinyl benzilate
(BZ) is an example of a central nervous system
incapacitating agent. BZ leads to physiological
effects such as heart palpitations, dizziness,
confusion, and a slowing of mental activities.
Lysergic acid diethylamide (LSD) is another
chemical agent categorized as a central nervous
system stimulant among incapacitating agents. It
stands out as one of the most potent agents in this
category. Exposure to LSD leads to a profound
alteration in an individual's perception, rendering
them unable to accurately perceive time or their
surroundings. This unique effect underscores the
distinctive nature of incapacitating agents in
altering cognitive and emotional states without

causing permanent harm or death.
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2.4.1. Quinuclidinyl benzilate: A Central
Nervous System Incapacitating Agent

BZ, also known as QNB, 3-quinuclidyl benzilate,
and benzylic acid, is a synthetic glycolic ester
with high solubility in polar organic solvents. It
crystallizes into a compound with a bitter taste.
Unlike lethal agents, BZ serves as a competitive
muscarinic  cholinergic receptor antagonist,
emphasizing its intent to create temporary
incapacitation rather than causing fatality [86].
BZ exhibits effectiveness through various
administration routes, including oral, parenteral,
and inhalation, and undergoes metabolism in the
liver before being excreted by the kidneys. By
interfering with cholinergic nerve conduction in
the brain, spinal cord's peripheral autonomic
nervous system, and muscarinic regions, BZ
induces an acetylcholine (ACh) deficiency.
Notably, BZ readily crosses the blood-brain
barrier and binds to subtypes of muscarinic
receptors (M1-M5) in ACh [87]. The long-lasting
effects of BZ may be attributed to its strong
absorption by mitochondria, resulting in reduced
oxygen consumption by nerve cells [88]. After
of BZ,

environmental effects may manifest within 1

exposure to an effective dose

hour, while central effects might occur

The

primary effects can last for about 24-48 hours

approximately 4 hours post-exposure.

[89]. These distinctive properties render BZ an
invaluable tool for temporary incapacitation

without causing permanent harm.

2.4.2. Lysergic acid diethylamide (LSD): An
Effective Incapacitating Agent

LSD, in its pure form, is a colorless and odorless
chemical warfare agent with a distinct bitter taste.

It can enter the body through ingestion or
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inhalation, and even at low doses, it profoundly
alters human perception, behavior, and mood.
However, these effects are temporary, making
LSD one of the most potent incapacitating agents.
Exposure to LSD leads to a significant shift in an
individual's perception, resulting in the loss of the
sense of time and place, effectively isolating them
from reality. Some behaviors exhibited after LSD
exposure bear resemblance to symptoms of
mental disorders like schizophrenia. The effects
of LSD primarily stem from its agonist activity at
receptor subtypes such as 5-HT2A, 5-HT2C, and
5-HT1A [90], with LSD also displaying a high
affinity for dopamine receptors [91, 92]. Notably,
individuals affected by LSD typically do not
require first aid, as spontaneous recovery
typically occurs within 24 hours. This remarkable
characteristic underscores its potential as an agent
for temporary incapacitation without causing
lasting harm.

2.5. Systemic Agents: Disrupting Oxygen
Utilization and Rapidly Affecting Body
Tissues

Systemic agents, also known as blood poisoning
agents or cyanide chemicals, have a profound
impact on bodily functions by impeding the
regular utilization of oxygen in body tissues.
These agents disrupt the production of blood
components and exert toxicity at the cellular
level, specifically by interrupting the electron
transport chain within the inner mitochondrial
membranes. This disruption leads to a swift
depletion of oxygen throughout all body tissues,
with the central nervous system being particularly
vulnerable [93]. Due to the rapid action of
cyanide, immediate treatment is imperative when

exposed to systemic agents. These agents
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typically enter the body via respiration and are
expelled as gas or vapor. They are characterized
by their high
properties, and gaseous nature. Exposure to

volatility, lighter-than-air
systemic agents can result in death within a
matter of seconds. Common systemic agents
include arsine, hydrogen cyanide (HCN), and
cyanogen chloride (CICN). Physiological effects
of systemic agents

encompass ~ respiratory

distress, a choking sensation, tachycardia,

respiratory irritation, nausea, and vomiting.
2.5.1. Hydrogen Cyanide (Prussic Acid,
Hydrocyanic Acid) - NATO Code: AC
Hydrogen cyanide, also known as prussic acid
and hydrocyanic acid, is assigned the NATO code
AC. This chemical warfare agent exists in various
forms, including solid, liquid, and gas, and is
characterized by its colorless appearance and
bitter almond-like scent. It is highly volatile and
can readily transition between these forms.
Hydrogen cyanide is soluble in a range of
solvents, including water, ethanol, chloroform,
and benzene, and retains its properties when
dissolved in water. Hydrogen cyanide is lighter
than air in its gaseous form, facilitating its rapid
dispersion in the atmosphere. Exposure to
hydrogen cyanide can occur through inhalation,
absorption through skin openings, contact with
the skin or eyes, or ingestion [94]. Hydrogen
cyanide typically leads to eye and upper
respiratory tract irritation, hampering enzyme
systems [95]. Once hydrogen cyanide enters the
bloodstream, it interferes with the activity of the
cytochrome oxidase enzyme, preventing the
utilization of oxygen by cells [96, 97]. This
disruption results in respiratory failure and

eventual fatality.
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2.5.2. Cyanogen chloride (CICN)

Cyanogen chloride (CK), also referred to as
chlorine cyanide or chlorocyanogen, is a
chemical warfare agent that exhibits different
physical states depending on its temperature. It
appears as a colorless liquid at temperatures
below 12.8°C and a gaseous substance above this
threshold. CK is characterized by its high
volatility and systemic toxicity, disrupting the
body's oxygen utilization mechanisms. Upon
exposure, CK transforms hydrogen cyanide,
which then deactivates crucial enzyme systems
within the body. This results in systemic effects
that affect various bodily systems, including the
cardiovascular, central nervous, and pulmonary
systems. CK exposure poses a significant risk and
can lead to severe consequences, including
fatality. CK can be combined with stabilizing
agents like sodium pyrophosphate to enhance its
shelf life. It also finds applications in commercial
settings, particularly in chemical synthesis and

fumigation processes [98].

2.5.3. Arsine

Arsine is a highly toxic chemical compound that
exists as a colorless, flammable gas and emits an
odor reminiscent of garlic, a characteristic
common to many arsenic compounds. Unlike
some other chemicals, arsenic is not naturally
occurring but is produced commercially through
The

synthesis of arsine involves the reaction between

specific chemical reactions. industrial

aluminum arsenide and water or hydrochloric
acid. Alternatively, it can be generated through
the electrochemical reduction of arsenic
compounds in an acidic solution [99]. Arsine has

the potential to accumulate within the body,
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leading to harmful effects. It can replace calcium
in bones, inhibiting the formation of new blood
cells in the bone marrow. When arsine enters the
bloodstream via the respiratory system, it can
cause liver and kidney damage and give rise to
symptoms associated with hemolytic anemia, a
characterized by the
breakdown of red blood cells [100].

condition premature

3. DECONTAMINATION OF CWAS

Decontamination of chemical warfare agents
(CWASs) is a critical process aimed at removing
these hazardous substances from affected areas or
individuals to minimize their harmful effects.
Rapid and effective decontamination is crucial
for reducing the potential harm caused by CWA:s.
Decontamination typically involves chemical
modification of the CWA through methods such
as hydrolysis, catalysis, or oxidation [101, 102].
Here are some key points regarding the

decontamination of CWASs:

Importance of Time: Time is a critical factor in
the decontamination process. Decontamination
should occur as quickly as possible to prevent
further exposure and harm. For skin exposure,
immediate decontamination (within one minute)
is recommended using water, soap, talcum

powder, or specialized decontaminants [103].

If

contaminated with CWAs, it should be removed

Contaminated Clothing: clothing is
with care to prevent skin contact with the agent.
Cutting off contaminated clothing may be

necessary.
Decontaminating Agents:

Hypochlorite Solution: A 0.5% hypochlorite
solution (household bleach diluted at 1:10) is
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the effective

decontaminating agents for CWAs. It works

considered one of most

through physical removal, oxidation, or
hydrolysis of the agent. It can be used on skin and
soft tissue injuries, including open lacerations.
After using hypochlorite solution on wounds,
they should be washed with sterile saline

solution.

M291 Resin: Dry wipes, known as M291 resin,
composed of dry black carbon material, are used
for point decontamination on the skin of

contaminated individuals.

Sodium  Hydroxide:  Sodium  hydroxide
dissolved in an organic solvent can be used in
emergencies. It is effective against V agents and
mustard agents. However, it should be used with

caution.

DS-2 (Decontamination Solution-2): DS-2 is a
decontaminating solution consisting of 2%
28% glycol
monomethyl ether, and 70% diethylene triamine.

sodium  hydroxide, ethylene
It is used to decontaminate equipment that has
been exposed to nerve or blister agents. DS-2 can
neutralize these chemicals within 30 minutes
[104].

Effective decontamination is essential to
minimize the health risks associated with CWAs.
Depending on the specific CWA involved and the
affected area or individual, different
decontaminating agents and methods may be

employed.

4. CONCLUSION

In this comprehensive examination of chemical
warfare agents (CWAs) and their associated

characteristics, we have delved into a range of
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toxic substances, each designed for distinct
purposes on the battlefield. These agents, from
nerve agents like Sarin and VX to choking agents
like Chlorine and phosgene, serve as a chilling
reminder of the potential for human-made
devastation. Nerve agents, with their unparalleled
toxicity, leave little room for error. Immediate
decontamination, coupled with timely medical
intervention,  becomes  paramount  when
confronting the severe consequences of exposure.
Likewise, blister agents like Sulfur Mustard
Nitrogen Mustards and Lewisite emphasize the
dire need for swift response and effective
decontamination strategies, given their ability to
induce organ damage and promote cellular
disruption. Choking agents, Riot control agents,
and Incapacitating agents, while less lethal, still
pose significant risks and necessitate rapid
mitigation and supportive care measures. A
thorough understanding of these agents and their
potential for harm is crucial for ensuring effective
decontamination and minimizing health impacts.
Systemic agents, with their swift and devastating
effects on the body's oxygen utilization, leave
little  time  for  response. Immediate
decontamination and medical intervention are
paramount to counter the severe consequences of
exposure. Decontamination methods, discussed
extensively in this manuscript, are the first line of
defense against the devastating effects of CWAs.
From hypochlorite solutions to specialized
decontaminants like M291 resin, the choice of
decontaminating agents is vital and depends on
the nature of the agent and the affected area. From
the past to the present, CWAs have always been
a source of concern. In line with the developing
it is clear that

technological approaches,
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traditional weapons can be replaced by new-
generation chemicals produced in the laboratory.
International agreements such as the Chemical
Weapons Convention should be increased. Thus,
these agreements should help control the spread
of chemical weapons and safely destroy existing
weapons. In conclusion, a comprehensive
understanding of chemical warfare agents and
their corresponding decontamination protocols is
critical for safeguarding human lives and the
environment in the event of CWA incidents.
Preparedness, rapid response, and effective
decontamination procedures form the cornerstone
of mitigating the catastrophic effects of these

toxic substances and upholding global security.
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Abstract

Firms want to be included in the sustainability indices in order to attract the attention of the potential investor. In this study,
time series data of financial performance of companies in XUSRD are used. On the other hand, contrary to the statistical
analyses in the literature, to predict whether companies will take part in XUSRD, a combination of two machine learning
methods, namely random forest for feature selection and gradient boosting for learning, is applied. In addition, to overcome
the problem of data scarcity, the column-wise random shuffling method, which is a proven data augmentation technique in
predicting stock market indices, has been preferred. The results show that the combination of random forest and gradient
boosting reaches a test accuracy of 94.74% and outperforms state-of-the art models, namely, k-nearest neighbor, random
forest, decision tree, support vector, naive bayes classifiers.

0zet

Firmalar potansiyel yatirnmcinin dikkatini ¢ekebilmek adina siirdiiriilebilirlik endekslerine dahil olmak istiyor. Bu ¢calismada
XUSRD'deki sirketlerin finansal performansina iliskin zaman serisi verileri kullamilmistir. Ote yandan, literatiirdeki
istatistiksel analizlerin aksine, sirketlerin XUSRD'de yer alip almayacagini tahmin etmek igin, ozellik segimi i¢in rastgele
orman ve égrenme igin gradyan artirma olmak tizere iki makine 6grenmesi yonteminin bir kombinasyonu uygulanmaktadir.
Ayrica veri kithgi sorununun asilmasi amaciyla borsa endekslerinin tahmininde kanitlanmig bir veri biiyiitme teknigi olan siitun
bazinda rastgele karistirma yontemi tercih edilmistir. Sonuglar, rastgele orman ve gradyan artirma kombinasyonunun
%94, 74'liik bir test dogruluguna ulastigini ve k-en yakin komsu, rastgele orman, karar agaci, destek vektori, saf bayes
swniflandiricilart gibi en gelismis modellerden daha iyi performans gosterdigini gostermektedir.
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1. INTRODUCTION

The financial and technological innovations
of the last two centuries, which are still
ongoing, have caused several environmental,
social, and economic problems [1, 2]. In
today's world, cities and businesses consume
more than two-thirds of the world's energy,
while producing 80% of greenhouse gas
emissions and 50% of the world's waste. This
has highlighted the importance of addressing
environmental issues such as uncontrolled
consumption of natural resources, pollution,
global warming and climate change. In terms
of sustainability, it is critical for businesses to
reduce the environmental damage they cause
in their operations or to operate without
impacting the environment.  Various
strategies, in particular the circular economy,
have been developed and used by companies
to achieve this goal. The circular economy is
a business concept that aims to reuse and
recycle products and reduce resource
consumption. It promotes economic growth,
employment and environmental quality [3].
Before discussing the notion of circular
economy (CE), it is necessary to discuss
linear economy (LE), which played a
significant role in the development of this
concept. The linear economy is a type of
economy that emerged with the industrial
revolution, emphasizing the processing of
resources, their conversion into goods, and
their disposal at the end of their useful life.

With this approach, known as buy-use-
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dispose, it is understood that resources are
employed indefinitely to manufacture items,
and products are removed from usage with
the intention of "buying better" before they
expire. This economic approach has resulted
in numerous environmental issues. Among
these environmental issues include resource
and an

depletion, waste accumulation,

increase in emissions [4, 5].

The circular economy, on the other hand, is a
new economic model that seeks to reduce raw
material consumption, waste, and value chain
hazards by keeping the resources used in
production in the production cycle for as long
as possible. As a result, the circular economy
appears to be both a sustainable economy and
a new economic opportunity [6]. According
to the European Action Plan, the circular
economy is an economy in which products
and materials have value. In this economy,
resources are protected for as long as possible
and waste generation is limited [7]. This new
model, which is widely seen as an alternative
to the linear economy, incorporates concepts
that are critical for all businesses working
the sustainable

within framework of

development. It focuses on reducing a
company's use of resources through reduce,
reuse, and recycle (3R principle), ensuring
the long-term use of products, and recycling
and reusing waste products [8]. Recycling,
rethinking, redesign, product renewal and
repair are now included in these principles,

and it is emphasized that companies carry out
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their activities in a cycle by developing
extended Rs [9].

The circular economy represents a novel
approach to more sustainable social and
sectoral growth. The circular economy also
aims to increase regional competitiveness
and achieve a more equitable distribution of
economic growth and wealth. The circular
economy and the sustainability approach
provide the basis for delivering long-term
benefits by ensuring an economic system
capable of generating long-term growth and
income and functioning with high financial
performance (FP) [10-12]. As a result, a
the of
sustainability is needed. Furthermore, as of
2019 [13], Turkey has started to adopt the
it

deeper exploration of idea

circular economy by linking to

sustainability efforts.
Sustainability has recently been considered in
many different sectors [2-13]. The concept of
sustainability has evolved through several
stages to reach its current prominence.
Globally, there have been rapid technological
the 1950s.

challenges, such as environmental pollution

breakthroughs since Some

and energy depletion, have become socially
remarkable as a result of these advances in
the From this

manufacturing  sector.

perspective, the declaration adopted at the
1972 UN Conference on the Human
Environment in Switzerland could be used to
discuss international of

an awareness

sustainability. With the study [14], the
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concept was recognized by a wide range of
circles, especially in the field of economics.
According to the report, the most common
definition of sustainable development is the
use of resources without compromising the
needs of the present while considering future
generations. Following the publication of the
study, the Coalition for Environmentally
Responsible Economies (CERES) principles
were signed in 1989, the Earth Summit was
held in 1992, and the Kyoto Protocol was
signed in 1997 as part of the United Nations
Framework Convention on Climate Change.
The Organization for Economic Cooperation
and Development (OECD) Declaration on
International Investment and Multinational
Enterprises in 2000, the World Business
Council on Sustainable Development in
2001, the OECD Parliamentary Commission
on the Environment in 2002, and the United
Nations  Conference on  Sustainable
Development in 2012 have all focused on

global sustainability.

The

business management practices is a result of

incorporation of the concept into
the global importance given to sustainability
in the national context. The idea of corporate
sustainability has evolved from this
perspective. The goal of the business system
is to keep the economy viable. However, by
considering  difficulties  related to
environmental and social phenomena, rather
than just economic objectives, it will be

possible to ensure the managerial integration
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of sustainability [15]. Once integrated,
corporate sustainability will no longer be a
management strategy, but an integral part of
the company's culture [16]. Stakeholder
theory, social

corporate responsibility,

corporate  accountability  theory, and
sustainable development concepts have all
been examined in studies of the management
concept  that  internalizes  corporate
sustainability [17]. Stakeholder theory and
legitimacy theory serve as the basis for
corporate sustainability. The owners of
companies, employee unions, customers,
suppliers, competitors, and society are the
stakeholders that give the first hypothesis its
name. According to stakeholder theory, in
addition to meeting the expectations of
owners and shareholders, companies should
also treat other stakeholders with sufficient
On the other hand,

according to legitimacy theory, a firm's

transparency [18].

actions must be in the best interest of society
as a whole in order for its legitimacy to be

recognized [19].

The challenge of measuring sustainability in
terms of performance has emerged with the
integration of corporate sustainability into
management processes and the
implementation of information exchange
with stakeholders without manipulation.
Elkington [20] introduced the idea of the
Triple Bottom Line (TBL), also referred to as
the "Three Pillars of Sustainability", into the

literature to be used in this research.
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According to [21], TBL refers to an approach
that considers performance in all three areas
of economic, social and environmental
aspects. Companies will have achieved their
sustainability goal if they approach and apply
this three-dimensional performance in a

comprehensive and interactive manner.

Sustainability reporting (SR) is used to
collect and analyze performance data in TBL
dimensions and to communicate with
stakeholders. Companies use SR to maintain
effective communication with stakeholders
by demonstrating the links between their
actions and sustainability for their
information [22-24]. The ever-increasing
number of stakeholders and their growing
expectations put pressure on companies to
maintain SR, and the fact that management
openness is provided also promotes the
willingness to do so [25]. Companies that
prepare SR work with the goal of being able
to achieve success in terms of FP while at the

same time being transparent to stakeholders.

Companies' research on sustainability has
also shown its impact on the country's stock
markets over time. The sustainability index,
the first examples of which were observed in
developed countries in the 1990s, is one of
the mechanisms through which stakeholders
evaluate the sustainability of organizations
[26]. On 4, 2014, the
sustainability index was included in the

November

indices of Borsa Istanbul (BIST) in Turkey.

In the first BIST Sustainability Index
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(XUSRD)

companies;

in  Turkey, there were 15
by 2021, had

increased to 65. Companies can use the index

this number

to assess their national and international

sustainability performance. Previous
research has shown a correlation between the
XUSRD and the BIST100, with both indices
showing a high degree of similarity in their
behavior [27]. Furthermore, it has been found
that the sustainability efforts undertaken by
the companies have a positive impact on the
mission, vision, strategy reports and financial
reports. According to Mumcu and Ufacik
[28] and Yilmaz et al. [29], the inclusion of
companies in the XUSRD index has been
found to lead to an acceleration of their
sustainability initiatives and an increased

focus on reporting.

Both anecdotal and empirical evidence
support the notion that increased social and
environmental reporting can improve a
company's financial performance and market
value [30]. This study estimates the effect of
FP on SR and the publication status of the SR
report by examining the relationship between
SR and FP. The sample group of the study
consists of XUSRD companies. Due to their
(holding
companies, banks, insurance companies, and
REITs) included in XUSRD were excluded

from the sample group [31]. Firms in

structure, financial companies

XUSRD are classified into two groups based
on their SR preparation or non-preparation

status. Profit, return on assets (ROA), return
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on equity (ROE), return on sales (ROS), size,
and financial leverage (LVG) are considered
as FP indicators. SR was chosen as the

decision variable of the model.

The objective of this study is to analyze the
importance that companies attribute to SR
and its impact on publication status, as
evidenced by FP indicators. Numerous
studies have been conducted to investigate
the relationship between the variables under
consideration, as evidenced by the existing
literature. This study makes several distinct
contributions  to
The

significant contributions,

the existing body of

knowledge. study makes several
which can be
summarized as follows: The FP indicators
discussed are not dependent on market forces
and are immune to manipulation. The studies
conducted in the literature used a limited
dataset due to their association with the early
years of the XUSRD. In contrast, this study
used a more extensive and recent dataset. In
this context, a comprehensive study was
conducted on a sample group of 44
companies, covering the period from 2014 to
2021. The analysis does not include data for
2022, as it is currently unpublished. Rather
than using classical statistical analysis based
on a single method, as is common in the
existing literature, this study used
comparative analysis through the application
of artificial intelligence techniques. To date,
no other empirical investigation has been

conducted that examines the correlation
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between SR and FP using machine learning
algorithms. The existing literature on the
relationship  between  circularity and
sustainability has been enhanced by the

inclusion of the FP relationship.

The remainder of the paper is organized as
follows. An extensive literature review is
presented in the second part of the study.
Data and methodology are presented in the
third section. The methods used and the
results of the analysis are presented in the
fourth section, and the results and comments
are presented in the fifth section.

2. LITERATURE REVIEW AND RELATED
WORK

A review of the literature indicates that the
terms social responsibility report, corporate
social responsibility report, and SR are used
The

relationship between SR and FP is actively

interchangeably in most studies.
debated in a variety of countries, industries,
and years [15, 32, 33]. There are studies that
examine the relationship between these two
variables as positive, negative, neutral, or no
relationship based on effect. There are also
studies that evaluate the FP indicators as
statistically significant or insignificant.
Poddi, [34]

conducted a study to examine the relationship

Comincioli, and Vergalli
between corporate social responsibility and
financial performance. The sample consisted
of 317 companies that were included in at
least two of three sustainability indices and a

control group of 100 companies that were not
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included in these indices. The analysis
showed that the companies included in the
XUSRD index had higher market value

added than those not included in the index.

Studies in the literature show that SR analysis
can be included in the analysis as 1 if a report
has been published by the company for the
relevant year and O otherwise. For example,
Kuzey and Uyar [35]
determinants of sustainability

investigated the
reporting
practices of companies listed on BIST. In
addition to the Leverage, Size and ROA
variables, the SR variable takes the value of
1 if the company publishes a sustainability
report, and 0 otherwise. Kim and Kim [36]
the of

management

evaluated benefits corporate

sustainability activities,

including  sustainability  reporting, to

stakeholders with a similar approach.
Conducting their research, they concluded
that profitability does not significantly affect
sustainability activities, but company size

does.

As a second step, studies focusing on
sustainability and circular economy were
discussed. In Giingdr's study [37], a detailed
literature review was conducted. According
to this study, there

are descriptive-

explanatory and practical studies on circular
economy in the literature, as well as studies
that evaluate the relationship between
circular economy and sustainability on a
examine  sustainable

theoretical level,

business models, and focus on the analysis of
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sustainability reporting. In addition, the study
examined the SR status of 27 companies
operating in the food, beverages, chemicals,
petroleum, plastics, metals, textiles, leather,
mining and forestry, and paper and printing
sectors of the BIST100 in 2021. The results
obtained are in line with the theory that the
circular economy can be analyzed with SR,
which was put forward in the research carried
out in the textile sector by Stewart and Niero
[38].

Despite the growth of multi-variable
assessment approaches, the application of
supervised and

unsupervised learning

techniques to sustainability assessment
remains largely unexplored [39]. However,
many machine learning methods have been
used to make predictions on various topics in
the stock market [40-44]. Nayak et al. [45]
integrated K-Nearest Neighbor (kNN) and
Support Vector Machine (SVM) methods to
predict the Indian stock market index. The
proposed model was found to have partially
successful prediction ability based on high-
dimensional data. Chen and Hao [46] used a
hybrid of feature weighted SVM and feature
weighted kNN methods to predict the
Chinese stock market index. Ayala et al. [47]
tested the performance of Linear Model
(LM), Artificial Neural Network (ANN),
Random Forests (RF) and Support Vector
Regression (SVR) techniques to predict
trading signals in three different stock market

indices (IBEX, DAX and DJI). Park et al.
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[48] proposed the LSTM-Forest model by
integrating Long Short
(LSTM) and RF techniques on three different
stock market indices (S&P500, SSE, and
KOSPI1200). The daily forecasting success of

Term Memory

their proposed model was more successful
than the RF algorithm. Similarly, hybrid
learning methods combined with statistical
models or other techniques have also been
used in stock market research [49-53].

As a result of a two-step literature review; (i)
the increasing trend in the studies is on the
effect-based analysis of the relationship
between various control variables and SR-
FP; (i) the studies on circular economy and
sustainability are focused on the descriptive-
explanatory or theoretical level, and the
analytical application is extremely rare; (iii)
numerical analyses are performed using
statistical methods. (iv) It has been observed
that there is no study on machine learning
methods, which is one of the most recent and

superior methods in the academic literature.

3. DATA AND RESEARCH
METHODOLOGY

3.1. Data source and description

Companies include detailed information on
all their sustainability activities in their SR
reports. In this way, both the circular
economy and various issues can be examined
through these reports. With the global
of

awareness of this issue has increased in

importance sustainability  activities,

Turkey over the years and XUSRD has been
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established by BIST. In this study, the data of

44  companies, excluding companies
operating in the financial sector (holding,
banking, insurance, real estate), included in
XUSRD between 2014 and 2021 were
collected through the websites of the
the Public Disclosure

companies and

Platform.

The study used FP indicators as independent
variables; they can be classified into three
types: market-based, accounting-based, and
perceptual measures [54]. The perceptual
measures of these indicators are subjectively
determined by the company's survey ratings.
A review of the literature on FP indicators
shows that accounting-based indicators have
been widely used between 2002 and 2011
because they are objective and verifiable.
These studies are followed by studies using
partially objective market-based indicators,
and the rate of perceptual studies for direct
subjective evaluations is very low [55]. In
addition to the objectivity of accounting-
based measures, the reason for using market-
based measures is that they incorporate
stakeholders'
company's stock [56-58]. ROA, ROE, ROS,

and size and financial leverage, which are

future expectations for a

accounting-based measures with literature
consensus on profitability objectivity, were
used as variables in this study and are shown
in Table 1.
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Table 1: Explanations of the Variables.

Symbol Description/Calculation
SR 1 if the firm publishes a sgstainability report, 0
otherwise
Profit Profit
ROA Net Profit/Total Assets
ROE Net Profit/Equity
ROS Net Profit/Total Sales
I;iirzr(r; Natural Logarithm of Total Assets

Ivg Financial Leverage = Total Liabilities/Equity

In the literature, Vitezic, Vuko and Morec
[59] examined the effect of FP-SR with ROA,
ROE and size variables. Data from Croatian
companies from 2002 to 2010 were analyzed
using logistic regression. According to the
data of Croatian companies, both profitability
variables (ROA, ROE) and size variable for
FP were found to be effective in publishing
SR. Dagistanli and Celik [60] used logistic
regression analysis in their study with data
between 2014-2021 for companies
XUSRD in Turkey. It was found that the size

in

variable was significantly effective in SR
publication, but the profitability variables
the BIST 100

sustainability index were classified by cluster

were not. Firms in
analysis according to their environmental,

social and governance scores (ESG) [61].

3.2. Data Augmentation Technique: Column-
Wise Random Shuffling

In this study, machine learning techniques
have been used rather than a single statistical

method, as is often the case in the literature
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on sustainability and financial performance.
In many cases where a machine learning
method is used, lack of data may not be an
issue. However, these models are not suitable
for learning patterns from high-dimensional
data sets [62]. A large amount of data does
not always lead to accurate results. As a
result, various feature selection and feature
extraction methods are applied to the inputs
to reduce the data size. However, since
features are learned directly from the data,
reducing the input size may result in data loss
and poor performance. In addition, the small
data set causes the training data to be
recalled, and there may be a lack of fit. Using
various regularization methods in the data, it
is possible to avoid unnecessary repetitions
and over fitting [63].

As in this study, data augmentation is one of
the best ways to make sense of and avoid
fabrication when training datasets are
significantly small in industries such as
finance. Data augmentation methods are used
in many different areas in the literature [64,
65]. For financial time series input datasets,
an approach called column-wise random
shuffling is proposed, which does not distort

the original input dataset [66]. An example of
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column-wise random  shuffling using
variables (V), firms (C), and years (T) is
visualized in Fig. 1. First, data for 6 variables
for 44 companies included in XUSRD were
collected over an 8-year period, as shown in
Fig. 1. For example, all 8-year values of the
first variable of company 5 are reserved. New
data sets (represented by cubes in Fig. 1)
were obtained by randomly mixing these
values on a column-by-column basis. This
data increment is then iterated for all V values
of each company. All new layers are designed
to focus on carrying the common features of
each company. It is assumed that a random
mixing of all relevant V values will not
reflect the characteristics of the company.
Therefore, the data augmentation is limited to
all company-specific V values recorded for
the T period. The number of different data
sets that can be generated by random
shuffling on a column-by-column basis is
nearly infinite. The advantage of this
situation is that many similar data sets can be
generated, while the disadvantage is that data
augmentation with such variation can
confuse the model and make learning very

difficult.
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Figure 1:An Example of Column-Wise Random Shuffling In XUSRD.

4. MACHINE LEARNING METHODS
USED FOR THE PREDICTION OF
SUSTAINABILITY INDEX

In this study, six different algorithms are used
to develop six models for classifying and
predicting the sustainability indices of the
companies in the BIST100. These methods
are naive Bayes, k-nearest neighbor, support
vector, decision tree, random forest and

gradient boosting classifiers.

4.1. Naive Bayes Classifier

This classifier assumes the independence of
all the features, hence it is naive. For the
features 1 to N (f1,f2,..fN), and the
class label;, where i =1 or 2 for the binary
(two-class) problem, the probability of a
particular class label given the features can be

calculated as in Eq. 1.
4.2. K-Nearest Neighbor Classifier

This method measures the distance between
the unknown sample and its neighbors. An
evaluation is made according to the number
of preselected neighbors, and hence k is

predefined, and the new sample is
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categorized as a member of the class to which
the majority of the nearest neighbors belong.
Different numbers of neighbors can be used
and this number is a hyper parameter for the
algorithm. It is possible to make a grid search
and determine the best k. Fig. 2 shows how
the k-nearest neighbor classifier works; in the
figure, if k=5, then the classification for the
blue triangle which represents the data whose
class is unknown, will be determined as the
class of the flag sign, since there are four flag
signs and one face sign in the five-
neighborhood of the blue triangle, whereas if

k=11, then the class will be face sign.

P(class label;|f1,f2,...,fN) =
P(f1,f2,.,fN|class label;)P(class label;)

P(fl,fz,...,fN)
the features

1)
If all conditionally

independent given the class label;:

are

P(f1,f2,...,fN|class label;) =
P(f1|class label;) ... P(fN|class label;) (2)
Combining Eqg. 1 and Eq. 2 gives

P(class label;|f1,f2,..,fN) =

P(class labely) [1)-, P(fj|class label;)
P(f1f2,..fN)

©)
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The classification done by the naive Bayes

canbe summarized by Eq. 4:

class label =

argmaxieq,,. xyP(class label;|f1, £2,...,fN) (4)

The class labels are assigned using the above
algorithm [67]. Naive Bayes model can be
used to cluster the data, and hence for

classification.

_FN P
¥ % PN
| ( A )|’\

P \ \ > |’/ /
- S

F . P4

Figure 2: Practical Use of kKNN.

4.3. Support Vector Classifier

Support vector machines, when used as
classifiers, employ hyper plane approach for
achieving their purpose [68]. The hyper
planes are selected to maximize the margin
for the given data. The maximization is
needed to separate the given classes as apart
as possible. A simple support vector classifier
for a two-class problem is shown in Fig. 3.
The vectors of the closest data points to the
hyper plane are called the support vectors
[69].
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margin

support
vectors

Figure 3: Simple Support Vector Classifier
For A Two-Class Problem.

4.4. Decision Tree Classifier

The idea in a decision tree is to ask successive
questions and form branches and sub
branches to answer them. When no more
questions can be asked, sub branching stops.
The point at which no more sub branches are
possible is called a leaf node (Fig. 4). The
first question at which tree formation starts is
called the root [70]. A decision tree classifier
can easily over fit because it only learns
through a single path and the accuracy

decreases on a new sample.

Luh-le
Decision node

Figure 4: Simple Decision Tree Classifier.
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4.5. Random forest classifier

Leo Breiman described a random forest
classifier as a collection of tree-structured
classifiers. Each of these classifiers is treated
as an independent and identically distributed
random vector. Although variations are
possible, the most popular class is where each

tree has a single vote, as shown in Fig. 5 [71].

i

Decision tree Decision tree Dedision tree Decision tree

Figure 5: Random Forest Classifier.

4.6. Gradient boosting classifier

A gradient boosting classifier starts from the
steepest descent algorithm but forms tree
structures to create better classifications,
using the concept of boosting [72]. The basic

idea is illustrated in Fig. 6.

> Classifier | > Classifier 2 Classifier N

y v v
. s
e

Figure 6: Gradient Boosting Classifier.

4.7. The Proposed Method

The proposed method uses a random forest
classifier to select the features to be used by
the machine learning algorithm to be applied
later. Once the features are determined, a
gradient boosting algorithm is used for

classification. The classification algorithm is
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used to predict the sustainability indices of
the companies whose data were not
introduced to the algorithm during the

training process. The pipeline of the proposed

|

[\

[ |
Web resowces| |

[

method is shown in Fig. 7.

o]

T / BISTI00 / »l preprocessing selection using
¥/ dataset [/ and random forest
4 / i classifier

‘< Test / validation < Trained model «

Figure 7: Pipeline For The Proposed
Method.

Gradient
boosting with
selected features

4.7.1. Performance criteria

A number of classical and modern machine
learning algorithms are used for prediction.
Their performance is compared on the basis
of training and test accuracy, precision, recall

and F1 scores.

For binary classification, as in this work, the
performance metrics are calculated using the
confusion matrix given in Table 2.

Table 2: Confusion Matrix Of A Binary
Classification Problem.

Predicted
Positive Negative
= . True Positive: False Negative:
g Positive
< TP FN
. False Positive: True Negative:
Negative

= ™

Using the confusion matrix, a series of
performance metrics can be defined [68]. For
example, accuracy (acc) is a common metric
and is defined by Eq. 5:

acc = — PN (5)

TP+FN+FP+TN
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Another metric that can be defined using the
confusion matrix is the precision (Eq. 6):

.. TP
precision = —— (6)
Also, recall can be derived from the

confusion matrix and is defined by Eq. 7:

TP
TP+FN

Recall =

(")

F1-score can be obtained from precision and
recall using their harmonic mean. The
definition is given by Eqg. 8:

2TP

F1 — score = ——
2TP+FP+FN

(8)

In this work, accuracy, precision, recall and
Fl-score values for training and test are
calculated and used for comparing the models

5. EXPERIMENTAL RESULTS

The simulations in this study are made using
12th Gen Intel Core i7-12650H Processor at
2.3 GHz with 16 GB of RAM and NVIDIA
GeForce RTX 3060. The programming
language is Python.

Tha data is cleaned and augmented using
column-wise random shuffling method. The
data file has 911 rows of data. The columns
contain profit, roa, roe, ros, size, lvg and
sustainability data. To give an idea about the
content of data, the first five rows of the file
are shown in Table 3. The statistical
properties of the variables in the file are as

calculated and shown in Table 4.

The dataset is almost balanced as can be seen

obtained.
from Fig. 8. There are 452 unsustainable and
459 sustainable companies.
Table 3: The First Five Rows Of The Data File Used In Experiments.
nr profit roa roe ros size Ivg sustainability
0 1 0.1562 0.2165 0.1774 21.1948 0.3864 0
1 1 0.1660 0.2357 0.1927 21.2569 0.4202 0
2 1 0.1557 0.2167 0.1774 21.1948 0.9507 0
3 1 0.0832 0.0951 0.0411 21.9769 1.0147 0
4 1 0.1557 0.2338 0.0980 21.6119 0.4202 0
Table 4: The Statistical Properties Of The Variables In The Dataset.
count mean std min 25% 50% 75% max
profit 911 0.8342 0.3721 0.0 1.0 1.0 1.0 1.0
roa 911 0.0547 0.0775 -0.2728 0.0181 0.0580 0.0998 0.3071
roe 911 0.0688 1.4762 -18.9341 0.0561 0.1521 0.2559 11.1163
ros 911 0.0570 0.1247 -0.7024 0.0115 0.0572 0.1093 0.5251
size 911 22.6309 1.3082 18.9284 21.7194 22.5133 23.7155 26.5917
lvg 911 2.9062 32.2149 -213.4637 0.9011 1.7677 3.0011 458.5816
sustainability 911 0.5038 0.5003 0.0 0.0 1.0 1.0 1.0
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Figure 8: Distribution Of Classes In The Dataset.

5.1. The selection of features using
machine learning

The comparison of attribute importance using
random forest classifier is shown in Fig. 9.
The maximum depth of the random forest
classifier used in the attribute importance
comparison is 100. It is clear from Fig. 9 that
the attribute "profit" should not be used as a
feature because it has the lowest importance
of all. The remaining attributes have very
close importance levels and they are used as
features to determine the sustainability index.

omparison of attribute importances using random forest classifier:
‘profit’, 'roa’, 'roe’, 'ros', ' lvg', 'sustainability']

Co
[ s , "roe', 'ros', 'size’, 'lvg',
[0.00769755 ©.1780134 ©.20974414 ©.16289459 0.20912923 @.2325211 ]

0.00

g
roe
size
roa
ros
profit

Figure 9: Attribute Importance Rating Of
The Dataset Using Random Forest
Classifier.

To predict the sustainability indices of the
companies in the BIST100, data is manually
collected from the companies’ websites.
Since this data is only available for the last
few years, the data set is very small. The
modern algorithms, especially the deep
algorithms, need a large amount of data for
prediction. Therefore, in this study, a data
augmentation technique, namely column-
wise random shuffling, has been used to
increase the size of the data. The total size is
911 rows, where the sustainability index is
zero for 452 rows of data and one for 459

rows of data.

To predict the sustainability index for the
dataset, 98% of the data is used for training
and 2% for testing. Most of the data is used
for training simply because deep models have
many parameters to determine and these
parameters can be defined using a lot of data.
The results are shown in Table 5 in ascending

order as far as the test accuracy, precision,
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recall and F1 score values are concerned. The
same order is observed for training, except
for the fourth and fifth rows. It is clear from
Table 4 that the best results are obtained
using the gradient boosting classifier (GBC).
For example, the test accuracy is 12.50%
better than its closest competitor, the k
nearest neighbor classifier (kNN). On the
other hand, the worst accuracy is obtained by
a classical algorithm, namely naive Bayes
classifier (NBC). A comparison of GBC and
NBC shows that GBC has a 62.66% higher

test accuracy.

Although the test accuracies of the decision

tree classifier (DTC) and the random forest

observed for precision, recall and F1 score in
training, while the opposite is true for test
values. The test scores of k nearest neighbor
(KNN) classifier are better than both DTC and
RFC, although the training scores of KNN
may be a little worse than RFC. Test
performance is given a higher priority in this

work.

All

optimized by grid search in simulation. The

models obtained in this work are
support vector classifier uses a radial basis
function. The nearest neighbor classifier uses
3 neighbors for classification. The decision
tree and random forest classifiers use a

maximum depth of 5. The gradient boosting

classifier (RFC) are the same, the training  classifier uses 100 estimators with a
accuracy of the random forest classifier ~ maximum depth of 5.
(RFC) is better. The same discrepancy is

Table 5: Simulation Results For Various Classifiers For The Given Dataset.

Method trainacc testacc prec_train  prec test recall train recall test fl train fl test
NBC 57.06 57.89 0.6464 0.6146 0.5682 0.5611 05030  0.5128
SvC 63.12 73.68 0.6497 0.7386 0.6300 0.7333 0.6181  0.7339
DTC 78.92 78.95 0.7962 0.8036 0.7887 0.7833 0.7878  0.7841
RFC 84.87 78.95 0.8492 0.8036 0.8485 0.7833 0.8486  0.7841
kNN 83.97 84.21 0.8416 0.8846 0.8394 0.8333 0.8394  0.8348
GBC 99.89 94.74 0.9989 0.9545 0.9989 0.9444 0.9989  0.9468

To examine the performance of the GBC in

more detail, the confusion matrices in

training and test are drawn. The results are
shown as percentages. In Fig. 10, it is seen

that in training phase none of the

sustainability “1” data is classified

incorrectly, whereas 0.11% of all the data are

classified incorrectly as sustainability “1”.
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GBC training confusion matrix:

<AxesSubplot:>
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Figure 10: GBC Training Confusion Matrix.
Values Are Shown In Per Cent.
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On the other hand, the test confusion matrix
shows more error. Unsustainable data are
classified correctly except for 5.26% of all
data. Sustainable data is correctly classified

(Fig. 11).

GBC test confusion matrix:

<AxesSubplot:>

- 0.5
- 0.4
- 0.3
-0.2

-0.1

-0.0

'
(] 1

Figure 11: 10 GBC Test Confusion Matrix.
Values Are Shown In Per Cent.

The number of (in)correctly classified test
data is shown in Fig. 12. Eight of the nine
‘unsustainable' data are correctly classified,
while all ten 'sustainable’ data are correctly

classified.

10

Figure 12: Confusion Matrix Of Test Data
For GBC.

Test accuracy, macro and weighted averages
of precision, recall and F1-score values are
shown in Fig. 13. It can be seen that the
precision value of the unsustainable data is
better than the sustainable data, but the recall
and Fl1-score values are better for the

sustainable data.
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precision recall  fl-score  support
0 1.00 0.89 0.94 9
1 0.91 1.00 0.95 10
accuracy 0.95 19
macro ave 0.95 0.94 0.95 19
weighted 0.95 0.95 0.95 19

ave

Figure 13: Classification Of Test Data For
GBC.

Since the errors are within acceptable limits,
the proposed combination of random forest
classifier for feature selection and gradient
classifier  for of

boosting prediction

sustainability  indices  for  BIST100

companies gives successful results.

6. CONCLUSION

Companies publish  reports containing
primarily economic data to facilitate the flow
of information to their stakeholders. World
developments have shown that economic
reporting alone cannot ensure the continuity
of this flow. Companies have begun to reflect
their sensitivity to participate in sustainability
activities, as well as their accountability and
their by

preparing reports on their positive social and

transparency to stakeholders,
environmental policies. According to the
literature, the basic elements of circular
economy are at an extremely high level in
these reports [37]. Despite all the advantages,
the preparation of a SR is not required by any
legal regulation in Turkey. As a result, the
factors that influence whether companies
publish SRs or not have become a focus of
research. In recent years, attention has been

drawn to the relationship between SR and FP.
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Over time, stock market indices have been
established, first in the capital markets of
developed countries, where companies are
classified into a specific sustainability
category. Since 2014, XUSRD has been
conducting assessments in Turkey for this
specific purpose. Companies' participation in
the circular economy encompasses various
benefits,

such as enhancing reputation,

improving corporate image, increasing
revenues, increasing profit margins, reducing
costs, and promoting employee motivation,
There

numerous factors that could be considered.

among others. are potentially
For the purposes of this framework, the
sample group of the study has been identified

as XUSRD.

This relationship in the XUSRD sample has
been discussed using statistical methods from
the literature. The study by Vitezic, Vuko,
[59],
relationship between SR and FP using a

and Morec which examined the
logistic regression analysis, is noteworthy.
This study was conducted in Croatia using
data from 2002 to 2010. ROA, ROE and firm
size were used as FP indicators. According to
the data from Croatian companies, all three
variables are effective in the publication of
SR. In their study using 2014-2021 data,
Dagistanli and Celik [60] found that the
profitability variables had no significant
effect, while the size variable did. The studies
had classification rates of %80 and %84,

respectively.
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In this study, contrary to the Turkish Stock

Exchange literature, machine learning
techniques were used for the first time to
predict firms' participation in XUSRD using
FP data. Company/year data were collected
from the reports of 44 companies in XUSRD,
which were studied between 2014 and 2021.
The data shortage problem, which is a
limitation of machine learning-based
predictive modeling in the financial market,
was overcome using column-by-column
randomization, which is a simple and
powerful data augmentation method. The
proposed method in this paper is a
combination of random forest and gradient
boosting, and is compared with five other
machine learning methods, namely, k-nearest
neighbor, random forest, decision tree,
support vector, naive Bayes classifier. The
proposed method achieved a test accuracy of
94.74%, while the test accuracy of its closest
rival, namely k-nearest neighbor, reached
84.21%. As a result, the SR-FP relationship
has been discussed for the first time with
machine learning techniques, unlike the
methods used so far. The obtained results
show that the method applied in the data

collection is well suited.

Considering the capital market regulations of
developed countries, the SR issuance policy
in Turkey is expected to be subject to various
regulations. In this way, published reports
and cyclical economic data, TBL records and

financial data will be made available to
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investors in a transparent manner. Forecasts
made and to be made in the literature with
statistical and machine learning-based
methods will become much more meaningful
in the future.
The analysis in this study has some
limitations, and future research may be
conducted on other aspects of the topic. The
study used accounting-based measures to
analyze the the
companies in the XUSRD. Market-based

ratios,

profitability data of

which are partially objectively
evaluated, as seen in some studies in the
literature, can be added to the independent
variables. In addition, variables related to the
corporate governance structure (number of
supervisory and board members, male/female
ratio of board members, etc.), as observed in
some studies in the literature, can be included
in the scope of research on the attitude
towards the publication of SR. To understand
the extreme changes of profitability variables
in Turkey and some technical details,
profitability variables of different countries

can be compared with XUSRD companies.
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Makale Bilgisi Onemli Noktalar

Tarih boyunca onemli teknolojik ilerlemeler, askeri giiclerin daha verimli ve etkili olmasmni
saglamustir. Giiniimiizde yasanan onemli teknolojik gelismelerden biri olan yapay zekanin da askeri
alanda sinerji yaratacak potansiyele sahip oldugu degerlendirilmektedir. Ozellikle Vietnam savasi
sonrasmda onemi artan ve gelistirilen askeri taktik aglarin veri isleme ve iletme yetenekleri yapay
zekd ile desteklenecek kritik sahalarin basinda gelmektedir.
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Ozet

Askeri operasyonlar, her zaman strateji ve taktiklerin etkili bir sekilde kullaniimasin gerektirmektedir. Bu gerekliligin sekil
verdigi teknolojik ilerlemeler, giiniimiizde askeri gii¢lerin daha verimli ve etkili kullaniimasini saglamaktadr. Derin makine
ogrenimi gibi yapay zekd yontemleri, askeri stratejilerin gelistirilmesi ve uygulanmasinda énemli bir rol oynamistir. Bu
stratejilerden biri de Askeri Taktik Aglarin tiim harp alaninda kullanilmas: sayesinde yasanmaktadir. Ancak harp alaninda
Askeri Taktik Aglar tarafindan tiretilen biiyiik verinin korelasyon yapilarak karar destek sistemlerine anlik bilgi aktarilmasi ve
dogru kararlari zamaninda verebilmesi zor bir siire¢ olup, bu siirecin teknoloji destegi olmadan gelistirilemeyecegi asikdrdur.
Bu noktada Yapay zekd uygulamalarindan biri olan Derin Makine Ogrenimini askeri taktik aglar ile biitiinlestirmek, daha hizh
ve isabetli tahminler saglayabilecek, kisitlamalart hafifletecek, askerler iizerindeki asiri bilgi yiiklemesini azaltacak ve ag
savunma stratejilerinin gelisimini saglayacaktir.

Abstract

Military operations always require the effective use of strategy and tactics. Technological advances shaped by this necessity
enable the more efficient and effective use of military forces today. Artificial intelligence (Al) methods such as deep machine
learning (DML) have played an important role in the development and implementation of military strategies. One of these
strategies is experienced through the use of Military Tactical Networks (MTN) in the entire battlefield. However, it is a difficult
process to correlate the big data produced by MTN in the battlefield and transfer instant information to decision support
systems and make the right decisions in a timely manner, and it is obvious that this process cannot be developed without
technology support. At this point, integrating DML, one of the Al applications, with MTN will provide faster and more accurate
predictions, alleviate restrictions, reduce information overload on soldiers and enable the development of network defense
strategies.
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1. GIRiS INTRODUCTION)

Askeri operasyonlar, her zaman strateji ve
bir sekilde
gerektirmektedir. Teknolojik ilerlemeler, askeri

taktiklerin etkili kullanilmasim

giiclerin daha verimli ve etkili olmasini
saglamistir. Son yillarda, Derin Makine Ogrenimi
(DMO; Deep Machine Learning-DML) gibi
yapay zekd yontemleri, askeri stratejilerin
gelistirilmesi ve uygulanmasinda 6nemli bir rol
oynamistir. Bu stratejilerden biri de Askeri
Taktik Aglarin  (ATA; Military Tactical
Networks-MTN) tiim harp alaninda kullanilmasi
sayesinde yasanmaktadir. Bu aglar, operasyonlar
sirasinda askeri birimler arasindaki iletisim ve
bilgi aligverisinin omurgasini olusturmaktadir.
Gilinlimiiziin tiim modern ordularinda kullanilan
ve harekat konseptlerinin ayrilmaz bir pargasi
ATA’lar kuvvetler arasinda

olan sahada

asimetrik gii¢ etkisi yaratabilmektedir.

DMO, yapay sinir aglart ve derin 6grenme
algoritmalariyla c¢aligan bir alami ifade eder.
Biiyiik veri kiimelerini analiz ederek desenleri ve
iligkileri tespit etmek i¢in kullanilir [1]. Derin
ogrenme modelleri, katmanl yapisiyla karmagik
gorevleri basariyla yerine getirebilir ve insanlarin
yapamayacagl kadar biiyiik veri kiimelerini
isleyebilir. Bu nedenle, askeri stratejilerin
gelistirilmesinde ve optimize edilmesinde 6nemli

bir ara¢ haline gelmistir.

DMO’nin temelini olusturan derin aglar, DMO
icin temel bir yap1 tasidir. Derin aglar karmagsik
veri kiimelerinden otomatik olarak Ggrenme
yetenegi saglar. Derin aglarm, herhangi bir
egitimden Once bile sayisal duyarlilik sergileme
yetenegi, sayisal bilgileri islemek i¢in dogustan
gelen bir kapasiteye sahip olduklarini gosterir [2].
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Ayrica, maruz kaldiklar1 agamali gelisimsel
iyilestirme, Ogrenmenin temel bir yoni olan
O0grenme ortaminin istatistiksel yapisina uyum
saglayabildiklerini gostermektedir. Genel olarak,
bu bulgu, derin aglarin yetenekleri ve farklhi
alanlardaki potansiyel uygulamalar1 hakkinda

degerli bilgiler saglar [3].

Askeri operasyonlarda, hizli ve dogru karar

verilmesi hayati Oneme sahiptir. Goztepe,

Dizdaroglu ve Sagiroglu'na gore DMO,
algoritmalarinin gelismesine paralel olarak yakin
gelecekte operasyonel karar verme siirecini
iyilestirmek i¢in kullanilacaktir [4]. Buradan
hareketle biiyiik veri analizi ve derin 6grenme
algoritmalarinin, diisman faaliyetlerini tahmin
etmek, diisman hedeflerini belirlemek ve dost
birliklerin hareketlerini optimize etmek gibi
gorevleri  gerceklestirebilecegi  sOylenebilir.
Ornegin, derin 6grenme modelleri, dnceki askeri
operasyonlardan elde edilen verileri kullanarak
diisman stratejilerini ve davraniglarini analiz
edebilecek ve gelecekteki operasyonlar igin

stratejik Onerilerde bulunabilecektir.

DMO, nesne tanima ve hedef tespiti konularinda
da Onemli bir olgunluga erigmistir [5]. Askeri
taktik aglarinda, diisman birliklerini veya tehdit
olusturan unsurlar tespit etmek i¢in goriintii veya
video verileri iletilmektedir. Derin 6grenme
modelleri, bu iletilen wverileri analiz ederek
diisman hedeflerini tespit etme, tanima ve takip
etme algoritmalar gelistirebilecek yetenege
ulasmislardir. Bu da sahadaki birliklerin ve
komuta kademelerinin daha isabetli kararlar
almasin1 ve etkili bir sekilde hedef odakli

operasyonlar yapabilmelerini saglayabilecektir.

DMO, askeri taktik aglarinda kullanilan &zerk

sistemlerin ve robotlarin gelistirilmesinde de
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biiyiik bir rol oynar [6]. Ornegin, Insansiz Hava
Araglart (IHA'lar) ve Insansiz Kara Araglari
(IKA'lar), Insansiz Deniz Araglar1 (IDA’lar)
derin 6grenme modellerini kullanarak ¢evrelerini
algilayabilir, rotalarim1 optimize edebilir ve
hedeflere yonelik saldirilart gergeklestirebilir.
Bu, birliklerin risklerini

askeri azaltirken,

operasyonel etkinliklerini artiracaktir.

Bu calismada, DMO’nin ATA’lardaki etkisi
arastirilarak potansiyel uygulamalar1 ve faydalari
incelenmis, ayrica askeri stratejilerin
gelistirilmesinde ve optimize edilmesinde olasi
kullanim sahalar1 tespit edilmeye calisilmistir.
Makalede, elde edilen veriler 15181nda yapay zeka
uygulamalarinin taktik aglar ile biitiinlestirilmesi
sonucunda bu  sistemlerin  kullanicilarina
sagladigi faydalardaki degisim incelenmistir. Bu
kapsamda modern ordular tarafindan
kullanilmakta olan mevcut ATA kullanim
konseptleri incelenmis, DMO uygulamasi ile
sahalar bu

gelistirilebilecek ongoriilerek

kapsamda yapilan literatiir arastirmalari ile
ongoriiler karsilagtirilmistir. NATO iilkelerince
kullanilan Link-6, Link-7, Link-10, Link-11,
Link-11, Link-16, Link-22, IJIMS ve SADL [7]
gibi taktik aglarinin konseptlerinin gelistirilmekte
ile

olan DMO yetenekleri birlestirilmesi

sonucunda ortaya ¢ikabilecek degisikliklerin

nasil olabilecegine iliskin degerlendirmeler
yapilmustir.
Mevcut literatiirde konuya iliskin yapilan

caligmalarda her ne kadar ATA’larin yapay zeka
uygulamalar1 ile birlikte kullanimina vurgu
yapildig1 goriilse de DMO etkisinin tiim yonleri
ile analiz edildigi bir ¢alismaya rastlanmamustir.
Bulunan kaynaklarda en fazla yapay zekanin

komuta kontrol sistemlerine olan etkisi bulunmus
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olup DMO ile askeri taktik linklerin
biitiinlestirilmesi konulara deginilmedigi tespit
edilmistir [8]. Bu makalede giiniimiizde daha ¢ok
giivenli ve hizli veri iletimi maksatl kullanilan
ATA’larin, i¢inde akan veri denizinin hangi
fonksiyon alanlarina gore siniflandirilmasi
(nesnel konumlandirma, siber giivenlik, lojistik,
hedef tanima, asker sagligi, egitim, durumsal
farkindalik) gerektigi ve DMO algoritmalarinin
etkisiyle bu alanlarda yasanabilecek gelismeler

incelenmistir.

Nitel analiz yontemi ile ele alinan bu makalede,
katmanli yapisiyla karmasik gorevleri basariyla
yerine getirebilen Derin Ogrenme Modellerinin

ATA’lara  uyumlandirilmast  ile  askeri

operasyonlarda potansiyel gelisme sahalari,

sorun sahalar1 ile ortaya konmustur. ATA’larin
DMO ile desteklenmesi durumunda bahsedilen
siiflar altinda ayr1 ayri incelenmis, ayrica askeri

stratejilerin  gelistirilmesinde  ve  optimize

edilmesinde olasi kullanim sahalar1 tespit

edilmeye calisilmustir.

Calisma ii¢ boliimden olusmaktadir. Ik béliimde
Askeri Taktik Aglarin ne oldugu ve hangi
maksatlar ile kullanmldigina iliskin 6zet bilgi

sunulmaktadir. Ikinci boliimde DMO

uygulamalarinin tatbik edildigi alanlarin ATA

yeteneklerine saglayabilecegi katkilar

arastirilmis, bu  kapsamda  gelisen ve
gelistirilmekte olan DMO algoritmalari ile;
Nesne Konumlandirma, Siber Giivenlik, Lojistik,
Hedef Degerlendirme, Saglik, Egitim ve
Durumsal Farkindalik fonksiyon sahalarinda
ATA’lar ile beraber kullanimlarinin
yaratabilecegi sinerji etkileri incelenmistir. Son
olarak DMO’nin, ATA’lara entegrasyonuna

iliskin asilmasina ihtiyag duyulan zorluklar
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siralanmis  ve calismadaki temel bulgular

iizerinden genel bir degerlendirme yapilarak

calisma sonlandirilmistir.

2. ASKERI TAKTIK AGLARI ANLAMAK
(UNDERSTANDING MILITARY
TACTICAL NETWORKS)

Askeri taktik aglari, askeri harekatlarda
kullanilan giivenli ses ve veri paylasim
sistemleridir. Bu aglar, askeri birliklerin

birbirleriyle, komuta merkezleriyle ve diger

kaynaklarla  haberlesmesine  olanak tanir.
Amaglarina gore tarihsel olarak gelisim gosteren
bu aglar ile giiniimiizde askeri birimler arasinda
taktik veya opreratif veri degisimleri, erken ihbar
uyarilari, silireli veya siirekli yaymlar, silah
sistemlerinin kontrolii, radar iz paylasimlar1 ve
durumsal farkindalig arttiric1 verilerin tek yonlii

veya karsilikli olarak paylasimlar1 yapilmaktadir
[91.

Gliniimiiz kosullarinda kisith operasyonlar da
dahil olmak iizere, tiim operasyon tiirlerinde bu
verilerin anlik ve eksiksiz olarak komuta
kademesine aktarilmasi, karar vericilerin en
dogru karari, en kisa silirede vermesini saglamaya
Bahse konu verilerin

yardime1  olmaktadir.

komuta kademelerine giivenli ve kesintisiz bir

sekilde aktarilmasim1  saglayan teknolojik
sistemler ise Askeri Taktik Aglar (ATA) olarak
adlandirilmaktadirlar. ~ ATA’lari,  genellikle

kablosuz iletisim teknolojileri, veri baglantilari

ve Dbilgi giivenligi protokolleri kullanarak
olusturulur. Bu aglar, birliklerin sahadaki
durumlarint  takip etmelerini, koordinasyon

saglamalarint ve gerektiginde hizli kararlar
almalarmi saglar. ATA’lari, genellikle saha
tabanli olan yerel aglardan olusur. Bu aglar,

askeri araclar, tasinabilir cihazlar, sensorler ve
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diger ekipmanlar arasinda iletisim saglar. Bu
iletisim, ses, veri ve video gibi farkl tiirlerde

verilerin aktarilmasini igermektedir [7].

ATA’lar, operasyonlar sirasinda askeri birimler

arasindaki iletisim ve bilgi aligverisinin
omurgasini olusturmaktadir. Kara, deniz, hava ve
uzay dahil olmak iizere farkli platformlar
arasinda gercek zamanli veri iletimi, durumsal
farkindalik ve koordinasyon saglarlar. ATA’lar
icerdikleri teknolojiye bagli olarak goriis ici veya
goriis Otesi menzillerde haberlesebildikleri gibi
zaman boyutunu da kullanarak haberlesme

etkinliklerini arttirabilmektedirler.

Glinlimiiziin tiim modern ordularinda kullanilan
ve harekat konseptlerinin ayrilmaz bir pargasi
olan ATA’lar, sahada kuvvetler arasinda
asimetrik gii¢ etkisi yaratabilmektedir. Verileri en
hizli sekilde bilgiye doniistiiren ve kararlar1 en
kisa stirede birimlerine ulastirabilen karar
vericiler bu avantaji elde etmektedirler. Veriler
mobil veya sabit konuslu sensorlerden elde
edilebilmektedir [10].

saglayabilecek oOrnek sistemleri ise su sekilde

S6z konusu verileri

siralayabiliriz:

o Kara konuslu Elektronik Sensorler (Sabit Hava
Savunma Radarlari, Mobil Hava Savunma

Radarlar1i, Elektronik Karigtirict  Sistemler,
Elektronik Algilayici ve Tespit Sistemleri, Optik
ve Infra Red Kameralar, Pasif Radarlar, Hava
Savunma Telsizleri, Dost-Diisman Tanimlama
Sistemleri, Elektronik Destek/Taarruz Sistemleri)
e Ucan Elektronik Sensorler (Havadan Erken
Thbar Ugaklari, insansiz Hava Araglari, Havadan
Karigtirma  Ugaklari, Elektronik

Destek/Taarruz Ugaklari, Elektronik/Optik/Infra

Havadan
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Red Kesif Ucgaklari, Elektronik Algilayict ve
Tespit Ugaklari)

e Uzay Sistemleri (Kesif Uydulari, Haberlesme
Uydulari, Radar Uydulari, Elektronik Destek
Uydulari, Uzay ve Hava Savunma Uydular1)

e Silah Sistemleri (Akilli ve Taktik Ag baglantili
her tiirlii mithimmat)

e Kara Konuslu Silah Sistemleri (Hava Savunma
Sistemleri, Fiize Sistemleri, Zirhli Birlikler,
Mobil Komuta Kontrol Merkezleri

e Ucan Silah Sistemleri (Muharip Jet Ugaklar,
Mubharip Pervaneli Ucaklar, Mubharip
Helikopterler, Kargo Ugcaklari, Havadan Yakat
Ikmal Ugaklar1, Genel Maksat/Arama Kurtarma

Helikopterleri,

e Deniz Ustii Silah Sistemleri (Muharip
Gemiler, Lojistik Destek Gemileri)

e Deniz Al Silah Sistemleri (Muharip
Denizaltilar)

Ornekleri gogaltabilecegimiz bu sistemlerin bir
arada uyum igerisinde ¢aligmasini saglayabilmek
ve dogru kararlari zamaninda verebilmek normal
insan zekasi ile yapilamayacag asikardir. Ciinkii
bu
biiylikliigli yiiksek boyuttadir ve ¢ok farkli

dinamik olan sistemlerden akan veri

alanlarda anlik olarak korale edilmesi igin
muhakkak yapay zeka destegi gerektirmektedir
[1]. Ayrica bu harekat verilerinden daha fazlasi
da ilave olarak istihbarat, lojistik ve personel
birimlerinden de gelmektedir. Elde edilen bu
Bilyiik Verinin yapay zeka algoritmalart ile
islenmesi ve karar tercihlerine doniistiiriilmesi,
birliklerini komuta eden karar vericilere biiyiik

kolaylik saglayacaktir.

DMO gibi bir baska yapay zeka uygulamasi olan
Derin Sinir Aglar1 (DSA; Deep Neural Networks-
DNN), goriintii ve ses gibi karmagik, yiiksek
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boyutlu veriler igin 6zellikle uygun olan bir tiir

makine  0grenimi  modelidir.  Chjen ve
arkadaglarina gore katmanli bir ag savunma
stratejisinin bir parcasi olarak, gelen verileri
smiflandirmak ve potansiyel tehditleri tespit
etmek i¢cin DSA simiflandirma modelleri
kullanilmaktadir [11]. Ancak, makine &grenimi
modellerinin kusursuz olmadigin1 ve yanlis
pozitifler iiretebilecegini veya ince anomalileri
gbzden kagirabilecegini not etmek dnemlidir. Bu
nedenle, kapsamli bir ag savunma stratejisi igin
makine 6grenimi modellerinin yani sira giivenlik
duvarlari, erigsim kontrolleri ve diizenli giivenlik
denetimleri gibi diger giivenlik 6nlemlerini dahil

etmek gerekmektedir [12].

zeka
DSA

ile

Elde edilen bilgiler 1s1iginda yapay
DMO
taktik

daha hizli

uygulamalarindan  olan ve

tekniklerinin ~ askeri aglar

biitiinlestirilmesi ile, ve isabetli

tahminler yapilabilecegi, kisitlamalari
hafifletilebilecegi, askerler tizerindeki asir1 bilgi
ve siber

yiikiiniin  azaltilabilecegi savunma

stratejilerinin giiclendirilebilecegi

sOylenebilmektedir.

3. NESNE KONUMLANDIRMA
KAPSAMINDA DMO UYGULAMALARI
(APPLICATION OF DEEP MACHINE
LEARNING IN OBJECT LOCATION)

DMO’nin ATA’lardaki en Onemli

uygulamalarmdan biri de nesne
konumlandirmadir. Geleneksel olarak, denizde,
karada ve havada nesne konumu ig¢in radar
istasyonlari, elektronik sorgulayicilar ve uydular
gibi yontemler kullanilmaktadir. Ancak, bu
yontemler genellikle biiyiik miktarda veriyi etkili
bir sekilde isleme gibi zorluklarla yol agmaktadir.

Yapay sinir aglar1 gibi DMO algoritmalar1 da
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nesnelerin hareketindeki anormallikleri analiz
ederek ve tanmimlayarak nesne konumlandirmayi

iyilestirebilmektedir [13].

DMO teknolojilerinde, gercekten de ¢esitli
aragtirma alanlarinda dikkate deger ilerlemeler

yasamustir.  Genellikle  goriinti  islemede

kullanilan ve girdi olarak gorselleri alan bir derin
O0grenme algoritmasi olan Evrisimli  Sinir
(ESA;

Networks-CNN) stirekli gelismesiyle, bilgisayar

Aglarinin Convolutional ~ Neural
goriintii isleme teknikleri gilinlimiizde yiiksek
performans ve dogruluk seviyelerine ulasmig
durumdadir. ESA'lar, goriintii smiflandirma,
nesne algilama ve goriinti boliimleme gibi
bilgisayar destekli gorsel analiz yeteneklerinde
devrim yaratti demek yanlis olmayacaktir. ilave
olarak, Bulantk ARTMAP ve Gauss Karigim
Modeli gibi teknikler, belirlenmis standartlardan
herhangi bir sapmay1 izlemek ve belirlemek i¢in
kullanilabilir [14]. Bu algoritmalar, sistemin
onemli olmayan olaylar algilayip kullanmaz iken
onemli olaylara dayali kaliplar1 6grenmesini ve

yeni bilgi olusumlarim giincellemesini saglar.

Derin 6grenmenin ve ESA'larin hizli geligimi,

asagidaki Ornekler gibi ¢esitli alanlarda

bilgisayarla goriintii isleme uygulamalarini

biiyiik dl¢iide gelistirmistir:
3.1 Yiiz Tamima

ESA'lar, yiliz tanima sistemlerinin dogrulugunu
ve saglamligini 6nemli 6lciide iyilestirmis ve en
cok kullanilan derin 6grenme algoritmalaridan
[15].

Katmanh

birisi

ESA’larin

olmustur
Cok
(Multilayer Perceptron) gibi bir¢ok algoritmanin

Yapilan c¢aligmalarda

Algilayicilar

performansindan daha yiiksek bir performans

sergiledikleri tespit edilmistir [16,17]. ESA
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algoritmalarn ~ sayesinde  bilgisayarlar  yiiz

goriintiilerinden ayirt edici 6zellikleri ¢ikarmay1
ogrenebilmektedirler. Bu da bireylerin dogru bir
sekilde tanimlanmasini

[17]. Bu

biitiinlestirilmis akilli

ve dogrulanmasini

saglamaktadir sayede ATA ile

silah sistemlerinin ve

mithimmatlarin hedeflerine dogrulukla
yonlendirilmesinin ~ saglanabilmesi  miimkiin
goriilmektedir.

3.2 Nesne Tespiti

Daha Hizli Bolgesel Temelli ESA ve You Only
Look Once (YOLO) gibi ESA tabanli nesne
algilama  yontemleri, resimlerdeki veya
videolardaki nesneleri belirleme ve yerellestirme
elde

resimdeki

konusunda
edebilmektedir

etkileyici
[5]. YOLO bir
nesneleri gercek zamanli olarak algilayan ve
YOLO, ESA’m
kullanarak nesne tespitini bir regresyon problemi
Bu

sonuglar

tantyan bir algoritmadir.

olarak gerceklestirir. algoritma,
goriintiilerdeki nesneleri tek bir gecisle tespit
etme yetenegiyle hizli ve etkili bir yontemdir.
Ayrica, YOLO tespit edilen nesnelerin sinif
ayrimlarimt da saglar. Bu tekniklerin otonom
stirii, gozetleme, medikal tani/teshis ve robotik

gibi alanlarda 6nemli uygulamalar1 vardir [18].

Nesne tespiti; savunma (gézetleme), insan-

bilgisayar etkilesimi, robotik ve ulagim vb. bir¢ok

alanda uygulanmaktadir. Bu  teknolojinin

kullanildig1 alanlardan biri, siirekli gozetimdir.
Siirekli gdzetim i¢in kullanilan sensorler, kisa bir
stire icinde petabaytlarca goriintli  verisi
iiretebilmektedir. Bu veriler, cografi verilere
indirgenmekte ve mevcut senaryo hakkinda net
bir fikir edinmek igin diger verilerle entegre

edilmektedir [6]. Bu siireg, ham goriinti
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verilerinden insanlar, araglar ve siipheli nesneler
gibi varliklar1 izlemek i¢in nesne konumunu
[19]. Bu

alaninda kullanilan kamera sistemleri ve uzaktan

icermektedir teknoloji, glivenlik
izleme sistemleri gibi uygulamalarda yaygin

olarak kullanilmaktadir. Bunun yani sira, askeri

ulasim alaninda trafik akisim1 izlemek ve
optimizasyon icin kullanilabilecegi
degerlendirilmektedir.

3.3 Nesne Takibi

ESA'ar, nesne takip algoritmalarinin

gelistirilmesinde de onemli bir rol oynamustir.
Zaman ic¢inde nesne 6zelliklerini 6grenip tahmin
eden bu algoritmalar, nesneleri video karelerinde
verimli bir sekilde izleyebilmekte ve onlar
gbzetim ve video analizi gibi alanlarda kullanigh

hale gelmesini saglamaktadir [20].

ESA'lar, gorsel veriler iizerinde derin 6grenme

yontemlerini kullanarak ~ nesne izleme
uygulamalarina 6nemli katkilar saglamaktadir
[21]. Bu algoritmalar, video karelerindeki nesne
ozelliklerini zaman i¢inde 6grenmek ve tahmin
etmek igin derin  Ogrenmenin  giiclini
kullanmaktadir [22]. Bu sayede, gdzetleme, video
analizi ve diger ilgili alanlarda ¢esitli
uygulamalar miimkiin hale gelmektedir. ESA
tabanli nesne izleme algoritmalari, geleneksel
yontemlere kiyasla daha yiiksek dogruluk ve
saglamlik sunmaktadir. Derin 6grenme teknikleri
sayesinde, bu algoritmalar nesnelerin daha etkili
bir sekilde izlenmesini saglamakta ve karmagik
ortamlarda dahi iyi performans sergilemektedir.
Bu ozellikleri sayesinde, ESA tabanli nesne
izleme algoritmalari, modern bilgisayarli gorii
olarak

sistemlerinde paha bigilmez araglar

degerlendirilmektedir [21].
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Bu gelismeler, gozetleme, gilivenlik, trafik
kontrolii, otomatik siiriis, video analizi ve diger
birgok uygulama alaninda Snemli ilerlemelere
yol agmaktadir. ESA'larin giiciinii kullanan nesne
izleme algoritmalar1, ger¢ek zamanl nesne takibi
icin daha etkili ve verimli ¢oziimler sunmaktadir.
Bu sayede, ozellikle insansiz askeri sistemler
basta olmak iizere, operasyon alani icerisinde
bulunan tiim dost ve diisman unsurlarin
hareketliligi takip edilebilecegi gibi, diisman
hareketlerinin hareketliliginden niyetini tespit
onceden tedbir

edip daha almabilecegi

degerlendirilmektedir.

3.4 Semantik Segmentasyon

Semantik Segmentasyon (Anlamsal Boliitleme),
bir goriintiideki piksel diizeyindeki objeleri
algilayarak, farkli smiflara ait nesnelerin
bolgelerini ¢ikarmak igin kullanilan bir goriinti
isleme teknigidir [23]. Tim smiflart ayri ayri
gruplandirmak igin, 6ncelikle bir 6grenme modeli
kullanilmas1 ~ gerekmektedir.  Bu  model,
goriintiilerdeki farkli siniflara ait nesnelerin
ozelliklerini Ogrenerek, goriintiideki pikselleri
[24]. Bu sekilde, bir

siniflara

siiflara  ayrabilir

goriintiideki ~ farkli ait  bolgeleri
belirlemek miimkiin olur. Anlamsal Bdliitleme
islemi genellikle derin 6grenme veya yapay sinir
aglariyla gercgeklestirilir. Bu yaklasim, nesnelerin
daha karmasik yapilarini daha iyi tammlayabilir
ve dogru smiflandirma yapabilir [25]. ESA'lar,
bir goriintiideki her piksele bir simf etiketi
atamay1 iceren anlamsal segmentasyonda devrim
yaratmistir. ESA'lardaki ilerlemeler gergekten de
yeni olasiliklarin farkina varilmasim saglamis ve
isleme uygulamalarinin

bilgisayarli gorintii

performansin1  iyilestirerek  sonugta  ¢esitli
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endiistrilere ve askeri faaliyet alanlarina fayda

saglamistir.

Yukarida bahsedilen 6rnek uygulamalardan da
anlasilacagi {izere derin O6grenmenin, veriye
dayali yaklasimlardan 6grenmek igin gii¢lii bir
arag¢ oldugu kanitlanmigtir. Ayrica manuel olarak
tasarlanmis Ozelliklere duyulan ihtiyact geride
biraktigini sdylemek yanlis olmayacaktir. Biiyiik
Olcekli veri kiimelerinin mevcudiyeti gergekten
de derin 6grenmenin basarisinda ¢ok dnemli bir
rol oynadigi goriilmektedir. Bu veri kiimeleri,
derin 6grenme modelleri icin adeta yakit gorevi
gorerek anlamli kaliplart etkili bir sekilde
genellestirmelerini ve cikarmalarini
saglamaktadir. Derin 6grenme modelleri, ¢esitli
ve kapsamli veri kiimeleri iizerinde egitim alarak
verilerin karmasik temsillerini 6grenebilir ve bu
da goriintii tanima, dogal dil isleme ve daha
fazlas1 gibi ¢esitli gorevlerde performansin
artmasina yol agabilmektedir. Verinin bol olmasi,

daha genellestirmeye ve miihendislerin

iyi
manuel olarak tasarlamasi zor olabilecek ig
goriilii korelasyonlarimi ve oOzelliklerini ortaya

¢ikarma potansiyeline olanak tanimaktadir [25].

Uygulama sayist artmaya devam ettikce, g¢esitli
ve zengin uygulama verilerinin birikimi de
artmaktadir. Bu veriler, derin 6grenmenin daha
da gelistirilmesi ve uygulanmasinda ¢ok 6nemli
bir rol oynar. Ancak, verilerin kalitesinin derin
O6grenme modellerinin etkinligi lizerinde 6nemli
bir etkiye sahip olabilecegini not etmek
DMO

yiiksek  Kaliteli,

Oonemlidir. algoritmalarinda kullanilan
dogru sekilde -etiketlenmis
veriler, daha giivenilir ve dogru sonuglara katkida

bulunmaktadir [26].

Gergek diinya verilerine ek olarak, sentetik

verilerin entegrasyonunu dikkate almak, derin
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O0grenme i¢in mevcut veri miktarini artirmak
acisindan da degerli olabilir. Sentetik veri
olugturma teknikleri, modelin gergek diinya
senaryolarindaki varyasyonlar1 genellestirme ve
isleme yetenegini daha da gelistirerek mevcut
veri setini artirabilir. Bununla birlikte, sentetik
verilerin istenen gercek diinya senaryolarini

dogru bir sekilde temsil etmesini saglamak,

optimum performans i¢in ¢ok 6nemlidir [27].

Ozetle, ATA’lar ile biitiinlestirilmesi sonucunda
derin 6grenmeden elde edilecek biiylik olcekli
verilerin mevcudiyeti ve bu verilerin Kalitesi,
derin O6grenmenin basarisi i¢in ¢ok Onemli
faktorlerdir. Ek olarak, harp simiilasyonlari, harp
oyunlari ve tatbikatlardan saglanabilecek sentetik
verilerin dahil edilmesi, verilerin miktarini ve
cesitliligini  artirmak, bdylece derin 6grenme
modellerinin  yeteneklerini  gelistirmek i¢in
tamamlayici bir yaklagim olarak distiniilebilir
[28].

4. ASKERI TAKTIK AGLARDA SIBER
GUVENLIGIN ARTIRILMASI
(ENHANCING CYBERSECURITY OF
MILITARY TACTICAL NETWORKS)
Askeri stratejilerde yapay zeka uygulamalarinin
kullanimi, ATA’larda siber giivenlik agisindan
yeni zorluklar ortaya ¢ikarmaktadir. Yapay zeka,
siber saldirilarin daha sofistike hale gelmesine ve
savunma sistemlerinin bu saldirilara uyum
saglamasinin zorlasmasina neden olmaktadir. Bu
noktada, Bistron ve Piotrowski tarafindan yapay
zekani ayni zamanda askeri taktik aglarda siber

giivenligi artirmak i¢in de gii¢lii bir ara¢ olarak
kullanilabilecegi ifade edilmistir [29].

Askeri taktik aglarda siber gilivenligin artirilmasi,
sirekli yenilik ve ortaya ¢ikan tehditlere uyum

saglamay1 gerektiren siirekli bir gabadir [30].
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Komuta merkezi hareketliligi, giivenli kablosuz
iletisim, siber giivenlik Onlemleri ve ug¢ bilgi
islem, taktik aglarin modernlestirilmesinde ve
askeri operasyonlarin bagarisinin ve giivenliginin
saglanmasinda en Onemli konularin bagsinda

gelmektedir.

Orduda kabloludan kablosuz iletisime gecis
stireci, gizli bilgilerin kablosuz aglar iizerinden
giivenli bir sekilde iletilmesinin zorluguyla yavas
bir gelisim gostermektedir. Tarihsel olarak,
sahadaki askerlerin Wi-Fi, Long-Term Evolution
(LTE) ve diger

yetenekleri,

radyo tiirlerini kullanma

maliyet ve  gilivenlik izni
gereklilikleri nedeniyle gizlilik dereceli verileri
iletmek i¢in smirliydr [31]. Zamanla gelisen ve
yayginlagan ATA’lar siber saldirilara karsi
savunmasiz  oldugundan, bu  zorluklarin
iistesinden gelme fikri, siber giivenligi askeri

operasyonlarda kritik bir endise haline getirdi.

Bu endisenin giderilmesi, askeri operasyonlarin
planlanmasi ve yoOnetilmesi igin kritik OGneme
sahip oldugundan  ATA’larin  diisman
saldirlarina kars1 dayanmikli ve giivenli olmasi
saglanmalidir. Bu noktada Sadiku ve arkadaslari,
yapay zekanin, bilgisayar aglarinin  siber
giivenligini artirmak i¢in asagidaki sekillerde

kullanilabilecegini belirtmektedir:

Saldirt Tespiti: Yapay zeka, ag trafigini analiz
ederek saldirilart tespit edebilir. Normal ag
trafiginden sapmalar1  belirleyerek anormal
aktiviteleri tamimlayabilir ve hizla yanit verebilir.
Bu, saldirilarin erken asamada tespit edilmesini

ve etkilerinin azaltilmasini saglar.

Davranis Analizi: Yapay zeka, ag igerisindeki
sistemlerin normal

edebilir.

kullanicilarin ve

davraniglarim1 ~ analiz Kullanici
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davranislarindaki anormallikleri tespit ederek
iceriden gelen tehditleri belirleyebilir. Ayni
zamanda sistemlerin normal ¢aligma sekillerini
ogrenerek, potansiyel saldirilart 6nceden tahmin

edebilir ve engelleyebilir.

Otomatik Savunma: Yapay zeka, anlik veri
analizi ve karar alma yetenekleriyle, siber
saldirilara otomatik olarak tepki verebilir. Ag
dahilinde saldirilar1 tespit edip engelleyebilir,
savunma  sistemlerini  giiclendirebilir  ve
saldirilara uygun karsi onlemleri alabilir. Bu
sekilde, aglar1 saldirilara kars1 daha direngli hale

getirebilir.

Zayifliklarin  Tespiti: Yapay zeka, aglardaki
zayifliklar1 tespit edebilir ve bunlar1 diizeltmek
icin Onlemler alabilir. Potansiyel giivenlik
acgiklarmi belirleyerek savunma sistemlerinin
iyilestirilmesini saglayabilir. Bu da aglarin
saldirllara kars1 daha giivenli hale gelmesini

saglar [32].

Bu yontemlerin basarili bir sekilde uygulanmasi
ATA’larda
bir

sonucunda zeka siber

yapay

giivenligin  artirilmasinda  6nemli rol
oynayacaktir. Siber giivenlik alaninda yapay zeka
kullanimu, tehdit

analizinde sistemlerinin

otonom saldir1 tespitinde,

ve savunma
giiclendirilmesinde biiyiik faydalar saglayabilir.
Aym kapsamda Yanin, Ullah ve Katt
aragtirmalarinda yapay zekanin, biiyik veri
analitigi ve makine Ogrenme algoritmalariyla
donatilarak, anormal davraniglar1 tespit etmek,
saldirilart 6nlemek ve sistemleri giliglendirmek
icin ongoriilerde bulunmak gibi gorevleri yerine

getirebildiginden bahsetmislerdir [33].

Benzer olarak Gokdemir ve Calhan’da yapay

zekd gibi DMO de algoritmalar1 anormal ag
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davranigini algilayip bunlara yanit verebilecegini,
potansiyel giivenlik agiklarin belirleyebilecegini
ve siber tehditlere kars1 proaktif olarak savunma
[34]. Bu

verilerden

yapabilecegini  savunmuslardir

algoritmalar stirekli olarak yeni
ogrenerek ve gelisen saldir1 tekniklerine uyum
saglayarak ATA’larin genel dayanikliligini ve
giivenligini iyilestirebilecegi

degerlendirilmektedir.

Yapilan ¢alismalar incelendiginde saldir tespiti,
davranig analizi, otomatik savunma ve zayiflik
tespiti gibi alanlarda yapay zeka uygulamalarinin
kullaniminin, normal bilgisayar aglarinin yani
sira ATA’lan da saldirillara karsi daha direncgli
hale getirebilecegi soylenebilmektedir. Paralel
olarak, yapay zekanin kullanimiyla birlikte yeni
giivenlik zorluklarinin ortaya ¢ikmasi, teknolojik
sirecin  dogal sonucu olarak karsimiza
¢ikmaktadir. Bu zorluklarin iistesinden gelinmesi
zeka tabanlh

maksadryla savunma

yapay
sistemlerinin yani sira, siber saldirganlarin da
yapay zekd kullanabilecegi g6z Oniinde

bulundurulmas: ve siirekli olarak giincellenen
siber giivenlik politikalartyla 6nlemler alinmasi

faydali olacaktir.

5. LOJISTIK VE TASIMACILIK
OPTIMIZASYONU (LOGISTICS AND
TRANSPORTATION OPTIMIZATION)
Basarili askeri operasyonlar igin verimli lojistik
ve nakliye ¢cok onemlidir. Askeri tedarik zinciri
yOnetimi, askeri {irlinlerin, pargalarin ve
hizmetlerin tedariki, tiretimi, onarimi ve teslimati
gibi gesitli iglevleri igerir. Arastirmalar 6ncelikli
amacin, saldir1 ve savunma silah sistemleri i¢in
zamaninda destegin

Bu

ve maliyetli

uygun
saglanmasi oldugunu gostermektedir [35].

husus, alt tedarikgilerin, tedarikgilerin, onarim
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depolarinin, dagitim merkezlerinin,

perakendecilerin yOnetimini ve nihayetinde

askeri lslere veya miisterilere/tiiketicilere
teslimat1 icermektedir. Askeri tedarik zincirinin
verimli yonetimi, askeri operasyonlarda hazirlik

ve etkinligin siirdiiriilmesi i¢in ¢ok 6nemlidir.

Askeri techizatin yedek parcalarinin ihtiyag
duyulan yerde ve zamanda mevcut olmasini
saglamak icin modern ordular, tipik olarak
kapsamli bir tedarik zinciri ve bakim sistemi
izlemektedirler. Bu sistem, asagidakiler de dahil

olmak iizere birkag temel bilesenleri icerir:

Envanter Yonetimi,
Tahmin ve Planlama,
Tedarik ve Uretim,
Dagitim ve Lojistik,

Bakim ve Onarim,

Ordularin lojistik  birimleri, bu bilesenleri
biitiinlestirerek, askeri operasyonlar1 desteklemek
icin ihtiyag¢ duyulan yerde ve zamanda
kullanilabilir olmalarin1 saglamak i¢in, yedek
parcalarin etkili bir tedarik zinciri igerisinde

stirekliligini saglamaya ugragsmaktadirlar.

Abell makalesinde DMO algoritmalari, mallarin,
mithimmatin ve birliklerin tasmmasini optimize
ederek maliyetlerin diismesine ve insanlarin
azalmasina  yol

operasyonel  ¢abalarimin

acabileceginden  bahsetmistir. ~ Makalesinin
devaminda ABD Kara Kuvvetleri’nin konu
hakkinda IBM firmasi ile yapmis oldugu
anlagsmadan bahseden Abell, yapay zekay: askeri
ulasim sistemlerine entegre edilmesi sayesinde,
anormalliklerin hizla tespit edilebilecegini ve
aksama siiresini en aza indirmek ve operasyonel
hazirhigi artirmak i¢in bilesen arizalarinin tahmin

edilebilecegini belirtmistir [36].
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Ek olarak, makine

kullanilarak da

O0grenimi  algoritmalari

tedarik zinciri yOnetimini,

envanter kontrolinii ve rota planlamasini
optimize etmek igin gegmis verileri analiz
edebilir. Bu, daha etkili

saglayabilir, gecikmeleri azaltabilir ve askeri

kaynak tahsisi

lojistik ve nakliyede genel operasyonel

verimliligi artirabilir.

Woschank ve arkadaslarina gore yapay zekanin
lojistik endiistrisinde kullanilmasi, ger¢ekten de
verimliligi ve gilivenligi iyilestirme potansiyeli
gostermistir. Makine 6grenimi ve tahmine dayali
analitik gibi yapay zeka teknolojileri, karmagik
tedarik  zinciri

operasyonlarin1 analiz edip

optimize  ederek  maliyetleri  azaltabilir,
gecikmeleri en aza indirebilir ve genel verimliligi
artirabilir [37]. Bu bilgiler neticesinde, yapay
zeka destekli ATA’larin, envanter yonetimi, rota
optimizasyonu ve lojistik  operasyonlari
kolaylastirmaya ve kaynak tahsisini iyilestirmeye
yardimci1 olan talep tahmini gibi gesitli gérevleri
otomatik olarak yapabilecegi degerlendirilmistir.
Ayrica yapay zeka destekli ATA’larin, lojistik
sistemindeki giivenligi artirabilecegi; hirsizlik,
dolandiricilik veya yetkisiz erigim gibi potansiyel
risklerin erken tespit edilmesini saglayarak
anormallikleri ger¢cek zamanli olarak aktif olarak
izleyip tespit edebilecegi; gelecekteki giivenlik
ihlallerini onlemek i¢in gegmis verileri analiz
tedarik  zinciri mallarin

ederek boyunca

giivenligini saglayabilecegi degerlendirilmistir.

Yapay zeka, lojistikte verimliligi ve gilivenligi
artirma potansiyelini gdstermis olsa da insan
uzmanliginin  ve gdzetiminin ¢ok Onemli
oldugunu belirtmek Onemlidir. Yapay zeka
teknolojilerini insan kaynaklariyla birlestirmek,

problem ¢6zme becerileri ve karmasik durumlara
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uyum saglama yetenegi kazandirdigindan daha
da iyi sonuglara yol acabilir. Bu nedenle hem

zekd yeteneklerini hem de insan

yapay
becerilerini kullanan igbirlik¢i bir yaklagimin,
lojistik endiistrisinde en uygun sonuglari1 vermesi

muhtemeldir [38].

6. HEDEF TANIMA VE TEHDIT
DEGERLENDIRMESI (TARGET
RECOGNITION AND THREAT
ASSESSMENT)

Dogru hedef tanima ve tehdit degerlendirmesi,
askeri operasyonlar igin hayati dneme sahiptir.
Makine Ogrenimi algoritmalari, raporlar, haber
akislar1 ve belgeler gibi cesitli yapilandirilmamis
bilgi kaynaklarint analiz ederek savunma
kuvvetlerine degerli i¢c goriler ve durumsal

farkindalik saglayabilir [39].

Bu algoritmalar diisman ortntilerini

tanimlayabilir, davranigini tahmin edebilir, gérev
yaklasimlarin1 degerlendirebilir ve potansiyel
giivenlik agiklarini tespit edebilirler. Askeri
makine tekniklerinden

birimler, Ogrenimi

yararlanarak veriye dayal1 kararlar

mekanizmalari gelistirebilir ve tehditleri etkili bir
sekilde belirleme ve etkisiz hale getirme

yeteneklerini gelistirebilirler.

Insan ve yapay zekdnin askeri operasyonlara
entegrasyonu, savasin etkinligini ve verimliligini
artirma potansiyeline sahiptir. Hem insan hem de
makine istihbaratinin giicleri birlestiginde, daha
genis bir senaryo yelpazesine sahip olunmakta ve
gerekli istihbaratin istenilen zamanda ve
yeterlilikte olusturmak i¢in ilgili birimler daha
donanimli hale gelmektedir [40]. Ancak, askeri
otonom

operasyonlarda teknolojilerin

kullanimina iligkin ele alinmasi gereken

potansiyel etik hususlar da bulunmaktadir. Genel
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olarak, yapay zekd destekli akilli ordunun
gelecekteki gelisimi, teknolojik ilerlemeler ve
politika kararlar1 dahil olmak iizere gesitli

karmasik faktorlere bagh olacagi sdylenebilir.

Bir diger DMO uygulamasi olan Yapay Sinir Ag1
(YSA; Artificial Network-ANN),
teknikleri

Neural
geleneksel kullanarak iistesinden
gelinmesi zor olan karmasik bilgi isleme ve
otonom kontrol problemlerini ¢6zmek i¢in biiyiik
bir potansiyele sahiptir [41]. YSA'min biiyiik
miktarda veriden 6grenme ve uyarlama yetenegi,
gercek zamanli isleme ve yanit vermesini
saglayarak onu cesitli askeri uygulamalar igin
umut verici bir ara¢ haline getirmektedir. Bir
yandan da YSA teknolojisi, askeri uygulamalar
icin gli¢lii araglar saglama potansiyeline sahiptir.
Noral aglar, oriintii tanima konusunda basarili
gelismeler gosterirken, hedef tanima ve izleme
gibi uygulamalar i¢in de uygun bir uygulama
olarak karsimiza ¢ikmaktadir. Biiyiikk veri
kiimelerinden 6grenme ve gercek zamanli olarak
yeni durumlara uyum saglama becerileri, bu
sistemlerin

dogrulugunu ve giivenilirligini

artirmaktadir.

llave olarak, YSA’lar1 askeri operasyonlara
gercek zamanli yonlendirme ve hassas seyriisefer
yaptirma konularinda yiiksek fayda
saglayabilmektedir [41]. Diger konularda oldugu
gibi, yapay zekanin askeri hedef tanimlama ve
degerlendirilmesinde kullanimiyla ilgili etik ve
yasal yiikiimliliikleri dikkate almak ve bu
teknolojilerin sorumlu bir sekilde ve uygun
siirlar iginde kullanilmasimi saglamak 6nem arz

etmektedir.

Askeri hedef tanmima ve izleme baglaminda
YSA’lar, belirli askeri hedefleri veya ilgilenilen

nesneleri  belirlemek  ve  izlemek igin
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egitilebilecek yapidadirlar. YSA’lar1, goriintiiler
veya radar bilgileri gibi ¢ok biiyiik miktarda
sensOr verisini analiz ederek, kaliplar1 tanimay1
ogrenebilir ve gercek zamanli senaryolarda dogru
tanimlamalar yapabilir. Ek olarak, YSA’lari
gercek zamanli  yonlendirme  sistemlerinde
kullanilabilir. Sinir aglar1, girdileri siirekli olarak
isleyerek ve ciktilar1 degisen kosullara gore
ayarlayarak, IHA’lar veya diger otonom araglar
gibi askeri varliklarin kontrol edilmesine ve
yonlendirilmesine yardimc1 olabilecegi
sOylenebilir. Bu yetenegin, karmasik ortamlarda
gezinme ve mevcut duruma dayali olarak akill
alma  becerisini

kararlar gelistirebilecegi

degerlendirilmektedir.

Mevcut arastirmalar, bir YSA tiirii olan derin

ogrenme modellerinin, geleneksel makine
Ogrenimi algoritmalarina kiyasla tehdit algilama
performansin1  gercekten iyilestirebilecegini
gostermistir [42]. Bunun baglica nedeni, derin
O0grenme modellerinin, karmagik kaliplart ve
ozellikleri ayiklamak icin birbirine bagl birden
cok diiglim katmanindan yararlanarak verilerin
hiyerarsik temsillerini otomatik olarak 6grenme
yetenegidir. Sonugcta, derin 6grenme modellerinin
performansinin, egitim verilerinin  kalitest,
boyutu ve model mimarisi dahil olmak iizere
cesitli faktorlere bagli oldugunu not etmek

Onemlidir.

Bu baglamda, YSA teknolojisi, cesitli askeri

uygulamalar i¢in giiglii hesaplama araglar

saglama potansiyeline sahip oldugu sdylenebilir.
Bununla birlikte, etik ¢ikarimlar1 goz Oniinde

bulundurmak ve yanlis kullammi veya

istenmeyen sonuglart 6nlemek

igin uygun

gbzetimi saglamak onemlidir.
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7. SAVAS ALANINDA ASKER
SAGLIGININ IYILESTIRILMESI
(IMPROVING BATTLEFIELD
HEALTHCARE)

Savag bolgelerinde, savas alani saglik hizmetleri,
askeri personelin refahimi saglamanin kritik bir
yoniidiir. Savas, askerlerin hayatlarini riske atan
zorlu bir ortamdir. Savas kosullarinda askerlerin
saglig1, savas etkinliklerindeki basarty1 dogrudan
etkileyen onemli bir faktordiir. Savas alaninda
askerlerin sagligini korumak, savasta istiinliik
saglamak icin stratejik bir gereklilik haline
gelmistir. Bu nedenle, askerlerin sagligina ve
refahina odaklanmak, askeri operasyonlarin
basarisi icin hayati 6nem tasir. DMO, bu alanda

onemli bir potansiyele sahiptir.

DMO savasta askerlerin saghgini artirmak igin,
cesitli alanlarda O6nemli katkilar saglayabilir.
Ornegin, askeri personelin saglik durumunu
izlemek icin giyilebilir cihazlar kullanarak DMO
algoritmalar kullanilabilir. Bu cihazlar, askerin
nabiz, uyku diizeni, stres seviyeleri gibi énemli
saglik gostergelerini izleyebilir ve gerektiginde
askeri personelin saglik durumu hakkinda
uyarilarda bulunabilir. Ayrica, DMO, askerlerin
yaralanma riskini tahmin etmek ve onleyici
tedbirler almak i¢in kullanilabilir. Ge¢gmis verileri
analiz ederek, askerlerin yaralanma riski tagidigi
durumlar1 belirleyebilir ve bu riskleri azaltmak

icin uygun dnlemler alinabilir.

Gelismis teknolojiler, DMO ve ATA gibi
yenilikgi araglar, savasta askerlerin sagligin
artirmak, savas alam1 saglik hizmetlerini
kolaylastirmak ve askeri personelin refahini
artirmak icin énemli firsatlar sunmaktadir. DMO,
yapay zekay1 Robotik Cerrahi Sistemler, Robotik
Yer Platformlar1 ve diger tibbi teknolojilerle

biitiinlestirerek savas alani saglik hizmetlerinin
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iyilestirilmesinde ©6nemli bir rol oynayabilir.
Panesar ve doktor arkadaglarni yapay zeka
ozellikli sistemlerin, cerrahi prosediirleri uzaktan
destekleyerek ve gercek zamanli tibbi analiz
saglayarak tibbi miidahalelerin hizin1t ve
dogrulugunu artirabileceginden bahsetmislerdir

[43].

Bu sistemler ayrica savas alaninda daha iyi saglik
hizmeti saglamak icin degerli bilgiler ve i¢
goriiler toplamak {izere yarali askerlerin tibbi
kayitlarimi da arastirir. Yapay zeka destegi ile,
bliyllk miktarda tibbi veriyi analiz ederek
yaralanmalar1 teshis etmeye, tedavi secenekleri
Onermeye ve hatta potansiyel olarak cerrahi
prosediirlere yardime1 olmaya yardimci olabilir.
Savag alani saglik hizmetlerinde biiyiik veri ve
yapay zekanin bu entegrasyonu, tibbi karar verme
stirecini ve hasta

gelistirmeyi sonuglarini

iyilestirmeyi amaglamaktadir [44].

DMO’nin tip alanina getirdigi gelismeler goz
oniine alindiginda, DMO ile biitiinlestirilmis
ATA’larin, savag alaninda saglik hizmetlerinin
etkin bir sekilde yonetilmesini kolaylastiracagi
rahatlikla sdylenebilecektir. Ornegin, taktik data
linkleri, askeri personelin saglik durumuyla ilgili
verilerin  gercek  zamanli olarak  saglk
personeline iletilmesini saglayabilecektir. Bu
sayede, saglik personeli, sahada olan bir askerin
acil tibbi miidahaleye ihtiyac1 oldugunu hizli bir
sekilde tespit edebilecek ve gerekli saglik
kaynaklarin1 yonlendirebilecektir. Ayrica, bu
gelistirilen ATA’lar,

savas alaninda saghk

hizmetlerinin lojistik yonetimini

kolaylastiracaktir. T1ibbi malzeme ve ilag stoklar

hakkinda ger¢ek zamanli bilgilere erisim

saglayarak, tibbi kaynaklarin dogru bir sekilde
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yonetilmesi ve ihtiyag duyulan bolgelere

zamaninda ulastirilmas1 saglanabilecektir.

DMO ve ATA’larm kullanim, askeri personelin

refahim1  artirmak igin de biylik firsatlar

sunmaktadir. DMO, askeri personelin stres

seviyelerini izleyebilir ve stres yoOnetimi
konusunda onerilerde bulunabilir. Bunun yam
sira, taktik data linkleri sayesinde askeri personel,
aileleriyle daha sik ve giivenli iletisim kurabilir.
Bu, askeri personelin moralini yiikseltebilir ve
psikolojik olarak daha saglikli bir ortamda
calismalarin1 saglayabilir. Ayrica, taktik data
linkleri, askeri personelin egitim ihtiyaclarini
belirlemek  ve

kisisellestirilmis egitim

programlart sunmak icin kullanilabilir. Bu
sayede, askeri personel daha iyi yetigsmis olacak

ve savasta daha basarili olacaklardir.

Arastirmalar, DMO’nin, saglik uzmanlarina karar
vermede yardimci olarak, teshis dogrulugunu ve
is akigi verimliligini artirarak ve klinik tahminleri
ve hasta bakimi gelistirerek askeri personelin
saglik hizmetlerini

gostermektedir [45-47].

iyilestirebilecegini

8. SAVAS SIMULASYONU VE EGIiTiMi
(COMBAT SIMULATION AND
TRAINING)

Simiilasyon ve egitim, askeri personelin

muharebe senaryolarma hazirlanmasinda ¢ok
onemli bir rol oynamaktadir. Askeri egitim ve

savas  simiilasyonlari, askeri  personelin

yeteneklerini ve karar alma becerilerini

gelistirmek i¢in kullanilmakta ve zayiati ve
riskleri minimize etmekte blyik fayda
saglamaktadir. Fawkes’in bildirisinde belirttigi
gibi

birlikte DMO ve taktik data linkleri gibi yenilikgi

giiniimiizde, teknolojinin ilerlemesiyle

teknolojilerin kullanilmasi, askeri egitimlerin ve
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savas simiilasyonlarinin etkinligini artirmada
biiyiik bir potansiyele sahiptir [48]. DMO,
gercekei  senaryolar  olusturarak, diisman
davranisini taklit ederek ve kursiyerlere gergek
zamanlt geri bildirim saglayarak savas
simiilasyonunu ve egitimini gelistirebilir. Bu
algoritmalar, dinamik ve siiriikleyici egitim
ortamlar1 olusturmak i¢in ge¢cmis gorev verileri
ve gercek zamanli sensor girisi dahil olmak iizere

cok biiyiik miktarda veriyi analiz edebilir.

Makine 6greniminden yararlanan askeri egitim
programlari, bireysel kursiyerlerin giiglii ve zayif
yonlerine uyum saglayabilir, egitim modiillerini
kigisellestirebilir ve egitim sonuglarini optimize
edebili. DMO destekli bu yeni program
sayesinde, askeri personelin gerg¢ek diinyadaki
savas durumlarina iyi hazirlanmasim saglayarak
daha verimli ve etkili egitim saglanabilecegi
degerlendirilmektedir. Yapilan arastirmalarda,
DMO, askeri egitimlerde simiilasyon ve sanal
gercgeklik gibi yenilik¢i teknolojilerle
birlestirildiginde daha gercekei ve etkilesimli bir
ortam yaratilmasina yardimci  olabilecegi
goriilmistiir [49]. Askeri personel, simiilasyonlar
araciligtyla  gergek  savas  senaryolarini
deneyimleyebilir ve karsilagabilecekleri farkli
durumlar hakkinda pratik yapabilir. DMO
algoritmalari, simiilasyonlarda gergek¢i diigman
davraniglarini modellere ve senaryolara entegre

ederek daha etkili egitimler saglayabilir.

DMO destegi ile ATA’larm kullanilmasi, askeri
egitimlerin ve savas simiilasyonlarinin etkinligini
artirmada biiyiik bir potansiyele sahiptir. DMO,
askeri personelin biiyiik veri setlerini analiz

etmelerine ve daha kararlar almalarina

1yl
yardimer olabilir. Ayrica, DMO algoritmalari,
askeri

egitimlerde simiilasyonlarla
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birlestirildiginde daha gercek¢i bir deneyim
saglayabilir. Taktik data linkleri ise birlikler
arasinda gergek zamanl iletisimi kolaylastirarak
artirabilir DMO

koordinasyonu ve

algoritmalarinin veri analizini giiglendirebilir.

Ancak, bu yenilik¢i teknolojilerin kullanimiyla
ilgili baz1 zorluklar da vardir. Ozellikle, giivenlik
ve gizlilik konular1 dikkate alinmali ve veri
paylasimu siirecleri siki bir sekilde yonetilmelidir.
Ayrica, DMO algoritmalarmin dogrulugunu ve
giivenilirligini saglamak i¢in siirekli olarak

egitilmeleri ve iyilestirilmeleri gerekmektedir.

9. DURUMSAL FARKINDALIK VE
TEHDIT iZLEME (SITUATIONAL

AWARENESS AND THREAT
MONITORING)
Askeri operasyonlar, hizla degisen savas

alanlarinda etkili bir sekilde yonlendirilmek ve

kontrol edilmek i¢in giicli bir durumsal
farkindalik ve diisman tehdit izleme yetenegi
gerektirmektedir. Bu ihtiyaglar1 karsilamak igin
gelismis teknolojilerin entegrasyonu kaginilmaz
hale gelmistir. DMO ve ATA veri baglantilari,
askeri durumsal farkindalig1 artirmak ve diisman
tehditlerini izlemek i¢in potansiyel olarak giiclii

bir kombinasyon sunmaktadir.

ATA’lar, askeri platformlar ve birimler arasinda
iletisimi saglayarak durumsal farkindalik ve
tehdit izlenmesi konusunda gelismis silahl
kuvvetlerin omurgasini olusturmaktadir [50].
Sabit ve hareketli platformlar arasinda anlik veri
paylasimi yaparak birlikte caligmay1 kolaylastirir.
Ancak, verilerin anlamli hale getirilmesi ve
tehditlerin tanimlanmasi konusunda bu yetenegin
hala gelistirilmesi gerekli kisimlart mevcuttur.
Iste bu noktada DMO devreye girmektedir.

DMO, karmasik veri kiimelerini analiz etmek ve
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ortintiileri tanimak igin algoritmalar kullanarak

bilgisayar sistemlerinin egitilmesini saglar.
Boylece veri baglantilari araciligryla gelen veriler
analiz edilerek diisman tehditleri hizli ve hassas

bir sekilde belirlenir.

DMO, biiyiik miktarda veriyi hizli bir sekilde
analiz edebilme yetenegi sayesinde askeri

durumsal  farkindaligit  artirabilir. ~ ATA
araciligiyla gelen veriler, DMO algoritmalarini
besleyebilir ve anlamli bilgilere doniistiiriilebilir.
Radar verileri, goriintiiler, sinyal istihbarati ve
diger sensor verileri DMO modelleriyle analiz
edilebilir ve tehditlerin tespit edilmesi igin
kullanilabilir. DMO algoritmalari, taktik data
linklerinden gelen verileri analiz ederek diisman
birimlerin davranis modellerini taniyabilir. Bu
bilgi, askeri personelin stratejilerini  ve
taktiklerini daha iyi ayarlamalarma yardimet
olabilir. Ayrica, DMO algoritmalari, derin aglarin
destegi ile, taktik data linklerindeki verileri
gercek zamanli olarak izleyebilir ve olasi
tehditleri Onceden tahmin ederek birimlerin
proaktif bir sekilde tepki vermesini saglayabilir.
Bu sayede askeri birlikler, sahip olduklar
verilere dayanarak daha hizli ve daha dogru

kararlar verebilir.

DMO algoritmalari, Istihbarat, Gozetleme ve
Kesif  (IGK;

Reconnaissance-ISR) verilerini analiz ederek bu

Intelligence  Surveillance
yetenekleri gelistirebilir. THA'lar dahil olmak
lizere gesitli kaynaklardan gelen IGK verilerini
yorumlayan  bu

hakkinda

otonom  olarak

isleyip

algoritmalar, diisman faaliyetleri

gercek zamanli bilgiler saglayabilir, potansiyel
tehditleri  belirleyebilir ve karar vermeye
yardimer olabilir. Ayrica, yapay zeka ozellikli

[HA'lar smir boélgelerinde devriye gezebilir,
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potansiyel tehditleri tespit edip izleyebilir ve
miidahale ekiplerine ATA iizerinden degerli
iletebilir. askeri {slerin

bilgiler Boylece,

giivenligi giiclendirilir ve askeri personelin
savasta ve uzak yerlerde giivenligi ile etkinligi

artirilir.

DMO destegi ile ATA’lar1 diisman tehdit izleme

kapasitesini de artirabilir. Derin 6grenme
algoritmalari, belirli diisman tehditlerini tanimak
ve tahmin etmek igin egitilebilir. Ornegin,
diisman hava araglarinin tespiti veya diisman
sinyal istihbaratinin analizi gibi gorevler, DMO
teknikleriyle  daha bir  sekilde

gerceklestirilebilir. Bu, dost birliklerin diisman

etkili

faaliyetlerini daha iyi anlamalarin1 ve buna gore

onlemler almalarini saglar.

DSA’lari, askeri durumsal farkindalik ve diisman

tehdit izleme konularinda ©nemli bir rol
oynayabilir. Bu aglar, biiylik miktarda veriyi
analiz ederek oriintiileri ve iligkileri tespit etme
yetenegine sahiptir. Askeri durumsal farkindalik,
bir askeri birimin ¢evresindeki ortami ve olaylari
anlama ve takip etme yetenegini ifade eder.
DSA'lari, birliklerin yerini belirleme, diisman
hareketlerini izleme, hava durumu analizi gibi
durumsal bilgileri isleyerek askeri birimlerin
sahip oldugu bilgilerin analizini yapabilir ve bu
sayede komutanlara daha dogru ve hizli kararlar
vermelerine  yardimcit  olabilir.  DSA'lari,
gozetleme sistemlerinden, uydu goriintiilerinden,
radar verilerinden ve diger kaynaklardan gelen
verileri analiz ederek diisman birimlerin yerlerini,
aktivitelerini ve niyetlerini belirleyebilir. Bu
bilgiler, askeri birimlerin stratejik planlamalarini
ve miidahale

stratejilerini  gelistirmelerine

yardimci olabilir.
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Derin bir sinir aginin, geleneksel makine
ogrenimi yaklasimina kiyasla, takviyelerin farkli
ozelliklerine iligkin daha hizli ve iistiin tahminler
sunabilmesi sasirtici degildir. DSA’lar, girdi ve
cikt1 degiskenleri arasindaki karmasik iliskileri
ogrenmek i¢in daha biiyiik bir kapasiteye sahiptir,
bu da onlari yiiksek derecede karmasiklik igeren
sorunlar1 ¢ozmek ic¢in ideal kilar. Geleneksel
makine Ogrenimi algoritmalariyla
karsilastirildiginda derin 6grenme algoritmalari,
verilerin daha soyut ve hiyerarsik temsillerini
Ogrenerek daha anlamli 6zellikler ¢ikarmalarini
mimkiin kilar. Bu nedenle, DSA’larinin bu
daha hizli istlin  tahminler

durumda ve

sunabilmesi dogal olarak karsilanmaktadir [51].

10. gORLUKLAR VE
DEGERLENDIRMELER (CHALLENGES
AND CONSIDERATIONS)

DMO’nin, ATA’lara entegrasyonunda bir dizi
zorluk ve karmasikhik ortaya ¢ikabilir. Iste bu
zorluklardan bazilar1 ve nasil ele alinabilecekleri
hakkinda

birka¢ onemli nokta su sekilde

gruplanmaktadir:

Veri ~ Sorunlari:  DMO, biiyiikk miktarda
etiketlenmis veri gerektirmekte ancak ATA’lar
genellikle sinirli veriye sahip olmaktadir. Bu,
egitim igin yeterli veri toplama ve etiketleme
zorlugu yaratmaktadir. Bu sorunu agmak igin,
yapay veri artirma teknikleri kullanilabilir veya
benzer gorevlerde daha fazla veri toplanabilir.
Ancak bu noktada, dogru veri toplama yontemleri
ve veri setlerinin kalitesi bilyllk Onem
tasimaktadir. Ilave olarak ATA’lar igerisinde
iletilen gizlilik dereceli verilerin toplanip
izerinde ¢alisilmasi giivenlik tedbirleri nedeni ile
zorunlu prosediirlere maruz kalacak ve islemlerin

yavas ilerlemesine neden olacaktir.
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Guivenilirlik ve Grivenlik: Askeri sistemlerin

giivenilirligi ve giivenligi hayati  Onem
tasimaktadir. Veri gizliligi ve giivenligi gibi
konular, bu teknolojilerin askeri uygulamalarinda
dikkate alinmasi gereken Onemli faktorlerdir.
DMO algoritmalari, yanls kararlar verebilir veya
saldirillara acgik olabilir. Bu nedenle, bu
algoritmalarin giivenilirligi ve giivenligi, siki test
ve dogrulama siirecleriyle saglanmalidir. Bu
noktada belirli standartlar olusturulmasinin ¢ok
faydasi olacaktir. Ayrica, savunma
mekanizmalar1 ve giiclii sifreleme yoOntemleri

kullanarak sistemleri korumak onemlidir.

Insan-Faktorii: DMO, birgok askeri gorevde
insan faktoriiniin yerini alabilir veya onu
tamamlayabilir. Ancak insan karar siirecleri ve
zekds1 hala kritik 6neme sahiptir. Bu nedenle,
DMO algoritmalarinin insanlarla etkilesim iginde
calisabilmesi ve insanlarin son karar1 vermelerine
olanak tamimasi onemlidir. Insanlarm DMO
anlamasi

aciklik

kararlar

seffaflik

tarafindan  verilen ve

dogrulamasi  igin ve

saglanmalidir.

Etik ve Yasal Sorunlar: ATA’larda DMO

kullanimiyla ilgili etik ve yasal sorunlar ortaya

cikabilir. Ornegin, savas hukuku ve insan

haklariyla uyumlu olma, sivil hedeflerin

korunmasi gibi konular dikkate alinmalidir.
Askeri  birlikler ve komutanlar, DMO
algoritmalarinin kullanimimi denetlemek ve etik
kurallara uygunlugunu saglamak igin yonergeler

ve politikalar geligtirmelidir.

S6z konusu zorluklara ilave olarak giliniimiiz

ordular1 ele  alindiginda zeka

yapay

teknolojilerinin  biitiinlestirilmesi  ve

yaygmn
kullanima verilebilmesi i¢in dikkate alinmasi

gereken ti¢ zorluk vardir:
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Modelde seffaflik: Komutanlarin yapay zeka

sistemlerine olan gilivenini kazanmak c¢ok
onemlidir. Hala yapay zeka tarafindan saglanan

tavsiyeler, yorumlar ve yapay zekanin beslendigi

algoritmanin giicli ile limitleri tam olarak
aciklanamamaktadir.
Algoritmamin  aktaridabilirligi: ~— Algoritma,

yalnizca belirli sorunlar i¢in degil, tiim sorun
tiirleri i¢in uygulanabilir olmalidir. Bir gorevde
kullanilan modellerin ile elde edilen algoritmay1
diger goreve aktarilmasi konusunda potansiyel

sorunlarin yasanabilecegi degerlendirilmektedir.

Yetersiz egitim verisi: Makine 0grenimi, yeterli
miktarda egitim verisine dayanmaktadir. Bu,
yalmizca Denetimli  Ogrenme  (Supervised
Learning) icin etiketlenmis verileri degil, ayni
zamanda Takviyeli Ogrenme (Reinforcement
Learning) igin simiilasyon verilerini de igerir. Bu
tiir verilerin mevcudiyeti askeri baglamda bir

zorluktur [44].

Islem mizi ve karmasiklik: Gegmis bilgiler, elde
edilen tecriibeler ve egitim verileri ile beslenen
DMO yazilimlari verilerin yiiksek oranda artmasi
ve anlamlandirilacak verilerin daha fazla
cesitlenmesi neticesinde yiiksek seviyede islemci
hizina ihtiyag duyacaklardir. Zira verilerin
cogalmasinin yani sira gesitliliginin de artmasi
anlamli sonuglar  c¢ikarmak  konusunda
algoritmalara biiyiik yiik getirecektir. Artan ve
karmagiklasan veriler oraninda iglemci hizinin
artmamast  neticesinde DMO tarafindan
zamaninda istenilen verilerin saglanamamasi s6z
konusu olacaktir. Bu baglamda islemci hizina
gelismeler paralelde

bagh ayni

degerlendirilmelidir.
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Bu zorluklar1 asmak igin, ATA’lara DMO
entegrasyonunda disiplinler {istii bir yaklagim
benimsenmelidir. Askeri personel, miihendisler,
farkll
disiplinlerden uzmanlar bir araya gelerek bu

etik uzmanlarnt ve hukukgular gibi

zorluklar1 ele almali ve wuygun c¢oziimler
iretmelidir. Ayrica, stirekli izleme, test ve geri
bildirim stiireglerini de igceren siki bir takip

mekanizmasi olusturmak onemlidir.

11. SONUCLAR (CONCLUSIONS)

DMO, askeri stratejilerin gelistirilmesi ve
uygulanmasinda 6nemli bir rol oynamaktadir.
ATA’lar, bu teknolojik ilerlemeler sayesinde
daha bir  sekilde
kullanilabilmektedir. DMO,

ATA’lar ile biitiinlestirildiginde, daha hizli ve

verimli  ve etkili

Goriilmiistir ki

isabetli tahminler yapilmasin1 saglayacak,

kisitlamalar1 hafifletecek, askerler {izerindeki
bilgi yiikiini azaltacak ve savunma
Askeri

operasyonlarda DMO ile gelistirilen modeller:

ag

stratejilerini iyilestirecektir.

e Nesne konumlandirma,

Siber giivenlik,

Lojistik,

Hedef tanima,

Tehdit degerlendirmesi,

Asker sagliginin iyilestirilmesi,
e Simiilasyon ve
o

Durumsal farkindalik gibi alanlarda radikal

degisiklikler saglayabilecek potansiyele sahiptir.

Derin 6grenme modelleri, karmasik gorevleri
basartyla yerine getirebilen katmanli yapisiyla
taktik uyumlandirilarak,
operasyonlarda bir
saglayabilecektir. Ancak, DMO ile askeri taktik

askeri aglara

Oonemli avantaj

aglarmin biitlinlestirilmesi siireci, biiyiik veri
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korelasyonu ve dogru kararlarin zamaninda
verilmesi gibi zorluklar icermektedir. Insan
zekasiyla bu siirecin gergeklestirilmesi miimkiin
olmadigindan, yapay zeka bu noktada dnemli bir

rol oynamaktadir.

DMO’nin  ATA’lara askeri

operasyonlarda devrim yaratma potansiyeline

entegrasyonu,

sahiptir. Makine 6grenimi algoritmalari, nesne
konumunu ve siber gilivenligi iyilestirmeden
lojistik ve nakliyeyi optimize etmeye kadar
onemli avantajlar sunmaktadir. DMO, hedef
tanimayi, savas alani saglik hizmetlerini, savas
simiilasyonu  ve egitimini ve durumsal
farkindalig: iyilestirerek daha verimli ve etkili
askeri yetenekler saglar. Ancak, Yapay Zekanin
askeri sektorde sorumlu ve giivenli bir sekilde
konusglandirilmasini saglamak i¢in zorluklarin ve
dikkatli bir sekilde

etik  sonuglarmn

degerlendirilmesi gereklidir.

Yapay zeka alanindaki gelismeler, etkili askeri
operasyonlara yonelik artan ihtiyacla birlikte,
DMO’ni ATA’lara entegre etmek konusunda
kritik bir odak noktasi haline gelmis durumdadir
[52].

Bulunan sonuglar, derin 6grenme tekniklerinin;

e Giiclii 6grenme yeteneklerine sahip olduklari
icin operasyonel riski tahmin etmede etkili

oldugunu,

e Derin 06grenme modellerinin diger giiclii

makine Ogrenimi yoOntemlerinden daha iyi
performans  gosterdigini  ve uygun ag
mimarilerinin tasarimi  konusunda rehberlik

saglayabildigini gostermektedir.

Bu bilgi, operasyonel risk tahmini i¢in uygun

tahmine dayali modelleme tekniklerinin

secilmesi s6z konusu oldugunda, risk yonetimi ve
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risk azaltma agisindan potansiyel faydalar
saglama konusunda gelecekteki karar verme

slirecini gelistirmeye yardimci olmaktadir [53].

DMO destegi ile kullamlan ATA’lar, savasta
kullanildiginda silahli kuvvetlerin konvansiyonel
giiclinii arttirabilecek ©6nemli bir potansiyele
sahiptir. Yapilan aragtirmalara ve bulunan
makalelere gore fark yaratacak derecede gelisim
goriilebilecek bu potansiyel sahalar1 su sekilde

listelenebilir:

e ATA’larin goriis i¢i ve/veya goOriis Otesi
menziller haberlesme etkinliklerini arttirmak,

e Ag savunma stratejilerini iyilestirmek,

e Nesne  konumlandirma,  tespit,  takip
yeteneklerini arttirmak,

e Askeri egitimlerin ve savasg simiilasyonlarinin

kalitesini ve etkinligini artirmak,

.....

arttirmak,

e Hedef tamima ve tehdit degerlendirme
performansini arttirmak,

e Savag alaninda askeri personelin saglik

hizmetlerini iyilestirmek,

e Askeri personelin daha iyi kararlar almasina,
daha gercekci egitimler yapilmasina ve daha
etkili bir sekilde koordinasyon saglamasina
yardimc1 olmak,

e Askeri durumsal farkindalik ve diisman tehdit
izleme yeteneklerini artirmak,

o Askeri birliklerin sahip olduklart verileri daha
etkili bir sekilde analiz etmelerini ve tehditleri
daha hizl1 bir sekilde belirlemelerini saglamak,

o Operasyonel karar verme siirecini iyilestirmek,
nesne tamima ve hedef tespiti yeteneklerini
artirmak ve Ozerk sistemlerin performansini

gelistirmek.
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Sonu¢ olarak, DMO ile birlikte ATA’larmn
kullanimi, askeri operasyonlarda fark yaratacagi
ve bir dizi alam1 Onemli Olgiide gelistirecegi
degerlendirilmistir. Giiniimiizde gelinen noktada
devam eden

zeka teknolojisindeki

yapay
ilerlemelerle, ATA’larda DMO’nin gelecegi,
sektorii vaat

savunma icin biliylk umut

etmektedir. Bu basarildiginda, yeni nesil askeri

operasyonlarin gerceklestirilebilecegi
sOylenebilir.
Ancak, DMO’nin askeri operasyonlarda

kullanimu, etik, giivenlik ve siber saldir1 riskleri
gibi ¢esitli zorluklar1 da beraberinde getirmekte
oldugu, veri gizliligi ve glivenlik gibi konularin
dikkate alimmast gerektigi hususlar siirekli
giindemde kalmalidir. Bu nedenle, ATA temelli
askeri stratejilerin  gelistirilmesinde DMO
kullanilirken dikkatli bir sekilde degerlendirme
ve dengeleme yapilmas: &nemlidir. DMO ve
ATA veri baglantilarinin ancak dogru ve giivenli
bir sekilde bitiinlestirilmesi, askeri
operasyonlarda istiinliik saglayabilir ve askeri
personelin  giivenliklerini  artirabilir.  Yola
¢ikilirken bu biitiinlestirme siirecinin zorluklari
g0z Oniine alinmali ve uygulamalar dikkatli bir
sekilde yapilmalidir. Ayrica makine Ogrenimi
modellerinin  kusursuz olmadigim1 ve yanlis
pozitifler liretebilecegini veya ince anomalileri

g6zden kacirabilecegini not etmek dnemlidir.
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Abstract

In recent years, Bitcoin has become an important financial instrument that has attracted increasing attention as a digital currency. Accurately
predicting the value of a financial asset is of great importance for both individual and institutional investors. The aim of this study is to evaluate
and compare the predictive power of different models (Support Vector Regression (SVR), Convolutional Neural Network (CNN), Long Short-
Term Memory (LSTM), Hybrid model, which is a combination of CNN and Bidirectional LSTM (CNN-BiLSTM), and XGBoost) in predicting
the Bitcoin price. The main objective of the study is to determine the most effective algorithm in predicting the Bitcoin price. In the study,
external factors such as S&P500 index, Gold/Dollar exchange rate, West Texas Intermediate Oil Price and Dollar Index were used to predict
the Bitcoin price. The dataset covers 2191 days of data between January 1, 2015 and September 18, 2023. The models went through a two-
stage process consisting of training and testing stages. The performance of the models is evaluated using various statistical metrics such as
Root Mean Square Error (RMSE), Mean Absolute Error (MAE), Mean Absolute Percentage Error (MAPE) and R-squared (R2). The results
show that the XGBoost algorithm gives the best results in all performance metrics. The XGBoost model is followed by CNN-BiLSTM, CNN
and LSTM models, respectively. The SVR model exhibited the lowest performance.

0zet

Son yillarda Bitcoin, dijital bir para birimi olarak giderek daha fazla ilgi goren onemli bir finansal arag haline gelmistir. Bir finansal varligin
degerini dogru bir sekilde tahmin etmek, hem bireysel hem de kurumsal yatirimcilar icin biiyiik 6nem tasimaktadir. Bu ¢alismanin amact,
Bitcoin fiyatini tahmin etmede farkli modellerin (Destek Vektor Regresyonu (SVR), Konvoliisyonel Sinir Ag1 (CNN), Uzun Kisa Siireli Hafiza
(LSTM), CNN ve Cift Yonlii LSTM'nin (CNN-BiLSTM) birlesimi olan hibrit model ve XGBoost) tahmin giiciinii degerlendirmek ve
karsilastirmaktir. Calismanin temel hedefi, Bitcoin fiyatini tahmin etmekte en etkili algoritmayi belirlemektir. Calismada Bitcoin fiyatini tahmin
etmek i¢in S&P500 endeksi, Altin/Dolar kuru, West Texas Petrol Fiyati ve Dolar Endeksi gibi digsal faktorler kullamimistir. Veri seti, 1 Ocak
2015 ile 18 Eyliil 2023 tarihleri arasindaki 2191 giinliik veriyi kapsamaktadir. Modeller, egitim ve test asamalarindan olusan iki asamall bir
siirecten ge¢mistir. Modellerin performansi, Kok Ortalama Kare Hatasi (RMSE), Ortalama Mutlak Hata (MAE), Ortalama Mutlak Yiizde
Hatas: (MAPE) ve R-kare (R2) gibi cesitli istatistiksel él¢iitler kullanilarak degerlendirilmistir. Sonuglar, XGBoost algoritmasinin tiim
performans olgiitlerinde en iyi sonuglari verdigini gostermektedir. XGBoost modelini sirasiyla CNN-BILSTM, CNN ve LSTM modelleri takip
etmigtir. SVR modeli ise en diisiik performansi sergilemistir.
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1. INTRODUCTION

The debut of Bitcoin occurred in 2008 under the

alias  Satoshi  Nakamoto.  Bitcoin  was
conceptualized as a novel payment system that
facilitates instantaneous electronic currency
transactions [1]. When considering Bitcoin, the
primary concept that arises is that of blockchain
technology. The utilization of blockchain
that
the

encryption and subsequent recording. These

technology ensures all  transactions

conducted  within network  undergo
records of transactions are then saved within
blocks. The recent surge in Bitcoin prices has
generated heightened interest among investors
and regulatory bodies alike. Investors began
perceiving Bitcoin as a viable financial vehicle,

thereby allocating a portion of their investment

Upon analysis of Figure 1, notable fluctuations

are detected in specific time intervals,

characterized by significant increases and
declines. As an illustration, the value of the asset
increased from around $2,800 in August 2017 to
$18,000 in December 2017, representing a period
of approximately four months. Subsequently, the
value of the asset saw a decline, reaching a level
of 6900 dollars in the month of February in the
year 2018. In a comparable vein, the value of the
subject in question experienced an increase from
approximately $5000 in early 2020 to reach a
peak of $69000 in the middle of 2021. The
significant level of volatility exhibited by this
phenomenon garners the interest of investors.
Currently, the task of forecasting the price of

Bitcoin holds significant importance.

Accurately estimating the valuation of a financial
asset holds significant importance for investors.

There exist a multitude of techniques employed

328

portfolio towards Bitcoin. Consequently, the

Bitcoin price experienced substantial

manipulation, resulting in a notable escalation in

fluctuation. Figure 1 depicts the temporal

progression of Bitcoin's daily price fluctuations
as a time series commencing from the year 2015.

BTC
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Figure 1: Daily Bitcoin price.

for the purpose of forecasting the value of a
commodity. The aforementioned methodologies
encompass time series analysis, machine
learning, and deep learning techniques. A variety
of approaches have been utilized in the existing
body of literature to predict the price of Bitcoin.
For example, ANN [2, 3], LSTM [4, 5]; SVR [6],
CNN [7-9], XGBoost [10, 11] and CNN-
BiLSTM Hybrid Model [12-15]. This is the first
study that employed gold, stock market, oil and
dollar index to predict Bitcoin price. Also in this
study 5 different methodologies is compared
together for he first time to predict Bitcoin price.
In contrast to previous studies, the data set was
enlarged and data was collected on 01.02.2015.
No study encompassing a more extensive dataset
has been located in the existing literature. The use
of a substantial data collection facilitated the

models to acquire enhanced learning capabilities
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and generate superior outcomes in comparison to

studies employing smaller data sets.

The objective of this research is to conduct a
comparative analysis of wvarious predictive
models, namely SVR, CNN, LSTM, XGBoost,
and the hybrid model CNN-BILSTM, in the
context of Bitcoin price prediction. Several
studies in the literature exclusively utilized
Bitcoin data for the purpose of predicting Bitcoin
prices [2,12,16]. Furthermore, the literature has
research that employ several variables to forecast
the price of Bitcoin. The SP500 index price and
oil price have a significant impact on Bitcoin
price changes [17]. Also the gold price has a role
in Bitcoin price [8]. Additionally, some studies
emphasize the importance of the Dollar Index
(DXY) in relation to Bitcoin price fluctuations
[18]. This study incorporated the macroeconomic
indicators commonly utilized in the literature to
forecast the price of Bitcoin. This study utilized
the variables of the S&P500 Index, Gold/USD
(ounces), US Dollar Index (DXY), and West
Texas Oil Spot Price to make predictions about
the price of Bitcoin. The analysis incorporates
data from the variables spanning from January 1,
2015, to September 18, 2023. The data pertaining
to the variables utilized in the study were
collected on a daily basis from the website
investing.com. The numpy library was employed
in the Python program to assure temporal
synchronization of the variables. In order to
conduct time series analysis, it is necessary for
the data to be temporally synchronized.
Specifically, the daily data of the SP500 index,
which is one of the variables utilized,
distinguishes itself from other variables due to the

absence of weekend data in this index. The
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synchronization procedure can be performed
manually in Excel, or it can be automated within
the software by implementing the required
coding. To resolve this issue and achieve data
parity, the requisite coding was implemented
using the Python programming language,
resulting in data synchronization. Initially, data
was extracted from individual Excel files for each
variable. The dates of each variable were
transformed into a datetime object using the
Additionally, the

"Date" column in the variable file was designated

"pd.to_datetime" function.
as an index using the "set index" function.
Subsequently, the collection of data was
consolidated by employing the "pd.concat"
function. Subsequently, the data set's time range
was established to generate the missing dates,
which were then constructed using the "reindex"
function, resulting in the data set being indexed
based on these dates. Ultimately, all missing
values were replaced with the numerical value of
"0" through the utilization of the "fillna(0)"
method. Once the dates with complete data were
identified, a fresh dataset was generated and
saved in a new Excel file using the "to_excel"
function. Ultimately, the temporal
synchronization procedure was finalized by
removing the dates that lacked data for any
variable in Excel. Following the temporal
synchronization of the daily data pertaining to the
variables, a total of 2191 days of data spanning
02.01.2015 18.09.2023
incorporated into the study. Subsequently, the
SVR, LSTM, CNN, CNN-BiLSTM,

XGBoost methodologies were implemented in

from to were

and

Python for the purpose of this investigation. The

respective models were constructed and trained



Simgek, Savunma Bilimleri Dergisi, 20(2): 327-342 (2024)

accordingly. After the conclusion of the training
phase, the testing phase was carried out to assess
the efficacy of the models. Statistical metrics,
including RMSE, MAE, MAPE, and R2 values,
were subsequently calculated to assess the
models' accuracy. Ultimately, an assessment was
conducted on the statistical parameters of the
models, leading to the identification of the
approach that exhibited the most optimal

performance.

The initial phase of the study involves presenting
an introduction followed by a brief overview of
the relevant literature. Subsequently, the data
collection and methodologies employed in the
study are presented. During the last section of the
study, an assessment is conducted on the
performance indicators derived from the models,
followed by a comparison of the performances

exhibited by these models.

2. LITERATURE REVIEW

The growing curiosity with Bitcoin has led to a
surge in research pertaining to the prediction of
Bitcoin prices. Based on an analysis of Google
Scholar data, it was observed that a mere 11
studies were retrieved while conducting a search
using the specified keywords "Bitcoin Price
Prediction” within the timeframe of 2011-2015.
Nevertheless, a notable rise in the quantity of
research studies was seen during subsequent
periods, with 403 studies identified between
2016-2020 and a notable surge to 1470 studies
between 2021-2023. In the subsequent section,
we present a brief overview of various research
findings relevant to the prediction of Bitcoin

values.
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The study conducted by Yiying and Yeze (2019)

utilizes  advanced artificial  intelligence
frameworks, specifically ANN and LSTM, to
analyze the price patterns of Bitcoin, Ethereum,
and Ripple. The findings indicate that s ANN tend
to heavily rely on long-term historical
information, whereas LSTM networks mostly

utilize short-term dynamics [3].

Ferdiansyah et al., conducted a model prediction
of the Bitcoin stock market using the LSTM
algorithm. The evaluation of the model's
performance is determined using the RMSE
coefficient. The methodology employed in this
research involves the utilization of several
techniques and tools to forecast the behavior of

Bitcoin within the stock market [4].

Aggarwal et al.,, conducted a study on the
characteristics of gold price that impact the
forecast of bitcoin price. The evaluation of this
prediction was conducted using the RMSE,
applying various deep learning models including
CNN, LSTM, and GRU. Based on the obtained
findings, it was concluded that the LSTM model

generated the most optimal result [7].

In order to address the issue of Bitcoin's highly
volatile and unpredictable price fluctuations,
offer a novel hybrid neural network model. The
proposed model integrates the advantageous
features of a CNN with a LSTM models. The
findings indicate that the integration of both CNN
and LSTM

substantial enhancement in the accuracy of both

in a hybrid model exhibits a

value prediction and direction prediction, in
contrast to the use of a singular neural network
architecture [14].
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Hamayel & Owda, provide an analysis of three
RNN

algorithms that are employed for the purpose of

distinct  recurrent neural network
price prediction in the context of three specific
cryptocurrencies, (BTC),
Litecoin (LTC), and Ethereum (ETH). The
algorithms demonstrate exceptional predictive
capabilities as indicated by the MAPE. The
findings derived from the conducted experiments

indicate that the GRU outperformed both the

namely  Bitcoin

LSTM and BiLSTM models in terms of accuracy

in forecasting across all digital currencies types
[5].

Cavalli & Amoretti, presents an innovative
methodology for forecasting bitcoin trends,
(1D CNN)
technique. The researchers employed the Gold,

utilizing the One-Dimensional

Euro, and AAPL Stock Index as variables in their
prediction of the price of Bitcoin. Based on the
results obtained from implementation of the (1D
CNN) model, which was trained, validated, and
tested using the aforementioned datasets, it is
apparent that this model demonstrates higher
predictive power in anticipating bitcoin trends in

comparison to LSTM models [8].

Livieris et al., propose a CNN-LSTM model for
the purpose of predicting the price and movement
of bitcoin. The forecasting model being suggested
utilizes various inputs of cryptocurrency data and
handles them as discrete entities. This approach
allows for the extraction of significant
information from each individual cryptocurrency.
This study involved a thorough empirical
examination of three consecutive years of
cryptocurrency data from three cryptocurrencies
with the highest market capitalization, including

Bitcoin (BTC), Ethereum (ETH), and Ripple
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(XRP). The coefficient of determination R2 for
the proposed models is 0.95 [15].

Tiwari et al., suggests employing ARIMA,
Facebook Prophet, and XGBoost methodologies
for the purpose of forecasting Bitcoin price. The
ARIMA model demonstrates a satisfactory level
of accuracy in forecasting the price of bitcoin
based on historical data up until the day prior
[19].

Murugesan et al., employed the Interval Graph
(IG) technique to convert the initial dataset into a
format suitable for the application of an s (ANN)
model. This model was utilized to forecast the
price of Bitcoin, and the accuracy of the
predictions was assessed using the MAPE,
RMSE, and Dstat metrics for assessment. The
study has unequivocally illustrated the promising
performance and efficacy of the 1G-ANN. The
evaluation of the performance of the suggested
IG-ANN model is conducted by a comparative
analysis with conventional ANN approaches
using bitcoin time-series data from 2013 to 2019.
The results indicate that IG-ANN exhibits higher

accuracy relative to all of the other approaches
[2].

Erfanian et al., utilizes various comparative
methodologies, such as ordinary least squares
(OLS), ensemble learning, SVR, and MLP, to
examine  the  predictive  capacity  of
macroeconomic, microeconomic, technical, and
blockchain indicators derived from economic
theories in relation to the price of BTC. Based on
the findings, it has been shown that SVR has a
higher level of performance compared to
alternative machine learning and conventional

models[20].
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Dong presents a novel approach called the
segmented integrated learning (ensemble-SVR)
is founded on the SVR
methodology. In this investigation, the RMSE

method, which

was employed as a performance parameter. The
simulation results demonstrate that our system
exhibits notable advantages in predicting virtual
currency prices when compared to SVR and other

widely-used machine learning techniques [6].

The study conducted by Hasan et al., presents an
enhanced methodology that utilizes a deep
learning algorithm, specifically a CNN, to
forecast cryptocurrency prices. The present
methodology is primarily utilized for the purpose
of forecasting the price fluctuations of four
prominent cryptocurrencies, namely Litecoin,
Monero, Bitcoin, and Ethereum. The results of
the analysis suggest that the suggested method
has a statistically significant level of precision in

forecasting prices, around 98.75% [9].

Sekhar et al., conducted a comparative analysis of
the performance of LSTM and XGBoost models
in predicting Bitcoin price. The dataset comprises
Bitcoin statistics spanning the years 2018 to
2021. The performance indicators of the models
under consideration were assessed using MAE
and R-squared R2. Based on the findings, the
LSTM model exhibits a MAE value of 0.1073,
whereas the XGBoost model demonstrates an
MAE value of 0.023. The R2values were
calculated to be 0.99 and 0.868, respectively [16].

Kazeminia et al., utilized historical data of
Bitcoin to generate forecasts for the closing price
of the following day. This was accomplished by
employing a novel hybrid 2D-CNNLSTM model,
which was further enhanced with the application

of OPTUNA hyperparameter adjustments. The
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dataset utilized for training the model was
acquired by an automated web scraping
methodology. The model that was suggested
resulted in an R2 error of 0.98166 and a MAPE
of 0.034. The model we propose undergoes
evaluation in comparison to three unique models,
specifically CNN, LSTM, and GRU. The
findings of the study indicate that the hybrid
model developed in this research demonstrates
effectiveness in properly forecasting bitcoin
prices and reliability in assisting investors in
investment  choices.

making informed

Furthermore, the aforementioned model has
demonstrated superior performance compared to
other widely utilized algorithms, specifically
CNN, LSTM, and GRU, in terms of R2and

MAPE metrics [13].

Chen presented a mathematical framework that

demonstrates a notable level of predictive
accuracy in forecasting the price of Bitcoin for
the following day. This model was developed
using a combination of random forest regression
and LSTM approaches. Additionally, the study
aimed to elucidate the elements that exert effect
on the price of Bitcoin. The primary focus of the
research methodologies centers on the utilization
of the ARMA model for time series analysis and
the LSTM algorithm within the field of deep
learning. While the Diebold-Mariano test does
not provide conclusive evidence that random
forest regression outperforms LSTM in terms of
prediction accuracy, it is worth noting that
random forest regression exhibits lower
prediction errors, specifically in terms of RMSE

and MAPE, compared to LSTM [17].

In their study, Sathiyapriya et al., undertake a

comparison examination of the XGBoost and
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LSTM models to forecast the future value of the
digital currency Ether. This analysis is based on
the use of processed and spam-filtered Twitter
data. XGBoost has demonstrated considerable
efficacy in addressing regression challenges
associated with samples that have restricted size,
such as those pertaining to weather and demand
prediction. On the contrary, the LSTM method is
widely acknowledged as a highly effective and
straightforward deep learning technique for
addressing predicting challenges. This study aims
to analyze and contrast the base version of the
LSTM model with the XGBoost model in terms
of their effectiveness for forecasting Ether values
[21].

3. DATA & METHODOLOGY

This study employed a dataset that encompassed
the time period from January 1, 2015, to
September 18, 2023. The dataset consisted of
2191 days of data for the S&P 500 index,
Gold/USD, US Dollar Index (DXY), West Texas
Oil Spot Price (WTI), and Bitcoin Spot Price
(BTC/USD). The sources from which the data
were obtained are shown in the Table 1. The
present study employed a range of variables, such
the S&P 500 index, Gold/USD, US Dollar Index
(DXY), and West Texas Oil Spot Price (WTI), to

make a forecast of the value of the Bitcoin.

Table 1: Sources Of The Variables.

Variables Source
BTC/USD investing.com
WTI investing.com
DXY investing.com
Gold/USD investing.com
SP500 Index investing.com
The research encompassed six various

approaches. The algorithms under consideration
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include LSTM, XGBoost, SVR, CNN, and CNN-
BiLSTM. The evaluation of the effectiveness of
the model encompassed the assessment of several
statistical indicators, including the RMSE, MAE,
MAPE, and R2. The equations representing the
mathematical expressions for computing the
aforementioned statistical parameters are denoted

as Equations 1, 2, 3, and 4.

RMSE —  |2i=0i =90 1)
N
_ Yizlyi — xil
MAE = — (2)
ot
MAPE = —*100 3
2ii — 9:)?
2 _q &2t JiJ
R Yi(yi — u)? (4)

Equation 1 denotes the square root of the average
of the squared differences between the observed
values (y;) and the estimated values (y;) for a set
of N data points. The error values are squared,
summed, averaged, and then the square root of
this value is determined. Equation 2 represents
the mean of the absolute discrepancies between
the actual values (y;) and the anticipated values
(x;) for a set of n data points. The absolute value
of each error is computed, then all values are
added and divided by the number of samples to
obtain the average. Equation 3 determines the
mean of the absolute percent errors between the
actual values (Y,) and the predicted values (u;)
for a given number of sample data points (n).
Each error is quantified as a percentage,
transformed into its absolute value, aggregated,
and then computed by dividing it by the total
number of samples and multiplying the result by

100. Equation 4 quantifies the ratio of the
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variance between the actual values (y;) and the
anticipated values (¥;)to the variance of the
original value. A value close to 1 shows the
degree to which the model accurately describes
the data. A higher value approaching 1 indicates
superior performance of the model.

3.1. Long-Short Term Memory (LSTM)
Model

The introduction of LSTM models in 1997 by
Hochreiter and Schmidhuber made a notable
contribution to the field of neural network
models, signifying a substantial progress as they
were shown to enhance accuracy when compared
to conventional approaches. The LSTM is a
recurrent neural network RNN architecture
characterized by the presence of gates that
regulate the transmission of information inside its
cells. The input and forget gate structures have
the ability to alter the information that is
transmitted along the cell state. As a result, the
final result is a refined representation of the cell
state, which is influenced by the contextual data
provided by the inputs [22]. The stages of the
LSTM approach are mentioned in Equation 5-11

below;
Xscaled = X;:jn:(:m (5)
fe = 04 Wpxe + Uphe_q + by) (6)
ir =05 Wixe + Uihe_q + by) @)
C'y = oo Wex, + Uche_q + be) (8)
Co= fixCq + irx C'y 9)
0¢ = a5 Woxe + Ushe—q + by) (20)
h; = o, x tanh (C;) (11)

Data has been normalized with Equation 5.

Equation 6 incorporates the variables x;, h;_q,
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[ and a4, which respectively denote the input of
the time series, the prior hidden state, output
vector, and the activation function respectively.
Additionally, the bias coefficient is denoted as
b, while the forget gates are represented by Wy
and Uy. The forget gate is associated with the
output vector. This relationship is expressed by
Equation 6. Equations 7 and 8 describe the
relationship between the current point in the time
series input, denoted as x;, and the hidden state,
denoted as h;_4, from the previous time frame.
These variables are responsible for determining
the values of the coefficients i, and €', within
this gate. The calculation of these coefficients
involves the utilization of the activation function.
The weight coefficients are represented by
variables such as W;, U;, W, and U, whereas
the activation function is represented by the
symbols gy and a.. In Equation 9, the cell state,
represented as C, undergoes an update process in
which it is obtained by combining the product of
the input gate's output, i,, and the cell candidate
data, C';, with the result of multiplied the prior
cell state, C;_4, by the outcome of the forget gate,
f+. The calculation provides a characterization of
the transformed cellular state, denoted as C;_4.
The equation denoted as (10) demonstrates the
process by which the output vector o is
generated by the application of the activation
function a4 to the input vectors h;_4 and x,. The
bias coefficient, denoted as b,, together with the
weighted values of the cell state, represented as
W, and U,, are linked to the input gate. The
output gate's resultant value, denoted as oy, is
multiplied by the current sequential cell state,
represented as C;, subsequent to its generation.

The results of the hidden layer is generated by
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applying the activation function tanh to the
outcome, as depicted in Equation (11). The
LSTM model is configured with a unit size of 50.
The complexity and learning capacity of the
model are determined by the number of neurons
selected. Although a decrease in the number of
neurons may negatively impact the performance
of the model, it does result in faster solutions.
Increased neuron quantities contribute to a higher
likelihood of overfitting. An activation function
is a mathematical function that is applied to the
output of a neural network node or neuron. It
helps to introduce non-linearity into the network,
allowing it to learn and model complex
relationships Relu has been chosen. This is due to
its simplicity and efficacy, which make it a very
versatile choice that excels in various scenarios.
The Relu function is commonly favored due to its
ability to expedite the learning process, its
computational efficiency, and its resilience
against vanishing gradient issues. The optimizer
was chosen with Adam as the parameter. Adam is
an efficient optimization algorithm that typically
exhibits strong performance in neural network
models. The choice of the loss function was the
Mean Squared Error (MSE). The Mean Squared
Error (MSE) is often used as a loss function in
regression issues. The epoch was selected as 100.
Higher epoch values contribute to improved
generalization in the model, however too high
epoch values might lead to overfitting issues. The
batch size was selected as 32. A batch refers to
the amount of data that the model will analyze in
a single iteration. A number of 32 generates

acceptable results for numerous applications.

3.2. Convelutional Neural Network (CNN)
Model
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The CNN model was introduced by LeCun,
gaining inspiration from the structure and
functioning of the human brain [28]. The
architecture of CNN layers primarily comprises
One of the

components utilized in the process of feature

two fundamental elements.
extraction is a type of layer referred to as
convolution layers. The subsequent layer, known
as the pooling layer, is responsible for executing
tasks related to regression and classification [23].
The Equations 12-14 depict the sequential phases
of the CNN model.

] 12
x;i = Q)([?;idown(xﬂ_l) + b (13)
y" — (D(kak_l + bk) (14)

Equation 12 defines the variable x]‘-i as the jth
feature map of the convolution layer. The feature
map is a key component in the context of this
discussion. The activation function, denoted as @,
is applied to the input M;, where d is the
dimension of the input. The input feature set
refers to the set of features that are provided as
input to the layer. The variable wg- represents the
attribute map of the jth attribute in the dth
convolutional layer. The characteristic of the (d-
1). Attribute j of the convolution layer and
attribute i of layer (d-1) are being referred to in
Layer i. The variable b? represents the bias term
The

subsampling function, denoted as down(.), and

associated with the respective layer.
the weight matrix 3 are represented in Equation
13. In Equation 14, subsequent to the application
of the convolutional and pooling layers, the
process of classification is executed utilizing the

complete link layer. Equation 14 defines the
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variables used in the context of a layered neural
network. The variable "k" represents the layer
index, "y*" denotes the output of the full link
layer, "x*~1” represents the input of the full link

layer, "w*" signifies the weighting coefficient,
and "b*" represents the deviation. The CNN
model use a filter size of 64. Increasing the
number of filters enhances the model's learning
capabilities, but it might lead to overfitting issues
and lengthen the model's solution process. The
kernel size is selected as 3. Minimal values are
particularly employed in the context of time
series analysis. Greater dimensions can lead to
issues of overfitting. The pool size has been
chosen as 2. The maxpooling procedure reduces
the size of feature maps and enhances the
visibility of higher-level features. Maintaining a
small value for this parameter guarantees quicker
little of

Additionally, it offers reduced memory use.

reduction and loss information.

3.3. Extreme Gradient Boosting (XGBoost)
Model

XGBoost can be characterized as a scalable and
comprehensive tree boosting framework. The
XGBoost algorithm utilizes the aggregation of
weak classifiers in order to construct a robust and
high-performing model [24]. Despite the fact that
this particular method requires a longer training
time in comparison to traditional methods, it
distinguishes itself by generating accurate
forecasts [25]. The sequential steps of the
XGBoost algorithm are illustrated in equations
15-21.

K
9i=00) = ) el fi € F (15)
k=1
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n
min LO(y;, 9;*) = min (Z (yu 9 )
=

. (16)
) n(fk)>
k=1
Q(f) = yT + %sz a7
- 1
min L = min (Z [g/: e + S hfi )
= (18)
+ Q(fr))
9i =0, ol yi ™) (19)
h; = a;it—l Iy, yi™t (20)
X X9
T Y hi+A (21)
R A OTD
obj _E;Zhi+l+y'T (22)

To forecast the result of a dataset comprising n
samples and m features, a tree ensemble model
employs K additive functions denoted as D =
{(xpyD}(D| =nx; € R™,)y; € R

Equation 15 denotes the space of regression trees,
where F represents this space. The variable f
represents the quantity of weak learners, whereas
K means the overall count of weak learners. The
objective function of the algorithm at time t,
abbreviated as L®, is formally defined by
16. The

Equation parameter

Uy, 9:®) encompasses a variety of loss
functions that are utilized to tackle specific
issues. Equation 17 presents a regularly
employed method for quantifying the level of

disparity between the actual value (y;) and the

anticipated value (?i(t)), as well as the overall
complexity of the model, which is measured by
Yt _1Q(fr). The evaluation of the objective
involves the

function replacement of the
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predicted value @i(t)) for the ith sample in the tth
iteration. The calculation is executed with the
second-order approximation of the Taylor

expansion at the previous iteration's estimated

value of y, denoted as (?i(t_l)), as presented in
Equation 18. In Equation 18, the variables g; and

h; denote the first and second derivatives of the
loss function I(y;, ;), respectively. By putting
the formulas denoted as Equation 18, Equation
19, and Equation 20 into the aforementioned
Equation 16, we may thereafter proceed to
compute the derivative. Solutions may be
obtained by utilizing Equations 21 and 22.
Equations 21 and 22 represent the variable obj*,
which signifies the numerical value of the score
of the loss function. A decreased score signifies a
tree structure that is closer to ideal. The symbol

W

; represents the optimal solution for the

weights in the specific situation under
consideration. The XGBoost model is configured
with a value of 100 for the n_estimators
parameter. This value is typically associated with
favorable outcomes. Increasing the number of
n_estimators results in a greater number of trees,
but, this also leads to longer training time.
Additionally, selecting bigger numbers may give
rise to overfitting issues. The learning_rate value
was chosen to be 0.3. During the research, an
initial value is chosen and then iteratively
adjusted to enhance the performance of the
model. A smaller learning rate corresponds to a
higher number of trees and iterations. Higher
values facilitate accelerated learning, but might
potentially lead to overfitting issues. Lower
max_depth values result in simpler and more
generalizing trees, but might potentially reduce

the flexibility of the model. Higher values of
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max_depth result in more intricate and detailed
trees, but they also elevate the likelihood of
overfitting. The study utilized a max_depth value
of 6. This value is typically an initial reference
and has consistently demonstrated strong
performance in numerous applications. The
subsample value in the study was set to 1. Using
small subsample values enables training each tree
with a less amount of data, hence enhancing the
model's generalizability. Higher subsample
values enable each tree to be trained with a larger
amount of data, leading to enhanced learning
capabilities. However, this can also increase the
risk of overfitting. The default value of 1 is
commonly chosen and is typically regarded as a
suitable starting point for utilizing the complete

dataset.

3.4. Support Vector Regression (SVR) Model

The initial introduction of the support vector
machine SVR approach can be attributed to
Cortes and Vapnik in the 1990s [29]. Following
this, a regression methodology called support
vector machine for regression was devised [30].
SVR technique was initially devised as a
classifier. SVR algorithm is utilized to identify
the optimal hyperplane that effectively separates
distinct variables. The optimal hyperplane is
characterized by having the maximum margin,
which ensures an equal separation from all
variables [26] . The gradual phases of the SVR

technique are outlined in Equation 23-29.

f@) = wd@+b (23)
L(f (0,3,8) = f(x)

ly— f®l<e

_{0 (24)
T lUy-f®l-¢ely- f®I>¢
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L1
Min.> loll?+CX™~, &

(

{ yi—wd(x;)—b<e+¢ (25)
sub.t.{—y; + 0®(x) +b <e+¢&
girgi* =0
w* =Yl (a; — af) P(x;) (26)
b* = ﬁ{20<ui<c[)’i in esv(a; —
a)K (xi,x;) — €] + To<a<c [}’i - ijESV(aj - (@7
a}‘)K(xi,xj) + E]}
K(xi,xj) = exp (— I 2_0_?”2> (28)
l
f&x) = ) (a; — a})K(x;,x) + b* (29)
2

The primary aim of SVR is to identify a linear
regression function, represented as f(x), within a
that of

dimensions. Assume that x represents an element

space possesses a high number
belonging to the set of real numbers, serving as
the sample vector. The function ® has non-linear
characteristics in its mapping. The incorporation
of a linear insensitivity loss function, represented
as L(f (x), y, €), contributes to enhancing the
robustness of the optimization problem. The
numerical illustration of this loss function is
given by Equation 25. In equation 25, the
variables x; and y; represent the input vector and
output value, respectively. These variables are
associated with a specific serial number, denoted
by i. Both x;and y; belong to the set of real
numbers, denoted as R. The dimension of the
input vector is d. In this context, the variable d
denotes the cardinality of the elements included
within an input vector. The variable n denotes the
number of training samples. The symbol ¢
denotes the quantification of regression precision.
The variable C represents a punishment factor
that quantifies the extent of penalty applied to a
data sample in the event that its mistake surpasses

the threshold value €. The variables ; and §; are
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utilized as slack variables to enforce penalties on
the complexity of the fitting parameters. In order
to identify the estimation of ®w and b, it is
important to address the optimization problem as
stated in Equation 26 and 27. The N, denotes
the number of support vectors that have been
identified. The Lagrange multipliers, represented
as a; and a;, are constrained to be non-negative.
Equation 28 employs the kernel function,
represented as K(x;,x;), within this particular
situation. The Gaussian kernel function, known
for its exceptional generalization capability, is
selected. The equation that represents the final
regression function is denoted as Equation 29.
The SVR model was created using a linear kernel
function. When the "Kernel" is utilized, the SVM
or SVR model generates a linear regression plane.
Furthermore, the random_state parameter has
The

determines the initial state that an algorithm uses

been chosen. random_state parameter
to produce random numbers. By utilizing the
identical random_state variable, the generation of
random numbers remains consistent, hence
guaranteeing the replication of results upon
subsequent executions of your code. Ensuring the
repeatability of the model is crucial in order to
enhance the reproducibility of the results by

others.

3.5. CNN-BIiLSTM Hybrid Model

The hybrid architecture known as the CNN-
BiLSTM model integrates the CNN and LSTM
models. The BiLSTM model is an improvement
upon the BILSTM model as it integrates a
1 —tanh function into the output gate. The
adjustment leads to the output gate possessing a
value range of around (0.24, 1). Therefore, it is
that BILSTM enhanced

evident exhibits
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prediction ability during the course of training,

while also possessing comparable robust
capability for learning to BiLSTM. Accordingly
BiSLSTM
examining temporal
Proposed CNN-BIiLSTM model is shown in

Figure 2.

is an appropriate method for
data associations [27].

55 B. B9 I8

i = @g%@é @O d)go > §
/_W
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Figure 2: CNN-BiLSTM model.

Each of the stages of the CNN-BiLSTM model
are presented in equations 30-35.

ie = oW [he_1, x¢] + by) (30)
& = tanh(W,. [he_y, %] + be) (31)
fe = o(Wy.The-y, xc] + by) (32)
Co=fi*Coq +ip*& (33)
0, = 1 — tanh(a(W,. [hy—y, ;] + b)) (34)
he = o * tanh(C,) (35)

Equation 30 use i, as the input gate to assess the
appropriateness of retaining the current input data
via a mathematical approach. The variable ¢; is
employed in the calculation of data that requires
updating using Equation 31.The symbol f; is
frequently utilized in scholarly literature to
denote the forget gate. Equation 32 demonstrates
the utilization of the sigmoid function in
determining the retention of past memories for
the present memory state. The variable i, is
utilized as a mechanism for determining the
necessity of an update. Furthermore, the variable
¢; is employed to calculate if the current state

necessitates an update, as determined by Equation
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33.After the acquisition of the latest state, the
value of the output gate o, is calculated using
equation 34. In contrast to BiSLSTM, the
incorporation of the 1 — tanh(x) function is
observed at this particular level. The updated
memory cell demonstrates the ability to calculate
the present concealed state by employing
Equation 35.

4. RESULTS AND DISCUSSION

Table 2 presents the results obtained from the
implemented LSTM, XGBoost, SVR, CNN, and
CNN-BiLSTM  models. This
employed four statistical metrics. The evaluation

investigation

tool employed to quantify the discrepancy
between projected values and actual values is
commonly known as RMSE. A decrease in score
indicates a stronger alignment between the
model's predictions and actual outcomes. MAPE
is a metric used to measure the average size of
errors in a forecast, which is presented as a
percentage of the actual values. A lower MAPE
value is evidence of higher accuracy of the model.
The MAE is a statistical measure used to assess
the average magnitude of the discrepancies
between the expected and observed values. MAE
suggests that the model's predictions exhibit a
higher level of precision, hence mitigating the
impact of significant outliers. The R2 statistic
serves as a measure of the proportion of variance
in the dependent variable that can be accounted
for by the model. When the value of the
coefficient of determination R2 approaches 1, it
signifies that a significant percentage of the
variance in the data can be explained by the

model.
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Table 2: Statistical performance metrics of the

models.

Models/Coeff RMSE  MAE  MAPE R?
LSTM 4238 2623 0.520 0.939
CNN- 3612 2381 0.820 0.956

BiLSTM

XGBoost 1.820 0.956  0.098 0.989
SVR 6.680 5.164 3.555 0.848
CNN 3.834 2247 0.610 0.950

In comparison to the other models, the SVR
model has a lower R? value of 0.848, suggesting
a relatively diminished capacity to effectively
elucidate the underlying data. The RMSE score
of 5.164 is rather large, suggesting that the
forecasts exhibit a significant degree of error. The
MAE value of 3.555 and MAPE value of 3.555
for this particular model are much greater
compared to the other models, suggesting a poor

performance of the model.

The LSTM model demonstrates a high R? value
of 0.939, suggesting a strong level of explanatory
power in relation to the data. Nevertheless, it is
worth noting that the RMSE value of 2.623 for
this particular model surpasses that of the other
models, indicating a greater degree of error in the
predictions. The MAE value of 0.520 and MAPE
of 0.520 are

nonetheless,

value deemed acceptable;

the model's performance was

comparatively inferior to that of the other models.

The R? value (0.950) for the CNN model
demonstrates a significant level of accuracy,
suggesting that the model effectively elucidates
the underlying patterns within the data. The
RMSE score of 2.247 demonstrates strong
performance in comparison to alternative models.
The MAE value of 0.610 and the MAPE value of
0.610 are considered to be within an acceptable
The of CNN was

range. performance
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commendable, however slightly lower compared
to that of XGBoost and CNN-BIiLSTM.

Based on the findings derived from the CNN-
BiLSTM model, it is observed that the R2 value
exhibits a significantly elevated level (0.956), so
signifying a strong capacity of the model to
effectively elucidate the underlying data. The
RMSE value of 2,381.089 indicates a satisfactory
level of performance when compared to
alternative models. The MAE value of 0.820 and
MAPE value of 0.820 for this model

comparatively higher than those of the other

are

models, suggesting that the predictions generated
by this model exhibit a greater degree of error.
The CNN-BIiLSTM model
second highest level of performance.

demonstrates the

Upon analysis of the findings presented in Table
2, it is evident that the XGBoost model exhibits a
significantly high R2 value of 0.989. This
substantial number serves as an indication that the
model
patterns within the data. The RMSE value of

effectively elucidates the underlying
0.956 demonstrates a notable decrease in
comparison to the other models, suggesting a
higher level of accuracy in the predictions, as they
closely align with the actual data. The MAE value
is seen to be low, specifically 0.098, which
suggests that the model's predictions exhibit a
generally close proximity to the actual values.
The MAPE score exhibits a notable diminution at
0.098, that the

prognostications often possess an error margin of

suggesting model's
under 10%. Based on the obtained findings, it is
evident that XGBoost emerges as the model with
the highest performance. Upon reviewing the
existing literature, it is evident that certain

research have demonstrated superior outcomes
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when employing hybrid models [13-15]. The
LSTM model
compared to the CNN model in our investigation.

generated inferior outcomes
the aforementioned
experiments, the CNN-BIiLSTM hybrid model
outperformed both the LSTM and CNN models.
In their investigation, Sekhar et al. (2022) found
that the XGBoost model outperformed the LSTM
model [16]. Our investigation demonstrated that
the XGBoost
outcomes. In contrast to the findings of Erfanian

et al. (2022), our analysis revealed that the SVR

Nevertheless, akin to

model generated  superior

model performed poorly, generating the least
favorable outcomes among the algorithms
examined [20]. In their study, Cavallli&Amoretti
(2021) asserted that the Convolutional Neural
Network (CNN) model outperforms the Long
Short-Term Memory (LSTM) model in terms of
outcomes [8]. Our study generated comparable
findings. In contrast to these findings, Aggarwal
et al. (2019) discovered that the LSTM model
generated superior outcomes compared to the
CNN model. Consequently, the XGBoost model
emerges as the most effective model in terms of
performance on this particular dataset. When the
coefficient of determination R2 is high and the
RMSE and MAE are low, the predictions tend to
exhibit a high level of accuracy and
approximate the actual values. The
BIiLSTM and CNN models exhibit

performance,

closely
CNN-
strong
third,

short

second and

they fall

ranking
respectively. However, in
comparison to XGBoost. The performance of the
LSTM and SVR models is comparatively inferior

to that of the other models.
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parcast haline gelmesi i¢in miittefikler arasinda is birligi icin stratejiler iiretilmistir. Bununla birlikte kuantum teknolojilerinin
kullaniminda hassasiyet ve altyapt gibi temel kisitlar bulunmaktadir. Sistemin atom alti boyutta ¢aligtyor olmast dis etkenlere
karst hassasiyeti muharebe ortaminda uygulanmasini kisitlayan bir etken haline gelmistir. Ikinci olarak sistemlerin
hassasiyetinden ve uygulamanin giincel teknoloji ile gerceklesmesinin gii¢ olmasi sistemlerin kurulumundaki altyapt sorunun
olusmasina neden olmaktadir. Silahli kuvvetlerin béyle bir degisime adaptasyonunu saglamasi icin gegcmis teknolojik
gelismelere karsi yapmis oldugu doktrin ve teskilat revizyonlarmdan farkl adimlar atmasi gerekmektedir. Kuantum revizyonu,
silahli kuvvetlerin adaptasyon saglamast i¢in kuantum teknolojilerinin askeri kullanim alanlarimin arastirilarak bu alanlara
karsi degisimde izlenilecek yolun arastirildigi revizyon konseptidir.

Abstract

Quantum physics has proven that it has the capacity to serve the field of technology with the developments achieved. One of
the most important of these areas is military use areas. Within NATO, strategies have been developed for cooperation between
allies to make this technology a part of the future combat environment. However, there are fundamental limitations in the use
of quantum technologies, such as sensitivity and infrastructure. The fact that the system operates in the subatomic dimension
and its sensitivity to external factors has become a factor that limits its application in the combat environment. Secondly, the
sensitivity of the systems and the difficulty of implementing them with current technology cause infrastructure problems in the
installation of the systems. In order for the armed forces to adapt to such a change, they need to take different steps than the
doctrine and organizational revisions they have made against past technological developments. Quantum revision is a revision
concept in which the military usage areas of quantum technologies are researched in order to ensure adaptation of the armed
forces and the path to be followed in changing these areas.
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1. GIRiS INTRODUCTION)

Insanlik tarihinin kagmilmaz parcasi haline
gelmis olan savas ve ¢atisma kavrami, teknolojik
gelismeler ile eszamanli olarak kavram ve
motivasyon degisikligine ugramustir. ilk¢ag
savaslarinda sopa ve mizrak kullanan insanlik,
barutun icadi ile atesli silahlari muharebe
ortaminda kullanima sunmasi ile savasin iki
hasim arasindaki muharebe sahasinin
genislemesine yol agmigtir. Bu durum ordularin
muharebe sahasinda farkli hareket tarzlar
izlemesine neden olmustur. Bu tarz gelismeler
farkli aragtirma alanlar1 da ortaya c¢ikarmustir.
Savunma Sanayi’sinin hizla gelisen teknoloji
karsisinda {iretkenligini korumak icin bir¢ok
farkli bilim dalindan yararlanmaktadir. Bu
dallarindan biri 20’nci Yyiizyilda ortaya c¢ikmis

olan kuantum fizigidir [1].

Kuantum fizigi, gozle gorilen diinyadan

ayrilarak  atomik  boyutlardaki  durumlar

incelemesinden kaynakli olarak diger fizik

alanlarma gore kavranmasi daha gii¢ bir bilim
alam1 olmustur. Kuantum fizigi ile elde edilen
edinimler, teknoloji uygulamalarinda da farkli
bakig agilarinin ortaya ¢ikmasina neden olmustur.
Kuantum fiziginin gelisimine devam ediyor
olmasindan ve teknolojik altyapr eksiklikleri
nedeni ile deneysel

calismalar,  biyik

laboratuvarlar ve teorik calismalar araciligi ile

sirdiriilmektedir. Atom alt1 pargaciklar ile

ilgilenilmesi  sistem hassasiyetini arttirarak

uygulama alanlarinin  maliyet  etkinligini

siirlamaktadir [2].

Kuantum fizigi prensipleri kullanilarak, atomik
boyuttaki parcaciklarin manipiile edilerek bilgi

islem {izerine kullanimi  amaglanmaktadir.

Giincel kullamimdaki sistemlere kars1 elde
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edilecek olan yiiksek islem giicii ile yapilmasi1 zor
veya imkansiz gibi goriinen birgok probleme
(BigData, kriptoloji, NP problemler vb.) cevap

aranmaktadir.

Yeni savas ortami ordulara her ne kadar ademi

merkeziyetgi ve savag tekelinin devletlerin
kaybetmesi olarak goriilse de farkli bir etken
olarak ordular arasinda teknoloji yariginin
basladigi soylenebilir. Kuantum teknolojileri de
bu yarisin bir parcast olmustur. Kuantum
teknolojilerinin gelisimi bir¢ok alanda kendini
gostermistir. Gegmis teknolojilerin bir¢ok farkli
askeri alani etkiledigi gibi kuantum teknolojileri
de askeri uygulamalar konusunda yasanan
gelismeler, cesitli askeri alanlarin  degisime
baslanmasina neden olmustur. Bu alanlara,
Kuantum Veri Bilimi (ing. Quantum Information
Science (QIS)), Kuantum Hesaplama (ing.
Quantum Computing), Kuantum Haberlesme ve
Kriptoloji (ing. Quantum Communication and
Cryptography) (ing.

Quantum Radar (QR)) 6rnek verilebilir [3, 4].

ve Kuantum Radan

Bu gelismeler; kesif ve gozetleme sistemlerini,
hava savunma sistemlerini, biiyilk boyuttaki
istihbarat wverilerinin incelenmesini, komuta-
kontrol sistemlerini, akilli mithimmat sistemlerini
ve siber giivenligi onemli Olgiide etkileyerek
gelecekte doktrinsel olarak degisimlere neden
olabilecek  potansiyele  sahip  oldugunu
kanitlamigtir. Muharebe sahasindaki gelismeler
ve silahli kuvvetler icerisindeki tecriibeler ile
olusan ihtiyaglarm, kuantum teknolojileri ile
biitiinlesmis sistemler araciligr ile karsilanmaya
calisilmast maksadi ile savunma sanayisinde

atilacak adimlar 6nem arz etmektedir [3, 5].

Bu calismada, kuantum teknolojilerinin askeri

uygulama alanlar1 ve gelecek donemlerde bu yeni
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alanin muharebe sahasinda kullaniminda giincel
doktrin ve teskilat tizerindeki etkileri incelenerek
silahli  kuvvetler biinyesinde bir kuantum
revizyonu Onerilmektedir. Calismada yapilan
incelemeler NATO  doktrini  kapsaminda
yapilmistir. Avrupa Birligi, NATO ve Cin gibi
devletler/topluluklar gibi ulusal bir strateji plani

ve politika izlenmesi gerekmektedir [3].

Calismanin  kalan  bolimleri  su  sekilde
diizenlenmistir; kullanilacak temel bilgiler ve
sistemler Boliim 2’de sunulmaktadir. Boliim 3’te
askeri uygulama alanlart tartisilmis ve son
bolimde ise kuantum revizyonu {izerine

goriiglere yer verilmistir.

2.YONTEMLER ve TEKNIKLER
(METHODS and TECHNIQUES)

2.1 Temel Kuantum Fizigi Konsepti

Temel kuantum fizigi konsepti {izerinde bilgi
edinilmesi, giinliik gdzlemlenebilir diinyadan
farkli kurallar ile ¢alisan kuantum sistemlerinin
kavranmasinda onemli rol oynamaktadir. Bu
bolimde, gelecek bdliimlerdeki sistemlerin
calisma prensiplerinin daha rahat anlasilmasi
ile temel

maksadi kuantum  konseptleri

tartisilacaktir.

2.1.1 Bloch Kiiresi

Sekil 1: Bloch Kiiresi Gosterimi [9].
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Giincel kullamimda olan klasik bilgisayarlarin
islem birimi bitlerdir. Bitler temel olarak bozuk
paraya benzetilerek “tura” ve “yazi1” gibi 0 ve
I’lerden olusan iki durumlu islem birimidir.
Sistemin 0 ve 1 olma olasiligi disinda herhangi
bir olasilik s6z konusu degildir. Bunun yani1 sira
kuantum bilgisayarlarinda ise durum farklilik
gostererek kiibit adi verilen islem birimi ile ayni
anda iki durumu tasima (siiperpozisyon ilkesi)
gibi 6zel durumlar bulundurabilmektedir. Bu 6zel
durumlarin somut gdsterimi olarak Bloch kiiresi

kullanilmaktadir [9].

2.1.2 Belirsizlik ilkesi

Werner HEISENBERG tarafindan ortaya atilan
belirsizlik ilkesi; temelinde bir par¢acigin konum
ve momentumunun ayni anda bilinemeyecegini,
momentum {izerindeki belirsizligin  ortadan
kalkmasi ile dogru orantili olarak konumundaki

zamanda

ile de

belirsizligin artacagini ayni

konumundaki belirsizligin azalmasi

momentumundaki belirsizligin dogru orantili

olarak  artacagimi  gosterilmektedir  [10].
Belirsizlik ilkesi (2) numarali denklemde
gosterildigi gibidir.

1 PN
aiof = (- <[AE] >)? (1

Denklemi elde edilir ((1) numarali denklem
genellestirilmis belirsizlik ilkesi). Buradan ilk
gozlenebilir konum (A=x), ikinci gozlenebilir

momentum (E=p) olarak kabul edilirse;

1..\? _n?
ofop = (Z lh) =- ()
elde edilir [6].
Belirsizlik ilkesi 1s18inda, sistemde sabit

tutulmaya calisilan pargacigin hareket dinamigi

incelenebilmektedir.
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2.1.3 Kuantum Dolanikhg:

Kuantum dolaniklik, Schrédinger denkleminin
acik bir sonucudur (ist-iiste gelme ilkesi) ve iki
benzer parcacigin aralarinda fiziksel bir etkilesim
olmadan baglanti kurulmasi ifade etmektedir.
Bir pargacigin ayni anda (1) farkli konumlarda
bulunma, (2) spininin farkli yonlerde bulunma
olasiliklarinin sifirdan farkli olmasimi saglar.
Dolanik olaya verilebilecek en iyi drneklerden
biri elektronun spin durumu olabilir; Her iki
durumunda ayni anda taginmasi durumuna
giinliik hayatta ¢okca duyulan siliperpozisyon
durumu denmektedir [6].

Ornek olarak iki kiibitlik bir kuantum sisteminde

faz vektorii ¥|a;|? = 1 olmak iizere,

1100 > +a,|01 > +a3|10 > +a, |11 >= |y >
3

olarak gosterilebilir. Kiibitlerin Bell durumuna

sokularak dolanik hale gelmesi saglanabilir [7].

(DW=

d

Sekil 2: Dolanik Elektron Benzetimi; d,
Pargaciklar Arasindaki Mesafeyi
Tanimlamaktadir [9].

2.1.4 Kiibit

Klasik bilgisayarlarda kompleks islemlerin
yapilabilmesi  i¢in  6zel  bit  dizinleri
kullanilmaktadir (Megabyte(MB),

Gigabyte(GB), Terabyte(TB) vb.). Kuantum
Bilgisayarlarinda ise kiibit ad1 verilen veri yapisi
kullanilmaktadir.

Faz degerlerinin ¢dkmesi

sonucunda belirli bir deger alan Kkiibitler,
bitlerden farkli olarak tek durumda birden fazla
durumu tastyabilmektedir. o ve [ degerleri

karmasik say1 olmak sarti ile;
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a+p=1 4
al0 >+p|11>= |y > (5)
Kiibitlerin sistemde uygulanmasinda farkl

yontemler kullanilmaktadir. Bu yontemler;

1-Cekirdek enerjileri arasinda diisiik enerji

seviyesi ve yiiksek enerji seviyelerini 6zel olarak

atanmasi,
ENERJI SEVIYESI
E2 1>
El |O>

Sekil 3: Kuantum Durumlarinin Enerji
Seviyelerindeki Gosterimi [6].

2-Fotonlarin yukar1 ve asag1 polarize hallerinin

atanmasi,

alt>+p[ l>=|yp > (6)

3-Herhangi bir kuantum parcaciginda olgiilebilir
iki durumun atanmasi, ile kiibitlerin sistemdeki

fiziksel yapilar olusturulabilir [9].

2.2.1 Gerekli Kosullarin Olusturulmasi

Kuantum  sistemlerinin  olusturulmasi  ve
kabuliiniin saglanmas1 maksadi ile 1995 tarihinde
Di Vincenzo 5 maddelik kuantum kogullarii
olugturmustur. Bu kosullar; (1) Sistemde
kullanilacak kiibitlerin iyi tanimlanmig olmasi,
(2) Hesaplamanin yapilmasindan once sistemin
ilk Ol¢ciimden Once tamimlanmis bir taban

)

tamimlanmis olan kuantum gegitlerine sahip

durumunun  olusturulmasi, Evrensel

olunmasi, (4) Olusturulan kiibitlerin tizerinde
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O0lgme yeteneginin var olmasi ve istenildiginde
kiibitlerden ayr1 ayri sonuglarin alinabilmesi, (5)
Sistemin calisma siiresinden daha uzun bir
stiresine olmasi  olarak

durulma sahip

Ozetlenebilir [8].

2.2.2 Genel Kuantum Mimarisi

Kuantum bilgi islem sistemleri gozle goriilebilir

ortamdan daha kiigiik boyutlarda islem
yapilmasindan kaynakli olarak, verinin boyutlar
arasinda

saglikli islenmesi

gecis  yaparak
saglanmaya calisilmaktadir. Bu durum kuantum
sistemlerinin mimarisinin veri giris ve ¢ikiglarini
daha karmasik hale getirmektedir. Temel olarak
kuantum sistemleri Sekil 4’te verildigi tizere 3

bolime ayrilmaktadir [9]. A bolimi olarak

bulundugu (islemci) bolimdiir. Sistemin en
hassas kisimlarindan biridir. Sicaklig1 ve igerdigi
hava basinci 6nemli degiskenler arasinda olup A
boliimiiniin  deger oOlglimlerinin  hassasiyetle
denetim altinda tutulmast gerekmektedir. B
bolimii ise iceriden veya disaridan veri giris
cikislarint diizenleyen boliimdiir. Gozle goriinen
diinyadan alinan verilerin kuantum bilgisayarinin
isleyebilecegi veri sekline getirilmesi, klasik
mantiga yakin c¢alisan kuantum kapilarindan
gecerek A boliimiinde islenir. islenen veri, B
boliimiine donerek kuantum diinyasindan goézle
goriinen diinyaya veriyi aktarir. Elde edilen bu

veri, hazirlanan ara yiiz iizerinden kullanima

sunulur. Bahsi konu bu veriler C bolimiine

iletilir.
adlandirilan kisim, fiziksel kuantum sisteminin
KUANTUM + KL"-"uSiK
FiZIKSEL KUANTUM KAPILARI BILGISAYAR
ISLEM BIRIMILERI BiRIMILERI,
{Islemci ve kuantum VERILER VE
birimleri) :
AMALIZ
— SONUCLARI
| . oLcom .
A BOLOMO B BOLOMI C BOLUMU

Sekil 4: Temel Kuantum Sistem Mimarisi [9].

Bu sistem farkli kuruluglar tarafindan farkli

yorumlanarak gelistirilmektedir.

En 6nemli 6rneklerinden olan avize sekli (Sekil

5) yaygin kullanilan sistem seklidir [11].
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[

Sekil 5: Kuantum Bilgisayarlarin Fiziki

Sistemlerindeki Avize Sisteminin GOsterimi
[11].

2.2.3 Fiziki Kuantum Uygulamalari

Kuantum teknolojilerinin giindeme gelmesi ile
kuantum bilgisayarlar1 biiyiik bir ¢alisma alanina
doniismiistiir. Bununla birlikte kurumlar kendi

kuantum sistemlerini gelistirmeye baglamiglardir.

Bu durum ortaya farkli sekillerde sistem
uygulamalar1  ¢ikartmustir.  Oncelik  olarak
sistemlerin prototiplerinin hazirlanmasi

asamasinda klasik bilgisayarlar ile simiile edilen

sistemler kullamima sunulmustur. Bu sistemlere

Ornek olarak IBM firmasmmin  kuantum
simiilasyon sistemleri verilebilir [12].
A o) v Hv v | H:;‘v__,”w) Cio) {u
B [loy E'\’ 3 ‘f)) —_,
a0 {n} 3

EDFA DWDM

Y.:;{::?H:\)_{jim;l DEVICE ;E,

Tablo 1: Fiziki Kuantum Bilgisayar Sistemleri
[9].

Nu Kuantum bilgisayar sistemleri

1 Siiperiletken devre sistemleri
(Superconducting loops)
2 Tuzaklanmis iyon sistemleri

(Trapped ion systems)

Niikleer Manyetik Rezonans
3 Sistemi (Nuclear Magnetic

Resonance-NMR)

4 Topolojik kuantum sistemleri
(Topological quabits)

5 Fotonik sistemler
(Photonics systems)

6 Elmas bosluklar1 sistemi

(NV Center-in-Diamond)

Tablo 1’de gosterilen 1 numarali sistem olan
Siiperiletken devre sistemleri, Josephson eklemi
bulunan  devreler  kullamlarak  iiretilen
sistemlerdir. Bu sistemin kuantum durumlarinda
(ing. quantum states) kalma siiresi 0.00005
saniye, kuantum kapilarinin uygulanma basarisi
ise  %99,4°tir. 2 numarali sistem olan
Tuzaklanmis iyon sistemlerinin ise, kuantum

durumlarinda kalma siiresi 1000 saniyeden fazla

olup kuantum kapilarinin uygulanma basarisi ise

%99,9°dur.

Sekil 6: Fotonik Kuantum Sisteminin Devre Gosterimi [9].
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Bu baglamda uygulamada hangi kuantum
sistemlerinin secilecegi ihtiyaca uygun (maliyet
etkin, yiiksek dogruluklu ve kaynaklar dahilinde)

olup olmadig tizerinde durulmalidir [13].

Lineer optik kuantum hesaplamasi (Ing. Linear
Optics Quantum Computing (LOQC)) ile fotonik
ciplerin kuantum bilgisayarlarinda kullanimi
silikon tabanli olmasindan kaynakli olarak
sistemin maliyetini daha etkin kilmaktadir. Bu
maksatla, University of Bristol ve Cin’in National
University of Defence Technology’nin birlikte
yiirtittiikleri arastirmada silikon tabanli ¢ipler

kullanilmaktadir [9].

3. ASKERI KULLANIM ALANLARI
(MILITARY APPLICATIONS)

General Heinz GUDERIAN’1n “Dikkat Tank!”
(alm. Achtung Panzer!) kitabinda da degindigi
iizere ordular I. Diinya Savas1 ile tank
kullaniminin yayginlagsmasi ve savas doktrininin
olugmasi sonucunda bu yeni silaha olan bakis
acilarin1  genisleterek biinyelerine katmak igin
savunma sanayilerinde énemli gelismelere imza
atmuslardir. Bu silahin kullanima sunulmasinin
ardindan istenilen basarinin alinmasi uzun yillar
almigtir. Bunun bir bagka 6rnegi ise kuyruktan
dolmali silahlarin

silahlarin  yerine igneli

kullanilmas1  sonucunda istenilen basarinin

Prusya ordusu igin 25 senelik bir siirecin
sonucunda ahnmasi verilebilir. ~ Ayn1 durum
Kuantum teknolojileri i¢in de gegerli olabilir.
Gunimiizde prototipler ve deneysel c¢aligsmalar

yiriitilen bu yeni teknoloji, yillar sonra

muharebe sahasinin ayrilmaz bir pargasi haline
gelebilir. Son 20 yil igerisinde birgok iilke -Cin,
Amerika Birlesik Devletleri, Ingiltere ve
Japonya- silahli kuvvetleri kapsaminda, kuantum

teknolojilerinin  kullanimi {izerine raporlar ve
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calismalar yapmaktadir. Tirk Silahli kuvvetleri
global olarak kuvvet esitliginin saglanmasi
maksadi ile yapilacak AR-GE caligmalar ve elde
edilecek tecriibeler 1s181inda, milli imkanlar ile
gelistirilmis bir ekosistem olusturmasi énem arz
etmektedir. Genis bir kullanim yelpazesine sahip
olan kuantum teknolojisi bircok askeri alanda
kullanilabilir. Bu boéliimde ilgili teknolojinin

askeri kullanim alanlar1 tartisilmigtir [1, 12].

3.1 Tehditler

Kuantum teknolojilerinin hasim kuvvetlerce

muharebe alaninda kullanima sunulmasina
karsilik olarak savunma sistemlerine sahip
olunmamasi durumunda, diisman kuvvetlerin bu
hassasiyetten yararlanarak dost unsurlarin zayif

taraflarinin somiiriilmesine neden olabilir.

Kuantum kriptografisi gerek asimetrik gerek
simetrik sifrelemeler lizerindeki etkin durumu

bilgi iletisim kaynaklar iizerinde tehdit yaratarak

verinin dogrulugunu, biitiinligiini ve
erigilebilirligi  konularinda  manipiilasyonlar
yaratabilir. Goriintilleme sistemlerinin

kullanilmasi ile dost kuvvetlerin ortii ve gizlenme
vasitalariin etkinligini azaltarak birligin bekasi

tizerinde olumsuz etkilere neden olabilir [14].

Dost kuvvetlerinin elektronik harp vasitalarini
kullanarak diigman tiizerinde sinyal istihbarati
yapmasinin oniine gegmek maksadi ile kuantum
uydular ile haberlesmenin saglanmasi diismanin
birlikleri ile iletisimi {izerinde ustiinliik
saglamasina neden olarak dost kuvvetlerin
istihbarat iretimindeki etkinliginin azaltarak
diisman kuvvetler hakkinda bilgi saglamanin

oOniine gecebilir.

Radar sistemlerinin kullanimi hava taarruzu ve

flize sistemlerinin etkinligini azaltarak diigmanin
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bekasim1 saglamasma, dost kuvvetlerin hava

ustiinliigiinii saglamasina engel teskil edebilir.

Bu tarz dost kuvvetler lizerinde muharebenin

icrasinda tehdit olusturulabilecek sistemler
kullanilarak, diigman kuvvetlerin muharebede
ustiinliik saglamasina ve dost kuvvetler iizerinde
tehditler olusmasmma neden olabilir. Bu
durumlarindan sakinmak maksadi ile kuantum
teknolojilerinin askerl harekat kapsaminda
kullanilabilecegi alanlar arastirilarak diisman
iizerinde etki saglanmasi amagclanarak silahli
kuvvetler biinyesinde etkin olarak kullanima

sunulmasi gerekmektedir.

3.2 Kullanim Alanlan

Kuantum teknolojilerinin ortaya ¢ikmast ile konu
iizerinde yapilan aragtirmalar, farkli konseptlerin
ortaya ¢ikmasina neden olarak g¢aligma alanini
arttirmistir. Konu iizerinde askeri alanda yapilan
calismalar, diinya ordular1 arasinda rekabeti
arttirarak ilgili alanin farkli askeri alanlarda
kullanimu iizerinde ¢alismalar yapilmasina neden
olmustur. Yapilan bu c¢aligmalar, kuantum
teknolojilerinin askeri kullanim alanlarini ortaya
cikartmistir. Bu boliimde arastirmalar sonucunda

ortaya ¢ikan askeri kullanim alanlar1 tartigilmigtir

[12].
3.2.1 Kuantum Simiilasyon

Kuantum  simiilasyonlar1  yakin  gelecekte
uygulama alanina en yakin olan sistemlerden
birisidir. Kuantum simiilasyon sistemlerinde
kullanilacak optimizasyonlar, silahli kuvvetler
cergevesinde harp oyunlari, askeri operasyonlari
destekleyen karar verme siirecleri, lojistik
faaliyetler iizerine kullanima sunulabilir [3, 12].
Veri bilimi lizerinden 6rnek olarak, 10 bitlik bir

klasik sistem 1024 (21°) durumdan sadece bir
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tanesini temsil ederken 10 kiibitlik kuantum
sisteminin 1024 durumu eszamanli olarak iginde
temsil etmesi verilebilir. Bu durumda, bir¢ok
fonksiyon alaninin

simiilasyon asamasinda

islenmesine olanak saglayabilir [12].

Harekat planlarinin  yapilmasinda ve harp

oyunlarmmin  icra  edilmesinde = muharebe
simiilasyon sistemleri (JCATS vb.) son donemde
sikca basvurulan bir yoOntemdir. Harekat
ortaminda birgok degiskenin olmasi, sistem
karmagikligim1  arttirarak ~ modelleme  ve
simiilasyon sistemlerinin yliksek islem giiclerine
ulagmasini gerektirerek biiylik sistemlere ihtiyag
duyulmasina  yol  a¢maktadir.  Kuantum
simiilasyon sistemleri islem giicliniin yliksek
olmasi nedeni ile degiskenleri iligkilendirmede ve
yorumlamada verimlilik saglayabilir. Dogru bir
egitim modeli ile yapay zeka sistemlerinin de
etkili kullanilmasi, muharebe ortaminin daha

yiiksek dogrulukla yorumlanmasini saglayabilir.

Son yillarda savunma sanayisinde etik kurallari
¢ok tartisilan otonom sistemler, kuantum veri
giiciiniin makine &grenmesinde ve yapay zeka
uygulamalarinda etkin bir basar1 saglamasina
olanak saglayarak etik kurallar g¢ercevesinde
otonom sistemlerin hedef se¢me, hedef belirleme
ve silah sistemlerinin (akilli mithimmat sistemleri
vb.) karar verme siireglerinin gelisimine katki

saglayabilir [15, 35].
3.2.2 istihbarat

Kuantum sistemlerinin birgok alandaki avantajl
durumu klasik sistemlerin kullanimimin 6énemini
azaltmamaktadir. Klasik sistemler (CPU) ile
kuantum sistemlerinin (GPU) birlikte kullanildig
Hibrit (Ing. Hybrid

yapilandirilan modelin  geleneksel

sistemler, systems)

istihbarat
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sistemlerinden ve kuantum  sistemlerinin

avantajlarinin birlikte kullanilmasim saglayabilir
(3].

Kuantum dolaniklig: kullanilarak giivenli ve hizli
iletisimin kurulmasinin yan1 sira karsi istihbarat
faaliyetleri olarak diisman kuvvetlerin sinyal

dinleme ve kripto kanallarmin ¢dziilmesi

saglanarak karsi istihbarat saglanabilir [5].

Istihbarat faaliyetlerinin yiiriitiilmesinde en

onemli faaliyetlerden biri olan verinin bilgiye
cevrilme siirecinde istihbarat carkinin isleyisi

esnasinda  birgok  etken g6z  Oniinde

bulundurularak verinin islenmesi saglanmaya
calisilir. Bu verilerin farkli kaynaklardan alinmis
olmas1 ve formatlarmin g¢esitlilik gostermesi

(Resim, belge, ses, sinyal vb.) wverilerin

anlamlandirma  siirecinin ~ karmasik  hale

gelmesine neden olmaktadir. Bunun yami sira
verinin anlamlandirma stirecinde
kullanilabilmesi i¢in barmdirdigi giiriiltii ve
deformasyonlarin giderilmesi gerekmektedir. Bu
faaliyette anlamlandirma siirecinde oldugu gibi
yiiksek veri giicii ve anlamlandirma becerisi
gerektirmektedir. Kuantum sisteminin yapay

zekd modelleri ile birlestirilmesi  verinin

anlamlandirma siirecine girmesine ve toplam
halini rol

verinin  bilgi almasimda biiyilik

oynayabilir.

Istihbarat faaliyetlerinden biri olan karst

istihbaratin  saglanmasinda diigman unsurun
sifrelenmis verilerinin elde edilmesinde ve kendi
sistemlerimizin ~ glivenligini,  biitiinliiglind,
dogrulugunu ve inkér edilemezligini saglamak
maksadi ile Kuantum kriptografisi kullanilabilir.
Kuantum kriptografisinde en biiyiik
avantajlardan biri vektor ataklar1 ile asimetrik

sifrelemeleri etkin bir sekilde kirmasi ve teorik
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olarak simetrik sifrelemelerin iizerinde etki

saglamasidir [3, 14].

3.2.3 Hava Durumu

Muharebenin icrasi iizerinde dogal etkenler
olarak ilk akla gelen etkenlerden birisi hava
durumudur. Hava durumu, muharebenin icra
planlamasinda ve kullanilacak silah sistemlerinin
seciminde yogun olarak géz oniinde tutulan bir
etkendir. Hava durumunun dogru tahmini
muharebenin kesin sonug¢ alinacak bdlge ve
zamanin se¢imini etkileyebilir. Askeri istihbarat
birliklerinin hava durumunu zaman ve dogruluk
esaslar1 ¢ercevesinde, verilerin hizli ve giincel bir
sekilde islenmesi gerekmektedir. Bu durum veri

boyutunu arttirarak islem giicliniin azalmasina

neden olur.

w
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Sekil 7: Kuantum Teknolojisinin Muharebedeki
Kullanim Alanlarinin Gosterimi [3].

Kuantum veri giictinin klasik bilgisayarlar

tizerindeki  yiiksek  anlamlandirma  etkisi
kullanilarak simiilasyon sistemlerinin
kullanilmas1  dahilinde  hava  durumunun

tahmininde kullanilmasi muharebe planlama ve

icra asamalarina olumlu etkilere neden olabilir.

3.2.4 Komuta ve Kontrol

Askeri harekatlarin planlama ve ylriitme

faaliyetlerinin diizenli olarak ydriitiilmesi ve
harekat

belirsizliklerin  ¢ogaldig ortaminda,
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bilginin ilgili birliklere dogru ve degismeden
iletilmesi ile taktik birliklerin bolgelerinden elde
etmis oldugu istihbarat verilerini {ist komutanlik
kademesine  iletme  konular1  harekatin
stirdiiriilebilmesi ve bekanin saglanmasi i¢in

onemli etkenlerdendir.

Komuta ve kontrol sistemleri tizerinde durulan en

onemli konulardan biri olan giivenligin

saglanmasi konusu, telsizlerin kripto
algoritmalar {izerine yapilan calismalar ve fiziki
iletim ortamlarinin {igiincii  kisiler

sekilde

ve dis
etkenlerden minimum etkilenmesi

izerine yapilan c¢alismalar gibi teknolojik

hamleler ile etkinligi arttirilmaya c¢aligilmaktadir.

Komuta-Kontrol sistemlerinin ~ glivenligi,
kuantum iletisim teknolojisi ile fiziki iletisim
protokolleri, operatif ve stratejik seviyelerde
klasik fiber optik tasima sekillerinden daha etkili
ve hizli sonuglar dogurabilir. Bu durum verinin
kullanilan sistemlerden daha dogru ve giivenilir
aktarimini saglayarak harekatin siirdiiriilmesinde

onemli Olgiide etkileyecek potansiyele sahiptir
[5].

Komuta ve kontrol sistemlerinde kuantum
teknolojilerinin  kullanimi dost unsurlar igin
kuvvet kazandiracak bir etken olsa da diisman
tarafindan kullanilmasi halinde de kullanilan
sistemlerin devamliligim ve giivenligini tehdit
edecek operatif ve stratejik tehdit olusturabilecek
etkiler yaratabilir. Ornek olarak belgelerin
onaylanmasi i¢in kullanilan e-imza sisteminin
givenlik  sistemi  olarak  kullanilmasinin
etkinligini azaltarak ek giivenlik tedbirlerinin
getirilmesi ve muharebe iletisim tekniklerinin
(kriptografi vb.) giincellenerek farkli sistemlerin
konusunda adimlarin

kullanéima  sunulmasi

atilmasina neden olabilir.
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3.2.5 Kesif ve Gozetleme

Kuantum teknolojileri ¢ok boyutlu muharebe
ortaminin en Onemli yapitasi olan kesif ve
gozetleme konulart bakimindan c¢ok 6nemli
yeteneklere sahip bir teknolojidir. Topolojik
haritalandirma, Kesif ve gozetleme ve yeraltt
gozetleme sistemlerinin verilerinin incelenme
stirecleri gibi iz ve dogruluk gerektiren
stireclerin ilerleyisine biiyiikk katkilar saglama
potansiyeline  sahiptir.  Sualti ve yeralti
degisimlerinin izlendigi sistemlerde hassasiyeti
yiiksek olan magnetometre ve gravitometrelerin
kuantum teknoloji tarafindan elde edilmesi bu
alanlardaki 6l¢lim hassasiyetinin artmasina neden

olabilir [3].

Kuantum  teknolojilerinden  yararlanilarak
tiretilen gravimetrelerin 6zellikle Tirk Silahli
Kuvvetleri’nin son harekatlarinda  siklikla
karsilastigi magara ve tiineller gibi yeralt:
olusumlarmin  derinlik, genislik ve diger
ozelliklerini hassas bir sekilde Olgiim verisi
cikartmasi, bolgelerdeki yiiriitiilen harekatlarda
harekat planlama ve hareket tarzlarinin etkin

sekilde belirleme kapasitesine sahiptir.

Son donemlerde harekat ortaminda kesif ve
gozetleme faaliyetlerinde siklikla kullanilan
Insansiz Hava Araglari’nin  (IHA) kesif ve
gbzetleme aygitlarinin goriintl  analiz
sistemlerinin etkin olarak ¢alisabilmesi igin
belirli bir irtifada ugmasi IHAlar iizerinde hedef
olma niteligi tagiyan beka sorunlarini beraberinde
(Ing.

Quantum Imaging) sistemlerinin kullanilmasi

getirmektedir. Kuantum  goriintiileme
[HA’larmn beka sorununu gidermek maksadiyla
daha yiiksek bir irtifadan aldig1 verileri analiz
etmesini saglayarak THA birliklerinin bekasimin

saglanmasinda ve klasik goriintiileme ve analiz
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sistemlerinden daha dogru (Isik gibi etkenlerin
olmadigr durumlarda daha etkin ¢aligmasi) ve

hassas dl¢limlerin elde edilmesi saglanir.

S10M201 1
SLQ7396

RIOB2OI
FLR7308

Sekil 8: Kuantum goriintiileme sistemlerinin
etkinligi; (a) ve (e) Geleneksel kamera ile
cekilmis bir fotograf (d) ve (g) Quantum ghost
imaging aygitlar1 ile elde edilen goriintiilerdir
[16].

Kuantum teknolojilerinin kesif ve gozetlemede
kullanilmasinin sagladig bir baska avantaj ise zor
hava sartlarinda (bulutlu, yagmurlu, sisli, tozlu,
dumanli ve gece), diigsik sinyal ve giiriilti
sartlarinda etkin bir sekilde ¢alismasi sayesinde
birliklerin operasyon kabiliyetlerini arttirmasidir.
Goriintilleme teknolojilerindeki bu ilerlemeler,
askeri operasyonlarda kullanilan ekipmanlarin
verimliligini, dogrulugunu ve esnekligini
artirarak, gilivenlik ve istihbarat alanlarinda

O6nemli kazanimlar sunmaktadir.

Bu sistemler, personelin operasyonlardaki

giivenliginin saglanmasina, riskleri minimize

etmesine ve daha etkili kararlar alinmasina
yardimci olabilir. Bu da askeri giiciin kullanimini

daha etkili ve stratejik hale getirebilir.
3.2.6 Kuantum Radarlar

Kuantum radarlarinda kullanilan  kuantum

sensorlerin muharebe alaninda yeni metotlar ile
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lojistik, kimyasal ve biyolojik tahlillerin
yapilmast muharebe hizmet destek birliklerinin
etkinligini  arttirarak ~ muharebe  giiciiniin

devamliliginda 6nemli roller oynayabilir.

Kuantum Radar teknolojisi ise, giiniimiiz
muharebe sahasini koklii degisimlere ugratacak
potansiyele sahip bir teknolojidir ancak gilintimiiz
teknolojik kosullarinda uzun mesafeli sistemlerin

tiretilmesi maliyet etkin degildir [5].

Kuantum Radar sistemlerinde Elektronik Harp
(E/H) kapsaminda zayif ve yiiksek seviyeli
dalgalarin  birlikte  kullanildig1
kullanilarak klasik E/H sistemlerinden daha etkin

sistemler

bir sistem tasarlanabilir. Kuantum Sinyallerinin
olusturdugu kanal yapilari 3 temel oOzellige

sahiptir.

1- Sinyallerin basit manipiilasyonlar ile

bozulabilir olmasi; Kuantum Hata Giderme
Algoritmalar1 (Ing. Quantum Error Correction)

bu nedenle biiyiik bir 6neme sahiptir.

2- Cok diisiik frekanslarda veri kullanilmasi,
kullanilan sinyallerin tespitinin zorlagsmasina

neden olur.

3- Kullanilan sinyaller lazer gibi hareket
etmesinden kaynakli olarak bir tarafin konumu
tam olarak bilinmezse sinyalin bulunmasini

zorlagtirir.

Bu 6zellikler Kuantum EH sistemlerini klasik EH

sistemlerinden ayiran unsurlar haline

gelmektedir. Uzun mesafeli savunma
sistemlerinde, kuantum dolaniklik ve belirsizlik
ilkeleri ¢ergcevesinde tliglincii tarafin etkilerinden
arindirilmis olmasi nedeni ile hedef tespitinde

kullanilabilme potansiyeline sahiptir [3, 12].
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3.2.7 Kuantum Uydulan

Uydu birliklerin muharebe

ihtiyaclarin1 6nemli 6lgiide karsilayan sistemler

sistemleri,

olarak son zamanlarda etkin olarak kullanilan
sistemlerdir. Bu ihtiyaclara binaen diinya ordulari
kendi uydularimi yoriingelere oturtarak muharebe
Cin

caligmalarla

ihtiyaglarin1 ~ karsilamaktadirlar. son

zamanlardaki yapmis oldugu
yoriingeye oturtmus oldugu kuantum uydularini
hayalet goriintileme (Ing. Ghost Imaging)
teknolojisini kullanima sunmustur. Bu sistem
verinin  giivenliginin yan1 sira veri iletim
mesafesini arttirarak muhabere gereksinimlerini
karsilamaktadir. Ancak bu teknolojinin yeni
kullanima sunulmasindan kaynakli karsilasilan
istenilen  verimin

zorluklar neticesinde

alinamadig1 goriilmiistir [3].

Tablo 2: Kuantum Uydu Teknolojilerinde
Karsilagilan Zorluklar [17].

Nu Karsilasilan Zorluklar

1 Kuantum anahtar dagitimi  (ing.
Quantum key distribution) dolanik
parcaciklarin etkilegimi ile
gerceklesmesinden kaynakli olarak
fiziki sistemlerin hayata gecirilmesi
esnasinda verici ve alici cihazlar
arasindaki izolasyonun saglanmis

olmasini gerektirir.

En biiyiik dezavantajlarindan olan
sisli, bulutlu ve gece sartlarinda
hassas parcaciklarin etkilesiminin
saglanmasinda engel teskil
etmektedir.

Atomalti parcaciklarin birbiri
arasindaki etkilesimin saglanmasi
maksad1 ile protokollerin
olusturulmasi, sistem performansinin
Olciilmesi ve optimizasyon
problemlerini beraberinde
getirmektedir.
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Sekil 9: Kuantum Uydu Sisteminin Isleyisinin
Gosterimi [17].

4. Kuantum Revizyonu

Savunma sanayisinde kuantum teknolojileri,
diinya genelinde ilgi alan1t olarak segilerek
gelistirilmeye devam etmektedir. Bu konuda
onemli yatirimlar yapan Ingiltere, konu hakkinda
detayl1 ¢caligmalar yiiriitmek maksadiyla kuantum
teknolojileri {izerine ulusal

strateji  planlart

yaparak kuantum teknolojilerini  muharebe

sahalarinda kullanarak milli savunma giiciinii
arttirmaya calismaktadir. Ingiltere gibi iilkelerin
yani sira  miittefik  iilkelerin  olusturdugu
kuruluslar da bu alanda ellerinde bulunan
kuvvet alam

birikimlerini  birlestirerek  bir

olugturarak  savunma teknoloji  alanlarimi
genisletmeye calismaktadirlar. Bu durumun en
onde gelen Ornegi olarak Kuzey Atlantik
Antlagmas1  Orgiitii  (North Atlantic Treaty
Organization)’niin Ocak 2024 yilinda ¢ikarttig1
NATO’nun Kuantum Teknolojileri Stratejisi
Ozeti verilebilir. Bu ozet stratejide miittefik
iilkelerin  birbirleri ile ellerinde bulunan
teknolojik birikimlerinin birlestirilerek savunma
sanayisinde kuantum teknolojilerinin
kullanimina hiz kazandirmak amaglanmaktadir

[18, 19, 20].

Yillarca yasanan muharebelerde ve savaglarda
elde edilen tecriibeler teknolojik ihtiyaglar

ortaya ¢ikartarak savunma sanayisinin ilgili
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alanlara yonelmesini saglamistir. Gilinlimiiz

muharebelerinde ortaya g¢ikan ihtiyaglara karsi
kuantum teknolojileri  ilizerine yogunlagan
iilkeler, ilgili teknolojinin kullanimi i¢in ihtiyag

duyulan ortamin saglanmasi i¢in ¢aligsmalar

yiriitmeleri ~ gerekmektedir.  Bunun  ana
sebeplerinden bir tanesi ilgili teknolojinin
giinimiizde  kullanilan  klasik  teknolojik

araclardan farkli altyap1 gereksinimlerine ihtiyag
duymasidir. Bu nedenle iilkeler teknolojik
gelismeleri saglarken bir taraftan da silahl
kuvvetlerini bu alana adapte olacak sekilde revize
etmesi gerekmektedir. Bu kapsamda, “Kuantum
Revizyon” plam silahli kuvvetlerin bu alanda
adaptasyonunun saglanmasi maksadi ile temel

olarak iizerinde durulmasi gereken asamalari ele

almaktadir.

Ulusal kaynaklarin belirlenmesi, stratejik is
birliktelikleri, uygulamada ihtiya¢ duyulan bilim
dallarindaki
alinmasi, eldeki teknolojik bilgi birikiminin

profesyonel  kisilerden destek
kullanilmasi, farkli bilgi alma kaynaklarindan
elde edilen bilgilerin birlestirilmesi, finansal
ihtiyaclarin tespiti, politik ve askeri karar
mercilerinin koordineli ¢alismalar1 sonucunda bir

plan olusturulmalidir [5].
Kuantum Teknoloji Revizyon Plam kapsaminda;

1. Sistem ihtiyaglar1 belirlenmesi ve raporlarin

hazirlanmasi,

2. Altyap1 caligmalari baglatilmasi,

3. Kontrol ve Denetlemelerin yapilmast,
4. Personel bilgilendirmesi yapilmasi,

5. Ozel birliklerin kurulusu tamamlanip sahada

gbrev almasi,

faaliyetleri icra edilmelidir [1].

4.1 Sistem Ihtiyaclarinin Belirlenmesi ve
Prosediirlerin Hazirlanmasi

Bir teknolojinin savunma sanayisi i¢in kullanima
sunulmasinin en 6nemli adimlarindan biri olan
sistem ihtiyaclarinin belirlenmesi, giin gectikce
artmakta

belirsizliklerin oldugu muharebe

ortaminda kullanilabilir bir sistemin

uretilmesinin  temel olacaktir. Bir

yapitasi
teknolojinin sivil amach kullanimi ile askeri
amacli kullaniminda arasinda olusacak sistem
gereksinimleri kuantum teknolojileri i¢in de

gecerlidir.

Zor sartlarda hizmet vermesi beklenen askeri

teknolojilere, hassasiyetin  yiiksek  oldugu

kuantum teknolojilerinin  entegre  edilmesi
esnasinda karsilagilacak zorluklar tespit edilerek
sistemin bu yonde revize edilmesi gerekmektedir.

Bu revizyon esnasinda ihtiyaglarmm O6nceden

belirlenerek AR-GE calismalarinda
gelistirmelerin =~ bu  yonlerde  arttirilmast
saglanmalidir.  Karsilagilabilecek  zorluklar;
degisken hava ve arazi sartlari, diisman

kuvvetlerce yapilacak Elektronik Harp (E/H)
faaliyetleri olarak verilebilir [15, 36].

Kuantum sistemlerinin gelismekte olmasi nedeni
ile ergonomik ihtiyaclar1 karsilamas1 da biiyiik
onem arz etmektedir. Operatif veya taktik birlik
seviyesinde kullanilacak sistemlerin operatoriin
kullaniminda ve malzemenin intikali esnasinda
dayanikliginin saglanmasi ve kolay hareket
olmasi Kuantum

ettirilebilir gerekmektedir.

sensor  teknolojisinin  birliklerinin  teskili
igerisinde kullanimi1 birliklerin bélgelerinden
intikal ile farkli bir noktaya ilerlemeleri siiratli bir
sekilde yapilarak hedef statiisiine diismeden
onem arz

bolge degisikliginin  yapilmasi

etmektedir. Ancak giinliimiiz sistemlerinin boyutu
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nedeni ile hem intikal zorlugu hem de diigman
gozetlemesinde nokta teskil etme niteligine
sahiptir. Bu gibi oOmnekler ile muharebe
sahasindaki birliklerin gereksinimleri {izerine

sistem ihtiyaglar belirlenmelidir.

Kuantum teknolojilerinin gelistirilmesi esnasinda
silahli kuvvetler biinyesine yapilacak stratejik
calismalar, ilgili birliklerden goriislerin alinmasi
ve savunma sanayinde gorevli personeller ile
sivil-asker is birligi saglanilarak ihtiyaglarin
sistem

belirlenerek optimizasyonunun

saglanmasi gerekmektedir. Kuantum

teknolojisinin maliyetinden kaynakli olarak
geemis donemlerde prototiplerin  kullanima
sunulmas1 veya kullanima sunulan sistemlerin
muharebe sahasina kullaniminin ardindan sistem
giincellemelerinin ~ yapilmas1  konseptlerine
uymayarak AR-GE faaliyetlerinin maliyetinin
istenilen seviyenin {istiine ¢ikmasina neden
olabilir. Bu nedenle sistemin gelistirilmesinde
ihtiyaglarm  belirlenmesi

diger  teknoloji

sistemlerine gore daha biiylik 6nem tagimaktadir.
Ulkelerin savunma sanayii sektdriinde bireysel
yapacaklar1 gelistirme faaliyetlerinin yani sira bu
alanda c¢alismalar yapan miittefik {ilkelerin
caligmalar1 6rnek alarak sistem gelismelerinde bu
tecriibelerden yararlanilarak sistem maliyetinin

minimize edilmesi saglanabilir.

Tespit edilecek ihtiyaglarin neticesinde gerekli

gorillen sistemlerin  kullanimi  ve  altyap1

calismalari igin  birlestirilmis  protokollerin

hazirlanmasi ile muharebe sahasina sistemlerin
entegrasyonu hizlandirilabilir. Birliklerin ilgili
yapacaklar1  c¢alismalar

protokoller iizerine

sistemlerin farkli muharebe alanlarina da

adaptasyonu saglanir.
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4.2 Kontrol ve Denetlemelerin Yapilmasi

Teknolojik gelismelerin stratejik olarak silahli

kuvvetler biinyesinde kullanima sunularak

verimin arttirilmasi i¢in sistemlerin diizenli

olarak kontrol ve denetlemenin yapilmasi
gerekmektedir. Muharebe sahasinda yeni gorev
alan sistemlerin operasyon alanlarina
adaptasyonunun saglanmasi maksad ile kontrol
ve denetleme sonuglarmin ilgili kurumlara
ulastirilarak sistemlerin tespit edilen yonlerde
gelisimi saglanmalidir. Aynm1 zamanda kuantum
sistemlerinin maliyeti ve yeni bir teknoloji
olmasindan kaynakli olarak kullanici hatalarinin
oniine  gecmek

ve sistem  giincelliginin

saglanmasi1 gerekmektedir.

Bu kontrol ve denetlemelerde, sistemlerin mevcut
askeri sistemler ile uyumlu c¢alisip calismadig,
muharebe alanindaki fiziki sartlardaki ¢alisma
durumunun (farkli arazi sartlarinda sistemler
iizerinde yaratacagi istenmeyen
manipiilasyonlarin yasanmasinin kontrol ve
denetlenmesi) incelenmesi sistemlerin
entegrasyon siirecine olumlu etkiler yaratacak

etkiye sahiptir.

Giivenlik sistemlerinde (Kuantum kriptografi,

kuantum uygular vb.) ise verinin iletiminde bilgi

giivenligi ilkelerinin (gizlilik, biitinlik ve
erigilebilirlik) korunup korunmadigi iizerine
giivenlik  kontrol ve denetlemelerinin  de

yapilmasi gerekmektedir.

Hazirlanan sistemlerin farkli birlikler tarafindan
kullanilarak uygunluk testlerine tabi tutmasi ile
bu birliklerin kullanilan sistemler ile gecirdikleri
zaman igerisinde {ist komutanligin niyetinin
gerceklestirilmesi ¢ergevesinde basart durumlari

yapilan denetlemeler ile belirlenerek sonuglarin
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ilgili teknolojilerin gelistirildigi kurumlar ile
paylagilarak analizlerin yapilmasi sistemlerin

gelisiminde katki saglayacaktir.

4.3 Altyap1 Calismalarinin Yapilmasi

Kuantum teknolojileri igin altyapi ¢aligmalarinin

yapilmast kapsamli stratejik calisma

gerektirmektedir. Hazirlanan raporlarin
birlestirilerek stratejik biitiinliigiin saglanmasi
maksadi ile birliklerin ve karargahlarin sistemi
sekilde

calisilmalidir. Giiniimiiz sistemlerinin ihtiyag

etkin kullanmalar1 ~ saglanmaya
duydugundan farkli gereksinimlere ihtiya¢ duyan
kuantum teknolojilerinin istenilen performansin
elde

edilebilmesi i¢in bu gereksinimlerin

karsilanmas1 gerekmektedir.

Kuantum  hesaplama  cercevesinde  fiziki
etkenlerden oldukca fazla etkilenmesi nedeni ile
gerek elde edilen verinin iletimi gerekse sistemin
kendi igerisindeki hesaplama fonksiyonlarinin
dogru ¢alismas1 maksadi ile dis gevreden oldukga
izole edilerek kapali bir sistemin elde edilmesi
gerekmektedir. AR-GE ¢alismalari ile bu altyap1
ihtiyaglarmin belirlenmesi gerekli tedbirlerin
alimmasin1 saglayacaktir ancak taktik veya

operatif ~ birlik  seviyesinde  kullanilacak
sistemlerin malzeme tedariginin saglanmasi icin
detayli bir lojistik plana ihtiya¢ duyulacaktir.
Malzemelerin maliyeti ve hassasiyeti nedeni ile
lojistik faaliyetlerin bu hususlar goz Oniinde

alinarak planlanmas1 saglanmalidir [15, 20].

Gerekli malzeme tedariginin  yapilmasmin
ardindan sistemin kurulumu ve kullanimi igin
ilgili birlik personelini bilgilendirecek 6zel birlik
personellerinin bolgelere intikallerinin
saglanarak sistem devamliliginin saglanmasi

gerekmektedir.
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Kuantum teknolojilerini ilgi konusu olarak almis

miittefik  iilkeler ile yapilan antlagmalar
cercevesinde kullanima sunulan teknolojilerin
altyapt caligmalart hakkinda bilgiler alinarak
gerekirse ortak calismalar ile kuantum
teknolojileri i¢in altyapr ¢alismalarn faaliyetleri

planlanmali ve kullanima sunulmalidir [21].

Altyap1 caligmalarinin devamliliginin saglanmasi
icin sistemlerin modiilerliginin saglanmasi ile
calismalarin belirli kaliplar halinde prosediirler
hazirlanmali ve bu prosediirler c¢ercevesinde

birliklere yeni bir sistemin kullanima sunulacagi

zamanlarda ilgili  prosedirlerin  birliklerle
paylasilarak  sistemin  kullanima  sunulma
asamasinin  hizlandirilmast  saglanir.  Bu
prosediirler aynt zamanda farkli  arazi

bolgelerinde gorev yapan birliklerin sistemlerinin

kurulumu i¢in ihtiyag duyulan ortamin
hazirlanmasi1 konusunda 6n ¢alismalar yaparak
gerektigi durumlarda ek tedbirlerin alinmasi
kurulum personelleri

yOniinde yapacak

bilgilendirebilir.
4.4 Personel Bilgilendirmesi

Kuantum teknolojilerinin  kullanimi

gegmis
donem uygulamaya sunulan teknolojilerden daha
farkli bir konsepte sahip olmasindan kaynakli
olarak personel bilgilendirme konusu daha teknik
ve detayli bir bilgilendirme icermek zorundadir.
Bu durum ilgili personelin konu hakkinda ilgili ve
secim asamasinda yeteneklerinin  Ortliigmesi
gecmisteki personel secimlerinden daha detayli
yapilmalidir.  Konu  kapsaminin  teknik
bilgilerinin yiiksek matematik, fizik ve algilama
seviyesine ihtiya¢ duymasindan kaynakli olarak

uygulama kisminda ¢alisacak personelin ge¢mis



Akkaya, Savunma Bilimleri Dergisi, 20(2): 343-362 (2024)

safahatinin uygun olmasi 6nem arz etmektedir

[20, 21].

Bahsi konu durumda sadece uygulama kisminda

bulunan personelden ziyade sistemin
hassasiyetinden kaynakli olarak kullanici kisim
personelin de gerekli bilgi seviyesine ulagmasi
saglanmalidir. Ornek olarak Kuantum iletisim
kismindan yaralanacak personelin dolanik ¢iftin
kapsamini1 ve hassasiyetine hakim olarak olasi
sistemi dezavantaja sokacak manipiilasyonlara
kars1 koruma tedbirlerini uygulayacak seviyede

olmalidir.

Ozellikle kullanic1 kisminda bulunan personelin

konu kapsamini daha rahat kavrayabilmesi

acisindan  konular basitlestirilerek, teoriden

ziyade daha ¢ok uygulama alanlarmin

hassasiyetlerinden korunma kapsamli brosiirler

hazirlanarak gerekirse tek er seviyesinde
dagitilarak olasi istenmeyen sistem
manipiilasyonlarinin oniine gecilecegi

degerlendirilmektedir. Kuantum sistemlerinin en

biliyiik dezavantajlarindan biri olan sistem
hassasiyeti muharebe alaninda dost birlikler igin

bir dezavantaj niteligi tasimasindan kaynakli

olarak  ozellikle bu  konu  kapsaml
degerlendirmeler ve bilgilendirmeler
yapilmalidir [20, 22].

Uygulama alam1 genel olarak taktik birlik

seviyesinden ziyade daha genis bir kapsam
alaninda olmasindan kaynakli olarak stratejik ve
operatif birlik seviyesinde uygulama alanina
sahip olacagi degerlendirilmektedir. Bu durum
kapsam i¢inde bulunan personelin bir biitiin
olarak calismasini saglamak maksadi ile ozel

birlik kuruluslarina ihtiya¢ duyulabilir.
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4.5 Ozel Birlik Kurulusu

Uygulanmak istenen sistemlerin  genelinde

ihtiya¢ duyulan yiiksek bilgi seviyesi ihtiyact
nedeni ile konu iizerindeki c¢alismalarin
etkinliginin saglanmasi1 maksadi ile 6zel birlik
teskilatlarina bagvurularak personelin tek cati
altinda toplanmasi birligin hizla degisen kuantum
teknoloji atilimlarma  ayak  uydurmasi
saglanabilir. Ozellikle egitim ve uygulama
konularina agirlik verilmesi ile giincel birlik

teskilatlarindan farkli olarak personelin bilgi

seviyesinin  yeterliligi her gelen sistem
giincellemesi ve kullanici alanindaki  geri
bildirimlerin sistemlere uygulanmasi

saglanabilir. Kuantum teknolojilerinin muharebe

sahasinda yeni ortaya ¢ikmasi, Sistemlerin

muharebe sahasindaki etkilerinin tam olarak

ortaya konulmasinin Oniine gecilmektedir. Bu

nedenlerden  dolayr  kurulacak  teskilatin

muharebe sahasindan gelecek olan geri doniitlere

yiiksek adaptasyon saglayacak irtibat ve

ihtiyag duyulacagi
bir

giincelleme birliklerinde

degerlendirilmektedir. Teskilatin diger

onceliginin de miittefik tlkelerin kuantum

teknolojileri  ilizerine  askeri  alanlardaki

calismalarinda is birliginin kurulmasi maksadi ile

koordinasyon saglanmalidir.

Muharebe  sistemlerinin  ilgili ~ bdlgelere

kurulumu, Dbirlikler tarafindan  kullanima

sunulmasi, kullanilan sistemlerin giincellenme ve
hatalarin ~ giderilme  siiregleri  igerisinde
karsilasilabilecek aksakliklar ve sistemlerin genel
itibari ile karmasik ve hassas olmasindan
kaynakli olarak sistemlerin muharebe sahasinda
etkin kullanimini saglayacak birliklerin teskil
edilerek muharebe sahasinda gorev yapmasi

saglanmalidir [26].
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Sistem ihti}'ag]arlmu Belirlenmesi ve
Prosediirlerin Hazirlanmasi

| Altyapr Cahsmalarmin Yapilmast

| Personel Bilgilendirmesi || |

| Ozel Birlik Kurulusu

Kontrol ve
Denetlemelerin
Yapilmasi

|

Sekil 10: Kuantum Revizyonu Icra Plan.

5. SONUCLAR (CONCLUSIONS)

Tarihte ortaya ¢ikan teknolojik gelismeler askeri
bilimler tizerinde Onemli gelismelere neden
olmustur. Bu baglamda 20’nci Yizyilda ortaya
cikmis olan kuantum fiziginin teknolojik
alanlarda kullanima sunulmasi ile askeri bilimler

iizerinde etkiler gdstermeye baslamustir. Ulkeler

bu gelismeler gercevesinde savunma sanayilerini

bu alana yonlendirerek stratejik raporlar
hazirlamis  ve miittefik {ilkeleri ile konu
kapsaminda miisterek caligmalar yiiriitme

cabalar1 gostermektedir. Kuantum teknolojileri
giincel kullanimda bulunan hedef tespit, kesif,
gozetleme, hava savunma, akilli miihimmat
sistemlerine katlilar sunarak muharebe alaninin
yeniden sekillenmesine neden olacak gelismeler
yasanmaktadir. Kullanima sunulmasi ile dost
unsurlar {izerinde yapacagi olumlu etkilerin yani
sira diisman unsurlarin tizerimizde kullanimi
taraflarimizi somiirerek

kendi

sonucu hassas

muharebenin  gidisatini avantajlarina

cevirecek tehditlere de neden olmaktadir.

Kuantum kriptografisi ile muhabere

kaynaklarinin ~ manipiilasyonu ile  kriptolu

iletisimlerin agiga ¢ikarak unsurlar arasindaki

iletisimi desifre edilmesine neden olmasina, radar

sistemleri ile akilli mihimmatlarin, fiize
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sistemlerinin ve hava kuvvetleri birliklerinin

etkinliginin  azaltilmasina, Kuantum uydu
sistemlerinin E/H kapsaminda kullanimi telsiz
karigtirmalari ile birlikler arasi iletigimin sekteye
ugratilmas1 saglanarak dost unsurlarin muharebe
azalmasina verecek

etkinliginin sebebiyet

faktorler barindirmaktadir.

Bu kapsamda dost ve miittefik silahli kuvvetler
ile yapilacak teknolojik is birlikleri ve kendi
kaynaklarinin kullanimi ile muharebe sahasinda
kullaniminin

kuantum teknolojilerinin

yayginlagtirilmas1  ¢ercevesinde, girisimlerde
bulunularak savunma sanayinde gelismeler i¢in
calismalar yapilmalidir. Yasanacak gelismeler ile
iiretilecek olan sistemlerin silahli  kuvvet
biinyesinde adaptasyonunun saglanmasi maksadi
ile bir revizyon c¢aligmasi sirdiriilmelidir.
Uygulamaya alinan diger sistemlerden farkli
olarak daha hassas bir sistem olmasi ve birinci
kullanict1 ~ seviyesinde daha fazla  bilgi
gereksinimine sahip olunmasi gerekmesinden
kaynakli olarak ©zel revizyon planina ihtiyag
duyulacaktir. Kuantum revizyonu kapsaminda
sistem ihtiyaglarinin belirlenmesi ve
prosediirlerin hazirlanmasi, altyapi ¢alismalarinin
yapilmasi, personel bilgilendirmesi, 6zel birlik
kurulusu ve kontrol ve denetlemelerin yapilmasi
konu kapsaminda iiretici ve birinci kullanicinin
sistemlerin

koordinasyonu saglanarak

adaptasyon siirecinin hizlanmas1 saglanacaktir.
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0zet

Yetenek temelli planlama (YTP), yeni bir paradigma olup stratejik veya uzun vadeli planlama i¢in analitik bir ¢erceve sunarak
vetenek kavramini kullanmaktadir. Bu ¢alismada askeri hedefleri saglayabilecek yetenekler icin 6 farkli senaryo olusturulmus
ve buna gore YTP igerisinde her bir senaryo i¢in meydana gelme riski hesabi yapilmistir. Belirlenen hedeflerin basarili olmast
icin gerekli olan alt yetenekler tammlanmistir. Askeri hedeflerin karsilanmasina yéonelik silah se¢im problemi i¢in Cok Kriterli
Karar Verme (CKKV) yontemlerinden Bulanik Analitik Hiyerarsi Siireci (AHP), ile kriter agwrhiklart hesaplanmis ve Ideal
Coziime Benzerlige Gore Sira Tercihi Teknigi (TOPSIS) metodu ile onceliklendirilmesi yapilmistir. Bu ¢alismanin ana
motivasyonu literatiirdeki senaryo tabanli yeteneklerin belirlenmesi ve degerlendirilmesi igin karar siireglerine ait analitik
degerlendirmeye yonelik boslugu doldurmaktir.

Abstract

Capability-based planning (CAP) is a new paradigm that uses the concept of capability to provide an analytical framework
for strategic or long-term planning. In this study, 6 different scenarios were created for the capabilities that can meet military
objectives, and accordingly, the risk of occurrence for each scenario was calculated within the CAP. The sub-skills necessary
for the success of the determined goals have been defined. For the weapon selection problem to meet military objectives,
criterion weights were calculated with Fuzzy Analytical Hierarchy Process(AHP), one of the Multi-Criteria Decision Making
(MCDM) methods, and prioritized with the Technique for Order Preference by Similarity to Ideal Solution (TOPSIS) method.
The main motivation of this study is to fill the gap in the literature regarding analytical evaluation of decision processes for
identifying and evaluating scenario-based capabilities.
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1. GIRiS INTRODUCTION)

Her gelismis lilkede silahli kuvvetler, giivenlik
politikasinin uygulanmasina yonelik temel bir
savunma bilesenini olusturmaktadir. Bdyle bir
gorevi verimli bir sekilde yerine getirmek i¢in
silahli kuvvetlerin ulusal giivenlige yonelik en
olas1  tehditlere = karsti  hazir  olmalan
gerekmektedir. Bu kapsamda en uygun yetenek
ihtiyaclarinin ~ belirlenmesi ve uygulanmasi

iilkelerin  giivenligi  i¢in  biiyilk  Onem
tasimaktadir. Yetenek temelli planlama (YTP),
nispeten yeni bir paradigma olup, stratejik veya
uzun vadeli planlama i¢in analitik bir gerceve

sunarak yetenek kavramini kullanmaktadir.

Yetenegin savunma literatiirlinde tanimi, bir
operasyonel etki elde etme veya kapasitesi olarak
belirtilebilir [1]. YTP siireci ise, belirsizlik
altinda planlama yapmay1 gerektiren ekonomik
bir ¢erceve iginde calisirken, gliniimiiziin gesitli
zorluklaria ve kosullarina uygun yeteneklerin
saglanmasi i¢in kapsayici bir planlama gergevesi
olarak tanimlanir. Diinyanin farkli bolgelerindeki
bir¢ok savunma birimi, ABD, ingiltere, Kanada,
Avustralya Savunma Kuvvetleri dahil olmak
iizere gelecekte etkili bir sekilde calisabilecek
YTP

kullanmaktadir. Bu birimler, gelecekte ortaya

kuvvet yapilarim  gelistirmek igin
cikabilecek cesitli senaryolar kapsaminda YTP'yi
uygulayarak gelecekteki yeteneklerini optimize

etme amacindadir [2].

Yetenek temelli savunma planlamasi iginde
program yoOnetimi ve belirli proje portfoyii (silah
sistemleri) se¢imi ile planlama ve yiiriitme
stirecleri kritik bir 6neme sahiptir. Bir program,
“kurumun stratejik hedefleriyle ilgili sonuglar1 ve
faydalar1 saglamak i¢in bir dizi ilgili proje ve
koordine etmek,

faaliyetin  uygulanmasini

yonlendirmek ve denetlemek i¢in olusturulan
gecici, esnek bir plan” olarak adlandirilir [3].
Program yonetimi, tiim mevcut, Onerilen ve
beklemedeki  projelerin  (¢aligmada  silah
sistemleridir) tanimlanmasi dahil olmak {izere
dort temel siireci icermektedir [4]. Bunlar;
projelerin onemlerine

stratejik gore

onceliklendirilmesi, optimal proje karmasinin

secimi, ilerleme ve izleme seklinde ifade
edilebilir.
Savunma  sektoriinde, YTP siireci, diger

sektorlerde karsilagilan standart proje portfoyii
se¢cimi sorununa ek zorluklar sunmaktadir. Bu
zorluklar arasinda ¢ok yiiksek maliyetli yatirim
kararlari, uzun vadeli yetenek gelistirme siirecleri
ve yonetim tarafindan uygulanan siki biitce
Savunma

kisitlamalar1  yer  almaktadir.

planlamasina  yonelik  problemleri  diger
sektorlere ait problemlerden ayiran iki temel
faktor ise optimizasyon hedeflerinin ve bu
hedeflerle  iligkili  belirsizligin  tiiridir.
Savunmada en biiyiik endise ulusal glivenliktir.
Savunma portféyli optimizasyonunda, stratejik
riskin en aza indirilmesi birincil dncelik haline
gelmistir. Savunma sektoriinde, stratejik risk
genellikle derin belirsizlikle iligkilidir. Bu
belirsizlik, yonetim ve siyasi degisiklikler, ulusal
giivenlik politikalar1 ve tehdit senaryolan gibi
genel is sorunlarindan kaynaklanabilir. Senaryo
tabanli yaklagimlar, bu tiir kosullarda planlama

yapmak icin siklikla tercih edilir.

Bu ¢alismada, YTP siireci igerisinde yer alan ve

en Onemli agamalardan biri olan yeteneklerin

onceliklendirilmesi  tizerinde  durulmustur.
Savunma  planlamast  igerisinde  yetenek
planlamalar1  yapilirken baz1 kisitlar  ve

karsilanmas1  gereken hedefler —mevcuttur.
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Konuya yonelik literatir ve  iilkelerin

uygulamalar1  incelendiginde  yeteneklerin
belirlenmesinde en ¢ok karsimiza c¢ikan risk
degerlendirilmesi, biitce kisiti ve projelerin

yetenekleridir. Ayrica yine literatiirde yapilan

incelemede  yeteneklerin  belirlenmesi  ve
degerlendirilmesine  yonelik  karar verme
siireclerinin, sayisallastirilmis
degerlendirmelerin eksik oldugu
gozlemlenmistir. Karar vericilerin  savunma
planlamas1 siirecinde daha c¢ok sezgisel
yontemlerle calistigi g0z Oniinde

bulunduruldugunda, yeteneklerin belirlenmesinin

artik daha zorlastigit giiniimiiz  glivenlik

kosullarinda sayisallastirilmis  karar  destek

yontemlerinden faydalanilmasi gerektigi fikri 6n

plana ¢ikmuistir.

YTP, savunma gelistirme planlamasina yonelik
baskin c¢agdas yaklagimlardan biridir ve nihai
hedefi, devletin gorevlerini yerine getirebilmeleri

icin gerekli yetenekleri saglamaktir. Bu

yetenekleri gelistirmek i¢in cesitli secenekler

vardir ancak hangi segenegin en uygun

oldugunun belirlenmesi ve oOnceliklendirilmesi

oncelik arz etmektedir. Ayrica giivenligin

saglanmasindaki ¢ok karmasik dinamikler ve

belirsizlikler ile savunmaya ayrilan smurh

kaynaklar riskleri de dikkate almak

gerekmektedir [5].

ve

Askeri gorevlerin bagariyla gerceklestirilebilmesi
icin yakin, orta ve uzun vadede ne gibi
yeteneklere ihtiya¢ duyuldugunun belirlenmesi
kritik bir 6neme sahiptir. Gelecekte giivenlik
birimlerine yiiklenen goérevlerin basarisi, gergek
yeteneklerin belirlenmesiyle dogru orantilidir. Bu
yeteneklerin tespiti yapildiktan sonra, mevcut
olanlarla aralarindaki

karsilagtirilmas1 ~ ve
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bosluklarin saptanarak yetenek aciklarinin ortaya
cikarilmas1 sarttir. Bu tespit edilen yetenek
aciklari, bir plan dahilinde o6zellikle Oncelik
sirasina gore ele almmali ve giderilmelidir.
Dolayisiyla  yeteneklerin  6nceliklendirilmesi
etkili bir savunma planlamasi icin yapilmasi

gerekenlerin baginda gelmektedir [6].

2. LITERATUR TARAMASI
(LITERATURE REVIEW)

Literatiirde yapilan  incelemede; silah
sistemlerinin se¢imine yonelik ¢caligmalar olsa da
bunu bir yetenek karmasi halinde inceleyen,
yetenek temelli ve analitik yontemlerin bir arada
kullanildigl, savunma planlamasina uyumlu bir
sekilde yapilan c¢ok fazla calisma olmadig1

gozlemlenmistir.

Yetenek gereksinimlerinin belirlenmesi, YTP
stirecindeki en karmasik asamalardan biridir [7].
Bu asamanin anlami, belirli standartlar ve
kosullar altinda gorevleri gerceklestirmek ve
istenen operasyonel etkileri elde etmek igin

gereken yetenekleri belirlemektir.

S6z konusu yeteneklerin  belirlenmesi  ve
yeteneklerin dnceliklendirilmesi vb. siiregler igin
sabit bir metodoloji bulunmamaktadir. Her
savunma planlamasmin ve her uygulamanin
kendine 0zgii gereksinimleri vardir. Savunma
planlamasinda analitik siireclerin de agirlik
bu

veya

kazanmas1 ile analitik yaklagimlar

yeteneklerin belirlenmesi

onceliklendirilmesinde énemli rol oynamaktadir
[8].

YTP, iilke giivenlik politikasinin

yonlendirmesinin yani sira teknolojik gelecek

icin glivenlik ortaminin  veya savunma

hedeflerinin ve gorevlerinin neler olabileceginin
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Ongoriisii ve analizi ile baglar. Literatiirde
YTP’nin farkli tasarimlari bulunmasina ragmen
c¢iktist her zaman istenilen yeteneklere sahip olan
kuvvet yapisidir. Bu kuvvet yapisinin en 6nemli
bilesenlerinden birisi de silah sistemleri yani

savunma projeleridir.

Campbell tarafindan vurgulanan en énemli husus
ise, tanimlanan cesitli yetenek gereksinimlerinin
onceliklerini belirlemek igin resmi analitik
metodolojilerin ¢ok az kullanimidir. Bunun
yerine, karar vericinin yargisi en yaygin yaklasim
olarak belirtilmistir. Uzun vadeli savunma
planlamasi1 desteklemek icin cesitli analitik

yontemler, modeller ve araglar kullanilabilir [9].

Analitik siirecin optimizasyonunun yapilmasi

yetenek alternatifleri arasindan, tanimlanan
yetenek eksikliklerine gore en iyi segenegi
bulabilme imkani saglar. Optimizasyonun temel
amaci, belirli bir yetenek eksikligini ele alan
bireysel bir alternatifin askeri degerini, ele aldig1
yetenek  eksikliginin  O6nemine  dayanarak,
minimum maliyet i¢in maksimum etkinlik degeri
belirlemektir.

saglayan c¢oziimleri Coziimiin

fizibilitesi, gerekli askeri personel sayisi,
minimum etkinlik puan1 gibi cesitli kisitlamalarla

siurlidir [10].

Kaynaklarin tahsisi genellikle birbiriyle celisen
veya secim yapilmasi gereken hedefler igerir.
Birden fazla hedef olmasi durumunda, karar
verici bu hedeflerin goéreli 6nemini (agirhigini)
ayarlayabilir ve herhangi bir Cok Kriterli Karar
Verme (CKKV) teknigi kullanarak seceneklerin
agirliklarint bulabilir. Bunlar1 6nem derecelerine
gore siralar, siralanan listeyi istenen yeteneklere
degerlendirerek segenekleri

gore hangi

sececegine karar verir.
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CKKV  tekniklerinin  yaninda  savunma

yonetiminin planlanmasinda ele alinabilecek

askeri problem sahalarinin  bir c¢ogunun

¢Oziimiinde yoneylem arastirmasi da
kullanilmaktadir. Yoneylem aragtirmasinin  en
yaygin askeri kullamim alanlari Tablo-1’de

sunulmustur [11].

hakkinda farkli ve
kritik kritik

ihtiyaclar ve kritik yeteneklerin belirlenmesi ve

Konu calismalar

uygulamalarda hassasiyetler,
onceliklendirilmesinde bilimsel karar destek
yontemlerinin (Bayes Olasilik Teoremi, CKKV
yontemleri vb.) kullanilmasinin faydali olacagi

belirtilmistir [9, 12 — 20].

CKKYV, birden fazla kriteri goz Oniinde
bulunduran karmagik problemlerin ¢ézimii igin
olduk¢a faydalidir. Savunma planlamasinda
farkli tehdit senaryolari, kaynak kisitlamalari,
stratejik hedefler gibi pek cok faktor bir araya

gelmektedir [21].

Bu tiir bir planlama, genellikle karmasik ve ¢ok
boyutlu bir karar verme siirecini gerektirir. Her
bir sistem farkli maliyetler, kapasiteler, etkinlik
seviyeleri ve bakim gereksinimleri gibi bir¢ok

kriteri barindirabilir.

Yetenek temelli savunma planlamasi yapilirken,
CKKYV yontemleri bu tiir karmasik degiskenleri
dikkate alabilir. Bunlar arasinda AHP, TOPSIS,
Elimination and Choice Translating Reality
(ELECTRE) ve; The
Organization Method for Enrichment Evaluation
(PROMETHEE) gibi yontemler bulunmaktadir.

Preference Ranking

Tablo 1: Yoneylem Arastirmasinin Yaygin
Askeri Kullanim Alanlari.
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Sira Kullanim

NU. Alam Sira Nu. Kullanim Alam
Savunma ikmal noktalarinin
1 planlarinin 11 . .
belirlenmesi
olugturulmasi
Harekat Ikmal dagitim
2 ihtiyaglarimim 12 yollarinin
analizi secilmesi
Harekat
3 planlamast 13 Kaynak planlamasi
Birliklerin
4 konuglandirl 14 Ulagtirma
mast
Silah Insan giicii
5 sistemlerinin 15 g
o . planlamasi
gelistirilmesi
Taktik Kuvvet yapilarinin
6 alternatiflerin 16 vV yaprannn
L degerlendirilmesi
secimi
7 Tehdit analizi 17 Kuvvet planlamasi
Hedef analizi
8 ve ates 18 Bakim ve onarim
planlamas1
9 Kriz yonetimi 19 Tesis yeri se¢imi
Lojistik Savunma
10 faaliyetlerin 20 biit¢esinin
planlanmasi planlanmasi

Ozellikle TOPSIS, ideal ¢dziime en yakin ve
ideal olmayan ¢Oziime en uzak alternatifleri
belirlemek i¢in kullanilir. Bu yontem, her bir
alternatifin pozitif (ideal) ve negatif (ideal
olmayan) ¢6ziimlere olan yakinligini élger ve bir
siralama yapar. Bu sayede, karar vericilerin hangi
savunma yeteneklerinin en uygun oldugunu daha
kolay bir sekilde belirleyebilmelerine imkan
sunmaktadir. Bu tiir bir yaklasim, savunma
kaynaklarini daha etkin bir sekilde tahsis etmek,
cesitli tehdit ve riskleri daha iyi degerlendirmek
icin kritik 6neme sahiptir [22]. Bizkevelci ve
Cakmak iki senaryo i¢in gorev gereksinimlerini
onceliklendirmistir [12]. S6z konusu c¢aligmada
gorev gereksinimlerine gore belirlenen faaliyetler
dogrultusunda, her senaryo i¢in teknoloji alanlar
da

onceliklendirilmistir. Onceliklendirme

her icin  belirli

teknoloji

sonuglari, senaryo gorev

gereksinimlerinin ~ ve alanlarinin
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onemini gostermektedir. Ozellikle hedef tespiti,
hedef tamima, giivenilir iletisim ve uzun siire
dayanabilme

gibi  gereksinimlerin  dncelikli

oldugu dikkat ¢ekmektedir [12].

Silah sistemlerinin se¢iminin optimizasyonuna
yonelik 1999-2020 yillar1 arasindaki ¢alismalar
incelenmis ve bu kapsamda 54 caligma tespit
edilmistir. 54 calisma icerisinde 46 calismada

CKKYV yontemi kullanilmustir.

Farkli senaryolara gore farkli ihtiyaclar ortaya
cikmis, dolayisiyla projelerin oncelikleri de ayni
sekilde degisiklik gostermektedir. Analitik

yontemlere  yonelik  Ozellikle  savunma
literatiiriinde yeterince ¢alisma bulunmadigindan
Bulantk AHP-TOPSIS hibrit  metodolojisi

benimsenmistir.

3. YETENEK TEMELLI PLANLAMA
(ABILITY-BASED PLANNING)

20. ylizyilin sonlaria dogru, asimetrik giivenlik
sorunlar1 birgok iilke i¢in en Onemli ulusal
giivenlik tehdidi haline gelmistir. Bu durum, bazi
iilkelerin savunma giiclerini her tiirlii zorluklar
daha etkin bir sekilde ele almak i¢in uyarlama ve

modernize etme ihtiyacini ortaya ¢ikarmistir [23].

Ozellikle Soguk Savasin sona ermesinden
giinlimiize kadar iilkelerin silahli kuvvetleri ayni
anda birden ¢ok ve ¢esitli tehditlere kars1 hazir
olmak  zorundadir. Kimyasal, biyolojik,
radyolojik ve niikleer silahlarin yayilmasini
onlemek, uluslararasi organize su¢ ve teror
orgiitleriyle savagmak ve dogal afetlere miidahale
etmek, askeri birliklerin bu donemde yerine
getirdigi cesitli gorevler arasinda siralanabilir. Bu
farkli gorevleri yerine getirebilmek igin farkli

yeteneklere ihtiya¢ duyulmaktadir.
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Stratejik savunma planlamasi sonucunda ortaya

cikan nihai irilinler; ilkelerin smirlh mali
durumlarint g6z Oniinde bulundurarak ulusal ve
kolektif ilerletmek

¢ikarlarimi amaciyla

gelecekteki  gilivenlik  ortaminin  risk  ve
tehditleriyle yilizlesmek i¢in ihtiyag duyduklar
yeteneklerdir. Temel amag, kamu harcamalarinin
azaldig1 ve satin alma siireclerinde verimlilik,
hesap verebilirlik ve seffaflik taleplerinin arttig
bir donemde,

savunma kabiliyetini

surdirebilmektir.

NATO Savunma Planlama Siireci (NATO
Defence Planning Process- NDPP), temel ve
devamli amaci olan iiye iilkelerin giivenliginin
temini maksadiyla donemler halinde yiiriitiilen
savunma planlama faaliyetlerinin genel adidir
[24]. NDPP, 4 yillik donemi kapsayan ve 5
sathadan olusan bir siirectir. Yapisi itibariyla
donemler ardisik olarak devam etse de, donem
icindeki sathalarin bazi faaliyetleri bir Onceki

donemde baslar ve bir sonraki donem iginde de

devam eder [25].

NATO [26] savunma planlamalarina iliskin
cesitli yontemleri ortaya koymus olup s6z konusu
planlara basliklar ~ halinde

asagida yer

verilmektedir.

- Yetenege Dayali Planlama: Bu yaklagim,
gelecekte karsilagilmasi muhtemel tehditlerin ve
analitik  bir incelemesini

olaylarm igerir.

Savunma  yetenekleri, kuvvetlere  verilen
gorevlere gore yani muhtemel senaryolara gore
belirlenir. Muhtemel senaryolardaki tehditlere

kars1 genel yetenek ihtiyaglar belirlenir.

- Senaryo Tabanlit Planlama: Savunma yetenegi
gereksinimleri i¢in ¢esitli kriterlerle olusturulmus

muhtemel olaylara yonelik senaryolar kullanilir.
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Bu senaryolar genellikle varsayimsal olarak

olusturulur.

Tehdit Temelli Planlama: Tehdit temelli

planlama, gelecekteki potansiyel diismanlar ve
tehditleri esas alir. Diigman ve sahip oldugu
yetenekler belirlenir, miiteakiben bu diismani

bertaraf etmeye yonelik yetenekler gelistirilir.

- Gorev Temelli Planlama: Bu planlama yontemi,
silahli kuvvetlerin misyonuna ve ana gorevlerine
odaklanmaktadir. Normalde ana goérev ve
gorevler baris zamani, kriz zamani ve savas
zamani olarak ayrilir. Tim gorev yelpazesini
sabit hem de

yerine getirmek igin hem

konuslandirilabilir yetenekleri degerlendirilir.

Amerika Birlesik Devletleri'nde Planlama,
Programlama, Biit¢eleme ve Uygulama Sistemi
(PPBUS), 1960'larda stratejileri, iilkenin politika
hedeflerini en iyi sekilde karsilayan ve biitce
kisitlamalarina uyan programlara baglamak igin
Birlesik

(DoD)

Savunma
[27].

PPBUS'in amaci bir plan, ardindan planin

Amerika Devletleri

Bakanligi'nda tanitilmigtir
hedeflerini karsilayacak programlar ve mali
kisitlamalar dahilinde secilen programlar finanse
eden bir biitce tretmektir. Uzun bir zaman
cergevesi dikkate alindiginda, biitce planlamasi
yapilirken PPBUS sayesinde mevcut alternatifler
arasindan se¢im yapilirken daha bilingli karar
alinmasia olanak saglanmaktadir. Daha fazla
ve sistem analizi

secenegin mevcudiyeti

araclarimi  kullanarak bu segeneklerin daha

derinlemesine arastirilmas1 yoluyla PPBUS,

politika hedeflerini  karsilayan programlari
secerken kaynaklart en uygun sekilde tahsis

etmektedir [28].
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Dolayisiyla PPBUS, YTP igerisinde vazgecilmez
bir yere sahiptir. Bu kapsamda PPBUS siireci ile
YTP arasindaki iligki Sekil 1’de gosterilmistir.

Yetenek

Temelli
Planlama

Sekil 1: PPBUS ve Yetenck Temelli Planlama
Miskisi [6].
bir

veya mevcut

Belirlenecek ihtiyaglarin,

tedariki

yeni
silah/sistem/malzeme
sistemlerin modernizasyonu ile giderilebilecegi
degerlendirildigi takdirde, PPBUS siirecine
almir. PPBUS, silahli kuvvetler biinyesinde
yiiriitiilen tiim savunma planlama ¢aligmalarina

esas teskil etmelidir.

Savunma planlamasinin kesin olarak bilindigi

varsayillan bir gelecek icin siirekli sabit

planlamalar ~ ve  sonuglar  olusturdugunu
diisiinmek ¢ok biiytik bir hatadir ¢linkii zaman ve
kosullar siirekli degistigi ve diinyadaki savunma
algis1 evrim gecirdigi i¢in gelecekteki ongoriiler

de degismektedir [29].

Ekonomi, stratejik planlamanin vazgecilmez bir
bilesenidir ve belirlenen her savunma stratejisinin
uygulanabilmesi igin gereken araglar ve
kaynaklar ekonomi tarafindan saglanir. Savunma
biitgesinin belirlenmesi siyasi bir siirectir ve
ekonomi, bu siirecin kilit bir pargasidir [30].
Savunma planlamasi yapan kisiler, mevcut

ekonomik duruma goére hangi yeteneklerin
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gelistirilmesi gerektigini belirlemeli ve ekonomik

sinirlamalar dikkate almalidir.

Glniimiizde, Bat1i dilkeleri soguk savas
donemindeki gibi giic gosterisinde bulunmak
yerine, vatandaglarin sosyal refahini artirmak igin
kamu yatirimlarini dncelikli hale getirmistir [31].
Saglik, egitim gibi sosyal hizmetlere yapilan
harcamalar, genel biitcenin biiyiik bir kismini
olusturur ve oOnceligi alir. Bu nedenle, silahli
kuvvetler genellikle bu sosyal harcamalarin

ardindan kalan biitceden faydalanmaya calisir.

Savunmanin  etkinligini  6lgmek, savunma

planlamacilar1 icin 6nemli bir zorluktur.

Kullanilan tanklarin sayisini belirlemek basit
olabilir ancak bunlarin etkinligini
degerlendirmek veya operasyonel kavramlari

6lgmek olduk¢a karmagiktir [31].

Gelecekte caydiricilik, silah ve sistemlerde say1

dstiinliigic. ~ yerine, etki  Ustinligh ile
saglanabilecektir. Etki dstiinligii ise; egitim,
disiplin, moral ve motivasyon, sevk ve idare
iistiinliiklerinin yam sira esas olarak teknolojik
iistiinliikle ile

saglanan nitelik Ustiinligi

gercgeklestirilebilecektir. Bu kapsamda
modernizasyon ihtiyaclari, silahli kuvvetlerin
kendisine verilen veya konseptler dogrultusunda
verilecek harekat gorevlerini bagarabilmek ve
konseptlerin ~ ortaya  koydugu stratejileri
uygulamak icin ihtiya¢ duydugu; silah, sistem,
malzeme, teghizat, arag ve gereclerden olusan
ihtiyaglardir. Harekat ihtiyacinin dogru olarak
tespit edilmesi, biitiin tedarik faaliyetlerine yon
verdiginden, ihtiyaglar her seviyede bilimsel
kullanilarak ortaya konmali

yontemler ve

savunma yoOnetimi siireci buna gore ele

alimalidir.
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3.1. Harekat Etkinlik Degeri
Operational Lethality Index_OLI)

(HED,

Savunma planlamalarina ydnelik siirecler c¢ok
ciddi

Savunma

uzun  sirmekte  ve planlamalar

gerektirmektedir. sistemlerinin
onceliklendirilmesi, hem karar vericilere etkili
kuvvet yapisi olusturmada bir 6neri saglamakta
hem de savunma sanayisinde faaliyet gdsteren
firmalara bir projeksiyon olusturmaktadir. Bu
stireclerin ¢cok fazla bilgi ve veri igermesinden
dolayr karar makamlarinin ve planlayicilarin
karar  verebilmesi analitik

saglikli igin

yontemlerin kullanilmasi gerekmektedir.
Ozellikle dogru ve etkin kuvvet yapilarmin
belirlenmesinde  y6neylem arastirmasi  gibi
analitik siireclerin kullanilmasi ve 6zellikle ¢ok
kriterli karar verme yontemlerinden istifade
edilmesi tavsiye edilmektedir. Askeri alanda ve
diger uygulama alanlarinda CKKV ve Bulanik
CKKYV yaklagimlarinin {istiin 6zellikleri ile
cOziim getirilmesi literatiirde oldukca sik
kullanilmaktadir [32 — 37]. Savasin nicel analizi,
tarihsel analizlerden farkli olarak catismalarin
matematiksel ~ ve  istatistiksel  yOnlerine
odaklanarak gerceklestirilir. Nicel analizler genis
bir bilgi ve veri yelpazesi sunar. Nicel ol¢timler,
savasta trendleri belirleme, silah sistemlerini
belirlenmis taktiklere gore test etme, simiile
edilmis savas kosullarinda personeli egitme ve
cesitli savas senaryolar1 altinda savag derslerini
dogrulama kapasitesine sahiptir. Her nicel analiz,
basitlestirilmis varsayimlarin dahil edildigi ve her
faktoriin - modelde

kabul edildigi,

hesaba katilamayacaginin

gercek  savas  ortaminin
benzetilmeye calisildigi analitik c¢alismalardir.
Bununla birlikte, segici ve uygun yoOntemin

uygun ortamda kullanildiginda nicel yontemler,
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kuvvet etkinliginin artmasina Onemli katki

saglamaktadir [38].

Savas sonucunda g¢ikarilacak dersler, yalnizca
olumlu derslerin incelenmesi anlamima gelmez,
muhtemelen savasin olumsuz dersleri daha

Ogretici  olabilmektedir. Bir muharebedeki
maglubiyet, o maglubiyete yol acan faktorlerin
titiz bir sekilde incelenmesine neden olur.
Savasta yasanilan basarisizliklarin i¢ muhasebesi
ve  nedenleri, gelecekteki  bir  savasta
performansinin iyilestirilmesine onemli katkilar

saglayabilmektedir [39].

Nicelikli Yargilama Yontemi (QJMA) Tarihsel
Degerlendirme ve Arastirma Kurumu tarafindan,
savas giiclinii degerlendirmek ve Olgmek igin
Dupuy Associates, Inc. tarafindan gelistirilen bir
aragtir [39]. QIMA modeli, savas veya catisma
sonuglarin1 belirlemek i¢in bilgisayar tabanl
savag simiilasyonlarina yonelik tasarlanmis bir
yaklasimdir. QJIMA'nin temeli, bireysel silah
sistemlerinin ~ Slimciilliigiinin ~ veya Teorik
Oliimciil indeksi'min (TLI) nicellestirilmesidir.
TLI, bir silah sisteminin savas potansiyelini veya
giiciinii degerlendirmek icin kati bir nicel
yaklasim sunmaktadir. TLI; atis hizi, hedefler
iizerindeki etki, menzil, dogruluk, giivenilirlik
gibi silah sistemlerinin ¢esitli faktorlerini dikkate
alir. Bunun gibi cesitli degerler bir araya
getirilerek, ideal kosullarda bir silah sisteminin
TLI degeri hesaplanmaktadir. TLI degeri Harekat
Etkinlik Degerlerine (OLI) donistiiriilerek savas
etkinligi
[39].

sistemlerinin etkinliklerinin degerlendirilmesine

yansitacak  bir

OLI halihazirda

degere

silah

alanindaki

ulagtlmaktadir

yonelik en fazla alt kriteri (73 adet) igeren ve
gercek savas kosullarinda tecriibe edilmis,

gecerliligi ispatlanmug bir degerdir [39 — 41].
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Bu degerin c¢alismada kullanim gerekgesi
halihazirda literatiirde gergek savas sartlar ile
gegerliligi  kanitlanmig ve gilinlimiizde ¢esitli
silahl kuvvet

kuvvetler tarafindan

planlamalarinda veya harp hazirliklarinda
kullaniltyor olmasidir. Bu yapilan ¢alismada da
silah sistemleri i¢in parametre degerleri olarak
kullanilacak ve secimi etkileyen oliimciilliik

katsayisi olarak ele alinacaktir.

4. PROBLEMIN TANIMLANMASI
(DEFINITION OF THE PROBLEM)

YTP, belirsizligi yOnetme stratejisidir. Bu
yaklasimin temelinde, potansiyel senaryolar1 ve
bu senaryolarin olusturdugu senaryo yelpazesini
bir sekilde
gereksinimi yatmaktadir. Bu durum bir tilkenin

sekilde

dogru ve tutarh tanimlama

belirlenen senaryolara

uygun

yeteneklerini en {iist diizeyde kullanmasini

mumkin kilar.

YTP’nin her iilkede farklilik gosterdigi goz
Oniline alindiginda NATO metodolojisi 6rnek
almmustir. Calisma YTP 6zelinde yapildigindan
farkli senaryolarin olusturulmasi ve gosterilmesi
gerekmektedir. Senaryolarin, herhangi bir iilkeye
atifta bulunabilecegi géz oniinde bulundurularak
jenerik olarak olusturulmasmin daha dogru
olacagi degerlendirilmistir. Ayrica literatiirde
calismalar incelendiginde

yapilan senaryo

calismalarinin neredeyse tamaminin jenerik

sekilde olusturuldugu gézlemlenmistir.

Bu ¢aligmada da, literatiire uygun olarak askeri

hedefler yani senaryolar jenerik olarak

belirlenmistir. Dolayisiyla, senaryolar gérevlerin

tanimlanmasint  ve bu  gorevleri yerine

getirebilmek icin hangi yeteneklere ihtiyag

duyuldugunun belirlenmesini  saglamaktadir.
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Calismada senaryo bazinda askeri hedefleri
yerine getirmek ve bu sayede ilgili senaryoya ait
yeteneklere sahip olabilmek i¢in silah se¢im
problemi iizerine durulmaktadir. Silah sistemleri
(savunma projeleri) Harekat Etkinlik Degerlerine
(OLI) gore belirlenmistir. Her silah sisteminin
ana grubu icerisinden OLI degeri en yiiksek olan

3 tanesi se¢ilmistir.

Silah se¢im problemine yonelik uygulama 4 ana

boliimden olusmaktadir;

1. Risk matrisinin olusturulmasi

2. Silah sistemlerine yonelik kriterlerin
belirlenmesi

3. Kriterlerin agirliklandirilmasi ve silah
sistemlerinin dnceliklendirilmesi

4. Sonuglarin yorumlanmasi

Silah sistemlerinin degerlendirilmesine yonelik
kriterler Oncelikle literatiir taramasi ile tespit
edilmeye caligilmis ve bu kapsamda literatiirde
belirtilen 5 kriter (harekdt etkinlik degeri,

maliyet, sistemin kullamm o6mrii, miirettebat

sayist  ve kullamlan mithimmatin  menzili)
secilmistir.
YTP igerisinde kuvvet yapilarmin nasil

olusturulacagmma dair analitik bir ¢oziim ile
sistemlerinin ~ Onceliklendirilmesi

Askeri

yapilmustir.

bir bakis acistyla askeri hedefleri

saglayabilecek yetenekler icin olusturulan 6

farkli senaryo Tablo 2’de verilmistir. Bu

senaryolarn  ayr1  ayr1  degerlendirilmesi

gerceklestirilmis 6rnek senaryo olarak Terdristle
Miicadele Harekatina ait uygulama adimlar

ayrintili sekilde sunulmustur.

Olas1 tehdit ve risk senaryolarina yanit

verebilmek i¢in "Hudut Giivenligi", "Teroristle
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Miicadele  Harekat1", "Barisi  Destekleme
Harekat1", "Sinir Otesi Harekatlar", "Taarruz
Harekat1" ve "Savunma Harekat1" olmak iizere

alt1 ana askeri hedef belirlenmistir.

Her bir hedef i¢in olusturulan senaryolar, bu

hedeflerin ger¢ek diinya kosullarinda nasil

lan Ornek alt yetenekler tanimlanmistir. Alt
yetenekler, belirlenen hedeflerin daha spesifik,
Olciilebilir ve gerceklestirilebilir bilesenlerini

ifade etmektedir.

Bu yontem, olasi tehdit senaryolarina en uygun

askeri yanitlarin nasil sekillendirilecegini ve

karsilanacagini modellemektedir. Belirlenen her hangi yeteneklerin gelistirilmesi gerektigini
bir askeri hedefe uygun olarak, bu hedeflerin detayli bir sekilde ortaya koymaktadir.
basarili bir sekilde gerceklestirilmesi i¢in gerekli
Tablo 2: Yetenek ihtiyaglarmin Belirlenmesine Yénelik Senaryo Portfyii.
POLITIK/STRATEJIK STRATEJIK OPERATIF / TAKTIK
ANA KRITERLER ALT KRITERLER (SAHIP
AMAC KODU (ASKERI KODU OLUNACAK
HEDEFLER) YETENEKLER
Kontrolstiz Gegislerin
Al - .
Onlenmesi
1 Hudut Giivenligi Sinirin Korunmasi ve
A2 .. ..
Giivenligi
A3 Etkin Kesif ve Gozetleme
Baskin ve Sabotajlarin
B1 - .
Onlenmesi
Teroristle Miicadele Alan Hakimiyetinin
2 A B2 -
Harekati Saglanmasi
Tiim Ter6rist Unsurlarinin Yok
B3 . .
Edilmesi
C1 Sivil Asker Isbirliginin Tesisi
3 Baris1 Destekleme
Harekati = =
ULKE GUVENLIGINE YONELIK ASKER{ c2 Blgede Caydirict Giig Tnsum
GUC BOYUTUNDA ETKILI SAVUNMA Olma __
PLANI OLUSTURULMASI C3 Hizh Yignaklanabilirlik
D1 Meskiin Mahallelerde
Mubharebe Edebilme
4 Sinir Otesi Harekatlar D2 Ukt Blssziislrilon Dinman
Unsurlarinin Imhasi
D3 Hem Taarruz Hem de Savunma
Icra Edebilme
El Hizli Manevra Edebilmek
E2 Diismana Fark Edilmeden
5 Taarruz Harekati Baskin Etkisi
E3 Kendi Kendine Uzun Siire
Yeten Sistemler
F1 Tesir Cap1 Yiiksek Silah
Sistemleri
6 Savunma Harekati 2 Diisman Unsurlarinin Erken
Tespiti
F3 Etkili Beka Sistemi
4.1 Risk Matrisinin Olusturulmas yonteme ihtiyact vardir. Bu kapsamda risk
Senaryolar, bir iilkenin  karsilasabilecegi matrisi; riskleri degerlendirmek ve belirlemek,

potansiyel giivenlik zorluklarimi ve muhtemel
olaylar1 tanimlamada yardimci olur. Savunma

planlamacilariin riskleri degerlendirmek i¢in bir

ortaya ¢ikaracagr etkiyi 6n gormek i¢in

kullanilabilecek Onemli bir aractir. Matriste

yukar1 dogru ¢iktik¢a olayimn siddeti, saga dogru
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ise meydana gelme olasilig1 artmaktadir. Eger
silahli kuvvetler belirli bir tehdit ya da zorluga
basarili bir sekilde karsilik veremezse, ulus nasil
bir etki hissedecektir? Olabilirlik olasilikla
ilgilidir. Bir senaryoda belirtilen tehditlerin veya
olaylarin ger¢eklesme ihtimali var midir? Yiiksek
etkili ve yliksek olasilikli riskler oncelikli olarak
kabul edilirken, diisiik etkili ve diisiik olasilikla
riskler daha diisiik 6ncelige sahip olmaktadir.
Risk degerlendirmesi, sinirl kaynaklar g6z 6niine
alindiginda hangi yeteneklerin gelistirilmesi
gerektigini belirlemeye calisirken bilingli 6diinler
verilmesine olanak tanimaktadir. YTP igerisinde
risk hesabinin yapilmasi kac¢inilmaz bir siirectir
ancak riskin sahip oldugu olasilik, sonu¢ veya
zaman gibi boyutlarin metrik hale getirilmesine
yonelik savunma planlamasi literatiiriinde sabit
bir yontem goézlemlenmemistir.

Yeteneklere iligkili maliyetler ve riskler
bilinebilir ve yonetilebilir olmalidir, aksi takdirde
girdiler yanlis degerlendirilerek verimsizliklere
yol agabilir. Yetenek temelli savunma planlamasi
icerisinde risk degerlendirilmesi en 6nemli 6n
[5], [9], [26]. Risk

konusunda literatiirde sikca

kosullardan  birisidir
degerlendirmesi
kullanilan bir¢ok farkli risk tanimlanmasi yer
almaktadir [42].

Calismada askeri risk degerlendirilmesine ve

savunma planlamasma yonelik literatiirde
belirtilen  geleneksel 5X5  risk  matrisi
kullanilmistir ~ [43].  Senaryo  portfdyiinde

belirtilen askeri hedefler risk matrisi igerisinde

jenerik  degerlendirme ile yerlestirilmistir.
Miiteakiben sonug¢ ve olasiliklar 1’den 5°¢ kadar
puanlanmis ve her hedefin toplam risk puam
hesaplanarak Sekil 2’de, sonuglar ise Tablo 3’de

verilmistir.
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Sekil 2: Senaryo Portfoyiinde Yer Alan
Faaliyetlerin Risk Matrisinde Gosterimi.

Geleneksel 5X5 risk matrisi modelini esas alarak,
her bir hedef i¢in "sonug" ve "olasilik" boyutlari
degerlendirilmistir. Bu iki kritere gore toplam
risk puami hesaplanmistir. Jenerik bir iilke
politikas1 baglaminda, "Hudut Giivenligi" ve
"Terdristle Miicadele Harekati"nin yiiksek sonug
ve olasilik puanlari almasi, bu tehditlerin iilkenin
simirlart ve i¢ giivenligi i¢in ciddi bir risk
olusturdugunu gostermektedir. "Barist
Destekleme Harekati"nin diisiikk sonug, fakat
yiiksek olasilik puani almasi, boyle bir harekatin
gergeklesme olasiligiin yiiksek oldugunu, ancak
gergeklestiginde  ciddi  bir  sonuca  yol
agmayabilecegine isaret etmektedir. Bu matris,
iilkenin savunma ve giivenlik politikalarinin
kritik  bir olarak

belirlenmesinde arag
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kullanilabilir ve stratejik savunma

planlamalarinda yonlendirici olabilir.

Tablo 3: Askeri Hedeflerin Toplam Risk

Puanlari1.
ANA
KRITERLER TOPLAM
NO (ASKERI a) ®)) RISK(R))
HEDEFLER) (P;XI))
1 Hudut Giivenligi 3 5 15
Baris1
3 Destekleme 2 5 10
Harekat1
Sintr Otesi
Harekatlar 4 L2
5 Taarruz Harekat 4 2 8
Savunma
6 Harekat1 3 2 £
Gergeklesme olasiliklart  ve  gerceklesmesi
durumunda yansitacagi sonuglarin

degerlendirilmesi sonucu hesaplanan toplam risk
puanina gore en yiiksek risk puanina sahip

“Teroristle Miicadele Harekati” igin Ornek

uygulama yapilmistir. Risk degerlendirmesi

sayesinde askeri hedeflerin agirliklari  ve

onemleri ortaya konmus olmaktadir. Senaryoda
savunma ydnetimi

hedeflerin

hesaplanan toplam risk

kapsaminda  belirlenen  askeri
saglanabilmesi igin gereken toplam yetenek

puani olarak ele alinmigtir.

4.3. Silah Sitemlerinin Degerlendirilmesine
Yonelik Kriterlerin Belirlenmesi

Calismanin  devaminda silah  sistemlerinin
degerlendirilebilmesi, secim yapilirken savunma
planlamasinda ele alinan ve bir silah siteminin
temininde olmazsa olmaz énemli baglica kriterler
eklenmistir. OLI’nin yan1 sira sistem maliyeti,
sitemin kullamim omrii, miirettebat sayisi Ve
kullanilan miihimmatin menzili Kriterleri de ele

alinmustir.

Silah sistemlerinin se¢imine yonelik Scopus,

Mendeley ve Google Akademik veri tabam

iizerinde “weapon selection” seklinde yapilan
arama sonuglarina gore en ¢ok alint1 yapilmis 3
calisma [44 - 46] incelenmis ve s6z konusu
calismalarda ortak olan “price” veya ‘“cost”
seklinde tabir edilen sistem maliyeti kriterlerinin
secim siirecinde ele alindigr goriilmistiir. Silah
sistemlerinin se¢imine yonelik yapilan ¢alismalar
incelendiginde Tablo 4’te toplam 6 ¢aligsma igin
ele alinmis olan kriterler ve kullanilan yontemler

gosterilmistir.

Tablo 4: Silah Sistemlerinin Se¢imine Y 6nelik

Yapilan Caligmalar.
Referans Calismanin Konusu Kriterler Kullamlan
Yontem
Taktik
Bulanik Say1 TEEE?III?JI Bulanik
(Cheng, Siralamasi Kullanarak > Cok Kriterli
1999) [46]  Silah Sistemlerini onartm " Karar
< . Ekonomi
Degerlendirme Verme
Hareket
Kabiliyeti
Fiyat
Agirlik
Bulanik Ortamda Namlu
(Dagdeviren ~AHP Ve TOPSIS Ozelligi AHP
vd., 2009) Y ontemleri Modiil.erlik TOPSIS
[44] Kullanilarak Silah Farkli Iklim
Se¢imi Kosullarinda
Kullanim
Geri tepme
Temel
. . . Yetenekler
Silah Sistemleri
(Leevd., Se¢iminde Hibrit Bir Operasyonel
Yetenekler AHP
2010) [45] Hedef Programlama -
Yaklagimi Ma“ye.t ve
Teknik
Etkiler
Gelisen Yetenek
(Yuvd Thtiya_glarm.a Yonelik Istihbarat
2012) [4'%] ‘S|Iah S!steml Gézetl_eme TOPSIS
Sistemleri Portfoy Kesif
Planlama Aragstirmasi
Algilama
Mesafesi
Silah Sistemlerinin Vurug
(Zhang vd., Yeteneklerinin Coklu Yiizdesi TOPSIS
2014) [48] Senaryoya Gore Hiz
Degerlendirilmesi Hareketlilik
Hazirhik
Siiresi
Kritiklik
Birlik Hava Savunma Hgsns:rsllr)r/let
(Kabak, Onceliklerinin Kabiliyeti Bulanik
2011) [49] Tespitine Bulanik Bir TOPSIS
Yaklasim Taarruza
maruz kalma
derecesi

Bu c¢alismada literatiirde az sayida kullanilan

kriterlerle birlikte hi¢ savunma yOnetimi
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kapsaminda kullanilmayan OLI kriteri olmak
tizere toplam 5 kriter ele alinmistir. Bu ¢alisma
kapsaminda ele alinmig olan kriterlerin
literatiirde kullamldigi kaynaklar Tablo 5’te

sunulmustur.

Tablo 5: Silah Sec¢imine Yonelik Kriterlerin

Referans Kaynaklari.

Kriter Ad1 Referans
Harekét Etkinlik Degeri (Dupuy, 1979)[39], (Ciano,
(oLl 1988)[40], (Hogg, 1993)[41]
(Dagdeviren vd., 2009)[44],
Maliyet (Lee vd., 2010)[45], (Cheng,

1999)[46]
O (Lee vd., 2010)[45], (Cheng,

Kullanim Omrii 1999)[46]
(Lee vd., 2010)[45], (Cheng,

1999)[46], (Zhang vd.,
2014)[48], (Dagdeviren vd.,
2009)[44]

(Lee vd., 2010)[45], (Cheng,
1999)[46], (Zhang vd.,
2014)[48], (Dagdeviren vd.,
2009)[44]

Miirettebat Sayisi

Kullanilan Mithimmatin
Menzili

Sonug olarak bu c¢alismada silah se¢imlerinde
kullanilacak kriterler; Harekat Etkinlik Degeri
(OLI), maliyet, kullanim omrii, miirettebat sayist
miihimmatin  menzili ~ olarak

ve kullamilan

belirlenmistir.

5. SILAH SECiM PROBLEMi (WEAPON
CHOICE PROBLEM)

5.1. Silah Alternatiflerinin Belirlenmesi

Savunma planlamasinda belirlenen  askeri

hedeflere ulasmada hangi silahlarin kullanilarak
hedeflerin verimli  sekilde

silah

en etkin ve

karsilanacagimma  yonelik sistemleri
incelenmis ve ana silah gruplar belirlenmistir.
Ana silah gruplarinin belirlenmesinde Birlesmis
Milletler =~ Konvansiyonel  Silahlar  Kayd1
(UNROCA) tarafindan belirlenen konvansiyonel
silah sistemleri kategorileri kullanilmistir [50].
Senaryolara uyumlu olmast maksadiyla kara
kuvvetleri birliklerinde kullanilan Tanksavar

Silahlar, Hava Savunma Silahlari, Topgu
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Silahlar1, Tanklar, Zirhl1 Araglar (Silah Tasiyan

Platformlar) ve  Taarruz  Helikopterleri

kategorileri, modern savas alaninin temel
unsurlarint  olugturmaktadir. Bu yaklasim ve
bakis a¢isindan hareketle ¢alismada; kara, hava
ve topgu unsurlar1 arasinda denge kurarak,
kapsamli bir savunma yetenegi olusturulmasina

imkan taninmas1 hedeflenmistir.

5.2. Silah Sitemlerinin Senaryoda Yer Alan
Askeri Hedeflerle Eslestirilmesi

Savunma planlamasi kapsaminda ana hedeflere

(askeri  hedeflere)  ulasilmasina  yonelik
yeteneklerin belirlenebilmesi maksadryla
oncelikle hangi hedef i¢in hangi silah

sistemlerinin kullanildigina yonelik eslestirme

yapilmast Onem tagimaktadir. Hangi askeri
hedeflere ulasmak icin hangi silah sistemlerinin
daha etkili oldugunun belirlenmesi
gerekmektedir. YTP mantigina uygun olarak
oncelikle goreve yonelik silah sistemlerinin ana
gruplarinin belirlenmesi gerekmektedir ¢ilinkii en
iyi silah sistemini tedarik etmek onu tiim askeri
gorevlerde kullanabilecegimiz anlamina gelmez.
Onemli olan icra edilecek askeri goreve yonelik
iyi

Senaryolara goére silah sistemlerinin dagilimlari

en silah  sistemini  belirleyebilmektir.

yapilmig ve hangi silah sisteminin yeteneginin

hangi gorev tipi i¢in daha uygun oldugu

belirlenmis ve her bir yetenege gore gerekli olan
silah  sistemleri kisilerle

uzman yapilan

degerlendirme sonucunda belirlenerek Tablo

6’da gosterilmistir.
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5.3. Kriterlerin Agirhklandirilmas1 ve Silah
Sistemi Alternatiflerinin Onceliklendirilmesi

Problemin temel safhast olan odak silah
sistemlerine ait CKKV metodolojisi bu béliimde
yapilmistir. Askeri karar verme problemleri i¢in
literatiirde yapilan ¢alismalardaki ortak goriis bu
problem sahasinin bulanik kiime teorisi ile
baglantili oldugudur. Bu sebeple silah secim
problemlerine  ait  literatiirde  kriterlerin
agirliklandirilmasinda kullanilan AHP yontemi
bulanik kiime teorisi ile entegre edilmis ve silah
alternatifleri ise TOPSIS ile siralanmugtir.
Problemin genel ¢6ziim metodolojisi Sekil 3’te

verilmistir.

Bulamk AHP

!

Vetenek Temelli Szvumma Planlamas) Silzh
Secmme Yonelik Eriterlerm Belirlenmest

¥

Kritetlare 2it Tkili Karslastrmalarm
Terdtle Micadele Harekat Uzmanlarmea
Dilse] Olarak T zpilmast

'

Evet ¢ Hayir

5.4. AHP Yontemine ait Adimlar

AHP yonteminin ilk ve en O6nemli adim
Olciitlerin belirlenmesi ve hiyerarsik yapinin
olusturulmasidir.  AHP'nin  diger CKKV
yontemlerine gore dikkat c¢eken en belirgin
ozelligi ele almacak problemi elemanlarina
kullanmasidir.

aymirken  hiyerarsik  yapiy1

Yontemin ikinci adimu  ikili  karsilastirma
matrislerinin uzmanlar tarafindan doldurulmasi
islemidir. Matrisler Saaty (1977) [51] tarafindan
geligtirilen Olgek yardimiyla puanlanmaktadir.
Bahsedilen 6l¢ek ve puan karsiliklar: Tablo 7'de

verilmistir.

[ Karar Matmsmm Olusturulmas

Durulaztrma
ve Nomalzasyon

Y
N
( Nomalize, Agulidandinlmy; Normalize ve
Pogitif-Negatif [deal Cozimlerm
* Belirlenmesi
\, A

Y
Alternatiflerm Pozitf ve Negatif Idealden

=

— . Uzakliklzrmm Hesaplanmas)
Dilsel Ifadelerm Sayisal Kargilian e
Fargilagtma Matrismin Olugturulmas Y
i Altematiflerm [deal Coiziime Géreli
Aliklarm Uzakdiklarmm Hesaplanmas) ve Tardtls
{ Tutarblk Kotrolimin Gergeldegtislmesi | | Hessplamast || Miicadele Hareka icin Sielamalar

Sekil 3: Metodoloji.
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Tablo 6: Senaryoda Yer Alan Hedeflere Yonelik Silah Sistemlerinin Kullanim Durumu.

Teroristle Baris1

SILAH : P Hudut . Sinir Otesi Taarruz Savunma
NO GRUBU SILAHCINSL - Giiventigy ~ Mucadele  Destekleme  “p o’ Harekan  Harekan
Harekéiti Harekiti
X1 HELLFIRE
Tanksavar
X2 Silahlar KORNET-E X X X
X3 NT-D(SKIFF)
X4 MISTRAL
XS STINGER
—— X X X
X6 RBS70
Hava
Savunma
X7 Silahlar: S-300P
X8 S-300PM
— X X X
X9 SA-15 TOR M1
X10
Topcu
X11 Silahlar:
X12
X13 ABRAM S M1A2
X14 CHALLZENGER
X15 Zirhh LECLERC
Araglar
X16 (Tanklar) LEOPARD-2 A6
[8TE]LLL X X X X X
X17 MERKAVA MK3
X18 T-90
X19 BTR80
EE-3
X20
_ JARARACA X X X X X X
Zarhh
X21 Araglar M-113 A1 ZPT
(Silah
Tasryan
CASCAVALE
Platfc
X22 atform) EE-9
X23 KENTARUS
_ X X X X X X
X24 BMP 3
X25 AH 64D
X26 Taarruz KiNG KOBRA
Helikopteri ——M 3 — X X X X
X27 KAMO\Z’ KA-50-

377



Aksoy, Begenirbag, Kurtay, Savunma Bilimleri Dergisi, 20(2): 171-181 (2024)

Tablo 7: Dilsel Olgek.

Dilsel Bulamk  Karsit Bulamk

ifade Sembol Say1 Say1 Sembol
8 8 8

Esit E 111 o5 IS IS 1/E
— — —
: ™ o o

Bt gy 113 8§ 8 8 LED
Onemli o - —
o ™ o

Zayf z 135 & & 8 1z
Onemli o =] -

. . @ g g .

Onemli (0] 357 < Y ™ 1/0
o o o

Cok “ 3 < 8 "

Onemli cO 57 9 ; g g 1/CO
. e — — [32]

Kesinlikle  p 7 9 9 2 3 8 1KO
Onemli oS s s

n adet satir1 ve n adet siitunu bulunan bir problem
icin ikili karsilagtirma matrisine ait gosterim

Tablo 8'de verilmistir.

Tablo 8: Karsilastirma Matrisi.

Karar cT ¢ 3 c4 cs
Matrisi

c1 E o) o KO EO

C2 1/0 E /KO 1/KO 1/0

C3 0O KO E 1/ 0O

C4 KO KO z E KO

C5 1/EO 0 1/0 1/KO E

Karsilagtirma olcegi yardimiyla satir

elemanindan baglayarak, o elemanin siitundaki
elemanlarla karsilagtirillmast sonucu belirlenen
degerler matrise yazilir. Eger satir elemam
kendisi ile kiyaslamyorsa sonug 1'e esittir. Bu
sebeple matrisin tim kosegen degerleri 1'e esit

olur. Kosegenin altindaki hiicre degerleri a;
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olarak ifade edilirse iist degerler 1/a; olarak
hesaplanabilir. Bu durum dikkate alindiginda
aslinda kosegenin yalnizca alti veya stii hesap

edilmesi yeterlidir yargisina ulagilabilir.

Tablo 9: Karsilastirma Matrisi Puan Karsiliklari.

Kri

c1 c2 c3 c4 c5
ter
- 9 © © O 90 9O ¥ 0 MO d d I o o o
3 ©98 385 S o a9a®dod oS3 9
I 4 4 M IO N~ O O O O O O +dH +H ™M
NWO(“')OOOHHQ‘HHWQ’OO’)
§ 28 ®m S SS9 d o d A,
O O O 4 1 1 O O O O O O O o o
mOOOOOOOOOOO’)OOOO
3 2538535535558 m3S S S 9
M IO M~ ™~ 0O 0O +H +H +H O O 1 M 10 N~
<‘.C)(DC)(D(DC)C)(DC>C>C>C>C>C>C>
g 8253553555558 83835 35 9
N O O~ O O 4 M 1 A A A I~ OO O
mmOOOOOWOC")H\—iWOOO
8 @35 385 g aaq®dd oSS
O o 1 M IO I~ O O O O O O 1 «— -

Olgiitlere ait agirhik degerlerinin yani énceliklerin
hesaplanmasi igin karsilastirma matrislerinden
faydalanilir. Yerel oncelik ismi de verilen bu
islemin yapilabilmesi i¢in normalizasyon islemi
gerekmektedir. Daha sonra ise Oncelikler
vektoriinden yararlanilir. Normalizasyon islemi
icin kullanilan formiil Esitlik 1'de verilmistir.
Ardindan 6ncelikler vektorii hesaplanmasi iglemi
gelecektir. Bu islem i¢in gerekli formiil ise Esitlik

2'de verilmistir.

aij ..
bij =g V(i) (1)
S ibij .
wj =5, V] (2)
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Tablo 10: Kriter Agirliklariin Hesaplanmasi.

=
£ @
] N
.
- = P - = P > £
— ot
= S
L Z

a
— <t < =3 —_ %) % ~ =) =N
S %2 ' S 3 = S = = 2
=] S — S S S S S
g 2 9 8 ¢ 2 2 2 3 g
=] S S S S S S S
— (o] o f=] f=] f=] f=] f=]
T a4 08 = ¥ & 8 B 5 7
o < v (=) (=) (=) (=) (=)
s I ¢ &8 ¢ & & = & §
o f=) (=) (=] (=) (=) (=) (=)
%" (o)) (o] o~ — (=3
=] < - - — <
g S S S — —
Agirliklarin - hesaplanmast i¢in, matrislerin

tutarlilik kontrollerinin yapilmasi gerekmektedir.
Bu oran icin kabul edilebilecek en biiyiik
matematiksel seviye olarak 0.1 belirlenmistir.
Tutarlilik kontrolii hesab1 yapilirken su adimlar
izlenir. Matriste yer alan elemanlara ait siitun
toplam1 hesaplanir. Matristeki her eleman igin
Esitlik 1 yardimiyla normalize edilmis matris
degerleri  hesaplanir.  Normalize  edilmis
elemanlar i¢in Esitlik 2 yardimiyla oncelikler
vektorii hesaplanir. Elde edilen vektor en bagta
verilen matris ile carpilarak Tiim Oncelikler
Matrisi elde edilir. Esitlik 3 yardimiyla Tutarlilik
Indeksi (CI) hesaplamasma gidilir. Esitlik 4

yardimiyla Tutarlilik Orani hesabi yapilir.

Alenb—n

Cl=—— 3
_cl
CR=— 4)

Esitlik 3'te verilen Aenb oOncelikler matrisi
elemanlarinin, vektor elemanlarina boliinmesi ve

elde edilen yeni matris elemanlarinin

ortalamalarimin  en biiyiigliniin  alinmasiyla

bulunur. Esitlik 4'te verilen RI degeri ise rastgele
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deger indeksini temsil eder. Problemde kullanilan

RI degerleri Tablo 11'de verilmistir.

Tablo 11: Rassal indeks (Random Indeks).

=
@
4
>
&
o — o~
- ™ < T} © ~ [<3) o =1 ] N
=
O
=
©
o © o o © Y] o < © ©
© < I o) © o re] © ~ ~
M o N o ¥ =¥ ® < o 0
o o — — — - Ll Ll Ll Ll

Alaninda uzman kisiler tarafindan olusturulan
ikili karsilastirma matrislerine ait tutarlilik
oranlarinin (Consistency Ratio-CR) alt smir
degeri 0.1’den daha kiigiik olup olmadig1 kontrol
edilmistir. Nihai ikili karsilagtirma matrisi elde
edilmis ve Olgiitlere ait agirliklar hesaplanmustir.

Olgiit agirliklar1 Sekil 4'te verilmistir.

mirettebst
7%

kullamm &mra
£

menzil
205

Sekil 4. Olgiit Agirliklari.
5.5. TOPSIS Yontemine ait Adimlar

Bu yontem uzlasik bir yapida olup alternatifleri

ideal ¢oOziimler i¢in yakinhk ve uzaklik
durumlarina gore kiyaslar. Kiyaslama sonucunda
pozitif ideal ¢Oziime en yakin alternatif veya
baska bir deyisle negatif ideal ¢éziime en uzak
olan alternatif birinci sirayr alir. Her alternatif
goreceli alternatif puanma goére kiyaslamaya ve
siralamaya tabi tutulur [52]. TOPSIS y6nteminin
ilk adimu1 karar matrisinin olusturulmasidir. Karar

vericilerin puanlariyla elde edilen karar matrisi
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m*n boyutlu olarak kabul edilirse x‘lerden
olusan karar matrisi Esitlik 5'te genel gdsterimi

yapildig gibi belirtilir.

X11 X1n

X= : : (5)
Xm1 Xmn

Teroristle  Miicadele  Harekatina  yonelik

uygulamada belirlenen silah sistemlerinin 5
kritere gore Bulanik AHP yontemiyle agirliklar
hesaplanmisg toplamda 18 silah sistemi igin
uzman degerlendirmeleri yapilmig ve TOPSIS
yontemine gore olusturulan karar matrisi Tablo

12'te verilmistir.

Tablo 12: Karar Matrisi.

w 009 003 03 051 007
_ _ _ 5
g2 > T o 3
S E s S& 8 L 3
X s S g = §
155mm Zuzana 500000 50 50 91630 4
Obiis
155mmMI98  5o7337 20 40 67777 11
Obiis
155 mm PzH
2000 K/M Obiis 17,000,000 50 67 1,414.71 3
ABRAMS MIA2 10000000 50 4 240658 4
CHALLZENGER 4,900,000 30 8 2,383.91 4
LECLERC 16000000 50 4 239664 3
LEOPARD-2 A6
HELL 11,000,000 50 5 2,389.93 4
MERKAVA
MK3 4,500,000 40 5 2,397.41 4
T-90 2,230,000 40 5 2,357.53 3
BTR80 1000000 45 2 21941 3
EE3
AReaca 82000 40 2 26815 3
M-113A1ZPT 300000 40 2 18710 2
CASCAVALE " 5h0000 25 2 39726 3
EE-0
KENTARUS 1000000 40 2 41065 3
BMP3 1100000 30 4 75416 3
AH 64D 52,000,000 20 11  26,503.95 2
KIiNG KOBRA 22,000,000 20 15 19,482.31 2
KANISE))_\Q KA- 30,500,000 30 16 17,159.21 2
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Yontemin ikinci adimi normalize edilmis karar

matrisinin  hesaplanmasidir. Karar  matrisi
olusturulduktan sonra her Xj'nin karesi alinir ve
elde edilen karelerin toplamindan siituna ait
toplam hesaplanir. Tiim X;j degerleri kendisine ait
hesaplanan siitun toplam degerinin karekdkiine
boliiniir ve normalize edilmis matris degerleri
Esitlik 6 kullanilarak her hiicre i¢in hesaplanir.

Daha sonra Esitlik 7'de gosterimi yapilan matris

elde edilir.

Rij= —2 i=1,2,...,12; j=1,2,...,7. (6)
oL X7
"1 T1in

R= | i = 7
Tm1 Tmn

Normalize edilmis karar matrisinden elde edilen
hiicre degerlerinin her biri w; agirlik degerleri ile
carpilarak agirliklandirma iglemine tabi tutulur.
Bu islem, TOPSIS yonteminin siibjektif yargilar
probleme yansitmasi olarak da isimlendirilebilir.
Burada 6nemli olan nokta agirliklar toplaminin
Bu durum Esitlik 8'de
Bu

I'e esit olmasidir.

gosterilen  formiille  hesaplanabilir.
agirliklandirma islemine ait genel gdsterim

Esitlik 9'da matris iizerinde verilmistir.

n —
W1Tq1 WnT1in V11 0 Vi
W1Tm1 WnTmn Umi *° Vmn

Yontemin iiclincii adimi alternatiflerin negatif-
pozitif idealden uzakliklarmin hesaplanmasidir.
V matrisinin elde edilmesinden sonra problemde
ele alman olgiitiin yapisma bakilir. Olgiit, en
biiyiikleme yani fayda yonlii bir durum soz
konusu ise o Olgitiin bulundugu siituna ait en
biiyiik degerler bulunur. Yine ayni sekilde o
siituna ait en kiiciik degerler de bulunur. Ilk
durumdaki ideal, ikinci

degerlere pozitif

durumdaki degerlere negatif ideal degerler adi
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verilir. Eger Olgiit, en kiigiikkleme yani maliyet
yonlii bir dlgiit ise bu iglemler tam tersi yonde
yapilir. Pozitif ideal ve negatif ideale ait
¢Oziimlerin hesaplamalart Esitlik 10 ve Esitlik

11'de gosterilmistir.

+ b Vi) ot
1= Enk 7)) ,j=1,2,...,7, eger olgiit gdsterge
fayda ise; (10)
Y= Enb (Vij) ) 1_1121---,7, eger Olgut gosterge
fayda ise; (11)

Normalizasyon ve agirliklandirma agamalarindan
geemis, negatif ve pozitif idealden uzaklik hesabi

yapilmig karar matrisi Tablo 13te verilmistir.

Tablo 131: Agirliklandirilmis Normalize Karar

Matrisi.
-9 =
E% g E‘E T o
55 g 288 T 2
<2 = g £
155 mm Zuzana Obiis 0.034 0020 0162 026 0.023
155 mm M 198 Obiis 0.003 0.008 0129 0.19 0.064
155 mm PzH 2000 K/M Obiis 0.083 0020 0217 040 0.017
V+ 0.003 0.020 0.217 0.397 0.064
V- 0.083 0.008 0.129 0.190 0.017
ABRAMS M1A2 0.039 0.014 0092 0210 0.031
CHALLENGER 2 0.019 0.008 0.184 0208 0.031
LECLERC 0.063 0.014 0.092 0.209 0.023
LEOPARD-2 A6 HELL 0.043 0014 0.115 0208 0.031
MERKAVA MK3 0.018 0.011 0.115 0.209 0.031
T-90 0.009 0011 0.115 0.205 0.023
V+ 0.009 0014 0.184 0.210 0.031
V- 0.063 0.008 0.092 0.205 0.023
BTR80 0.086 0.019 0.173 0.284 0.045
EE3 JARARACA 0.007 0017 0.173 0.347 0.045
M-113 Al ZPT 0.026 0017 0.173 0242 0.030
V+ 0.007 0.019 0.173 0.347 0.045
V- 0.086 0.017 0.173 0.242 0.030
CASCAVALE EE-9 0.029 0013 0.122 0214 0.040
KENTARUS 0.057 0021 0.122 0221 0.040
BMP3 0.063 0.016 0.245 0.407 0.040
V+ 0.029 0.021 0.245 0.407 0.040
V- 0.063 0.013 0.122 0.214 0.040
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AH 64D 0.073 0015 0134 036 004
KING KOBRA 0031 0015 0183 027 004
KAMOV KA-50-2 0.043 0022 0196 024 004

V+ 0.031 0.022 0.196 0.364 0.040
V- 0.073 0.015 0.134 0.236 0.040

Uzaklik hesaplamalar1 i¢in Oklid uzaklik formiilii
kullanilir. Bu durumda pozitif idealden uzaklik
ve negatif idealden uzakliklar bu formiil ile
caligilir. ait

hesaplanmaya Hesaplamalara

formiiller Esitlik 12 ve Esitlik 13'te verilmistir.

- Jzyzl(vij—v;)Z,i=1,2,...,12. (12)

v)?2, i=12,..,12.

Sz [Ejar(vy — (13)

Yontemin son adimu alternatiflerin ideal ¢oziime
goreli yakinliginin hesaplanmasi ve siralamadir.
Uzakliklarin hesaplanmasinda kullanilan formiil
Esitlik 14'te verilmistir. Burada dikkat edilmesi
gereken bir diger nokta hesaplanan uzaklik
degerlerinin 0 ile 1 arasinda deger almasinin
gerekliligidir. Uzaklik degerinin 1'e esit olmasi

ideal ¢6ziime olan mutlak yakinlig ifade eder.

- =ﬁ i=1,2,...,12. (14)
Alternatifler, C; degerlerine gore biiyiikten

kiiclige dogru siralanarak karar vericilere uygun
alternatifi se¢melerinde yardimei olunabilir. En
biiyilik C degerine sahip olan silah sistemi en etkin
sistemi ifade etmektedir. S6z konusu degerler

Tablo 14’te belirtilmektedir.

Teroristle Miicadele Harekati icin  Topcu
Silahlar1 smifinda en iyi silah sistemi 155 mm
PzH 2000 K/M OBUS, Tanklar smifinda en iyi
silah sistemi Challenger 2, Zirhli Personel
Tastyicilart sinifinda en iyi silah sistemi EE3
JARARACA, Zirhli Muharebe Araglar1 sinifinda

en iyi silah sistemi BMP-3, Taarruz Helikopteri
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simifinda en iyi silah sistemi AH 64D olarak

hesaplanmustir.

Askeri hedeflerin  gerceklestirilebilmesi igin

hangi silah sistemlerinin kullanilmas1 gerektigi,

bunlarin 6ncelik siralamalari, silah sistemi
gruplarmin  agirlik  katsayillann  ve  oncelik
siralamalarmin ~ tamamlanmasinin  ardindan

yetenegin sunulacagi her askeri hedef i¢in kendi

grubu icerisindeki en 1iyi silah sistemleri

secilmistir. Secilen silah sistemlerinin agirlik
olarak

katsayilar1  (C*) yetenek katsayisi

isimlendirilecektir. Son asama her yetenek

katsayisi, askeri hedefin risk katsayis1 ile

carpilarak toplamda elde edilen deger “Askeri

Hedef Puani” olarak degerlendirilmistir. Bu puan
degeri iilkelerin gelecekte karsilasabilecekleri
tehditlere yonelik olarak bulundurmalar1 gereken
temsili bir puandir. Ulkeler karsilasacagi tehdidin
karakteristigine

silah

gore belirleyecekleri  puan

degerini sistemlerinden elde edilen
puanlarla karsilamalidir. Bu konuda stratejik
seviye calisilmas1 gereken ayri1 bir c¢alisma
alanidir. Bolim 4’de Tablo 2’de paylasilan
senaryolara gore yapilan analizler sonucu
hesaplanan Askeri Hedef Puanlar1 Tablo 15°te

verilmistir.

Tablo 14: Nispi Uzakliklarin Hesaplanmasi ve Silah Sistemlerinin Siralamasi.

Agirhikh Normalize + - Silah Cinsi Cort

155 mm Zuzana Obiis sl 0.158912 0.090055 cl 0.36 2

155 mm M198 Obiis s2 0.224919 0.09298 c2 0.29 3 0.453904
155 mm PzH 2000 K/M Obiis s3 0.09298 0.224919 c3 0.71 1
ABRAMS M1A2 s4 0.096697 0.025753 c4 0.21 5
CHALLENGER 2 s5 0.012028 0.101895 c5 0.89 1
LECLERC s6 0.106772 0.006531 c6 0.06 6

LEOPARD-2 A6 HELL s7 0.07696 0.031779 c7 0.29 4 0389703
MERKAVA MK3 s8 0.069459 0.051396 c8 0.43 3
T-90 s9 0.069445 0.058759 c9 0.46 2
BTR80 s10 0.10104 0.044477 c10 0.31 3

EE3 JARARACA s11 0.002075 0.132161 cl1 0.98 1 0.549531
M-113 Al ZPT s12 0.107693 0.060158 cl12 0.36 2
CASCAVALE EE-9 s13 0.228197 0.034429 c13 0.13 2

KENTARUS s14 0.223847 0.01224 cl4 0.05 3 0.350136
BMP3 s15 0.034845 0.228071 c15 0.87 1
AH 64D s16 0.07457 0.128456 cl6 0.63 1

KING KOBRA s17 0.097565 0.071986 cl7 0.42 2 0.468092
KAMOV KA-50-2 s18 0.129008 0.068554 cl18 0.35 3

6. SONUC VE ONERILER (CONCLUSION
AND RECOMMENDATIONS)

Savunma  planlamasi  igerisinde  yetenek
planlamalar1  yapilitken baz1 kisitlar  ve
karsilanmas1  gereken hedefler —mevcuttur.
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Konuya yonelik literatir ve  {ilkelerin

uygulamalari incelendiginde yeteneklerin
belirlenmesinde en ¢ok dikkat edilmesi gereken
noktalar senaryo bazli risk degerlendirmesi,

iilkelerin biitce kisitlart ve proje ¢iktilarina
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yonelik beklentilerdir. Karar vericilerin savunma

planlamas1  siirecinde daha c¢ok sezgisel

yontemlerle calistigl g0z oniinde

bulunduruldugunda yeteneklerin belirlenmesinin
zorlastigt

giniimiiz ~ gilivenlik  kosullarinda

sayisallastirilmis karar destek yontemlerinden

faydalanilmas1 verilecek kararlarin etkinligi
acisindan  6nemlidir. Bu c¢alismanin ana
motivasyonu literatiirdeki  senaryo tabanli

yeteneklerin belirlenmesi ve degerlendirilmesi
icin karar siireclerine ait analitik degerlendirmeye

yonelik boslugu doldurmaktir.

Bu calismada Yetenek Temelli Savunma
Planlanmast i¢in; i) Ulkelerin karsilasabilecekleri
durumlara ait risk degerlendirmelerine gore farkli
senaryolarin olusturulmasi, ii) Senaryolardaki
ihtiyaca cevap verebilecek silah sistemlerinin

cesitli kriterlere gore belirlenmesi ve siralanmasi

i¢in Bulanik AHP ve TOPSIS temelli analitik bir
metodolojinin olusturulmasi, iii) Senaryolarda
kullanilacak silah sistemlerine gére Askeri Hedef
Puani sisteminin kurulmasi gergeklestirilmistir.
Silah sistemlerinin 6nceliklendirilmesine yonelik
literatiirde yapilan inceleme neticesinde silah
sistemi seciminde OLI degerleri ilk defa bir

CKKYV calismasinda kullanilmustir.

Calisma sonucunda, YTP yaklagiminin farkli
tehdit senaryolara esnek sekilde uyarlanabilir
oldugu gozlenmistir. Bu esneklik, savunma
yeteneklerinin sadece mevcut tehdit ve kosullara
degil, ayn1 zamanda gelecekteki olasi tehditlere
de uyum saglayabilecegini gostermektedir.
Ayrica, YTP icin kaynaklarin daha etkin bir
sekilde kullanilmasin1 saglayamaya yonelik
CKKV yontemlerinin  kullanimimnin  faydali

olabilecegi degerlendirilmistir.

Tablo 15: Senaryo Analizleri.

KUVVET . .
ANA SILAH RiSK
KODU  KRIiTERLER( YFTENEKLER 'y prpNEGE  KATS TOPLAM
: i(SILAH HEDEF KATSAYISI HEDEF
ASKERI SISTEMLER|) ~ KATSAYISI  AVISI et
HEDEFLER) X)) (€ (R))
i
97 0,459378031 6,890670471
Hudut JARARACA ’ i
1 pudut 15,16
Giivenligi 15
BMP3 0,55106903 8,26035444
155 mm Pz H
J000K/M OBl 579216809 11,58433619
Teriristle T-90 0,485355523 9,707110458
2 Miicadele 51,7
S M-113 A1 ZPT  0,4842228443 2 9,684568852
BMP3 0,475176437 9503528742
KING KOBRA  0,561765347 11,2350695
T-90 0,746320878 7,4632087777
Barisi
3 Destekleme M-113 A1 ZPT  0,556487441 1o 5,564874412 19,6
Harekati
BMP3 0,613201806 6,132018064
NT-D (SKIFF)  0,495452158 7,927234531
STINGER 0,48348557 7,797576913
SA-I5STORMI  0,505141104 8,082257662
4 Simir Otesi 155 mm PzH 66.96
Harekatlar 2000 K/M 0,590597387 9,449558199 !
OBUS
LE CLERC 0,495148408 i 7,922374528
M-113 A1 ZPT  0,48534456 7,765512964
BMP3 0,479746366 7,67594186
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AH 64D 0,646236498 10,33978396
NT- D (SKIFF) 0,495452158 3,963617265
STINGER 0,48348557 3,898788456
SA-15TORM1  0,505141104 4,041128831
155 mm PzH
. Taarruz 2000 K/M 0,590597387 4,7247791 13.48
Harekati OBUS 3 ’
LE CLERC 0,495148408 3,961187264
M- 113 A1 ZPT 0,48534456 3,882756482
BMP 3 0,479746366 3,83797093
AH 64D 0,646236498 5,169891981

Olusturulan senaryolarda her gdrev i¢in ihtiyag

duyulan silah sistemlerinin ana gruplarmin

onceliklerinin ~ birbirinden  farkli  oldugu

gozlemlenmistir. Bu sonu¢ yetenek temelli
savunma planlamasimin genel yaklasim tarzi ile

gostermektedir.  Askeri  hedeflerin

uyum
gerceklesme durumu goz Oniine alindigindan her
hedefin yetenek Onceliklerinin birbirinden farkli
CKKV  metodolojisi ile

Askeri

olmas1 gerektigi

desteklenmistir. hedeflerin  timiinii
karsilayacak en iyi silah sistemi yaklagimi degil,
her askeri hedef i¢in ihtiyaca yonelik farkli silah
sistemlerinin belirlenmesi yaklagiminin daha
dogru oldugu c¢aligmanin 6ne ¢ikan diger bir
sonucudur. Ayrica senaryo tabanli hesaplanan
askeri hedef puanlan hem yeteneklerin
onceliklendirilmesinde bir yaklagim sunabilir
hem de yetenck kazanimlarina yonelik bir

degerlendirme saglayabilir. Puanlama sistemi
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savunma planlamasinin stratejik seviyeden taktik
kadar
paydaglara  bir

seviyeye olan tiim kademelerdeki

vizyon saglamaktadir. Bu
calismada 5 kriter ve her bir senaryo i¢in 3 tip
silah sistemi i¢in yapilmig olan yetenek temelli
¢oziim metodolojisi daha fazla kriter ve arag tipi
icin yapilabilir. Bu sayede her cesit silah

sisteminin analizi yapilabilmektedir.

Gelecekteki konuya yonelik aragtirmalarda
analitik c¢aligmalarin, savunma planlamasinin
gerektirdigi her senaryoya yonelik yetenekleri
belirleme  noktasinda da  yogunlagmasi
gerekmektedir. Bu yontemler, sadece belirli silah
sistemleri i¢in degil, genel savunma yeteneklerini
ve senaryolara uygunlugunu da gz Oniinde
bulundurularak zenginlestirilebilir.
Arasgtirmacilar, farkli senaryolar ve ihtiyaglar i¢in
analitik

yontemlerin uygulanabilirligini
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aragtirmali, mevcut yeteneklerin gelecekteki

senaryolara ne kadar uygun oldugunu

degerlendirmeli ve duruma gore

ozellestirmelidir. Ayrica silah  sistemlerinin
secimi ve Onceliklendirilmesi icin kriter havuzu
artirilabilir, modern bulanik CKKV yodntemleri,
yoneylem arastirmasi ve harekata yonelik askeri

simiilasyonlar ile ¢6ziim uzay1 genisletilebilir.
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