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Abstract

Among the advancing technology, energy management systems and power electronics studies are becoming more and
more significant day by day. Therefore, the application areas of buck converters in industrial and consumer electronics are
increasing day by day. In this study, a simple and effective real-time controller for buck converters is designed and
implemented. The study aims to performance the dynamic performance of the system and reduce energy losses by using
the advantages of real-time control. One of the most important objectives is to reduce complex programming processes by
using a model-based approach. With this model-based approach, easy changes of the system are provided with a fast
intervention to the changes in the system. With the developed TMS320F28379D based real-time control approach, the
stability and response time of the buck converter are tested. Simulations and experimental studies have shown that the
proposed hardware and software architecture provides stable, fast and accurate results in the control of buck converters.
As a consequence, this study aims to contribute to the field of power electronics by providing an effective, simple and
accessible control mechanism that improves energy conversion processes. In addition, since the results obtained can be
used as a reference in the design of similar systems, it is expected to be useful for both academic and industrial applications.
When the voltage control of the buck converter is made for 2 Volts, the voltage change, and the duty cycle reach the desired
steady state in 1.75*10 seconds. The results show that the proposed control structure provides a suitable and reliable
solution for industrial applications. Future studies on energy efficiency and control systems will open the door to innovative
designs in this field.

Keywords: TMS320F28379D controller, Buck converter, Closed loop controller, Real-time controller
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Ozet

Gelisen teknoloji igerisinde enerji yonetim sistemleri ve gii¢ elektronigi caligmalari giin gegtikge daha da Onem
kazanmaktadir. Bu nedenle buck doniistiiriiciilerin endiistriyel ve tiiketici elektronigindeki uygulama alanlar1 her gegen
giin artmaktadir. Bu ¢aligmada, buck doniistiiriiciiler i¢in basit ve etkili bir ger¢ek zamanli denetleyici tasarlanmis ve
uygulanmistir. Caligma, gercek zamanli kontroliin avantajlarini kullanarak sistemin dinamik performansini artirmayi ve
enerji kayiplarini azaltmay1 amaglamaktadir. En 6nemli amaglardan biri model tabanli bir yaklagim kullanarak karmasik
programlama siireglerini azaltmaktir. Model tabanli bu yaklagim ile sistemdeki degisikliklere hizli bir sekilde miidahale
edilerek sistemin kolay bir sekilde degistirilmesi saglanmaktadir. Gelistirilen TMS320F28379D tabanl1 ger¢ek zamanlt
kontrol yaklagimi ile buck doniistiiriiciiniin kararlilig1 ve tepki siiresi test edilmistir. Simiilasyonlar ve deneysel ¢alismalar,
Onerilen donamim ve yazilim mimarisinin buck déniistiiriiciilerin kontroliinde kararli, hizli ve dogru sonuglar verdigini
gostermigtir. Sonug olarak bu caligma, enerji doniisiim siireglerini iyilestiren etkili, basit ve erisilebilir bir kontrol
mekanizmasi saglayarak gii¢ elektronigi alanina katkida bulunmay1 amaglamaktadir. Ayrica elde edilen sonuglar benzer
sistemlerin tasariminda referans olarak kullanilabileceginden hem akademik hem de endiistriyel uygulamalar i¢in faydali
olmas1 beklenmektedir. Buck doniistiiriiciiniin gerilim kontrolii 2 Volt i¢in yapildig1 zaman, geriliminin degisimi ve doluluk
oranmin  1,75*%10° saniyede istenilen kararli hale ulagmaktadir. Sonuglar, énerilen kontrol yapisinin endiistriyel
uygulamalar i¢in uygun ve giivenilir bir ¢dzliim sagladigin1 gostermektedir. Enerji verimliligi ve kontrol sistemleri lizerine
gelecekte yapilacak galismalar bu alanda yenilikgi tasarimlara kapi aralayacaktir.

Anahtar kelimeler: TMS320F28379D denetleyicisi, Buck doniistiiriicii, Kapali ¢cevrim denetleyici, Ger¢ek zamanli
denetleyici
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1. Introduction

Energy efficiency is one of the important issues of sustainable development today. Energy saving
during production, transmission, distribution and consumption is important in terms of economic gain
and reducing negative impacts on the environment. Especially in industrial areas, energy efficiency
enables better use of resources and lower costs by optimizing business processes. In addition,
increasing energy efficiency facilitates the integration of renewable energy sources and reduces fossil
fuel dependency. Considering all these situations, the development and implementation of energy
efficiency strategies is an important need at individual and societal levels [1]. Therefore, energy
efficiency should be the most important goal for a sustainable future.

The improvement of energy conversion systems, frequently used in developing technology, has
become an essential subject of study in electronic system design. Buck converters' role and usage area
in modern power electronics are increasing daily. Buck converters work primarily based on the cycle
of energy storage and release by the switching process. They generally work with inductive and
capacitive elements to provide efficient current and voltage control. In addition, using advanced
algorithms to control these systems helps obtain the desired output values by reducing cyclic voltage
and current errors. The efficiency of the control systems of these transducers plays a vital role in energy
efficiency and system performance [2]. When optimal control algorithms are implemented, the
stability of the system increase, and energy losses are reduced with the ability to react quickly to
dynamic load conditions.

Optimal control of buck converters is crucial for the system's efficiency, stability, and dynamic
response time. Software-based control technologies, especially with integration of the digital control
algorithms, improved the performance of buck converters [3]. PID control is a widely used method to
reduce losses and optimize system response. In addition, improved adaptive control strategies and
fuzzy logic-based methods offer effective solutions for adapting to variable load conditions. Modern
microcontrollers provide high processing power and allow real-time implementation of complex
control algorithms [4-5].

The selection of the optimum control method is very important to improve system performance and
achieve the targeted output. Especially in buck converters, these applications significantly impact the
system's stability and throughput. Among the important criteria in determining the performance of
control systems, factors such as dynamic response time, control cycle speed and algorithm complexity
draw attention. While the dynamic response time shows how quickly the system can respond to
instantaneous changes; control cycle speed is essential for continuous monitoring and control. On one
hand dynamic response time indicates the speed with which the system can react to instantaneous
changes; control cycle speed is essential for continuous monitoring and control. Moreover, the control
method can also influence both application integration and system load thereby being inherently
related to overall reliability and performance [6]. Thus, it goes without saying that we must account
for such features in a control application design as well.

In applications where efficiency is important, such as Buck converters, real-time operation of control
algorithms reduces energy losses and improves system performance. Advanced control units, such as
TMS320F28379D microprocessor boards, ensure that these systems operate with the desired precision.
Increased reliability and efficiency lead to a smoother progression of industrial automation processes,
since new features are added with real-time control. This field of engineering (real-time control
system) has become an important topic in research and development [7].
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This study aims to develop a new approach by offering alternatives to traditional methods of
controlling buck converters. Thus, the findings obtained are hoped to contribute to academic literature
and be a valuable reference for industrial applications. In addition to all these contributions, it also
contributes to simple programming in universities and academic education. The main purpose of the
controller to be developed is to increase the efficiency of buck converters and reduce energy losses. In
this context, the design of real-time control algorithms is important to improve the system's dynamic
response and ensure its stability. In addition, good use of the features offered by TMS320F28379D
microprocessor card is critical to improving the overall performance of the system. The research aims
to examine the integration of this controller with real-time operating systems and the challenges
encountered in software development processes. As a result, the analysis of the data obtained is
necessary to evaluate the performance of the developed system and, thus, to ensure its suitability for
industrial applications [8]. These findings will contribute to the literature on optimizing energy
efficiency and control strategies.

2. Buck Converters

Buck converters are effective and efficient basic electronic circuit elements used in the conversion of
dc-dc voltage levels. These converters use high frequency switching to reduce the input voltage to a
desired output voltage. The selection of components used in the design of the conversion system is
critical; Suitable capacitors and inductors increase the stability of the system, ensuring sustainable
control. The switch controls the output voltage level by turning on and off at high frequency, while the
inductor stores this energy and balances the output voltage. In particular, the switching frequency
directly affects the efficiency and heating status of the system. The capacitor at the output provides a
smoother output voltage by preventing surge. The dynamics and stability of the parameters involved
play an important role in the development of control strategies of Buck converters. Therefore,
understanding these basic principles is very important for the realization of an effective control system

[9].
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Figure 1. DC-DC step-down converter circuit diagram

Figure 1 shows the step-down converter circuit. A resistor (R) is attached to this arrangement, acting
as a circuit load. In addition, it refers to power electronic circuit elements such as inductor (L),
capacitor (C), input source (Vs), output voltage (o), and diode (D) in the circuit. The circuit operates
in two modes. The first mode is the mode in which the S switch is off, and the other is the mode in
which the S switch is on. Output current (10), inductor current (1), capacitor current (Ic), switch current
(Is) waveforms are shown in Figure 2.
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Figure 2. Waveforms generated on the converter elements.

3. PID Controllers

For systems that include a control structure, it is important to select a control circuit suitable for the
system structure. PID control, which is one of the closed loop control structures, is preferred in
applications due to its simple use, applicability, and high precision. PID control provides the system
error by taking the difference between the voltage value obtained at the output of the system and the
reference voltage value desired to be obtained at the output. This error value is recalculated with
proportional (P), integral (I) and derivative (D) effects and the system output is adjusted to the lowest
value and the system output is adjusted to the voltage closest to the reference voltage value. In PID
control systems, and are the coefficients used to apply proportional, integral and differential effects on
the system, respectively. The continuous time expression of the control system is given by Equation 1
and the transfer function is given by Equation 1. PID control controller block diagram is shown in
Figure 3.

u(t) = Kpe(t) + K; [ e(t)dt + Kdd:’;—(:) 1)
G(s) = Ky + -2+ Kgs )
Controller
Proportional
"] Action | |
—~ Integral
Set point N Qutput
SEET W Action 1— Plant P
Gontroller
Fecdback Derivative et
Variable ™ Action _

Figure 3. PID control controller block diagram

AJEAS 2025, 3(1), 1-14. http://dx.doi.org/10.70988/ajeas. 1583799 5



4. TMS320F28379D Microprocessor Overview

TMS320F28379D structure is a microcontroller platform that is made for advanced control systems
and stands out with its fast calculation features. This microcontroller comes with a 32-bit DSP structure
and offers high processing speed and multitasking capabilities. In addition, integrated advanced
analog-to-digital (ADC) converter and digital signal processor (DSP) units are essential for real-time
control applications. These features make it useful to use closed loop control algorithms to ensure high
precision and efficiency, especially in power electronics applications such as buck converters. The
expansion paths used and the many options it offers in terms of numerical control engineering increase
the flexibility of the system design and ensure cost-effectiveness [10]. Overall, TMS320F28379D
structure is an important tool for developing effective and efficient control solutions in both industry
and academia.

Electrically Isolated PC Interface
When power to the F28379D device is
supplied externally through the BoosterPack
headers, JP1, JP2, and JP3 may be
removed to enable electrical isolation of the
board from the PC.

XDS100v2 On-Board Emulator
Enables JTAG debugging/programming
as well as provides serial communication
back to the PC. The XDS100 can also
provide power to the target MCU.

mm——  Power & User LEDs

(D1, DY, and D10)

——— B00t Configuration
Switches
(81)

40-pin BoosterPack
Plug-In Module Connector
(J1,J2, 43, and J4)

e Reset
. TMS320F 28379D

Microcontroller
(U14)

ADC D Inputs se—y

Opt SMA Connectors
P/N:SMA-J-P-H-ST-EM1 =%

Power Jumpers
(JP4 and JP5)

High Density EMIF Connector )

(Bottom) (J9) 40-pin BoosterPack

plug-in module connector

Isolated 5V Generation (45,46, J7, and J8)

JP6) ——

12C Routing Jumpers —
(J11 and J13)

CAN Interface w/Transceiver Dual 5V Quadrature Interfaces
(J12) (J14 and J15)

Figure 4. LaunchXL- F28379D Overview

Figure 4 shows the overview diagram of the LaunchxI-F28379D microcontroller and includes figural
information about the circuit elements on the board such as connectors and jacks.

Programming environments and tools, especially in complex systems such as the buck converter, the
selection of appropriate development tools is critical to performance and efficiency. TMS320F28379D
microcontroller board offers a platform suitable for such applications with its highly integrated
structure and flexible programming options. At this point, the choice of software development
environment is important both in terms of providing user-friendly interfaces and meeting the real-time
control needs of the system. In addition, the tools used in the simulation and testing phases of the
developed control algorithms have a great impact on improving performance [11]. In this study, a
Matlab/Simulink-based software development infrastructure was used, and thanks to the full
compatibility of the control card with the program, a simple and efficient experimental environment
was created.
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Figure 5. TMS320F28379D microcontroller pins

The TMS320F28379xD has four different analog digital converters (ADCs) on the microcontroller.
Many analog signals can be controlled with 16-bit and 12-bit resolution. The F28379xD can be easily
connected and communicated with the host computer. Figure 5 shows pinout diagram of the LaunchxlI-
F28379D microcontroller.

5. System Modeling and Simulation

Systems modeling and simulation play a key role in understanding and enhancing complex systems.
This approach represents the physical world through mathematical and logical expressions enabling
us to examine various scenarios. Modeling dynamic behavior proves crucial to develop real-time
control strategies in energy conversion systems like the buck converter. The modeling stage involves
a detailed description of the system's core components and interactions, while the simulation tests this
model's performance under different conditions. These techniques help to design and put into action
more effective control algorithms, which leads to increased energy efficiency and better overall system
performance. System modeling and simulation have a significant impact on engineering applications
paving the way for groundbreaking solutions and long-lasting system designs.

Code generation

Digital DC/DC Buck Converter Voltage Mode Control (VMC)

HW_INT v
SCI_Rx_INT
Simulation LRx_INTG v
ADC_INT()
1 —b.—bE Gommad Signal
[Vout]
EnablePWh - =]
7 ‘Serial Receive [Vout] »{vout duty =
I_sansor o
l

PI_Controller_ISR DCDC_Buck_Plant

Figure 6. Main simulation circuit

In line with the main simulation circuit in Figure 6, the Simulink file was first run as a simulation for
0.01 seconds. Since it was operated using the simulation option in the simulink environment, the DC-
DC step-down circuit was operated in the simulation environment using the Simelectronics circuit
elements in Figure 7 and Figure 8.
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Figure 7. Simulink® circuit of the DA-DA converter

Conn+
1 NGD)
Conn- |_sensor
Current_Sensor
‘W Conn2
e N G -4 '®lg 5
L1 R4

1 -

Conn1
MOSFET1
A
C2+C3 == C4+C5+C6 == (C8 ==

OSFET T Conn3

&> <3
Conn4 ‘

Figure 8. Detailed Simulink® circuit of the DA-DA converter

In order to run the simulation circuit, the P parameter was first determined as 0.1 and the | parameter
as 0.008. The Vout output voltage is determined as 2V. The reference results of the DC-DC converter

operated according to the Vout voltage are shown in Figure 9.
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Figure 9. Change of VVout output voltage and fill rate

For the case where the output voltage of the step-down converter is determined as 2 Volts, the change
of the Vout voltage and the time-dependent change of the duty cycle are shown in Figure 9. As shown

in Figure 9, it reaches the desired voltage value in 1.75*10 seconds.

15 - 15 N
10 10
e 3
$ 51 $5 -
s s
01= ™ - ™ - - - T 0
-5 5
1.68 1.69 1.7 1.71 1.68 1.69 1.7 1.71
Time (sec) %1073 Time (sec) 1072

Figure 10. MOSFET elements PWM switching signals

PWM signals, in which the two mosfets in the DC-DC step-down converter circuit are switched at

opposite times to each other, are shown in Figure 10.

According to the switching times of PWM signals, the current direction of the circuit inductor changes.
This change is shown in Figure 11. It has been observed that the descending edge time and rising edge

times in this figure are one-to-one compatible with PWM signals.
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Figure 11. Time-dependent variation of inductor current

6. Experimental Studies

Hardware design is known to have a significant impact on real-time control systems. At every stage of
design, the selection of hardware components is critical to improve the system's performance.
TMS320F28379D In the design of the buck converter with the microcontroller, the processing
capabilities of the microcontroller, as well as the speed at which the analog-to-digital converters (ADC)
will operate, and the design of the power management circuits should be carefully considered. In this
context, the operation of hardware components with minimal latency is very important for energy
efficiency and overall system reliability, increasing the fast response time of the control system.
Therefore, optimizing hardware design in the light of theoretical knowledge is a factor that directly
affects the application’s success.

TMS320F28379D, the application assembly is installed using the microcontroller and the Bootxl-
BuckConv step-down converter, as shown in Figure 12.

Figure 12. Test setup set up for experimental studies

A 9-volt DC power supply was used as the input source, an Oscilloscope was used to see the mosfet
switching signals, and a multimeter was used to measure the output voltage of the DC-DC step-down
converter. After the model-based circuit TMS320F28379D in the Simulink environment was
programmed on the Microcontroller card.
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When the step-down controller is operated under the specified parameters, the desired value of 2.8 is
obtained, and the result and the PWM signals produced by the control card for the mosfets to achieve
this result are shown in Figure 13.

Figure 13. Application device installed by applying active load

In the designed circuit, the DC-DC step-down converter card has different options for static load and
active load. The results obtained in the first part of the experiment were obtained with a constant
resistance load of 7.5 ohms. A software-controlled active load of 2 ohms can be applied to the circuit
when the load switch is changed to active load from the setting window. As in Figure 14, results with
different characteristics can be obtained.

”n

Cury

Figure 14. Active load switch graph

When voltage is applied to the application device, the adjustment window is suitable for replacement.
To see the effect of active load on output variables, the results were observed by turning off (engaged)
the active load switch at 55 seconds of the results in Figure 14.

7. Results and Discussion
TMS320F28379D control of the Buck converter with a microprocessor card has significantly

improved performance by finding the set parameters. In this context, the effects of the applied PID
control algorithm on system dynamics were examined, and the results obtained were compared with
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those of theoretical modeling. The results show that the proposed control structure offers a suitable
and reliable solution for industrial applications. In addition, the data obtained in future research is
expected to form a basis for developing more complex control strategies.

TMS320F28379D microprocessor card is a frequently chosen solution in this field and stands out with
its powerful processing capacities and different integrated features. Improving the hardware-software
interfaces increases the real-time performance of the algorithms, enabling the power converters to
work more precisely and reliably. In addition, combining control algorithms with hardware reduces
the processing load and increases the system's overall efficiency. A good integration process is an
essential step in the design of power systems and paves the way for more sustainable energy solutions.

8. Conclusion

Today, the combination of control algorithms with hardware plays an important role, especially in
power electronics. This process enables the control systems to offer high efficiency, fast response time,
and better stability. The study covers the design and implementation of a real-time controller for a
voltage reducer (buck) converter with an effective PID controller combined with simple, inexpensive
hardware using the TMS320F28379D microcontroller board. The application with the Microcontroller
Board was carried out to analyze the voltage regulation capability, dynamic response time, and overall
efficiency of the buck converter system. In the implementation phase, firstly, the control algorithm and
the transducer model were tested based on hypotheses in the simulation environment. These
simulations allowed for early detection of possible errors and corrective measures to be taken. In
addition, model-based design enables more flexible and improvable methods. Subsequently, an
experimental setup with real-time monitoring and control was established. The performance of the
system under actual test conditions was compared with the simulation results, and the effects of all
variables on the system were examined. In the study, the performance of the control algorithm was
tested and evaluated under different load conditions. The results are promising because the system
remains stable and reacts quickly over a wide operating range. In addition, controller design have been
shown to play an important role in improving system efficiency. The created control setup to improve
control performance is important as it can also be used for more complex systems. As a result, the data
obtained not only confirms the success of the application but also serves as the basis for further studies.
In addition, the simplicity of the implemented algorithms, combined with a user-friendly interface,
shows that the system offers vast application potential. Future research should investigate how the
proposed control structure can be applied in more complex energy management systems, and the
asynchrony of existing systems should be corrected. These findings aim to contribute to the relevant
literature by allowing wider control system design applications.

Symbols

ADC Analog digital converter

DC  Direct current

DSP  Digital sinyal processor

PID  Proportional Integrator Derivative
PWM Pulse width modulation
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Abstract

Butterfly valves get this name because the visual of their working principle resembles the wing movements of a butterfly.
In this way, flow control is more ergonomic, and it becomes possible to save water. However, in addition to these
advantages, the difficulty of minimizing flow resistance is observed as a disadvantage. The costs of design improvements
made in valve products, which are produced by the casting method and involve labour-intensive production stages such as
assembly and welding, are quite high. In these cases, computer-aided design and test simulation become more important.
In this study, the designs of the products were carried out by using computational fluid dynamics and finite element
methods. Details of the simulations and design verification stages were included, the designs were made with Solidworks
and these data were validated by ANSYS. As a result of the study, a body and ring designs were achieved with an
improvement of 26% compared to existing products and 32% compared to the industry average. Finally, national and
international patent applications have been made for the unique curved body and gradual shaft designs obtained during the
development phase of the product.

Keywords: Valve design, Simulation, Flow resistance, Water save.

Yeni Nesil Minimize Edilmis Akis Direncli Kelebek Vana Tasarim

Ozet

Kelebek vanalar, ¢aligma prensibine ait gorselligin bir kelebegin kanat hareketine benzemesinden dolayi bu ismi almistir.
Bu sayede akis kontrolii daha ergonomik olmakla birlikte su tasarrufu da saglanmis olur ancak bu avantajlarin yani sira
akis direncini en aza indirmenin zorlugu da bir dezavantaj olarak goriilmektedir. Dokiim yontemiyle iretilen ve montaj,
kaynak gibi emek yogun iiretim asamalarini igeren vana iirlinlerinde yapilan tasarim iyilestirmelerinin maliyetleri oldukca
yiiksektir. Bu gibi durumlarda bilgisayar destekli tasarim ve test simiilasyonu daha da 6nem kazanmaktadir. Bu caligmada
hesaplamal1 akiskanlar dinamigi ve sonlu elemanlar yontemleri kullanilarak iiriinlerin tasarimlar1 gerceklestirilmistir.
Simiilasyon ve tasarim dogrulama asamalarinin detaylarina yer verilmis olup, tasarimlar Solidworks ile gerceklestirilmis
ve bu veriler ANSYS ile gecerli kilinmustir. Calisma sonucunda mevcut iiriinlere gore %26, sektor ortalamasina gore ise
%32 iyilesme saglayan bir govde ve klape tasarimi elde edilmistir. Son olarak iirliniin gelistirme asamasinda elde edilen
Ozgiin kavisli govde ve kademeli mil tasarimlar1 i¢in ulusal ve uluslararasi patent bagvurulari yapilmistir.

Anahtar kelimeler: vana tasarimi, Simiilasyon, Aks direnci, Su tasarrufu.
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1. Introduction

According to current research, it was determined that annual water consumption the ratio is 800
m®/person [1]. 2.3 billion people are trying to continue their lives by completely deprived of drinking
water [2]. According to the similar studies, the number of countries that will have problems regarding
to reach the water and survive under these conditions up to 54 by 2050 [3]. By considering these data,
the world population will be expected to reach approximately 9.4 billion and it is predicted that 40%
of them will not be able to benefit from the drinking water [4]. Therefore, it is inevitable to use water
resources effectively and prevent waste [5]. For this purpose, fluid transportation and storage systems
reducing water loss to minimum levels become mandatory [6]. The valve designed to ensure this
decreasing flow resistance in systems is of importance [7]. Making these designs is a quite costly
process [8]. For this reason, computer-aided design and simulation programs are used [9].

Computational Fluid Dynamics (CFD) is considered a sub-branch of fluid mechanics and caused from
liquids problems using numerical algorithms by providing analysis [10]. CFD method is used as an
identifiable simulation tool [11], especially in processes involving flow such as liquid/gas [12]. This
method is often used to determine the operating modes of all types of functions and convection [13],
which includes flow, heat-mass movements [14]. But every fluid by using time analytical methods
may not be possible to determine the behaviour, and numerical methods can be used to solve this
problem [15]. Analytical methods are generally based on mathematical functions [16]. Numerical
methods are used when producing solutions in the form generally provides numerical results [17]. The
results calculated using these methods are very close to the real values and can be adjusted to the
desired level [18]. In cases where it is desired to increase the sensitivity of the results the number of
operations that need to be solved by the computer is increasing [19]. Hence this takes a long time, that
causes both calculation times to increase and the computer to work inefficiently [20]. On the other
hand, these simulations are used in the design of butterfly valves, where fluid behaviour is investigated
and increasingly used in the industry, have become more important [21].

Butterfly valves have been designed to control fluid systems within the time specified in the parameters
on preventing the movement [22, 23]. Possible damage to the valve carries risks such as leakage, cracks
and explosion with material contamination and loss [24]. More importantly leaks in the system, such
as poisoning and fire cause dangerous situations to occur [25]. Butterfly valves should be preferred to
prevent such situations [26, 27]. The biggest advantage of butterfly valves on the application is
providing high flow rates compared to its dimensions [28]. This issue becomes important especially
when there is a lack of space in controlling chemical fluids [29]. Therefore, these products are
commonly preferred in the systems, that contain chemicals, wastewater and distribution networks [30-
34].

The motivation that started this study was reducing the friction on the ring surface of the butterfly
valves with an original design that cause to achieve energy efficiency. For this purpose, first the target
properties of the products exposed to the fluids have been defined, then the dynamics calculations,
simulation studies, computer-aided design and prototype manufacturing processes have been carried
out, respectively. The valves used in this study were designed to comply with EN GJS 400-18 LT
standard. Moreover, the raw materials were selected to fulfil the TS EN 1267 standard requirements.
The prototype with process and flow line design simulation was adjusted according to the EN 1074
with the scope of drinking water, distribution lines, industrial applications, water treatment facilities,
pump stations, industrial waste systems. When literature studies were evaluated, pipelines against high
stresses that may occur resistant must meet the EN GJS 400-15 (also known as GGG 40) standard
requirements, so simulation-supported analyses with the defined materials and prototype production
activities were carried out with this purpose. Finally, the original curved for body and stepped shaft
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designs have been performed, successfully. Moreover, a national and an international patent
application have been made.

2. Methodology
2.1. Computational fluid dynamics

CFD is an analysis method, which is widely used in the valve industry. In this way, the flow conditions
of the valve are able to simulate by using various equations that describe 3D flows. It is very important
for designers to have all analyses results carried out before prototype production. It is possible to do
all in a virtual environment and causing to do everything right in the first time with less labour and
material loss. Thanks to this, it can be transferred economically in a short time to mass production of
the product. The three-dimensional designs of products have been carried out by using Solidworks
drawing program. ANSYS computer aided simulation program has been used for CFD analysis and
FEA. Butterfly valve with a diameter of 200 mm, and 1000 mm were chosen as sample to do the
experimental verifications of the study. As in applications 16 bar value most chosen, the nominal
pressure was selected as the same and defined like PN16. While CFD analysis carried out, K-epsilon
turbulence model was solved by keeping the y+ value at 3 and below. The limit in the layers (boundary
layers) and the mesh improvements have been made during the process.

Flow coefficient and pressure loss coefficient formulas were defined according to EN 1267:2012 (E)
standard. Accordingly, the flow coefficient (Kv) is calculated with Equation 1.

Kv = Q+/p + (4p X po) (1)

In the equation, Kv (m*/hour) is the flow coefficient, Q is the flow rate in m3/hour, p is the density of
water in kg/m?, po is the density of water in kg/m? at 15 °C, Ap expresses the pressure loss in the valve
(difference between inlet and outlet pressure).

2.2. Finite element analysis

The valve was designed in FEA complies according to the EN 1704 standard, where the boundary
conditions defined in the strength values. During the FEA phase the parts were presented in two
different numerical formats such as single and assembled. However, Rayleigh-Ritz method was
performed for the interpolation solution.  The specified boundary conditions were applied exactly
as defined in the standard. One and a half times the nominal pressure value for the body, ten percent
of the nominal pressure value for the ring part defined as excess. As a result, obtained from this part,
the material analysis and selection stage should take place.

2.3. Materials selection

The valve model includes 2 parts. First part is body that is in contact with the fluid and material
selection of the body is defined in TS EN 12266 and TS EN 1074 standards. According to these
standards body part must be high strength against the one and half times pressure. As a result of
analyses made according to standards the body material that can withstand the damage was chosen.
The material of the ring was also chosen by the same method with one small difference. As defined in
the standards, the selection materials for the ring are that can withstand ten percent more than pressure
value. The ring strength analysis has been made according to stress and deformation results. As a result
of evaluation for all these data EN GJS 400-15 (also known as GGG 40) material has been defined and
selected. This material matched according to the finite element mechanical analysis outputs, too. The
stresses in the system were discussed and analysed in a virtual-simulated environment. Hence, product
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and process design were carried out. 24 bar pressure was defined on the surfaces of body fluid contact
as a result of finite element analysis. The maximum amount to be applied to body surfaces pressure
values are shown in Fig.1.
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Figure 1. The highest-pressure load defined on the surface for finite element analysis

As the low melting temperature, suitable for prototype production fluidity, easy casting, ease of
machinability, high strength with high wear resistance, and high ductility properties, EN GJS 400-15
material caused to accelerate the process. Thanks to numerical simulation applications, material load-
stress distributions on operations dimensional changes and similar metallurgical and mechanical
properties at different parameters can be revealed before the prototype production. According to the
analysis of equivalent stresses on body design, verification process has been carried out. One and a
half of the nominal pressure of 16 bar for the solid that can operate under 24 bar pressure was applied
on the body by the mechanical analysis as shown in Fig. 2.
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Figure 2. Mechanical analysis of the material selected for the body design under 24 Bar pressure

240 MPa yield strength value has been considered as ten percent more than nominal stress for realized
ring materials mechanical tests by using numerical analysis method. Accordingly, 1.1 times more of
the maximum working pressure (16 bar) was defined as 18 bar for the ring as shown in Fig. 3.

Figure 3. Mechanical analysis of the ring assembled on the body and operating under 1.1 times the nominal pressure
value
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2.4. Flow simulations

CFD analyses for the products designed with EN GJS 400-15 material were carried out under 16 bar
pressure, 4m/s flow rate and with the valve in the fully open position by using finite element method.
Fig. 4 shows the general view of CFD for disc component.

ANSYS
817

Figure 4. Mesh analysis of the disc performed by CFD

A mesh independence test was performed to prove that the results of the mesh analysis performed were

reliable. Fig. 5 shows the corresponding graphic. Accordingly, the volume flow rate was determined

as 116,14569 at element number 8.000.000 and the value was 116,15249 at element number 9.234.500.
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Figure 5. Mesh independence study curve

In order to better interpret the characteristics of this behaviour, velocity vector analysis was performed.
Accordingly, when the valve is in the fully open position, the resistance of the valve and its body
against flow can be characterized more clearly. VVelocity vector analysis of the system in Fig. 6 is given
for a better understanding of the subject.
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Figure 6. Flow velocity vector analysis of the developed design

The other parameter that will support the velocity vector analysis of this system will be its
characteristic behaviour under 16 bar pressure. The pressure distribution of the system is shown in Fig.
7.
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Figure 7. Total pressure distribution on the surface
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When the flow occurs at a certain speed and pressure, the distribution analysis of the flow filaments
of the system is performed and the total strength is analysed. Fig. 8 shows the flow filament distribution
analysis of the system under 16 bar pressure at 4m/s vector speed.

0 0.200 0400 (m)
I I ]
0.100 0.300

Figure 8. Flow filament distribution analysis

After all flow and pressure analyses were carried out, hydrodynamic forces on the valve were analysed.
Fig. 9 shows the CFD analysis visual of the hydrodynamic forces on the ring.

Figure 9. Total pressure distribution analysis applied on the surface on the ring
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2.5. Design verification, validation and prototype production

The casting model and core box of the valve, whose hydrodynamic properties were analysed and
designed, were produced on Computer Aided Manufacturing (CAM) software and Computerized
Numerical Control (CNC) benches. Fig. 10 shows the wooden pattern production of the ring.

Figure 10. Model production of the ring

Details of the pattern dimensions are given in mm in Fig. 11. to explain along with its dimensions.
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Figure 11. Model explanation along with its dimensions
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The model design of the body on which the ring would be mounted, where the designed mechanical
strength analyses were verified by simulation, is shown in Fig. 12.

Figure 12. The finish pattern of the ring for the body assembling

The dimension control of the cast body was carried out with the Faro Arm Quantum device and the
report of the measurements was obtained by Faro CAM2 software. Fig. 13 shows the report of the
precise measurements of the body casting.
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Figure 13. Dimension CMM report
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Simulated pressure tests of the produced body and the mounted ring were carried out in accordance
with EN 1074. Pressure tests were evaluated according to whether the valve was leaking or damaged
under 24 bar pressure for the body. The design in which the pressure test was carried out is shown in

Fig. 14.

Figure 14. The ring final design for the pressure test

According to the TS EN 1267 flow resistance test standard, the valve was modeled in the Solidworks
drawing program in a fully open position. The modeling performed is shown in Fig. 15.

2*DN 10*DN

Figure 15. Three-dimensional valve test verification model

Defining fluid inlet and outlet boundary conditions was of critical importance in this modelling.
According to the standard the inlet boundary conditions were defined at a distance of 2xDN from the
valve, and outlet boundary conditions were defined at a distance of 10xDN. Fig. 16 shows the fluid
direction design for CFD.
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Figure 16. Determining fluid directions for CFD

According to the conservation principle, fluid movement is by trying to define the flow structure in
detail at every point of the field or by using a finite by working with the region and establishing the
balance between the incoming flow and the outgoing flow. If the continuity equation is applied to
circular cross-section pipe flows, the continuity equation will be cylindrical due to the geometric shape
of the flow field and the control volume selected accordingly. It should be applied in coordinates
(r,0,z). Incompressible flows in cylindrical coordinate system and the continuity equation for is as
follows

10(rV,) 10(Ve) 19(rV,)
T or tr a0 Tr a2 O )

Here, 1, 0 and z are the radial (radius), tangential (circumferential) and axial directions, respectively,
and vr, vO and vz refers to the flow velocities in radial, tangential and axial directions, respectively.

Flow capacity measurements of the body and ring, which did not detect any problems in the simulation
studies and were produced accordingly, were made in the Kv test device. Fig. 17 shows the prototype
KV test setup.
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Figure 17. Kv test setup for the designed prototype

3. Results and Discussion

Product and experimental designs were carried out with a line pressure of 16 bar, and no plastic
deformation or leakage was observed in the product under 16 bar line pressure.

Simulation studies were carried out so that the fluid coefficient Kv was 3009.9 m*/hour when the valve
was in the fully open position under 16 bar internal pressure and 4 m/s fluid speed. The values obtained
as a result of the tests and flow analysis were measured as 2985 m3®Mhour. This measurement
corresponds to a margin of error of 5% when compared to the design, and in EN 1074 standards this
deviation is expected to be below 10%. For this reason, it was determined that the flow analysis and
physical test results were compatible with each other and no nonconformities were encountered. The
results are included in the physical test report given in Table 1.

Table 1. Physical test report

COMPUTATIONAL FLUID DYNAMICS (CFD) ANALYSIS REPORT

VALVE TYPE : DOUBLE ECCENTRIC BUTTERFLY VALVE / Dikkan Ultra Series

X Default fluid i
DN : 200 R |1 ey © 4 omis )
PN : 16
OPENED POSITION OF OBTURATOR (%) : 100
Velocity from | Fluid Flow Differantial
s (P;:rs)s”re 0”“91(::)55”re CFD Result Rate Pressure (4P) K%
(mis) (m*h) (bar) (m'm)
15,99999 1597740 4096 452.4 0,02259 3009,9

Resistance to 1.5 x 16 bar = 24 bar body internal pressure and 1.1 x 16 bar = 18 bar leakage tests of
product components specified in TS EN 12266 standard have been successfully carried out. The values
in most valves might vary due to losses caused by friction resulting from the actual length of the flow
path, sudden changes in the flow direction, and surface roughness, but when the prototype
manufacturing real test results and simulation results were compared, no difference was detected in
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the Kv values of the product, computer-aided design and prototype production, so the data overlapped
almost exactly.

Fig. 18 shows images of the old and new body designs. The curved body, where flow properties were
improved, can be observed more clearly in this picture.
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Figure 18. Images of old (left) and new (right) body designs

Fig. 19 shows the visual of the old and new disc designs mounted on the valve. The green colour
represents the old design, and the red colour represents the new design. The gain in surface area, which
provides 20% more and homogeneous flow, can be noticed in this picture.
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Figure 19. Superimposed image of old and new disc designs

In the flow tests performed according to the minimum 240 N/mm? yield strength in the body design,
no negative effects were detected under 16 bar and no plastic deformation occurred in the product
under 24 bar pressure.

Resistance to 1.5 x 16 bar = 24 bar body internal pressure and 1.1 x 16 bar = 18 bar sealing tests of
product components specified in TS EN 12266 standard have been successfully carried out. In most
valves, these values vary due to losses caused by friction resulting from the actual length of the flow
path, sudden changes in the flow direction, obstacles in the flow direction and surface roughness, but
when the prototype manufacturing test results and simulation results are compared, no difference was
detected in the Kv values of the product and computer-aided design and prototype production. The
data overlapped almost exactly.

In the tests of the ring material, no problems were detected under stresses exceeding 1.1 times, no
deformation was observed under loads twice the maximum pressure, and the product successfully met
the requirements of the EN 1074 standard.

With the Solidworks sustainability report, a carbon footprint of 140 kg CO2 per product was achieved,
and 26% improvement in existing products. The design and prototype manufacturing of the product,
which would achieve 32% energy saving with a total energy consumption of 1400 MJ/product with
material, production and product life, has been carried out (Fig. 20). This chart was obtained by making
a systematic comparison of 24 national and international products in the sector. Finally, national and
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international patent applications have been completed for the unique curved body and gradual shaft
designs obtained during the development phase of the product.

Total Energy Consumption (mJ(/product)

CURRENT PRODUCT

SECTOR AVERAGE

NEW DESIGN

0

Figure 20. Total energy consumption graph

500 1000 1500 2000

4. Conclusion

Efficient use of water resources has become inevitable within the scope of combating the climate crisis.
Efforts continue to reduce the carbon footprint, which is one of the main reasons for the climate crisis
and a measure of global warming. As a result of this study, energy losses were reduced by 32% and
carbon footprint was reduced by 26% with improvements in flow coefficients in the butterfly valve
product designed. The 95% overlap between simulation-supported tests and real test data in body and
ring designs has once again demonstrated the importance of simulation-supported designs. As a result
of the studies carried out in the article, national and international patent applications were made for
the unique curved body and stepped ring structure. The first patent in the valve industry was published
in 1839, and patents for almost all valve components were obtained in the mid-1900s. Therefore, all
national and international patents were scanned, and it was determined that no patents were received
regarding the developed curved body and gradual ring design. This result made the study more original.
Finalization of the commercialization of the studies carried out in the article, a completely domestic
and national product that is long-lasting, highly energy efficient, and aims to protect environmental
and human health values has been introduced to the valve industry.

List of Symbols

CFD Computational Fluid Dynamics
FEA Finite Element Analysis

CAD Computer Aided Manufacturing
CNC Computerized Numerical Control
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Ozet

Bu aragtirma, farkli cografi konumlardan kaynaklanan yogun trafigi kullanarak sistemleri ¢okerten siber saldirilar olan
DDoS saldirilarinin, ag performansini nasil etkiledigini incelemeyi amaglamistir. Volumetrik, protokol ve uygulama
katmanindaki DDoS saldirilarinin, ag tizerindeki etkileri simiilasyonlarla incelenmis ve bu saldirilarin sistemlerin iglem
giiciinii ve bant genisligini nasil tiikkettigi detayl olarak analiz edilmistir. Ozellikle ¢coklu kaynakl1 saldirilarin, tespit ve
savunma sistemlerini zorlamasi iizerine odaklanan bu ¢alisma, Ddosphere simiilasyon araciyla desteklenmistir. Elde edilen
sonuglar, ag yoneticileri ve siber giivenlik uzmanlarina, ag performansini artirmak ve DDoS saldirilarina karsi daha etkili
savunma stratejileri gelistirmek i¢in degerli bilgiler sunmaktadir. Bu ¢aligma, Tiirkiye Bilimsel ve Teknolojik Arastirma
Kurumu'nun destekledigi "DDOS Tabanli Siber Saldirt Test Modiili" projesi kapsaminda Virgosol tarafindan
yiiriitilmiistir.

Anahtar kelimeler: DDoS saldirlar, Ag performansi, Siber Qiivenlik, Ddosphere, Cokiu konumlu saldirilar,
Simiilasyon tabanli analiz, Savunma stratejileri

The Impact of Distributed Cyberattacks on the Availability of Internet
Services: An Empirical Analysis with DDoSphere

Abstract

This research aims to examine how DDoS attacks, which are cyberattacks that use heavy traffic from different geographical
locations to disrupt systems, affect network performance. The impact of DDoS attacks at the volumetric, protocol, and
application layers on networks was analyzed through simulations, and the way these attacks consume system processing
power and bandwidth thoroughly studied. This study specifically focuses on the challenges posed by multi-sourced attacks
to detection and defense mechanisms, and is supported by the Ddosphere simulation tool. The findings provide valuable
insights for network administrators and cybersecurity experts to enhance network performance and to develop more
effective defense strategies against DDoS attacks. This study was conducted by Virgosol within the scope of the "DDoS-
Based Cyberattack Test Module" project, and it was supported by the Scientific and Technological Research Council of
Turkey (TUBITAK)

Keywords: DDos attacks, Network performance, CyberSecurity, Ddosphere, Multi-location attacks, Simulation-based
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1. Giris (Introduction)

Internet, diinya capinda yiiz milyonlarca bilgisayari birbirine baglayan ve farkli donanim ve yazilim
platformlarinda ¢alisan devasa bir agdir. Internet, hem kisisel hem de kurumsal ihtiyaglar1 karsilayarak
onemli hizmetler sunar. Ancak, bu ag lizerinden saglanan baglantilar, kotii niyetli kullanicilarin
kaynaklar1 kotiiye kullanmasina ve belirli sitelere yonelik hizmet reddi (DoS) saldirilar
gerceklestirmesine olanak tanir.

Hizmet reddi saldirisi, kotii niyetli bir kullanicinin internetin baglant1 olanaklarint kullanarak bir
sitenin hizmetlerini engellemeye ¢alistig1 bir durumdur. Genellikle bu, hedef siteye asir1 miktarda istek
gonderilerek gerceklestirilir [1]. Bu tiir saldirilar, tek bir kaynaktan gelebilecegi gibi, birgok
bilgisayarin koordine bir sekilde hedefe istek yagmuru gondermesiyle de yapilabilir. Bu ikinci tiir
saldirtya, dagitik hizmet reddi (DDoS) saldirist denir.

Internet ortam1 genis bilgi ve araglara ev sahipligi yapmaktadir, kotii niyetli saldirilar diizenlemeyi
otomatiklestiren gelismis saldir1 araglarin1 da barindirir ve ayrintili kullanim talimatlar1 sayesinde,
amatorler bile bu araglari kolaylikla ve etkili bir sekilde kullanabilir [1].

Hizmet reddi saldirilar1 her yil 6nemli finansal zararlara neden olur ve bu nedenle, bu tiir saldirilar
hizla tespit edip yanit verecek tekniklerin gelistirilmesi biiyiikk 6nem tasir. Bu durumun ¢arpici bir
ornegi, ABD merkezli bulut tabanli bir Git deposu barindirma hizmeti sunan GitHub'in tarihin en
biiyilk DDoS saldirilarindan birine maruz kalmasiyla yasandi. Bu saldirida, bilinmeyen hackerlar
platforma 1,35 Tbps'lik devasa bir trafik yiikleyerek GitHub"1 ¢evrimdisi birakmaya galisti. Sonug
olarak, ABD'nin genis bir bolgesindeki 6nemli web siteleri saatlerce hizmet dis1 kaldi [2].

Giinlimiizde DDoS saldirilart hem yontem hem de siddet bakimindan yeni boyutlara ulagsmis durumda
ve mevcut egilimler, benzer saldirilarin gelecekte de gerceklesebilecegini gostermektedir. Siber
giivenlik, kuruluslarin siber savasta galip gelebilmesi igin kritik bir rol oynar. Isletmeler, siber giivenlik
onlemlerini diger operasyonel siireclerle ayn1 oncelikte degerlendirmediginde, yalnizca bir sonraki
DDoS saldirisinin hedefi olma riskiyle kalmazlar; ayn1 zamanda biiyilik ¢apta itibar kayb1 ve mali
zararlara da maruz kalabilirler.

Hizmet reddi saldirilari, kaynaklarina gore iki ana gruba ayrilabilir: bunlar tek kaynakli ve ¢ok
kaynakli saldirilardir. Tek kaynakli DoS saldirilari, gercekten de tek bir cihaz veya IP adresinden gelen
zararl trafikle sistemleri islevsiz hale getirmeye ¢aligir. Bu tiir saldirilarda, saldirgan tiim trafigi belirli
bir noktadan gonderir, bu da saldirinin kaynagini tespit etmeyi ve engellemeyi nispeten daha kolay
hale getirebilir.

Cok kaynakli saldirilar ise genellikle farkli cografi bolgelerden gelen trafigi igerir. Bu tiir saldirilar,
saldirganlarin farkli fiziksel lokasyonlardan aynmi anda saldir1 baglatmasiyla gerceklestirilir. Bu,
saldirmin tespit edilmesini ve onlenmesini daha da zorlastirir, ¢linkii saldir1 trafigi farkl tilkelerden
veya bolgelerden gelebilir. Bu da saldirtya karsi alinacak 6nlemleri karmagik hale getirir.

Bu ¢aligmanin amaci, farkli cografi konumlardan gelen dagitilmis hizmet reddi (DDoS) saldirilarinin
ag performansi iizerindeki etkilerini incelemektir. Calismada, volumetrik saldirilar (6rnegin, UDP
Flood), protokol saldirilar1 (6rnegin, SYN Flood) ve uygulama katmani saldirilart (6rnegin, HTTP
Flood) gibi farkli DDoS saldir1 tiirlerinin ag tlizerindeki etkileri analiz edilecektir. Bu saldirilarin,
gecikme siiresi, paket kayb1 ve bant genisligi kullanimi gibi kritik ag performans metrikleri tizerindeki
etkileri degerlendirilecektir. Ayrica, Ddosphere simiilasyon araci kullanilarak tek lokasyondan ve
coklu lokasyonlardan gerceklestirilen saldirilarin karsilastirmali analizi yapilacak, coklu kaynakl
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saldirilarin tespit ve savunma sistemleri lizerindeki etkileri detayli olarak incelenecektir. Calismanin
amaci, ¢oklu lokasyonlardan gelen dagitilmis hizmet reddi (DDoS) saldirilarinin ag performansi
iizerindeki etkilerini incelemektir.

Calismamizda 6ncelikle, DDoS saldirilarinin temel prensiplerini ve tiirlerini ele alacagiz. Ardindan tek
lokasyondan ve c¢oklu lokasyonlardan gelen saldirilarin 6zelliklerini ve bu saldirilarin ag tizerindeki
spesifik etkilerini analiz edecegiz. Bu baglamda, Ddosphere iiriiniinden faydalanarak tek lokasyondan
ve ¢oklu lokasyonlardan gergeklestirilen saldirilarin ag performansi iizerindeki farklarmi simiile
edecek ve bu simiilasyonlar {izerinden performans degerlendirmeleri yapacagiz. Ddosphere, saldirilari
canli olarak izlememizi, hedef sistemin performansini analiz etmemizi ve bu analizleri detayh
raporlarla sunmamizi saglayan gelismis bir simiilasyon aracidir.

Bu calisma, siber giivenlik uzmanlari, ag yoneticileri ve isletmeler icin tek lokasyon ve coklu
lokasyonlardan gelen DDoS saldirilarina kars1 daha bilingli ve hazirlikli olmalarima yardimer olmay1
amaglamaktadir. Ddosphere kullanarak gergeklestirilen simiilasyonlar, farkli saldir1 senaryolarinin ag
performansini nasil etkiledigini canli olarak goézlemleme ve analiz etme imkani sunacak, bu da
savunma stratejilerinin etkinligini artirmak i¢in kritik veriler saglayacaktir.

Sonug olarak, calismamiz, ag performansini optimize etmek ve DDoS saldirilarina kars1 etkili savunma
mekanizmalar1 gelistirmek i¢in gerekli olan bilgileri ve analizleri sunarak, siber giivenlik alaninda
onemli bir katki saglamay1 hedeflemektedir.

2. DDoS Saldiris1 (DDoS Attack)

Bu boéliimde, DDoS saldirilarinin tiirleri, ger¢ceklestirmek i¢in kullanilan yontemler, tarihsel gelisimi
ve ag performansi lizerindeki etkileri incelenecektir.

2.1. DDoS Saldirilarimin Tarihsel Gelisimi (The Historical Development of DDoS Attacks)

Dagitilmis Hizmet Reddi (DDoS) saldirilari, internetin yayginlagmasiyla birlikte evrim gecirmis ve
giderek daha karmasik ve etkili hale gelmistir. Ilk basit saldirilardan giiniimiiziin biiyiik 6lgekli botnet
destekli saldirilarina kadar DDoS’un gelisimi asagida detaylandirilmaktadir (Tablo 1).

2.1.1.1990'lar: DDoS kavraminin ortaya ¢ikisi (The 1990s: The emergence of the DDoS concept)

DDoS saldirilarmin kékeni 199011 yillara dayanmaktadir. Ik érneklerden biri, 1999 yilinda “Trinoo”
adli bir saldir1 araciyla gerceklestirilen saldiridir [3]. Trinoo, yiizlerce bilgisayardan gelen yogun
trafikle hedef sunucular1 devre dis1 birakmay1 amaglayan bir saldirt tliriiydii. Benzer sekilde, TFN
(Tribe Flood Network) ve Stacheldraht gibi saldir1 araglari, DDoS saldirilarinin ilk nesil araglari
arasinda yer aldi1 [4].

2.1.2.2000’1er: 11k biiyiik olcekli DDoS saldirilar: (The 2000s: The first large-scale DDoS attacks)

2000'i yillarin basinda, DDoS saldirilar1 genis ¢apta zarar vermeye basladi. Ozellikle Subat 2000'de,
bir gen¢ hacker olan Mafiaboy, Yahoo, CNN, Amazon ve eBay gibi biiyiik sitelere koordineli DDoS
saldirilart diizenleyerek hizmetlerini kesintiye ugratti [5]. Bu saldirilar, DDoS’un internet altyapisini
tehdit edebilecegini agikga gosterdi.
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2003 yilinda, SQL Slammer ve Blaster solucanlari, sistem agiklarini kullanarak yaygin DDoS
saldirilar1 gergeklestirdi [6]. Bu saldirilar, bir sistemdeki zafiyetin kullanilarak diinya genelindeki
birgok sunucunun devre dis1 birakilabilecegini kanitladi (Tablo 1).

Tablo 1. Biiyiik 6lgekli DDoS saldirilar: (Large-Scale DDoS Attacks)

Yil Saldir One Cikan Noktalar
1999 | Trinoo, TFN, Stacheldraht Ilk DDoS saldirilari [3]
2000 | Mafiaboy Saldirilar Yahoo, Amazon ve CNN gibi bilyiik siteler hedef alindi [5]
2003 | SQL Slammer Worm tabanli saldirilar basladi [6]
2013 | Spamhaus DNS Amplifikasyon 300 Gbps saldir1 kapasitesine ulasild1 [7]
2016 | Mirai Botnet IoT cihazlari hedef alindi, 600 Gbps saldirilar [8]
2018 | GitHub Saldiris 1.35 Thbps ile en biiyiik saldirilardan biri gergeklesti [9]
2020 | AWS 2.3 Tbps Saldirisi En biiyiik volumetrik saldir1 [10]
2022 | Cloudflare & Azure Saldirilar 26 milyon RPS’ye ulasan HTTP Flood saldirilari [11]
2023+ | Al Destekli Botnetler Yapay zeka kullanilarak daha sofistike saldirilar

diizenlenmekte [12]

2.1.3. 2010’1ar: Botnet destekli biiyiik 6l¢ekli saldirilar (The 2010s: Large-scale botnet-driven attacks)
2010'Tu yillar, botnetlerin yiikselisi ile DDoS saldirilarinda biiyiik bir degisime sahne oldu.

e 2012 - 2014 Cloudflare ve Spamhaus Saldirilari: 2013 yilinda, Spamhaus adli bir anti-spam
organizasyonu, 300 Gbps'yi asan bir DDoS saldirisina maruz kaldi. Bu saldir1, dénemin en
biiyiik DNS Amplifikasyon saldirilarindan biri olarak kaydedildi [7].

e 2016 Mirai Botnet: IoT (Nesnelerin Interneti) cihazlarimi ele gecirerek 600 Gbps biiyiikliigiinde
saldirilar gerceklestiren Mirai botneti, Dyn DNS, OVH ve KrebsOnSecurity gibi biiyiik
hedeflere saldirarak internetin biiyiik bir boliimiinii etkiledi [8].

e 2018 GitHub Saldirisi: GitHub, 1.35 Tbps biiyiikliigiinde bir DDoS saldirisina maruz kalarak
en biiytik saldirilardan birine tanik oldu [9].

2.1.4. 2020 ve Sonrasi: Rekor kiran DDoS saldirilar: (2020 and Beyond: Record-breaking DDoS attacks)
Son yillarda DDoS saldirilar1 daha biiyiik ve sofistike hale gelmistir.

e 2020 AWS'ye Yonelik 2.3 Tbps’lik Saldirt: Amazon Web Services (AWS), 2.3 Tbps hizinda
bir saldiriya maruz kalarak tarihin en biiyiik DDoS saldirilarindan birini yasadi [10].

e 2022 Cloudflare ve Microsoft Azure’a Yonelik Saldirilar: Cloudflare ve Microsoft Azure gibi
biiyiik bulut saglayicilari, saniyede 26 milyon istek seviyesine ulasan HTTP Flood saldirilariyla
hedef alind1 [11].

o 2023 - 2024 Yapay Zeka Destekli Saldirilar: Son donemde, saldirganlar yapay zeka (Al)
destekli botnetler ile daha karmasik DDoS saldirilart diizenlemektedir [12]. Ayrica, Web3 ve
blok zinciri altyapilarina yonelik DDoS saldirilari da artig gostermektedir [13].

DDoS saldirilari, basit tek noktadan yapilan saldirilardan gelismis botnet ve yapay zeka destekli
koordineli saldirilara evrilmistir. Siber giivenlik dnlemleri gelisse de, saldirganlar da yeni teknikler
gelistirerek savunma sistemlerini agmaya g¢aligmaktadir. Bu nedenle, gelecekte otomatik tespit
sistemleri, yapay zeka destekli giivenlik ¢oziimleri ve proaktif savunma mekanizmalar1 daha kritik
hale gelecektir.
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2.2. DDoS Saldir: Tiirleri ve Yontemleri (Types and Methods of DDoS Attacks)

DDoS saldirilari, farkli teknikler kullanarak ¢esitli katmanlarda gergeklestirilir ve genel olarak ii¢ ana
tiirde incelenir: Volumetrik saldirilar, protokol saldirilar1 ve uygulama katmani saldirilari.

2.2.1. Volumetrik saldirilar (Volumetric attacks)

Volumetrik saldirilar, hedefin bant genisligini tiiketerek ag trafigini tikayan saldirilardir. Bu saldirilar,
biiyiik miktarda veri trafigi gondererek hedefin ag altyapisin1 bogar. Voliimetrik saldirilardan biri olan
UDP Flood saldirisinda, UDP protokolii kullanilarak rastgele portlara biiylik miktarda veri paketi
gonderilir ve hedef sistem bu paketlere yanit vermek zorunda kalarak kaynaklarini tiikketir [14]. ICMP
Flood saldirisinda ise hedefe biiyiik miktarda ICMP ECHO REQUEST paketleri gonderilir. Hedef, bu
paketlere yanit vermek zorunda kalarak bant genisligini ve islem kaynaklarini tiikketir [15].

2.2.2. Protokol saldirilar: (Protocol attacks)

Protokol saldirilari, ag katmanindaki zafiyetleri hedef alir ve hedefin kaynaklarini tiiketerek
hizmetlerin aksamasina yol agar. Protokol Saldirilarindan SYN Flood saldirisinda; TCP baglanti
kurulumu sirasinda SYN paketleri gonderilir, ancak baglanti tamamlanmaz. Bu durum, hedef sistemde
yarim kalmis baglantilarin birikmesine neden olur ve sistemin kaynaklarimi tiiketir [16]. Smurf
Attackta ise saldirgan, hedefin IP adresini sahte bir sekilde kaynak IP olarak gdstererek ICMP, ECHO,
REQUEST paketlerini genis bir aga génderir. Agdaki cihazlar, hedefe yanit gonderir ve bu da hedefin
bant genisligini asir1 yiikler [17].

2.2.3. Uygulama katmam saldirilari (Application layer attacks)

Uygulama katmani saldirilari, hedefin uygulama katmaninda bulunan zafiyetleri kullanarak hizmetleri
aksatmay1 amagclar. Bu saldirilar, genellikle daha az bant genisligi kullanarak yiiksek etki yaratir.
Uygulama Katmani saldirilarindan HTTP Flood saldirisinda HTTP protokolii kullanilarak hedef web
sunucusuna biiylik miktarda istek gonderilir. Bu, sunucunun kaynaklarini tiiketir ve hizmet vermesini
engeller [18]. Slowloris saldirisinda Saldirgan, hedef web sunucusuna ¢ok sayida yarim kalmig HTTP
baglantis1 agar. Bu, sunucunun kaynaklarini tiiketir ve yeni baglantilari kabul etmesini engeller [19].

2.3. DDoS Saldirilar i¢in Kullanilan Araclar ve Teknikler (Tools and Techniques Used for DDoS
Attacks)

DDoS saldirilari i¢in kullanilan gesitli araglar ve teknikler bulunmaktadir. Bu boliimde, en yaygin ve
etkili DDoS saldir1 yontemlerinden bazilari incelenecektir. Bu arag ve teknikler, saldirganlarin hedef
sistemleri etkisiz hale getirmek i¢in kullandiklar1 temel yontemleri olusturur.

2.3.1. Botnetler (Botnets)

Botnetler, zararli yazilimlarla ele gegirilmis bilgisayar aglaridir. Saldirganlar, bu bilgisayarlari
koordine ederek hedefe biiyiik miktarda trafik gonderir. IoT cihazlarini hedef alarak, bu cihazlari ele
gecirir ve genis ¢apli DDoS saldirilar1 gergeklestirir. Mirai botneti, 2016 yilinda Dyn DNS hizmetine
yapilan saldirida kullanilmistir [20].
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2.3.2. Amplifikasyon teknikleri (Amplification techniques)

Amplifikasyon teknikleri, kiiclik bir istek gondererek biiyliik bir yanit alinmasini saglar. DNS
Amplifikasyon saldirilarinda; saldirgan, sahte IP adresiyle DNS sunucularina kiigiik bir istek gonderir.
DNS sunuculari, bu istege biiyiik yanitlar vererek hedefi asir1 yiikler [21]. NTP (Network Time
Protocol) amplifikasyon saldirilari, kiigiik bir istek gondererek biiyiik bir yanit alinmasini saglayan bir
saldir tlirtidiir. Saldirgan, NTP sunucusuna "MONLIST" komutu i¢eren kiiciik bir istek gonderir. Bu
komut, NTP sunucusunun son 600 istemci IP adresini dondiiren bir yanit olusturmasina neden olur.
Gonderilen MONLIST istegi yaklasik 64 bayt iken, yanit paketleri toplamda 100'den fazla 482 baytlik
yanit paketine doniisebilir. Bu da yaklasik 1:200 oraninda bir amplifikasyon saglar [22].

2.3.3. Yonlendirilmis Saldirilar (Reflected Attacks)

Yonlendirilmis saldirilar, saldirganin hedefe dogrudan saldirmak yerine, ii¢lincii taraf bir sunucuya
sahte bir istek gondererek hedefe yanitin iletilmesini saglar. DNS yonlendirilmis saldirilarda,
saldirgan, sahte IP adresiyle DNS sunucularina istek gonderir. Sunucular, hedef IP'ye yanit gonderir

ve hedefi asir1 yiikler [23]. NTP yonledirilmis saldirilarda; saldirgan, sahte IP adresiyle NTP
sunucularina istek gonderir. Sunucular, hedef IP'ye biiyiik yanitlar gonderir ve hedefi asir1 yiikler [24].

2.4. DDoS Saldirilarinin Ag Performansi Uzerindeki Teknik Etkileri (The Technical Effects of DDoS
Attacks on Network Performance)

DDosS saldirilari, ag performansini ciddi sekilde etkileyebilir. Bu etkiler arasinda ag gecikmeleri, paket
kayb1, bant genisligi titkenmesi ve hizmet kesintileri yer alir.

2.4.1. Ag Gecikmeleri (Latency)

DDoS saldirilar1, agdaki veri paketlerinin hedefe ulagma siiresini artirarak ag gecikmelerine neden
olur. Bu gecikmeler, ag cihazlarinin asir1 yiiklenmesi ve bekleme siirelerinin artmasi sonucu olusur.

Queueing Delay (Kuyruk Gecikmesi). Ag cihazlari, biiylik miktarda gelen trafigi isleyemez hale gelir
ve paketler islenmek tizere kuyrukta bekler. Bu durum, veri iletiminde gecikmelere neden olur [25].

2.4.2. Paket Kaybi (Packet Loss)

Asir trafik, ag cihazlarinin kapasitesini agtifinda, cihazlar daha fazla paket isleyemez hale gelir ve bu
da paket kaybina neden olur.

Buffer Overflow (Tampon Tagmasi). Yonlendirici tamponlart doldugunda, yeni gelen paketler
diisiiriiliir ve paket kaybi yasanir. Bu durum, saldir1 sirasinda agin genel performansini ve hizmet
kalitesini diigtiriir.

2.4.3. Bant Genisligi Tiikenmesi (Bandwidth Exhaustion)

Volumetrik saldirilar, agin tim bant genisligini tiiketerek diger trafigin gegisine engel olur.
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2.4.4. Baglanti Doygunlugu (Link Saturation)

Saldir1 trafigi, ag baglantilarinin tasima kapasitesini agar ve baglantilar tamamen dolar. Bu, saldir
trafigi disinda hi¢bir trafigin gegememesi anlamina gelir. Bu da hizmet kesintilerine ve kullanicilarin
hizmete erisememesine neden olabilir [26].

3. Yontem (Method)

Bu calismanin amaci, farkli lokasyonlardan gergeklestirilen DDoS saldirilarinin ag performansina
etkilerini gézlemlemek ve Ddosphere aracinin bu konudaki yeteneklerini arastirarak uygulamali bir
sekilde test etmektir. Calismada kullanilan ara¢ olan Ddosphere, 6zellestirilmis bir DDoS saldir
simiilasyon aracidir. Saldirilarin tasarlanmasi, uygulanmasi ve sonuglarinin analiz edilmesinde
kullanilmastir.

Ddosphere, kullanicilarin DDoS saldir1 testlerini kolayca tasarlayabilmesini, uygulayabilmesini ve
sonuclar1 analiz edebilmesini saglayan giiclii bir platformdur. Kullanict dostu arayiizii ve gelismis
ozellikleri ile Ddosphere, siber giivenlik alaninda DDoS saldir1 testlerinin gergeklestirilmesinde
Oonemli avantajlar sunmaktadir. Bu platform, saldirilarin ger¢cek zamanli olarak izlenmesi, g¢esitli
metriklerle raporlanmasi ve farkli saldir1 tiirlerinin karsilastirilabilmesi gibi 6zellikler sunar.

Bu ¢alismada, ayni1 hedef URL'lere yapilan saldirilar incelenmis ve iki farkl: test gerceklestirilmistir.
Bu testler, Ddosphere'in saldir1 tiplerinden bagimsiz olarak etkinligini ve ag performansina etkilerini
6lgmeyi amacglamistir. Uygulanan yontemler asagida detaylandirilmistir:

3.1. Ddosphere ve Saldir:1 Tipleri (Ddosphere and Attack Types)

3.1.1. Saldir1 Tipleri (Attack Types)

Ddosphere, genis bir yelpazede yaklasik 90 saldir1 tipi sunar. Bu calismada, saldir1 tiplerinden
bagimsiz olarak tek lokasyon ve ¢oklu lokasyon saldirilar1 gergeklestirilmistir (Sekil 1 ve Sekil 2).

Sekil 1. Tekli Lokasyon (Single Location)

Sekil 2. Coklu Lokasyon (Multiple Locations)

3.1.2. Lokasyon Secimi (Location Selection)

Calismada, ¢oklu lokasyon saldirilari igin bes farkli cografi konum secgilmistir. Bu se¢im, gercekei bir
DDoS botnet saldirisin1 simiile etmek i¢in yapilmistir. Farkli cografi konumlar, saldirilarin diinya
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capinda cesitli noktalardan gerceklestirilebilmesi ve ag performansinin bu farkliliklar karsisinda nasil
degistiginin gozlemlenmesi amaciyla secilmistir.

3.2. Saldin1 Trafigi Modelleme (Attack Traffic Modeling)

3.2.1. Volumetrik Saldirilar (Volumetric Attacks)

Saldirilar, volumetrik saldirilar olarak planlanmis ve hedef sistemin bant genisligi ve kaynaklarinmi
tilketmeyi amaglamistir. Bu tiir saldirilar, ag trafigini biiylik dl¢lide artirarak hedef sistemin hizmet
veremez hale gelmesini hedefler.

3.2.2. Saldir1 Seviyeleri (Attack Levels)

Ddosphere'de saldirilarin etkisi, farkli seviyelere gore degisiklik gostermektedir. Her seviyede,

gonderilen trafik miktar1 (BPS), paket sayist (PPS) ve islem sayist (TPS) artis gostermektedir.
Asagidaki tabloda, her seviye igin belirlenen araliklar verilmistir (Sekil 3).

Level Table

5 <x <50 Mbps 5001 - 50K

50 < x <500 Mbps 50001 - 500K 5001 - 50K

500 Mbps < x < 5 Gbps 500001 - 4M 50001 - 200K

5 Gbps < x < 50 Gbps H 4M+1 - 20M 200K+1 - 1M

Sekil 3. Saldir1 seviyeleri (Attack Levels)
3.3. Test Altyapisi (Test Infrastructure)

3.3.1. Dagitik Mimari (Distributed Architecture)

Kubernetes, Docker ve Amazon teknolojileri kullanilarak dagitik bir mimari olusturulmus, farkl
sunucular ve cografi konumlardan saldirilar gergeklestirilmistir. Bu teknoloji, saldirilarin esnek bir
sekilde yoOnetilmesini ve Olgeklenmesini saglar. Kubernetes, konteynerlestirilmis uygulamalarin
otomatik dagitimi, Olceklenmesi ve yonetimi i¢in kullanmilmistir. Docker, uygulamalarin
konteynerlestirilmesi i¢in kullanilmistir. Amazon EC2 bulut sunuculari, farkli cografi konumlarda
saldir1 kaynaklarini simiile etmek i¢in kullanilmistir.

3.3.2. Canli Saldir1 izleme (Live Attack Monitoring)

Ddosphere, saldir1 sirasinda anlik olarak gonderilen trafik miktarmi ve sistemin saglik durumunu
izleyebilme 6zelligi sunar. Bu, saldirinin etkilerinin gercek zamanli olarak degerlendirilmesini saglar.
Anlik izleme sayesinde, saldir1 sirasinda ne kadar trafik gonderildigi ve hedef sistemin bu trafik
karsisindaki durumu siirekli olarak takip edilebilir (Sekil 4).
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Sekil 4. Anlik {zleme Sistemi (Real-Time Monitoring System)

3.4. Testlerin Gerceklestirilmesi (Conducting the Tests)
3.4.1. Tek Lokasyon Saldirisi (Single Location Attack)

Sadece bir sunucudan gelen saldirt trafigi kullanilmistir. Bu test, tek bir kaynaktan gelen saldirilarin
sistem iizerindeki etkilerini degerlendirmek i¢in yapilmistir.

3.4.2. Coklu Lokasyon Saldiris1 (Multiple Location Attack)

Bes farkli cografi konumdan gelen saldir1 trafigi kullanilmistir. Bu test, dagitik bir saldir1 ortaminda
sistemin nasil tepki verdigini anlamak i¢in yapilmistir.

3.5. Performans Metrikleri (Performance Metrics)

3.5.1. Gecikme Siiresi (Latency)

Saldir1 oncesi ve sonrasi ag gecikme siireleri karsilastirilmistir. Gecikme siiresi, agin ne kadar hizlh
yanit verdigini ve saldir1 altinda ne kadar yavasladigini gosterir. Gecikme siiresi, ICMP echo
request/reply (ping) kullanilarak 6l¢iilmiistiir.

3.5.2. Bant Genisligi Kullanin (Bandwidth Usage)

Saldir1 sirasinda kullanilan bant genisligi miktar1 incelenmistir. Bu, saldirinin ne kadar yogun

oldugunu ve sistemin bant genisligini ne kadar tiikettigini gosterir. Bant genisligi kullanimi, ag trafigi
izleme araclar1 (6rnegin, iftop veya netflow) kullanilarak 6l¢iilmiistiir.
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3.5.3. Servis Kesintisi (Service Interruption)

Saldir1 nedeniyle meydana gelen olast servis kesintileri kaydedilmistir. Bu, saldirinin sistemde ne
kadar siireyle hizmet kesintisine yol actifim1 gosterir. Servis kesintileri, hedef sistemin yanit
vermemesi veya HTTP 503 (Service Unavailable) hatalar1 dondiirmesi durumunda kaydedilmistir.

3.6. Gelismis Raporlama ve Karsilastirma (Advanced Reporting and Comparison)
3.6.1. Saldir1 Sonrasi Raporlama (Post-Attack Reporting)

Saldir1 sonrasinda Ddosphere, gelismis raporlama ozellikleri sunar. Bu raporlarda, saldir1 sirasinda
gonderilen trafik miktari, paket kaybi, gecikme siiresi ve bant genisligi kullanim1 gibi parametreler
detayl bir sekilde analiz edilir.

3.6.2. Rapor Karsilastirma (Report Comparison)

Birden fazla DDoS saldirisinin raporlari karsilagtirilabilir, bu sayede zaman igindeki degisimler ve
farkli saldir1 tiplerinin etkileri degerlendirilebilir. Rapor karsilastirmalari, sistemin farkli saldir
senaryolarina kars1 ne kadar dayanikli oldugunu gosterir.

3.6.3. Zamanlayic1 Kullanim (Use of Timer)

Ddosphere, saldirilarin belirli zamanlarda otomatik olarak baglatilabilmesi i¢in zamanlayic1 kurma
ozelligi sunar. Bu 6zellik, saldir1 testlerinin planl bir sekilde gerceklestirilmesini ve sistemin siirekli
olarak test edilmesini saglar.

3.7. Ddosphere ve Diger Simiilasyon Araclar1 Karsilastirmasi (Comparison of Ddosphere and Other
Simulation Tools)

Ddosphere, Dagitik Hizmet Reddi (DDoS) saldirilarin1 simiile etmek i¢in gelistirilmis bir aractir.
Piyasada LOIC, HOIC, HULK gibi ¢esitli DDoS simiilasyon araglari bulunmaktadir. Ddosphere'i
digerlerinden ayiran temel farklar, avantajlar ve dezavantajlar asagida detaylandirilmistir (Tablo 2).

3.7.1. Temel Farklar (Key Differences)

Mimari ve Olceklenebilirlik: Ddosphere, dagitik ve dlceklenebilir bir mimariye sahiptir. Bu, ¢ok
daha biiytlik ve karmasik DDoS saldirilarini simiile etmesine olanak tanir. LOIC ve HOIC gibi araglar
genellikle tek bir makineden ¢alisir ve dlgeklenebilirlikleri sinirhidir [4].

Saldir1 Tiirleri ve Ozellestirme: Ddosphere, cesitli DDoS saldir tiirlerini (6rnegin, TCP Flood, UDP
Flood, HTTP Flood) destekler ve saldir1 parametrelerinin detayl bir sekilde 6zellestirilmesine imkan
verir. Diger araglar genellikle daha sinirli saldirt tiirleri sunar ve 6zellestirme secenekleri daha azdir

[6].

Gergekceilik ve Simiilasyon Dogrulugu: Ddosphere, gergek diinya senaryolarina daha yakin
simiilasyonlar olusturmay1 hedefler. Ag trafigi ve saldir1 desenlerini daha gergek¢i bir sekilde taklit
eder. LOIC ve HOIC gibi araglar, basit ve temel saldirilar iiretir, bu da gergekgiliklerini azaltir [20].

Kullammm Kolayhg1 ve Arayiiz: Ddosphere, kullanici dostu bir arayiiz ve kolay yapilandirma
secenekleri sunar. Diger araglarin arayiizleri daha karmasik veya teknik bilgi gerektirebilir [10].

AJEAS 2025, 3(1), 35-50. http://dx.doi.org/10.70988/ajeas. 1628985 44



Tablo 2. Karsilastirma tablosu (Comparison Table)

Ozellik Ddosphere LOIC HOIC HULK
Mimari Dagitik, Olgeklenebilir Tek Makine | Tek Makine | Tek Makine
Saldir: Tiirleri Genis ve Ozellestirilebilir | Sinirlt Siirlt Siirlt
Ol¢eklenebilirlik Yiiksek Diisiik Diisiik Diisiik
Gerg¢ekeilik Yiiksek Diistik Diistik Diistik
Kullanim Kolayhgi | Yiiksek Orta Orta Orta
Ozellestirme Yiiksek Diisiik Diisiik Diisiik

4. Bulgular (Findings)

Bu boliimde, yapilan testlerin sonuglari incelenerek tek ve ¢oklu konumlu saldirilarin ag performansi
tizerindeki etkileri karsilastirmali olarak sunulmaktadir.

4.1. Tek Lokasyon Saldirisi (Single Location Attack)

Gecikme Siiresi. Ortalama gecikme siiresi 18 ms'den 145 ms'ye yiikselmistir (Sekil 5). Bant Genisligi
Kullanimi. Saldir trafigi 166.58 MB olarak Olclilmiistiir (Sekil 6). Servis Kesintisi. Kisa siireli
(yaklasik 24 saniyelik) servis kesintileri raporlanmistir (Sekil 7).

DRR Score

(DDoS Resillience Rating)

for details >>>

166.58 MB
Bandwidth

145.00 ms
Avg. Response
Time

156.56k

Total Hit

\/ 156.56k

Succesfull Hit

Sekil 5. Tek lokasyon saldirisi sirasindaki gecikme siiresi de@isimi (Latency variation during the single location attack)

PPS (Packet Per Second)

12:18:42

PPS (Packet Per Second): 2671

Sekil 6. Tek lokasyon saldirisi sirasindaki bant genisligi kullanimi (Bandwidth usage during the single location attack)
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Health Status

12:18:03
@ Avg Response Time: 18.67 ms

Sekil 7. Tek lokasyon saldirisi sirasinda raporlanan servis kesintileri (Service interruptions reported during the single location attack)
4.2. Coklu Lokasyon Saldiris1 (Multiple Location Attack)

Gecikme Siiresi. Ortalama gecikme siiresi 18 ms'den 1045 ms'ye ¢ikmistir (Sekil 8). Bant Genisligi
Kullanimi. Saldir1 trafigi 833.61 MB olarak olciilmiistiir (Sekil 9). Servis Kesintisi. Uzun siireli
(yaklasik 108 saniyelik) servis kesintileri yasanmuistir (Sekil 10).

DRR Score

DD Resilli Rati
(DDoS Resillience Rating) 833.61 MB 783.47k

Bandwidth Total Hit

Avg. Response

Time Succesfull Hit

1085.00 ms \/ 783.47k

for details >>>

Sekil 8. Coklu lokasyon saldiris1 sirasindaki gecikme siiresi degisimi (Latency variation during the multiple location attack)

PPS (Packet Per Second)

12:24:03

PPS (Packet Per Second): 13266

Sekil 9. Coklu lokasyon saldirist sirasindaki bant genisligi kullanimi (Bandwidth usage during the multiple location attack)
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Health Status

Sekil 10. Coklu Lokasyon Saldiris1 Sirasinda Raporlanan Servis Kesintileri (Service interruptions reported during the multiple
location attack)

4.3. Genel Degerlendirme (Overall Evaluation)
4.3.1. Tek lokasyon vs. ¢coklu lokasyon (Single Location vs. Multiple Location)

Tek lokasyondan gelen saldirilar, coklu lokasyon saldirilarina goére daha az zararli olmustur. Coklu
lokasyondan gerceklestirilen saldirilar, ag performansini ciddi sekilde diisiirmiis ve daha fazla hizmet
kesintisine yol agmustir.

4.3.2. Ddosphere'in etkinligi (Effectiveness of Ddosphere)

Ddosphere, genis saldir1 yelpazesi, dagitik saldir1 kapasitesi ve gelismis raporlama 6zellikleri ile ag
performansini degerlendirmede etkili bir arag olarak goriilmiistiir.

Bu calisma, Ddosphere'in sundugu genis saldir1 gesitliligi, dagitik saldir1 kapasitesi ve gelismis
raporlama ozellikleri ile tek lokasyondan yapilan saldirilara kiyasla, ¢oklu lokasyonlardan yapilan
DDoS saldirilarinin ag performansina ¢ok daha ciddi etkiler yarattigim1 gostermistir. Calisma
sonucunda, ¢oklu lokasyon saldirilarinin ag performansini daha fazla diistirdiigii ve daha uzun siireli
hizmet kesintilerine yol ag¢tig1 belirlenmistir. Bu bulgular, ag performansin1 korumak ve hizmet
kesintilerini en aza indirmek i¢in daha giiclii ve dagitik saldirilara kars1 daha direngli savunma
mekanizmalarinin gelistirilmesi gerektigini ortaya koymaktadir.

5. Sonuc (Conclusion)

Sonug olarak, bu ¢aligma, ¢oklu lokasyonlardan gelen DDoS saldirilarinin ag performansi tizerindeki
yikict etkilerini net bir sekilde ortaya koymustur. Tek lokasyondan gelen saldirilara kiyasla, ¢coklu
lokasyonlardan gercgeklestirilen saldirilar, ag performansini daha fazla diisiirmiis ve daha uzun siireli
hizmet kesintilerine yol acmustir. Bu bulgular, ag giivenligini saglamak ve hizmet kesintilerini
minimize etmek icin daha giiclii ve direncli savunma mekanizmalarmin gelistirilmesi gerektigini
gostermektedir.

Ddosphere araci, sundugu genis saldir1 yelpazesi ve dagitik saldir1 kapasitesi ile bu tiir senaryo ve
simiilasyonlarda etkili bir ara¢ oldugunu kanitlamistir. Bu ¢alisma, ag yoneticileri ve siber glivenlik
uzmanlar1 i¢in degerli i¢goriiler sunulmakta olup, gelecekteki siber tehditlere kars1 hazirlikli olmak
adina savunma stratejilerinin gézden gecirilmesi ve giliglendirilmesi gerektigini vurgulamaktadir. Siber
giivenlik alanindaki bu tiir araglarin 6nemi, sadece mevcut tehditlere kars1 degil, ayn1 zamanda ag
performansin1 optimize etmek ve olast hizmet kesintilerini en aza indirmek i¢in yapilacak
tyilestirmeler agisindan da kritik bir rol oynamaktadir.
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Bu caligma, aglarin DDoS saldirilarina karsi korunmasi i¢in daha genis capli arastirmalarin ve
gelistirmelerin gerekliligini de ortaya koymaktadir. Gelecekteki arastirmalar, bu tiir saldirilara karsi
daha sofistike ve entegre savunma mekanizmalarinin gelistirilmesine katki saglayabilir.
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Abstract

In this study, research was carried out using analytical devices used to detect illicit drugs that threaten public health. Articles
on detecting illicit drugs worldwide were reviewed in the last five years. In 2022, one in 18 people, or approximately 292
million people, had used illicit drugs in the past year, and this number has increased by more than 20% considering the
past decade. Approximately 30 million people used amphetamines, and 60 million people used opioids in the past year.
Drug use, especially opioid use, remained the largest global burden of disease. Wastewater-based epidemiology is an
innovative and promising discipline that has recently been used for individual biomonitoring and estimating the amount
and type of illicit drug use in the population. Many disciplines, including analytical chemistry, physiology, biochemistry,
sewage engineering, spatial epidemiology, statistics, and pharmaceutical/public health epidemiology, are used to estimate
the prevalence of illicit drugs and their metabolic products in wastewater. This study aimed to review the articles on the
detection of illicit drugs in wastewater, determine the most used analytical devices between 2017-2023, present a summary
of the devices used for illicit drug detection, and provide a quick overview of the literature.

Keywords: Illicit drugs, Wastewater based epidemiology, Analytical methods, Analytical devices

Atik Sularda Yasa Dis1 Uyusturucu Maddelerin Tespitinde Kullanilan Yaygin
Analiz Metotlarimin Incelenmesi

Ozet

Bu c¢alismada halk sagligim tehdit eden yasa dist uyusturucu maddelerin tespitinde kullanilan analitik cihazlarin
arastirilmasi yapilmistir. Son bes yilda diinya ¢apinda yasa dis1 uyusturucularin tespitine yonelik makaleler incelenmistir.
2022 yilinda gegen bir y1l boyunca 18 kisiden biri veya yaklasik 292 milyon kisi yasa dig1 uyusturucu madde kullanmugtir
ve bu say1 son on yila gore % 20'den fazla artmistir. Gegen bir yilda yaklasik 30 milyon kisi amfetamin, 60 milyon kisi
opioid kullanmistir. Uyusturucu madde kullanimi, 6zellikle de opioid kullanimi, en biiyiik kiiresel hastalik yiikii olmaya
devam etmektedir. Atk su epidemiyolojisi, son zamanlarda bireysel biyoizleme ve popiilasyondaki yasa digt madde
kullaniminin miktarini ve tiiriinii tahmin etmek i¢in kullanilan yenilik¢i ve umut verici bir disiplindir.Analitik kimya,
fizyoloji, biyokimya, atik su miihendisligi, mekansal epidemiyoloji, istatistik ve farmasétik/halk sagligi epidemiyolojisi
dahil olmak tizere farkli disiplinler atik sularda yasa dist madde ve metabolik iiriinlerinin prevelansin1 tahmin etmekte
kullanilmaktadir. Bu ¢aligmada, 2017-2023 yillar1 arasinda atiksularda yasa dist uyusturucu maddelerin tespiti ile ilgili
makalelerin incelenmesi, en ¢ok kullanilan analitik cihazlarin belirlenmesi, yasa disi uyusturucu madde tespiti igin
kullanilan cihazlarin 6zetinin sunulmasi ve literatiire hizli bir genel bakis saglanmasi amaglanmistir.

Anahtar kelimeler: Yasa dist uyusturucu maddeler, Atik su bazli epidemiyoloji, Analitik metotlar, Analitik cihazlar
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1. Introduction

Modern societies consume a wide variety of chemical products that can potentially cause toxic effects
on receiving water, including pharmaceuticals, illegal drugs, and food additives, among others. Some
of these illicit drugs are emerging contaminants of concern (CECs). The development and application
of analytical methodologies, such as multi-residue methods, enable the detection of the presence and
concentration of various chemicals in the wastewater and affected water systems. Such studies are
used in early warning systems and/or to evaluate different chemical classes in spatiotemporal
variations [1-3]. The consumption of different types of illicit drugs and new psychoactive substances
(NPS) has risen in recent years and has become a global problem due to its effects on public health,
safety, and the economy [4].

Epidemiology, and especially wastewater-based epidemiology, have great importance in identifying
the rates of illicit drug use in wastewater, as well as providing more reliable, objective, and realistic
results. Wastewater-based epidemiology makes an effective detection using illicit drug biomarkers in
wastewater samples. Analytical devices used to detect illicit drugs in wastewater are becoming
increasingly important for the measurements to be precise and reliable [5, 6].

1.1. Hlicit drug use in the world

Ilicit drug use is on the rise, with different types every year around the world. In 2021, 1 in 17 people
in the age group of 15-64 used illicit drugs in the past 12 months. The number of people using illicit
drugs in 2021 is estimated to be 296 million. Cannabis was the most used illicit drug, with 219 million
users in 2021, and the number of cannabis users has increased by 21% in the last decade. Illicit drug
use is increasing worldwide, and although men use cannabis more than women globally
(approximately 70%), gendered patterns of illicit drug use vary in some subregions. In North America,
42% of cannabis users are women. According to the 2023 World Drug Report, it is estimated that 22
million people used cocaine, 36 million people used amphetamine, and 20 million people used
"ecstasy" type drugs in the past year in 2021. Opioids remain the group of illicit drugs with the highest
rates of serious drug-related harm, including fatal overdoses. Approximately 60 million people used
non-medical opioids in 2021, of whom 31.5 million used opiates [7-8]. The data from the 2024 World
Drug Report shows 292 million people in the world used drugs in 2022, and the number of people
using drugs has increased by approximately 20% for more than 10 years. In 2022, drug use disorder
was detected in 64 million people in the world, and only 1 in 11 people received treatment. In 2022,
there were 13.9 million people who injected illegal drugs. Cannabis (228 million users) is the most
used illicit drug worldwide. 60 million people used opioids, amphetamines used by 30 million people,
and 23 million people used cocaine, and ecstasy is used by 20 million people in 2022 [9].

Tiirkiye continues to be an important transit country for drug trafficking due to its geographical
location. Illicit drug seizures are increasing in Tiirkiye. In addition, drugs are an important problem
not only in the world but also in Tirkiye. According to Turkish Drug Report, when individuals
receiving treatment in 2023 were examined in terms of the types of substances they used for treatment;
28% were found to have received treatment for heroin, 37.1% for methamphetamine, 11.2% for
marijuana, 4.9% for synthetic cannabinoids, 4.2% for other opiates, 4% for cocaine, 0.7% for ecstasy,
1.1% for volatile substances, and 8.9% for other substances. The average age of individuals applying
for treatment was determined as 29.78. When the distribution of those receiving treatment by age group
was examined, it was determined that those applying for treatment were concentrated between the ages
of 25-34. When the distribution of those receiving inpatient treatment by gender was examined in
2023, it was reported that 90.3% were male and 9.7% were female [10].
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1.2. Wastewater-based epidemiology

Ilicit drugs and their metabolic products in municipal wastewater are used to estimate the prevalence
of use in the community, employing various research disciplines, including analytical chemistry,
physiology, biochemistry, sewage engineering, spatial epidemiology, statistics, and drug/public health
epidemiology. Wastewater-based epidemiology is a promising discipline that has recently been used
for individual biomonitoring and estimating the quantity and type of illicit drug use in society [11, 12].

Wastewater-based epidemiology also plays a key role in detecting new-generation psychoactive
substances used in educational institutions and determining the prevalence of illegal drug use during
weekends, national holidays, festivals, and epidemics such as COVID-19 [5].

According to the European Monitoring Centre for Drugs and Drug Addiction/ European Union Drug
Agency (EMCCDA/EUDA) wastewater analysis explanations (Figure 1), the illicit drug to be detected
is carried out by taking samples from wastewater treatment points that represent the population at
certain times. Subsequently, daily drug use amounts are calculated using common calculation methods
[11].

Composite sample collection
(24 h)

Sample analysis to determine
the quantity of desired drugs

Flow rate

Amount of target residues entering
the treatment plant

Human metabolism
correction factors
Amount of a substance consumed by the
population served by a treatment plant

Population estimates

Normalisation of the quantity of drug to
a defined population

Mean dose

Amount of substance as
doses/day/1000 inhabitants

Figure 1. Steps to determine illicit drugs in wastewater [11]

According to the calculation method described above, composite samples are collected for 24 hours.
The samples are analysed with the help of the specified analytical device to determine the
concentrations of the drug residues to be determined. Following this, illicit drug use is estimated by
back calculation by multiplying the concentration of each target drug residue (nanogram/liter) by the
corresponding sewage flow (liter/day). A correction factor is taken into account in the calculation for
each illicit drug. In the last step, the obtained data is divided by the population served by the wastewater
treatment plant, which indicates the amount of substance consumed per day per 1000 people.
Population estimates can be calculated using different biological parameters, census data, the number
of houses in the residential area, etc. It should be noted that the general variability of different estimates
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can often be very high. Although this method represents a certain population use, it can be applied in
festival periods, Ramadan periods, prisons, small settlements, workplaces, and schools. When used in
small communities, this method can pose an ethical risk because it can detect a certain possible group
in the small community, and for this reason, the SCORE group has published ethical guidelines for
wastewater-based epidemiology and related fields [11].

Potential risks in prisons in the context of detecting illicit drugs in wastewater may include developing
strategies to prevent drug consumption by prison staff, such as eliminating contact visits for prisoners’
families. In this case, if emotional problems may occur as the precautions to be taken are increased,
and if they harm those who do not consent to the study, an ethical problem may occur. Another problem
IS the stigmatization of prisoners, ex-prisoners, and their families. If the WBE research findings are
not managed effectively in media reports about illicit drug consumption in prisons, this may cause
negative feelings in society, prisoners may be embarrassed, and problems may occur in the process of
reintegrating ex-prisoners into society [11].

Studies on schools and workplaces may result in the stigmatization and labelling of people in these
places because of the findings being included in the relevant reports. Other risks include negative
impacts on the reputation of schools or workplaces and economic damage to workplaces. It may be
necessary to plan how the research results will be communicated to the media clearly and concisely.
Media organizations should be encouraged to use language within the research plan that will persuade
participants to emphasize the benefits of the research rather than stigmatizing or labelling [11]. In some
cases, mixing samples from multiple sites can be used to overcome the problem of reporting only
aggregate data. Or it may be possible to simply omit the name and location where the study was
conducted. Additionally, taking samples without permission from a specific building (e.g., prison,
school, workplace, hospital) may be an offense or a regulatory problem. This may negatively impact
the reputation of the WBE field and the willingness of authorities to support or collaborate with WBE
researchers [11].

The method used cannot provide information on the prevalence and frequency of use, main classes of
users, and purity of drugs. Additional difficulties arise from uncertainties associated with the behavior
of selected biomarkers in sewage, different back-calculation methods, and different approaches to
estimating the size of the tested population [13, 16]. For example, caveats in the selection of analytical
targets for heroin make monitoring this drug in wastewater more complex than for other substances.
Ilicit drugs from composite samples are usually analysed for their major urinary metabolites (i.e.,
substances produced when the body breaks down drugs). However, the specific metabolite of heroin,
6-monoacetylmorphine, is not stable in wastewater. Therefore, the only alternative is to use morphine,
which is not a specific biomarker and can be detected after therapeutic use. This highlights the
importance of obtaining the most accurate information on morphine use from prescription and/or sales
reports [11, 17]. Furthermore, the purity of street drugs varies unpredictably over time and in different
locations. Calculating the total amounts of drugs consumed into the corresponding average dose is
complex because drugs can be taken by different routes (oral, intravenous) and in widely varying
amounts, and their purity levels vary [18].

In particular, differences in flow rates that may occur in rainy and stormy weather and failure to obtain
samples of the desired quality may negatively affect the analysis and calculations, or, since the purity
of drugs produced illegally and counterfeit cannot be determined, such situations may change the
accuracy and precision of the calculations. In the summer months, short-term visits by people who do
not live in certain tourist areas and failure to determine the instantaneous or weekly net population
may cause differences in the calculations. This can make it difficult to follow the general trend [18].
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1.3.  Analytical methods

The wide variety of components in wastewater, chemical stability of the substances in wastewater, and
various properties such as pKa and hydrophilicity can be a complex process in analysis studies.
Therefore, the selection of appropriate analytical methods is essential for accurate determination, so
analytical methods are gaining importance in detecting illicit drug accurately [20-22].

Ultra-performance  Liquid  Chromatography  (UPLC),  Ultra-High-Performance  Liquid
Chromatography (UHPLC), and High-performance Liquid Chromatography (HPLC) are included in
LC systems. In UPLC and UHPLC systems based on HPLC techniques, a stationary phase with a
smaller chromatographic particle diameter and greater pressure in the column is used. High sensitivity
and fast analysis results are obtained from these systems [5, 11-21, 22]. HPLC is of great importance
for quantitative and qualitative analysis, playing an important role in the evaluation of pharmaceutical
samples, as it is one of the fastest, most flexible, and safest chromatographic analytical techniques in
the quality control of pharmaceutical ingredients and chemicals [22]. Liquid chromatography-tandem
mass spectrometry (LC-MS/MS) is one of the most selected methods to identify drug residues and
drug quantity in wastewater. This analytical approach integrates the techniques of LC with the analysis
properties of mass spectrometry. In terms of the low concentrations of drug residues and complexity
in wastewater, LC-MS/MS is one of the effective devices due to its effectiveness, selectivity,
robustness, and sensitivity. Electrospray ionization (ESI) interfaces generally provide the desired
quality of sensitivity [23]. Due to its remarkable reduction in analysis time, rapid separation, and high
throughput capacity, UHPLC is attractive for environmental, food, chemical, and pharmaceutical
analyses. Ultrafast liquid chromatography (UFLC), while shortening the analysis time, is used with
the MS detector for trace amounts of compounds. Its high-pressure resistance, fast scanning speed,
enhanced throughput, and less solvent consumption make this device attractive. UFLC operates at a
much faster rate than HPLC, providing faster analysis and shorter run times. UFLC provides more
accurate and reliable data for complex sample analysis. UFLC often exhibits improved sensitivity and
is useful in applications where identifying low-abundance analytes is critical. UFLC typically uses less
solvent. As a result, costs are reduced, and a greener strategy is implemented [22].

UPLC has several advantages over HPLC. These include increasing sensitivity while reducing analysis
time, reducing solvent usage and operating costs, reducing cycle times in processes, and enabling more
throughput using existing resources. Another advantage is that it maintains the resolution performance
while providing the selectivity, sensitivity, and variability of LC analysis and using cutting-edge
separation materials with small particle sizes for faster analysis [22].

Direct injection (DI) of samples represents a new trend that takes importance in the increased
sensitivity of mass spectrometry (MS) devices [24]. Micro-liquid chromatography-tandem mass
spectrometry (WLC-MS/MS), which can be utilized for cocaine, ATS, and NPS analysis, has higher
ionization efficiency and sensitivity compared to conventional UHPLC due to the low flow rate [25].

Liquid chromatography coupled with high-resolution tandem mass spectrometry (LC-HRMS) is used
to determine markers of illicit stimulants in wastewater. LC-HR/MS can be used to detect levamisole,
a veterinary anthelmintic found in street cocaine, herbal medicines containing only natural ingredients,
designer drugs, and doping agents. LC-HR/MS has successfully detected mislabeled or misrepresented
street drugs. Detection of new designer amines, stimulants found in “bath salts” and synthetic
cannabinoids is well suited for LC-HR/MS. Liquid chromatography coupled with High-resolution
mass spectrometry (LC-HRMS) can be utilized for highly sensitive and reproducible detection of
hundreds or thousands of metabolites in a single sample [26, 27]. LC-HRMS is robust, flexible,
sensitive, practical, and useful for modern high-throughput laboratories [26, 30].
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Flow injection analysis (FIA) combined with high-resolution mass spectrometry (HRMS) is used for
the rapid analysis of psychoactive substances found in recreational (illicit drugs, human and veterinary
medicines, legal highs) and licit/illicit drugs. FIA and HRMS operating conditions can be adjusted to
detect a wide range of psychoactive compounds [28]. QTOF-HRMS technique is a practical method
for fast screening of pharmaceutical drugs as it leads to the combination of high-resolution full-scan
analysis [29]. Although LC-MS/MS has high sensitivity and selectivity, some limitations exist for
multi-compound and multi-class analyses. The most current QgQ instruments available in MS/MS
methods allow for low dwell times and a significant increase in the number of passes obtained at a
time. Even when working with thousands of contaminants, the acquisition time of each pass is still a
limitation in wastewater. The duration of each transition may limit the number of analytes to be
detected. The use of LC-MS/MS methods is insufficient to make a general comment regarding the
drugs in question. In the LC-MS/MS method, substances present at high levels other than the selected
analytes are often ignored [30].

In summary, the most important issue in the selection of devices used in the detection of illicit drugs
is the rapid and precise measurement of the illicit drugs to be detected. Another important issue for
analysts is that the analysis time is not prolonged. While GS-MS provides high selectivity and
sensitivity, derivatization of most drugs and compatibility of biomarkers with GC may not be practical
and fast enough. LC-MS can be used to detect more compounds, in addition to being faster and
requiring less sampling. LC-MS/MS is frequently used in the detection of drugs in wastewater, and
HRMS continues to be used to obtain accurate mass full-spectrum data with its advantageous screening
and identification features.

2. Experimental Section
2.1. High-frequency keywords

The most searched words include illicit drugs, wastewater analysis, illicit drug(s), wastewater-based
epidemiology, analytical methods, LC-MS/MS, UHPLC_MS/MS, LC-Orbitrap/MS, Direct Injection
(DI), UPLC-MS/MS, Solid Phase Extraction (SPE), and LC/HRMS. The most searched words include
illicit drugs, wastewater epidemiology, target drug metabolite, and wastewater-based analysis. The
international electronic databases, including Google Scholar, Scopus, PubMed Science, and local
databases from 2017 up to 2023, were searched. High-frequency keywords in the field of WBE are
shown in Fig. 2.
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Figure 2. High-frequency keywords in the literature
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2.2. Analytical laboratory devices in literature

According to the European Union Drug Agency (EUDA), Liquid chromatography-tandem mass
spectrometry (LC-MS/MS) is the most frequently used analytical method to measure drug residues in
wastewater. Additionally, considering the expected complexity and low concentrations in wastewater,
LC-MS/MS is one of the most powerful techniques for this analysis due to its sensitivity and selectivity
[11].

The SCORE group has been organizing an annual monitoring campaign for systematic data
assessments through wastewater analysis since 2011. This comprehensive analysis, which supports
wastewater analysis, is published by the European Centre for Drugs and Drug Addiction (EMCDDA),
European Union Drug Agency (EUDA) in Lisbon, to communicate the results to the scientists or
institutions that support it [31,32].

Reliable estimation of accuracy is important, so some laboratories validate laboratory results with the
SCOREe group to ensure the accuracy of their work. In the study titled "Wastewater-based Monitoring
of Illicit Drugs in Cyprus by UPLC-MS/MS: The Impact of the COVID-19 Pandemic", it was stated
that the validation of the results was provided by participation in the annual SCORe group validation
[35]. In the article titled “Three Years of Wastewater Surveillance for New Psychoactive Substances
from 16 Countries”, the WBE protocol was applied for sample collection, storage, and analytical
methodology [43].

The validated analytical method of the article “Comparison of Community Illicit Drug Use in 11 Cities
of Turkey through Wastewater-based Epidemiology Study” passed the interlaboratory cross-
comparison of the SCORE group [49]. In the article titled "Monitoring of Changes in lllicit Drugs,
Alcohol, and Nicotine Consumption During Ramadan via Wastewater Analysis”, it was stated that the
reliability and accuracy of the sample preparation and LC-MS/MS device complied with the quality
criteria determined by the SCORE group [50]. It was stated that all analytical methods used in the
study titled "Assessment of Illicit Drugs in Wastewater and Estimation of Drugs of Abuse in Adana
Province, Turkey" were validated and cross-checked with the SCORE interlaboratory free comparison
test [54].

The analytical method was validated in terms of Limit of Quantification (LOQ), Limit of Detection
(LOD), linearity, recovery, and instrument and method repeatability. Instrument and method
repeatability were controlled by analysing each sample three times. The linearity of the calibration
curves with coefficient of determination R? > 0.9900, for all illicit drugs [35].

Instrumental detection limits (IDLs) and instrumental quantification limits (IQLs) were obtained by
direct injection of decreasing quantities of each illicit drug. IDLs and IQLs were calculated as the
concentration-giving peaks for which the signal-to-noise ratio was 3 and 10, respectively. Limits of
detection and quantification, intra-day and inter-day precisions, accuracies, and recovery studies were
applied to determine the performance of the method [41].

In the study titled “Occurrence of Z-drugs, Benzodiazepines, and Ketamine in Wastewater in the
United States and Mexico During the Covid-19 Pandemic”, method detection limits were calculated
according to the US Environmental Protection Agency (USEPA, 2016) revised protocol [37]. In the
article "Dilute-and-Shoot Approach for The High-Throughput LC-MS/MS Determination of Illicit
Drugs in the Field of Wastewater-based Epidemiology"” accuracy and precision were evaluated for
each influent wastewater (IWW) samples (n = 5) at four concentrations of 0.1, 0.5, 2.5 and 10 ug L™
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Mean recoveries ranging from 70% to 120% were considered suitable. Individual quality controls
(QCs) recoveries ranging from 60% to 140% were considered efficient [39].

In the analytical method study conducted in 11 provinces, it was determined that the method was linear
and the correlation coefficient was greater than 0.99. In the studies, the method recovery was
determined to be between 85-114% for the illicit drugs studied [39, 41]. Limits of detections (LODs)
and LOQs of illicit drugs obtained using US Environmental Protection Agency (USEPA) guidelines
(USEPA 2016) [50].

It has been stated that sources such as the International Conference on Harmonization (ICH), the
European Medicines Agency (EMA), the International Union of Pure and Applied Chemistry
(TUPAC), the Analytical Procedures and Methods Validation for Drugs and Biologics Guidance for
Industry, and the Scientific Working Group for Forensic Toxicology (SWGTOX) can be used for
analytical validation [41].

The acceptable deviation between empirical and library data was selected using the guideline
document "Analytical Quality Control and Method Validation Procedures for Pesticide Residues
Analysis in Food and Feed SANTE 11312/2021" [51].

Table 1 includes studies carried out to detect illicit drugs in various countries of the world and at
various times. Analytical laboratory devices are selected depending on the type of drug desired, its
sensitivity, and factors such as the detection time of metabolites. In general, the LC-MS/MS device
was chosen more intensively in the articles examined within the scope of this study.

In addition to Table 1, artificial intelligence and machine learning (ML) methods also play an important
role in illicit drug detection from wastewater. In the study, different machine learning models (Support
Vector Machines (SVM), eXtreme Gradient Boosting (XGB), Random Forest, Gradient Boosting, K-
Nearest Neighbors (KNN)) were successfully used to classify illegally produced drugs according to
their infrared spectrum due to their effective, easy and fast applicability [56]. In other studies,
conducted on illicit drug detection, it was determined that different models, such as various artificial
neural networks, deep learning, elastic net, decision trees, and logistic regression, were used. The
determined models were used for different substance classes, including alcohol, cannabis,
hallucinogens, tobacco, opioids, sedatives, and hypnotics. Various substance use data from social
media platforms and risk factors such as socioeconomic and demographic data, behavior
characteristics, and psychopathology data were used for model training, and then the model was tested.
Using artificial intelligence models to develop data-driven smart applications can reduce negative
consequences related to the process and accelerate the early implementation of interventions. This
could help healthcare professionals and drug enforcement officials effectively screen, assess, and
predict illicit substance use. Also, the usage of Al and ML supports developing timely preventive
activities [57-59].
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Table 1. Analytical methods used in the detection of illicit drugs globally

Analysis Location | Year/ Types of illicit drugs & First
device/ method Sampling NPSs author&
period References

Ilicit drugs
Amphetamine
Methamphetamine
Norketamine
Ketamine
Morphine
Codeine
Tapentadol
Meperidine
Levorphanol
Tramadol
Hydromorphone
Dihydromorphine Chen et al. [33]
4-Methy N,

2023/ 7 March Ndimethylcathinone

mass 2023 e Methylenedioxypyrovalerone
spectrometry (MDPV)_

(UHPLC- e 5-(2-Aminoethyl)-2,3-
HRMS) dihydrobenzofuran (5-AEDB)
Bufotenin
N-methyl-2-aminoindane
1,4-Androstadiene-3,17-dione
Methenolone

Ephedrine

e N-Methylephedrine

NPSs

e Mephedrone

4’-chloro
alphapyrrolidinopropiophenone
(4-Cl-a-PPP)

Ultra-High-
Performance
Liquid
Chromatography/
High-resolution | Taiwan

e The metabolites of cocaine
(Benzoylecgonine)
Methamphetamine
MDMA

Nicotine (cotinine)
Gabapentin

Metoprolol

Amphetamine
Carbamazepine

Liquid
Chromatography 2023/

coupled to from April 2020
tandem mass to December
spectrometry 2021
(LC-MS/MS)

Germany Oettel et al. [34]

2023/

20-26 April 2021,
19-25 July 2021,
Cyprus 11-17 October
2021, 25
December 2021
2 January 2022

MDMA
Amphetamine
Cocaine Psichoudaki
Methamphetamine etal. [35]

UPLC-MS/MS
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Table 1. Analytical methods used in the detection of illicit drugs globally (Continued)

Analysis
method

Location

Year/
Sampling
period

Types of illicit drugs &
NPSs

First
author&
References

LC-HRMS

Cadiz Bay
(Spain)

2023/Daily
during 1 week in
June 2021

Cocaine and its metabolite
benzoylecgonine

Tapentadol

Tramadol

Cannabidiol (CBD)

Delta 9-Tetrahydrocannabinol
(THC)

2C-E (2,5-Dimethoxy-4-ethyl
phenethylamine)
Cocaethylene

Santana Viera
etal. [36]

Liquid

Chromatography

Mexico and
USA (in
different
states from
the US and
14 states
from
Mexico)

2023/July to
October 2020

Benzodiazepines
Ketamine

Adhikari et al.
[37]

LC-HRMS

LC-Orbitrap/MS

South
Korean

2023

Traditional Psychoactive
Substances and Their
Metabolites

Ketamine
Zolpidem phenyl-4-COOH
Tramadol
Phenmetrazine
Phentermine
Methamphetamine
Codeine

Morphine
Phendimetrazine
Ritalinic acid
Ephedrine

NPSs
25E-NBOMe
N-methyl-2-Al
25D-NBOMe

Lee et al. [38]

DI-LC-MS/MS
LC-MS/MS

SPE-LC-
MS/MS

Spain

2024/ During
2022 and 2023

The main urinary metabolite of
cannabis, THCCOOH
Benzoylecgonine (BE)
Amphetamine

Ketamine (KET)
Methamphetamine (METH)
Cocaine metabolite

The unique metabolite of heroin,
6-acetyl morphine (6-MAM)

3,4-
methylenedioxymethamphetamine
(MDMA)

Gracia-Marin
etal. [39]
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Table 1. Analytical methods used in the detection of illicit drugs globally (Continued)

Analysis method | Location Year/ Types of illicit drugs & First
Sampling NPSs author&
period References

Niteroi
ll;lr?gﬁrgo o Ecstasy
Campos dos | 2023/December : ?A?t?\gizwé?;mine
LC-MS/MS Goytacazes | 27,2022, and e Cocaine Ferreira et al. [40]
Rio de January 10, .
Janeiro 2023 e Benzoylecgonine
Cabo Frio e Cannabis
Resende
Petropolis
e Cocainics
Cocaine
Benzoylecgonine
Cocaethylene
e ATS

E?Ll}ﬂ,?_/gl S 3,4- methylenec_zlioxy

MS/MS methamphe_tamlne

HPLC-MS/MS Amphetamine _

UPLC-MS/MS 2023/ 2020- 3,4- methylenedioxy | 4o 5jiyeira et al. [41]

UFLC-MS/MS ] 2022 amphetamine

UHPLC-MS/MS Mthgmphetamme

DI-UHPLC- * Opioids

MS/MS Heroine

6-acetyl morphine
Methadone
Cannabinoids
Morphine
Codeine
Other compounds
e Phenethylamines
e Cathinones
2023/ New e Opioids
Year period e Benzodiazepines

Liquid (from 29-Dec- | e Pl_ant-b_asgd NPS

Chromatography- : 202110 4-Jan- | ¢ Dissociatives Rousis et al. [42]

Mass Spain 2022) methamphetamine

Spectrometry Summer e MDA
Festival (from | e MDMA
29 June 2022 to ° Ketamine
12July 2022) | o  Heroin

e Cocaine
e Pseudoephedrine
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Table 1. Analytical methods used in the detection of illicit drugs globally (Continued)

Analysis Location Year/ Types of illicit drugs & First
method Sampling NPSs author&
period References
e Eutylone
e Mephedrone
Australia * Mitragynine
. e N-ethylhexedrone
Belgium SF-deschlorok .
Brazil o -deschloroketamine
Cyprus e 3-MMC
New o Etllzolarr: (Xanax)
Zealand e Clonazolam
France 2023/ New e Para-methoxyamphetamine
Greece Year period in (PMA)
Italy three e Pentylone
the consecutive e N-ethylpentylone Bade et al.
LC-MS/MS Netherlands’ | years e N-ethylhexedrone [43]
Iceland e Methylone
Spain (2019-2020, e Methoxetamine
Sweden 2020—2021, and ° Methiopropamine
F;I'he lic of e Methylenedioxypyrovalerone
o (/0P
Uniited e Eutylone
Stg![ees e Ethylone
e 4-Methylethcathinone (4-MEC)
e 4-Fluoroamphetamine
e 3-Methylmethcathinone
o 2F-Deschloroketamine (2F-DCK)
Southwest o Methamphetamine
China (156 (chc);%glbgi? e Morphine Wang et al.
LC-MS/MS WWTPs in e Ketamine [44]
. November .
21 different e Codeine
cities) 2021 Heroin
o
Solid Phase e Amphetamine Love et al.
E>I<tracti0r;1 and e Cocaine [45]
Ultra-Hig e  Cannabis
i?rtﬁ(rjmance E(I)?:]/tesni-:me 2022/ from e Methamphetamine
cr? X E ik | 2017102020 | o 34
ropgt:)grap y | ReyKjavi methylenedioxymethamphetamine
coupleato MDMA
tandem mass ( )
spectrometry
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Table 1. Analytical methods used in the detection of illicit drugs globally (Continued)

Analysis
method

Location

Year/
Sampling
period

Types of illicit drugs &
NPSs

First
author&
References

LC-MS/MS

Australia

Entire
population
of a prison
in Australia

2022/from
March to
December
2020

Amphetamine

(Metabolite of methamphetamine
and dexamfetamine, an attention-
deficit  hyperactivity  disorder
(ADHD) medicine; also used as an
illegal drug),
3,4-methylenedioxy-N-
methylamphetamine (MDMA)
3,4-methylenedioxyamphetamine
(MDA)

Mephedrone

Ephedrine

Methamphetamine

Methylone
3,4-methylenedioxy-N-
ethylamphetamine (MDEA)
Tetrahydrocannabinol (THC) and
its metabolite 11-nor-9-carboxy-
A-9 tetrahydrocannabinol (THC
COOH)

6-Monoacetylmorphine (6-MAM),
ketamine, and its metabolite nor-
ketamine

Cocaine and its
benzoylecgonine

metabolite

Wang et al. [7]

LC-HRMS

All states
and
territories in
Australia,
and both
metropolitan
and regional
areas

202/
Bimonthly
from October
2017-June
2018 and
October 2019-
February 2020

4-FA

Butylone
Ethylone
Mephedrone
Methoxetamine
4-MEC

3-MMC
Pentedrone
N-ethylpentylone
Methylone

PMA

Alpha PVP
Methiopropamine
Pentylone

Bade et al. [46]
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Table 1. Analytical methods used in the detection of illicit drugs globally (Continued)

Analysis Location Year/Sampling Types of illicit drugs & First author&
method period NPSs References
e Benzoylecgonine (BE)
Solid-phase e 11-nor-9-carboxy-A9-
extraction, Brasilia 2022/ from March tetrahydrocannabinol Sodré et al. [47]
LC-MS/MS 1st to 15th 2019 (THC-COOH) '
e Cocaethylene (COE)
e Cocaine (COC)
Turkey (11
cities)
Adana,
g?}ﬁ&ku, * Marijuana
Solid-phase | Erzurum, 2021/Between e Heroin _ _
extraction, | Gaziantep, March 2019 and . Amphetamlne Daglioglu et al. [48]
LC-MS/MS | Kayseri, December 2019 (for | ¢  Cocaine
Konya, a week) o Ecstasy _
Mersin. o Methamphetamine
Sanlurfa,
Trabzon,
Van
e Amphetamine
e Morphine
e 6-acetyl morphine
e Codeine
West e Hydromorphone
estern
United : gﬂe[r:f; | ;
ylecgonine
States- e Fluoxetine
LC-MS/MS | One 2020/ April 2019to | ¢ Hydrocodone Bishop et al. [49]
micropolitan | 2U"€ 2019 *  Oxycodone
(Site A), and * Ketamine
one rural o EDDP
(Site B) e Noroxycodone
e Tramadol
e Ritalinic acid
e MDMA
e Methamphetamine
o Methadone
e Cocaine
e 3,4-Methylenedioxy
methamphetamine
e Heroin
2022/ During .
LC-MSIMS | Adana Ramadan : Xligjhlgalna (THC) Guzel, E. [50]
21-27 May 2019 .
e  Amphetamine
e Nicotine
e Methamphetamine
e [Ecstasy
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Table 1. Analytical methods used in the detection of illicit drugs globally (Continued)

Analysis
method

Location

Year/
Sampling period

Types of illicit drugs & NPSs

First author&
References

LC-IMS-
HRMS

March-
June 2019

2023/

Two Slovenian
municipalities;
the capital
Ljubljana, and a
smaller one (M1).

3-MMC
1R-2S-(—)-Ephedrine (licit)
Ethcathinone (licit)

5-1IT

AMT

N-methyltryptamine (licit)
Ephedrine

6-1T (licit)

3-MEC

Pentedrone
4-chloro-a-PPP (licit)
Isopentedrone
2,3-DMMC

N- Ethylbuphedrone
2-NMC

N-
acetylmethamphetamine (licit)
Levorphanol
Embutramide (licit)
Kavain (licit)

2,4-DMMC

4-MDMC

2-MEC

4-MPH

Verovsek et al.
[51]

LC-MS/MS
(Solid-phase
extraction)

Centro,
Mangue,
Catumbi,
Alegria,
Faria-
Timbo
and Sao
Cristovao

2020/ Between
the spring period
(September/2018)
and early summer
(December/2018)
a

Cocaine (COC)

Methamphetamine (METH)

e 11-nor-9-carboxy-
tetrahydrocannabinol (THC-
COOH, THC metabolite)

e Benzoylecgonine (BE, cocaine
metabolite)

e  Amphetamine (AMP)

Pacheco et al.
[52]

LC-MS/MS
(Sciex 5500 +
QTRAP) with
an
electrospray
ionization
(ESI) interface
coupled to the
HPLC system

Southern
China

2020/ from
November 2017
to October 2018

Amphetamine
Methamphetamine
MDMA
Methylone
Ketamine
Norketamine
EDDP
Codeine
Noroxycodone
Oxycodone
Norfentanyl
Morphine

Zheng et al. [53]
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Table 1. Analytical methods used in the detection of illicit drugs globally (Continued)

Analysis
method

Location

Year/
Sampling
period

Types of illicit drugs & NPSs

First author&
References

Liquid

Chromatography

Mass

Spectrometry
(LC-MS/MS)

Seyhan
and
Yiregir
Waste
Water
Treatment
Plants

2021/
October
2016 and
August
2017

Heroin metabolite 6-acetyl
morphine (6-MAM)
Amphetamine

3,4-
Methylenedioxymethamphetamine
(MDMA)

Morphine

The main metabolite of A9-
tetrahydrocannabinol (THC), 11-
hydroxy (THC-OH)

Codeine

The metabolite of cannabis, 11-
nor-carboxy-THC (THC-COOH),
3,4-methylenedioxyamphetamine
(MDA)

Methamphetamine

3,4-
Methylenedioxymethamphetamine
(MDEA)

Daglioglu et al. [54]

LC-MS/MS

Montana

April 15
to June
20, 2019

Methamphetamine

Morphine

6-acetyl morphine
2-Ethylidene-1,5-dimethyl-3,3-
diphenyl pyrrolidine (EDDP)
Codeine

Ketamine

Benzoylecgonine
Amphetamine

Methadone

3,4-
methylenedioxymethamphetamine
(MDMA)

Hydromorphone

Oxycodone

Noroxycodone

Fluoxetine

Tramadol
3,4methylenedioxyamphetamine
(MDA)

Ritalinic acid

Hydrocodone

Margetts et al. [55]
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3. Results and Discussion

When the World Drug Reports and National Drug Reports are examined, it has been determined that
illicit drug use is becoming more widespread in the world every day. The synthesis of new
psychoactive substances and other illicit drugs is increasing every day and it is becoming difficult to
track these substances instantly. From this perspective, the devices used to detect illicit drugs are very
essential.

The Sewage Analysis CORe Group - Europe (SCORE), a European network, was established in 2010
to regulate the approaches used in wastewater analysis and standardize methods for participating
countries. Subsequently, Turkey, like many other countries, contributed to these studies. Studies have
been initiated to identify the illicit drugs used, not only by analyzing wastewater but also by analyzing
the illicit drugs found in syringe residues. Pioneering studies on the detection of various narcotic
substances in wastewater have been conducted in the world and Tiirkiye, and continue to be conducted.
In addition, the studies investigated the effects of various parameters such as weekdays and weekends,
national holidays, seasons, musical events, and pandemics.

In this literature research covering the last years, it has been seen that various countries analyze
wastewater and choose the analysis method by taking into account the illicit drug structure,
metabolites, analysis time, device sensitivity, and measurement accuracy. When all the articles
examined are taken into consideration, it has been determined that many devices are used. Many
devices and their various features are being developed in wastewater analysis and it is seen that LC-
MS/MS is more widely used in wastewater analysis among these devices.

4. Conclusion

In these studies, which have been intensively examined worldwide, especially in the last five years,
the analysis of various illicit drugs has been examined. Various methods and analysis devices were
examined in these analyses. LC-MS/MS is one of the most preferred devices. Its sensitivity and desired
illicit drug detection facilitate its use in studies. The type of illicit drugs, metabolite of the illicit drugs,
half-life, and laboratory conditions are the determining factors in analysis methods. Considering the
constantly produced new psychoactive drugs, method development, improving device properties, and
following the literature are critical issues.

Sensitive results and illicit drug detection play an important role in the fight against addictions. For
this reason, following the current literature and choosing effective devices are among the early
prevention strategies in the fight against drugs. In addition, supporting these studies with artificial
intelligence and machine learning helps develop preventive studies and early warning systems.

It is of great importance all over the world for scientists to detect newly synthesized or known illicit
drugs in wastewater and report them to the relevant early warning systems. The early warning system
will ensure that various law enforcement agencies are informed of the illicit drugs reported, which will
also increase illicit drug screening throughout the country and thus seize the illicit drug before it is
used. In addition, since drug use is a public health problem, the disease burden in the country will
decrease as it will be prevented from being used. Increased data sharing between public health, hospital
systems, first responders, and law enforcement is needed to ensure clarity in determining drug
consumption.
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