ISSN 2792-0518

TERORIZM
VE

RADIKALLESME
ARASTIRMALARI
DERGISI

Terorizm ve Radikallesme ile Miicadele
Arastirma Merkezi Dernegi
Ankara 2025

Journal of
Terrorism and
Radicalization

Studies

Cilt/Volume: 4
Say1/Issue: 2
Yil/Year: 2025
Haziran / June

www.tradergisi.com

editortrad@teram.org




Terorizm ve Radikallesme Arastirmalar Dergisi
TRAD

Journal of Terrorism and Radicalization Studies

ISSN 2792-0518 (Basili/Print)
ISSN 2822-2334 (Cevrimici/Online)

Cilt / Volume: 4 Say1 / Issue: 2 Y1l / Year: 2025



TERORIZM ve RADIKALLESME ARASTIRMALARI DERGISI
TRAD
ISSN 2792-0518 (Basili) ISSN 2822-2334 (Cevrimici)
KUNYE
(SOYADINA GORE SIRALANMISTIR)
BILIMSEL YAYIN KOORDINATORU
Erol Basaran BURAL, TERAM Dernegi
SORUMLU YAZI iSLERi MUDURU
Serhat Ahmet ERKMEN, TERAM Dernegi
EDITORLER
Serhat Ahmet ERKMEN, TERAM Dernegi
Burak GUNES, Ahi Evran Universitesi
EDITORLER KURULU
Hiiseyin BAGCI, Orta Dogu Teknik Universitesi
Cenker Korhan DEMIR, Hasan Kalyoncu Universitesi
Hilmi DEMIR, TEPAV
Ugur GUNGOR, Baskent Universitesi
Mustafa KIBAROGLU, MEF Universitesi
Haldun YALCINKAYA, TOBB Ekonomi ve Teknoloji Universitesi
Merve SEREN YESILTAS, Yildirim Beyazit Universitesi
YAYIN KURULU
M.Sadik AKYAR, Girne Amerikan Universitesi
Deniz Ulke ARIBOGAN, Dogus Universitesi
Salih BICAKCI, Kadir Has Universitesi
Yavuz CILLILER, Istanbul Gelisim Universitesi
Mehmet Emin ERENDOR, Adana Alparslan Tiirkes Bilim ve Teknoloji Universitesi
Bilal KARABULUT, Haci Bayram Veli Universitesi
Haluk KARADAG, Baskent Universitesi
Ali Sevket OVALI, Dokuz Eyliil Universitesi
Gokhan Ibrahim OGUNC, Jandarma ve Sahil Giivenlik Akademisi
Sezai OZCELIK, Karatekin Universitesi
Fatma Anil OZTOP, Kocaeli Universitesi
Bugra SARI, Mersin Universitesi

Yakup SAHIN, Mersin Universitesi



SOSYAL MEDYA KOORDINATORU
Betiil ULAS

Her hakki saklidir. Terorizm ve Radikallesme Arastirmalari Dergisi (TRAD) Ocak ve
Haziran aylarinda yilda iki defa yayimlanan; Ter6rizm ve Radikallesme ile Miicadele
Arastirma Merkezi Dernegi’ne ait; terdérizm, radikallesme, terérizmle miicadele,
radikallesme ile miicadele, siddete varan asiricilik ve bu konular1 kapsayan giivenlik
caligmalarma yer veren, ulusal, hakemli, akademik ve bilimsel bir dergidir.
Makalelerdeki goriis, sav, tez ve diisiinceler yazarlarin kendi kigisel goriisleri olup,
higbir sekilde Terorizm ve Radikallesme ile Miicadele Arastirma Merkezi Derneginin
(TERAM) veya Terérizm ve Radikallesme Arastirmalari Dergisinin (TRAD)
goriiglerini  ifade etmez. Makaleler, Terérizm ve Radikallesme Arastirmalar
Dergisi’ne (TRAD) referans verilerek akademik c¢alismalarda kullanilabilir. Ter6rizm
ve Radikallesme Arastirmalar1 Dergisi’ne gonderilen makaleler iade edilmez. Dergiye
gonderilen tiim makaleler lisansh bir intihal programi kullanilarak incelenmektedir.
Dergimiz “Agik erisimli” olup yaymnlanan eserlerin tam metinlerine erigim iicretsiz,
yazi dili Tiirkge ve Ingilizcedir.

YAZISMA VE HABERLESME ADRESI
Terdrizm ve Radikallesme ile Miicadele Arastirma Merkezi Dernegi
(TERAM)
Adres: Beytepe Mah. Kanuni Sultan Siileyman Bulvari 5387. Cadde No:15A D:58
06800 Cankaya/Ankara
web sayfasi: www.tradergisi.com
e-posta: editortrad @teram.org
BASKI
Vadi Grafik Tasarim Reklam Ltd.Sti.
Ivedik Organize Sanayi Bolgesi 1420. Cadde No:58/1 Yenimahalle / ANKARA
Tel: 031239585 71

DiZiNLER

TRAD halen “Index Copernicus”, "Directory of Research Journals Indexing (DRJI)",
"Advanced Sciences Index (ASI)", "EuroPub", "ASOS", "Idealonline", "IJIFACTOR",
"Cosmos", "International Institute of Organized Research (I20R)", "Directory of Open

Access Scholarly Resources (ROAD)", "Academic Resource Index", "Semantic Scholar",
"Cite Factor", “Eurasian Scientific Journal Index-ESJI” ve “Acarindex” biinyesinde
taranmaktadir.




JOURNAL of TERRORISM and RADICALIZATION STUDIES
TRAD
ISSN 2792-0518 (Print) ISSN 2822-2334 (Online)
EDITORIAL BOARD
(SORTED BY SURNAME)
COORDINATOR OF SCIENTIFIC PUBLISHING
Erol Bagaran BURAL, TERAM Association
RESPONSIBLE EDITOR
Serhat Ahmet ERKMEN, TERAM Association
EDITORS
Serhat Ahmet ERKMEN, TERAM Association
Burak GUNES, Ahi Evran University
EDITORIAL BOARD
Hiiseyin BAGCI, Middle East Technical University
Cenker Korhan DEMIR, Hasan Kalyoncu University
Hilmi DEMIR, TEPAV
Ugur GUNGOR, Baskent University
Mustafa KIBAROGLU, MEF University
Haldun YALCINKAY A, TOBB University of Economics & Technology
Merve SEREN YESILTAS, Yildirim Beyazit University
ADVISORY BOARD
M.Sadik AKYAR, Girne American University
Deniz Ulke ARIBOGAN, Dogus University
Salih BICAKCI, Kadir Has University
Yavuz CILLILER, istanbul Gelisim University
Mehmet Emin ERENDOR, Adana Alparslan Tiirkes Bilim ve Teknoloji University
Bilal KARABULUT, Haci Bayram Veli University
Haluk KARADAG, Baskent University
Ali Sevket OVALI, Dokuz Eyliil University
Gokhan Ibrahim OGUNC, Gendarmerie and Coast Guard Academy
Sezai OZCELIK, Karatekin University
Fatma Anil OZTOP, Kocaeli University
Bugra SARI, Mersin University
Yakup SAHIN, Mersin University



SOCIAL MEDIA COORDINATOR
Betiil ULAS

All rights reserved. The Journal of Terrorism and Radicalization Studies — TRAD
published twice a year; is a nationally peer-reviewed academic and scientific journal
based on the principles of publishing, independent, unprejudiced and double-blind
arbitration. In its published articles, the Editorial Board observes the highest ethical
and scientific standards in relation to the issue and the requirement not to bear
commercial concern. The opinions, arguments, thesis and thoughts within the articles
are reflections of the authors and do not, in anyway, represent those of the Research
Center for Defense Against Terrorism and Radicalization Association (TERAM).
Articles can be used for academic purposes with reference to The Journal of Terrorism
and Radicalization Studies — TRAD. Articles sent to The Journal of Terrorism and
Radicalization Studies — TRAD will not be sent back. All articles submitted to the
Journal are reviewed using a licensed plagiarism program. Our journal is "Open
Access" and access to full texts of the published works is free and the literary language
is Turkish and English.

CORRESPONDENCE AND COMMUNICATION
Research Center for Defense Against Terrorism and Radicalization Association (TERAM)
Address: Beytepe Mah. Kanuni Sultan Siileyman Bulvar1 5387. Cadde No:15A D:58
06800 Cankaya/Ankara
web page: www.tradergisi.com
e-mail: editortrad@teram.org
PRINTED BY

Vadi Grafik Tasarim Reklam Ltd.Sti.
Ivedik Organize Sanayi Bolgesi 1420. Cadde No:58/1 Yenimahalle / ANKARA
Tel: 031239585 71
INDEXES

TRAD is indexed in the “Index Copernicus”, "Directory of Research Journals Indexing
(DRJN", "Advanced Sciences Index (ASI)", "EuroPub", "ASOS", "Idealonline",
"NIFACTOR", "Cosmos", "International Institute of Organized Research (I20R)", "Directory
of Open Access Scholarly Resources (ROAD)", "Academic Resource Index", "Semantic
Scholar", "Cite Factor", "Eurasian Scientific Journal Index-ESJI" and “Acarindex” indexes.



ICINDEKILER / TABLE OF CONTENTS
Editor’den / Editor’s NOTE. ...t e I-11

Soylesi / Interview

Interview with Dr. John Horgan: Complicated Factors of Individuals’ Engagement
in and Disengagement from Terrorism / Dr. John Horgan ile Soylesi: Bireylerin
Terorizme Katilimi ve Terorden Uzaklasmalarimin Karmagik Fakiorleri............ 156

Arastirma Makaleleri / Research Articles

DAES Terér Orgiitiiniin Yumusak Hedef Saldirilarinin incelenmesi / Investigation
of Soft Target Attacks of ISIS Terrorist Organization.................ccooeveveninnn. 165
Pmar Begiim KONCAGUL

Terdrizm ve Radikallesmede Psikolojik ve Sosyolojik Faktérler: El-Kaide Ornegi /
Psychological and Sociological Factors in Terrorism and Radicalization: The
Example of al-Qaeda. ..o 186

Biisra BEYOGLU

Cybersecurity in Critical Infrastructures and Cyber Terrorism: A Strategic Analysis
on Tiurkiye / Kritik Altyapilarda Siber Giivenlik ve Siber Terorizm: Tiirkiye Uzerine
Stratefik Bir INCeleme ..............ccoouuuiiiii i e 223

Seckin AKOZ & Hatice SURURI

The Predictive Tactical Advantages and Disadvantages of Avrtificial Intelligence in
the Field of Counterterrorism / Terdrizmle Miicadele Alaminda Yapay Zekdnin
Ongdriicii Taktik Avantajlart ve Dezavantajlari......................c.cccoiiiiiiin, 266

Hatice VAROL DAGDELEN

Kitap incelemeleri / Book Reviews

Understanding the PKK Terrorist Organisation: Capabilities, Propaganda, and
System | PKK Terér Orgiitiinii Anlamak: Kablllyetler Propaganda ve
Sistem.. ...288

Ozdemir AKBAL



EDITOR’DEN

Degerli Okuyucular,

Terérizm ve Radikallesme Arastirmalari Dergisimin (TRAD) 2025 yili
Haziran sayis1 olan 4. cilt 2. sayisiyla karsiizdayiz. Dergimiz, kurulusundan
bu yana Tiirkiye’de terérizm ve radikallesme c¢aligmalarina akademik bir
zemin kazandirmak amaciyla yayin hayatina devam etmektedir.
Disiplinlerarast yaklasimi esas alan ve hem teorik hem uygulamali
caligmalara yer veren TRAD, her gecen yil daha genis bir akademik ¢evrenin
katkisiyla zenginlesmektedir. Bu sayimizda da terérizmin farkli boyutlarini
ele alan degerli yazilara yer vermekten memnuniyet duyuyoruz.

Bu saymin ilk bolimii, radikallesme psikolojisi alaninin en saygin
isimlerinden biri olan Prof. Dr. John Horgan ile gerceklestirdigimiz kapsamli
sOylesiye ayrilmistir. Horgan, bireylerin terdr Orgiitlerine katilim
siireglerinde etkili olan sosyal ve psikolojik etkenleri degerlendirmekte; ayni
zamanda oOrgiitten kopus siireglerini, goniillii ve zorunlu ayrisma
senaryolarin1 ayrintilariyla tartismaktadir. Roportajda, “terdrist kisilik” diye
genellenebilecek bir profilin var olup olmadigi, tekil bireylerin orgiitle
iligkilerinde deneyimledikleri ¢esitlilik, yalniz kurt saldirganlar ve terdrizmin
toplumsal baglamda nasil i¢sellestirildigi gibi pek cok basliga deginilmistir.
Deradikalizasyon programlarinin etkinligine dair elestirileri ve alanda
bilimsel yonteme dayali 0l¢me-egerlendirme eksikligine dair uyarilar da
literatiire yon veren niteliktedir. Bu roportaj, 6zellikle kars: siddet stratejileri
gelistirmek isteyen politika yapicilar ve giivenlik uzmanlari igin dnemli
icgoriiler sunmaktadir.

Bu saymnin ilk arastirma makalesi, Pmar Begiim Koncagiil tarafindan
kaleme alinan “DAES Terdr Orgiitiiniin Yumusak Hedef Saldirilarmin
Incelenmesi” baslikli ¢alismadir. Bu makale, DAES’in 6zellikle 2014-2020
yillar1 arasinda Tiirkiye’de gerceklestirdigi sehir merkezli saldirilarin
mercek altina alarak, orgiitiin sehir eylem stratejisini detaylandirmaktadir.
Koncagiil, sehirlerdeki kalabalik niifus, sembolik yapilar ve medya
gorlinlirliglinlin terdr eylemlerinde nasil bir stratejik avantaja doniistiiglini
kapsamli bicimde tartigmakta; DAES’in ozellikle yumusak hedeflere
yonelmesinin ardindaki orgiitsel ve ideolojik gerekgeleri Kiiresel Terdrizm
Veritaban1 (GTD) verileri {izerinden incelemektedir. Bu calisma, teror
orgiitlerinin hedef belirleme siireclerine dair literatiire hem kavramsal hem
ampirik katkilar sunmaktadir.



Editor’den

Saymin ikinci makalesi, Biisra Beyoglu tarafindan yazilan “Terorizm ve
Radikallesmede Psikolojik ve Sosyolojik Faktorler: El-Kaide Ornegi”
baglhigimi tagimaktadir. Bu ¢aligsma, El-Kaide’nin orgiitsel yapisi ile bireysel
katilm motivasyonlar1 arasinda bag kurarak, radikallesmenin bireysel-
psikolojik ve toplumsal-sosyolojik  diizeyde nasil  bigimlendigini
gostermektedir. Beyoglu, ideolojik baglilik, aidiyet arayisi, kimlik bunalim,
dini motivasyon ve toplumsal dislanmislik gibi faktorlerin bireyin terérizme
yoneliminde nasil birbirine eklemlendigini 6zgiin bir sekilde tartismakta; bu
baglamda hem klasik radikallesme modellerine hem de giincel ¢ok faktorlii
yaklagimlara atif yapmaktadir. Makale, O6zellikle radikallesme siirecinde
sosyal c¢evrenin ve dijital alanin etkisine de vurgu yaparak, El-Kaide gibi
hiyerarsik yapilarin birey iizerindeki doniistlirlici  etkisini ortaya
koymaktadir.

Ucgiincii arastirma makalesi, Seckin Akdz ve Hatice Siiruri imzali “Kritik
Altyapilarda Siber Giivenlik ve Siber Terdrizm: Tiirkiye Uzerine Stratejik
Bir Inceleme” baslhkli calismadir. Yazarlar, giiniimiizde devletlerin karsi
karsiya kaldig: siber tehditlerin boyutlarini ve bu tehditlerin 6zellikle kritik
altyapilar tizerinde yarattigi giivenlik agiklarmi kapsamli bigimde analiz
etmektedir. Calisma, enerji, saglik, ulasim gibi stratejik sektorlerdeki
dijitallesmenin siber saldirilar karsisinda ne denli kirilgan hale geldigini
Tiirkiye baglaminda 6rneklerle gostermektedir. Makale, hem siber terdrizm
kavramimin kuramsal temellerini irdelemekte hem de Tirkiye’nin bu
alandaki mevcut gilivenlik politikalarin1  ve iyilestirme Onerilerini
degerlendirmektedir.

Bu sayida teknoloji ve giivenlik iliskisini ele alan bir diger calisma ise
Hatice Varol Dagdelen tarafindan kaleme alinan “Terorizmle Miicadele
Alaninda Yapay Zekanm Ongoriicii Taktik Avantajlar1 ve Dezavantajlarr”
baglikli aragtrma makalesidir. Varol Dagdelen, yapay =zekd temelli
teknolojilerin, 6zellikle tehdit oncesi veri analizi ve davranigsal Oriintiilerin
tahmini gibi konularda sundugu potansiyeli tartismaktadir. Bununla birlikte
yapay zeka algoritmalariin Onyargilarla sekillenme riski, etik sorunlar,
hukuki sirliliklar gibi zorluklara da deginerek bu teknolojilerin
kullaniminda dikkat edilmesi gereken noktalar1 vurgulamaktadir. Makale,
yalnizca teknik degil, ayn1 zamanda etik ve politik diizeyde ¢ok katmanli bir
degerlendirme sunarak, giivenlik teknolojilerinin gelecegine dair onemli
tartismalara kap1 aralamaktadir.



Editor’den

Son olarak, Ozdemir Akbal’in “Understanding the PKK Terrorist
Organisation: Capabilities, Propaganda, and System” baslhikli kitap
incelemesine yer veriyoruz. Bu inceleme, PKK’nin orgiitsel kabiliyetleri,
propaganda stratejileri ve eylem mekanizmalari {izerine yayimlanan
akademik bir eseri kapsamli bigimde degerlendirmektedir. Akbal, kitabin
icerigini sistematik olarak tanitarak, bu alanda calisan aragtirmacilar igin
metodolojik ve kuramsal bir harita sunmaktadir. Kitapta sunulan kavramsal
gergeve, Orgiitiin hem tarihsel doniisimiini hem de ¢agdas giivenlik
algilarma etkisini anlamak isteyenler icin 6nemli bir kaynak niteligindedir.

TRAD Dergisi olarak, hem akademik titizlige hem de giivenlik
caligmalarinin  giincel sorunlarina duyarli olmaya devam edecegiz.
Dergimize katki sunan tiim yazarlarimiza ve degerlendirme siirecine katki
saglayan hakemlerimize i¢ten tesekkiir ederiz. Bir sonraki sayimizda yeniden
gorlismek dilegiyle, keyifli okumalar dilerim.

Prof.Dr. Serhat ERKMEN
TRAD Editort
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INTERVIEW WITH DR. JOHN HORGAN: COMPLICATED
FACTORS OF INDIVIDUALS’ ENGAGEMENT IN AND
DISENGAGEMENT FROM TERRORISM

ABSTRACT

John Horgan is Distinguished University Professor at Georgia State University’s Department
of Psychology. A psychologist by training, his research focuses on terrorist behavior. His
work is widely published, with his critically acclaimed book, ‘The Psychology of Terrorism’
available in over a dozen languages worldwide. Dr. Horgan’s research focuses on
psychological issues in terrorism and political violence. He is especially interested in
understandings the processes through which people become involved in and disengage from
terrorism, as well as the psychological mechanisms through which people cope with
involvement in terrorist activity. His current projects involve the development of interventions
to counter terrorist recruitment. In May of 2025, Dr. Horgan received the FBI Director’s
Community Leadership Award. His most recent book is Terrorist Minds: The Psychology of
Violent Extremism from al Qaeda to the Far Right, published by Columbia University Press.

Keywords: Terrorism, Terrorist, Psychology, Process, Pathway, Profile.

TRAD: Professor, thank you for accepting the interview request from the
Journal of Terrorism and Radicalization Studies (TRAD). We see that you
have a very broad perspective on terrorism and that you have produced many
publications about terrorism and political violence. In this context, our first
question will be about your precious book ‘The Psychology of Terrorism’,
which has been translated into many languages. | would like to ask you the
guestions in the introduction of this book, which | assume is the result of a
very long and arduous work. How and why does someone become a
terrorist? Are there common causes? Is there a terrorist personality? If you
were to briefly answer a very long topic, how would you answer these
guestions?

Dr. John Horgan: Thanks for having me here! Well, once upon a time we
used to think that to be a terrorist, you needed to be mad. And we were
wrong. We eventually came to realize that these were (for the most part)
people making rational decisions about what they wanted to do. But the
violence associated with terrorism often makes it hard for us to accept that
it’s not the product of warped minds. In reality, when someone becomes
involved in terrorism, it’s typically the result of a process that people
gradually work their way through, either on their own, or with help.

We also used to think that there might be a simple profile, or personality
type. And we were wrong about that too. Terrorists are mostly young, angry
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men who want to fight against what they view as some gross injustice, on
behalf of a wider people or community. But today’s terrorists are quite
diverse. Men, women, adolescents, even children, from all backgrounds, all
ages, all different kinds of lifestyles and prior experiences, now have
multiple opportunities to be involved in terrorism. If anything, diversity is
the new terrorist profile. What involvement looks like and feels like tends to
vary from person to person. Even in the smallest of movements, there’s a
variety of roles, tasks, jobs to be done, and so, there are different
opportunities open to people who might be suited to different kinds of
involvement.

There isn’t one single pathway to terrorism, nor is the experience of
‘being a terrorist’ the same from person to person. People experience it in
different ways, and as a result, are affected by their involvement in different
ways. Even within a specific terrorist group, there tends to be a few different
routes or pathways in. Some people must do research and find ways in from
afar. Others are simply at the right place at the right time and take advantage
of whatever local opportunities present themselves.

Terrorism is a strategy used by a wide variety of actors, groups and
movements today, so it stands to reason there would be lots of different ways
in which someone could get involved. And like | say, it also tends to be a
gradual process. Nobody becomes a terrorist overnight. It involves working
through a whole range of social and psychological issues. Sometimes people
do all this in isolation. Other times people do this with the help of friends, or
a recruiter, or with the help of online content of some kind. We now that
getting involved in terrorism can come at an enormous cost to oneself or
family.

For some people, though, getting involved is just a rite of passage. If you
live in a community facing conflict on a daily basis, it may well be that you
have some near or distant family members already involved. It’s almost like
it’s something you are expected to do when you reach a certain age — for
someone in that kind of context, getting involved just seems like a perfectly
normal thing to do. It’s also the case that some people get involved in
terrorism because they are initially motivated by ideological issues or some
shared grievance.
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Many people get involved purely for social reasons, because they are in
search of excitement, company, camaraderie or something else. But for those
people, for whom ideology isn’t the main driver, at least some of them might
become more ideological the more time they spend in a movement. Nobody
is motivated to become a terrorist because of one factor alone. It’s typically a
mix of ideological and non-ideological reasons, both public and private.

These specific factors, and their dynamics, vary a lot between different
types of group, place and context. Across the ideological spectrum, terrorists
have several features in common. They are motivated by moral outrage at
some injustice. They identify with the plight of a bigger, wider community
that they feel are victimized by some other entity, like a government. They
view violence as a legitimate, necessary, and urgent response. All terrorists
believe that their actions will help bring about a better future for themselves
and for the community they claim to represent. I know I’ve said a lot here,
but I promise that’s a very brief answer to several big questions!

TRAD: As one of the academics who know this subject best, the second
guestion we will ask you is about disengagement from terrorist
organizations. How and why people leave terrorism and terrorist activity?
Regardless of an individual’s motivation, is it possible for them to join a
terrorist organization, participate in the terrorist acts, and then leave that
organization? In your words, is it possible to walk away from terrorism? And
more importantly, is it really possible for terrorists to integrate into society
and daily life?

Dr. John Horgan: In a word, yes. This is an area on which there’s quite a
lot of very good research now. Just as there are multiple pathways into a
movement, there are also multiple pathways out. Regardless of what
motivated someone to get involved, whether they were ideologically driven
or motivated by friends and family, just about anyone at any level can decide
they want to disengage, or leave terrorism behind.

People leave for lots of reasons. Sometimes it’s because involvement is
not quite what they imagined. They may be disillusioned at their new day-to-
day reality. Jealousy, competition, personal rivalries happen in terrorist
movements just like they do in any group or organization. Disillusionment is
a very common theme in accounts of why people leave. Mind you, there are
also people who have a very good time as terrorists — they enjoy it. It ends

158



Interview with Dr. John Horgan:
Complicated Factors of Individuals’ Engagement in and
Disengagement from Terrorism

up being everything they ever imagined it could be. We just don’t know a lot
about them. But overall, yes, it’s very possible for people to walk away from
terrorism. Some do it voluntarily, while others leave involuntarily, because
they may have been caught or otherwise incapacitated through counter-
terrorism action. And reintegration is certainly possible. There are many
former terrorists who quietly re-enter the society they once claimed to hate.
It’s a lot easier to re-integrate when you have support, whether through
opportunities, or some social structure to help you navigate that re-entry. For
anyone who leaves terrorism behind, there are lots of obstacles and
challenges to face on that journey, but it is possible.

TRAD: Professor Horgan, another question we have is about lone actor
terrorism. When we examine your article titled ‘Bombing Alone: Tracing the
Motivations and Antecedent Behaviors of Lone-Actor Terrorists’, which you
prepared together with a few academics, we understood that, so many lone-
actor terrorists were socially isolated. How do you define lone actor
terrorism? We see that the majority of the Lone Actor terrorists are men.
What could be the reason for this? Another observation we made is that the
majority of lone actor terrorists committed their acts of terrorism with
religious motivation. Is this correct? If so, what are the reasons for this?
Could it be easier for lone actor terrorists to distance themselves from
terrorism than for terrorists who have participated in organizational
terrorism?

Dr. John Horgan: When we talk about lone actors we don’t really mean
people who are ‘alone’. We’re talking about people who take action not
necessarily directed or shaped by the terrorist movement itself. These are
people who are obviously influenced by a particular cause, grievance, or
ideology, but they take it upon themselves to act independently of the
movement.

The term ‘lone actor’ is misleading because in an age where social media
can inspire and sustain terrorism, nobody is ever truly alone. But the term
emerged as a way to distinguish those people who didn’t seem to belong to
an organization or movement in any formal sense. | would add that just
about any movement can have lone actors, not just religiously motivated
groups. It’s not the ideology that determines how such strategies are
deployed. Sometimes movements will call on lone actors to mobilize
because, as in the case of the late stages of the Islamic State movement, it

159



Interview with Dr. John Horgan:
Complicated Factors of Individuals’ Engagement in and
Disengagement from Terrorism

became harder for westerners to travel to ISIS territory undetected. So
instead, ISIS put effort into inspiring people to act out at home, where they
might (at least in theory) have a much greater chance of successfully
executing a violent act. So, the use of lone actors, or the promotion of lone
actors, is as much a strategic choice as anything else. It’s not easier for lone
actor terrorists to distance themselves from terrorism. The whole point of
terrorism is that the world knows that you did it, and you did it on behalf of a
cause, or a movement.

And, interestingly, lone actors are often far quicker than group-based
actors to leak their intentions to those around them. We don’t quite
understand what may be causing this, but group-based actors on the whole
tend to be better at concealing their intent. Maybe that’s because of training.
We just don’t know.

TRAD: Professor, in one of your articles ‘Deradicalization or
Disengagement? A Process in Need of Clarity and a Counterterrorism
Initiative in Need of Evaluation’ you argue that the concept of
deradicalization should be distinguished from disengagement. Could you
please explain the differences between these two concepts?

Dr. John Horgan: Of course. These are related but distinct concepts.
Disengagement simply means stopping terrorist activity. Or, put another
way, leaving terrorism behind. What | realized early on in my research was
that you can disengage from terrorism, but you may or may not have had a
change of views. So, on the one hand, you can have people who disengage
from terrorism and have abandoned the ideology, or their support for the
movement. We could say that those people are disengaged and de-
radicalized. But alternatively, someone can leave terrorism behind while still
maintaining their ideological commitment. So, those could be described as
disengaged but not de-radicalized. It’s also possible of course for people to
be de-radicalized but not disengaged. There are many disillusioned people in
terrorist groups who just don’t have the opportunity to get out.

TRAD: Dr Horgan, what makes a terrorist stop being a terrorist? Is there an
easy recipt to answer this question?

Dr. John Horgan: I wouldn’t say there’s an easy recipe, but it’s not as
complicated as we might think. It’s a lot easier to understand why people get
out of terrorism than why they get in. People either stop of their own accord,
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or they stop because they are forced to. We could say that disengagement
can be voluntary or involuntary. Involuntary disengagement might be when
someone is caught or captured, so they have no choice but to disengage. We
are still trying to learn more about the reasons people voluntarily stop, but so
far, the research suggests that disillusionment is a very common theme. In
simple terms, they just don’t feel like being involved any more. We need to
do a lot more research to verify just how widespread disillusionment is
among all those who disengage, but the people who disengage and are
willing to talk to researchers like me tend to share accounts that suggest
they’ve become deeply disillusioned with some part of their lives as
terrorists. It may be that they just don’t believe in the cause anymore, or that
they are burned out from the lifestyle.

Sometimes, it’s just because they are fed up, bored, and want to do
something else with the rest of their lives. Like I say, it’s often not as
complicated as we think. But so far the research on disengagement has been
very promising. We must do a lot more work on this topic because it has
such practical relevance for counterterrorism. If we know more about the
causes of disengagement, we might be able to do something more pro-active
to either stop people getting involved in the first place, or to facilitate exit for
people who are already involved.

TRAD: What are the factors that psychologically draw individuals to
terrorist organizations? Are individuals aware that when they join a terrorist
organization, they will be involved in acts of violence and that other people
may die or be injured as a result? In light of all this information, why do
individuals join terrorist organizations?

Dr. John Horgan: That’s a great question. Although I’ve studied terrorist
psychology for a long time now, | struggle to give an easy answer. First, not
everyone who wants to join a terrorist movement does so because they want
to do violence. There’s a role for everyone, especially in some of the bigger
movements. Some want to be involved in the action, or at least they think
they do. Others just want to help out in some way. They absolutely want to
be involved, but just not involved in committing violent acts. They might be
involved in training or fundraising or something else.

Believe it or not, but the people who do the violence for terrorist
movements are actually few and far between. Terrorist organizations are
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made up of lots of different people who occupy lots of different roles.
Sometimes a person can hold multiple roles, and people will often move
from one kind of role into another, depending on what the organizational
needs are, or if the person seems to have a particular skill that might make
them especially valuable in some way. As to why people join terrorist
groups, well, there’s no one single factor that causes this. It’s typically a mix
of big reasons and little reasons, or public reasons and private reasons. Yes,
it’s a story about the role of ideology, the cause that resonates with someone,
that urge to want to fight back on behalf of a community. But it’s also a story
about what’s going on in someone’s own life, how they think and feel about
it. It’s about the lure of feeling part of something bigger that oneself, but it’s
also about the feeling one gets of being in a group of people who think and
feel the same way as you to. It’s a place to belong. It’s a way to get revenge
against one’s enemies. There’s a sense of adventure, excitement, purpose,
status, power. It varies somewhat from person to person, but it’s typically a
mix of different factors.

TRAD: We know that many countries have implemented various
deradicalization programs. We also know that states and communities such
as the European Union have allocated large amounts of resources for these
programs. How effective do you think the deradicalization programs have
been? How accurate is it to claim that individuals who have gone through
these programs will not engage in violent acts again? For example, is it
possible to integrate into society those who have been members of a terrorist
organization for 40 years, who have operated in various positions from
militancy to management, and who have given orders for terrorist acts,
through deradicalization programs?

Dr. John Horgan: Well, T guess what I would say is that it doesn’t matter
what | think. What matters is whether the evidence suggests these programs
are effective. | wish | could say that evidence existed. A challenge of these
programs is that quite frankly, we don’t know that they work, nor do we
know if the ones that seem to work, works for the reasons they suggest.

We need rigorous, scientific, and independent evaluations of these
programs, and we just don’t see much interest in entertaining such
evaluations. So, to answers your question, do they work? Some do, many
don’t. But of the ones that are effective, they often work for reasons that
have nothing to do with the actual programs. For instance, we know (for
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reasons we still don’t quite understand) that terrorist recidivism is very low,
much lower than rates for non-terrorist crimes. It’s often the case that
terrorist deradicalization programs claim credit for outcomes that would
have happened irrespective of whether the program existed. But there’s still
far too much speculation around what constitutes a successful program and
why. We need a lot more research here.

TRAD: Dr. Horgan, we read that you interviewed a lot of terrorists in your
research. Do you have any difficulties while and before interviewing
terrorists? What was the most interesting thing you came across during your
interviews? What is your general impression about terrorists as a result of
these interviews?

Dr. John Horgan: I wouldn’t say I’ve interviewed a lot. It felt like a lot at
one time, but | am constantly trying to find more people to interview about
their experiences. Even now, as I am researching for a new book, I'm
working hard to find people who could be interviewed. And it’s not easy.
Ideally, as the researcher Jeff Victoroff recommends, if we are to be
systematic about developing a psychology of terrorist behavior, we would
need to interview people at all levels of a terrorist movement, to try to
analyze accounts according to their roles, and levels of commitment. But |
would say that interviewing really is an under-used tool in our arsenal.
Interviewing is hard because it’s just not easy to find many people who are
willing to be interviewed about their experiences in terrorist movements.
Some researchers travel to conflict zones to do this, while others can access
prison populations.

It’s sometimes possible to access former terrorists after they are released
from prison, but many former terrorists just want to get on with their lives
and not have to relive their experiences for a researcher. | understand that,
especially because I've seen examples of researchers doing very
irresponsible and unprofessional things during interviews. Just because a
researcher has access to terrorists, doesn’t mean they know how to conduct a
proper interview. So, for many reasons, doing interviews, or rather, relying
on interviews as a primary source of data, is often just not very practical. It
can be very, very time consuming to even set up these interviews, and it can
take years to finally access a particular person or group. There’s no clear
recipe for success here, but when we can get access, it’s very important to
use rigorous, scientific methods to collect our data. There are so many
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factors to consider. Is the researcher relying on gatekeepers to find
interviewees for them? Will the terrorist organization provide their own
translator? Will the organization choose people they feel will give an
interview that is sympathetic to their movement? So going into an interview
with a very careful plan of action, knowing your subject, and being willing
to listen while subtly knowing how and when to gently direct the
conversation, are all very important elements for successful interviews. The
general impression I’ve gotten from the interviews I’ve done is that people
are willing to talk and are willing to offer frank and open accounts of what
they did and why (in their minds) they did what they did. | think that in itself
is surprising! But from my experience so far, | think the role of a good
interviewer is really about learning to shut up and listen.

TRAD: Dr. Horgan, thank you for answering our questions. Is there
anything you would like to add?

Dr. John Horgan: Thank you for asking. | have to take advantage of the
opportunity to highlight my recent book, Terrorist Minds. If any of your
readers want to learn more about terrorist psychology, please do check it out.
And thanks for the opportunity to talk about the work!
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Ter6rizm siyasi, dini veya ideolojik amaglarla korku ve dehset yaratmak i¢in siddet kullanma
eylemlerini ifade eden bir terimdir. Son yillarda terérizm olgusunun diinya ¢apinda yiikselise
gecmesiyle birlikte eylemler insanlarin bir araya geldigi korunmasiz yerlere dogru yonelmeye
baglamistir. Bu baglamda c¢aligmanin ilk bashginda terdr oOrgiitlerinin sehirlerde eylem
gergeklestirmesinin nedenleri ve sehir eylem stratejisinin kavramsal ¢ercevesi incelenecektir.
Bu strateji, 6zellikle 20. ylizyilin ikinci yarisinda Latin Amerika'da ve diger bolgelerde gerilla
savas1 yiiriiten gruplar arasinda etkili olmustur. Ikinci bashkta yumusak hedef kavrami
tartisilacaktir. Yumusak hedefler, genellikle giivenlik Onlemlerinin diisik oldugu, sivil
niifusun yogunlukla bulundugu ve kolayca saldiriya ugrayabilecek yerlerdir. DAES, ideolojik
hedeflerini gergeklestirmek, korku yaymak ve propaganda etkisini artirmak icin 6zellikle bu
tiir hedeflere saldirilar diizenlemistir. Son baslikta ise DAES terdr orgiitiiniin tarihsel arka
plant anlatitlip ardindan 2014-2020 yillar1 arasinda Tiirkiye’de gergeklestirmis oldugu
yumusak hedef saldirilar1 Global Terrorism Database (GTD)/ Kiiresel Terdr Endeksi
iizerinden yapilan inceleme ile analiz edilecektir. Calismada nitel veri toplama
yontemlerinden dokiiman analizi yontemi kullanilacaktir. Calismanin temel amaci, DAES’in
yumusak hedef saldirilarin1 hem teorik hem de 6rnek olaylar iizerinden degerlendirmek ve bu
tiir saldirtlarin 6nlenmesine yonelik stratejiler gelistirilmesine katki sunmaktir.

Anahtar Kelimeler: Terérizm, Teror, Giivenlik, Yumusak Hedefler, DAES

INVESTIGATION OF SOFT TARGET ATTACKS OF ISIS
TERRORIST ORGANIZATION

ABSTRACT

Terrorism is a term that refers to acts of violence used to create fear and terror for political,
religious, or ideological purposes. In recent years, with the global rise of terrorism, attacks
have increasingly targeted unprotected places where people gather. In this context, the first
section of this study examines the reasons why terrorist organizations carry out attacks in
urban areas and the conceptual framework of urban attack strategies. This strategy has been
effective among groups waging guerrilla warfare in Latin America. The second section
discusses the concept of soft targets. Soft targets are typically locations with low security
measures, where civilians gather in large numbers and are more vulnerable to attacks. ISIS
has specifically attacked such targets to achieve its ideological goals and increase its
propaganda effect. The final section provides the historical background of the ISIS terrorist
organization and analyzes its soft target attacks in Tiirkiye between 2014 and 2020 through an
examination based on the Global Terrorism Database (GTD). The study employs qualitative
research methods, specifically document analysis. The primary objective of the research is to
evaluate ISIS's soft target attacks both theoretically and through case studies, contributing to
the development of strategies to prevent such attacks.

Keywords: Terrorism, Terror, Security, Soft Targets, ISIS

’ Aragtirma Goérevlisi, Jandarma ve Sahil Giivenlik Akademisi, pnrbgm01@hotmail.com, ORCID: 0000-
0003-0756-9454

165



DAES Terir Orgiitiiniin Yumusak Hedef Saldirilarinin Incelenmesi
Pinar Begiim KONCAGUL

GIRIS

Terdrizm, terdr saldirisinin dogrudan kurbanlari yerine rakip etnik veya
dini grubu, bir ulusal hiikiimeti, siyasi partiyi veya genel olarak kamuoyunun
timiinii de iceren genis kapsamli psikolojik etkilere sahip olacak sekilde
hedef kitleye korku asilamayir amacglayan bir siyasal siddet hareketidir
(Hoffman, 2006, ss.40-41). Bu baglamda terdristler, uyguladiklari siddetin
yarattigl tanitim araciligiyla ulusal veya uluslararasi dlcekte siyasi degisimi
etkilemek i¢cin normalde sahip olmadiklari etki, niifuz ve giicii elde etmeye
caligmaktadirlar.  Gergeklestirdikleri  eylemlerle de  6len/yaralanan
kurbanlardan ziyade eylemi seyreden insanlar tzerindeki etkileri
onemsemektedirler. Terorist oOrgiitler, sembolik veya sivil hedeflere karsi
sirekli siddet kullanarak korku yayma, siyasi haksizliklara miimkiin
oldugunca fazla dikkat ¢cekme ve siddete karsi asir1 veya toplum tarafindan
kabul edilemeyecek siddetle karsilik verilmesini kigkirtarak kitleleri harekete
gecirmeye ¢alismaktadir (Kiras, 2007, ss.187-188).

Giiniimiizde teror saldirilan ele alindiginda agirlikli olarak sehir merkezli
bir strateji 6n plana ¢ikmaktadir. Sehir eylem stratejisi olarak adlandirilan bu
stratejide kalabalik niifus ilk stratejik unsur olarak degerlendirilebilir.
Sehirlerde artan niifus terdr Orgiitleri igin militan toplayabilecekleri ve
eyleme gecgebilecekleri gizli bir protesto ortaminin varligini dogurmustur
(Blanc, 2013, 5.799). Terdristler i¢in cazip hedefler sehirlerde yogunlagmustir
ve bu tiir saldirilar gergeklestiginde ulusal ve uluslararasi bir izleyici
kitlesine sahip olunmustur. Bu noktada niifusun biiyiik 6l¢iide azaldig: kirsal
bolgelerde sayisal olarak {istiin kolluk giigleri tarafindan etkisiz hale getirilen
teroristler, Ozellikle 11 Eyliil saldirisi sonrast uzun siireli halk savasi
stratejisini sehir eylem stratejisine uyarlamistir (Taw ve Hoffman, 2007,
s.73). ikinci stratejik unsur sehirlerde kamufle olmanin daha kolay olmas1 ve
dogal olarak tespit edilmenin de daha zor olmasidir. Ugiincii stratejik unsur
ise terdr oOrgiitlerinin sehirlerde yaptiklar1 eylemlerle medyada ve uluslararasi
alanda daha fazla ilgi ¢cekme firsatlarina sahip olmalaridir. Bu baglamda
sehir merkezlerinde gergeklestirilen teror eylemleri kirsal alanlara gére hem
insani hem de fiziki agidan ¢ok daha biiyiik zayiata yol agmakta ve
sehirlerde gergeklesen bir terdr eyleminin etkileri domino etkisi yaratarak
cevre sehirlere ve hatta bagka iilkelere si¢rayabilmektedir (Kurum, 2023,
5.136).
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Sehirler, terdr orgiitleri icin kolaylikla saldirabilecekleri pek ¢ok hedef
barindirmaktadir. Bu hedefler alan yazinda ‘yumusak hedef’ kavrami ile
tamimlanmaktadir. Yumusak hedeflerin yumusak olarak adlandirilmasinin
nedeni bu mekanlarin terdr saldirilarina karsi savunulmasinin gorece zor
olmas1 ve terdristler i¢in kolay hedefler olmasidir. Terdr Orgiitleri
metropollerde miimkiin oldugu kadar ¢ok insani yaralama veya 6ldiirme
amacityla  yumusak  hedeflere yonelik siddet igeren  saldirilar
gergeklestirilmektedir.

Calismada teror oOrgiitlerinin hedef segimlerindeki degisim incelenecek ve
yumusak hedef kavrami agiklanacaktir. Bu kavram DAES (ed Devlet’ul
Islamiy el-Irak ves-Sam) terdr orgiitii {izerinden ifade edilecektir. DAES,
cogunlukla Irak ve Suriye’de faaliyet gosteren ve bir hilafet devleti kurma
amact dogrultusunda eylem gerceklestiren selefi ve cihat¢1 bir teror
orgiitiidiir (Unsal ve Olgar, 2019, 5.128). DAES, kiiresel terdrizmin en dikkat
ceken ve yikici aktorlerinden biri olarak 6zellikle 2014-2020 yillar1 arasinda
gerceklestirdigi eylemlerle uluslararasi giivenlik ve barisa yonelik ciddi
tehditler olusturmustur. Bu baglamda ¢alismanin amact DAES’in yumusak
hedef saldirilarimi hem teorik hem de oOrnek olaylar iizerinden
degerlendirmek ve bu tir saldirilarin Onlenmesine ydnelik stratejiler
gelistirilmesine katki sunmaktir.

Bu bilgiler 1s18inda DAES teror oOrgiitiiniin tarihsel gelisimi, ideolojik
temelleri ve saldir1 stratejileri ele alinarak Tiirkiye’de 2014-2020 yillari
arasinda gerceklestirdigi yumusak hedef saldirilar1 analiz edilecektir.
Arastirma kapsaminda, Kiiresel Terdr Endeksi (Global Terrorism Database-
GTD) verilerinden yararlanilarak orgiitiin Tiirkiye’deki saldirilarinin niteligi
degerlendirilecektir. Bu baglamda Kiiresel Terdr Endeksi (GTD), 1970'ten
2020'ye kadar diinya genelinde gergeklesen terdér olaylari hakkinda bilgi
iceren agik kaynakli bir veri tabanidir. Caligmada nitel veri toplama
yontemlerinden dokiiman analizi yontemi kullanilacaktir. Calisma, DAES’in
saldir1 stratejilerini anlamaya yonelik bir zemin sunarken yumusak
hedeflerin korunmasina yonelik giivenlik politikalarinin gelistirilmesine de
katki saglamay1 hedeflemektedir.

Caligmanin aragtirma sorulart:

e DAES terdr orgiitii zamansal ve mekansal sinirlhiliklar kapsaminda kag
saldin gergeklestirmistir?
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e Bu saldirilarin kag1 yumusak hedeflere yonelik olmustur?

e Orgiit neden sehir eylem stratejisini tercih etmistir? seklinde
secilmistir.

Caligma alan yazinda yumusak hedef olarak tanimlanan hedeflere yonelik
saldirilarin terdr orgiitleri tarafindan toplumun tipik caydirici politikalarini
asmanin bir yolu olarak son donemlerde siklikla kullani1ldig1 hipotezi tizerine
sekillenecektir.  Sonu¢ ve degerlendirme kismiyla da c¢alisma
tamamlanacaktir.

1.SEHIR EYLEM STRATEJiSI VE TEROR ORGUTLERININ
HEDEF SECIMINDEKI DEGIiSiM

Terorizm kavraminin kullanimi oldukga eskilere dayanmaktadir. 18 ve
19. yy’da daha ¢ok ulusal boyutta kullanilan terérizm, 20. yy ile uluslararasi
bir hal almistir. Bu noktada uluslararasi terdrizm olgusu, 2000'li yillarda
ozellikle 11 Eyliil saldiris1 sonrasinda terdr orgiitlerinin diinya ¢apinda
niifusun fazla oldugu sehir merkezlerinde biiyiik capli saldirilar
diizenlemesiyle birlikte uluslararasi bir endise kaynagi haline gelmistir.

Teror orgiitlerinin sehirlerde yiiriittiikleri eylemleri sehir eylem stratejisi
ile agiklamak miimkiindiir. Bu noktada sehir eylem stratejisi sahada etkili
olan ve stratejinin teorisyenligini yapan Carlos Marighella’nin yazdig ‘Sehir
Gerillasimn El Kitabt’ tlzerinden agiklanabilir. Sehir eylem stratejisi,
ozellikle 20. ylizyilin ikinci yarisinda Latin Amerika'da ve diger bolgelerde
gerilla savasi yiiriiten gruplar arasinda etkili olmustur. Carlos Marighella,
Brezilyali Marksist bir devrimci ve ALN (A¢ao Libertadora Nacional/Ulusal
Kurtulus Hareketi) orgiitiiniin lideri olarak yazdigi bu kitapta sehirlerde
Orgiitlenmenin  amaclarini, hedeflerini  ve taktiklerini paylagmustir.
Marighellaya gore sehir gerillasinin temel stratejisi, iktidardakileri iilkenin
siyasi durumunu askeri bir duruma doniistirmeye zorlayacak siddet iceren
eylemler gerceklestirerek siyasi krizi silahli catismaya doniistiirmektir
(Marighella, 2003, s.26). Bu durumun halkin orduya ve polise karsi isyan
etmesine ve mevcut yonetimin mesrulugunun azalmasma neden olacagim
ongormustur.

Sehir gerillalarinin bu amag¢ dogrultusunda silahli propaganda da dahil
olmak tizere cesitli hedeflere (grevler ve is kesintileri; suikastlar; adam
kagirma; okullarin, fabrikalarin ve radyo istasyonlarinin gegici olarak iggal
edilmesi) yonelik saldirilara, sabit hedeflere (bankalar, isletmeler, askeri
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kamplar, polis karakollar1 ve hapishaneler) yonelik saldirilara ve ekonomik
varliklarin sabote edilmesi vb. eylemlere girisecegini ifade etmistir
(Marighella, 2003, s.63). Marighella’ya (2003) gore schirlerdeki eylem
hayati Onem tasimaktadir ancak miicadele eninde sonunda kirsala
aktarilmalidir (s.63). Bu noktada sehir gerillalarmin gorevi ‘devrimci savasta
belirleyici rol oynamaya mahk(im olan’ kirsal gerilla savasinin ortaya
cikmasina ve hayatta kalmasina izin vermektir (Williams, 2008, s.7).

Sehir eylem stratejisinin bir diger savunucusu David Killcullen ise kirsal
ayaklanmanin yerini kentsel ayaklanmanin aldigin1 ve buna birbiriyle iliskili
dort siirecin yol agtigini ifade etmistir. Bunlar: niifus artigi, kentlesme,
sahillesme ve baglantililiktan olusan dort mega trenddir (Killcullen, 2013,
5.28). Killcullen, giincel catisma ortaminin degistigini ve geleneksel olmayan
savaglarin daha sik yasandigini belirtmekte ve bu noktada alinacak
tedbirlerin yeni tehdit ortamina uygun hale getirilmesini ve sadece askeri
olmamas1 gerektigini ¢iinkii askeri ¢oziimlere uygun olmayan diismansiz
tehditlerin de oldugunu vurgulamaktadir (Killcullen, 2013, s.239-240).
Sehirlerde giivenligin ancak bu faktorlere de 6nem vererek saglanabilecegini
savunmaktadir.

Terdr orgiitlerinin sehir eylem stratejisini benimsemesinin pek ¢ok sebebi
vardir. Bunlar:

o Sehirlerdeki kalabalik niifus,
e Sehirlerde teror orgiitlerinin eleman temini noktasinda zorlanmamasi,

e Sehirlerde medyanin ve kalabalik niifusun etkisiyle terér orgiitlerinin
yaptiklar1 eylemlerle daha ¢ok dikkat ¢ekmesi,

o Sehirlerin genellikle sembolik 6neme sahip binalar, anitlar, meydanlar
ve gelismis ulagim ve iletisim altyapi igermesi,

e Teknolojik yeniliklerin kirsal kesimlerdeki terdristlerin ¢ogunun takip
edilmesine ve eylemlerinin siirli kalmasina sebep olmasidir.

Ik stratejik unsur sehirlerdeki kalabalik niifustur. Diinya niifusunun
yarisindan fazlasi kentsel yerlesim alanlarinda yasamaktadir. Gelismis
iilkelerin ¢ogu yiiksek diizeyde kentlesmistir. BM (Birlesmis Milletler)
Diinya Kentlesme Beklentileri Raporuna gore diinyadaki kentsel niifusun
payr her bes yilda bir %2 artmakta ve 2030 yilinda diinya niifusunun
neredeyse %61’inin kentsel alanlarda yasayacagi tahmin edilmektedir
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(Valiyev, 2007, s.3). Bu baglamda kirsal bir hedefe yonelik bir saldiriy1 uzak
bir iilkede yasayan insanlar1 ilgilendiren bir saldiriyla iliskilendirmek zor
olabilir. Fakat  schirlerde meydana gelen yikim  goriintileri  ve
biiyliksehirdeki tahribata iliskin agiklamalar diinyanin pek c¢ok yerinde
sehirlerde yasayan insanlar tarafindan dikkat c¢ekmekte ve endise
duymalarina sebep olmaktadir.

1960'lardaki kirsal gerillayr birakip sehir eylem stratejisine gecisin ana
nedenlerinden biri sehirlerde terdristler igcin her zaman bir gazetecinin,
kameranin veya genis bir izleyici kitlesinin varliginin olmasidir (Laquer,
2001, s.109). Bu noktada sehir eylemleri, terér orgiitlerine daha genis bir
gorilintirliik saglar. Bu noktada Latin Amerikali bir terdrist ‘Kasabadaki bir
binaya kii¢iik bir bomba bile koysak basinda mansetlere ¢ikacagimizdan
emin olabilirdik. Ama kirsal gerillalar otuz kadar askeri tasfiye etse bile son
sayfada sadece kiigiik bir haber olurdu. Bu yiizden sehir hem siyasi
miicadele hem de propaganda acisindan son derece onemlidir.” ifadelerini
kullanmustir (Blanc, 2013, 5.802).

Ikinci stratejik unsur sehirlerde terdr orgiitlerinin eleman temini
noktasinda zorlanmamasidir. Sehirler, farkli kiiltiirlerin, etnik gruplarin ve
sosyal siniflarin bir arada yasadigi kompleks ortamlardir (Bauman, 2004,
s.115). Bu ¢esitlilik, sosyal gerilimlere ve bireylerin daha kolay
radikallesmesine zemin hazirlayabilir. Bu baglamda sehirlerdeki bu sosyal
gerilimler, teror orgiitlerinin destek bulmasina zemin hazirlamaktadir. Kirsal
kesimdeki kiiclik kasaba ve kdylerden gelen, yerinden edilmis ve kiiltiirel
olarak yabancilasmis kisiler ekonomik kazan¢ ve iyilestirilmis yasam
kosullar1 vaat eden terérist gruplarin manipiilasyonuna bu noktada son
derece agiktir (Taw ve Hoffman, 2007, s.73). Banka soygunu, gasp veya
uyusturucu kacakeiligni gibi faaliyetlerden elde edilen gelir issiz,
yabancilagsmig ve hosnutsuz gencler igin gii¢lii bir ¢ekim saglamaktadir.

Ugiincii stratejik unsur ise sehirlerde medyanin ve kalabalik niifusun
etkisiyle teror orgiitleri yaptiklar1 eylemlerle daha ¢ok dikkat ¢cekmektedir.
Olaylara tanik olan insanlarin sosyal medya araciligiyla yaymladiklari
goriintiiler ve videolar diinya ¢apinda saldirilarin yarattigi kaosu, panigi ve
korkuyu arttirmaktadir. Saldiriya tanik olan insanlar onceden giivenli ve
risksiz olarak niteledikleri bolgeleri saldir1 sonrasi tehdit ve riskin yiiksek
oldugu bolgeler olarak degerlendirmekte; umutsuzluk, sosyal hayati
kisitlama, yagsam kalitesini diisiirme gibi duygulara kapilmaktadir (Cardak,
2022, ss.763-764). Bu dogrultuda sehirlerde gergeklestirilen terdr eylemleri
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kirsalda gerceklestirilen eylemlere kiyasla daha biiyiikk psikolojik etki
yaratmaktadir.

Dordiincii stratejik unsur sehirler genellikle sembolik 6neme sahip
binalar, anitlar, meydanlar ve gelismis ulasim ve iletisim altyapist
icermektedir. Teror orgiitleri, bu altyapilart kullanarak hizli ve etkili
saldirilar diizenleyebilir ayrica politik veya ideolojik mesajlarini iletmek ve
simgesel bir zafer elde etmek amaciyla bu tiir sembolik hedeflere
saldirabilirler (O’Neill, 2005, s.75). Ek olarak gelismis ulagim ve altyapilarn
saldirilarini planlama, koordine etme ve gergeklestirme agisindan avantaj
olarak da kullanabilirler. Bu dogrultuda hem kolluk kuvvetlerinin kentsel
alanlarda manevra yapma yeteneginin olmamasi hem de terér orgiitleri icin
kirsal bir alana gore sehirlerde daha kazangli hedeflerin olmasindan dolay1
teror orgiitleri eylemlerini gehirlere yoneltmistir.

Besinci stratejik unsur ise teknolojik yenilikler kirsal kesimlerdeki
teroristlerin ¢ogunun takip edilmesine ve eylemlerinin sinirli kalmasina
sebep olmustur (Valiyev, 2007, s.4). Fakat sehirlerde terdrist oOrgiitler
topluluk i¢inde kolayca gizlenip kamufle olabilir ve hareket edebilirler.
Devlet her ne kadar teknolojik agidan iistiin olsa da cagdas sehirler 6zellikle
de hizla biiyiiyen gecekondu mahalleleri teroristlere kagma, saklanma veya
kars1 saldirt i¢in en iyi firsatlar1 sunmaktadir (King, 2021, s.16). Bu
baglamda biiyiik sehirlerdeki karmasik cografi yapi, terdristlerin kagmasina
ve asirt kalabalik yerlerde saklanarak gilivenlik glicleri tarafindan
yakalanmamasina yardimci olmaktadir.

Terdr Orgiitlerinin ~ sehirlerde eylem gerceklestirmesi genis bir
perspektiften degerlendirilmelidir. Bu noktada yukarida sayilan unsular
cergevesinde sehir eylem stratejisinin terdr Orgiitleri tarafindan giinii birlik
veya popilariteden kaynaklanan bir amagla gergeklestirilmedigi
anlagilmalidir.  Sehir eylem stratejisi  kirsal miicadeleye temel
olusturmaktadir. Devletler terorle miicadelede, teknolojik gelismelerin ve
sehirlesmenin potansiyel etkilerini anlayarak ve bu baglamda etkili stratejiler
gelistirerek hareket etmelidir.

2.YUMUSAK HEDEF KAVRAMI

Giliniimiizde terorizmin diinya ¢apindaki yiikselisine smirli koruma
tedbirleriyle karakterize edilen hedeflere yonelik bir dizi saldirt eslik
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etmektedir. Bu saldirilar daha iyi planlama, daha biiyiikk destek ve fon
gerektiren ve basar1 sansinin daha diisiik olabilecegi sertlestirilmis yapilar
yerine alan yazinda yumusak hedef olarak adlandirilan yapilara karst
gerceklestirilmektedir. Bu baglamda terdr orgiitleri, metropollerde miimkiin
oldugu kadar ¢ok insani yaralama veya 6ldiirme amaciyla saldirilarint yeni
ve daha cekici hedefler olan kalabalik yerlere yonlendirmistir.

Sert hedeflerden yumusak hedeflere yonelik bu ge¢is hem ulus Gtesi hem
de iilke i¢i terérizm olaylarinda meydana gelmis ancak bu egilim iilke igi
terérizmde daha belirgin bir hal almistir (Sandler, 2014, 5.263). Bu noktada
2000-2016 yillar1 arasinda diinyada gergeklestirilen terdr saldirilar
incelendiginde  %46'sinin  yumusak hedeflere yonelik  gerceklestigi
goriilmektedir (Cuesta vd, 2019, 878). Bu saldirilarin en bilinenleri ise 2015
yilinda gerceklestirilen Charlie Hebdo Saldirisi, 2016 yilinda gergeklestirilen
Briiksel saldirilari, 2017 yilinda gerceklestirilen Barselona Las Ramblas
saldirist, 2017 yilinda gergeklestirilen Manchester Arena saldirist ve 2019
yilinda gergeklestirilen Yeni Zelanda’daki cami saldirisidir (Petra, Hoskova-
Mayerova ve Navratil, 2019, s.453).

Avrupa Komisyonu yumusak hedefleri ‘savunmasiz ve korunmasi zor
olan ve ayn1 zamanda bir saldir1 durumunda kitlesel 6liim olasiliginin yiiksek
oldugu’ yerler olarak tanimlamistir (Avrupa Komisyonu, 2023). Fagel ve
Hesterman'a gore de yumusak hedefler genellikle ‘saldiriya karsi savunmasiz
olan ancak korunmayan herhangi bir kisi veya sey; savunmasiz ve
korunmasi zor olan ve aymi zamanda bir saldinn durumunda kitlesel
kayiplarin yiiksek olasiligi ile karakterize edilen yerler’ olarak tanimlanabilir
(Fagel ve Hesterman, 2016, s.4). Santifort, Sandler ve Brandt en fazla risk
altindaki alanlarin pazar meydanlari, toplu tasima, alisveris merkezleri gibi
kamusal alanlar ve muhtemelen kentsel alanlara yakin konumdaki diger
halka acik toplanma alanlar1 oldugunu belirtmistir (Santifort, Sandler ve
Brandt, 2013, s.15). Bu yerler, teréristler tarafindan kitlesel toplanma
Ozelliklerine sahip olmalarinin yani sira temsili veya sembolik degerleri
olmasi ve ¢ok sayida can kaybmna yol agma olasiliklari nedeniyle
secilmektedir (Cuesta vd, 2019, s.878).

Devlet kontroliinde korunan tiim hedefler kat1 ve resmi hedefler olarak
smiflandirilirken devlet aygitinda higbir resmi rolii olmayan tiim kuruluslar
ve bireyler yumusak hedef kapsaminda degerlendirilmektedir. Bu noktada
yumusak hedefler insanlarin ders ¢alismak, aligveris yapmak, yemek yemek,
eglenmek, ibadet etmek veya seyahat etmek i¢in bir araya geldigi toplumu
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ve ekonomik refahi destekleyen yerlerdir. Kamuya veya 6zel miilkiyete ait
olabilirler ve dogalar1 geregi bir teror saldirisina karsi savunmasizdirlar.
Tipik yumusak hedefler arasinda dini merkezler (cami, kilise, sinagog,
cenaze toOrenleri vs.), egitim kuruluslari, saglik merkezleri (hastaneler),
kiiltiirel aktivite alanlar1 (konser salonlari, stadyumlar, miizeler, diigiin
salonlar1 vs.), ulasim merkezleri (havalimanlari, tren ve otobiis garlari, metro
istasyonlar1 vs.) gibi ¢ok sayida insani igeren alanlar yer almaktadir (Zeman,
2020, s.110).

Yumusak hedeflere olan saldir1 egiliminin 11 Eyliil saldiris1 sonrasinda
arttign sdylenebilir. 11 Eylil saldiris1 sonrasinda ABD, askeri tesisler,
hiikiimet binalar1 ve ulasim sistemleri, kritik alt yap1 gibi hali hazirda sert
olan hedefleri daha da giiglendirmek i¢in biiyiik adimlar atmistir (Hesterman,
2018, s.6). Bu tesisler daha fazla giivenlik kamerasi ve daha fazla insan
giicliyle korunmaya baslanmigtir. Ancak sert hedef olarak adlandirilan bu
alanlarin yeni teknoloji ve taktiklerle daha fazla korunmasi terdristlerin
ilgisini sivil merkezli yumusak hedeflere yoneltmistir. Bu noktada yumusak
hedeflere olan erisim kolayligi, yamusak hedef cesitliliginin fazla ve cazip
olmasi, daha kolay, daha ucuz ve daha kisa planlama dongiisii icermesi
teroristlerin bu hedeflere yonelmesine zemin hazirlamistir (Martin, 2016,
s.274).

Insanlarin yogun olarak bulundugu yerlere ydnelik terdrist saldirilarm
sayisinin son yillarda artmasi nedeniyle bu yerlerin giivenliginin saglanmasi
ve saldirilara karsi dnlem alinmasi gerekmektedir. Bu nedenle son yillarda
yumusak hedeflerin giivenliginin artirilmasina yonelik tedbirler konusuna
bliyiik 6nem verilmekte ve yumusak hedeflerin korunmasi konusu giincel bir
noktada yer almaktadir. Fakat soyle de bir gergek vardir ki kiliseler,
sinagoglar, camiler veya Noel pazar1 gibi fazlaca insanin bulundugu
yumusak hedefleri korumak biiyiik bir zorluktur. Ayrica yumusak hedeflerin
sayisinin neredeyse sonsuz olmasi ve bir yumusak hedef sertlestirilirse dahi
teroristlerin sinirsiz sayidaki bir baska yumusak hedefi segebilecegi gozden
kagirilmamalidir (Schmid, 2021, s.820). Bu noktada bir toplumu 06zgiir
tutmak ile vatandaslarin1 ve ziyaretcilerini giivende tutmak arasinda ince bir
denge vardir. Ozellikle saldir1 araglar1 yiiksek hizla kalabaliga dogru siiriilen
bir kamyonet gibi giindelik nesnelerse olay gerceklesmeden once dakikalar
veya saniyeler icinde yapilabilecek pek bir sey yoktur. Kaldirima gizlenmis
fiziksel giivenlik bariyerleri gibi proaktif dnlemler ise yaya olarak gelip
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saldiran teroristler i¢in gegerli olmayacaktir. Bu nedenle alinacak tedbirlerin
ve onlemlerin ciddi anlamda diisiiniilerek tasarlanmasi gerekmektedir.

3.DAES TEROR ORGUTU VE YUMUSAK HEDEF SALDIRILARI

DAES teror orgiitii kuruldugu ilk giinden beri pek ¢ok isimle anilan ve
Suriye ve Irak'ta faaliyet gosterip bu bolgede bir Islami halifelik kurarak
niifuzunu diinyaya yaymay1 amagclayan selefi-cihatg1 bir orgiittiir (Hashim,
2014, s.70). Tarihsel arka plan olarak DAES’in tarihini dért doneme ayirmak
miimkiindiir. Tlk dénem 2006’da Irak Islam Devleti adiyla kurulana kadar
gecen donemi kapsamaktadir (Pinos ve Steven, 2020, s.1037). Bu doénem
Ebu Musab Ez-Zerkavi'nin onciiliigiinde tanimlanmistir. Bu donemde 6rgiit,
Afganistan'daki egitim kamplarindan Irak'a tasinmis ve burada Cemaat el-
Tevhid ve'l-Cihad adi altinda faaliyetler yiriitmiistiir (Byman, 2003, s.145).
2004 yilinda Zerkavi, El Kaide'ye baglilik yemini etmis ve Irak El Kaidesini
kurmustur (Seving ve Citfci, 2015, s.30). O tarihte Saddam Hiiseyin'in
devrilmesinin yarattigi iktidar boslugu terdr orgiitlerin gelismesi i¢in ideal
kosullar1 saglamigtir. 2006 yilinda Irak El Kaidesi, ABD ve miittefik
giiclerin iggaline kars1 birgok Siinni agirici grupla bir araya gelerek ocak
ayinda ‘Miicahidin Stira Konseyi’, ekim ayinda ise ‘Irak Islam Devleti (ISI)’
adimi almigtir (Pinos ve Steven, 2020, 2.1038).

2006-2011 yillart arasi orgiitiin geriledigi donem olarak ikinci donem
seklinde ele alinmistir. Aym zamanda bu dénem Ebu Omer el-Bagdadi'nin
Orgiitiin basinda oldugu ve orgiitiin eski giiclinli yeniden kazanmay istedigi
bir donemdir. Nisan 2010'da Omer el-Bagdadinin 6liimiiniin ardindan Sura
Konseyi, Ebu Bekir el Bagdadi'yi Irak Islam Devleti'nin yeni lideri olarak
atamigtir (Doganer Ve Yoldas, 2023, s.51).

Orgiit varligimin 2011'den 2016'ya kadar olan {igiincii donemine ise
kiiresel genisleme damgasini vurmustur. Amerikan ordusunun Aralik
2011'de Irak'tan c¢ekilme karari, bélgede yasanan Arap Bahari, Libya lideri
Muammer Kaddafi'nin 6limii ve Sii Bagbakan Nuri el-Maliki'nin Irak'taki
Stinni topluluga yonelik baskic1 politikasi Irak'ta dnemli bir etki yaratmistir.
Bunlara ek olarak Suriye ¢atigmasi Irak Islam Devleti'nin 2011 yili itibariyle
Rakka'daki varligimi gelistirmesini saglamustir.

Nisan 2013'te Ebu Umar el-Bagdadi, Irak Islam Devleti'nin adim Irak ve
Sam Islam Devleti (ISID) olarak degistirmistir (Mccants, 2015, s.36). Bu
baglamda &rgiit, Arapga olarak DAES ‘ed Devlet’ul islamiy el-Irak ves-
Sam’, Ingilizce olarak da ISIS ‘Islamic State of Iraq and al-Sham” seklinde
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ifade edilmektedir (Atun, 2016). Fakat bu isim degisikligi El-Kaide
tarafindan taninmayinca ayni yil ikili iligkiler kesilmigtir. Orgiit, Haziran
2014'te Musul'u ele gecirdikten kisa bir siire sonra halifelik ilan ederek adin
bir kez daha Islam Devleti (ID) olarak degistirmistir (Chaliand ve Blin,
2016, s.598). Ancak c¢ok gegmeden uluslararasi giigclerin DAES’e karsi
miicadeleyi desteklemesiyle oOrgiit topraklarinin kontroliinii kaybetmeye
baglamistir.

DAES tarihinin 2016’dan 2019'a kadar olan dordiincii donemi ise orgiitiin
Suriye ve Irak'taki bolgesel kontroliinii kaybetmesi, hilafetin yikilmasi ve
orgiitin geleneksel terdr taktiklerine gegisiyle devam etmistir. Orgiit,
gerceklestirdigi eylemlerle 2016 yilinda 9.150 kisinin O6liimiine sebep
olurken bu say1 2017°de 4.350 ve 2018’de 1.328’e diismiistiir (McCarthy,
2019). Mart 2019'da ise sdzde kurulan islam Devleti halifeliginin yikilmasi
ve lider Ebu Bekir el Bagdadi'nin 6ldiiriilmesinin ardindan odak noktasini
Kuzey Afrika’daki Cezayir, Misir, Libya, Mali, Mozambik, Nijer ve
Nijerya'daki baglh kuruluglarim1i ve destekgilerini kapsayacak sekilde
genislemeye dogru kaydirmistir.

DAES, aktif oldugu donemlerde Briiksel, Istanbul, Londra, Nice,
Orlando, Paris ve Sidney gibi diinyanin farkli yerlerinde terdr saldirilart
diizenleyen kiiresel bir teror orgiitii olarak faaliyet gostermistir. Bu baglamda
Kiiresel Teror Endeksine gore DAES’in 2014-2020 yillar1 arasinda
Tiirkiye’de gerceklestirdigi 31 saldir1 ve 3 saldir1 girisimi mevcuttur.

Sekil 1. DAES’in 2014-2020 Yillar1 Arasinda Tiirkiye’de Gergeklestirdigi 31
Saldirinin Yillara Gore Analizi (Kaynak: Kiiresel Teror Endeksi, 2024).
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Saldirilar 2016 yilinda en yiiksek noktaya ulagsmis ve bu kapsamda
saldirilarin 4 tanesi 2014, 9 tanesi 2015, 17 tanesi 2016 ve 1 tanesi 2017
yilinda gergeklestirilmistir.2018-2020 yillar1 arasinda saldinn  kaydi
bulunmamustir. Saldir1 girisimleri ise grafige dahil edilmemistir. Bu
baglamda veriler, DAES’in Tirkiye’de gerceklestirdigi saldirilarin 2014-
2016 yillar1 arasinda tirmaniga gectigini, 2016 yilinda zirveye ulastigini ve
2017 itibariyla keskin bir diislis yasadiginm1 gostermektedir. 2016 yili 6rgiitiin
Suriye ve Irak’taki en giiclii oldugu donemlerden biri olup Tiirkiye’yi
dogrudan hedef alma kapasitesine sahip oldugu bir siirectir. 2017 yili
itibartyla ise Firat Kalkan1 Harekati, sinir giivenliginin artirilmasi, istihbarat
faaliyetlerinin giiclendirilmesi orgiitiin hem Suriye’de hem de Irak’ta biiyiik
kayiplar yasamasina ve kontrol ettigi topraklari biiyiik 6l¢iide kaybetmesine
sebebiyet vermistir. Bu durum Orgiitiin  Tiirkiye’de saldirn  yapabilme
kapasitesini dogrudan etkilemistir.

Saldirt girigimlerinin ilki 6 Eylil 2017 tarihinde Mersin Yenisehir
ilcesinde polis karakoluna yonelik bombali eylem planidir (Anadolu Ajansi,
2017). Terdrist etkisiz hale getirilerek saldir1 dnlenebilmistir. Ikincisi 28
Ekim 2017 tarihinde Bayrampasa'daki Forum Istanbul Aligveris Merkezine
yonelik planlanan bombali eylem plamdir (Can ve Kaya, 2018). Ugiinciisii
ise 23 Haziran 2017 tarihinde Tiirkiye’ye yonelik canli bomba eylemi
hazirhiginda olan ve Suriye’den Tiirkiye’ye gecen 5 oOrgiit {iyesinin
operasyonla yakalanmasidir (Milliyet, 2017).

Gergeklestirilen 31 saldirmin 13 tanesi sinir sehirlerine (Kilis, Gaziantep,
Sanlurfa) yonelik atilan roket saldirilarindan olugmaktadir (BBC, 2016;
Aljazeera, 2016; Avrupa Raporu, 2020). 3 tanesi muhalif gazetecilere karsi
gerceklestirilen eylemlerden olusmaktadir. Bu kapsamda 30 Ekim 2015
tarihinde Sanliurfa’da ‘Ayn Vatan® gazetesinin yazi isleri miidiirii Ibrahim
Abdulkadir ile muhabiri Firaz Hamadi DAES’in s6zde dis istihbarat {iyeleri
tarafindan oldiiriilmistir (NTV, 2015). 27 Aralik 2015 tarihinde DAES’e
kars1 yaptig1 belgesellerle bilinen Suriyeli gazateci Naji Jerf oldiirtilmistiir
(Arslan, 2016). Son olarak 12 Nisan 2016 tarihinde ise Suriyeli gazeteci
Muhammed Zahir el Serkat DAES tarafindan oldiiriilmiistiir (BBC, 2016).

5 saldirt ise askeri personellere karsi gergeklestirilen saldirilardan
olusmaktadir. Bu saldirilarin ilki ve ayn1 zamanda DAES’in Tiirkiye’deki ilk
eylemi olarak degerlendirilen 20 Mart 2014 tarihli Nigde Ulukisla
saldinsidir (Kizilgiil, 2020). Hatay’dan istanbul’a gitmeyi hedefleyen 3
DAES militan1 Nigde/Eminlik uygulama noktasinda jandarma gorevlileri ile
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catismaya girmis ve ¢ikan catismada 1 astsubay, 1 polis memuru sehit olmus
ve 1 sivil vatandas hayatim kaybetmistir (Bayraktar, 2014). Ikinci saldir1 23
Temmuz 2015 tarihinde Kilis'in Elbeyli ilgesi Suriye sinirinda gérev yapan
askerlere karst DAES’in kontroliindeki bdlgeden ates agilmasidir (Anadolu
Ajansi, 2015). Bu saldirt sonucunda 1 astsubay sehit olmus ve 2 asker
yaralanmustir. Ugiincii saldir1 1 Eyliil 2015 tarihinde Kilis’in smir hattinda
bulunan S$ehit Memet Hudut Karakolu’'nda gorevliyken devriye atan
askerlere karst DAES’in kontroliindeki bolgeden ates agilmasidir (BBC,
2015). Dérdiincii saldir1 6 Ocak 2015 tarihinde Istanbul Sultanahmet’de
bulunan Turizm Sube Midiirliigiine yonelik el bombalar1 kullanilarak
gergeklestirilen saldir1 sonucunda 1 polis memurunun sehit oldugu ve 2 polis
memurunun yaralandigir saldiridir (BBC, 2015). Bu eylem DAES teror
oOrgiitiiniin tilkemize yonelik gergeklestirdigi ilk bombali eylem olma 6zelligi
tasimaktadir. Besinci saldir1 ise 1 Mayis 2016 tarihinde Gaziantep il Emniyet
Midiirliigiine yonelik araghi bombali saldirisidir ve saldir1 sonucunda 3 polis
memuru sehit olmustur (Avrupa Raporu, 2020).

10 saldirt ise yumusak hedef saldirisi olarak 6n plana ¢ikmaktadir. Bu
saldirilar Kiiresel Terdor Endeksinde yer alan hedef kategorilere bakilarak
analiz edilmistir. Bu kapsamda ulagim merkezleri, egitim kurumlari, dini
merkezler, saglik merkezleri ve kiiltiirel aktivite alanlar1 saldirilar
degerlendirilmistir. Tarihsel olarak saldirilar agsagidaki gibidir:

e 08.07.2014: Istanbul Esenyurt ilgesinde bir cami atese verilmistir.
Saldinda can kaybi bildirilmemis ancak caminin kiitliphanesi hasar
goérmistiir (Habertiirk, 2014).

e 18.05.2015: Adana Seyhan ilcesi ve Mersin illerinde bulunan
Halklarin Demokratik Partisi (HDP) il binalarina es zamanli olarak
diizenlenen bombal1 eylem sonucunda 4 kisi yaralanmstir (Ercan, 2019).

e 05.06.2015: Diyarbakir’da HDP mitingine ydnelik bombali saldirt
gerceklestirilmis ve saldir1 sonucunda 4 kisi hayatim1 kaybederken 215
vatandag yaralanmistir (BBC, 2022).

e 20.07.2015: Sanlwrfa ilinin Surug ilgesinde Amara kiiltiir merkezi
oniinde bir intihar saldiris1 gerceklestirilmis ve 31 kisi hayatim1 kaybetmistir
(BBC, 2015).

e 10.10.2015: Ankara tren gar1 oniinde toplanan kalabaliga yonelik iki
intihar saldirist diizenlenmis ve saldirt sonucunda 100 kisi hayatini
kaybetmistir (NTV, 2023).
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e 12.01.2016: Istanbul Sultanahmet meydani Alman c¢esmesi ve
Dikilitas arasinda kalan bolgede intihar saldiris1 gergeklestirilmis ve saldiri
sonucunda 12 Alman vatandasi hayatin1 kaybederken 16 vatandas da
yaralanmistir (Ercan, 2019). Bu eylem DAES teror orgiitiiniin iilkemizde
turistlere yonelik gerceklestirdigi ilk eylem olma 6zelligi tasimaktadir.

e 19.03.2016: Istanbul Istiklal caddesinde gergeklestirilen intihar
saldiris1 sonucunda 4 kisi (3°ii Israil, 1°i iran vatandasi) hayatini kaybetmis
ve 1°1 polis memuru olmak iizere 45 kisi yaralanmistir (BBC, 2022).

e 28.06.2016: Ug intihar bombacisi, Istanbul Atatiirk Havalimani'nda
patlayici  yikli yeleklerini patlatmadan Once etrafa ates acarak
gergeklestirdikleri saldirida 45 kisi hayatin1 kaybetmistir (BBC, 2016).

e 20.08.2016: Gaziantep'te bir sokak diigiiniinde intihar saldirtyla 51
kisi hayatin1 kaybetmistir (Euronews, 2016).

e 01.01.2017: Istanbul’un Ortakdy semtindeki Reina Gece Kuliibiinde
yeni yili kutlayan sivillere yonelik gerceklestirilen saldirida 39 kisi dlmiistiir
(Sputnik, 2017).

Sekil 2. DAES’in 2014-2020 Yillar1 Arasinda Saldirdigi Hedef Tiirleri (Kaynak:
Kiiresel Teror Endeksi, 2024).
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Gergeklestirilen eylemler incelendiginde yumusak hedef saldirilart tim
saldirilarin %32,2’sine denk gelmektedir. Bu baglamda verilerin analizi,
DAES’in Tiirkiye’de uyguladigi saldirt stratejisinin ¢ok boyutlu oldugunu
gostermektedir. Sinir illerine yonelik roket saldirilari, orgiitiin Suriye ve
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Irak’taki varligimin Tirkiye’ye yansiyan etkilerini ve orgiitiin Tirkiye ile
olan jeopolitik gerilimini gosterirken askeri personel ve muhalif gazetecilere
yonelik suikastlar, orgiitiin giivenlik birimlerini ve fikirsel karsitlarim
dogrudan hedef aldigimi ve giivenlik gii¢lerini yipratma stratejisini ortaya
koymaktadir. Ancak en dikkat ¢ekici unsurlardan biri orgiitiin aktif oldugu
yillar i¢inde 10 farkli noktada yumusak hedeflere saldirmasidir. Bu saldirilar
dogrudan sivilleri hedef aldig1 igin terdriin temel amaci olan maksimum
korku ve kaos yaratma gayesini tagimaktadir. Bu baglamda yumusak hedef
saldirilariin se¢ilmesinde saldirinin psikolojik etkisinin yiiksek olmasi etkili
olmustur.

DAES’in 2014-2020 yillar1 arasinda Tiirkiye’de gerceklestirmis oldugu
saldirilar incelendiginde goriilmektedir ki orgiitiin yumusak hedeflere olan
saldirt egilimi azimsanamayacak kadar fazladir. Orgiit kalabalik yerleri
tekrar tekrar hedef almig ve bu saldirilar 6liim sayisinda da ciddi bir sayiya
yol agmigtir. Bu baglamda orgiit yumusak hedeflere saldirma stratejisiyle
varligmi gosterme, diinya genelinde korku yaratma ve medya iizerinden
mesajlarini ileterek destek toplama cabasi i¢ine girmektedir. Bu amacgla da
agirlikli olarak aligveris merkezlerinde, carsilarda, digiinlerde, kiiltiir
merkezlerinde ve okullarda eylem gergeklestirme yoluyla yumusak hedeflere
saldirmustir.

SONUC

Calismanin birinci basghginda terér orgiitlerinin biiyiiksehirlerde eylem
gerceklestirmesinin ve sehir eylem stratejisinin sebepleri incelenmistir.
Inceleme sonucunda sehirlerin genellikle yogun niifuslu, medya odakli ve
stratejik oneme sahip hedefleri barindiran yerler olmasindan dolay1 teror
orgiitlerinin eylemlerini sehirlerde gerceklestirerek daha fazla dikkat
¢cekmeyi ve medyada daha genis bir sekilde yer bulmay1 hedefledikleri ve
kendi ideolojilerini veya taleplerini daha genis bir kitleye duyurabilmeyi
amagladiklar1 sonucuna ulasilmistir. Bu baglamda DAES’in 2014-2020
yillar1 arasinda Tirkiye’de gerceklestirdigi eylemler sehir merkezlerinde
gerceklesmis ve oOrgiit, sehir ici terdr eylemlerini sistematik bir sekilde
kullanmigtir. DAES’in kirsal alanlardan ziyade sehirlerde eylem yapmayi
tercih etmesinin nedeni daha biyiik psikolojik ve siyasi etki yaratma
amacina dayanmaktadir. Bu kapsamda orgiit sehirdeki eylemleri ile daha
fazla korku yayarak toplumda panik olusturmayi, medya yoluyla kiiresel
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capta propaganda yapmayi, giivenlik gii¢lerini yipratmayr ve sehir
yapilanmalari sayesinde operasyonel esneklik saglamay1 hedeflemistir.

Caligmanin ikinci basliginda yumusak hedef kavrami incelenmistir. Bu
baglamda yumusak hedefler, genellikle askeri tesisler veya devlet kurumlari
gibi daha gii¢lii savunma sistemlerine sahip olmayan, korumasiz veya daha
acik hedefleri ifade etmektedir. Alisveris merkezleri, okullar, toplu tasima
araglari, konser alanlari, ibadet yerleri gibi sivil alanlarin da yumusak hedef
olarak kabul edilen hedefler oldugu sonucuna ulasilmistir.

Caligmanin iciincli bashginda ise DAES teror orgiitiiniin 2014-2020
yillar1 arasinda Tiirkiye’de gergeklestirmis oldugu saldirilar GTD {izerinden
incelenmistir. Bu incelemede toplam 31 saldir1 ve 3 saldir1 girisiminin
oldugu ve bu saldirilarin 10 tanesinin yumusak hedeflere yonelik olarak
gerceklestirildigi gorilmiistiir. Yiizdelik olarak incelendiginde de 6 yillik
zaman diliminde Tiirkiye’de gergeklestirilen tiim saldirilarm %32,2’sinin
yumusak hedef saldirisi oldugu sonucuna ulagilmstir.

Mevcut durum ve son donemde yasanan olaylarin analizinden de
anlasilacag: iizere teror saldirilar son yillarda daha fazla yumusak hedeflere
odaklanmistir. Bu noktada potansiyel yumusak hedeflerin ¢ok cesitli olmasi
nedeniyle diger saldirilarin nerede ve ne zaman gergeklestirilecegini
belirlemek oldukca zordur. Fakat gelecekteki saldiri tehdidi hala yiiksek
oldugu i¢in kayda deger Onlemlerin alinmasi zorunludur. Bu noktada
hiikiimet binalar1 gibi sembolik veya yiiksek degerli hedeflerin aksine
yumusak hedefleri gergek anlamda giiclendirmenin net bir yolu yoktur.
Parklar eglence amagli, kolay erisimli ve hareket imkan1 saglayacak sekilde
tasarlanmistir. Toplu tasimalar, insanlar1 verimli bir sekilde tasimak igin
tasarlanmistir. Agir giivenlik 6nlemlerinin uygulanmasi durumunda her ikisi
de tasarlanmis islevlerini yerine getirmeyi birakacaktir. Ayrica yumusak bir
hedefin ¢evresine giivenlik eklemek saldir1 bolgesini basitce degistirecektir.
Bu nedenle yapilabilecek en temel ve kritik birinci sey calisanlara teror
saldirilarina kars1 farkindalik ve egitim saglamaktir. Ozellikle giivenlik
personeli ve halka acik yerlerde ¢alisan personel siipheli durumlari tanima,
raporlama ve gilivenlik prosediirlerini uygulama konularinda egitilmelidir.
Ciinkii giivenlik gorevlileri, en basit sekliyle saldir1 6ncesinde muhakkak
yapilan gozetleme/kesif yoniine dikkat ederek gelecekteki bir saldiriy1 tespit
edip Oniine gecebilir.
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Gozetleme/kesif asamasi hedefin profilini ¢ikarmak, en uygun saldir
yaklagimim belirlemek ve saldiri igin en uygun zamani belirlemek amaciyla
gerceklestirilir. Bu baglamda terdristler, bir saldir1 baglatmadan 6nce hedefi
birka¢ kez ziyaret ederler. Bu nedenle personeller ve giivenlik gdrevlileri,
yaklasan bir saldirmin habercisi olabilecek silipheli davranislari tespit etme
konusunda dikkatli davranarak Onemli bir rol oynayabilir. Bu noktada
ornegin ayni bolgeye veya konuma giin i¢inde birden fazla kez park edilmis
herhangi bir arabanin bilincinde olmak, giivenlik kameralarindan kaginma
cabalarina siipheyle yaklasmak, cikis ve giris noktalarina, yogun giinlere,
caligma saatlerine, giivenlik gorevlilerine ve diger ¢alisanlara alisilmadik bir
ilgi konusunda tetikte olmak, personel arasinda giivenlik bilincini arttirmak
ve slipheli faaliyetlerin bildirilmesini tesvik etmek gibi 6nlemler alinabilecek
en temel dnlemlerdir.

Ikinci olarak yapilabilecek onemli sey ise yumusak hedeflerin iyi
aydinlatilmis olmasidir. Teroristlerin kamufle olamayacaklar1 bir yerde
saldir1 oncesi gozetleme/kesif yapmasi ve saldir1 sonrasi kagmasi oldukga
zordur. Bu noktada aydinlatma, potansiyel saldirilar1 6nlemede ve giivenlik
personelinin daha etkili bir sekilde gdzlem yapmasina yardimci olabilir.

Ucgiincii olarak hiikiimet yetkilileri, giivenlik giicleri ve o6zel sektor
kuruluslart arasinda etkili bir istihbarat paylasimi ve ig birligi potansiyel
tehditlere karsi daha hizli ve etkili bir tepki saglayabilir. Bu nedenle elde
edilen her istihbarat kaynakli bilginin 6nemli olarak degerlendirilmesi ve
bilmesi gereken prensibi kapsaminda paylasilmas: gerekmektedir.

Dordiincii olarak da isletmelerin veya kurulusun bulundugu bdlgedeki
giivenlik risklerini degerlendirmek 6nemlidir. Bu degerlendirme, potansiyel
tehditleri ve giivenlik zayifliklarini belirlemekte yardimei olacaktir. Bu
kapsamda giivenlik kameralari, alarm sistemleri, kap1 kontrolleri, bariyerler
vb. giivenlik 6nlemleri gibi fiziksel 6nlemler de alinabilir.

Bu noktada giivenlik 6nlemleri bir biitiin olarak ele alinmali ve stirekli
olarak gbdzden gecirilmelidir. Yumusak hedeflere yonelik teror
saldirilarindan korunmanin basarili ¢6ziim kosullari, bilgi ve beceri edinerek
kritik kriz durumlarin1 yonetmeye yonelik teknik ve teknolojik hazirliga
hakim olarak yaratilabilir.
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TERORIZM VE RADIKALLESMEDE PSIKOLOJIK VE
SOSYOLOJIiK FAKTORLER: EL-KAIiDE ORNEGI
Biisra BEYOGLU"
OZET

Insanlar1 terér orgiiti mensubu olmaya ve siddetle radikallesmeye iten ve ceken birgok
psikolojik ve sosyolojik temelli neden bulunmaktadir. Thtiyaglar hiyerarsisi teorisini olusturan
Maslow (1943), fizyolojik, giivenlik, sevgi ve ait olma, sayginlik, biligsel, estetik, kendini
gergeklestirme ve kendini agma ihtiyaclarinin; insanlari bu ihtiyaglari karsilayacak yontemler
aramasini motive eden bireysel ve psikolojik etmenler oldugunu belirtmektedir. Bunlar
disinda, 3N yaklasimini olusturan Webber ve Kruglanski (2017), anlatilarin ve grup
dinamiklerinin terdrizm siireglerine etki eden sosyolojik faktorler oldugunu ifade
etmektedirler. Bu iki teoriyi kullanarak El-Kaide teror orgiitiiniin yaymlanmis mektuplart
tizerinden sOylem analizi yontemiyle incelenen psikolojik ve sosyolojik dinamikler
neticesinde, insanlarin kendi temel ihtiyaglarini karsilama, hem fiziksel hem de psikolojik
olarak giivende hissetme, aile ve aitlik ihtiyaci, 6nem kazanma motivasyonu, diisiincelerinin
uyumu i¢in olaylar1 yorumlama ve anlamlandirma ihtiyaci, giizellik ve dogallik arayisi, kimlik
arayisl ve askinliga ulagma ihtiyaci gibi psikolojik siireglerin orgiite katilim ve siddet yoluyla
radikallesme {izerinde etkili oldugu goriilmiistiir. Ayrica sosyolojik perspektiften
incelendiginde ise se¢ilmis travmalar ve zaferler, dini kitaptan alintilama ve insanliktan
¢tkarma gibi siddeti mesrulastiran anlatilarin yami sira Orgiitiin sistematik yapisi, fikir
birliginin saglanmasit ve grup kimligi ile biitinlesme faktorlerinin terérizm olgusunda etkili
oldugu tespit edilmistir.

Anahtar Kelimeler: El-Kaide, Terérizm, Radikallesme, Ihtivaglar Hiyerarsisi, 3N Yaklasimi

PSYCHOLOGICAL AND SOCIOLOGICAL FACTORS IN TERRORISM
AND RADICALIZATION: THE EXAMPLE OF AL-QAEDA

ABSTRACT

There are many psychological and sociological reasons that push and pull people to become
members of terrorist organizations and radicalized through violence. Maslow (1943), who
created the theory of the hierarchy of needs, states that physiological, security, love and
belonging, esteem, cognitive, aesthetic, self-actualization and self-transcendence needs are
individual and psychological factors that motivate people to seek methods to satisfy these
needs. Apart from these, Webber and Kruglanski (2017), who created 3N approach, state that
narratives and group dynamics are sociological factors that affect terrorism processes. As a
result of the psychological and sociological dynamics examined by using the discourse
analysis method on the published letters of the Al-Qaeda terrorist organization using these
two theories, it has been seen that psychological processes such as meeting people's basic
needs, feeling safe both physically and psychologically, the need for family and belonging,
the motivation to gain importance, the need to interpret and make sense of events in order to
harmonize their thoughts, the search for beauty and naturalness, the search for identity and the
need to reach transcendence are effective in attending the organization and radicalization
through violence. Moreover, when examined from a sociological perspective, it has been
determined that the factors that legitimize violence, such as selected traumas and victories,
quoting from religious books and dehumanization, as well as the systematic structure of the
organization, ensuring consensus and integrating with group identity, are effective in the
phenomenon of terrorism.

Keywords: Al-Qaeda, Terrorism, Radicalization, Hierarchy of Needs, 3N Approach
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GIRIS

Ter6rizm, 6zellikle 11 Eylil saldirilariyla beraber 6nemi artan arastirma
konularindan birisi olmustur. Siddet yontemlerini kullanarak bir¢ok insanin
siirekli korku halinde yasamasina, yaralanmasina ve Olmesine sebep olan
teror Orgiitii iliyelerini bunu yapmaya iten ve ¢eken siyasi, psikolojik,
sosyolojik ve diger bircok farkli neden de bu arastirma konularindan
birisidir. Bu dogrultuda, 11 Eyliil ter6r saldirilarimi diizenleyerek uluslararasi
diizeyde terdrizm, radikallesme ve bunlarla miicadele hususunda
calismalarin hiz kazanmasinda rolii olan El-Kaide teror orgiitii, akademik
alanda da farkli arastirmalara konu olan bir 6rgiit olmaya devam etmektedir.

El-Kaide teror orgiitii, 1979 yilinda Sovyetler Birligi’nin Afganistan’
isgali neticesinde Afganistan’1 isgalden kurtarmak icin toplanmaya baslayip
1988 yilinda Usame bin Ladin’in liderliginde kurulmustur. 1989’da
Sovyetler Birligi’nin ¢ekilmesi ile yoniinii bag diismani olarak gordigii
ABD’ye ¢eviren orgiit, 1991 yilinda Korfez Savasi gerekgesiyle ABD
askerlerinin  Suudi Arabistan’a konuglanmasi1 ile siddet eylemlerini
arttirmaya baglamistir. Cihat anlayist ile hareket eden Orgiitiin amact
Islam’in diismanlar1 olarak tanimladig:i devletlere karsi miicadele ederek
genis bir cografyada Siinni seriat kurallar1 ile yonetilen bir Islam devleti
kurmaktir. 11 Eyliil saldirlan ile kiiresel tanmirlik elde eden orgiit, Bin
Ladin’in 2011 yilinda ABD tarafindan Pakistan’da yerleskesinde
Oldiriilmesine kadar diinyanin birgok yerinde siddet eylemlerinde
bulunmustur. Bin Ladin’in oldiiriilmesi sonrasi yerine gegen yardimcisi
Eymen ez-Zevahiri i¢in Bin Ladin’in aksine liderlik etkisinin gii¢lii olmadig1
sOylenmektedir (Thomas, 2024). 2022’de Zevahiri’nin o6ldirildigi
duyurulmustur. Bu tarihlerden sonra orgiitiin faaliyetleri kademeli olarak
azalsa da gegmisteki eylemleri giincelligini siirdiirmektedir. Orgiite katilim
ve siddet yoluyla radikallesme davraniglart hakkinda yapilan aragtirmalar ile
literatiirde de tartigilmaya devam etmektedir.

Davranislar s6z konusu oldugunda hem motivasyonlar hem de kiiltiirel ve
durumsal faktorlerin etkili oldugu belirtilmektedir (Maslow, 1943, s. 371).
Bu yiizden, eylemler ve davraniglar ile bir biitlinliik olusturan terdrizm
olgusundaki siddetle radikallesme gibi siire¢ iceren konularda arastirmalar
yapilirken motivasyonlara ek olarak kiiltiirel ve grup odakli kavramlar da bu
siiregleri anlamlandirmada etkilidir. Bu siire¢lerdeki bireysel motivasyonlari
anlamlandirabilmek i¢in Maslow (1943)’un “ihtiyaglar hiyerarsisi” ve sadece
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bireysel ihtiyaglara degil aym1 zamanda kiiltiirel unsurlarin ve grup
dinamiklerinin terérizm siirecinde etkili oldugunu ifade eden ve Webber ve
Kruglanski (2017) tarafindan ortaya konulan “3N” yaklagimi birbirlerini
tamamlamaktadir. Dolayisiyla bu aragtirmada, mikro (bireysel) diizeyden
mezo (grup/sosyal) diizeye dogru bir anlatim yapilmistir. Bunun igin
“terdrizm ve radikalesmede etkili olan psikolojik ve sosyolojik dinamikler
nelerdir?” sorusu, 3N yaklagimindaki bireysel motivasyon kismi ve
Maslow’un ihtiyaclar hiyerarsisindeki psikoloji odakli kavramlarla beraber
yine 3N yaklasimindaki sosyolojik siiregler tizerinden Bin Ladin’in
oldiiriilmesi sonrasi yerleskesinde ele gegirilmis olan; 2015 ve 2016
yillarinda Ulusal istihbarat Direktdrii Ofisi’nin internet sitesinde gizliligi
kaldirllmig orgiite ait 196 mektup (Office of the Director of National
Intelligence, 2015; 2016) iizerinden sdylem analizi yontemi ile incelenip
tartisgilmistir. Bu mektuplara ek olarak, igerisinde El-Kaide ile ilgili
Youtube’da yer alan {i¢ roportaj da incelenmistir. Literatiirde, bu iki teorinin
biitlinlesmesi ile El-Kaide terér orgiitii incelenmemistir. Bu yilizden de
literatiir boglugunun giderilebilmesi i¢in bu arastirma yapilmstir.

1. TERORIZM VE RADIKALLESME OLGULARININ PSIiKO-
SOSYAL YAKLASIMLAR UZERINDEN INCELENMESI

Bu kisimda, literatiirde yer alan terérizm ve radikallegsme olgularina farkl
yaklagimlar, bu yaklagimlar icerisinde yer alan psiko-sosyal yaklasimlar ve
psiko-sosyal bakis agisiyla terér orgiitleri lizerine yazilmig vaka ¢alismalari
iceren arastirmalara yer verilmistir.

Terdrizm kavramu i¢in literatiirde ¢esitli tanimlar bulunmaktadir. Schmidt
ve Jongman (1988), 109 tanimin kelime frekans analizini yapmistir. Bu
analize gore en cok kullanilan ilk 10 kavram “siddet/gli¢”, “siyasi”,
“teror/korku”, “tehdit”, “psikolojik”, “kurban”, “sistematik”, “taktik”,
“insani smirt olmayan” ve “baski/zorlama”dir (ss. 5-6). Ayni zamanda
terorizm kisaca “terériin sistematik bir sekilde orgiitlii bir yap1 tarafindan
kullanim1” (Onenli Giiven, 2022, s. 132) olarak da ifade edilmektedir.
Radikallesme kavrami igin ise “siddetin bir ideoloji etrafinda
mesrulastirilarak siireklilestirilmesi” (Onenli Giiven, 2022, s. 132) seklinde
terdrizmi bigimlendiren bir olgu oldugu yoniinde literatiirde tanimlamalar
bulunmaktadir. Borum (2011) ise, radikallesme ve terérizm kavramlarini
birbirinden ayr1 tutarak radikallesmeyi ‘“asir1 ideolojilerin ve inanglarin
geligtirilmesi siireci” (s. 9) yani “ideolojilerin benimsenmesini” i¢eren bir
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“stireg” olarak tanimlarken “eylem yollar1 (action pathways)” kavramini
“terorizme veya siddet iceren asirilik¢i eylemlere katilma siireci” (Borum,
2011a, s. 9) seklinde ifade etmistir. Dolayisiyla her radikallesme siirecinin
terérizmle sonuglanmayacagi ve siddet eyleminin terdrizmdeki radikallesme
olgusunu diger radikallesme tiirlerinden ayiran 6zelliklerden birisi oldugu
belirtilmektedir. Bu noktada “siddetli radikallesme” kavrami One
¢cikmaktadir. Schmid (2013), “siddetli radikallesme (violent radicalisation)”
teriminin “siddetle radikallesme (radicalisation by violence)” kavrami ile
karigtirildigini ve bu terimin “siddete giden radikallesme (radicalisation to
violence)” anlamma gelecek sekilde kullamldigini belirtmistir (s. 1). Ote
yandan siddetli radikallesme kavrami icin “dogasi geregi somut siddeti
kapsayan davraniglart igeren yol” seklinde “eylem/davranig” odakli
tanimlamalar bulunurken “siddeti onaylayan veya mesrulastiran belirli
fikirlerin kabulii” olarak “diisiincede” benimsenen bir siire¢ olarak da ifade
edilmektedir. (European Commission’s Expert Group on Violent
Radicalisation, 2008, s. 5). Dolayisiyla, terérizm olgusundaki siddet i¢eren
radikallesme siireci i¢in hem diisiincede benimsenen hem de davranislar ile
somutluk kazanan “terorist kimliginin” olusum siirecini ifade etmektedir.

Terorizmde radikallesme silirecini  anlatan modeller literatiirde
bulunmaktadir. Borum’un (2011b) dort asamali “terdrist zihniyetin olusma
siireci” olarak tanimladigi modelinde; kisinin dogru olmadigini diisiindiigii
bir durum hakkinda “sikdyet” etmesi, bu durumu ‘“adaletsizlik” olarak
tanimlamasi, bir “hedefi” suglamasi ve son olarak da sucladigi hedefi
otekilestirerek “degersizlestirmesi” seklinde agamalar ifade edilmistir (S. 35).
Moghaddam (2005) ise “terérizmin merdiven modeli” olarak radikallesme
siirecini agiklamistir. Bunun i¢in “maddi kosullarin psikolojik yorumu” yani
bir durumun adaletsizlik olarak yorumlanmasi, bu adaletsizlik i¢in “algilanan
segenekler”, bu seceneklerin ise yaramadigi diigiincesi neticesinde yasanan
hayal kirikligi ve 6fkenin “bir hedefe yansitilmasi”, algilanan adaletsizlik
icin miicadeleyi mesrulastirmak i¢in kisinin “kendisini ve eylemlerini hakli
gormesi”’, kategorik diisiinmenin saglamlagmasi (“biz” olarak belirtilen
“kendi grubu” ve “onlar” seklinde tanimlanan “diismanlar” ayrimi) ve son
asamada baskalarina zarar vermeyi “engelleyici i¢sel mekanizmalarin devre
dis1 birakilmas1” seklinde ifade edilmistir (Moghaddam, 2005, ss. 162-166).
Bu iki modelde de ortak olan adimlar; bir durumun kisinin zihinsel
mekanizmalari tarafindan anlamlandirilmasi (haksizlik olarak yorumlama),
bunun sonucunda duygularin olusumu (hayal kirikligi, 6fke), bu duygularin
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dissallastirilmasi1 (hem adaletsizligin gercek sorumlusu olarak goriilen hem
de bu sorumlu ile baglantili olarak “atfedilen” diger hedeflere olumsuz
duygularin yansitilmasi) ve hedeflere yonelik diislincelerin ve davranislarin
mesrulastirilmasi i¢in yontemler kullanilmas1 (6tekilestirme gibi) seklinde
siralanabilir.

Terdrizmin nedenleri konusunda literatiirde farkli yaklagimlar vardir.
Schmid (2013), bu nedenleri mikro (bireysel faktorler), mezo (sosyal
cevrenin etkisi/grup bazli siirecler) ve makro (hiikiimet ve toplumla iliskiler)
bakimindan kategorilere ayirmistir (s. 4). Ross (1993) ise literatiirdeki
caligmalarin  yapisal nedenler (sosyal/siyasi/kiiltiirel/ekonomik yapida
bulunan nedenler), psikolojik durumlar (6rgiite katilim nedenleri, Orgiit
tiyelerinin terér eylemlerindeki etkisi) ve rasyonel se¢im (maliyet-fayda
hesaplamalarinin sonucu olarak terér orgiitlerine katilim) olmak {izere ii¢
kategoride incelendigini ifade etmistir (s. 317). Ayrica literatiirde terdrizme
iten ve ¢eken nedenler bakimindan da arastirmalar mevcuttur. Terdrizme
“iten nedenler” olarak kimlik sorunlari, adaletsizlik duygusu ve hayal
kirikligr gibi psiko-sosyal faktorlerin yaninda sosyal, siyasi ve ekonomik
durumlar gibi g¢evresel faktorler de itici gilic olabilmektedir (European
Commission, 2024, s. 8). Ote yandan “ceken nedenler” ise orgiitiin ideolojisi
ve yapisi gibi orgiitiin bireye sunabilecegi faktorler olarak belirtilmektedir
(Al-Attar, 2019, s. 6). Ayn1 zamanda Ross (1993) terérizme “izin veren
sebepler” ve “tetikleyici sebepler” olarak yapisal nedenleri gruplandirmistir.
Makalede terdrizme izin veren nedenler; cografi konum (sehir ortamlarinda
lojistik ve insan kaynagi ulasiminin kolayligi), siyasi sistem tiiri
(demokrasilerde ve ulusal/etnik catigmalarin oldugu sistemlerde) ve
modernlesme diizeyi (teknoloji/iletisim gibi kolaylastiric1 faktorler) olarak
gruplandirilmistir  (Ross, 1993, ss. 320-322). Tetikleyici sebepler ise
sosyal/kiiltlirel/tarihsel kolaylastiricilar (ortak inanglar ve gelenekler),
orgiitsel ayrilma ve gelisme (mevcut oOrgiitlerin boliinmesi ile yeni ¢ikan
Orgiitler arasi rekabet), diger siyasi huzursuzluk bigimleri (protestolar,
isyanlar, savas), destek (devletlerden, kurumlardan, kisilerden), terorle
miicadele kurumlarinin bagarisizligi (kolluk kuvvetleri, askeri birimler,
istihbarat servislerinin yetersizligi), silah ve patlayicilarin mevcudiyete
(bunlara kolay erisim saglanabilmesi) ve sikayetler (gercek ya da algilanan
asagilama/ayrimcilik gibi tutumlar) olarak ifade edilmistir (Ross, 1993, ss.
322-326). Hudson (1999) ise terérizmin nedenlerini anlamak i¢in ¢ok
nedenli yaklasim (farkli alanlardan nedenlerin birlesimi), siyasi yaklagim
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(ulusal/uluslararas1 cevreler, iiniversiteler gibi ortamlar), organizasyonel
yaklasim  (grup/kolektif dinamikler), psikolojik yaklasim (terdrist
zihni/kisiligi, katilim nedenleri, motivasyonlar) ve fizyolojik yaklagim
(6zellikle norofizyolojik siirecler) olmak {izere bes yaklasim oldugunu
belirtmektedir (ss. 15-19). Buradaki fizyolojik yaklasim, ozellikle
uluslararas1 iliskiler, psikoloji ve sosyoloji alanlarindaki terérizm
literatiirlinden farklilasan bir yaklasim olarak 6ne ¢ikmaktadir. Bu yaklagim,
psikoloji ve norofizyolojik siire¢lerin birlikte agiklanmasini igermektedir. Bu
hususta Oots ve Wiegele (1986), medyanin roliine vurgu yaparak medyanin
teroristlerin yontemlerini ve hedeflerini genis bir ¢evreye yaymasi yoluyla
terorizmi “bulastirabilecek” bir uyarana doniisebilecegini belirtmektedirler.
Ayrica stres altinda beyinde iiretilen ve “savas ya da kag” tepkisinin
kimyasal uyaricisi olan norepinefrin gibi maddelerin terdrizmle de iliskili
oldugunu savunmaktadirlar. Algilanan adaletsizlik durumunun bir sonucu
olan hayal kiriklig1 duygusunun siirekli uyarilma haline yol acabilecegini ve
bu uyarilma halinin de hayal kirikligin1 pekistirebilecegini ve bu sekilde
“savag ya da ka¢” sendromunun devamli olarak tekrarlanabilecegini
belirtmektedirler. Burada ifade edildigi gibi siirekli olarak maruz kalinan
“hayal kirikligi-uyarilma kisir dongiisi”, bireyleri agresif eylemler
araciligiyla rahatlamaya itebilecek bir durum olarak ifade edilmektedir (Oots
& Wiegele, 1986, ss. 16-17). Dolayisiyla bu durumun, terérizme de neden
olabilecek etkenlerden birisi olabilecegi belirtilmistir.

Terorizmin psiko-sosyal dinamikler ¢ercevesinde ele alinmasi konusunda
Abbasi vd. (2017) bes farkli teoriyi; motivasyonel, bilissel ve sosyal olarak
tic kategoride degerlendirmiglerdir. Bunlardan ilki motivasyonel bir
yaklagim olan ve Berkowitz (1989) tarafindan olusturulan “hayal kirikligi-
saldirganlik hipotezi”dir. Bu hipotez, bireylerin haklarindan mahrum
birakilmasinin ve buna kars1 miicadele araclarinin engellenmesinin yol agtigi
hayal kiriklig1 duygusunun disariya atilarak rahatlamanin saglanabilmesi icin
saldirganlik giidiisiniin olusabilecegini ve bu durumun da terdrizme
sebebiyet verebilecegini belirtmektedir (Abbasi vd., 2017, ss. 321-322).
Ikinci olarak verilen motivasyonel yaklasim ise “terdrizmin goreceli
yoksunluk teorisi’dir. Ziemke (2006) tarafindan ortaya konan bu teori;
algilanan sosyal, ekonomik ve siyasi yoksunluklarin terdrizme neden
olabilecegini belirtmektedir. Ugiincii olarak hem sosyal hem de psikolojik
stirecleri igeren “negatif kimlik hipotezi”dir. Bu hipotez Erikson (1982)’ 1n,
kimlik gelisim siirecleri ile ilgili olarak olusturdugu teorisinden alinmustir.
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Bireyin kim oldugunu ve toplumdaki roliinli ¢6zemedigi durumlarda olusan
kimlik krizlerinin, hem toplumun kisiye dayatmaya calistig1 rollerle hem de
sorunlarla miicadeledeki basarisizliginin sebep oldugu hiisranin etkisiyle
terdrizme ydneltebilecegi ifade edilmektedir. Ornegin dini motivasyonlu
terdr eylemlerinin kokeninde modernlesmenin “dini kimlige” bir tehdit
olarak goriilmesinin mevcut oldugu belirtilmektedir (Abbasi vd., 2017, ss.
330-331). Dordiincii olarak belirtilen “narsisistik 6fke hipotezi” ise Morf ve
Rhodewalt (2001) tarafindan ortaya konulmus olan “narsisizmin dinamik 6z
diizenleyici isleme modeli” kullanilarak olusturulmustur. Bu hipoteze gore,
0z saygisinin pargalanmast ve buna bagli olarak deneyimlenen &fke
duygusunun, kisinin siirekli olarak kendisini yiiceltmesi ve diger kisileri
kiigimsemesi ile sonuglanabilecegi belirtilmistir. Zarar goérmiis benlikten
kaynaklanan “narsisistik yaralanma ve o6fkeyi” ¢ozmek igin terdristlerin
kendilerini iistiin gorerek ve digerlerini degersizlestirerek narsisistik
ofkelerini besledikleri savunulmaktadir (Crayron, 1983).

Terdrizm olgusuyla ilgili olarak degerlendirilebilecek bir diger yaklagim
hem sosyal hem de bilissel dinamikleri igeren ve Bandura (1977)’nin ortaya
koydugu “sosyal Ogrenme teorisi ve sosyal biligsel teori”dir. Bu teori
bireyin, cevresinden gozlemlediklerini kendi algilariyla sekillendirerek
davranislarini belirledigini ifade etmektedir. Terdristlerin de gevrelerindeki
gozlemledikleri durumlar1 kendi bilisleriyle anlamlandirarak bulunduklar
ortami “terdrizme izin verici” bir baglam olarak degerlendirdikleri
belirtilmektedir (Crenshaw, 1981). Dolayisiyla terdristler, gézlemledikleri
sosyal ve siyasi birgok durumu zihinsel siiregleri i¢cinde yorumlayarak “kendi
gercgekliklerini” olustururlar. Buradaki gibi ¢evre ve birey etkilesiminin
terdrizmle iliskisi baglanminda literatiirde ¢aligmalar bulunmaktadir. Ornegin,
Kerkiiklii (2023) literatiirde birey-cevre iligkisi cercevesinde olusturulan
savlar1 dini motivasyonlu terdr orgiitlerinden olan El-Kaide’nin ve DEAS 1n
iist diizey yoneticilerinin Ozelliklerini inceleyerek ifade etmistir. Makalede
El-Kaide’nin kurucu lideri olan Usame Bin Ladin’in 6gretmeninden
etkilenerek “Miisliiman kardesler” ideolojisi ile ilgili toplantilara katildig1 ve
bu sekilde El-Kaide ideolojisinin de temellerinin atildig; Irak El-Kaide’sinin
eski lideri Ebu Musab El Zarkavi’nin ise gengliginin yoksulluk ve siddet
olaylarimin oldugu bir yerde ge¢mesinin ve saldirgan kisiliginin terdrizme
egilimini arttirmis olabilecegi ve DEAS’1n eski liderlerinden olan Ebu Bekir
El Bagdadi’nin, kendisinin dogdugu yere Amerika tarafindan hava saldirist
diizenlemesinin intikam ve nefret duygusuyla beraber gelen “magduriyet”
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duygusuna neden olarak terorizm siirecini tetiklemis olabilecegi belirtilmistir
(Kerkiiklii, 2023). Dolayisiyla bahsedilen bu durumlar, terdrist kimliginin
olugmasinda bireylerin etraflarindaki durumlari biligsel mekanizmalarindaki
siizgeclerden gegirerek “kendi gergekliklerini” olusturmalarini saglayan
stireglerin bir pargasi olmustur. Bunun sonucu olarak da kendi diisiincelerini
ve eylemlerini mesrulagtirmak icin “kendi gercekleri” c¢ercevesinde
yorumlamalar yapmaktadirlar. Ornegin dini ideolojiye sahip terdr
orgiitlerinde, dinin orijinaline yonelik tehdit oldugu diisiincesiyle dinin
“giivenliklestirilmesinin” s6z konusu oldugu (Kurt & Demirat, 2024, s. 319)
ve El-Kaide’nin sdylemlerinde dini kitaptan yaptilan alintilarinda “kendi
yorumlar1 ile giincel sartlara uygun hale getirdikleri” belirtilmektedir
(Kasiker & Biilbiil, 2023, s. 126).

Psiko-sosyal bakis agisiyla farkli terér Orgiitleri tizerine yazilmig
caligmalar literatiirde yer almaktadir. Ornegin, “3N teorisi” baglaminda
DEAS teror orgiitiiniin siddet yoluyla radikallesme siirecine neden olan
faktorlerden bahsedilmektedir (Dagher vd., 2023). Bu baglamda énem kaybi
ve insani ihtiyaglariin karsilanacagi algisinin, sosyal cevre ile pekisen
onemsenme duygusunun ve anlatilar ile sunulan ideolojik ¢ergevenin
(sorunun gergevelenmesi, su¢lunun belirlenmesi, ihtiyaglarin karsilanmasi ve
Oonem kazanmak i¢in yontemin sunulmasi) bu siiregte etkili oldugu ifade
edilmektedir (Dagher vd., 2023). Ayrica DEAS’a katilmi ve siddet
eylemlerini siirdiirmeyi tesvik eden farkli psiko-sosyal faktorlerden de
bahsedilmektedir. Trak gibi savas ve somiirii gibi siddet igerikli olaylarin
yasandigi lilkelerde uzun siire yasamanin, buradaki toplumlarda ve
insanlarda hayal kirikligi ve giivensizlik hissine sebep olarak teror
orgiitlerine katilmak i¢in bir neden olabilecegi ifade edilirken Bati
Avrupa’dan orgiite katilanlarin birgogunun ise ailelerinin gé¢men oldugu ve
diisiik egitim seviyesi, kisitli is imkanlar1 gibi nedenlerle sosyal olarak alt
sinifa mensup oldugu sdylenen bu bireylerin reddedilmislik algisiyla kimlik
ve anlam arayisi, bir yere ait olma gibi motivasyonlarla hareket ettikleri
belirtilmektedir (Kizilhan & Steger, 2021, ss. 28-30). Ote yandan Ozyilmaz
Kiraz (2016), El-Kaide teror orgiitii icin siddet eylemlerinin devam
etmesinde “siddeti engelleyen vicdani bariyerlerin yikilmasinin” etkili
oldugunu belirtirken “kolektiflik  fikrinin” ve “ahlaki ¢oziilme
mekanizmalarinin” bu vicdani bariyerlerin yikilmasinda rolii olan iki psiko-
sosyal durum oldugunu belirtmektedir. “Kolektif kimlik” ile gruba bagliligin
stirekli kilinmast saglanirken “ahlaki ¢oziilme” i¢in eylemlerin ahlaki
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amaclara hizmet olarak tanimlanmasi, sorumlulugun otorite olarak goriilen
figlire kaydirilmasi, grupla birlikte hareket edilerek sorumlulugun yayilmasi,
sonuclarin 6nemsenmemesi veya carpitilmasi ve insanliktan ¢ikarma baslica
mekanizmalar olarak ifade edilmektedir (Ozyillmaz Kiraz, 2016). Koltko-
Rivera (2006) ise siddet kullaniminin, “kendinin 6tesinde bir davaya veya
amaca baglilik” olarak tanimladig1 “kendini asma ihtiyac1” ¢ercevesinde, 11
Eylil teroér saldirilarinin ve genel olarak dini motivasyonlu siddet
eylemlerinin “kendini agma” durumunun negatif kutbunu ifade ettigini
belirterek (s. 311) motivasyon temelli bir neden ortaya koymaktadir.

Sonug olarak literatiirdeki terérizm olgusu ile ilgili tespit edilen bu
cesitlilik, terdrizme ve radikallesme siireclerine etki eden dinamiklerin
anlagilmasinda ¢esitli alanlardan ¢iktilarin bir arada degerlendirilmesinin
Onemine isaret etmektedir. Bu arastirmada ise, psiko-sosyal teoriler
kullanilarak psikoloji ve sosyoloji alanlarinin biitiinlestigi bir yaklagim ile
incelemeler yapilmistir. El-Kaide teror orgiitiine katilim davranisi ve orgiit
icinde radikallesmeye sebep olan nedenler psiko-sosyal teoriler iizerinden
incelenmistir. Bu dogrultuda literatiirde terérizm konusuyla iligkili olarak az
kullanildig1 tespit edilen “ihtiyaglar hiyerarsisi” ve “3N yaklasimi” diger
boliimde agiklanmustir.

2. RADIKALLESME SURECLERINDE IHTIYACLARIN,
ANLATILARIN VE NETWORK’UN ROLU

Bu makalede, El-Kaide ter6r orgiitiine katiimi ve siddet yoluyla
radikallesmeye neden olan psikolojik motivasyonlar “Maslow’un ihtiyaglar
hiyerarsisi” teorisi ve sosyolojik unsurlar “3N yaklasimi” g¢er¢evesinde
incelenmistir. Terorizm ve radikallesme olgularinda psikolojik ve sosyolojik
etkileri anlamlandirabilmek amaciyla, literatiirde eksik oldugu tespit edilen
bu iki teori ile baglantili sekilde El-Kaide teror orgiitii iizerine yapilan bu
arastirmanin teorik cercevesi bu boliimde ifade edilmektedir. “Ihtiyaglar
hiyerarsisi” psikoloji temelli bir yaklasimken “3N teorisi” daha ¢ok
sosyolojik unsurlar1 barindiran bir yaklagim olmasi nedeniyle bir arada
kullanilmustir. Thtiyaglar bakimindan “ait olma”, “anlatilar” ¢ergevesinde “ait
olma hissiyatinin pekistirilmesi” ve “ger¢ekligin insas1”, ‘“network”
baglaminda ise “grup aidiyet bilincinin giigclendirilmesi” gibi mikro
(psikolojik) ve mezo (sosyolojik) diizeylerde pek ¢ok psiko-sosyal durumun,
segilen vakanin anlasilmasi hususunda cergevelendigi tespit edilmistir.
Bunun i¢in bu kisimda oncelikle kullanilan bu iki teorinin agiklamalari
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yapilirken diger boliimde El-Kaide terdr orgiitii vakasi: baglaminda bu iki
teori degerlendirilmistir.

2.1. Maslow’un Ihtiyaclar Hiyerarsisi

Maslow (1943)’a gore her insan, ihtiyaclarin1 karsilamak igin
motivasyona sahip olur ve bu ihtiyaclar belli bir dizilim olusturur; bir 6nceki
asamadaki ihtiyac1 karsilayarak sonraki asamaya gecerler. Maslow bu
ihtiyaglar1 gostermek i¢in piramit modelini kullanmistir. Bir &nceki
asamadaki ihtiyaglar tamamlanirsa sonraki asama icin arayisin baslayacagini
belirterek hedef temelli bir yaklasim benimsemistir. Insanlar1 motive eden
bes ihtiyaci, en alttan iiste dogru sirasiyla “fizyolojik”, “giivenlik”, “sevgi/ait
olma”, “sayginlik” ve “kendini gerceklestirme” ihtiyaglar1 olarak
siralamuistir. Ikinci versiyonunda sayginlik ve kendini gergeklestirme
ihtiyaclar1 arasma sirasiyla “biligsel” ve “estetik” ihtiyaglarin1 eklemistir
(Maslow, 1970). En son olarak ise ‘“kendini asma” ihtiyacin1 en iiste
ekleyerek ihtiyaglar1 sekiz kategoride ifade etmistir (Maslow, 1976).

Maslow (1943), “fizyolojik ihtiyaglar” olarak nefes alma, yemek, su,
uyku ve barinma gibi fiziksel olarak hayatta kalinmasini saglayan faktorler
(s. 372), “glivenlik ihtiyac1” i¢in glivenli bir ¢evre ve giivende hissetme (ss.
376-380), “sevgi ve ait olma ihtiyact” i¢in arkadas ve aile ortamlarinda
sevme ve sevilme istegi (ss. 380-381), “sayginlik ihtiyaci” olarak 6z saygi ve
bagkalarindan saygi gérme gibi faktorler ifade edilmektedir (ss. 381-382).
Ardindan sirasiyla, bilme ve anlama istegi yani “biligsel ihtiyaglar”, giizellik
ve diizen arayisi olarak “estetik ihtiyaglar1” eklenmistir (Maslow, 1970, ss.
82-86). Bu asamalardan sonra ise, “kendini gerceklestirme ihtiyac1” yani
kendi potansiyeline ulagma ve kim oldugunu anlama istegi (Maslow, 1943, s.
13) ve son olarak “kendini asma ihtiyaci”, insanin kendi potansiyelinin
istiine ¢ikmasi, manevi ihtiyaclar ve “zirve deneyimler” olarak ifade
edilmektedir (Maslow, 1976). Burada bahsedilen durum agkin bir karaktere
ulasma yolundaki istegi ifade etmektedir. Bu sekilde sekiz asamali bir
ihtiyaglar piramidi olusturulmustur.

2.2. 3N Yaklasimi

Webber ve Kruglanski (2017)’nin “3N yaklasimi™, bireyleri radikal
olmaya iten ve ¢eken nedenleri ti¢ temel faktore baglamaktadir: ihtiyaclar
(needs), anlatilar (narratives) ve baglantilar (network). Ihtiyaglar, bireysel
motivasyonlari; anlatilar, kiiltiirel unsurlart ve baglantilar, grup bazli sosyal
etkiyi ifade etmektedir (s. 33). Bireysel ihtiyaclar olarak “onur, asagilanma,
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adaletsizlik, intikam, sosyal statii, finansal yarar, lidere sadik olmak ve
cennete girme istegi” (s.34) gibi nedenler belirtilirken bunlarin altinda yatan
ana nedenin “6nem arayis1” oldugu ifade edilmektedir (s.34). Onem arayist
da ii¢ alt baslik altinda incelenmistir: Onem kaybi, énem kayb1 ihtimali ve
onem kazanma ihtimali (s.35). Onem kaybi, grup bazli kayip ve kisisel kayip
olarak ikiye boliinmiistiir: Grup bazli kayip durumunda, grup kimligi
tizerinden asagilanma ve onur kaybinin kisileri dnem arayisina ittigi ifade
edilirken kisisel kayip durumunda, kisinin kendi kimligi iizerinden yasadigi
onem kaybr ile motive olmasi olarak belirtilmistir. Onem kayb1 ihtimali ise
bir kisinin, bir durumu gerceklestiremediginde yasayacagini diisiindiigii
utang olasilig1 icin motive olmasidir. Onem kazanma ihtimali ise kisinin
kahramanlik, sehitlik gibi statiiler ile onem kazanma istegi sonucu olusan
motivasyondur (s.35).

Anlatilar ise radikallesmeye iten siireclerin kiiltiirel boyutudur. Kiiltiirel
normlar ve ideolojik anlatimlar terérizmi mesrulastiran bir giic haline
gelebilmektedir. Terérizmi mesrulagtiran dort anlatidan bahsedilmektedir.
Bunlar, gruba yonelik tehdit olan aktorleri tanimlamak, siddetin uygun bir
cevap olarak gosterilmesi, diisman olarak atfedilen grubun mesruiyetini
kaybettirme ve hedefe ulagsmada yiiksek basari olasiligi algisidir (Webber ve
Kruglanski, 2017, s. 40-41).

Baglantilar ise grup i¢i dinamikleri ifade etmektedir. Grup iginde aykiri
olma korkusu, dolayisiyla da digerleri tarafindan asagilanma, otekilestirilme
ve Onem kaybi korkusu nedeniyle yasanacak stresli durumdan kagimmak
amactyla bireyler, grup i¢i kararlar1 ve eylemleri sorgulamama yoluna
giderek fikir birligini siirdiirme c¢abasina girerler (Webber ve Kruglanski,
2017, s. 41). Bu sorgulamama halinin getirdigi fikir birligi, zamanla kisisel
kimligin grup kimligi ile biitiinlesmesine neden olarak bireylerin grubu
korumak i¢in fedakarlik yapma ihtimalini arttirir (s. 42). Buraya kadar
anlatilan bireysel motivasyonlar, anlatilar ve grup dinamikleri, siddetle
radikallesme yolunda psikolojik ve sosyolojik etmenlerin etkilesiminin
Onemini gostermektedir.

3. EL-KAIDE TEROR ORGUTUNUN PSIKOLOJIK VE
SOSYOLOJIK BOYUTLARDA iNCELENMESI

El-Kaide orgiitiine katilim davranigina ve orgiit icerisinde siddet yoluyla
radikallesmeye neden olan siiregler; orgiitiin 2011 y1li 6ncesini kapsayan ve
Bin Ladin’in 6ldiiriildigii yerleskede ele gecirilen 2015 ve 2016 yillarinda
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gizliligi kaldirilarak Ulusal Istihbarat Direktorii Ofisi’nin internet sitesinde
Ingilizce’ye gevrilerek yayinlanan orgiit iiyelerine ait 196 mektuba ek olarak
Youtube kanali “Channel 4 News” tarafindan yayinlanan “l was an MI6 spy
inside Al-Qaeda” ve” LADbible Stories” isimli Youtube kanalinin
yayinladigi “Life As A Spy Inside Al-Qaeda ” isimli videolardaki, eski bir El-
Kaide tiyesi olan ve sonrasinda Birlesik Krallik dis istihbarat servisi olan
MI6 i¢in calismaya baslayan Aimen Dean isimli kiginin hem orgiite katilim
siireglerini hem de katildiktan sonra deneyimledigi durumlar1 anlatan bu
roportajlar ve Channel 4 News kanali tarafindan yayinlanan “Inside Al
Shabaab: The extremist group trying to seize Somalia” isimli belgesel
icerisinde El-Kaide’ye bagli olan Es-Sebab terodr orgiitii liyeleri ile yapilan
roportajlar da incelenmistir. Bu arastirmada, mikro diizeyden mezo diizeye
dogru bulgular belirtilmistir. Mikro diizey c¢ergevesinde bireysel ve
psikolojik ihtiyaglar ve mezo seviyede sosyolojik dinamikler ifade edilmistir.
“Soylem analizi” yontemiyle “Maslow’un ihtiyaglar hiyerarsisi” ve “3N
yaklagim1” dogrultusunda bu teorilere denk gelen 6gelerin mektuplarda ve
diger kullanilan kaynaklarda olup olmadigi incelenerek bulgular ifade
edilmistir.

Bu arastirmada kullanilacak yontemin sebebinin anlasilabilmesi igin
oncelikle “soylem” ve “sdylem analizinin” neler oldugundan bahsedilecektir.
Soylem "sosyal, kiiltiirel ve tarihsel kullanim kaliplari ve gelismeleriyle
baglantili olarak goriilen her tiirlii anlamli semiyotik insan etkinligi"
(Blommaert, 2005, s.3) olarak ifade edilirken sdylem analizi “dilin
uzantilariin, tam metinsel, toplumsal ve psikolojik baglamlari i¢inde ele
alimdiginda, kullanicilar i¢in nasil anlamli ve birlesik hale geldigini” (Cook,
1989, s. ix) inceleyen bir analiz teknigi olarak belirtilmektedir. Dolayisiyla
sOylem analizi yontemi dilin kullaniminin elestirel bir bicimde irdelenmesi
yoluyla psikoloji ve sosyoloji temelli dinamiklerin de anlagilmasina olanak
saglayabilecek bir yontem olarak ifade edilmektedir. Bu arastirmada, El-
Kaide teror orgiitiine katilim davranisiin ve siddetin mesrulastirilarak orgiit
tarafindan yontem olarak kullanilmasiin nasil oldugu ve bunlarin altinda
yatan psiko-sosyal gerekgelerin neler oldugu birincil kaynak olan orgiit
iiyelerine ait mektuplar ve roportajlar tizerindeki sdylemlerden analiz
edilerek “ihtiyaclar hiyerarsisi” ve “3N yaklasimi” ¢ercevesinde
aciklanmustir. Ozellikle mektuplar, kisilerin duygularinin ve diisiincelerinin
anlagilabilmesine olanak saglayan bir belge tlirli olmasi nedeniyle hem
psikolojik siire¢lerin anlamlandirilmasinda hem de mektubu yazan kisinin
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kendi grubu ile ilgili gozlemledigi ve algiladigt durumlar1 da ifade
edebilmesi bakimindan sosyolojik faktorlerin de anlagilabilmesine olanak
saglamaktadir. Bu sebeple bu calismada El-Kaide orgiit iiyeleri tarafindan
birincil agizdan yazilan mektuplar ve yapilan roportajlar sdylem analizi
yontemi ile psiko-sosyal bir perspektiften arastirilmustir. Ik olarak
psikolojik/bireysel faktorleri ifade eden yani mikro diizeyde bir bakis agisi
iceren “ihtiyaclar hiyerarsisi” gercevesinde El-Kaide teror orgiitiine katilim
ve radikallesme siiregleri degerlendirilecek ve sonrasinda sosyolojik/grup
temelli dinamikleri iceren yani mezo diizeyde bir perspektiften ifade
edilebilecek olan “3N yaklagimi” baglaminda tartigilacaktir.

3.1. Mikro Diizey: El-Kaide’de Psikolojik Faktorler

Bu kisimda, El-Kaide mensuplarmin orgiite katilimindaki ve siddetle
radikallesmedeki ~ bireysel = motivasyonlart ~ Maslow’un  ihtiyaclar
hiyerarsisindeki adimlar iizerinden incelenmistir. S6ylem analizi sonucu
bulunan veriler sirasiyla fizyolojik, giivenlik, sevgi/ait olma, sayginlik,
biligsel, estetik, kendini gerceklestirme ve kendini asma ihtiyaclar
dogrultusunda agiklanmustir.

3.1.1. Fizyolojik Intiyaclar

Insanin hayatta kalmasinin en temelinde nefes alma, yemek yeme, temiz
su, uyku ve barinma gibi ihtiyaglar vardir. Bu ihtiyaglarin en zor karsilandigi
yerler, savas ve catisma bolgeleri, kirilgan ve yoksul olan iilkelerdir. El-
Kaide’nin ilk olarak ¢iktig1 yer olan Afganistan, isgallerin ve savasin oldugu
insanlarin temel ihtiyaglarinin kargilanmasinin zor oldugu bir iilkedir.
Orgﬁtﬁn cagr1 mektuplarinda Afganistan, Pakistan, Sudan, Yemen, Filistin,
Irak, Suriye ve Somali gibi i¢ karisikliklarin yasandigi ve dolayisiyla da
temel ihtiyaclarin karsilanmasinin zor oldugu iilkelere seslenilmesi ve
buralardan orgiite katilanlarin olmasi, temel ihtiyaglarin kargilanmasi igin
orgiitlin ¢ekici bir faktdr oldugunu gostermektedir. Sovyetler Birligi’nin
Afganistan’ isgali sirasinda Afganistan’da El-Kaide’ye katilimin olmasinin
nedenlerinden birisi de budur. “Bin Ladin para konusunda comertti...bize,
fakirlere, dullara, yetimlere yardim ediyordu, bazi ihtiya¢ sahibi insanlara
yardim fonu diizenliyordu” (National Geographic, 2008) seklinde ifade
edilen durum, ihtiyaglarin karsilanmasi motivasyonuna sahip insanlar1 orgiite
katilmaya tesvik edebilecek bir unsur olarak ifade edilebilir. Ayn1 zamanda
El-Kaide’nin Somali’deki yapilanmasi Es-Sebab’in insanlara yiyecek
dagittigr ve kendi agtiklari okuldan mezun olarak orgiite katilanlar igin
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ziyafet sofras1 kurduklar1 goriilmektedir (Channel 4 News, 2022). Gidaya
ulagsmanin zor oldugu bir bolgede oOrgiitiin, orgiite katilanlar igin “ziyafet
sofras1” hazirlayabilmesinin sembolik bir anlami da vardir. Devletin aksine
kendilerinin gidaya ulasabildikleri ve bunlar1 halka dagittiklar1 mesajim
vererek bolgede gida ihtiyaci gibi temel ihtiyaglari karsilanmayan insanlar
yanlarma ¢ekme amacinda olduklari sdylenebilir. Ayni zamanda, drgiite iiye
olabilmek amaciyla calisip katilanlar i¢in ziyafet sofrasi hazirlanarak gida
ihtiyacinin ~ getirdigi motivasyonun kullanilmasinin yam1 sira katilim
saglayabildikleri i¢in orgiit {iyelerinin oldugu bir sofra etrafinda toplanarak
hem “bagar1 hissi” hem de “Gnemsenme algis1” ile odiillendirilmektedirler.

3.1.2. Giivenlik Ihtiyaci

Giivenlik ihtiyaci fiziksel ve psikoloji olarak iki kategoriye ayrilabilir.
Fiziksel giivenlik, insanlarin savas ve i¢ karisikliklarin oldugu ortamlarda
sahip olamadiklar1 ve ihtiya¢ duyduklari bir unsurdur. El-Kaide, “Cihat dini
desteklemek ve Misliimanlar1 savunmak igin yapilir, iilkenin giivenliginin
din tarafindan zorunlu kilindiginin farkina varmak i¢in yapilir” (Letter to the
Muslim Nation on Eid al-Adha, t.y., s.2) diyerek kendi ideolojileri olan cihat
anlayigini giivenlik ile es deger tutmuslardir. Dolayisiyla 6zellikle kirillgan
bolgelerde yasayan ve giivende hissetmek isteyen insanlarda cihat yolu ile
giivenligin saglanabilecegi algisinin olusturulmasi ve bunu saglayabilmek
icin de orgilite katilma motivasyonunun olusmasi muhtemeldir.

Psikolojik olarak gilivende hissetme ise algilarla ilgilidir. Tehdit algisi
yiiksek oldugunda kendilerine fiziksel ve direkt bir saldir1 olmasa bile
kisiler, psikolojik olarak giivende hissetmeyebilir. Bin Ladin’in ve orgiit
tiyelerinin basta Amerika olmak {izere Miisliman olmayan iilkelere karsi
gelistirdigi tehdit algis1 buna 6rnek olarak verilebilir. 1979’da Sovyetler
Birligi’nin Afganistan’t isgali, 1991 yilinda Koérfez Savasi i¢in Arabistana
konuslanan ve kutsal kabul edilen sechirlerde dolasan ABD askerleri,
Afganistana ve Irak’a miidahale eden ABD askerleri (The Infographics
Show, 2023) Bin Ladin ve orgiit iiyeleri tarafindan giivenliklerine tehdit
olarak algilanmistir. Dahasi, mektuplarin birinde Suudi Arabistan’m Cidde
sehrinde acilan uluslararasi bir iiniversite igin “bu okullarin ag¢ilmasi
kiliselerinin ve kiiltiirlerinin etkisini genigletmek i¢in atilmus agresif bir
adimdir” (al-Libi, ty, s.4) diyerek bunu disaridan bir isgal ve giivenlik
sorunu olarak algilamiglardir.
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Ote yandan tehdit algisim 6rgiit kendisi de olusturarak giivensizlik hissini
ortaya cikartmaktadir. Bu giivensizlik hali sonucu giivenlik ihtiyacim
gidermek isteyen bireylerin 6rgilit mensubu olmasi ya da halihazirda mensup
olanlarin siddeti icsellestirebilmesinin onii agilabilir. Ornegin; ABD’nin eski
bagkan1 Bush’a ve Bush’un terdérizmle miicadele operasyonlarina karsi nefret
sOylemleri iceren bir mektupta, “Yalanci Hacli, iki yillik Hagli Seferi'nden
sonra Taliban'in hala Afganistan'daki en biiyiik tehdit oldugunu neden kabul
ediyorsun?” (Message for all Muslims following US State of the Union
Address, t.y., s. 5) denilerek 11 Eyliil sonrast Bush’un “terérizmle miicadele”
adi1 altindaki operasyonlari i¢in “Hagli Seferi” benzetilmesi yapilmigtir. Ayni
zamanda orgiitiin “Siyonist Haglilarin bizim milletimize kars1 savas1” (al-
Zawahiri, 2003, s. 5) seklindeki sdylemleri, tarihte Miisliimanlara karsi
gerceklesen Hagli Seferleri’nin su anda da gergeklestigi yoniinde bir anlati
olusturduklarin1 gostermektedir. Bu anlati ile Miisliimanlara seslenilerek
onlar1 orgiitiin yaninda olmaya tesvik etme yoniinde bir amaglariin oldugu
sOylenebilir. Buna ek olarak, mektuplar iizerinden yapilan kelime frekansi
analizi sonucu, “Hagli” kelimesinin (152 kere) “Hristiyan” kelimesinden (52
kere) ¢cok daha fazla kullanildig1 goriilmiistiir. “Hristiyan™ diyerek dini ve
kabul edilmis bir kimlige atifta bulunmak yerine tarihi olarak Miisliiman
kimligine tehdit olugturmus “Haglhilar” kavrami kullanilmigtir. Bu sekilde,
ge¢miste olan olaylarin hatirlatilarak bagta radikallesmemis ve sadece orgiit
mensubu olan kigiler olmak iizere Miisliiman kesimin tehdit algisinin
yiikkselmesinin ~ saglanilmast  aracilifiyla  siddetin  ara¢  olarak
mesrulastirilmasina  zemin hazirlama ¢abasinda olundugu sonucuna
ulasilabilir.

3.1.3. Sevgi ve Ait Olma Ihtiyaci

Fizyolojik ve giivenlik gibi temel ihtiyaclardan sonraki asama sevme,
sevilme ve ait olma ihtiyacidir. EI-Kaide’nin mektuplarinda dikkat ¢eken en
onemli unsurlardan birisi de orgiit tiyeleri birbirlerine hitap ederken isimlerin
oniine “kardes” kelimesini getirerek “aile” olduklarinin vurgusunu
yapmalaridir. “Sizinle bir ogulun babasina, bir kardesin kardeslerine
konustugu gibi konusuyorum” (Al-Qar’awi, 2010, s.1) ve “Miicahit
kardesler” seklinde oOrgiit iiyelerine seslenerek bir aileye ait olduklar: algisi
olusturulmaktadir.

El-Kaide tiyesi olup daha sonrasinda MI6 i¢in ¢alisan Aimen Dean,
“benzer diisiinen insanlarla g¢evrili olmam bir liituftu” (LADbible Stories,
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2021) diyerek ait hissetme ihtiyacinin teror orgiitiine katilmada iten bir
faktor oldugunu gostermistir. Ait olma ihtiyacina bir diger ornek; siyahi bir
Ingiliz olan Richard Reid’in, irk¢iliga maruz kalan ve kiigiik yaslarda
hapishanelere giren sistemden diglanmis birisi olmasi, Reid’in babasinin
hapisteki Miisliimanlar i¢in “sana insan gibi davraniyorlar” demesi ve
Reid’in daha sonrasinda FEl-Kaide tiyeleri ile etkilesimi sonucu Orglite
katilmast (Elliott, 2002) otekilestirmeden kurtularak bir yere ait olma
motivasyonunun etkisini gostermektedir.

Ozellikle geng yaslardaki bir yere ait hissetme ihtiyaci, arkadas
gruplarinda radikallesmeye neden olabilecek bir faktor olarak gosterilebilir.
Ornegin Bin Ladin’in annesi ile yapilan roportajda, "iiniversitedeki insanlar
onu degistirdi... 20'li yaslarimin basinda neredeyse tamamen beyin yikayan
bazi insanlarla tanigti. Buna bir tarikat diyebilirsiniz" (Chulov, 2018) diyerek
geng yaslarda arkadas g¢evresinin 6nemli olduguna isaret etmektedir. Bu
yaglarda kimlik arayisinin getirdigi ait olma ihtiyacinin radikallesmeye
gotiirebilecek bir faktor olarak ortaya c¢iktigi ifade edilebilir. 11 Eyliil
saldirlarini diizenleyen kisilerin, Hamburg’da iiniversite okuyan 6grenciler
olmas1 ve birbirleriyle tanigip “Hamburg Hiicresi” grubunu kurmalar
(McDermott, 2005), gen¢ kesimin benzer diigiincelere sahip insanlarla
arkadaglik kurarak bir gruba ait hissetme isteginin radikallesmeye
gotiirebilecek faktorlerden birisi oldugunu gostermektedir.

3.1.4. Sayginlik Ihtiyaci

Sayginlik ihtiyaci, “6z sayg1” ve “baskalarindan saygi gbérme” ihtiyaci
olarak ikiye ayrilmaktadir. Oz sayg, “gii¢, basari, yeterlilik, bagimsizlik ve
Ozgiirlik istegi”, baskalarindan saygi gormek ise “ln/prestij, taninma,
dikkat, 6nem ve takdir edilme istegi” ile ifade edilmektedir (Maslow, 1943,
ss. 381-382). Mektuplarda gecen “hayatlarim1 kaybetmeleri 6zgiirliiklerini
kaybetmelerinden daha kolay ve daha az ac1 vericiydi” (Message for general
Islamic nation, t.y.) s6ylemi 6z saygi i¢in 6nemli bir unsur olan 6zgiirliigiin,
orgiittekiler i¢cin motivasyon kaynagi oldugunu gostermektedir. Buna ek
olarak, 1994 yilinda Bosna Savasi’na katilan Aimen Dean, “goérev orada
6lmekti, bu ylizden basarisizlik duygusu hissettim” (Channel 4 News, 2018)
diyerek ve “ilk cihat deneyimim bitti ve halen yasiyordum,ve simdi bir
sonraki cihat deneyimine atlamaliyim” (Channel 4 News, 2018) seklinde
ifade ederek El-Kaide’ye katildigini belirtmistir. Burada 6z sayginin bir alt
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faktorii olarak basar1 ihtiyacinin bir orgiite katilmaya ve 6rgilit i¢in hayatini
feda etmeye iten bir sebep oldugu goriilmektedir.

Baskalarindan saygi gorme ise statli, taninma ve takdir edilme gibi
ihtiyaglar1 igcermektedir. Bu ihtiyaglarin ortak noktasinin 3N yaklagiminda
terorzime iten motivasyonlardan biri olarak bahsedilen “OGnem arayisi”
kavranu ile Ortiistiigii sdylenebilir. Onem arayisini motive eden dolayisiyla
da terdrizme iten faktorler, “6nem kaybi (grup ve bireysel)”, “6nem kayb1
ihtimali” ve “Onem kazanma ihtimali” olarak belirtilmektedir (Webber ve
Kruglanski, 2017, s. 35). Ilk olarak, asagilanma, kii¢iik diisiiriilme ve onurun
zedelenmesi gibi durumlar ile Onem kaybinin olmasi terdrizme iten
nedenlerden birisidir. Bu 6nem kaybi “ait olunan grubun asagilanmasi” ya da
“bireyin asagilanmas1” olarak ikiye ayrilmaktadir. Bireysel asagilanma
noktasinda wrk¢ilik ve otekilestirme gibi durumlar séz konusudur. Ote
yandan mektuplar incelendiginde grup yani dini Kimlik tizerinden, digerleri
tarafindan agagilanma neticesinde 6fke hali s6z konusudur. “Diger uluslar
kutsal mekanlarimiza saldirirken biz asagilanma icinde yasiyoruz ve
yoksulluk ve issizlik ¢ekiyoruz” (Afghani Opportunity, t.y., s. 8). Burada,
dini mekanlara saldirilarak kiigiik diistiriildiikleri belirtilmektedir. “Amerika
tek kutup ve tek siiper gii¢ haline geldiginden beri, Dogu ve Bati'da korku ve
terdr yayarak, asagilanma, boyun egme ve onur kirict bir atmosferde
erkekleri, kadinlar1 ve gocuklar1 dldiirityor” (To the Islamic Community in
General, ty., s. 1). Mektuplarda gortldigii lizere asagilanma ve onur kirict
bir atmosferin olmasi ile olusan 6nem kaybinin, insanlar1 6nem arayigina
iterek hem orgiite katilmaya motive edebilecek hem de 6rgiit anlatilarinin
bunun lizerine olusturulmasi ile siddet yoluyla radikallesmeyi saglayabilecek
onemli bir neden oldugu sdylenebilir. Ciinkii bu durumun adaletsizlik
duygusunu uyandirmasi ve intikam arayigina itmesi muhtemeldir. Ornegin,
“Sii liderinden gelmedigi siirece neden adaletsizligin sona erdirilme ¢agrilar
yanitlanmiyor?” (Al-Qar’awi, 2010, s. 4) diyerek adaletsizlik vurgusu
yapilmistir. Ayn1 zamanda “Irak, Afganistan ve Pakistan'da haksiz yere
oldiiriilen, yaralanan ve yerinden edilen kadinlar ve gocuklar” (Bin Ladin,
2002b) tasviri mektupta cesitli sekillerde gegerek intikam ihtiyacini
koriiklemektedir. Dolayisiyla asagilanarak onem kaybina ugradigini ve
bagkalarindan saygi gormedigine inanan Kkisilerin hissettigi adaletsizlik
duygusu ve intikam motivasyonu terdrizme iten bir neden olarak ifade
edilebilir.
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Sayginlik cercevesinde dnem arayisina iten bir diger neden ise 6nem
kaybt ihtimalidir. Bir eylem yapilmadiginda ya da bir durum
gerceklestirilmediginde olusabilecek utang sonucu énem arayist icinde olan
bir insanin radikallesmesinde etkili olabilir. “Geri ¢ekilmenin ve iliski ve
baglantilar yoluyla uzlagmanin getirdigi utang verici son konusunda
uyardiginizin farkindayiz” (Tayib, ty., s. 7). Burada orgiit i¢in uzlagsmanin
bir ara¢ olarak kabul edilmedigi ve bunun kullanilmasi sonucu utang verici
bir son olacagmin vurgusunun yapilmasi, basarisizliktan kagimmak igin
terérizmin unsurlarindan olan siddete basvurulmasina neden olmaktadir.
“Amerika’y1 yenmek icin size ¢ok fazla umut yatiriliyor...Bu yiizden bugiin
Miisliimanlar1 utandirmayin” (Second letter to Muslim brothers in Iraqg, t.y.,
S. 9). Burada da goriildiigii iizere istenilen bir hedefe ulasamamanin sonucu
olarak utang hissi ile olusabilecek 6nem kaybi ihtimaline deginilmistir.
Dolayisiyla da terérizmde kullanilan siddetin, bu ihtimali yok etmek
amaciyla Orgiit mensuplar tarafindan mesru bir arag olarak goriilmesi
muhtemeldir.

Diger bir husus ise sehitlik kavram iizerinden kahramanlik sifati
kazanabilme ihtimalidir. ElI-Kaide’nin mektuplar1 incelendiginde 6ne ¢ikan
Oonem kazanma aracinin “sehitlik” oldugu goriilmektedir. Mektuplarda, “din
ugruna goniillerini veren ilk sehitlerden olmak igin elinizden geleni yapin”
(Second letter to Muslim brothers in Iraqg, t.y., s. 9) denilerek yapilan ¢agri
ve sonrasinda bunu desteklemek ve mesrulastirmak igin eklenen hadis,
“gehitlerin en iyileri cephede savasanlardir; oldiiriilene kadar ddonmeyin.
Onlar cennetin en yiiksek odalarindan yararlanirlar” (Second letter to Muslim
brothers in Iraq, ty., s. 9), sehitlik makamina ve cennette statiiye ulagsma
motivasyonuna vurgu yapmaktadir. “Iyi haber su ki kardeslerimden biri
Veziristan'da sehit oldu. Babam haberi duydugunda, Biiyik ve Yiice
Tanri'ya siikretti” (al-Qurashi, ty., s. 3). Goriildigi tizere, El-Kaide’nin
mektuplarda sik sik bahsettigi ve yiiksek bir makama ulasmanin gostergesi
olarak goriilen sehitlik kavramina yiiklenen anlam, lyelerin bu statiiye
ulasabilmek i¢in bagvurdugu intihar saldirilar1 gibi eylemi gergeklestirenin
de o6ldiigii siddet yontemlerine bagvurmasi yoniinde tesvik edici bir unsurdur.
“Miicahitler onu anacak ve onlar onun i¢in dua edecekler, gizlice ve alani
siirler yazacaklar, biz de onun hakkinda bildiklerimizden dolayr onu
ovecegiz” (Bin Ladin, 2006, s. 2) seklinde bizzat El-Kaide’nin kurucusu Bin
Ladin tarafindan, oldiiriilen bir mensup igin yapilan dvgiiler ve “ulusun
sehidi” (Bin Ladin, 2006, s.1) olarak betimlenmesi, diger orgiit Giyelerinin de
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Oonem kazanabilme ihtimali ile oOrgiitiin siddet eylemlerine katilmasi icin
motivasyon kaynagi olabilir. Dolayisiyla orgiit iiyeleri igin 6lime yiiklenen
anlam, sehitlik statiisiine ulasarak 6nem kazanmaktir.

Ayn1 zamanda “digerlerine rol modeli olmak™ orgiitiin eylemlerinde yer
almayi tegvik edici bir unsur olarak belirtilmektedir. “O, savasta tebessiimle
savastl, bu yiizden Allah onu yiiceltti ve ismini daha da ylceltti ve
kendisinden sonrakilere 6rnek oldu” (Bin Ladin, 2006, s. 3) seklinde
yiiceltilmeye ve kendisinden sonrakilere “rol model” olmaya yapilan vurgu
onem kazanabilmeye yapilan bir vurgudur. Aym1 sekilde, Bosna’ya 16
yasindayken savagmaya giden ve sonrasinda El-Kaide’ye katilan bir mensup,
“yabanci bir lilkede savasa gitme fikri, savunmasiz sivilleri savunmak onurlu
bir davramig olarak goriiliyordu” (LADbible Stories, 2021) ve ”seyirci
olmaktan ziyade tarihin bir pargasi olmak, onu olusturan ve sekillendiren biri
olmak istedim” (LADbible Stories, 2021) seklinde belirterek insanlarin onu
onurlu birisi olarak tanima ve tarihi sekillendiren bir kahraman olarak gérme
ihtimalinin bir motivasyon kaynagi oldugunu gostermektedir. Bu durumu
bagkalarindan saygi gorerek statii kazanma kaynagi olarak degerlendirip
sonrasinda da orgiite katilarak bunu bagarma yoluna gitmistir.

3.1.5. Bilissel Ihtiyaclar

Insanlar hem etraflarinda olanlar1 yorumlama ve anlamlandirma
ihtiyacina hem de kendi diisiincelerinde tutarlilik arama motivasyonuna
sahiptir. Yani burada “anlam arayis1 ve ihtiyacindan” bahsedilebilir. Insanlar
anlami; kendini giivende hissetme, sevme ve sevilme, ait olma, saygi gorme
gibi ihtiyaclar karsilayarak da bulabilir. i¢inde bulundugu durumu algilamak
ve ihtiyag¢larmi diistinmek, bunlari karsilayabilmek i¢in yontemler aramak da
bu anlam arayiginin bir pargasidir. Ayn1 zamanda, kisinin diisiincelerinin,
yorumlarinin  ve algilarmin  neticesinde olusan anlam diinyasinin,
ihtiyaglarini karsilamak igin belki de tek yol olarak gordiigi yontem ile
uyumlu olmast da biligsel bir ihtiyactir. Bu duruma 6rnek olarak, El-
Kaide’nin tehdit olarak algiladigi kisilere karsi siddet eylemlerini
mesrulastirabilmek i¢in “sivil” kavramini yorumlamalari verilebilir. “Kongre
ve Beyaz Saray tarafindan temsil edilen Amerikan halkinn ABD'deki en
yiiksek giicii elinde tuttugu ve nihai karar vericilerin onlar oldugu bilinen bir
gercektir. Bu nedenle, Amerikan halkin1 ldiirmeye ve onlarla savasmaya
odaklanmaliy1z” (Letter to Uthman, t.y., ss. 1-2) seklinde belirtilerek “sivil”
kavrammi kendi eylemlerini mesrulastiracak sekilde yorumladiklar

204



Terorizm ve Radikallesmede Psikolojik ve Sosyolojik Faktorler: El-Kaide Ornegi
Biigra BEYOGLU

gorlilmektedir. Kendi diisiincelerinin eylemleri ile tutarli olabilmesi icin
kavramlar farkli sekillerde yorumlama yoluna gidilmistir. Bu tutarlilik,
ihtiyaclar hiyerarsisindeki sonraki adim olan “estetik ihtiyaglar” ile de
baglantilidir; c¢iinkii estetik sadece fiziksel degil aym1 zamanda biligsel
temelli de olabilir ve tutarlilik kavrami diizen ve uyum ihtiyaci ile de
baglantilidir.

Diislinceler arasindaki uyum ve uyumsuzluk ile ilgili ¢aligmalar “biligsel
uyumsuzluk” kavrami altinda kavramsallagtirilmistir. Hem diisiinceler
arasindaki hem de diisiince ve eylem arasindaki g¢eliski durumunda “bilissel
uyumsuzluk” seklinde ifade edilen bir durum ortaya ¢ikmaktadir (Festinger,
1957). Bu uyumsuzluk halinin verdigi rahatsizliktan kurtulabilmek igin
bagvurulan yontemlerden ikisinin rasyonellestirme ve “dogrulama yanlilig1”
oldugu sdylenebilir. El-Kaide i¢in Amerika bas diigman olarak diislintilmekte
ve siddet de bu diigman1 yenebilmek icin tek ¢oziim olarak goriilmektedir.
Dolayisiyla Amerika’nin diisman oldugu diislincesi ve kullanilan arag olan
siddetin uyumlu olabilmesi i¢in aralarinda g¢eliski yaratabilecek meselelerin
yeniden yorumlanarak mesrulastirilmasi ihtiyact s6z konusudur. Arada
celigki yaratan konu, sivillerin de kullanilan araglar neticesinde
oldiiriilmesidir. Bu yilizden “sivil” kavramimin yeniden yorumlanmasi
yoluyla  hedefe wulasmada kullanmilan aracin  rasyonellestirilmesi
gerekmektedir. Mektuptan alinan yukaridaki alintida, Amerikan halkinin
yoneticileri segen kisi oldugu ve bu yiizden de onlar1 sivil olarak
tanimlamadiklar goriilmektedir. Bu yiizden, bir El-Kaide iiyesinin belirttigi
gibi, Orgiitte verilen indoktrinasyon derslerinde ‘“vuracaklar1 yerlerde
sivillerin olmadig telkin ediliyor” (LADDbible Stories, 2021) ve Amerikada
vergi d6deyenlerin, oy kullananlarin ve Miisliiman iilkelerdeki bombalamalari
destekleyen hiikiimeti segenlerin masum olmadigi, dolayisiyla da Bati’da
sivillerin olmadig1 sonucuna varildigi sdylenerek (LADDbible Stories, 2021),
bu sekilde bir anlamlandirma ile yapilan mesrulastirmanin biligsel celiski
yasayan Orglit liyelerinde ¢eliskiyi azaltmay1 sagladigi sdylenebilir.

Biligsel ¢eligkiyi azaltma noktasinda basvurulan bir diger husus, sadece
diistinceleri destekleyen kanitlar1 aramak ve digerlerini gérmezden gelmek
anlamina gelen “dogrulama yanliligi”dir (Nickerson, 1998). El-Kaide’nin
kendi eylemlerini rasyonellestirebilmek igin bagvurdugu yontemlerden birisi
de Kur’an’dan yapilan alintilardir. Bir mektupta, “ve onlara karsi giicliniiz
yettigince savas atlari (tanklar, ucaklar, patlayic1 maddeler, fiizeler, toplar)
hazirlayin. Bunlar Allah'in diigmanimi ve sizin diismaninizi ve bunlarin
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disinda sizin bilmediginiz, fakat Allah'in bildigi diger diismanlari tehdit
edecektir’ (Al-Somali, t.y., s. 10) diyerek verdigi Ornekte parantez iginde
yazilan yer Kur’an’in orijinalinde yoktur (“Enfal Suresi”, 2025, 8:60),
sonradan yazan kigi eklemistir. Kuran’in indirildigi déonemde savas atlari
tizerinde kiliglar ile savasanlarin verecegi zarar daha hedef odakli
olabilirken, bir bombanin etkisi hedef olmayan insanlar1 da oldiirebilecek
niteliktedir. Dolayisiyla burada, oOrgiitiin siddet eylemlerini rasyonel bir
zemine oturtabilme ihtiyacinin neticesinde ayetin giiniimiize uyarlanmis ve
orgiitiin eylemlerini mesrulastirabilecek nitelikteki bir yorum segilmistir.
Buradaki dogrulama yanlilig1 ise, mektuplarda bahsedilen ayetlerin segilerek
konulmasidir. Mektuplar incelendiginde de 6rnek gosterilen ayetlerin kendi
eylemlerini destekleyen ayetler oldugu ve sivillerin 6ldiirilmemesi {izerine
olan ayetlere yer verilmedigi, yer verildiginde ise sadece Islam’a inanan
insanlarin Sldiiriilmemesi iizerine ayetlere yer verildigi goriilmiistiir. Ornegin
“kim, bir cana kiymayan veya yeryiiziinde bozgunculuk ¢ikarmayan bir nefsi
Oldiiriirse, biitiin insanlar1 o6ldiirmis gibi olur” (“Maide Sdresi”, 2025,
32:120) seklinde gegen ayette masum insanlarin Sldiirtilmemesi gerektigi
belirtilmektedir, ancak mektuplarda bu ayet gibi olan cilimlelerden
bahsedilmemistir. Buradaki dogrulama yanliliginin iglevinin, Orgiit
tiyelerinin disiinceleri ve eylemleri arasinda uyumsuzlugun engellenmesi
oldugu ve rasyonellestirme ¢abasinin ise ortaya g¢ikabilecek uyumsuzlugun
azaltilmas1 yoniindeki ihtiyagtan kaynaklandigi sdylenebilir.

3.1.6. Estetik Ihtiyaclar

Maslow (1970), estetik ihtiyaclar dogrultusunda giizellik arayisinin yani
sira diizen, simetri ve sistem ihtiyaci gibi durumlar1 siralayarak bu
ihtiyaclarin sadece fiziksel degil biligsel oldugunu da belirtmistir. Bu yiizden
estetik ihtiyaclari somut ve soyut olarak tanimlamak miimkiindiir. Bu
dogrultuda orgiit dokiimanlarindan estetik ihtiyacinin gostergeleri olarak
“cennet giizellemeleri” ve yapay olana duyulan nefret yani “dogallik arayisg1”
ornek verilebilir. EI-Kaide’nin Afganistan gibi savasin ve i¢ karigikliklarin
oldugu dolayisiyla da diizensizligin  hakim siirdligi  bir yerde
orgiitlenebilmesi yapilan cennet giizellemelerin de etkisinin oldugunu
gosterebilir. Cilinkil estetik ihtiyacinin ortaya ¢ikardigi giizellik arayist ve
giizel olana ulagma istegi 6nemli bir motivasyon olabilmektedir. Ornegin, 11
Eylil saldirilarmi  diizenleyen El-Kaide terdristlerinden birisi olan
Muhammed Atta’nin bavulundan ¢ikan ve diizenlenecek eylem igin
motivasyon sOylemleri bulunan mektupta gecen “cennet bahgelerinin tiim
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giizellikleriyle sizi bekledigini bilin” (“Last Words of a Terrorist”, 2001)
sOylemi, giizele ulagma ihtiyacinin bir bireyi intihar saldirilarina kadar
gotiirebilecegini gdstermektedir. Orgiitiin mektuplarinda gegen “cennet ne
giizeldir, ona yakin olmak ne giizeldir, tathdir” (Second letter to Muslim
brothers in Irag, ty., s. 9) anlatisi, kisilerde estetik ihtiyacinin getirdigi
arayisin neticesinde olusabilecek motivasyon ile 6rgiit eylemlerine ikna etme
¢abasi olarak ifade edilebilir.

Estetik ihtiyacindan dogan bir diger arayis ise “dogallik” olarak ifade
edilebilir. ~ Orgiitin ~ mektuplarinda ~ “yapay”  olarak  tamimlanarak
diismanlagtirilan ~ aktorler ve kavramlar hem nefret sdylemlerini
mesrulagtirma hem de dogal olana ulagsma arzusundan kaynaklandig:
soylenebilir. Ornegin, Siilerin gergek Islam’1 temsil etmedigini, kendilerince
farkli bir din olusturduklarini soyleyerek (Draft Speech About Iran and
America with Mahmud’s Comments, t.y., S. 5) diisman olarak gordiikleri
gruplarin dinlerini “yapay” yani insan eliyle olugturulmus bir din oldugunu
belirtmeleri, kendi dinlerinin  “dogal” oldugunu diisiindiiklerini
gostermektedir. Dogal olanin giizel oldugu anlayisi cergevesinde kendi
dinlerinin giizel oldugunu ve digerlerinin dinlerinin yapay ve hos olmadigim
diigtinerek otekilestirmeye basvuruldugu sdylenebilir. Buna diger bir 6rnek
ise El-Kaide’ye bagli olan Es-Sebab yapilanmasinin lider yardimcisinin
sOyledigi “demokrasi, Miisliiman olmayanlarin dini...demokrasi insanlarin
secimi. Bizim inandigimiz ise kanunlar Allah’tandir.” (Channel 4 News,
2022) soylemi demokrasiden nefret etme nedenlerinden birisi olarak
insanlarin secimi yani ‘“yapay” bir olusum olmasit oldugu ve kendi
destekledikleri sistemin Allah’tan geldigi yani “dogal” oldugu inancinda
olmalaridir.  Burada  yapilan  “bizim ve onlarin”  ayriminin
mesrulagtirilmasinin “dogal ve giizel olani takip etme” ihtiyaci tizerinden
yapildigi sdylenebilir.

3.1.7. Kendini Gergeklestirme ihtiyacz

Kendini gergeklestirme, insanin potansiyellere ulasma ve kim oldugunu
bulma ihtiyaci ile olusan bir siirectir (Maslow, 1943). Burada bahsedilen
durum, insanin kendini ve kimligini bulabilme ihtiyacidir. Bireyin kimliginin
olusmasinda ig¢inde bulundugu grubun dinamikleri de Onemlidir.
Mektuplardan birinde gegen “miicahit insa etmek” (Letter to our honorable
Shaykh, ty., s. 2) kavrami iizerinden olusturulan farkli kimlikler vardir.

I3

Orgiitiin cihat ideolojisi ugruna savasanlar igin kullandig1 “miicahit™ kimligi
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ile bagdastirilan diger kimlikler, “silah” ve “din” {izerine kurularak bir biitiin
olacak sekilde oOrgiit kimligi olusturulmustur. “Silahlarimizi terk etmek
tamamen kabul edilemez ¢iinkii bu varligimizin ve tarihimizin bir parcasidir
ve hayatimizi korumak igin ona giliveniyoruz. Bir adam silahsiz eksiktir ve
silahlarini birakan insanlar artik degersizdir” (Letter Addressed to Atiyah,
ty., s. 3) ve “silahlar, hayatta kalanlarimizin ve tarihimizin bir pargasidir.
Silahsiz adamlar eksiktir ve silahlarini birakan adamlar baskalar: tarafindan
saygt gormez” (Letter to Abu Basir, ty., s. 3) seklinde ifade edilen
soylemlerde silaha ve dolayisiyla da siddete atfedilen anlam, grubun varligi
ve kimligi ile bir tutulmasidir. Bu yiizden de silahi birakirlarsa saygi
gormeyeceklerini ve degersizleseceklerini, bu ylizden de diinya iizerindeki
mevcudiyetlerinin zedelenecegini diisiinmektedirler. Bunlara ek olarak, “din
Ogretisini kafirlere sadakate ve boyun egmeye uygun hale getiren...dinin
kayb1, degerlerin yoklugu ve kimligin kaybidir” (Letter to the Muslim Nation
on Eid al-Adha, ty., s. 3) seklinde ifade edilen bu durumda, dinin
olmamasinin kimligin yokluguna yol agacagini diisiindiiklerinin; din ve
kendi kimliklerini 6zdeslestirdiklerinin gostergesidir. Bu kimligi korumak
icin siddet yontemine bagvurulmasi, bu yontemin mesrulastirilmasi anlamini
tasimaktadir. Buraya kadar bahsedilen 6rgiit kimligi olgusu miicahit, silah ve
din kavramlar1 {izerinden ifade edilmektedir. Dolayisiyla kendini
gerceklestirme c¢abasindaki bir insanin kim oldugunu kesfederek bir kimlik
kazanma ihtiyaci, orgiit kimligini kendi kimligi {iizerine insa ederek
0zdeslestirmeye itebilecek bir faktor oldugu sdylenebilir.

3.1.8. Kendini Asma Ihtiyact

Kendini agsma ihtiyaci, genis ve soyut bir tanimlamaya sahip olmakla
beraber “manevi doyum” ve “zirve deneyimler” ile agiklanmaktadir
(Maslow, 1976). Insanin kendi potansiyelini gerceklestirmesi ile olusturdugu
kimlik iizerine inga ederek manevi doyuma ulagma ihtiyaci olarak ifade
edilebilir. “Zirve deneyimlerinde, gecici de olsa, korku, kaygi, engelleme,
savunma ve kontrol, sagkinlik, karigiklik, catisma, gecikme ve kisitlama
kayb1 yaganma egilimi vardir. Pargalanma, delilik, 6lim korkusunun hepsi
bir anligina ortadan kalkma egilimindedir. Belki de bu, korkunun ortadan
kalktigin1 sdylemek anlamina gelir” (Maslow, 1976, s. 71) seklinde ifade
edilen duruma ihtiyag duyma hali El-Kaide baglaminda “sehitlik
operasyonlar1” olarak ifade edilen oOrgiit jargonu iizerinden agiklanabilir.
“Daha fazla fedakarliga, daha fazla gerilla savasmma ve sehitlik
operasyonlarina ihtiya¢ duyuyor, ¢iinkii bunlar Allah’a itaati kanitlayan ve
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sizi O’na yaklastiran en iyi amellerdendir” (Second letter to Muslim brothers
in Iraq, t.y., s. 2) seklinde ifade edilen durum, 6liim gibi giindelik korkularin
asilmasini ve zirve deneyimleri yasama ihtiyacin1 motive eden sdylemlerdir.
“Allah’a yaklagma” olarak ifade edilen askinlik durumunun, O&rgiitiin
“sehitlik operasyonlar’” dedigi intihar saldirilar1 ile olabileceginin
sOylenmesi, kendini asma ihtiyacindaki birisi i¢in siddeti ve Oliimii
mesrulastiran bir durum oldugu sdylenebilir. Bunun i¢in kullanilan bir diger
kavram ise “cennet” kavramidir. “[11 Eyliil sonrasi] ayni yolu aramaya
hevesli milyonlarca [Cihat] kardesleri var...0limii ve kargasayr tasiyip
cenneti arayan” (Message for all Muslims following US State of the Union
Address, ty., ss. 4-5) seklinde ifade edilen “cenneti arama durumu”,
giindelik ihtiyaglarin karsilanmasi sonrasi kiginin potansiyeli istiinde manevi
doyuma ve agkin bir gergeklige ulasma ihtiyaci olarak ifade edilebilir. Bir
El-Kaide tiyesinin sdyledigi ’Cihati bir arinma ve bir kesif yolculugu olarak
goriiyorsun” (Channel 4 News, 2018) ciimlesindeki “armma” ve “kesif
yolculugu” gibi kavramlar ile ifade edilebilecek kendini agsma ihtiyacinin,
orgiitin  cihat ideolojisi ¢ercevesinde algilanmasi, bu ihtiyaci
kargilayabilmek igin ideoloji ile baglantili olarak kullanilacak siddet
yontemlerinin orgiit liyeleri tarafindan igsellestirilmesine olanak saglayabilir.

3.2. Mezo Diizey: El-Kaide’de Sosyolojik Faktorler

Terorizm ve radikallesmenin sosyolojik dinamikleri ile ilgili olarak 3N
yaklagimi, “anlatilar” ve “grup dinamikleri (network)” kavramlarindan
bahsetmektedir (Webber ve Kruglanski, 2017). Bu dogrultuda sdylem analizi
yontemiyle incelenen El-Kaide ile ilgili kaynaklardan elde edilen veriler
neticesinde ulagilan bulgular, bu kisimda degerlendirilmistir.

3.2.1 Anlatilar

Anlatilar, siddeti mesrulagtirmak igin bagvurulan bir yontemdir. Bu
dogrultuda, digerlerini (diismani) tanimlamak, siddetin uygun bir cevap
oldugunu gostermek ve siddetin amaca ulagmada yiiksek basar1 saglayacagi
algist olusturmak terérizmi mesrulagtirma siirecindeki asamalar olarak ifade
edilmistir (Webber ve Kruglanski, 2017). Ilk olarak “digerlerini”
tanimlamak, grup icin tehdit olan aktorleri somutlagtirmaktir (s. 40). Bu
noktada, El-Kaide ¢ercevesinde bakildiginda gergek suglu olarak atfedilen
aktorler, onlarm topraklarini isgal etmekte oldugunu soyledikleri Amerika ve
miittefiklerinin  hiikiimetleridir. Ancak bu hiikiimetlerin su¢lulugunu
somutlastirmak i¢in giinah kecisi olarak belirledikleri ve saldirdiklart kisiler
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bu iilkelerin vatandaslaridir. Mektuplar incelendiginde orgiit {iyelerinin “biz”
diye bahsettikleri kisiler olan “Misliimanlar” igerisinde de Gtekilestirme
yaptiklar1 gozlenmektedir. Miisliimanlar icerisinde de “biz ve onlar” ayrimi
yaparak, Siinnileri kendilerinden ve Siilik gibi Islam’mn  diger
mezheplerinden olanlar1 “digerleri” olarak tanimlamaktadirlar. Buna ek
olarak “biz” olarak bahsettikleri Siinnileri de kendi i¢lerinde ayirmaktadirlar:
El-Kaide iiyeleri/destekgileri ve orgiite destek olmayan “diismana” yardim
eden digerleri. Dolayisiyla, “onlar ve digerleri” olarak bahsedilen kisilerin
Miisliman olmayan ve Misliman olsa da Orgiitiin ideolojisini
desteklemeyen kisiler oldugu goriilmektedir. Orgiitiin kendisini tanimladig
anlatilar tizerinden diigman tanimi yapilmaktadir. “Asagilanma ve onur kirici
bir hayat yasiyorlar, cocuklar1 hapse atiliyor, biiyiiklerine kotii muamele
ediliyor, topraklarindan siiriilityorlar ve tiim haklar1 ellerinden aliniyor” (Al-
Qar’awi, 2010, s. 2) seklinde gecen ciimlede ve mektuplarin genelinde
“kendilerini” tanimlamak i¢in kullandiklar1 “asagilanmig”, “hapsedilmis”,
“kotli muameleye maruz kalmis” ve “yerlerinden edilmis” gibi kavramlar ile
“ezilenler” (Message for general Islamic nation, t.y., s. 5) olduklarina dair
anlatilar yapmalari; ve bu anlatilar ile insa edilen “magdur kimligi”
tizerinden bu magduriyete yol acan olarak gordikleri “digerlerini”
tanimlamanin s6z konusu oldugu soylenebilir.

Siddeti mesrulastirma siirecindeki bir diger asama, siddetin uygun cevap
olduguna dair anlatilardir. Bunun igin se¢ilmis travmalari hatirlatma,
Kur’an’a atif ve insanliktan ¢ikarma (dehumanization) orgiitiin kullandig:
yontemlerdir. Secilmis travma “bir grubun diger bir grup tarafindan kendini
caresiz ve magdur edilmis durumda hissetmesine neden olan bir olaydir”
(Volkan, 1993, s. 13). El-Kaide bu travmalari mektuplarinda sik sik
hatirlatarak anlatilarin1 olusturmustur. Ornegin; ABD’nin Irak’1 isgalini
anlatirken “halki ezdiler ve kdyleri bombaladilar...barut patlamalar1 6lim
sact1” (Bin Ladin, 2006, s. 4) diyerek tarihi travmalari Orgiit iyelerine
hatirlatarak intikam duygusunu canli tutma ve magdur psikolojisini devam
ettirme cabasinda oldugu sdylenebilir. Secilmis travmalar iizerinden yapilan
anlatilar ile adaletsizlik ve magduriyet yasadiklari hatirlatilarak siddet
eylemleri mesrulastirilmaya g¢alisilmaktadir. Siddete basvurma yolundaki bu
mesrulagtirmayr  Kur’an ve hadisler iizerinden de yapmaktadirlar.
“Adaletsizlikten ve haksizliktan kurtulmak ve adaletsiz yoOneticiden
kurtulmak ve insanlara adalet getirmek i¢in bunu ancak zorla
yapabilirsiniz...eger zorlamadan bagka bir yontem olsaydi onu Kur’an'da
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bulurduk” (Al-Qar’awi, 2010, s. 5) seklinde belirterek siddetin tek yontem
oldugu algisimt Kur’an {izerinden kanitlamak istemislerdir. Bunlara ek
olarak, insanliktan ¢ikarma veya insandisilastirma yonteminin de kullanildigi
goriilmektedir. “Insan alti Amerikalilar” (Al-Somali, t.y., s. 4) seklinde
betimleyerek diigman olarak atfettikleri kisilerin insandan asagi olduguna
dair bir 6tekilestirme yapmaktadirlar. "Amerikan ve Avrupa vatandaslari, bu
kalpsiz, lanetli Siyonist hagli seferi makinesini, kotiiliik ve aggozliliigi
kapatacak anahtardur" (Al-Somali, ty., s. 4) diyerek kalpsiz ve lanetli
diyerek asagilama s6z konusudur. “Hristiyanlar, Siiler ve diger sagaklar
[kenarlar]” (Al-Qar’awi, 2010, s. 3) seklinde marjinallestirme yapilarak
asagilama ve otekilestirme yapilmaktadir. “Yarginiz, kardeslerinizmis gibi
goriinen seytan tarafindan etkilenmemelidir; onlarin eylemlerinin, sizin
pahasina olsa bile, kendi kisisel ¢ikarlari i¢in oldugunu gérmezsiniz” (Al-
Qar’awi, 2010, s. 2). Burada mektubun baglamiyla degerlendirildiginde,
seytan diyerek diigmanlarini insan digi bir varlikla 6zdeslestirmektedirler.
Ayrica 11 Eyliil saldirilart 6ncesi orgiit iiyesi olan Muhammed Atta’nin
mektubunda “kesim esnasinda bigagimizi keskin tutmali ve hayvaninizi
rahatsiz etmemelisiniz” (“Last Words of a Terrorist”, 2001) seklinde saldiri
icin “kurban kesme” metaforu kullanilmis ve bu sekilde ugaktaki yolcular
insandigilastirilarak ~ gergeklestirilecek siddet eylemi mesrulastirilmaya
caligilmustir.

Siddeti mesrulastirmadaki bir diger asama, siddeti kullanarak hedefe
ulagma ihtimalinin yiiksek oldugu algisinin yaratilmasidir. Bunun i¢in, orgiit
iiyeleri secilmis zaferleri anlatilarinda kullanarak “goriiniir olma” amacina
ulasmanin siddet ile basarilabilecegi algisini tarihi olaylara atif yaparak
anlatmaktadir. Secilmis zafer, “basarili olma ve bagka grup lizerinde zafer
kazanma duygusu yaratan olaylar” (Volkan, 1993, s. 14) olarak
tanimlanmaktadir. Sovyetler Birligi’nin Afganistan’dan ¢ekilmesi ve 11
Eyliil saldirilar1 gibi olaylar zafer olarak anlatilmaktadir. “Amerikalilar buna
yanit vermezse, onlarin kaderi, askeri yenilgi, siyasi pargalanma, ideolojik
coklis ve ekonomik iflasla basa ¢ikmak icin Afganistan'dan kagan
Sovyetlerin kaderi olacak™ (Bin Ladin, 2002a) diyerek tehdit ile korku
yaymanin yani sira Sovyetler Birligi’nin Afganistan’dan ¢ikarilmasini kendi
zaferleri olarak anlatmaktadirlar. “Amerika’nin birini bastirmak istemesi
halinde bunun sadece 24 saat siirecegini sdylerlerdi, ve iste savasin onuncu
yilindayiz ve Amerika ve miittefikleri hala bir serabin pesinde, sahili
olmayan denizde kaybolmus durumda” (To the Islamic Community in
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General, ty., s. 1) seklinde yapilan bu anlatida diigman olarak gordiikleri
tilkenin, orgiitii yillardir bitiremedigini vurgulayarak bunun {izerinden zafer
insa edilmigtir. Biitiin bunlara ek olarak, 11 Eylill i¢cin “New York ve
Washington savag1” (Letter to Abd al Rahman, t.y., s. 1) ve ”11 Eyliil’iin
miibarek isgalleri/saldirilar1” (Letter to the Muslim Nation on Eid al-Adha,
t.y., s. 4) seklindeki anlatim ile savas olarak gordiikleri bir durumdan zafer
ile ayrildiklarim1 anlatmaktadirlar. Dolayisiyla bu zafer anlatilari, siddeti
kullanarak  hedeflerine  ulagmanin ~ mimkiin  oldugu  diistincesini
i¢sellestirmek icin kullanilmaktadir.

3.2.2 Grup Dinamikleri

Anlatilara ek olarak baglantilar/grup dinamikleri de terérizmde grup
stireglerini etkileyen sosyal faktorlerdendir. Bu noktada orgiitiin yapisi ve
sistematikligi de hem orgiite ¢eken bir faktdr olarak hem de orgiit iiyelerinin
grup icinde devamlihginda etkilidir. Ornegin; mektuplardan birisi iklim
degisikligi hakkinda yapilmasi gerekenler; kalkinma projeleri, tarim gibi
konular hakkinda ve evlerini su basanlar, kitlikla bogusanlar icin
planlamalar1 igermekte (Letter Implications of Climate Change, t.y.) ve diger
bir mektup Orgiit yoneticilerinin gorevleri; aileleri ziyaret etmek, ihtiyaci
olana maddi destek saglamak, ev onarimlari, ingaat gibi konularda yapilan
diizenlemeleri icermektedir (Duties of administrators, t.y.). Bir devlet gibi
sistematik bir sekilde yapilan bu diizenlemeler, alternatif bir sistem
arayisinda olan insanlar1 ¢ekebilecek bir konudur. Ozellikle Afganistan,
Yemen, Sudan, Filistin, Somali gibi i¢ karigikliklarin oldugu dolayisiyla
insanlarin temel ihtiyaclarmin karsilanamadig: iilkelerde yasayan insanlari
El-Kaide gibi oOrgiitli yapilara ¢eken bir Ozelliktir. Boyle iilkelerde
diizensizlik icinde yasayan insanlar, teror oOrgiitii olsa dahi icerisindeki
planlamalar ve belirli kurallar ile alternatif bir diizen olusturmus bir yapiya
katilma ihtiyaci hissedebilirler; olusturulmus bu sistematik yap1 Orgiitte
devamliligr saglayabilen bir Ozellik haline de gelebilir. Ayni zamanda
yoneticilerin ailelere ziyarete gitmesi ve maddi destek saglamasi gibi
planlamalar, yoksunluk iginde yasayan ve deger gormedigini hissedenlerin
ihtiyaglarinin karsilanmas1 ve goriiniir olmalarim saglama noktasinda kisileri
orgiite cekebilir.

Fikir birligini slirdiirmek ve grup kimligi ile biitiinlesme siiregleri grup
dinamikleri agisindan 6nemlidir (Webber ve Kruglanski, 2017, ss. 41-42).
Bu dogrultuda orgiit mektuplarinda bahsedilen konulardan birisi de fikir
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birliginin  6nemidir. “Emir’in  ¢abalamak icin secti§i konulara
gelince...bunlara uyulmasi zorunludur...uyum, grubun ortak malidir ve
anlagsmazlik onun bozguncusudur” (Recommendations for the Mujahidin
Entering Afghanistan, t.y.) ve “her miicahit, anlagsmazlik ve ayriliklara yol
acan kiiciik meseleler tizerinde degil, uyum ve fikir birligi temelinde hareket
eder” (Recommendations for the Mujahidin Entering Afghanistan, t.y.).
Burada ortak bir grup diisiincesinin 6énemine ve grup i¢i uyuma vurgu
yapilarak anlasmazliklarin hog karsilanmadigi sdylenmektedir. Dolayisiyla
orgiitiin ortak fikirlerini sorgulayan kisiler uyumu bozan kisiler olarak
goriilmektedir. “Tartismalardan ve gatigmalardan kagimmak size cennette bir
yer garanti edecektir” (al-Libi, 2010, s. 6) seklinde bir séylemin olmas1 ve
bunun “ikiyiizlilikten kaganlara cennette bir yer garanti ediyorum” (al-Libi,
2010, ss. 6-7) hadisi ile desteklenmesi farkli disiincelere iyi gozle
bakilmadig1 hatta ikiyiizliiliikle bir tutuldugu; orgiitiin kurallarinin sorgusuz
sualsiz kabul edilmesi gerektigi ve liyeler sonradan sorgulamaya baglarlarsa
da iki yiizlii olarak su¢lanacaklar1 mesajinin verildigi sdylenebilir.

Bireysel kimligin grup kimligi ile biitiinlesmesi, grup hedeflerine uygun
hareket ederken orgiit iiyelerinin kendi hedefleri adina da hareket ettikleri
diisiincesinin olugmasini ve grup ile arasindaki bagin aile baglar1 gibi
algilanmaya baglamasi iizerine iiyelerin grubu korumak i¢in kendilerini feda
etmeye daha istekli olmasini saglar (Webber ve Kruglanski, 2017, s. 42). El-
Kaide ise Islam’in cihat anlayisi cercevesinde olusturdugu kimligini orgiit
mensuplarmin bireysel kimlikleri {izerine insa ederek oOrgiit ve Kkisi
kimliklerinin ~ 6zdeslesmesini  saglamaktadir.  Orgiitin  mektuplarda
birbirlerinden “Miisliiman kardesler” olarak bahsetmesi iiyelerin birbirlerini
bir aile gordiigiinii gdstermektedir. Bu durum, 6rgiitii korumak i¢in bireyleri
fedakarlik yapmaya iten nedenlerden birisi olarak gosterilebilir. Kimlik
biitiinlesmesi konusunda 6rgiit liderinin de 6nemli bir rolii vardir. Ornegin,
bir mensup, Bin Ladin’i “cihadin 6zi” (LADbible Stories, 2021) olarak
betimlemistir. Ayni sekilde Zevahiri’nin Bin Ladin ig¢in “onun cihat
yolundan” (BBC News, 2011) yiiriiyecegini sdylemesi cihat¢i kimligin lider
kimligi ile bir tutuldugunu gostermektedir. Ote yandan, Bin Ladin’in
Amerikalilara seslendigi mektubunda (Bin Ladin, 2002a), “biz” diliyle
konustugu goriilmiistiir. Ben ve biz sdzciiklerinin frekanslarina bakildiginda,
“ben/beni/benim” sozcikleri ti¢ kez gegcmektedir ve bunlardan ikisi
Kur’an’da gecen climlelerden yapilan almtilarda  kullamilmustir.
“Biz/bize/bizim” sozciikleri ise toplamda 54 kere kullanilmistir. Burada
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birinci ¢ogul kisi anlatimini kullanarak grubun adina konusmasi, grubu
kendisiyle ve dolayisiyla da o6rgiit i¢in olusturdugu cihatg1 kimligi ile bir
biitiin olarak gordiigii sdylenebilir.

Bunlara ek olarak orgiitiin, intihar bombacilarinin eylemlerinin anlamini
“Allah’in soziinii savunmak ve dini ve hayattaki her seyi bozan kafir
diisman1 piiskiirtmek icin dinin adimi giliglendirmek icin kendilerini feda
etmek” (Dear Muslim brothers and sisters, ty., s. 4) olarak ifade etmesi,
Islam kimligi ile 6rgiit kimligini bir gordiiklerini, bu yiizden dini korumak ve
giiclendirmek icin Orgiitiin yontemlerini kullanma noktasinda bireylerin
istekli oldugu soOylenebilir. “Bu milleti kurtarmak ve dininin gorkemini
yeniden tesis etmek gorevi miicahitlere aittir” (Bin Ladin, t.y., s. 1) seklinde
yapilan gorev tanimlamasi, dini kimlik ile orgiit kimliginin bir tutularak El-
Kaide’nin ve fiiyelerinin Islam dininin temsilcisi olarak kendilerini
konumlandirdigini ifade etmektedir. Bu sekilde yapilan kimlik tanimlamasz,
tiyelerin oOrgiitii koruyarak dini de korudugunu diisiinmesine neden olarak
fedakarlik yapmaya iten bir sebep olarak gosterilebilir.

SONUC

Sonug olarak, terérizm olgusunda siddetle radikallesme siirecinde
bireysel/psikolojik ve sosyolojik dinamikler etkili olmaktadir. El-Kaide
lizerinden yapilan igerik incelemesi neticesinde tespit edilen bulgular,
ihtiyaglar hiyerarsisi ve 3N teorisi {izerinden yorumlanmustir. Ihtiyaglar
hiyerarsisindeki ilk basamak olan fizyolojik ihtiyaclarin karsilanabilmesi
noktasinda, savas ve catisma bolgelerinde yasayan ve ekonomik statiiniin
diisiikk oldugu Afganistan, Irak gibi iilkelerde orgiitiin eleman bulabildigi
sOylenebilmektedir. Giivenlik ihtiyac1 hem giivenli ortam hem de psikolojik
olarak gilivende hissetme arayisi i¢inde olan bireyleri radikallesme siirecine
itebilmektedir. Ozellikle tehdit algisinin yiiksek olmast, fiziksel bir giivenlik
sorunu olmasa da kisinin giivende hissetmemesine neden olabilmektedir. El-
Kaide, dinin asagilandigini diisiindiigli durumlar isgal olarak algilamakta ve
bu durumu diizeltebilmek i¢in giivenlik arayisina girmektedir. Sevgi ve ait
olma ihtiyacindaki bir birey igin Orgiitin kardes vurgusu ve benzer
diistincelere sahip insanlarin bir arada bulunmasinin getirdigi ait olma hissi
radikallesmeye itebilecek bir unsurdur. Sayginlik, basari ve dzgiirliik gibi 6z
saygl ihtiyaclar1 ve digerlerinden saygi goérme ihtiyacinin getirdigi 3N
yaklagiminda ifade edilen 6nem arayisi olarak iki kategoride incelenmistir.
Onem kayb: konusunda, El-Kaide icin bireyselden c¢ok grubun dini
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kimliginin asagilanmast sonucu olusan adaletsizlik ve magduriyet
duygusunun giderilme ihtiyac1 ile onem arayigina girildigi; 6nem kaybi
ihtimali hususunda ise yapilan eylemin basarisiz olma ihtimalinin getirecegi
utang duygusunun 6nemli oldugu ve 6nem kazanma ihtiyaci i¢in sehitlik ve
kahramanlik gibi unsurlarin etkili oldugu tespit edilmistir. Biligsel ihtiyac
kategorisinde ise yorumlama ve anlamlandirma ihtiyacinin 6n planda
oldugu, ¢iinkii kisisel diisiincelerin ve siddet eylemlerinin ¢elismesi sonucu
olusabilecek bilissel uyumsuzluk halinin giderilmesi i¢in kavramlarin
yeniden yorumlanarak eylemlerin mesrulastirilmasinin  ve diisiincelerin
rasyonellestirilmesinin s6z konusu oldugu tespit edilmistir. Estetik ihtiyag
konusunda cennet kavrami {izerinden giizellemelerin yapildigi ve dogalligin
vurgulandigr goriilmiistiir. Kendini gerceklestirme ihtiyacinin  kisinin
kimliginin olusturulmas:1 ile yakindan alakali oldugu, oOrgiitte miicahit
kimliginin olusturulmasinda dinin ve silahin énemli oldugu tespit edilmistir.
Hiyerarsideki son agama olan kendini agma ihtiyaci i¢in ise Orgiitiin sehitlik
operasyonlar1 olarak adlandirdigi eylemler sonucu Allah’a yaklasma ve
cenneti arama isteginin s6z konusu oldugu goriilmiistiir.

Terorizm olgusunu sekillendiren siddetle radikallesme siirecinde
sosyolojik unsurlar gergevesinde ise 3N teorisindeki diger iki kavram olan
anlatilar ve grup dinamikleri tizerinden inceleme yapilmistir. Anlatilarin
siddet eylemlerini mesrulastirmada ii¢ asamadan olustugu belirtilmistir. 1k
olarak, orgiitin “biz ve digerleri” ayrimini, Orgiitii destekleyen Siinni
Miisliimanlar olarak ‘“kendileri” ve basta Amerika olmak iizere Orgiitii
desteklemeyen “digerleri” olarak ifade ettikleri tespit edilmistir. Ikinci
olarak, siddetin uygun cevap olduguna dair se¢ilmis travmalarin anlatilmasi,
dini kitaba atif ve insanliktan ¢ikarma yontemlerinin kullanildigt
gorlilmiistiir. Son olarak ise siddeti kullanarak amaca ulagsma ihtimalinin
yiiksek oldugu algisinin olusturulmasi igin secilmis zaferlere vurgu yapildigi
degerlendirilmistir. Grup dinamikleri incelendiginde ise Orgiitlii yapinin
etkisi, fikir birligine tesvik ve grup kimligi ile birleserek kendini feda etme
isteginin 6nemli oldugu tespit edilmistir.

Sonug olarak, literatiirde bahsedilen radikallesme siireclerinden hareketle,
dini motivasyonlu radikal terér oOrgiitlerinde; ait olma ihtiyaci, Onem
kazanma arayisi, anlatilar yoluyla orgiite ve siddet eylemlerine mesruluk
kazandirma g¢abas1 gibi bir¢cok psiko-sosyal etmenin ortak 6zellikler oldugu
tespit edilmistir.  Ayrica, yapilan bu arastirmada da gorildigi tzere
kullanilan “ihtiyaglar hiyerarsisi” ve “3N yaklagimi” teorileri terdrizm
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olgusuna psiko-sosyal bir yaklasim sunmaktadir. Dolayisiyla bu teoriler
kullanilarak El-Kaide terér orgiitiiniin belgeleri iizerinden yapilan sdylem
analizi neticesinde ulasilan sonuglar, gelecek arastirmalarda terdrizmin ve
radikallesmenin nedenlerinin incelenmesinde hem psikoloji ve sosyoloji
alanlarindan hem de diger alanlardan ¢esitli yaklagimlarin bir biitiin olarak
farkli Orgiitler iizerinden de degerlendirilmesinin miimkiin olabilecegini
gostermektedir.
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CYBERSECURITY IN CRITICAL INFRASTRUCTURES AND
CYBER TERRORISM: A STRATEGIC ANALYSIS ON TURKIYE

Seckin AKOZ', Hatice SURURI™
ABSTRACT

Cyber-attacks that may pose a threat to critical infrastructures (Cl) have the potential to cause
wide-ranging negative effects ranging from economic losses to service interruptions and
social chaos. Tiirkiye is in a high-risk group against cyber-attacks due to its strategic
geographical location and rapidly digitalizing infrastructures. Denial of service attacks on
energy grids, ransomware threats in health infrastructures and data breaches on banking
systems are concrete examples of the cyber security vulnerabilities that Tiirkiye faces. The
study addresses the global dimension of cyber threats by taking into account large-scale
cyber-attacks experienced internationally and examines the local effects of these threats with
examples specific to Tiirkiye. The study evaluates Tiirkiye’s current policies, legal regulations
and defense strategies against threats. In the fight against cyber threats, the development of
domestic and national technologies, strengthening cooperation at global, regional, national,
international and institutional levels, international information sharing and the establishment
of proactive response mechanisms against cyber threats are among the prominent strategic
measures. In this context, cyber security is not only a technical issue; it is a necessity in terms
of national security, economic sustainability and social stability.

Keywords: Critical Infrastructures, Cybersecurity, Cyberterrorism, Tiirkiye, National
Strategy, National Security

KRITIK ALTYAPILARDA SIBER GUVENLIK VE SIBER
TERORIZM: TURKIYE UZERINE STRATEJIK BIR INCELEME

OZET

Kritik altyapilara yonelik tehdit unsuru olusturabilecek siber saldirilar, ekonomik kayiplardan,
hizmet kesintilerine ve toplumsal kaosa kadar genis kapsamli olumsuz etkilere yol agabilecek
potansiyeli barindirmaktadir. Tiirkiye, stratejik cografi konumu ve hizla dijitallesen altyapilari
nedeniyle siber saldirilara karsi yiiksek risk grubunda yer almaktadir. Enerji sebekelerine
yonelik hizmet reddi saldirilari, saglik altyapilarindaki fidye yazilim tehditleri ve bankacilik
sistemlerine yonelik veri ihlalleri, Tiirkiye’nin karsi karsiya oldugu siber giivenlik
zafiyetlerinin somut ornekleridir. Calisma, uluslararas1 diizeyde yasanan biiyiik ¢apli siber
saldirilardan yola ¢ikarak, siber tehditlerin kiiresel boyutunu ele almakta ve Tiirkiye
ozelindeki 6rneklerle bu tehditlerin yerel etkilerini incelemektedir. Caligmada tehditlere karsi
Tiirkiye’nin - mevcut  politikalari, yasal diizenlemeleri ve savunma stratejileri
degerlendirilmektedir. Siber tehditlerle miicadelede, yerli ve milli teknolojilerin gelistirilmesi,
kiiresel, bolgesel, ulusal, uluslararasi ve kurumsal diizeyde isbirliklerinin gii¢lendirilmesi,
uluslararasi bilgi paylasimi ve siber tehditlere yonelik proaktif miidahale mekanizmalarinin
olusturulmasi1 6ne ¢ikan stratejik Onlemler arasinda yer almaktadir. Bu kapsamda, siber
giivenlik, yalnizca teknik bir mesele degil; ulusal giivenlik, ekonomik siirdiiriilebilirlik ve
toplumsal istikrar agisindan bir zorunluluktur.
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INTRODUCTION

As digitalization accelerates, critical infrastructures (CI) have become the
building blocks of national security and social order. While the digitalization
of vital systems such as energy, health, finance and transportation has
increased the efficiency and accessibility of these infrastructures, it has also
brought new security risks. This study aims to evaluate the cyber threats
inherent in digitalized infrastructures and to reveal strategic approaches that
can be developed against these threats, especially in Tiirkiye. As an
inevitable consequence of digitalization, cybersecurity has become not only
a technological issue but also a threat to the political and economic stability
and national security of countries. Digital attacks on critical infrastructures
can lead to a wide range of negative effects, from service interruptions to
data theft, from economic losses to social chaos (Lewis, 2019, p.21). In this
context, it is inevitable that cybersecurity will become a priority issue in
digitalizing infrastructures. Any disruption to the functioning of critical
infrastructures affects not only the individuals using these systems, but also
other sectors due to interdependence between systems. Therefore, it is
imperative for states to implement holistic cybersecurity policies in order to
maintain national security and political stability.

Cyber terrorism threatens the security of individuals, societies and states
through the malicious use of information technologies, targets critical
infrastructures and aims to create fear and panic in society. Within the scope
of this study, the multi-layered risks posed by cyber terrorism, both
physically and digitally, are analyzed and the destructive effects of these
risks on critical infrastructures are evaluated. In the information ecosystem
where the physical world and the virtual world intersect, the primary targets
of cyber terrorism include vital areas such as energy grids, health systems,
air traffic control systems, telecommunications and financial infrastructures
(Collin, 1997, p.15). The scale of these threats is not only limited to
damaging individual infrastructures, but also has the potential to create
instability by changing interstate dynamics in international relations and
undermining global peace (Dubyna et al. 2024, p. 6952). In this framework,
cyber threats are complex, destructive and challenging for states. To combat
malicious cyber threats, international organizations such as the European
Union (EU), the Organization for Security and Cooperation in Europe
(OSCE), the United Nations (UN) and NATO (North Atlantic Treaty
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Organization) focus on strategies to detect, prevent and respond to cyber-
attacks (NATO, 2024). In this context, in 2016, NATO declared cyberspace
as an area of operation against possible ultimate threats and developed cyber
defense policies based on deterrence, defense, crisis prevention, management
and cooperation to combat cyber threats (NATO, 2024).

It is observed that the effects of cyber terrorism and attacks are not only
limited to short-term disruptions, but also damage public confidence and the
sustainability of strategic sectors. Tirkiye’s focus on technological
innovations, legal regulations and international cooperation in combating
these threats is of vital importance for the management of these risks.
Tiirkiye is in position more vulnerable to these threats due to its strategic
location and rapidly developing digital infrastructures. As an important
energy transit point on both national and regional scales, Tiirkiye is
becoming one of the primary targets of cyber terrorism due to its geopolitical
importance. This situation necessitates Tirkiye to adopt a more
comprehensive and holistic approach in its cyber security strategies. This
article discusses the vulnerability of critical infrastructures in the face of
digital threats, strategically analyzes Tirkiye’s current situation, and
proposes concrete solutions to improve cybersecurity.

1. THE IMPORTANCE OF CRITICAL INFRASTRUCTURES IN
INTERNATIONAL SECURITY IN ADIGITALIZING WORLD

The digital transformation of the 21st century has radically changed not
only technology but also the understanding of international security. Access
to information has become significantly easier, and the boundlessness of
communication has reached alarming proportions. This situation has
reshaped the security priorities of states. Wars are no longer confined to the
battlefield; they now occur in energy lines, data centers, satellites, and even
hospital systems. As a result, protecting critical infrastructure has ceased to
be merely a technical task and has become a political, economic, and
strategic necessity.

Globalization and the developments that accompany it demonstrate that
today, a country’s security is measured not only by its military power but
also by the robustness of its water resources, energy systems, and financial
infrastructure. In today’s global security structure, states must be prepared
not only for traditional threats but also for new risks brought about by the
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digital age. Threats such as cyberattacks, infrastructure sabotage, and Al-
driven information manipulation have reached a borderless, complex, and
often unpredictable dimension. Therefore, the protection of critical
infrastructure lies at the heart of not only national security policies but also
international cooperation and strategic partnerships. While digitalization has
made security more complex, it has also exposed vulnerabilities more
quickly. For this reason, developing a layered, comprehensive, and proactive
security approach for infrastructure now forms the foundation of modern
security understanding.

1.1. International Security and Critical Infrastructures in the
Digitalizing World

Critical infrastructures are the physical and virtual systems necessary to
ensure the continuity of the basic functions of societies and have a central
role in the functioning of societies. Any failure or attack on critical
infrastructure systems has the potential to directly threaten national security
Critical infrastructures consist of “systems, assets and networks, whether
physical or virtual” (NATO, 2021). These systems, which provide essential
services such as energy, transportation, health and finance, have become
smarter, more connected and more efficient as digitalization has accelerated.

However, this transformation has increased the vulnerability of critical
infrastructures to cyber threats by expanding the attack surface. In this
context, especially energy grids and telecommunication infrastructures are
becoming targets due to the widespread use of digital control systems
(Ercan, 2015, p. 4). Since critical infrastructures generate and store data on a
large scale, the security of this data creates domino effects that can affect not
only the organizations that provide services, but also society as a whole.
Therefore, it is inevitable that the digitalization process should be addressed
together with security.

The protection of critical infrastructures is not only a technical problem,
but also a strategic priority in terms of national security and social order. In
the process shaped by the digital transformation of society, the dependence
on digital infrastructure is increasing exponentially, and the proliferation of
information and communication technologies in critical infrastructures
makes these systems more complex and dynamic (KAS & EDAM, 2022, p.
10). In this context, the development of national and international
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cybersecurity strategies, technology-oriented solutions and the integrated
operation of legal regulations play a critical role in protecting critical
infrastructures against cyber threats.

New security paradigms are needed to manage these threats brought
about by digitalization and to increase the resilience and durability of
infrastructure systems. As cyber threats are expected to become more
complex in the future, strengthening these infrastructures within the
framework of cyber security has become a common responsibility at both
national and international levels. With the change in the dynamics of
security understanding in the global framework and digitalization, a large
number of threats have dominated the international arena. With the existence
of new threats, non-traditional asymmetric threats have framed national and
international competition and opened a space where the resilience of states
and political powers is tested. These asymmetric threats are considered to be
the products of the new world order in the field of defense. With modernity,
the concept of total war has brought the speed of instant communication to
the forefront with the changes in information and machine technologies.

In this new field of competition, cyber threats to critical infrastructures
have been explicitly recognized as a significant threat element in NATO’s
2022 Strategic Concept (NATO, 2024). This explicit recognition is
particularly important for the academic and strategic literature, as NATO's
strategic doctrines serve as normative frameworks that influence the
cybersecurity and defense postures of member states (NATO, 2024).

NATO’s framing of cyber threats as collective security issues provides
not only a policy direction but also a theoretical foundation for
understanding cyber conflict in international relations. NATO emphasizes
operational strategies for defense, resilience, and the stability of the alliance
by developing systems integrated with artificial intelligence strategies
against external interventions targeting the protection of critical
infrastructures. This integration of emerging technologies into strategic
defense frameworks marks a paradigm shift in cybersecurity governance and
has been highlighted in literature as a move toward anticipatory security
models (Bellanova et al., 2022, p. 337). In this framework, international
organizations such as NATO (North Atlantic Treaty Organization), OSCE,
UN, and EU (European Union) are developing measures to increase
resilience by improving national defense capacities, ensuring secure access
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to critical infrastructures, and providing alternative defense perspectives in
times of crisis (NATO, 2024). Such coordinated institutional efforts reflect
what Deibert (2019) terms the “securitization of cyberspace,” where cyber
resilience becomes a shared transnational responsibility rather than a solely
national concern. In this context, the concept of cyber resilience comes to the
forefront as a critical solution within cyber security strategies due to the
increasing complexity and frequency of cyber threats. As Carrapico and
Barrinha (2018) emphasize, the inclusion of cyber resilience in NATO
doctrine signals a growing recognition of the need for adaptive, multi-
layered defense structures in the face of persistent and asymmetric threats.
Therefore, NATO’s approach not only informs operational practices but also
contributes Therefore, NATO’s approach not only informs operational
practices but also makes a significant contribution to the academic literature
on collective” defense, digital sovereignty and strategic adaptation in the era
of hybrid warfare.

1.2.  Converging Threats in International Security

In the digital age, the line between cybercrime and cyber terrorism has
increasingly blurred, giving rise to converging threats that pose significant
risks to national and international security. As Lewis (2019) argues, cyber
capabilities now allow both state and non-state actors to target critical
infrastructures with disruptive, and at times, destructive intent. Particularly
in geopolitically exposed countries like Tirkiye, the convergence of
cyberattacks with broader terror strategies has made cyberterrorism a tool
not just for disruption, but for political signaling and psychological impact.

The growing sophistication of attacks on energy grids, financial
networks, and public institutions demonstrates that these threats are no
longer hypothetical but operational realities (Radziwill, 2018). The 2023 and
2024 ransomware attacks on Turkish public institutions and the 2020 assault
on gas distribution networks are stark examples of how intertwined cyber
and physical security domains have become (Kriter Dergi, 2023; Kandir,
2025). As threats evolve in complexity and attribution becomes increasingly
difficult, national cyber defense strategies must adapt by integrating
intelligence, infrastructure resilience, and international cooperation
mechanisms (Rid & Buchanan, 2015). Thus, cyber security and cyber
terrorism should no longer be treated as separate policy domains, but rather
as intersecting dimensions of a comprehensive national security paradigm.
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1.2.1. Cyber Security and Cyber Terrorism

Cyber security and cyber-attacks in cyberspace have become one of the
most important security issues and threats of the digital age. Cyberspace, as
a strategic area beyond mere technological infrastructures, represents a
multi-dimensional battlefield where security, sovereignty and power
dynamics come together (Kello, 2013).The concept of cyberspace
encompasses not only Internet-based systems but also unmanned aerial
vehicles, airplanes, radio systems and all information systems (Libicki, 2009,
p.12). Unlike traditional security paradigms where physical barriers define
territorial control, cyberspace blurs these boundaries, creating an asymmetric
and decentralized threat environment (Rid, 2011). In cyberspace, which is
defined as an “interdependent network”, attackers resort to DDo0S
(Distributed Denial of Service) attacks to damage the availability of internet
systems, and more recently to the more effective and alarming ransomware.
In this context, cyber threats are deliberate attacks aimed at disrupting,
disrupting or completely destroying the computer systems and critical
infrastructures of the target audience (Lin, 2010, p.63). In cyberspace, where
information becomes a target for attacks, all strategies designed within the
framework of establishing information security have built the concept of
cyber security.

Cyber terrorism is characterized by terrorist groups’ efforts to damage
critical infrastructures, create social fear and achieve political goals by using
digital tools. DDoS attacks are among the methods frequently used by sub-
state terrorist groups. DDoS attacks overload target systems with excessive
data, disabling their functions and disrupting infrastructure services
(Bayrake¢1 & Kogman, 2023, p. 188). DDoS attacks are usually carried out by
networks called botnets, which consist of a group of computers hijacked
with malicious software. These attacks can cause serious operational damage
to states by making the targeted systems vulnerable and they are also highly
attractive due to the attackers’ ability to conceal their identities. Such tactics
highlight how cyberspace provides an opportunity for asymmetric warfare,
in which non-state actors can challenge state authority without engaging in
conventional military conflicts (Arquilla & Ronfeldt, 1996; p.4).

Cyber terrorism has the potential to cause large-scale economic and
social damage at both individual and institutional levels. For example, an
attack on energy grids can not only affect the national economy, but also
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other infrastructures such as health systems (Yilmaz & Sagiroglu, 2013).
The wvulnerability of critical infrastructures to such attacks makes it
imperative for countries to give greater priority to cyber security policies in
their national security strategies. In this context, the securitization of
cyberspace has led to a paradigm shift, where digital assets are now treated
as critical components of national security and necessitating coordinated
international responses (Dunn Cavelty, 2008). In the future, cyber-attacks
supported by the Internet of Things and artificial intelligence are expected to
increase. In this context, adopting an approach supported not only by
technological solutions but also by legal regulations and international
cooperation will be inevitable in the fight against cyber terrorism. Moreover,
cooperation with international organizations (NATO, UN and EU, etc.) are
among the factors that can play a key role in managing these threats. For
example, NATO has accepted cyberspace as an operational domain by
integrating cyber resilience into its collective defense strategy (NATO,
2021). In countries like Tirkiye that are rapidly developing their digital
infrastructures, it is critical to include individuals in the digital security chain
through education and awareness activities.

In cyber security, it is inevitable to develop resilient defense mechanisms
against cyber threats. Early warning systems and threat analysis tools that
will create resilience against cyber threats ensure that attacks are detected
early and damages are minimized (Seker, 2020, p.114). In addition,
information sharing and coordination among international organizations can
also form an effective defense mechanism against cyber threats (NATO,
2021, p.12). National policies to mitigate the effects of cyber threats need to
cover not only technical but also economic and social dimensions. In order
to fully address the geopolitical impacts of cyber threats, state actors need to
go beyond traditional deterrence models and adopt multidimensional
security strategies that include cyber intelligence, digital diplomacy and
cross-Dectoral cooperation (Tikk & Kerttunen, 2020). In particular, to
prevent economic losses, the resilience and resilience of critical
infrastructures should be increased and regular stress tests should be
implemented. Consequently, governance of cyberspace requires a hybrid
approach that combines technological resilience, legal frameworks, and
strategic alliances to counter the evolving nature of cyber threats.

1.2.1.1. Cyber Risks and Threats Affecting Critical Infrastructure
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With the acceleration of digitalization, critical infrastructures have
increasingly become targets of cyber threats. Vital sectors such as energy,
water, transportation, and finance are subjected to attacks carried out by
state-sponsored groups and organized crime syndicates. For example, in
2023, Chinese hacker groups infiltrated ports, energy grids, and
telecommunications networks in the United States, demonstrating their
capability to disable these infrastructures at will (The Wall Street Journal,
2025, p. 1). Similarly, in 2023, the Russia-linked group APT28 exploited a
vulnerability in Microsoft Outlook to target the defense and technology
sectors in Germany (The Guardian, 2024, p. 2).

The impact of cyberattacks is not limited to state-sponsored actors;
financially motivated groups also target critical infrastructures. In 2023, a
vulnerability in the MOVEit file transfer software was exploited by the
ransomware group ClOp, compromising the data of over 2,700 organizations
worldwide (Robinson, 2025). This attack caused serious disruptions in
sectors such as healthcare, finance, and public services.

Tiirkiye has also faced similar threats. In 2023, it ranked among the
countries most affected by cyberattacks on a global scale. Iran-backed
MuddyWater and Russia-linked groups targeted Tiirkiye’s energy and
telecommunications infrastructures (Kriter Dergi, 2023, p. 4). These attacks
have once again underscored the importance of enhancing the country’s
cybersecurity capacity and protecting its critical infrastructures.

2. CYBER SECURITY AND CRITICAL INFRASTRUCTURES

In terms of cybersecurity, critical infrastructures has two dimensions:
defense and offense. The rapid development in network technologies has led
to decisions to manage critical infrastructure, which is vital for a state’s
national security and public functioning, through operating systems that rely
heavily on internet technologies. Therefore, states engaged in power
struggles within the international system can damage each other’s critical
infrastructure sectors and consider them as military targets. In this context, it
is imperative for states to protect their critical infrastructure against cyber-
attacks by investing in the defense capacity of these systems and trying to
provide security for them. The other dimension is cyber-attack capacity. A
state may seek to fully or partially damage an adversary state’s critical
infrastructure by seeking opportunities, developing capabilities in this
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capacity, and conducting covert operations. These infrastructures not only
cause economic losses if their functionality is disrupted, but also pose
serious threats to national security and social order (Afyonluoglu, 2020, p.
11). As part of a complex, interconnected ecosystem, their failure and
destruction, whether physical or virtual, has the potential to weaken states in
terms of national security, national public health and economic security
(NIST, 2016).

Digitalization poses significant risk areas for states due to the potential
for increased exposure to cyber-attacks and cybersecurity incidents,
jeopardizing energy supply security, supply chains, public safety and the
confidentiality of critical data for states. With the increase in cyber threats,
the protection of these infrastructures has become a fundamental element of
national security policies. Today, digitalization necessitates the
implementation of not only physical security measures but also cyber
security strategies in the defense of critical infrastructures. International
organizations such as the EU and NATO create roadmaps and strategies at
the level of awareness and preparedness to protect critical infrastructures
within the scope of cyber security policies (EU, 2024). In this framework,
the EU published the EU Security Union Strategy in 2020, aiming to ensure
European security in both physical and digital areas covering the whole
society at national level. While the focus of the strategy concept is on the
energy sector, the strategy defined operational solution phases that can make
critical infrastructures resilient against physical, cyber and hybrid threats. In
strategically important countries such as Tirkiye, the strategy focuses on
international cooperation and local technology production for the protection
of critical infrastructures, and establishes action and response plans with
effective planning, monitoring and crisis management, prioritizing common
minimum requirements.

2.1. Definition and Scope of Critical Infrastructure

Critical infrastructures are systems that are vital for a country’s
economic, social and national security. While sectors such as energy, health,
transportation, communication and finance stand out in the definitions made
by the European Union, new security risks arise with the integration of these
systems (Karabacak, 2011, p. 2). The US Department of Homeland Security
considers water supply, financial systems and communication infrastructures
as critical infrastructures (Lee & Conway, 2022, p. 5). Critical
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infrastructures are essential services that support society and serve as the
backbone for its security (NIST, 2016). According to the US National
Council for the Improvement of Public Service (1990), “critical
infrastructure” is defined as facilities with long economic life, economic
development, high fixed costs, and a tradition of public sector involvement
(CRS, 2004, p.6). In this context, critical infrastructures are the structures
that build the foundations of a strong economy and national security,
including airports, water and energy resources.

The concept of critical infrastructure, which has been prominent in the
EU and its member states since the early 2000s (Pursuianen, 2009, p.721),
has also been discussed in a multidisciplinary manner in the literature.
Russia has defined its critical infrastructure strategy within the framework of
national security. In this context, in its approach focused on civil defense,
emergencies and national security, critical infrastructures are based on
human security within the framework of a comprehensive security approach.
From a state-centered national security perspective, critical infrastructures
are seen as a necessity to protect society and the state from internal and
external threats, to protect systems that will guarantee the implementation of
constitutional rights and freedoms, independence and sustainable economic
development (Pursuianen, 2021, p.22)

AFAD’s (Disaster and Emergency Management Presidency) definition of
critical infrastructure is; “It is the whole of networks, assets, systems and
temples that may pose serious threats to citizens, health, security and
economy as a result of the negative impact on the environment, social order
and public services when they do not fulfill their function partially or
completely” (AFAD, 2014). In Tirkiye, critical infrastructures include the
energy, transportation, health and finance sectors, but communication
infrastructures and digital systems are also becoming increasingly important
(Demirci, 2021, p.54). However, a comprehensive national strategy and
standards need to be developed for these infrastructures. In particular, energy
infrastructures are one of the sectors that need to be protected as a priority
due to Tiirkiye’s geopolitical position. The scope of critical infrastructures is
expanding with advancing technology and digitalization. In this context,
Tiirkiye needs to make regulations in line with international standards and
focus on local solutions to ensure the security of its infrastructures. In this
context, in the event of cyber-attacks on critical infrastructures, states should
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shape their cyber security strategies based on military, economic, civilian,
social and psychological defense, as well as implement a resilience-based
crisis management cycle. Resilience is the ability of a system to withstand
and resist stress (Pursuianen, 2021, p.26). When faced with processes where
service interruptions become difficult to prevent, it is inevitable to develop
strategies that build redundancy and adaptive capabilities.

2.2. Importance of Cyber Security for Critical Infrastructures

Cyber security plays a key role in protecting critical infrastructures.
Cyber security covers all activities carried out to ensure security in
cyberspace. In this context, it is the existence of systems that can ensure
confidentiality, integrity and accessibility criteria for cyber security (Ardielli
& Ardielli, 2017, p.43). Violation of these three criteria in cyberspace means
that there may be an existing threat. Especially when sectors such as energy,
transportation and health systems are exposed to cyber-attacks and terrorist
attacks, large-scale service interruptions and economic losses can occur. For
example, the Black Energy (BE) cyber-attack on the Ukrainian energy
infrastructure on December 23, 2015, has caused hundreds of thousands of
people to experience unplanned power outages and demonstrated the
vulnerability of critical infrastructures to cyber threats (Lee, Assante, &
Conway, 2014, p.6). This attack demonstrated that remote access to energy
grids can be used to take control of systems and cause large-scale damage
and disruption. States’ energy infrastructures are highly interdependent
through transit gas pipelines or electricity transmission networks. In this
context, the protection and resilience of the relevant infrastructure element
will prevent system disruption (Zoli et al., 2018, p.4). Terrorist organizations
and non-state actors also target critical infrastructures, especially where
interdependence exists, to expand the sphere of influence of their mass
actions. The academic draft approach to understanding the interdependencies
of countries came to the forefront in the 2001s. The interconnected nature of
critical infrastructures makes it important to identify the problems that may
arise in each infrastructure in order to manage the related interdependencies.
The problem is that when critical systems are considered holistically, the
failure or damage that may occur in a single element of the system may be
reflected in the whole system due to interdependencies. Therefore, an attack
on systemically critical infrastructures may pose a risky threat that could
disrupt the entire operation.
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In Tiirkiye, when we evaluate critical infrastructures holistically, energy
grids and healthcare systems are among the most vulnerable areas. Health
infrastructures are particularly exposed to attacks such as ransomware. By
encrypting patient data, attackers disrupt healthcare services and put patient
safety at risk (Lewis, 2006, p.1). For example, the ransomware attacks
against many hospitals in Europe and Tirkiye in 2020 have once again
highlighted the inadequacies in protecting these infrastructures.

Cyber security strategies should not be limited to technological solutions.
Early warning systems and artificial intelligence-supported threat detection
systems are at a level that will allow such such attacks to be detected in
advance. In addition, the resilience of infrastructures should be increased by
strengthening corporate collaborations. Tiirkiye’s development of local
software solutions in this area will reduce foreign dependency and increase
its cyber defense capacity.

3. CYBER TERRORISM AND CRITICAL INFRASTRUCTURES

Cyber terrorism is a form of terrorism that targets society through attacks
in the digital environment, usually aimed at creating fear and panic through
cyber-attacks on states or critical infrastructures. This type of terrorism is
considered a digital extension of traditional terrorism and is an expanding
global threat in which individuals, institutions and states can be targeted.
Considering cyber terrorism as an integral element of the digital domain,
national security and intelligence-based digital surveillance has become an
essential element of surveillance for states in the fight against cyber
terrorism. In addition to the measures taken at the national level, the
expansion of defensive practices by states against threats that may come with
virtual surveillance has led to a decrease in risks in the context of national
and international security.

The main purpose of cyber terrorism is to throw societies into economic
and social chaos and to strain the capacity of states in crisis management
(Singer & Friedman, 2014, p. 29). Such attacks are usually carried out by
cyber criminals, hacker groups or terrorist organizations. Since cyber
terrorism can be effectively carried out in the digital environment, its targets
often cover a wider area compared to traditional terrorism. Especially the
digital infrastructures of developed countries offer great opportunities for
attackers. This situation shows that not only economic but also social and
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psychological effects can be created cyber attacks. Critical infrastructures
can be targeted by cyber terrorists and cause widespread effects that can stop
the functioning of states or societies (Sagiroglu & Alkan, 2018, p. 9). For
example; In the Russia-Ukraine war, cyber attacks targeting Ukraine's
critical infrastructures has been a cyber terror act linked to hacktivist groups
designed by Russia.

According to intelligence sources, threats to critical infrastructures are
increasingly being carried out by cybercriminal organizations and states
carrying out “covert” actions. Cyber terrorism can directly affect societies
through attacks on these critical infrastructures. The magnitude of the impact
area of the related attacks is of a nature that can have long-term
consequences not only economically but also socially and psychologically
(Kurum, Bilgi¢, & Cardak, 2022, p. 443). In this context, cyber security
measures and strategies require not only technical solutions but also global
coordination and more effective information sharing. Increasing inter-
country solidarity will enable for a stronger fight against cyber threats.

From a policy perspective, states are planning cyber terrorism and
terrorism as a growing threat in cyberspace and developing national security
policy mechanisms using an ‘“all-hazards awareness and preparedness
model” based on risk and resilience, where multiple risk factors are
addressed simultaneously. Terrorist organizations and sub-state groups also
build critical infrastructures or aim to seize critical infrastructures in order to
target critical points and carry out their actions (Asal et al., 2015, p.5). These
emerging terrorist groups are pushing the boundaries and possibilities of
critical infrastructures to serve the mass purposes of the organizations all for
the sole purpose of action and expanding and their area and, to get one man
closer to their course.

Cyber terrorism and the protection of critical infrastructures are of
increasing importance for states. In this context, resistance against cyber
threats should be increased by developing national security strategies, cyber
security measures, international cooperation and cyber defense policies
(Atasever, Ozgelik & Sagiroglu, 2019, p.239). Protecting critical
infrastructures against cyber-attacks is a policy necessity for states due to the
destructive effects of digital technologies. In this context, cyber terrorism is
a public responsibility for states to combat and prevent due to the
limitlessness of the area it covers (Weiss & Biermann, 2021, p.1). The
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rapidly evolving structure of technology requires continuous updating of
cyber defense systems. This will enable states to prepared to identify, control
and manage cyber-attacks and risks that may arise with a stronger and more
flexible infrastructure.

3.1. Definition and Scope of Cyber Terrorism

Information systems and the digital space are considered as a vulnerable
area and are placed in the target of terrorists. There for using information
systems to determine a target area and plan an attack is one of the important
stages of cyber terrorism activity (Jormakka and Molsa, 2005). Parks and
Duggan (2011) defined cyber terrorism as an extension of conventional
terrorism and a new approach in which terrorist organizations take action in
cyberspace to achieve their goals. Cyber terrorism refers to terrorist activities
carried out in the digital environment and generally aims to create fear and
panic in society through attacks on critical infrastructures. According to
Pollitt, cyber terrorism is defined as “premeditated, ideologically motivated
attacks on computer systems, non-combatant targets, computer programs and
data by sub-national organizations and covert intelligence agents” (Pollitt,
1998). According to Evan Kohlmann (2008), cyber terrorism is defined as
“any act of terrorism that takes place on the Internet”. In this context, cyber
terrorism is the use of the tools of the virtual world by terrorist organizations
in cyberspace in attacks targeting online computers, networks and the
information stored on them for communication, recruitment, coordination,
fundraising on behalf of organizations, action planning and intelligence
gathering (Kohlmann et al., 2008). Such attacks are carried out by non-state
actors or state-sponsored groups and are considered the digital extension of
traditional terrorism. The main objectives of cyber terrorism include
threatening public security, targeting economic infrastructure and
undermining public faith in state security (Singer & Friedman, 2014, p. 29).
This reveals the complex nature and wide-ranging effects of cyberterrorism,
as cyberattacks have a wider reach, with attacks taking place digitally rather
than through physical violence (Sagiroglu & Alkan, 2018, p. 37). According
to Robert S. Mueller, cyber terrorists focus on combining physical attacks
with cyber-attacks by recruiting from outside while training their members
to carry out their actions in cyberspace (Nakashima, 2010). In this context,
the fight against cyber-terrorism will not only be specific to states, but
individual, society and state-related methods of struggle will be decisive.
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Cyber terrorism also has the potential to surpass traditional terrorism with
its social and psychological effects. Such attacks can create iimediate social
fear and panic, while in the long run they can undermine confidence in the
security and stability of the state (Kurum, Bilgi¢, & Cardak, 2022, p. 458).
While cyber security is becoming more important with each passing day, the
complexity and impact of attacks are also increasing. This is because the
global interconnectedness of digital systems allows an attack to spread
rapidly over a wide area (Atasever, Ozcelik, & Sagiroglu, 2019, p. 238).

3.2. Differences between Cyber Terrorism and Traditional Terrorism

One of the main differences between cyber terrorism and traditional
terrorism is the means used. While traditional terrorism uses physical
violence and explosive devices to cause massive damage to targeted
locations, cyber terrorism is more often a digital attack. Cyber terrorists
often use digital tools such as computer viruses, ransomware and denial of
service attacks (DDoS) to bring down the systems of targeted organizations
or states (RAND Corporation, 2015, p. 21). In this context, traditional
terrorism involves physical violence, geographical limitations, and visibility
and high risk factors. Cyber terrorism, on the other hand, is a wide-area
terrorism method in which attacks are carried out using digital tools such as
computers, networks and software, and systems around the world can be
targeted. Cyber terrorism is operationally covert, operationally low-risk and
high-cost attacks.

These differences also make the impact of cyber terrorism more
widespread because a cyber-attack can spread around the world in a few
seconds and cause chaos on a global scale (Kurum, Bilgi¢, & Cardak, 2022,
p. 460). Attacks carried out in the digital environment leave fewer traces, it
becomes much more difficult to track. This increases the impossibilities that
attackers have to hide their identities and that states or organizations face

when taking security measures (Atasever, Ozgelik, & Sagiroglu, 2019, p.
239).

3.3. Examples of Cyber Terrorism against Critical Infrastructure
3.3.1. International Cases

3.3.1.1. Estonia DDoS (Distributed Denial of Service) 2007 Attacks
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The cyber-attacks on Estonia in 2007 are one of the most prominent
examples of cyber-terrorism. Estonia was subjected to one of the most
coordinated and comprehensive cyber-attacks against a single country to that
date. The attacks took the form of Distributed Denial of Service Attacks
(DDoS) on the websites of public organizations and the banking system.
These attacks posed a serious threat to Estonia’s digital infrastructure and led
the country to take comprehensive measures in the field of cyber security
(Sagiroglu & Kanca, 2022, p. 70; Tikk & Kaska, 2010, p. 288). Estonia’s
rapid response to these attacks has been an important lesson on how to
develop cyber defense strategies worldwide. The Estonian attacks not only
affect inter-state relations, but also threaten the security of a nation’s digital
infrastructure. These attacks have demonstrated how critical the cyber
defense capacities of states are and this highlights the importance of
international cooperation in the field of cybersecurity (Singer & Friedman,
2014, p. 72).

3.3.1.2. Natanz Nuclear Facility Attack

The 2010 cyber-attack on Iran’s Natanz Nuclear Facility was an example
of cyber warfare as a real national security threat in the international arena.
This attack was carried out with the use of a computer worm called Stuxnet
and caused serious damage to Iran’s nuclear program. Stuxnet is considered
to be the most sophisticated and targeted computer virus (worm) ever
discovered. It specifically targets industrial control systems and is designed
to sabotage centrifuges used in Iran’s nuclear facilities. After infiltrating the
nuclear facility’s networks, the Stuxnet worm manipulated the systems that
control the speed of centrifuges (984 centrifuges), causing them to spin at
excessive speeds and thus causing damage (Holloway, 2015; Kesler, 2011).
The focus of the Stuxnet attack was the ability of the virus to penetrate
deeply into targeted systems. The virus used various techniques to bypass
the facility’s firewall and remained undetected for a long time. The attack on
the Natanz facilities opened a new dimension in international relations. It
signaled that cyber threats, in addition to conventional warfare methods,
could also affect international relations and even lead to conflicts. The attack
increased international tension and antagonism between Iran and the other
countries, causing states to take measures to increase their capacities in the
cyber domain and invest more in defense systems.
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4. CURRENT STATUS OF CRITICAL INFRASTRUCTURES IN
TURKIYE

In the digital domain, where cyber-attacks have become prominent and
are also used by sub-state groups, state-sponsored organizations and terrorist
organizations, the protection of critical infrastructures has entered the agenda
of national and international security. However, the threat posed by cyber-
attacks has paved the way for states to focus on developing collective
capabilities and capacities to respond to cyber-attacks, and to implement
regulatory legal arrangements and strategic roadmaps between public and
private institutions. Although there is disagreement in the literature on which
factors should be included in the critical infrastructure classification,
communication infrastructures, financial sector, commercial facilities,
defense industry, emergency services, energy grids and nuclear facilities,
transportation and information technology systems are considered critical
infrastructures (Lewis, 2019). However, some of these sectors can be subject
to attacks that can pose serious problems independent of cyberspace. The
European Union (2022), has defined the sectors where a cyber threat is
believed to have potentially catastrophic consequences as high critical
infrastructures sectors. Accordingly, high criticality critical infrastructures
are defined as transportation, energy, banking and financial infrastructures,
health, drinking water, wastewater, digital infrastructures, information and
communication technologies, public spaces and space (EU, 2022).

4.1. Energy Infrastructure

Tirkiye is strategically located on energy transit routes, making energy
infrastructures more critical for national security. Besides having national
distribution lines in Tirkiye's existing energy infrastructure, there are also
international oil and natural gas pipelines (Baku-Thilisi-Ceyhan Pipeline,
TANAP, Turkish Stream Gas Pipeline, Kerkilk-Yumurtalik Crude Oil
Pipeline, etc.) is also in the transit corridor.

In energy grids and electrical systems in the energy infrastructure include
all connections that allow the transmission of electricity from suppliers to
consumers. They consist of power plants, storage facilities, transmission
lines, distribution lines, transformers and power switches. Attacks on
international power lines are focused on managing and protecting critical
infrastructures that cannot be guaranteed. In cyberattacks on energy
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infrastructure, smart grid systems are needed to protect infrastructures
(Giindiiz & Das, 2020, p.971). The goals of smart grids are to increase
efficiency and reliability by using automatic control and high-power smart
converters. DDoS attacks on electricity grids leave the energy sector
vulnerable and negatively affect other sectors with knock-on effects (Libicki,
2009, p.66). For example, a cyber-attack on energy infrastructures in
Tirkiye in 2016 temporarily disabled the functionality of electricity
distribution systems, clearly demonstrating the vulnerability of these
infrastructures (NTV, 2016). The security of energy infrastructures can be
enhanced through regular stress tests and threat detection systems.
Furthermore, to build cyber resilience in the energy sector, investments
should be made in domestic solutions and international standards should be
harmonized. In this context, cooperation with NATO and the European
Union can play a critical role in the defense of energy infrastructures.

4.2. Health Systems

The healthcare sector is particularly vulnerable to cyber threats such as
ransomware and data breaches. Health infrastructures in Tiirkiye have faced
security vulnerabilities with the digitalization process. There has been a
significant increase in ransomware attacks on healthcare systems, especially
during the COVID-19 pandemic. These attacks disrupted the operations of
healthcare organizations and jeopardized the treatment processes of patients
(KAS & EDAM, 2022, p. 12). The use of Al-powered security solutions and
encryption technologies is critical to protect healthcare infrastructures. In
addition, awareness should be raised by providing regular cyber security
trainings for healthcare professionals, and their capacity to respond quickly
to attacks should be strengthened (Booker & Musman, 2020, p.1). Measures
to be taken within this framework are;

- “Identify and prepare for potential threats and risks that may occur,

- Taking measures to reduce the security vulnerabilities of critical
infrastructures, systems and networks identified in connection with internal-
external and interdependencies in critical sectors in the health sector,

- Mitigating the potential threatening effects of critical infrastructures
during or as a result of emergencies that may occur and ensuring that the
relevant failure is eliminated after damage detection,
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- Regardless of the causal factors, it will be decisive to establish systems
that are resilient to interruptions caused by emergencies and systems that can
adapt to changing conditions in order to quickly recover from damages that
may occur, as well as preventive response systems that prevent systematic
and operational attacks across the sector” (EU, 2024).

4.3. Financial Systems

Banking and financial infrastructures are one of the most frequently
targeted sectors by cybercriminals. Ransomware and data theft attacks on
banking systems in Tiirkiye have caused serious disruptions in the financial
sector (Yesilyurt, 2015, p.101). For example, in 2020, an attack on a banking
institution in Tirkiye resulted in the leakage of customer information and
millions of liras in losses. This situation shows the necessity of continuous
monitoring and rapid response teams in protecting financial systems.
Another cyber-attack that took place in 2015 was a large-scale DDoS attack
against Tiirk Telekom and the Information and Communication Technologies
Authority (BTK). The attacks caused internet services to be interrupted, and
along with the speed disruption, there were disruptions or even complete
stoppages in digital and sometimes physical internet-based activities across
the country.

Blockchain-based solutions and artificial intelligence-supported software
should be used to protect financial infrastructures (Goeva et al., 2024, p.1).
In addition, comprehensive training programs should be implemented to
raise individuals’ financial security awareness and regulatory bodies should
strengthen cybersecurity protocols.

5. TURKIYE’S GEOSTRATEGIC POSITION AND INCREASING
RISKS AND THREATS TO CRITICAL INFRASTRUCTURE

21. century, traditional geopolitical concepts such as land-based borders,
maritime control or air superiority are no longer sufficient to explain
strategic power. Instead, cyberspace has emerged as a distinct and dynamic
space in which national interests are discussed and redefined. Rather than
analyzing Tirkiye's position through classical geopolitical lenses, its
geostrategic importance must now be included in the developing cyberspace
logic, which is an area shaped by digital infrastructures, information flows
and cyber sovereignty. In this new environment, power is not solely
determined by physical control, but also by a state's ability to protect,
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disrupt, or govern the virtual architectures that sustain both civilian life and
national security (Castells, 2009; Nye, 2010; Rid, 2020). These attacks in
cyberspace not only cause infrastructural damage, but also target a state’s
strategic capacity, international reputation and social integrity.

In this multi-layered threat environment, Tiirkiye’s geostrategic location
makes it not only a physical bridge but also a “digital transit corridor”.
Tirkiye is both a target and a transit route for attacks that may occur in
cyberspace, as it is the crossroads of digital data flows connecting Europe,
Asia and the Middle East. This situation necessitates Tiirkiye to address its
cybersecurity policies not only from a defense perspective but also as a
geopolitical priority.

Tirkiye stands out as an important actor on both regional and global
scales due to its geopolitical position. As an energy transit hub between
Europe, Asia and the Middle East, Tiirkiye plays a strategic role in energy
security with projects such as TANAP (Trans Anatolian Natural Gas
Pipeline) and Baku-Thilisi-Ceyhan. However within the context of
cyberspace, these infrastructures represent not just physical assets but also
critical digital terrains- vulnerable to cyberterrorism and state-sponsored
attacks. These infrastructures are increasingly becoming high-value targets
for adversial actors employing asymmetric methods such as ransomware,
malware, or sabotage. Such attacks not only compromise operational
continuity but also trigger cascading disruptions across financial markets,
trade routes, and diplomatic engagements.

The strategic logic of cyberspace significantly undermines the basic
assumptions of classical deterrence and war theories. The frequent targeting
of Tirkiye’s financial, communication and defense infrastructures
concretizes the geopolitical risk this new area poses. Indeed, ransomware
attacks targeting the banking sector in recent years have clearly revealed the
digital vulnerabilities and structural weaknesses of these infrastructures
(Aydin, Barigkan & Cetinkaya, 2021, p. 156). The perpetrators of
cyberattacks are often unidentifiable, and unlike classical security threats,
the threshold for attack is often unclear; conflicts begin before they are
officially declared and progress in a hybrid form (Rid, 2020). For this
reason, cyberspace stands out as a strategic area of competition that disrupts
traditional military power balances and enables asymmetric actions. As
Joseph Nye (2010, p.1) stated, cyberpower is not only technical capacity, but
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also the ability to manage perception, manipulate information and disrupt the
opposing party’s decision-making mechanisms.

As Joseph Nye (2010) points out, cyber power is inherently asymmetric;
it privileges those who can move flexibly within open, decentralized
networks. For Tiirkiye, this requires a strategic shift: national cyber security
cannot be considered solely as a defensive posture, but must also include
active deterrence, digital diplomacy, and network resilience. Manuel Castells
(2009) emphasizes that power in the information age flows through
networks; not only military alliances, but also data infrastructures and
software ecosystems. In this sense, Tiirkiye’s integration into transnational
cyber defense networks (e.g. NATO’s CCDCOE) becomes a way to
strengthen not only protection but also digital sovereignty.

Moreover, cyberspace challenges the Westphalian paradigm by shifting
the locus of sovereignty from territory to information. In such an
environment, strategic depth is measured not in kilometers but in
milliseconds of response time, degrees of system redundancy, and real-time
threat detection capabilities. Tiirkiye’s increasing participation in NATO’s
cyber doctrines (especially those emphasizing resilience and multilayered
defense) reflects this transition (NATO, 2023). Moreover, cyberterrorism,
which blurs the lines between political violence and digital sabotage,
highlights the urgency of rethinking national security beyond traditional
borders.

The convergence of cybersecurity and cyberterrorism highlights the need
to reconceptualize geostrategy through the lens of cyberspace. As the
boundaries between state and non-state actors, war and crime, and public and
private sectors continue to erode, cyber resilience is becoming not only a
technical requirement but also a geopolitical imperative. For a state like
Tiirkiye, at the crossroads of continents, alliances, and conflicts, digital
sovereignty and strategic adaptability in cyberspace are now essential
components of national power On the other and increasing complexty of
cyber threats requies coordination not only national level but also at the
regional level. Tiirkiye should develop its own cyber policy doctrine against
freely evolving threats, taking into account all this inclusiveness.

5.1. Threats Specific to Tiirkiye
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Tiirkiye’s geostrategic position and rapid digitalization have significantly
increased its exposure to cyber threats, particularly targeting critical
infrastructure sectors such as energy, finance, and public services. Among
these, the energy sector has become a primary target due to its strategic
importance and technological vulnerability.

These developments reveal that digital and physical security areas can no
longer be addressed separately. It is clear that Tiirkiye needs an integrated
security strategy to protect its critical infrastructures. This strategy should
encompass not only technological solutions but also institutional
coordination, crisis management capacity and public-private sector
collaboration.

Cyberattacks targeting Tiirkiye’s energy infrastructure have escalated
both in frequency and complexity. According to Kaspersky's 2022 report, the
percentage of industrial control system (ICS) computers in Tiirkiye’s energy
sector that encountered malicious objects reached 43.2% in the second half
of the year—an increase of 1.8 percentage points compared to the first half
(Kaspersky, 2023). These attacks aimed to infiltrate and disrupt industrial
systems that manage energy generation and distribution, highlighting a
critical vulnerability in the nation’s cyber defense posture. This upward trend
in cyber threats demonstrates the urgent need for Tiirkiye to reassess its
national energy security paradigm—not only in terms of physical resilience
but also through comprehensive cyber defense strategies. Given the cross-
border and non-attributable nature of cyberattacks, enhanced collaboration
with international cybersecurity frameworks, including NATO, is essential
to mitigate such evolving threats.

In 2023, several banks in Tiirkiye were targeted by DDoS attacks on their
digital platforms, resulting in significant disruptions to internet banking
services. These attacks prevented users from accessing their accounts and
caused considerable delays in financial transactions (Kriter Dergi, 2023). In
the same year, ransomware attacks were carried out against the digital
infrastructures of various public institutions, leading to the temporary
suspension of municipal services. As a result, citizens experienced
interruptions in accessing essential public services, and the security of public
data was severely compromised (Kriter Dergi, 2023). In recent years,
Tiirkiye has increasingly become a target of both cyber and physical security
threats. This trend underscores the necessity of a comprehensive and
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multidimensional security approach, particularly for the protection of critical
sectors such as public institutions, the energy sector, and healthcare
infrastructure.

In 2015, large-scale DDoS attacks targeted DNS servers with the “.tr”
extension; access to thousands of websites was temporarily cut off. These
attacks revealed the vulnerabilities in Tiirkiye’s digital infrastructure and the
lack of resilience of public information systems (Kandir, 2025). In 2020, a
ransomware attack on an energy company that distributes natural gas in
major cities halted the company’s operations and revealed the
infrastructure’s vulnerability to cyber threats (Kandir, 2025). In the same
year, the websites of various government ministries were subjected to
simultaneous cyber attacks; Access to many institutions, including the
Presidency's of the Republic of Tiirkiye Directorate of Communications, has
been temporarily cut off (DGRNET, 2024, p. 4).

A cyber attack on the Ministry of Health in 2021 targeted personal health
data. This incident has once again shown how sensitive health systems are in
terms of cybersecurity, especially during the pandemic (DGRNET, 2024, p.
2). In addition to cyber threats, security risks related to the physical domain
and intelligence have also come to the forefront. The terrorist attacks
targeting the Ministry of Interior in October 2023 and the TUSAS facilities
in 2024 have demonstrated that national security concerns are not limited to
the digital sphere, but also encompass the physical domain and intelligence
dimensions (Ceylan, 2024, p. 6).

These developments show that digital and physical security areas can no
longer be considered separately. It is clear that Tiirkiye needs an integrated
security strategy to protect its critical infrastructures. This strategy; in
addition to technological solutions, it should also include elements such as
institutional coordination, crisis management capacity and public-private
sector cooperation

6. CYBER SECURITY AND THE FIGHT AGAINST CYBER
TERRORISM IN TURKIYE

Tirkiye is taking important steps in the field of cyber security against the
increasing cyber threats on a global scale and developing various strategies
to combat cyber terrorism. Within the framework of national security
strategies, cyber security is seen as the guarantee of both the state’s
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understanding of security and economic and social security. In recent years,
Tirkiye has been trying to overcome its deficiencies in this field with the
policies and strategies it has developed in the field of cyber security and has
been conducting a more effective fight against cyber terrorism. In this
context, cyber resilience, proactive cyber defense and deterrence, people-
oriented cyber security approach, safe use of technology, domestic and
national technologies in combating cyber threats, as well as the activities
carried out by the Digital Transformation Office, ICTA and TUBITAK are
effective.

6.1. National Cyber Security Policies and Strategies

Tiirkiye published its first National Cyber Security Strategy in 2013 and
updated it in 2019. The National Cyber Security Strategy aims to protect
critical infrastructures, detect cyber-attacks and develop effective response
methods. While strengthening Tiirkiye’s digital security infrastructure, the
strategy also emphasizes the development of domestic cyber security
products (Sagiroglu & Alkan, 2018, p. 51). With its cyber security strategy,
Tiirkiye aims to combat cyber threats not only at the national level but also
at the global level.

The success of cyber security strategies depends on the strong
cooperation of both the state and the private sector. Tiirkiye’s cybersecurity
strategy emphasizes the need to spread cybersecurity awareness in the public
and private sectors. In particular, it is stated that institutions should have the
capacity to detect threats in advance and take precautions. At this point,
including the private sector in these strategies will be an important step in
protecting critical infrastructures (Kurum, Bilgi¢, & Cardak, 2022, p. 461).
In addition, Tirkiye’s indigenous technologies developed in the field of
cyber security have great potential for increasing its cyber defense capacity.
Indigenous software and hardware reduce foreign dependency, while at the
same time increasing the international competitiveness of domestic
producers in this field. However, the rapidly changing nature of cyber threats
requires continuous updating of cyber security policies. Within the
framework of these policies, the “Cyber Security Presidency” was
established with the decree published in the Official Gazette dated January 8,
2025. The Presidency will develop action plans and strategies to develop
policies and objectives to ensure cyber security.

247



Cybersecurity in Critical Infrastructures and Cyber Terrorism
A Strategic Analysis on Tiirkiye
Seckin AKOZ & Hatice SURURI

6.2. Legal and Regulatory Framework

The legal and regulatory framework in Tiirkiye plays an important role in
combating cybercrime and ensuring cybersecurity. Law No. 5651 provides
an important legal basis for combating cybercrime and crimes committed in
the digital environment. This law defines offenses such as defamation,
slander, and violation of personal data committed over the internet and
imposes criminal sanctions (Acay, 2021, p.87). In addition, the Law on the
Protection of Personal Data adopted in 2016 introduced important
regulations for the protection of personal data in the digital environment.
However, only legal regulations are not sufficient for cyber security. The
effective implementation of these regulations requires strengthened oversight
mechanisms and more training. Furthermore, active support from the private
sector should be sought in the fight against cybercrime.

Tiirkiye’s success in combating cybercrime relies on the effectiveness of
both legal and administrative structures. From a national security
perspective, broader cooperation is needed to combat a threat as complex
and transnational as cyber terrorism. In order to combat global threats,
Tiirkiye’s cybersecurity laws should be continuously updated in parallel with
international developments (Sagiroglu & Alkan, 2018, p. 36). In this
context, the National Cyber Security Law No. 7545, which entered into force
in March 2025, has been a transformative step in Tiirkiye’s cyber
governance. This comprehensive legislation has brought significant reforms.
Some of these reforms include mandatory periodic cyber risk assessment
reports for critical infrastructure sectors (such as energy, finance,
telecommunications), the establishment of the National Cyber Threat
Intelligence Center, and gradual sanction mechanisms for non-compliance.
The law also clarified the obligations of public and private sector actors
regarding incident reporting processes, expanded the authorities of the
National Cyber Incident Response Center (USOM), and institutionalized
international cybersecurity cooperation. One of the most striking aspects of
Law No. 7545 is that it has brought Tiirkiye’s cyber resilience planning more
in line with EU and NATO standards by placing public-private sector
cooperation on a legal basis (Resmi Gazete, 2025).

Developing cybersecurity laws within the framework of international
cooperation will play a critical role in mitigating the effects of cybercrime
and cyberterrorism not only in Tirkiye but also worldwide. Therefore,
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Tiirkiye’s harmonization with global cybersecurity regulations is important
in terms of consolidating international cooperation.

6.3. Current Situation in the Protection of Critical Infrastructures

In Tirkiye, critical infrastructures in the energy, healthcare and finance
sectors can be vulnerable to cyber threats. Especially in the energy sector,
cyber-attacks can cause major damage by targeting critical systems.
Therefore, more effective cyber security measures are needed to protect
energy infrastructures (Kurum, Bilgi¢, & Cardak, 2022, p. 460). Tirkiye’s
energy sector should be harmonized with cybersecurity standards and the
resilience of systems against cyber threats should be increased. However,
infrastructures in the healthcare sector are also highly vulnerable to cyber
threats. Cyberattacks on the energy and manufacturing sectors in Tirkiye are
on the rise. According to Kaspersky's 2022 data, 41.9% of Industrial Control
System (ICS) computers in Tiirkiye faced cyber threats. The energy sector is
among the most attacked sectors (Kaspersky, 2023).

Critical data such as digital health records, patient information and
medication management can be targeted by cyber-attacks, which can not
only breach personal data but also harm public health (Singer & Friedman,
2014, p. 75). Protecting digital systems in the healthcare sector is critical to
preventing cyberattacks that threaten public health. Healthcare organizations
need to invest more in cybersecurity and strengthen their infrastructure.
Financial systems are one of Tiirkiye’s most vulnerable sectors and should
have the highest standards of cybersecurity. Tiirkiye should adopt a more
integrated and comprehensive security approach for continuous monitoring
and protection of digital infrastructures in the financial sector (Tikk &
Kaska, 2010, p. 293). Cyber-attacks targeting financial systems can cause
huge economic losses and seriously undermine public confidence. Therefore,
closing vulnerabilities in financial systems is an important part of
cybersecurity policy.

7. DEFENSE AND PREVENTION STRATEGIES

Cyber security plays a critical role in ensuring national security,
economic stability and social trust in today’s digitalized world. In particular,
cyber terrorism and cybercrime pose significant threats to states and the
private sector. An effective fight against these threats is not only possible
through technology-based solutions, but also requires the development of
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strong defense and prevention strategies. These strategies are necessary not
only to defend against cyber-attacks, but also to anticipate the effects of
these attacks and minimize risks through early response and rapid recovery
mechanisms. In this framework, it will be decisive to take prevention and
response steps to detect and prevent cyber-attacks in advance and to create
deterrent mechanisms (NATO, 2024).

Defense and prevention strategies are generally shaped around domestic
and national technologies, public-private partnerships, international
cooperation and proactive response approaches (Aksu Ereker, 2019). These
strategies include key elements such as strengthening cyber security
infrastructure, early detection of threats and rapid response to attacks. In
addition, increasing information sharing among countries and establishing
common defense mechanisms are also of great importance in the fight
against cyber terrorism. Tiirkiye’s cyber security strategies are shaped in this
direction and include many important steps, from the development of
indigenous solutions to the strengthening of international cooperation.

7.1. Domestic and National Technological Solutions

Domestic and national technological solutions play a critical role in
Tiirkiye’s cyber security strategies. In recent years, the development of
indigenous cyber security software and hardware has enabled Tiirkiye to
take important steps towards reducing its dependence on foreign sources.
These solutions both reinforce national security and make Tiirkiye more
resilient against cyber threats. Domestic software and hardware increase
Tiirkiye’s security power not only in the local scale but also in the
international arena (Sagiroglu & Alkan, 2018, p. 167).

Tiirkiye’s success in this field shows that in addition to domestic
production solutions, innovative strategies in cyber security should also be
developed. The state’s cyber security strategies become more effective
through collaborations with the private sector. Public and private sectors
acting together not only strengthen the cybersecurity infrastructure, but also
increase Tirkiye’s technology production capacity in this field (Kurum,
Bilgi¢, & Cardak, 2022, p. 446). Since externally dependent systems may
lose their effectiveness, especially in times of crisis, local solutions will also
help to respond more quickly and effectively to cyber threats. Developing
indigenous solutions is of great importance not only for national security but
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also for economic development. In this context, the development of
indigenous technologies will increase Tiirkiye’s technology exports as well
as its goal of becoming an independent country in the field of cyber security.
Tiirkiye’s investments in indigenous solutions in cyber security will also
provide a significant advantage in its competition with other countries.

7.2. Public-Private Sector Cooperation Models

Public-private partnerships are especially important in combating threats
to critical infrastructures. The effectiveness of cybersecurity strategies in
Tiirkiye relies on cooperation between the governments’s regulatory and
oversight role and the private sector’s innovative solutions. This
collaboration enables faster and more efficient implementation of
cybersecurity strategies. Especially in critical sectors such as financial and
energy infrastructures, a stronger cybersecurity infrastructure can be created
when the private sector’s capacity to produce technology and the public
sector’s regulatory role are combined (Kurum, Bilgi¢ & Cardak, 2022, p.
461). However, cooperation between the public and private sectors should
not be limited to joint projects. A stronger interaction between these two
sectors should also be ensured in information sharing and training processes.
This approach is critical not only for cyber security but also for the security
of all digital infrastructures (Hekim & Basibiiylik, 2013, p. 137). Cyber
security infrastructures developed through public-private partnerships will
create a more secure environment in the digital environment and enable
faster reactions to cyber threats. Moreover, the development of these
collaborations may lead to more research and development (R&D) activities
in the field of cyber security. These R&D activities will increase the
effectiveness of Tiirkiye’s cybersecurity strategies, not only for the country’s
internal security, but also on a global level. Strong collaborations between
the public and private sectors can make Tirkiye a more independent and
powerful actor in cybersecurity. Cyber security should not be limited to
technical measures; it should also include education, awareness, and
international cooperation. For example, institutions such as CISA in the
USA cooperate with the private sector in protecting critical infrastructures.
In addition, international norms adopted under the leadership of the United
Nations require states to act responsibly in the cyberspace and avoid attacks
on critical infrastructures (Kesan, Hayes, & Bashar, 2021).

7.3. International Cooperation and NATO Integration
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Since cyber security is a threat that transcends national borders,
international cooperation against this threat is of great importance. Within
the framework of its NATO membership, Tirkiye is strengthening
international cooperation in cyber security and developing a collective
defense mechanism against cyber terrorism. NATO aims to develop a
common strategy against cyber security threats among member states and
Tiirkiye plays an important role as a part of these strategies (Singer &
Friedman, 2014, p. 78).

By strengthening its cyber defense capacity with NATO, Tirkiye is
establishing a common line of defense against global cyber threats. This
cooperation creates a strong solidarity against cyber threats not only for
Tirkiye but also for all NATO member states. Sharing cyber security
knowledge and experience at the international level will play a key role in
eliminating vulnerabilities in this area (Polat, 2020, p. 149). Information
sharing with NATO and other international organizations will not only
enable early detection of cyber-attacks, but will also help establish an
international standard in cyber security. Tiirkiye’s NATO integration will
enable a more effective response to global cyber threats and strengthen
international cooperation.

7.4. Proactive and Reactive Response Mechanisms

The effectiveness of cyber security strategies relies on both proactive and
reactive response mechanisms. Proactive intervention involves detecting
threats in advance and taking necessary measures against them. Such
interventions are made possible by early warning systems and continuous
monitoring (Tikk & Kaska, 2010, p. 294). Tiirkiye is working on developing
such proactive systems to detect threats to its critical infrastructures in
advance.

Reactive response, on the other hand, ensures a fast and effective
response when a cyber-attack occurs. These responses help limit the impact
of cyber-attacks and allow infrastructures to return to normal quickly. By
strengthening these response mechanisms, Tirkiye is becoming more
resilient against cyber-attacks (Cahmutoglu, 2020, p. 68). Proactive response
means detecting attacks before they occur and being prepared for these
threats. Reactive response, on the other hand, requires effective crisis
management to minimize the damage caused by attacks. Tiirkiye’s strategies
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combining these two approaches play a key role in ensuring strong
protection against cyber threats to critical infrastructures.

8. STRATEGIC RECOMMENDATIONS FOR TURKIYE

8.1. Roadmap for Countering Cyber Terrorism in Critical
Infrastructure

Tirkiye is developing strong cyber security strategies against cyber
threats to critical infrastructures. The relevant strategies cover both
cybersecurity and cyberterrorism dimensions in line with national security
policies. Tirkiye’s National Cybersecurity Strategy, published in 2019,
provides a guiding framework on how to approach cyberattacks to critical
infrastructures (Tiiziin, 2022). This strategy aims to detect cyber threats in
advance, respond quickly to potential attacks, and take the necessary
precautions. Within this framework, cyberattacks deepening with
connectivity are important and the “cyber resilience” strategy is important
for continuity in the cyber world (Demhack, 2011, p.76). The 2024-2028
National Cybersecurity Strategy and Action Plan was prepared based on the
themes of “Human”, “Defense”, “Deterrence” and “Cooperation” and
focused on the transformation of relevant themes into action within a
concrete framework (UAB, 2024).

In the event of attacks on critical infrastructures, states are trying to
resolve the issue with a paradigm shift from “protection to resilience”. In the
2000s, the European Union launched the European Critical Infrastructure
Program (EPCIP) to combat cyber threats. The focus of the EPCIP program
is to offer solutions with a conventional approach to protect critical
infrastructures. Since the conventional approach carries the risk of not being
sufficient to prevent all threats, it will not be possible to protect all critical
infrastructures. In this context, strategies such as robustness, stress resistance
and resilience of critical infrastructures against possible crises have been
focused on (Liu & Song, 2020). The term resilience is derived from the Latin
word “resiliere”, which means “bounce back”. In this context, resilience
refers to the capacity to adapt to changing conditions, withstand disruptions
caused by emergencies and recover quickly. The focus is on resilience
“against a variety of expected and unexpected events and risks”. These risks
are systemic due to their operational dimensions, their ability to be realized
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through virtual or physical means, and the uncertainty and complexity of the
threats.

The first step to prevent cyber threats to critical infrastructures should be
to continuously update national security policies. The rapidly changing
nature of technology requires cyber security strategies to be in constant
evolution. Tirkiye should consider not only current threats but also potential
future cyberattacks and be prepared for them (Polat, 2020, p. 136). Within
the scope of this strategy, developing domestic technologies, reducing
foreign dependence and using domestic cyber security products have an
important place. In Tirkiye’s cyber security strategy, a structure supported
by innovative solutions from the private sector and academic research should
be established. In this way, knowledge accumulation and technology
development processes in the field of cyber security will become faster and
more effective. Moreover, public-private sector cooperation will ensure
more successful implementation of these strategies.

8.2. The Role of Academia and the Private Sector

Collaboration between academia and the private sector is crucial for
success in cyber security. Academic research enables a better understanding
of cyber threats and the development of new security technologies.
Universities and research institutions in Tiirkiye (e.g. TUBITAK BILGEM,
BTK) play an important role in cybersecurity knowledge production (Hekim
& Bagibiiyiik, 2013, p. 155). These institutions work to develop next-
generation cyber security solutions and take precautions against potential
cyber-attacks.

The private sector is a critical stakeholder in cyber security with its
innovative solutions and technology development capacity. In particular,
Tiirkiye’s leading technology companies are developing indigenous cyber
security solutions and implementing these solutions in cooperation with the
government. These collaborations between the public and private sectors
will enable Tiirkiye to fight more effectively against cyber threats (Sagiroglu
& Alkan, 2018, p. 36). A strong collaboration between the academic world
and the private sector will ensure that research in the field of cyber security
is transformed into viable solutions. These collaborations also allow for a
stronger preventive mechanism against future cyber threats. Universities
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and the private sector in Tirkiye can build a more robust digital
infrastructure by developing joint projects in cybersecurity.

8.3. Strengthening International Information Sharing and Cooperation

As cyber security has become a global threat, strengthening international
cooperation is of utmost importance. In this context, Tirkiye needs to
increase its cooperation with NATO and other international organizations.
NATOQ’s strategies in the field of cyber security enable member states to act
in a common language (Polat, 2020, p. 145). By strengthening its integration
with NATO, Tiirkiye can create a more effective defense mechanism against
global cyber threats. Such cooperation enables not only information sharing
but also the coordinated development of cyber defense strategies.

International cooperation will contribute to enhancing Tiirkiye’s
cybersecurity capacity and enable the creation of a broader cybersecurity
network. Increasing information sharing between countries on a global scale
allows for a faster and more effective response to cyber threats (Cahmutoglu,
2020, p. 69). Tirkiye’s strengthening international cooperation in
cybersecurity will contribute significantly to both the prevention of
cybercrime and the fight against cyberterrorism. International information
sharing provides not only defense in cybersecurity but also global solidarity
against cyber threats. Tiirkiye’s cooperation with NATO is an example of
global information sharing in this area. As cyber-attacks increase on a global
scale, Tiirkiye’s strengthening of such cooperation will help ensure not only
national security but also worldwide security.

CONCLUSION

This article has aimed to comprehensively examine the cybersecurity
risks faced by Tiirkiye’s critical infrastructures and the strategic approaches
required to combat cyber terrorism. In today’s rapidly digitizing world,
critical infrastructures are not only technological systems but also
fundamental pillars of national security and social stability. Infrastructures
serving sectors such as energy, healthcare, and transportation have become
integral components directly affecting the daily functioning of society.
However, with increasing digitization, these systems are increasingly
exposed to cyber threats, which in turn makes defense requirements more
complex. Due to both its strategic location and the rapid development of its
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digital infrastructure, Tirkiye finds itself in a particularly vulnerable position
against threats like cyber terrorism.

The study has addressed Tiirkiye’s current cybersecurity policies, their
practical implementations, and potential strategic steps to counter emerging
threats. Prioritizing domestic and national technologies, strengthening
public-private sector cooperation, enhancing international information
sharing, and developing proactive intervention systems are of critical
importance for increasing Tiirkiye’s resilience against cyber threats. These
elements should be considered not only on a technical level but also as part
of a holistic approach involving governance and strategic development.
Moreover, constructive collaborations with international institutions will not
only assist in neutralizing external threats but also bolster Tirkiye’s
competitiveness on the global cybersecurity stage.

Progress in cybersecurity cannot be achieved solely through technical and
institutional measures. Raising awareness across all segments of society is
essential to ensuring the long-term effectiveness of security policies.
Cybersecurity should not be regarded solely as a matter for the state or
certain institutions, but as a shared responsibility encompassing a wide range
of actors—from individuals and private sector entities to public institutions
and academic circles. In this context, educational policies must be
restructured around digital literacy and cybersecurity awareness.
Encouraging younger generations to engage with this field from an early age
is a strategic investment not only to address current threats but also to build
the cybersecurity architecture of the future. This approach could contribute
to Tiirkiye becoming a regional hub for cybersecurity in the long run.

Looking ahead, it is of great importance for Tirkiye to invest in Al-
supported defense systems, increase its pool of qualified human resources,
and implement sector-specific risk analyses in order to further strengthen its
capacity in this domain. In the coming years, it will be essential not only to
build mechanisms that can defend against existing threats, but also to
develop an effective deterrence capacity. In this regard, forming more
integrated and functional partnerships with international structures such as
NATO will play a key role in elevating Tiirkiye’s cybersecurity ecosystem to
global standards. In conclusion, the findings of this study demonstrate that
while Tirkiye has made significant strides in enhancing the security of its
critical infrastructure and building resilience against cyber threats, this
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process can only be rendered sustainable through a continuous, strategic, and
multidimensional approach. Combatting cyber terrorism requires a
comprehensive will that extends beyond technical solutions and
encompasses political, economic, and social dimensions.
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ABSTRACT

The study examines the evolving predictive tactical approaches of states to counter terrorism
by utilizing emerging artificial intelligence technologies in a multidimensional manner. The
subject under scrutiny in the present study is the development of artificial intelligence in
general, and which methods are most prominent in the field of counterterrorism. In this
context, firstly the concept of artificial intelligence is discussed, and then the historical
development of the concept is focused upon. In the following discussion, the subset of
artificial intelligence that is applicable to counterterrorism is analyzed, and the predictive
tactical advantages of these subsets are explained. The study delineates a predictive tactical
approach to the terrorism threat, accompanied by illustrative applications of technology. The
methodological approach employed is qualitative and interpretive. The findings obtained at
the conclusion of the study indicate that, despite the success achieved in the field of security
by artificial intelligence technologies, there is a necessity for a strict control mechanism with
regard to ethical and moral responsibility. It is imperative that the effective and beneficial use
of artificial intelligence in the field of security is predicated on the establishment of moral and
legal use, transparency, accountability, and systems determined by national and international
standards.

Keywords: Artificial intelligence, Terrorism, Counterterrorism, Machine Learning,
Predictive Detection

TERORIZMLE MUCADELE ALANINDA YAPAY ZEKANIN
ONGORUCU TAKTIK AVANTAJLARI VE DEZAVANTAJLARI

OZET

Caligma, devletlerin gelisen yapay zeka teknolojilerini kullanarak terdrizmle miicadeleye
yonelik degisen Ongoriisel (predictive) taktik yaklagimlarini ¢ok boyutlu bir sekilde ele
almaktadir. Caligmada incelenen konu genel olarak yapay zekanin gelisimi ve terdrizmle
miicadele alaninda en ¢ok hangi yontemlerinin 6ne ¢iktigidir. Bu kapsamda oncelikle yapay
zeka kavramu ele alinmis ardindan kavramin tarihsel gelisimine odaklanilmstir. Sonrasinda
yapay zekanin terdrizmle miicadele i¢in kullanilabilecek alt kiimelerine yer verilmekte ve bu
alt kiimelerin 6ngoriisel taktik avantajlart anlatilmigtir. Calismada anlatilan terérizm tehdidine
yonelik 6ngoriisel taktik yaklasim teknolojinin kullanildigi 6rnek uygulamalar yer almaktadir.
Kullanilan yontem niteliksel ve yorumlayici analizdir. Calisma sonunda elde edilen bulgular
yapay zeka teknolojileri sayesinde giivenlik alaninda basar1 elde edilmesine karsin etik ve
ahlaki sorumlulugun siki bir kontrol mekanizmasina muhtag¢ oldugu yoniindedir. Sonug olarak
yapay zekanin giivenlik alaninda etkin ve faydali kullanimu i¢in gerekli olan seyler ahlaki ve
hukuki kullanim, seffaflik, hesap verilebilir, ulusal ve uluslararasi standartlarda belirlenmis
sistemler kurulmastyla miimkiindiir.

Anahtar Kelimeler: Yapay Zekd, Terérizm, Terdrizmle Miicadele, Makine Og’renimi,
Ongoriisel Tespit.
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INTRODUCTION

The contemporary world is witnessing profound shifts in the security
landscape, precipitated by the rapid evolution of threat concepts,
technological advancements, and the proliferation of hybrid actors. The field
of terrorism is one in which this shift is particularly pronounced. Terrorism
is becoming increasingly dispersed, virtual, and unpredictable. These
changes in the realm of terrorism have consequently precipitated alterations
in this field, particularly due to the inadequacy of the security measures
implemented in the period preceding September 11. In a globalized and
digitalized world, security measures taken against terrorism have started to
be carried out not only in the military field but also in the technological field.
Simon, 2011, pp. 47-50: As posited by Ballard et al. (2002, pp. 2-7).

Despite the integration of technology into the security sector having
occurred in parallel with weapon technologies, it is the advent of artificial
intelligence (Al) and deep learning methods, developed in conjunction with
Al, that has primarily driven the advancement of technology in the field of
security. Al is defined as a set of systems that can systematically analyze
scattered and complex data sets to produce logical results, identify certain
patterns, make predictions for tomorrow with yesterday's data, and detect
things that are wrong or different from normal (Kaplan, 2019, p. 2).Thanks
to its wide usage area and capacity to process big data quickly, Al is not only
a post-incident tool for the security field, but also contributes to the
development of proactive and preventive strategies with profiling,
patterning, face recognition methods and word analysis on social media. For
instance, the United States' Defense Advanced Research Projects Agency
(DARPA) and the Israeli Internal Security Organization (Shin Bet, Shabak,
or Shin Bet) are institutions that utilize Al tools to predict terrorist activities.
The operational capabilities of Al are revealed by the features. As Weimann
(2016, pp. 1-5) and Russell & Norvig (2016, pp. 1-3) argue.

It is evident that there are numerous technical and tactical advantages
inherent in the utilization of artificial intelligence within the domain of
security. However, it is imperative to acknowledge that the implementation
of this technology transcends the confines of the technical and tactical
dimensions. Furthermore, while the operational characteristics of Al are
beneficial, there are also ethical, social, cultural and legal debates concerning
the development and utilization of the technology system based on Al. In her
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seminal work, Shoshana Zuboff conceptualizes the term "surveillance
capitalism”, as employed in her book The Age of Surveillance Capitalism
(2019), as a system in which the use of individual data is of paramount
importance in the emerging capitalist system (pp. 203-213). Concerns
regarding invasion of privacy, including unauthorized use of personal data,
distrust of institutions, and technological biases, have led to questions
regarding the use of Al.

Nevertheless, the threat posed by the use of this technology by terrorist
organisations is indisputable. It is evident that organisations have the
capacity to utilise this technology for a variety of purposes, including the
recruitment of new members, the concealment of existing members'
identities, the destruction of reputations, and the deceit of security forces
through the presentation of false images of their activities. It is imperative to
acknowledge that all of these threats have the potential to engender
significant security concerns.

The main question of this study is how countries use artificial intelligence
technologies in the fight against terrorism. The primary objective of this
study is to provide a comprehensive, overarching review of the utilization of
artificial intelligence as a method for the early detection of terrorism. The
objective of the present study is twofold: firstly, to discuss the challenges
currently being faced in this field, and secondly, to provide a perspective on
future opportunities for those who are committed to the detection of
terrorism using Al. The objective of the present study is to investigate the
tactical advantages and disadvantages of Al-enabled technology in the
prediction and early detection of terrorist threats. The assumption that is
being made in the context of this question is that Al technologies have
ethical and social risks as well as tactical advantages by transforming
traditional intelligence. The present study offers suggestions for the ethical
and social aspects of Al in the fight against terrorism. These suggestions are
based on an analysis of the tactical usage of Al in this context. While
preparing the recommendations, disadvantageous situations caused by Al are
first identified. After the identification of these situations, recommendations
are presented for each topic. The primary objective of these
recommendations is to enhance the efficacy of Al utilization in the
counterterrorism effort.
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1. CONCEPTUAL FRAMEWORK AND HISTORICAL
DEVELOPMENT

Al is open to diverse interpretations. Russell and Norvig (2016) posit that
Al can be defined as a set of systems that are capable of perceiving their
environment, making goal-oriented decisions, and undergoing constant
development (p. 233). Michael Haenlein and Andreas Kaplan (2019) define
Al as a field that encompasses a multitude of processes for the analysis of
complex data, with the capability to sub-analyze its constituent elements,
and to extend itself to autonomous decision-making processes (p. 2).
According to Cole Stryker (2024), the concept refers to the comprehension
of human learning by computers, the realization of problem solutions, and
the development of creative and autonomous simulations. According to
Kathleen McKendrick (2019), the primary objective of Al is not the
emulation of the human brain, but rather its transcendence (p. 6). In the
NATO terminology dictionary, created by NATO, Al is defined as the field
of computer science that enables the analysis of large data sets to perform
functions similar to human intelligence, such as reasoning or learning
(NATO Term, 2005). In summary, the term 'Al' is a general designation for
cognitive programs that possess the capacity for both deep learning and
analysis.

Despite the pervasiveness of the notion of Al in contemporary discourse
over the past decade, the field traces its origins and definitions to the
previous century. It is important to acknowledge that Al has undergone
various phases throughout its extensive history, from its inception to the
present day. These stages are referred to as the spring, summer, fall and
winter of Al (Haenlein & Kaplan, 2019, pp. 2-4).

The genesis of Al can be traced back to the 1940s, a period which bore
witness to seminal contributions from both Alan Turing, with his
formulation of the Turing Test, and Isaac Asimov, with his robotics stories.
The concept transitioned from the domain of science fiction to that of
academia in 1956. The initial conceptualization of the notion was undertaken
by Marvin Minsky and John McCarthy in 1955. McCarthy, Marvin Minsky,
Claude Shannon and Nathaniel Rochester were responsible for the
preparation of a working paper for an eight-week congress at Dartmouth
College about machine learning. The paper's underlying assumption is that
machines should be designed to simulate human learning and intelligence
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processes. Consequently, the resultant product will comprise not only a
programming language but also a machine language, thereby elucidating the
fundamental principles of intelligence. However, it is evident that the
existing computers were not deemed adequate for these predictions.
Notwithstanding the successful resolution of the hardware issue, it is
imperative to consider the absence of efficacious software programs to
facilitate the initiation of the project. Consequently, the primary
recommendation of the authors of this paper is to comprehend and formulate
methodologies for the development of machine learning processes. As
demonstrated on pages 12 to 14.

The "Logic Theorist" (LT), developed by Allen Newell and Herbert
Simon between 1955 and 1956, was conceived as the inaugural instance of
Al. It is evident that, because of LT, machines have now been developed
which are capable of emulating human problem-solving skills. In 1961, the
pair developed a new program known as "General Problem Solver" (GPS).
The GPS system was designed to address more complex objectives than LT,
but this process was interrupted due to an incident (Neapolitan & Jiang,
2018, p. 1). The summer period utilized by Al was of a relatively limited
duration.

In the late 1970s, the British mathematician James Lighthill published a
report on the subject. In his report, Lighthill expressed a negative perspective
on the prevailing positive outlook towards Al, characterizing machines as
amateurs who have gained experience. According to the author, machines
will never be able to compete with human intelligence (Haenlein & Kaplan,
2019, pp. 2-4). The seminal report by Lighthill initiated the winter period of
Al technology.

After the five-year winter period of Al, a decline, or stagnation period,
ensued until the 1990s. The initial programming that fostered the field,
coupled with the critiques directed towards Al, prompted investors to
withhold their financial support. Furthermore, the fact that data could not be
entered automatically in the initial examples rendered analysis particularly
challenging. The manual preparation of data sets has been identified as a
contributing factor to the challenges encountered in determining the duration
of the studies to be implemented (Haenlein and Kaplan, 2019, pp. 2-4).
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In 1997, the world chess championship was won by IBM's Deep Blue, a
supercomputer, over the then-current world champion, Kasparov. This event
led to a resurgence of interest in the field of Al studies (IBM). After this, the
development of Google Translate, search engines and other Al-supported
technologies commenced. In the early 2000s, methods such as "decision
tree" (DT) for Al classification gained popularity.

The rapid development of Al technology since the 2000s has led to its
integration into various fields, including economics, informatics, and
security strategies employed by states. The analysis of large data sets, the
utilization of decision support systems, the capacity for linguistic analysis
and the ability to process information in real-time, all of which are enabled
by artificial intelligence (Al)-supported technologies, have collectively
created the conditions for the emergence of anticipatory and predictive
approaches within the domain of security. The methods employed in the
domain of traditional security comprise post-incident intervention
techniques. However, with the advent of Al, a change in thinking has
occurred, allowing for the prediction of such events in advance.

The utilization of Al technology in the domain of security was initiated
by institutions such as DARPA and IARPA, which were established in the
USA in 1958. While the benefits provided by these institutions were limited
in the early periods, their effectiveness increased with the development of Al
technology. As demonstrated in the seminal works of Waibel (2019, pp. 1-
12) and DARPA (2023).

The integration of Al technology, which is now prevalent across diverse
sectors, into the realm of terrorism prevention signifies a paradigm shift
towards a more comprehensive and nuanced approach to security assurance.
The implementation of pattern recognition and anomaly detection tasks on
large and complex data sets is facilitated by artificial intelligence (Al)-
supported applications, which offer high processing power and rapid
execution.

2. PREDICTING TERRORISM WITH Al

Terrorism is an area of study which, like any other discipline, is
characterized by its low level of predictability. This is because it is a subject
which depends on the human factor. The strategic stealth techniques and
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self-development capacities of terrorist organizations or radicalized
individuals pose a significant security threat that is challenging to analyze.

The application of classical intelligence methods for the early detection
of terrorism, which is difficult to analyze, has not always yielded the desired
results. In a world that is undergoing rapid change and becoming
increasingly virtualized, there is a growing imperative to utilize cutting-edge
technologies that are predicated on the analysis of digital traces for the
purpose of detecting terrorism in its early stages. The utilization of artificial
intelligence facilitates the processing of information derived from disparate
and voluminous data layers, culminating in the classification of threats.
Within the framework of categorized threats, states establish a prioritized
ranking system for their own nations.

It is evident that there are various subsets of Al, with distinct application
methods, including DT and random forest (RF). The primary categories
encompass supervised learning, unsupervised learning, reinforcement
learning, discriminative, generative, narrow or strong Al. Despite the
heterogeneity of Al subsets, the process known as deep learning or machine
learning occupies a central role in the classification, prediction, clustering,
pattern recognition and decision-making stages that it applies to data.
Machine learning employs deep neural networks (DNNs), which emulate the
complex processes of the human brain.

DNNs are a system of interconnected artificial neurons that have the
capacity to learn complex patterns from large data sets (Paris and Donovan,
2019, p. 12). DNNs are composed of multiple layers of artificial neural
networks. The multiplicity of these layers is commensurate with the
complexity of the data. Each layer processes the data it receives through a
series of elementary calculations and then passes it on to the next layer. In
order to reduce the error rate of the final version of the data, processes
known as back propagation between layers are repeated, thereby
characterizing the repetition of the process. Through repetition or back
propagation, the network improves over time and increases in accuracy
(Zhang et al., 2016, pp. 1-4). It is evident that this learning and development
process has enabled the execution of functions such as classification,
prediction, clustering, pattern recognition and decision making on a wide
variety of data sources.
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The utilization of Al classification models, such as DT and RF, is of
paramount importance in the realm of terrorism prevention, given their
capacity to facilitate both classification and prediction. DT and RF facilitate
the identification of terrorist threats, the classification of suspicious behavior
and the calculation of risk scores in large and multivariate data sets. As
asserted by Lamptey et al. (2023, pp. 1-2). The DT method employs a
branching model of the data, analogous to the branching structure of a tree.
After each node, the conditions under scrutiny are catalogued in succession.
The DT method facilitates the meaningful classification of data, including
social media posts, IP mobility, digital footprints, and geographical locations
of individuals with whom a suspicious person interacts. The merits of this
approach are twofold: firstly, it is comprehensible and secondly, it lends
itself to straightforward interpretation. However, DT, which is known to
produce clearer results in small data sets, is unable to reach a sufficient level
in complex data. As posited by Ali et al. (2012, p. 272), the RF method may
be delineated as a forest version of the DT method, which is fundamentally
designed as a single tree. In the RF method, each tree is trained using a
random subset of the data set, thus creating a model that allows
generalization. This method has been demonstrated to produce more reliable
and accurate results in comparison with DT. However, the utilization of RF
is considerably more challenging than that of DT about processing power
and training level (Fratello and Tagliaferri, 2018, p. 374).

The classification structure of Al technologies is generally
multidimensional, and is divided into areas such as machine learning, image
recognition and processing, deep learning, and language processing. The
accuracy rates of these systems, which are derived from supervised and
unsupervised learning types, are quite high (Russell & Norvig, 2020, pp. 5).
These technologies, which offer innovations in many fields from education
to health, have also found a place in the field of security. In the context of
counter-terrorism efforts, states employ artificial intelligence (Al) to collect
extensive data concerning the interactions of digital content users with each
other, their preferences, and other relevant information. However, the digital
realm is not solely a medium for ordinary individuals to socialize; it is also a
space in which malevolent ideologies are propagated. Weimann (2016)
posits that a considerable proportion of radicalization occurs within the
digital domain. It is imperative to comprehend, analyze and interpret the
language employed in this domain. Digital communication strategies, social
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media and online forums, especially popularized by DAESH and used
extensively by terrorist organizations, have rendered these areas part and
parcel of radicalization, propaganda, organization and intelligence gathering
activities. The process of identifying radicalized individuals within social
media or digital environments by means of reverse engineering is facilitated
by the utilization of Al-supported technology.

To comprehend radicalization in so-called online environments, deep
learning-based natural language processing (NLP) techniques are imperative
in detecting the ideological language patterns of terrorist organizations. The
utilization of NLP facilitates the categorization of social media articles as
positive, neutral, or negative, thereby enabling the discernment of the
public's stance on the subject matter. The utilisation of NLP facilitates the
classification of tweets concerning a particular subject as either "positive",
"neutral”, or "negative". The objective is to ascertain public sentiment
regarding the specified topic. This method is widely used in the commercial
sector, for example, The effectiveness of marketing campaigns can be
measured by monitoring brand mentions on social media. NLP is a branch of
Al that uses machine learning methods to analyse and comprehend natural
language. Its utilisation is pervasive, encompassing domains such as
marketing, finance, and healthcare. NLP employs machine learning
methodologies to analyse the natural language found on social media. The
tool is a potent instrument for comprehending and analysing textual material,
as well as for formulating decisions based on that comprehension. (Bural,
2021, p. 116).

One of the most significant features of Al technologies in the field of
terrorism is the capacity for prediction of behavior. Behavior prediction is
predicated on an examination of an individual's past actions, which allows
for the prediction of how they will behave in the future. This method
facilitates the identification of individuals who sympathize with terrorism or
consume radical content, thereby enabling the early prevention of future
criminal activity (Pfaff, 2025, p.5). As Helbing et al. (2017) emphasizes the
ability of Al to analyze complex data sets quickly and in real time is of
paramount importance. It is asserted that the utilization of Al technology
will ensure the identification of any details or errors that may be overlooked
by human workers.
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Al-based image processing systems are utilized for the analysis of images
obtained from security cameras or satellite images. In particular, facial
recognition technologies have great importance in detecting suspicious
individuals in crowds, monitoring illegal crossings and locating wanted
persons. These systems have the capacity to be integrated with biometric
data, thereby becoming real-time threat detection systems (Garcia-Sanchez
et al., 2018). In addition to the aforementioned, data from security cameras
employed in the targeting systems of autonomous aircraft is also analyzed by
computers that possess deep learning capabilities.

In summary, the advantages of this system can be encapsulated as
follows: classification and clustering of data, creation of ideological
language patterns through data, behavioral predictions, creation of patterns,
fast and real-time analysis of complex and large data, detection of fugitive or
criminal individuals, and the capacity to recognize images obtained from
autonomous vehicles (see Table 1). The advent of Al-enabled technologies
has rendered the analysis of terrorism's logistical sources, individual or
organizational connections, radicalization methods, smuggling activities and
ideological language patterns a relatively straightforward task.

Table 1. Predictive Tactical Advantages of Artificial Intelligence in Terrorism

Classification and forecasting of big data

Creating ideological language patterns

Behavior prediction

Pattern recognition

Fast and real-time prediction of complex datasets

Recognition of illegal crossings or criminal individuals

Detection of threat elements by analyzing the images
obtained by autonomous technology

3. THE DARK SIDE OF PREDICTIVE Al

Although it is recognized that artificial intelligence (Al) offers numerous
advantages in numerous domains, there are approaches within the
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counterterrorism literature that demonstrate a degree of caution about these
technologies, and in some cases, even express criticism. The utilization of Al
is not merely a technical concern; it is also a legal, human, social and moral
issue. In this section, the primary challenges arising from the utilization of
Al in the security sector are examined through the lens of five distinct
categories. The categories encompass technical errors, privacy violations,
algorithmic bias, democratic oversight and economic problems (see Table 2).

Table 2. Predictive Tactical Disadvantages of Artificial Intelligence in Terrorism

Vulnerability to technical errors

Privacy violations and ethical concerns

Algorithmic biases

Lack of democratic control

Economic problems

It is evident that technical criticisms of Al technologies are derived from
the inherent characteristics of Al itself. The technology in question is
predicated on the utilization of computers and cyber systems. While
analyzing data, there is a possibility of integrating with various applications.
In such circumstances, Al itself will be vulnerable to cyber-attacks. Of
particular concern is the vulnerability of national security domains, such as
the counterterrorism efforts, to potential threats. (PFAFF, 2025, p.10) One of
the potential technical errors that can occur is the prediction of future
behavior based on past data. Nevertheless, it should be noted that the
accuracy of this prediction is questionable in dynamic and non-patterned
fields, such as the social sciences.

In instances of so-called 'false positives', systems have the capacity to
erroneously identify innocent individuals as suspects, a process which they
subsequently deem to be of risk according to their proprietary algorithms.
This phenomenon has the potential to not only compromise an individual's
reputation but also hinder the apprehension of genuine lawbreakers (\Wagner,
2018). Ethical concerns have been identified as a significant critique of Al
(see Pfaff, 2025, p. 10; Pauwels, 2020, p. 16). Zuboff (2019) contends that
Al surveillance systems have the potential to compromise privacy, autonomy
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and freedom. He emphasizes that there is a risk of these systems falling into
the hands of authoritarian governments and leading to social insecurity.

Another salient issue in relation to ethical concerns pertains to the
equilibrium between security and freedom. The development of Al
technologies for the early detection of terrorism has the potential to identify
individuals deemed to be at risk. However, this process may also infringe
upon individuals' rights and freedoms. It is emphasized that Al technology
may become a part of preemptive security practices, which may result in a
conflict with liberal legal norms (Amoore, 2013).

The training of artificial intelligence systems is contingent upon the data
sets on which they are based. The algorithms may be influenced by
historical, cultural or social biases inherent in the datasets. For instance,
certain ethnic, religious or regional groups that have been associated with
more terrorist links in the past may be classified as high-risk by the systems.
This suggests that the automation of discriminatory practices is being
encouraged, thereby reinforcing systemic bias (Noble, 2018).

The concept of constant surveillance, as depicted by George Orwell in his
renowned work 1984 and as described by Michel Foucault as the metaphor
of the panopticon?, can be considered a form of self-censorship that leads to
the internalization of specific behaviors. This state of affairs, particularly
within democratic societies, gives rise to significant debates concerning the
security-freedom balance. The development of Al technologies for the early
prevention of terrorism has the potential to identify individuals deemed to be
at risk. However, this identification process may also result in the
infringement of individuals' rights and freedoms. It is emphasized that Al
technology may become a part of preemptive security practices, which may
result in a conflict with liberal legal norms (Amoore, 2013).

Most Al technologies associated with security and terrorism are
characterized as 'black boxes'. In the context of a black box system, the
general public is unable to ascertain the mechanisms by which processes

% The panopticon, invented in the 1700s by Jeremy Bentham. It is a design of a
prison building with cells arranged in a circle around a central guard tower. This
way, the inmates would never know when the guard was looking their way, and
would have to behave as if they were being watched at all times. (Bentham, 2012,
pp.13-15)
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operate or the rationale underpinning the decisions that are made.
Consequently, the system is perceived to be deficient in terms of
transparency and accountability. One of the aspects of Al that has been the
subject of considerable criticism is the paucity of information, particularly in
the realm of trust-based areas such as security. (Pauwels, 2020, p. 19)

Another criticism level in the field is the replacement of systems based on
human intelligence with those reliant on artificial intelligence (Al)
technologies. Individuals who are no longer required are compelled to face
economic instability and unemployment. The threat of unemployment will
not only have economic consequences. Individuals facing challenges in
meeting their fundamental needs may potentially engender novel security
concerns if they are unable to address these needs through legitimate
channels. (Pfaff, 2025, p.10)

In conclusion, the disadvantages of predictive tactics offered by Al
technologies in the field of terrorism are manifold. However, it should be
noted that only the technical and algorithmic elements of these
disadvantages pertain to the nature of Al The remaining aspects are
associated with legal, social and ethical domains. Consequently, an inclusive
perspective should underpin the beneficial use of this technology.

4. FORECASTING TERRORISM: Al IN ACTION

The utilization of Al in the prevention and combating of terrorism is a
prevalent phenomenon. The cases under discussion in this study are drawn
from a range of geographical locations. The case studies under consideration
herein describe the practices of the United States of America (USA), Israel,
China and the European Union, respectively. The units/institutions under
discussion are analyzed in only the most general terms.

DARPA was established in 1958 by the United States government with
the objective of developing military technology to counter the Soviet Union.
It is evident that DARPA has a pioneering and innovative role in Al-enabled
threat analysis. The institution has developed programs such as "Total
Information Awareness” and "Insight”, with the objective of identifying
potential threats in advance by analyzing the behavioral patterns of
individuals with data taken from the digital environment. It is evident that
the areas of work undertaken by DARPA, in addition to those pertaining to
artificial intelligence, encompass a range of disciplines including
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autonomous systems, cybersecurity, quantum information systems,
biotechnology and the advanced weapons industry. As demonstrated in the
seminal works of Waibel (2019, pp. 1-12) and DARPA (2023),

The Intelligence Advanced Research Projects Activity (IARPA) was
established in 2006. This organization operates in conditions that are more
challenging than those faced by DARPA. However, IARPA has developed
systems that enable it to analyze radicalization trends on social media.
Quantum computing and natural language processing are two examples of
Al techniques utilized by IARPA. It is evident that IARPA's notable
domains of operation extend beyond the realm of artificial intelligence,
encompassing such disciplines as crypto analysis, cyber intelligence,
behavior prediction, open-source intelligence, and quantum computing. As
demonstrated in the research by Bonvillian (2018, pp. 14-15) and IARPA
(2023),

The Israel Internal Security Agency (Shin Bet or Shabak) is an institution
that was established in the aftermath of the establishment of the State of
Israel. The primary responsibilities of the organisation include the
identification and prevention of internal threats, the gathering of intelligence
from the region (primarily from Palestine), the protection of high-ranking
bureaucrats, and the assurance of the security of critical infrastructure.

The Shin Bet utilizes Al in two primary domains: intelligence collection
from Palestine (Gross, 2020; Goldman and Jamieson, 2017) and airport
security (Wrobel, 2025; Leichman, 2024). The agency is also engaged in the
development of algorithms for the analysis of content shared on social
media, with a view to the prevention of potential threats.

The Social Credit System (SCS) of the People's Republic of China is a
rating application that evaluates the behavior of individuals, institutions and
companies. The evaluation process is informed by "trustworthiness scores."
The overarching objective of this system is to enhance national allegiance,
curtail criminal activity, and oversee economic management. To illustrate
this point, it is noteworthy that individuals who violate traffic regulations
experience a decline in their credit scores. Conversely, those who receive
social assistance have been observed to see an increase in their credit scores.
Furthermore, individuals engaging in protest activities against the state have
been documented to face blacklisting, while debtors have been reported to be
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subjected to bans from utilizing public transportation. As demonstrated in
Creemers (2018, pp. 1-29) and Carbone (2019),

Another system utilized in China is known as Facial Recognition (FR).
The development of this system has been primarily focused on leveraging
technological advancements that facilitate the identification of individuals
through biometric means. It is vital to emphasize that FR is of paramount
importance to public safety in China. The system encompasses a broad
spectrum of locations, including educational institutions, metropolitan
transportation networks, urban centers, and dining establishments. The
system has been developed to facilitate the identification of criminal
elements by law enforcement agencies.

The utilization of FR technology in the Xinjiang Uyghur Autonomous
Region has been the subject of considerable criticism. According to a report
by Human Rights Watch (2019), the reverse engineering of a mobile
application that enables the use of FR technology in the aforementioned
region revealed that Chinese law enforcement agencies were collecting
personal data on individuals, targeting them, and sending those arrested to
political education camps or other facilities.

The European Police Office (Europol), an organization operating within
the European Union (EU), has described Al technologies as an area that will
completely transform police institutions in its 2024 report titled "Al and
Policing." Europol, an organization which has integrated Al technologies,
states that it has made progress in the areas of big data analysis and the
identification of potential criminals (Reuters, 2025).

The European Internet Referral Unit (EU IRU) is responsible for the
identification and removal of terrorist content in the digital environment.
Following the identification of radical content circulating in the digital
environment, the EU IRU reports it to the relevant platforms (Aunion, 2025).

5. Al AND THE FUTURE OF TERRORISM PREDICTION

The utilization of Al for the early detection of terrorism, or for
counterterrorism purposes, gives rise to a number of changes. These changes
are not only operational in nature, but also legal, ethical, social, and
institutional. The efficacy of these changes is evident in the positive
outcomes observed in state applications. Nevertheless, the pivotal element in
guaranteeing the perpetuation of these favorable advancements is the
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efficacious and commensurate utilization of Al governance. This section
delineates a series of anticipations for the enhancement of the predictive
capabilities of Al technologies in the future.

The visions to be developed in the field of Al have the potential to
enhance the future applications of existing Al technologies. It is imperative
that the vision presented encompasses not only application strategies but also
normative elements. This will assist states in ensuring their security while
protecting the rights of individuals.

The disadvantages of using Al in the field of terrorism have been
discussed in detail in the previous sections of this study. The initial
disadvantage pertains to technical errors. Even though Al technology can
perform activities that exceed human capacity in many areas, it is essentially
a machine learning process. To circumvent technical malfunctions during
this process, it is projected that human-supported hybrid Al units will be
developed. In contrast to a system that is entirely devoid of human
involvement, structures founded upon human-machine collaboration are
likely to demonstrate a high degree of success and a low probability of error
as the control process unfolds. The system has been designed to transform
disadvantages caused by technical errors into advantages.

It is an irrefutable fact that Al technologies are wvulnerable to
cyberattacks. There are established methods that can be applied to counteract
this disadvantage. To illustrate, the following measures may be adopted in
order to mitigate the risk of cyber-attacks: firstly, the number of individuals
granted access to the system should be limited; secondly, multiple approval
processes should be required for team members to gain access to the system;
and thirdly, robust firewalls should be constructed.

The second disadvantage that has been discussed in the literature is that
of privacy violations. The utilization of democratic control methodologies
has been demonstrated to be advantageous in the resolution of privacy
violations. Another recommendation is that judicial processes should be
maintained to allow for the possibility of injustice, even in circumstances
where all security data is not disclosed to individuals. Furthermore, it is
imperative that teams utilizing Al technologies in the analysis of data be
subject to rigorous oversight and control mechanisms. Access to data will be
permitted only in situations where a high level of risk is identified, and
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assessments will be conducted within the parameters of the identified risk.
The imposition of severe penalties on individuals or institutions responsible
for crimes in cases where risk-independent data is used can be considered a
factor that increases trust in Al technologies.

As evidenced by the examples of SCS and FR applications supported by
Al in China, Al technologies have the potential to be used for malicious
purposes in societies where democracy is not fully established. In order to
circumvent this issue, it is incumbent upon states to act in accordance with
ethical principles, to maintain a balance between security and freedom, and
to prefer to preserve their legitimacy in the eyes of the public by conducting
transparent processes, thereby increasing their chances of achieving more
positive results.

However, it is important to note that the utilization of Al technologies by
states should be subject to general rules in international legal circles. The
resolution of the aforementioned problem is predicated on the assumption
that each state will regulate its Al security units in accordance with
international standards and, if necessary, submit annual reports to an
international organization to be established. Examples of work conducted in
this area include the European Commission's Ethical Guidelines on High-
Risk Al Applications (Al HLEG, 2019) and the European Union's Artificial
Intelligence Act (Al Act). Despite the pioneering nature of these documents,
their scope is somewhat restricted. It is anticipated that in the future, more
comprehensive documents will be prepared, and that compliance with these
documents by states will have a positive impact on ensuring security.

Another expectation is that institutional capacity will be increased to
facilitate the storage and processing of large data sets so that Al technologies
can be used more effectively in the future. This will facilitate the sustainable
and reusable storage of data. It is imperative that capacity increases be
realized at both the technical and institutional levels. Furthermore, it is
imperative that personnel engaged in data management undergo periodic
training to ensure proficiency and maintain data integrity. This will enable
them to learn about ethical concerns, understand the limitations of
algorithms, become experts in crisis management, and develop critical
approaches to decision support units. About the training of personnel, the
relevant security units of each state should prepare modular training
programmers in accordance with the Al curriculum. The training provided
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here should focus on legal, ethical, sociological, cultural, language skills,
and technical issues.

It is important to note that not all data obtained in the field of intelligence
is of the same quality. To facilitate the analysis of data with Al-supported
technologies, it is essential that the data sets utilized are contemporary,
precise, varied, and meticulously prepared with a emphasis on outcomes. It
is imperative that the algorithms employed are secure. Furthermore, it is
imperative that a uniform standard is adhered to by all institutions involved
in the transfer and sharing of data. In order to ensure effective cooperation in
the fight against terrorism, the establishment of national and international
data pools is imperative. The transfer of data to these pools should be subject
to regular monitoring by independent organizations.

In a manner analogous to Asimov's three laws of robotics, which stipulate
that robots must not harm humans, the following eight principles can be
enumerated. The disadvantages caused by Al technologies may, in the
future, be transmuted into advantages. The following steps are recommended
to facilitate the enhancement of Al technologies:

o The utilization of human-robot hybrid methodologies is imperative in
contemporary research endeavors.

e The utilization of multi-security approval systems is imperative for the
access of data.

o The implementation of data collection and analysis processes is to be
conducted in a transparent manner.

e |t is imperative that national and international legal regulations are
revised in order to ensure compatibility with contemporary technological
advancements.

e |t is imperative to ensure an increase in institutional capacity.

e The preparation of regular and comprehensive training programmers
for responsible personnel is of paramount importance.

¢ The enhancement of data quality is of paramount importance.

o The establishment of national and international data pools is
contingent upon effective cooperation.

CONCLUSION

The evolving technological landscape is precipitating profound changes
and transformations within the domain of security. In particular, the rapid
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advancements in Al technologies, which have been increasing exponentially
in recent years and are expanding their areas of application on a daily basis,
are bringing about profound changes. Al technologies are being used in a
variety of fields. These include the creation of large data clusters in the
digital realm that can be understood by humans. They also include tracking
and prevention of radicalization processes. In addition, they are used for the
identification of fugitives or criminals through biometric identification. They
are also used for the detection of abnormal behaviors, the making of
behavior predictions and the creation of language patterns.. Al technologies
can analyze past events and utilizing behavior prediction and pattern
recognition methods to predict crimes that are likely to occur. It is evident
that these features underpin a proactive and preventive paradigm shift in the
field of terrorism, as represented by Al technologies.

However, as with any innovation, this technological advancement gives
rise to controversial issues. Even though Al technologies are planned to
reach or even surpass human intelligence, these systems have the potential to
make technical errors. Furthermore, individuals have ethical concerns
regarding the collection and analysis of data. These ethical concerns, termed
privacy violations, are substantiated by the example of China.

It is impossible to predict the analyses produced by Al technologies due
to the openness of their learning processes to intervention. This is one of the
factors that could lead to individuals being discriminated against or suffering
unjust loss of reputation. The absence of democratic oversight in data
collection and analysis processes gives rise to concerns regarding the
reliability of the system. While it is reasonable that data should not be
disclosed to the public due to its confidentiality, it is important that the
institutional system to be established is subject to regular monitoring.
Another problem posed by Al technologies is the unemployment problem
seen in every technological innovation. The utilization of Al in data analysis
can facilitate the preparation of data sets that would otherwise require
months of analysis to complete within a matter of hours.

In conclusion, it is evident that Al is a powerful and transformative tool
for the early detection and prevention of terrorism. Nevertheless, it is
imperative that this power is utilized in a more proactive manner, with a
view to generating social benefits. The cornerstone of this transformation is
the balance between freedom and security. It is imperative that the security
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environment provided by technology does not impede personal freedoms. In
this context, the utilization of artificial intelligence within the domain of
security should be regarded as a political decision and an issue of values, as
opposed to a mere technical advancement. Consequently, governance
models should be constructed in accordance with this perspective.
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Published in 2025 by Cambridge Scholars Publishing and edited by Dr.
Serhat Erkmen and Dr. Burak Giines, Anatomy of a Terrorist Organisation:
The Kurdistan Workers' Party offers an interdisciplinary perspective on the
historical development, ideological transformation, and operational
strategies of the separatist terrorist organization PKK. This edited volume
serves as a comprehensive reference work for scholars in the fields of
security studies, international relations, political science, sociology, and
psychology. In addition, it offers valuable insights for policymakers,
members of the security bureaucracy, and postgraduate students interested in
terrorism and insurgent movements. By integrating multiple disciplinary
lenses, the book provides an in-depth examination of the PKK’s historical
evolution, ideological shifts, and operational strategies, making it a
significant contribution to both the academic literature and policy-relevant
debates on terrorism.

Over the past five decades, the organizational activities of the PKK have
resulted in significant civilian casualties, affecting individuals from various
professional and social backgrounds, including children, educators, and
technical personnel. Beyond the widespread civilian casualties, the PKK's
activities have placed a substantial economic strain on Tiirkiye’s national
budget, particularly in terms of security expenditures and lost economic
productivity. The inclusion of fallen soldiers, law enforcement officers, and
local security personnel further underscores the magnitude of Tiirkiye’s
human losses in the context of its counterterrorism efforts. Given the scope
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and persistence of the PKK-related conflict, the literature dedicated
exclusively to this organization has expanded to such an extent that it now
represents a standalone domain within the broader field of terrorism and
security studies. What sets this study apart from earlier works is its
integrative approach, which synthesizes diverse analytical perspectives
within a political science framework to offer a more comprehensive
understanding of the subject.

Comprising a total of 19 chapters, the volume features contributions from
academics who have conducted long-standing research on the specific topics
addressed in each section. Thus, the volume emerges as a work capable of
addressing the operational dynamics of a terrorist organization from a wide
range of disciplinary and analytical perspectives, offering insights regardless
of the lens through which the subject is approached. Accordingly, the book
offers a wide-ranging analytical framework through which readers can
explore the actions, organizational structure, and strategic objectives of the
separatist terrorist organisation PKK, spanning fields from political
psychology and political economy to theories and strategies of international
politics.

Authored by the book’s editors, Dr. Serhat A. Erkmen and Dr. Burak
Giines, the introductory chapter highlights that the PKK should not be
understood merely as a terrorist entity, but as an organization sustained by a
broad financial infrastructure, including narcotics trafficking and human
smuggling. Furthermore, the introduction is notable for its detailed
examination of the PKK’s international organizational network and the
support it has received from various state actors.

Building upon the foundational themes set out in the introduction, the
first chapter, Describing the PKK: The Anatomy of a Terrorist Organisation
in Terms of Organisation, lIdeology and Leadership, is co-authored by Dr.
Serhat A. Erkmen and PhD candidate Hatice Varol. Serving as the
conceptual cornerstone of the volume, this chapter explores the ideological
evolution, structural configuration, and leadership model of the PKK. In
doing so, it reveals how the group’s pragmatic orientation over time has
enabled it to function as a useful proxy for external state actors.

While the first chapter provides a general overview of the PKK—tracing
its ideological transformations and pragmatic foundations to form a
conceptual baseline for the reader—the second chapter, titled Terror, Fear of
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Partition and the Sacred Homeland: Re-Membering Collective Trauma
Through PKK Actions, authored by Dr. Akif Bahadir Kaynak and Dr. Deniz
Ulke Kaynak, delves into the politico-psychological motivations, origins,
and objectives underlying the group’s actions. The chapter argues that the
PKK’s objectives extend beyond conventional military and civilian attacks,
aiming also to erode the foundational principles of the Turkish state. Framed
through the lens of political psychology, it provides a thought-provoking
analysis of how a terrorist organization can evolve into a functional
instrument within the systemic dynamics of international politics.

Building on the preceding chapter grounded in political psychology, the
third chapter, Continuity and Change in the PKK: An Examination of
Evolutionary Dynamics from Foundation to Present, written by PhD
candidate Arman Sert, explores the processes of continuity and
transformation in the PKK’s trajectory, contextualized through key events
from its inception to the contemporary period. Approaching the PKK as a
separatist terrorist organization, PhD candidate Sert contends that in the
context of the geopolitical power shift from the Soviet Union to U.S., the
group has undergone a significant ideological transformation—shifting from
its Marxist-Leninist foundations toward a model more aligned with
libertarian socialism. Thus, the chapter demonstrates that the transformation
initiated in the 1990s reshaped the PKK’s understanding of organizational
structure, evolving from a rigid Leninist vanguard model toward a
framework of democratic confederalism—a shift that is evident in the
group’s internal configuration and the nature of its actions.

Authored by Dr. Merve Onenli Giiven, the fourth chapter—
Radicalization and Indoctrination Processes in the PKK—focuses on the
mechanisms through which the organization fosters radicalization and
ideological conditioning. Dr. Onenli Giiven contends that the PKK employs
a multifaceted indoctrination strategy, grounded in mechanisms that promote
the radicalization of individuals within a structurally complex framework.
The analysis presented in the chapter draws first on the PKK’s official
congress resolutions and further substantiates its claims through Abdullah
Ocalan’s book Militant Personality in People’s War, which articulates the
ideological foundations of militant identity within the organization. After
exploring the processes and techniques of radicalization, the chapter shifts its
focus to the drivers of recruitment into the PKK, using these motivations as a
basis to further analyze the organization’s indoctrination strategies.
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Building on the preceding analysis of recruitment processes within the
context of radicalization, Dr. Muhittin Imil’s fifth chapter, An Analysis of a
Religiousness Without a Kibla: PKK and Religion, offers a critical
examination of the PKK’s engagement with religion, framing it as a
strategically adaptive element shaped by the organization’s evolving
ideological and pragmatic orientations. Dr. Imil’s analysis, grounded in the
concepts of identity and religious belief, maps out the key dynamics that
have shaped the trajectory of Kurdish political life. Building upon this
conceptual foundation, the chapter offers an analysis of historical uprisings,
interpreting them in terms of identity-based and religious motivations.
Following this conceptualization, Dr. Imil explores the PKK’s phases
marked by religious ambiguity or secularism, and outlines the internal
discursive and ideological mechanisms by which Zoroastrianism has been
constructed as a folk religion within the organization.

The sixth chapter marks a departure from the primarily psychopolitical
and sociopolitical focus of the earlier sections, directing attention instead to
the assessment of the PKK’s operational behavior and its capacity for action,
analyzed through the lens of organizational effectiveness. The result is the
chapter entitled Analysis of the Transformation in PKK’s Actions from the
Perspective of Learning Organisations: Drone Attacks, in which Dr. Selim
Kurt critically examines how technological developments have shaped the
PKK’s operational patterns, framing this transformation within the theory of
learning organizations. Although drone warfare has gained considerable
attention in contemporary security literature, examining the PKK’s use of
this strategy from the perspective of organizational learning offers a novel
and insightful analytical framework.

Having explored the PKK’s drone tactics through the lens of
organizational learning in the previous chapter, the reader is next presented
with Dr. Gokhan Ibrahim Ogiing’s analysis, which engages with the
argument that organizational survival depends on environmental
adaptation—using this framework to assess the PKK’s evolving operational
similarities with ISIL. In his chapter, The Effects of ISIS Terrorist
Organisation on the Action Strategy of PKK/PYD Terrorist Organisation in
Tactical and Technical Aspects, Dr. Ogiing argues that the tactical and
technical similarities between the PKK and ISIL can be explained by the
erosion of state authority in Syria and Iraq, which enabled non-state actors to
seize control of military capabilities formerly monopolized by state armed
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forces. Such cross-organizational fluidity is enabled by militants who act as
conduits for the transfer of tactical knowledge and technological capabilities.
Dr. Ogiing thus introduces a distinctive perspective by conceptualizing
technology transfer as a mechanism that enables the formation of inter-
organizational networks, facilitating knowledge exchange and mutual
enhancement among terrorist groups.

In the eighth chapter, PKK Terrorist Organisation’s Propaganda
Activities (1984-2024), Bora lyiat provides a detailed analysis of the
propaganda strategies utilized by the PKK over a forty-year period.
Advancing the argument that the PKK’s propaganda methods mirror
Western models—especially those outlined in NATO manuals—Iyiat
observes that the organization has shown a consistent preference for radio as
a primary tool within the realm of conventional media. Iyiat highlights that
while the PKK has relied on conventional media, especially television
broadcasting, to sustain militant morale, it has simultaneously turned to
websites and social media networks as tools for expanding its recruitment
base and attracting sympathizers.

Authored by Erol Basaran Bural, the ninth chapter—PKK Terrorist
Organisation’s Social Media Propaganda—focuses on the organization’s
evolving use of social media as a strategic propaganda tool. Building on the
general overview of propaganda strategies presented in the previous chapter,
the ninth chapter provides a more focused examination of the PKK’s use of
social media, enabling readers to gain a deeper understanding of both the
organization’s overarching propaganda logic and its digital execution. Bural
begins his chapter with a reference to Dr. Tahir Tamer Kumkale,
underscoring the intrinsic connection between propaganda and the tactical
methods employed in terrorism. By outlining the PKK’s conventional
propaganda methods, the chapter maintains a cohesive narrative that
complements and builds upon the discussions presented in the two preceding
chapters. Bural identifies the intended uses of social media and argues that
its widespread adoption for propaganda by terrorist organizations—
especially the PKK—can be attributed to the low cost and ease of access
associated with these digital platforms. Furthermore, by asserting that social
media facilitates the PKK’s access to emerging technologies, Bural presents
a cohesive analysis that complements previous chapters focusing on the
group’s technological adaptability and operational evolution. Building on his
previous observations, Bural focuses specifically on the PKK’s strategic use
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of Twitter, emphasizing the platform’s affordability, ease of access, and its
effectiveness in mobilizing targeted social groups.

Authored by Dr. Fatma Anil Oztop, the tenth chapter—Female Militants
in PKK—examines the role and significance of female participation within
the organization. Dr. Oztop explores how female militants have moved
beyond conventional roles within the organization, adopting what is
described as a more innovative and proactive pattern of engagement in
terrorist activities. Dr. Oztop argues that women’s motivations for joining
the organization are shaped initially by socio-economic hardship, perceived
persecution and discrimination, and gender-based inequality. These are
subsequently reinforced by ideological aspirations such as the pursuit of
liberation, shared grievances, familial loyalty, and a strong sense of mission
and heroism. The chapter highlights the multifaceted involvement of female
militants, emphasizing their roles that span from fundraising activities to
active participation in public protests and demonstrations. Furthermore, Dr.
Oztop emphasizes that women have assumed a prominent role in the
organization’s suicide operations, accounting for 71% of such attacks since
1996. Identifying increased social recognition as one of the primary motives
behind the PKK’s recruitment of female militants, Dr. Oztop underscores the
critical role that women play not only in operational activities but also in the
organization’s broader membership and image-building strategies.

In the eleventh chapter, titled Child Abuse by PKK Terrorist
Organisation, Dr. Begiim Cardak builds upon the preceding discussion of
female militants by presenting a significant study on another inhumane
practice of the PKK: the exploitation and abuse of children. The chapter
opens with a conceptual discussion of child abuse, outlining its historical
development and evolution as a recognized phenomenon. Building on the
initial conceptual framework, the chapter traces the emergence of the child
abuse concept in international discourse and analyzes the involvement of
children in the context of armed conflicts. Building upon her analysis of how
terrorist organizations utilize children, Dr. Cardak specifically investigates
the PKK’s use of child recruits between 1987 and 1991 through its so-called
youth organization, detailing the roles children played both in urban
operations and in the group’s rural (mountain) units. Highlighting that the
PKK—partially inspired by the Intifada—attaches strategic importance to
child exploitation as a means of acquiring legitimacy and social approval,
the chapter, together with the preceding one, provides readers with a
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comprehensive and nuanced perspective on the instrumentalization of
women and children in terrorist organizations.

Chapter twelve focuses on the often-overlooked economic impact of
terrorism. Dr. Necmettin Celik, in his chapter The Effects of PKK Terrorism
on the Turkish Economy, brings attention to a largely overlooked dimension
of terrorism by examining the long-term economic repercussions of the
PKK’s activities over the past fifty years. Dr. Celik highlights that beyond
the immediate effects, the indirect consequences of terrorism have
significantly undermined economic activity, leading to broader disturbances
in macroeconomic equilibrium. By presenting the direct economic impacts
of PKK-related violence in a detailed table, Dr. Celik demonstrates that the
financial losses incurred amount to several hundred billion dollars. The
chapter underscores that the PKK’s operations have not only targeted
military objectives but have also produced significant indirect economic
consequences. Dr. Celik highlights that the organization’s secondary
objective appears to be economic destabilization, as illustrated by the decline
in tourism revenues and the negative effects on private sector activity
between 2014 and 2018.

Authored by PhD candidate Yasin Yildiz, the thirteenth chapter—The
Relationship Between the PKK and Radical Leftist Organisations in Tiirkiye:
Continuity or Rupture? —examines the historical and ideological
connections between the PKK and radical leftist movements in Tiirkiye. PhD
candidate Yildiz analyzes the ties between radical leftist movements and the
PKK through the lens of radicalism, situating the processes of ideological
alignment and rupture among terrorist organizations within a broader
historical context. Based on this analytical framework, PhD candidate Yildiz
asserts that the PKK gradually distanced itself from its leftist ideological
roots and transitioned toward a discourse increasingly shaped by nationalist
themes. Yildiz argues that during the Cold War, the groups that formed the
nucleus of the PKK were closely aligned with leftist movements, and he
critically examines the ideological roots of Kurdish nationalist formations
within this leftist tradition. The chapter analyzes how the disintegration of
the Soviet Union and the subsequent erosion of ideological legitimacy
among leftist structures in the post—Cold War era contributed to the PKK’s
ideological shift. PhD candidate Yildiz introduces the concept of
“Tiirkiyefication” to describe the PKK’s shift toward a more localized
ideological orientation during this period, effectively linking his analysis to
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the broader arguments developed in earlier chapters of the volume. In
addition, the chapter examines how the post-9/11 global security
environment and the dynamics of the Syrian Civil War have influenced the
PKK’s ideological trajectory, culminating in a contemporary reassessment of
the organization’s ideological positioning.

In the fourteenth chapter, Analysis of PKK/KCK Terrorist Organisation
Youth Structures, Dr. Alper Giines highlights the organization’s strategic
attempt to influence social groups as part of a broader revolutionary agenda
targeting the transformation of the current socio-political order—an
approach that mirrors patterns observed in comparable terrorist
organizations. Dr. Giines argues that from the earliest stages of its formation,
the PKK has strategically prioritized youth mobilization as a dual-purpose
mechanism—serving both as a recruitment reservoir and a critical tool for
ideological propagation. The chapter employs a chronological framework,
beginning with an analysis of the Kurdistan Revolutionaries—a group active
prior to the official founding of the PKK—as an early precursor to the
organization’s youth mobilization efforts. After detailing the operations of
the Kurdistan Student Association—identified as a major recruitment base
for the PKK, especially across Europe—the chapter proceeds to explore
additional youth organizations and their strategic role in supporting the Civil
Defence Units. Moreover, Dr. Giines elaborates on the PKK’s youth
organization by examining its functions through youth camps, street-level
propaganda, involvement in public events, and on-the-ground activities,
presenting a framework that complements the insights offered in the chapters
on female militancy and child exploitation.

Authored by Dr. Emre Citak, the fifteenth chapter—PKK/KCK’s Shadow
and Shadowing in Syria: The Establishment and Evolution of the PYD-
YPG—examines the formation and development of the PYD-YPG within the
context of the PKK/KCK network in Syria. Beginning with its founding, the
chapter offers an extensive analysis of the PYD-YPG’s operations within
Syria, presenting a thorough and illustrative account. Following a description
of the PYD-YPG’s origins and fundamental characteristics, the chapter
offers an in-depth examination of the group’s pivotal involvement in the
Syrian Civil War. Highlighting the PYD-YPG’s acquisition of substantial
legitimacy through its anti-ISIL operations, Dr. Citak then details the
changes brought about by Tiirkiye’s subsequent military actions against the
organization. In addition to examining the global implications of these
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military campaigns, Dr. Citak predicts that the group will pursue strategic
alliances and assert influence within Syria’s shifting power dynamics.

In the sixteenth chapter, Dr. Mehmet Cagatay Abusoglu offers an
analysis of the PKK’s organizational framework in Iran, contributing to the
volume with his study titled PKK’s Organisation in Iran. Following a broad
historical introduction, Dr. Abusoglu situates his study within the context of
Iran’s political landscape starting from the era of the Mossadegh
government. Emphasizing the post-9/11 era, Dr. Abusoglu assesses PJAK’s
operations within Iran, revealing the significant degree of U.S. backing that
the group has received. After outlining the extent of U.S. backing, Dr.
Abusoglu examines PJAK’s involvement in the Syrian Civil War, including
a detailed account of the organization’s early operations originating from
Iran and targeting Tirkiye. In his chapter, Dr. Abusoglu demonstrates the
convergence of U.S. and Iranian interests via their respective backing of
proxy groups associated with the terrorist organization.

Authored by Dr. Ozdemir Akbal, the seventeenth chapter examines how
U.S. and the Russian Federation formulate foreign policy strategies by
supporting terrorist groups, with a particular focus on the PKK and its Syrian
affiliate, the PYD. In his study, which adopts a structural realist perspective,
Dr. Akbal elucidates how alliances formed between primary actors—
states—and secondary actors such as terrorist organizations function to
maintain the status quo. Observing that both U.S. and Russia endorse the
PYD in pursuit of their strategic objectives, Dr. Akbal emphasizes how the
organization has leveraged this support to enhance its legitimacy.

Building on the discussion of global powers, the eighteenth chapter—
Russia’s PKK/PYD/YPG Policy—authored by Dr. Sabir Askeroglu, provides
an in-depth and nuanced analysis specifically centered on Russia’s approach
to the PKK and its Syrian affiliates. By revealing the direct nature of
Russia’s backing for the separatist terrorist group, Dr. Askeroglu exposes the
gap in analyses that typically consider such support exclusively within the
context of U.S. policy. Starting with the historical roots of Russia’s support,
the chapter offers an in-depth analysis of relevant actions from late Tsarist
Russia through the Soviet era, followed by a comprehensive overview of the
backing provided to separatist terrorist groups in the post-Soviet context.
Addressing the conflicts between Tiirkiye and Russia within the context of
the Syrian crisis, Dr. Askeroglu contends that the Russian Federation backs
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the PYD as a strategic proxy to sustain its influence and control in the
region.

The final and nineteenth chapter, titled The US Grand Strategies’
Consequences for the Evolving PKK Threat to Tiirkiye, is authored by Dr.
Ozgiir Ugurdan. Dr. Ugurdan’s chapter complements Dr. Akbal’s analysis of
the major powers and, subsequently, Dr. Askeroglu’s study of Russia,
thereby completing the volume’s examination of great power dynamics.
Building upon the works of academics like Mackinder and Spykman, Dr.
Ugurdan’s chapter offers an in-depth examination of the Heartland theory as
it applies to the geopolitical dynamics of the Middle East. Drawing on the
strategic importance derived from the region’s geography, Dr. Ugurdan
illustrates how, beginning with World War Il, Washington has actively
backed separatist movements to advance its interests in the Middle East. The
chapter clearly addresses how this U.S. policy became even more
pronounced in the post—Cold War period. Focusing on the Bush and Obama
eras, the chapter offers an in-depth analysis of separatist movements,
highlighting the PKK’s historical presence in Syria and the extent of U.S.
backing with clarity and detail.

Beyond offering a multifaceted analysis of the PKK’s organizational
complexity, the book extensively explores the group’s developmental
trajectory, its involvement in human rights abuses—including the
exploitation of women and children—and its relationships with key
international stakeholders. The study’s integration of distinct disciplinary
approaches is particularly valuable. Through this nineteen-chapter volume,
readers are provided with a comprehensive resource capable of addressing a
wide array of inquiries within the field, effectively consolidating essential
knowledge into a single edition. The deliberate organization of closely
related perspectives throughout the volume underscores the careful and
thorough editorial effort behind the work. This characteristic further
establishes the volume as a standout reader within the discipline of terrorism
studies.
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