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Abstract

This study examines the relationship between atmospheric carbon dioxide (CO:) concentrations and
precipitation amounts over Tiirkiye using satellite-based data. CO: concentration data from the Orbiting
Carbon Observatory-2 (OCO-2) satellite developed by NASA (National Aeronautics and Space
Administration) were combined with precipitation data derived from Integrated Multi-satellite
Retrievals for GPM (IMERG). After performing spatiotemporal matching, the two datasets were
directly compared and subjected to statistical analyses.

The results revealed a weak positive correlation between CO- concentrations and precipitation amounts
(r=0.17). Moreover, by examining temporal lags, the maximum correlation was observed ata 12-month
delay. Regression analyses showed that CO: concentrations have limited explanatory power for
precipitation variability (R?~0.03).

These findings indicate that CO: concentrations do not directly drive changes in precipitation but should
be considered alongside other atmospheric dynamics. The study aims to contribute to a better
understanding of atmospheric processes over Tiirkiye in the context of climate change.

Keywords: CO: concentration, precipitation analysis, OCO-2; IMERG;, climate change, Tiirkiye.

1. Introduction

The increase in greenhouse gases in the atmosphere is one of the most fundamental indicators of climate
change, leading to global temperature rise, sea level rise, and fluctuations in meteorological events. Carbon
dioxide, being one of the most abundant greenhouse gases in the atmosphere, plays a critical role in the
disruption of the energy balance and the acceleration of climate change. Therefore, monitoring atmospheric
CO: levels and understanding their relationship with meteorological events—particularly precipitation—is of
great importance for developing sustainable environmental and climate policies.

Precipitation is a critical variable within the climate system due to its direct link to the water cycle [1].
Many sectors such as agriculture, energy production, and water resource management depend on precipitation
patterns. However, climate change has caused significant fluctuations in precipitation regimes, increasing the
risk of extreme drought in some areas and floods in others [2]. Tiirkiye, located in the Mediterranean climate
zone, is one of the vulnerable regions particularly susceptible to these changes. Therefore, investigating the
relationship between regional CO: concentrations and changes in precipitation can provide valuable insights
for measures against climate change.

In recent years, satellite-based observation systems have become important tools for collecting and
analyzing atmospheric and meteorological data. The OCO-2 satellite developed by NASA provides high-
resolution measurements of atmospheric CO- concentrations [3]. Similarly, the IMERG mission allows for
accurate determination of global precipitation amounts. These datasets can be effectively used to investigate
the relationship between CO: and precipitation through temporal and spatial analyses.

In the literature, there are limited studies that directly examine the relationship between CO: levels and
precipitation amounts. Most studies have focused on CO-’s radiative effects in the atmosphere, temperature
increases, and evaporation processes; however, the indirect role of CO: on precipitation has not been
sufficiently explored. Nonetheless, it is known that factors such as aerosol density, surface temperatures, and
evaporation affect precipitation formation, and these processes may be linked to CO: levels. Understanding the
potential effects of CO: levels on precipitation requires a detailed examination of these processes.

This study aims to understand the potential relationship between CO: concentrations and precipitation
amounts over Tiirkiye. CO: data obtained from NASA’s OCO-2 satellite and precipitation data from the
IMERG satellite mission were combined, and both temporal and spatial analyses were conducted.

In the temporal analysis, the focus was on the changes in CO: concentrations and precipitation amounts
over a specific time period. Particularly, OCO-2 data from January 2018 to February 2022 and IMERG data
from January 2018 to December 2022 were used to examine the trends, seasonal variations, and possible long-
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term connections between the two variables over time. A lagged correlation analysis was conducted to explore
the temporal relationship of CO: levels' effects on precipitation.

In the spatial analysis, regional differences in CO: concentrations and precipitation were compared across
Tiirkiye. Tiirkiye was divided into seven geographical regions. For each region, monthly average CO- and
precipitation values were calculated and visualized as time series to reveal regional variability. The strength of
the relationship between CO: and precipitation was quantified using Pearson correlation coefficients.
Furthermore, simple linear regression models were developed to evaluate whether regional CO: concentrations
could statistically explain changes in precipitation. Finally, lagged correlation graphs were used to assess
whether fluctuations in CO: levels influenced precipitation with a temporal delay. By applying these methods,
the study aimed to numerically and visually explore the spatial and temporal links between CO. and
precipitation over Tiirkiye. The findings are expected to provide insights into the influence of atmospheric CO:
on precipitation dynamics and contribute to predicting potential climate change impacts in the region.

2. Related Work

The impacts of atmospheric CO: concentrations on global climate change have been revealed through
extensive research in recent years [4, 5, 2]. In particular, the IPCC reports have thoroughly examined the effects
of CO: emissions on global temperature rise, sea level increase, and extreme weather events [2]. These reports
emphasize that the increase in CO- directly affects the hydrological cycle, causing changes in precipitation
patterns.

The effects of CO- on climate have been analyzed using various modeling approaches. Elliott at al.
conducted global analyses with linear models to investigate the influence of changes in atmospheric CO: levels
on tropical sea surface temperatures and precipitation patterns [6]. Yang and Wang evaluated the role of CO:
increases on climatic variables in China using atmospheric modeling techniques [7]. Similarly, Zhou at al.
studied ecosystem responses through nonlinear models and demonstrated the potential effects of CO: increases
on humidity, temperature, and precipitation changes [8]. The effects of CO: on precipitation occur through
both direct and indirect processes. Betts at al. emphasized that increased CO- can cause significant changes in
continental runoff by altering evapotranspiration processes on land [9]. In addition, the impacts of CO: levels
on soil moisture, water vapor transport, and atmospheric circulation have also been addressed in the literature.

In recent years, satellite-based data have provided great advantages in understanding the spatial and
temporal variability of atmospheric CO: concentrations. Eldering at al. analyzed the regional distribution of
global carbon emissions using data from the OCO-2 satellite [10]. Satellite-derived CO- data allow for more
precise monitoring of atmospheric variability. Similarly, Mousavi et al. analyzed the changes in CO: levels in
Iran between 2003 and 2020 using satellite data from SCIAMACHY (Scanning Imaging Absorption
Spectrometer for Atmospheric CHartographY) and GOSAT (Greenhouse Gases Observing Satellite), and
revealed the effects of CO2 on atmospheric variables [11]. Conducting such analyses in countries like Tiirkiye,
which have diverse climatic conditions, can contribute to a more detailed understanding of CO. and
precipitation dynamics.

Precipitation data provided by the Integrated Multi-satellite Retrievals for GPM (IMERG) and the Global
Precipitation Measurement (GPM) missions are highly important for evaluating global precipitation patterns.
Huffman at al. analyzed global precipitation distribution using IMERG data and emphasized that such satellite-
based measurements can improve the accuracy of meteorological analyses [12]. NASA conducted
comprehensive analyses using OCO-2 and OCO-3 data to better understand the global carbon cycle [13].

In a study conducted in the Cape Rama region on the western coast of India, Tiwari at al. examined changes
in atmospheric CO: concentrations between 1993 and 2002 and showed that CO: levels decreased during the
summer monsoon due to increased precipitation [14]. This study revealed a complex relationship between
atmospheric CO2 concentrations, the hydrological cycle, and vegetation changes. Similarly, Leuzinger at al
analyzed the effects of CO2 emissions on precipitation patterns, and Sponseller at al. evaluated the influence
of precipitation fluctuations on soil CO: flux [15, 16].

In the context of Tiirkiye, most studies have focused on the relationship between changes in precipitation
regimes and climatic processes. Tiirkes and Erlat evaluated regional climate impacts by linking precipitation
changes in Tirkiye to the North Atlantic Oscillation (NAO) [17]. Ersoy at al. analyzed extreme precipitation
events in the Eastern Anatolia Region and aimed to improve the predictability of these events using machine
learning methods. However, comprehensive studies directly addressing the relationship between atmospheric
CO: concentrations and precipitation patterns in Tiirkiye remain quite limited [18]. Crane at al. evaluated
changes in precipitation under a doubled CO: scenario in the Susquehanna River Basin; applying similar
approaches to Tiirkiye could contribute to understanding the connection between regional carbon emissions
and the hydrological cycle [19].

In recent years, machine learning methods have been increasingly used for analyzing and forecasting
climate data. Reichstein at al. examined how machine learning and deep learning techniques can be used in
climate prediction models, showing that these approaches offer significant advantages, especially in temporal
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forecasting processes [20]. Machine learning algorithms can analyze variations in atmospheric CO-
concentrations and allow for long-term predictions and modeling of regional climate change impacts.

The effects of rising CO: on vegetation play a critical role in understanding the carbon cycle. Keenan at al.
revealed that the increase in CO: enhances plant carbon uptake, which in turn affects atmospheric CO:
concentrations [21]. Carbon storage processes in ecosystems have the potential to balance the presence of CO:
in the atmosphere. Furthermore, Fischer and Knutti stated that increasing CO: levels raise the frequency of
extreme precipitation and high-temperature events, thereby highlighting the influence of CO: on the
hydrological cycle and extreme weather patterns [22].

Table 1. Summary of methods and study areas in research on atmospheric CO: and precipitation

dynamics
References Algorithms / Methods Used Study Area / Region
Elliott (1991) Linear models, statistical analysis Global
Yang and Wang (2000) Statistical analysis, atmospheric modeling China
Zhou et al. (2008) Nonlinear models, ecosystem response analysis Global
Betts et al. (2007) Hydrological modeling, vegetation impact analysis Global
Eldering et al. (2017) Satellite-based data analysis (OCO-2) Global
Leuzinger et al. (2009)  CO-—precipitation impact modeling, vegetation analysis Global
Mousavi et al. (2022) Satellite-based data analysis (SCIAMACHY, GOSAT) Iran
Tiwari et al. (2013) Atmospheric CO-—precipitation relationship analysis India (Cape Rama Region)
Sponseller et al. (2006) Effect of precipitation variability on soil CO- flux Global
Ersoy et al. (2023) Machine learning methods, weather prediction models  Tiirkiye (Eastern Anatolia Region)
Tiirkes and Erlat (2003) Analysis of precipitation variability and NAO Tiirkiye
Crane et al. (1998) CO:2 doubling scenario modeling Susquehanna Basin (USA)
Huffman et al. (2021) Precipitation analysis using IMERG and GPM data Global
NASA (2015) Analysis using OCO-2 and OCO-3 satellite data Global
Reichstein et al. (2019) Machine learning, climate prediction models, deep learning Global
Keenan et al. (2016) Carbon cycle modeling, ecosystem analysis Global
Fischer and Knutti (2015) Analysis of extreme weather events Global

The present study aims to temporally and spatially analyze atmospheric CO: concentrations and
precipitation dynamics across Tiirkiye. These analyses are intended to provide a more detailed understanding
of the CO-—precipitation relationship and to assess regional differences, ultimately contributing to a deeper
insight into Tiirkiye’s climate processes.

3. Materials and Methods

This section first describes the data sources used in the study and the procedures applied to process the
information derived from them. Subsequently, the data matching procedures and the analytical methods
employed are explained in detail. The study is designed to evaluate potential relationships between CO:
concentrations and precipitation amounts by considering not only temporal changes but also spatial differences.
This methodological approach contributes to both understanding atmospheric processes and clarifying climate
dynamics.

3.1. Data and data sources
The datasets used in this study include global and high-resolution measurements of both carbon dioxide
(CO3) concentrations and precipitation amounts. The data were obtained from two main sources:

3.1.1. OCO-2 data

The OCO-2 satellite was launched by NASA in 2014 to measure atmospheric carbon dioxide
concentrations. This satellite enables high-resolution spatial and temporal investigation of global greenhouse
gas emissions. In this study, monthly CO2 concentration data covering the years 2018-2022 across Tiirkiye
were obtained from NASA’s Jet Propulsion Laboratory [23].

OCO-2 data have a spatial resolution of 0.5° x 0.625° and focus on the area within Tiirkiye’s borders,
between 36°-42° north latitude and 26°—45° east longitude. The data were downloaded in Network Common
Data Form (NetCDF) format and processed for analysis using the xarray library in Python. The spatial and
temporal details of the data are crucial for understanding variations in atmospheric CO- concentrations. All
data processing and analysis procedures were conducted on a laptop equipped with a 12th-generation Intel®
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Core™ {7-12700H processor (2.30 GHz, 14 cores), 16 GB DDR4 RAM, and 512 GB SSD storage. The
operating system used was Windows 11 Pro, and the analyses were performed using Python 3.10 along with
data processing and visualization libraries such as pandas, xarray, matplotlib, and numpy. This setup enabled
the efficient handling and analysis of large-volume satellite datasets.

Temporally, the data were organized on a monthly basis to represent average atmospheric CO:
concentrations for each month. The concentration unit is expressed in parts per million (ppm). This structure
allows for the analysis of both temporal trends and spatial distribution.OCO-2 data were used to analyze
changes in atmospheric carbon levels over time and to identify potential relationships with precipitation
amounts.

Average CO, Concentration in Tiirkiye (2018-2022)

0.000418 —8— Ortalama CO2

0.000416
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Figure 1. Average CO: concentration in Tiirkiye (2018-2022)

Figure 1 shows the temporal distribution of monthly average atmospheric CO: concentrations across
Tiirkiye between 2018 and 2022, based on data obtained from the OCO-2 satellite. The graph reveals a clear
upward trend in CO: levels over time. This increasing trend reflects the impact of global greenhouse gas
emissions and provides valuable insights into the understanding of atmospheric dynamics.

3.1.2. IMERG Precipitation Data

IMERG provides high-resolution precipitation data as part of NASA’s Global Precipitation Measurement
(GPM) mission. In this study, IMERG precipitation data covering the period from 2018 to 2022 were obtained
from NASA’s Precipitation Processing System [24]. The data were processed within selected geographic
boundaries across Tiirkiye and prepared for temporal analysis.

IMERG data are generated by integrating satellite-based precipitation measurements with observations
from ground-based meteorological stations. This combination allows for more accurate investigation of
atmospheric and surface dynamics. While the original data are recorded hourly, they were restructured into
monthly average values to facilitate analysis and enable comparative studies. This reorganization made it
possible to evaluate precipitation trends at a monthly temporal resolution.

In the IMERG dataset, precipitation amounts are expressed in millimeters (mm), enabling quantitative
comparison of rainfall patterns. The data are provided in a consistent and comparable format, allowing for the
analysis of precipitation variability across different geographic regions of Tiirkiye.
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Figure 2. IMERG precipitation amount graph (2018-2022)

Figure 2 illustrates the temporal variation in precipitation amounts between 2018 and 2022, based on
IMERG data. Monthly fluctuations in precipitation are clearly visible in the graph. These variations contribute
to the understanding of seasonal changes and anomalies. For instance, sudden increases in rainfall observed
during specific periods may be associated with changes in atmospheric conditions.

The atmospheric CO: and precipitation datasets used in this study underwent similar preprocessing steps
prior to analysis. Both datasets were converted into CSV format and analyzed using the Python programming
language. Specifically, data cleaning and restructuring were performed using data analysis libraries such as
pandas and xarray, allowing for the calculation of monthly average values. CO2 data were derived from the
original NetCDF files obtained from the OCO-2 satellite and converted into mean values (in ppm) for the grid
cells corresponding to Tirkiye. Likewise, IMERG satellite data were derived from hourly precipitation records
and aggregated into monthly averages in millimeters. During this process, missing data points in both datasets
were identified and filled using interpolation methods. Following this, temporal and spatial alignment was
performed to create a unified dataset suitable for analysis. This combined dataset enabled a holistic evaluation
of the relationship between CO- concentrations and precipitation amounts.

3.2. Data processing

In this study, the data processing procedure was carried out in several stages to ensure the accuracy and
reliability of the analyses. The process included key steps such as identifying and handling missing data,
temporal alignment, and geographic subsetting. Each step was designed to preserve data integrity and enhance
the validity of the analysis results.

In the first step, missing values within the datasets were examined. Since missing data can disrupt the
continuity of the series, such values were either filled using interpolation methods or excluded from the analysis
when deemed inappropriate. In particular, linear interpolation was employed to fill missing values in the time
series. This method enabled the completion of data points in a manner consistent with natural trends, thereby
improving usability for analysis.

Frequency Distribution of Precipitation Amounts: Original vs Augmented Data
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Figure 3. Frequency distribution of original and interpolated precipitation data
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This graph compares the frequency distribution of the original IMERG precipitation data with the
interpolated dataset obtained after missing observations were filled. The enhanced dataset exhibits a
distribution similar to the original, and it was evaluated for modeling suitability during the data processing
stage.

During the temporal alignment process, harmonization between CO- and precipitation data was achieved
due to their collection at different time intervals. IMERG precipitation data were downscaled from hourly
measurements to monthly averages and adjusted to match the temporal resolution of the OCO-2 data. Data

manipulation was performed using the Python programming language along with the pandas and numpy
libraries. Temporal alignment allowed the CO: and precipitation datasets to be directly compared within the
same time periods.

To assess potential relationships between CO: concentrations and precipitation amounts across different
regions of Tiirkiye, a regional analysis was conducted. In this process, Tirkiye was divided into seven
geographical regions, and regional averages of precipitation and CO2 were calculated separately for each.

In the spatial analysis, CO: and precipitation data were converted into raster grid format to enable
regional-scale comparisons. To focus solely on the areas within Tiirkiye, the geographic boundaries were
defined as follows:

* Latitude: 36°-42° N

* Longitude: 26°-45° E

Regional CO: and precipitation analyses were performed using grid cells defined across Tiirkiye to observe
spatial variations in CO: concentrations and precipitation.

Finally, the overall distribution of precipitation amounts was analyzed. The results indicated that the
majority of precipitation events across Tiirkiye were concentrated in the 0.00-0.10 mm range.

Distribution of Precipitation Amounts
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Figure 4. Frequency distribution of precipitation amounts

Figure 4 presents the frequency distribution of precipitation amounts, offering important insights into
Tiirkiye’s rainfall regime.

Through these data processing steps, the accuracy and reliability of the analyses have been improved. The
datasets were processed and prepared for analysis in a way that facilitates a better understanding of the
relationship between CO: concentrations and precipitation amounts.

3.3. Algorithms and analytical methods used

This section provides a detailed explanation of the mathematical models, algorithms, and analytical
methods employed in the study. The aim is to comprehensively present the rationale and implementation
processes of the techniques selected to investigate the potential relationship between atmospheric CO:
concentration and precipitation amount.

3.3.1. Time series analysis

Time series analysis is a method used to identify trends, seasonal patterns, and anomalies in data that change
over time. In this study, time series methods were applied to analyze both CO: concentration and precipitation
data.

Paged47



Karadas et al. / AAIR vol 5(2025) 42-55

The time series analysis focused on the following model components:

One of the primary components of the time series analysis is trend analysis, which is used to understand
the overall direction of the data and to evaluate long-term changes. For instance, increasing trends in annual
average CO: levels and decreasing trends in precipitation amounts were examined.

The trend component can be mathematically expressed as follows (1):
Ty = Bo + Bt €Y

Where Tt denotes the trend component, t is the time variable, 50 and g1 represent the model coefficients.

Change in Annual Average CO, Concentrations in Turkiye (2018-2022)
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Figure 5. Amounts Annual average CO: concentration trend (2018—2022)

This graph illustrates the trend in atmospheric carbon dioxide (CO:) levels observed across Tiirkiye over
the years. The figure reveals a clear upward trend in CO: concentrations.

Annual Average Precipitation Amount (2018-2022)
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Figure 6. Annual average precipitation trend (2018-2022)

The graph clearly illustrates the overall decreasing trend in precipitation amounts. The data, derived from
annual measurements across Tiirkiye, indicate potential long-term climatic changes and shifts in precipitation
regimes.

One of the key components of the time series analysis is seasonality analysis, which aims to identify
periodic patterns in CO- concentrations and precipitation amounts. In this study, Fourier transformation and
moving average methods were used to detect seasonal effects. Fourier transformation enables the
decomposition of the data into fundamental frequency components, allowing for the identification of recurring
patterns. The moving average method smooths short-term fluctuations, making seasonal variations more visible
within the time series.

Mathematically, seasonality can be expressed as follows (2):
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S, = Ay + cos 2nfit + ¢y) (2

where S; represents the seasonal period length, A« is the amplitude coefficient, fi denotes the harmonic
frequency, t is time, ¢k is the phase angle.

This analysis plays a critical role in identifying and comparing periodic patterns in CO: concentration and
precipitation data.

Monthly Average CO, Concentration Changes in Tarkiye (2018-2022)
418
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Figure 7. Monthly average CO: concentration changes (2018-2022)

Figure 7 illustrates the variation in monthly average atmospheric carbon dioxide concentrations observed
across Tiirkiye between 2018 and 2022. The graph shows a consistent upward trend in CO: levels throughout
the year. This trend reflects both the increase in global carbon emissions and the influence of region-specific
anthropogenic activities. In addition, seasonal fluctuations are observed, which are attributed to vegetation
dynamics and the effects of photosynthesis during different times of the year.
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Figure 8. Monthly average precipitation variation (2018-2022)

Figure 8 is used to visualize seasonal patterns, allowing for the examination of trends and recurring
structures within the dataset.

3.3.2. Correlation analysis

Correlation analysis was conducted to evaluate the relationship between atmospheric CO: concentration
and precipitation amount. The Pearson correlation coefficient (r) is a metric that measures the linear
relationship between two variables, and it is calculated using the following formula (3):
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r= Z?:l(xi -X)(¥i =¥) (3)
SR, -9

where x; represents the CO- concentration, Y; is the precipitation amount, x is the mean of CO: values, and y is
the mean of precipitation values. The correlation coefficient r takes values between —1 and +1. A value of r>0
indicates a positive linear relationship, while r<0 suggests a negative linear relationship. If r=0, it implies that
there is no linear relationship between the two variables.

Relationship Between CO, and Precipitation
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Figure 9. Relationship between CO: concentration and precipitation

Figure 9 presents a visual representation of the relationship between CO: concentration and precipitation
amount. In the graph, the horizontal axis represents CO2 concentration (ppm), while the vertical axis shows
precipitation amounts (mm). Each point on the graph corresponds to the CO: and precipitation values for a
specific time period.

As can be observed, no clear linear relationship exists between the two variables. The scatterplot indicates
that increases in CO:z concentration do not have a pronounced effect on precipitation levels. This suggests that
the relationship may be more complex or potentially explained by a non-linear model. Additionally, the low
correlation coefficient (r) obtained during the analysis confirms the weakness of this relationship.

3.3.3. Regression analysis

In this study, linear regression analysis was employed to model the relationship between CO- concentration
and precipitation amount. The model is defined as follows (4):

Y=0,+Fix+e¢ 4
where Y denotes the dependent variable representing precipitation amount, x is the independent variable
representing CO: concentration, S0 is the intercept term, £1 is the coefficient of the independent variable, and
& represents the error term.

The regression coefficients were estimated by minimizing the residual sum of squares using the ordinary
least squares (OLS) method, expressed as follows (5):

min Z?=1( Y — (Bo + .lei))z ()

The regression results suggest that CO: concentration, as the independent variable, has limited ability to
explain variations in precipitation amount.
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Regression Relationship Between CO, Concentration and Precipitation Amount
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Figure 10. Linear regression relationship between CO: concentration and precipitation

This graph illustrates the linear regression model representing the relationship between monthly average
CO: concentrations and precipitation amounts across Tiirkiye from 2018 to 2022. The blue dots represent the
individual monthly observations, while the red line indicates the linear relationship predicted by the model.
The resulting regression line shows that changes in CO: levels have limited explanatory power over
precipitation amounts (R* = 0.03). This finding suggests that the relationship between CO: and precipitation
may be nonlinear or influenced by indirect atmospheric processes.

3.3.4. Lagged correlation analysis

To understand how the relationship between CO: concentration and precipitation amount changes over
different time intervals, a lagged correlation analysis was conducted. This analysis is based on the assumption
that the impact of CO: levels on precipitation may emerge with a time delay. The lag analysis examines the
correlation between CO: and precipitation across various temporal lags.
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Figure 11. Lagged correlation analysis between CO: concentration and precipitation

Figure 11 illustrates how the correlation between CO- concentration and precipitation amount changes as
a function of time lag. The horizontal axis represents the lag (in months), while the vertical axis shows the
correlation coefficient (r). The results indicate that the correlation coefficient gradually increases with longer
lag periods, although it generally remains at low levels.
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This suggests that the effect of CO: concentration on precipitation is neither immediate nor direct, and that
more complex atmospheric processes may be involved. For instance, the impact of rising CO: levels on
atmospheric systems may accumulate over time, potentially leading to delayed changes in precipitation
dynamics. However, a more detailed explanation of this relationship would require the use of alternative or
more advanced modeling approaches.

4. Results

In this study, the potential relationship between atmospheric carbon dioxide (CO:) concentrations and
precipitation amounts across Tirkiye was comprehensively investigated using satellite-based data. High-
resolution CO: concentration data obtained from the OCO-2 satellite were combined with precipitation
measurements derived from IMERG data, covering the period from 2018 to 2022. The study aimed to
understand the relationship between these two key atmospheric variables from both temporal and spatial
perspectives, and to offer a deeper insight into atmospheric processes over Tiirkiye.

From a spatial perspective, Tiirkiye was divided into seven geographical regions, and separate averages for
CO: and precipitation were calculated for each. These values were analyzed comparatively. It was observed
that regions with intensive industrial or agricultural activity—such as Marmara, Aegean, and Central
Anatolia—exhibited higher CO: levels. However, no distinct inverse relationship with precipitation amounts
was identified. This suggests that the relationship between CO: and precipitation may not be linear, but rather
influenced by regional characteristics, land use patterns, and atmospheric circulation dynamics.

The correlation analysis revealed a weak positive relationship (r = 0.17) between CO: concentration and
precipitation amount. This indicates that there is no strong or direct link between the two variables, although a
limited interaction may exist. The findings suggest that increasing CO: levels could have an indirect influence
on precipitation dynamics.

Lagged correlation analysis indicated that the effects of CO2 concentration on precipitation may emerge
over time. The highest correlation coefficient was observed with a 12-month lag, suggesting that CO. may
influence atmospheric processes through gradual accumulation. However, the low correlation value (r = 0.17)
indicates that the relationship is not direct and is likely associated with more complex atmospheric mechanisms.

The linear regression analysis showed that the model’s explanatory power was notably low (R? = 0.03).
This result indicates that CO: concentration alone is insufficient to explain variations in precipitation amounts,
implying that the relationship may not follow a linear structure but may instead be governed by more intricate
mechanisms.

Spatial analyses across Tiirkiye demonstrated that both CO: concentrations and precipitation amounts vary
at the regional level. However, no statistically significant trend was identified between these variations. For
instance, regions with higher CO: concentrations did not show a clear increase or decrease in precipitation. In
some areas, weak positive or negative correlations were observed (with r values around +0.05), yet these were
statistically insignificant (p > 0.05). These findings suggest that the relationship between CO: and precipitation
does not follow a linear pattern at the regional scale and may be shaped by more complex atmospheric
dynamics. Therefore, it is recommended that regional analyses be supported by more advanced methods, such
as multivariate analyses or artificial intelligence-based models.
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Figure 12 illustrates the trends in monthly CO: concentrations and precipitation amounts across various
regions in Tiirkiye. The results show spatial differences in CO. and precipitation levels among regions;
however, these differences do not reveal any distinct correlation or trend. For instance, while CO. levels
exhibited an upward trend in industrially and agriculturally active regions such as Marmara and the Aegean,
no significant change in precipitation was observed. In regions like Southeastern and Eastern Anatolia,
precipitation showed seasonal fluctuations, but changes in CO: concentrations did not appear to significantly
influence rainfall dynamics. These findings underscore the importance of conducting more detailed regional
analyses.

5. Discussion and Future Work and Recommendations

The results of this study indicate that atmospheric CO: concentrations are not a direct or decisive factor in
precipitation dynamics; rather, their effects should be considered within a broader atmospheric context. This
finding aligns with previous studies in the literature. For example, Zhou et al. emphasized that increases in CO-
influence intermediate processes such as humidity, cloud formation, and radiative effects, but do not directly
determine precipitation amounts [8]. Similarly, research by Sponseller et al. has shown that soil CO: fluxes
and precipitation variability are part of a complex web of interactions [16].

In the context of Tiirkiye, this study makes a significant contribution to the limited literature exploring the
influence of CO: concentrations on precipitation dynamics. Particularly given Tiirkiye's location within the
Mediterranean climate zone—a region highly sensitive to climate change—such research is of growing
importance. These findings highlight that the effects of atmospheric CO: levels on precipitation should be
assessed in conjunction with other atmospheric processes such as temperature, humidity, and
evapotranspiration.

In conclusion, while this study marks an important step toward understanding atmospheric processes in
Tiirkiye, the relationship between CO: concentration and precipitation dynamics likely involves more complex
mechanisms and should be supported by further modeling studies. Future research should incorporate longer-
term datasets and explore these interactions using non-linear models to gain deeper insights.

This study serves as a valuable starting point for investigating the relationship between CO: concentration
and precipitation dynamics. However, the results suggest that this relationship is linked to more complex
atmospheric processes, necessitating more comprehensive analyses in future work. Subsequent studies should
utilize datasets covering longer time periods, as extended data can enhance understanding of long-term trends
and improve the robustness of current findings.

Furthermore, the application of non-linear models may offer more effective insights into the complex
interactions between CO: and precipitation. In particular, machine learning methods such as artificial neural
networks and support vector machines can provide a deeper understanding of these relationships. Given the
non-linear nature of CO:’s influence on precipitation, the inclusion of such algorithms in future analyses is
recommended.

Incorporating additional atmospheric variables will allow for a more holistic examination of this
relationship. Factors such as temperature, humidity, surface pressure, and wind speed play critical roles in
precipitation formation. Integrating these variables into models will enable a more detailed analysis of
atmospheric processes.

The findings of this study may serve as a scientific basis for Tiirkiye’s climate policy development and
contribute significantly to the advancement of sustainable environmental management strategies. Moreover, a
more comprehensive understanding of atmospheric processes will help inform effective strategies in the global
fight against climate change. In this regard, this study provides a framework for future, more extensive research
efforts.
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Symbol Description
Latin symbols

Ax
Po.p1
fi
Ok
St
t
Tt
Xi
x
yi
y

amplitude coefficient
regression coefficients

harmonic frequency

phase angle

seasonal component

time

trend component

CO: concentration (ppm)
mean of CO: values
precipitation amount(mm)
mean of precipitation values

Greek symbols

Ok

error term
phase angle

Abbreviations and units

CPU central processing unit

Csv comma-separated values — a plain text file format

GB gigabyte

GHz gigahertz

GOSAT greenhouse gases observing satellite

GPM global precipitation measurement (NASA-JAXA satellite mission)
IMERG integrated multi-satellite retrievals for GPM (NASA precipitation product)
mm millimeter

NASA National Aeronautics and Space Administration

NAO North Atlantic Oscillation

NetCDF network common data form — scientific multidimensional data format
0CO-2 orbiting carbon observatory-2 (NASA CO: satellite mission)

ppm parts per million

RAM random access memory

SCIAMACHY  scanning imaging absorption spectrometer for atmospheric CHartographY

SSD

solid state drive
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Abstract

This study presents an integrated quality control architecture designed in line with Industry 4.0
principles for an automotive-focused production line. The architecture unifies micron-level dimensional
inspection via air gauges, assembly verification through CNN-based computer vision, and full
traceability based on DMC/QR + OCR within a single decision layer. A three-tier software stack (data
acquisition, processing/analysis, decision/feedback) operates in real time through a microservices
architecture with MES/PLC integration. Decision fusion triggers the right intervention without stopping
the line through an “accept—gray zone—segregate” policy; SPC-based online monitoring makes minor
drifts visible at an early stage. The implementation increased assembly accuracy and measurement
reliability, strengthened traceability by catching duplicate identity assignments in process, reduced the
risk of shipping defects, and lowered manual inspection burden. By integrating measurement, visual,
and identity data into a single traceability chain, the study proposes a practical and scalable model for
transitioning from reactive inspection to proactive/preventive quality assurance.

Keywords: Industry 4.0; Air gauge, Assembly verification; Artificial intelligence; CNN; SPC; Data
Matrix (DMC),; Traceability; Microservice architecture.

1. Introduction

With the acceleration of digital transformation in industry, making production processes more flexible,
efficient, traceable, and quality-oriented has become a strategic imperative for firms seeking to enhance their
competitiveness. Industry 4.0 provides the overarching conceptual framework for this transformation,
envisaging the integrated use of cyber-physical systems, the Internet of Things (IoT), big data analytics,
artificial intelligence (Al), machine learning (ML), cloud computing, and autonomous decision-making
mechanisms within production environments [1, 2]. One of the most significant outcomes of Industry 4.0 is
the establishment of proactive quality control mechanisms aligned with the zero-defect target, enabled by real-
time data flow and decision-support systems on production lines [3]. In this way, production speed can be
increased, product quality can be assured, defect rates can be minimized, processes can be made retrospectively
traceable, and customer satisfaction can be improved on a sustainable basis [4].

In sectors that demand high precision, such as automotive, defense, and aerospace, smart quality control
systems integrated into production processes are replacing traditional manual inspection methods and
providing more reliable, faster, and objectively measurable solutions [5]. In this context, Industry 4.0
integration efforts carried out within the Application Site have enabled the digital transformation of production
lines and have contributed significantly to achieving critical targets such as measurement accuracy, assembly
reliability, and full traceability. Assigning each part a unique digital identity at the outset of the production
process has enhanced traceability and process control, while part-specific measurement and assembly
verification systems have given quality assurance a multi-layered structure. The field study presented in this
paper was conducted at Safak Makina A.S., an automotive supplier located in Diizce, Tiirkiye, which
manufactures machined castings, tube and hose assemblies, and other high-precision components for
international OEM customers. The analyzed line operates as a high-volume, multi-shift production system
under tight dimensional and assembly tolerances, making systematic, Al-enabled quality control a strategic
necessity rather than an optional add-on.

However, certain system-level issues can arise during the implementation of this digital infrastructure. For
example, duplicate identity assignments—where the same identity number is assigned to more than one part—
or structural deficiencies such as missing components during assembly pose risks that directly affect final
product quality and production safety [6]. The literature notably lacks a comprehensive application that
integrates air-gauge-based measurement systems with CNN-based computer vision and duplicate part-ID
synchronization. This study aims to fill that gap and details an Al-enabled integrated quality control
architecture developed to overcome such challenges.
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The system integrates both micron-level measurement via air gauges and camera-based assembly
verification technologies into the production process, creating a dual-track inspection mechanism. The system
not only ensures measurement and assembly accuracy but also enables the real-time detection and segregation
of defective parts that must be removed from production. In this way, preventive quality assurance has been
established on production lines through a process-oriented and adaptive quality management approach. This
study analyzes, considering quantitative data, the system’s development, components, and impact on
production outputs and evaluates it as a concrete example of Industry 4.0 applications.

To understand how Industry 4.0 reshapes quality control practices, it is first necessary to examine the core
technological components that underpin this paradigm. The concept of Industry 4.0 was first introduced in
Germany at the 2011 Hannover Fair and was developed to describe the digitalization of the manufacturing
sector. Unlike classic automation systems, this approach aims to embed intelligence, adaptability, and
integrated data analytics into production processes [2]. In this paradigm, the core components of Industry 4.0
are the technological building blocks that render manufacturing environments smart and autonomous. The
Internet of Things (IoT) enables machines, sensors, gauges, PLCs, and other devices on the shop floor to
communicate with each other and with central systems over the internet, thereby ensuring continuous real-time
data flow from the field [8]. Cyber-Physical Systems (CPS) refer to the real-time modeling and management
of physical machines through their digital twins, making it possible to digitally monitor, predict, and control
the condition and performance of machines on production lines [7]. Big data and cloud computing allow high-
volume data obtained from the production process to be stored, analyzed, and integrated with decision-support
systems on central servers or cloud infrastructures, forming the basis of data-driven production management
[4]. Artificial intelligence and automation, through techniques such as machine learning, deep learning, and
statistical modeling, are deployed in quality control, predictive maintenance, production planning, and error
prevention, thereby creating systems that can learn and decide beyond the capabilities of classical automation
[9]. The integration of these components leads to smart production systems that can self-optimize, adapt to
environmental variables, and enable production infrastructures that operate with minimal human dependency.

Within this framework, quality control processes have evolved from a reactive structure to a proactive and
even preventive one with Industry 4.0 applications. Whereas in classical methods defect detection was
generally carried out at the final inspection stage, in production lines equipped with smart systems defects can
be predicted during the process or even before they occur [5]. Proactive defect detection becomes possible
because data from sensors, cameras, and gauge systems can be analyzed with Al algorithms to detect
anomalies; thus, before a defect’s physical outcome emerges, tendencies toward process drift can be identified
and appropriate interventions can be made [6]. Real-time production data analysis further strengthens decision-
making, as variables such as measurements, temperature, pressure, and vibration are continuously analyzed
during production and compared with quality parameters, thereby supporting fast and accurate decisions [10].
At the same time, flexible and autonomous quality systems are enabled, since ML-based systems learn from
historical production data and automatically classify incoming data, providing adaptive control by dynamically
redefining quality limits [11]. Traceability and production safety are also enhanced: tracking each part
throughout the production process with a unique identity number, verifying assembly accuracy, and detecting
duplications become critical mechanisms for ensuring product safety [12].

Industry 4.0-enabled quality control systems thus create high added value, particularly by preventing the
shipment of defective products, reducing customer complaints, avoiding resource waste, and lowering
maintenance costs. In this context, the system developed at the Application Site constitutes an integrated model
that can serve as a benchmark for the sector. Within this integrated architecture, air-gauge systems play a key
role in Industry 4.0-oriented quality control because they provide fast, non-contact, micron-level dimensional
feedback directly from the production line. Unlike offline CMM measurements, inline air gauges can be
continuously connected to CPS and MES infrastructures, stream real-time data into SPC and Al modules, and
thereby act as one of the main sensory inputs of the cyber-physical quality loop. When combined with camera-
based assembly verification and digital identity management, air-gauge data closes the gap between geometric
conformity, assembly correctness, and traceability, supporting both zero-defect ambitions and data-driven
continuous improvement.

2. Methodology
2.1. Existing Production Infrastructure and Need for Transformation

The Application Site corresponds to the main plant of Safak Makina A.S., an automotive-focused
manufacturer headquartered in Diizce, Tiirkiye, supplying machined castings, tube and hose assemblies and
other precision components to international OEM and Tier-1 customers. As an enterprise producing for the
automotive industry, the relevant production facility embarked on a digital transformation to minimize quality
risks in high-volume production environments and to increase traceability in production processes. The human-
error-prone nature of traditional inspection methods and the inadequacy of manual traceability systems
necessitated investment in automated quality control systems that work in integration with Industry 4.0
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solutions. This transformation not only reduced operator dependency but also aimed to achieve sustainable
improvements in fundamental quality indicators such as measurement accuracy, assembly reliability, and full
traceability. The overall layout of the dedicated control line established within this plant is illustrated in Figure
1.

WAITING
ZONE

DIM. NOK l
<—‘ VISUAL

B CONTROL

DMC REWORKED

-

1
TABLE |

| DMC NOK

-—
‘ At GuacH

FPT (CONTROL
CONTROL @@

CAMERA
CONTROL

Figure 1. Control line within the factory.

The integrated system is built on three core modules: micron-level measurement via air gauges, deep-
learning-based computer vision for assembly control, and part-based digital identification (ID assignment)
[13].

Within this scope, an integrated quality control system was installed on a dedicated control line. The system
consists of three main modules: (i) micron-level dimensional measurement via air gauges, (ii) deep-learning-
based computer vision for assembly verification, and (iii) part-based digital identification through Data Matrix
Codes (DMCs). Each part is assigned a unique code at the beginning of the line, its critical dimensions are
measured non-contact within a £5 um tolerance range, and assembly correctness is checked via camera-based
inspection. All measurement, assembly and identity data are collected in a central database and used as inputs
to Al-based decision mechanisms. The station where micron-level dimensional measurement and camera-
based assembly verification are jointly carried out is depicted in Figure 2.

|
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Figure 2. Station where measurement is performed with an air gauge and the integrated camera system.

2.2. System Architecture and Data Flow

The integrated system is implemented as a three-tier architecture comprising a data acquisition layer, a
processing and analysis layer, and a decision/feedback layer. The data acquisition layer includes industrial
cameras, air gauges, laser marking units and IoT sensors communicating over Profinet and OPC-UA. These
devices continuously stream images, dimensional measurements and contextual data to a central server. The
main components of this three-tier architecture and their data flows are summarized in Figure 3.
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Figure 3. General architecture

On the processing and analysis layer, a Python-based Al stack runs multiple services: convolutional neural
networks (CNNs) for assembly verification, OCR modules for DMC/QR decoding, anomaly-detection
algorithms, and Statistical Process Control (SPC) routines (X-R, EWMA, CUSUM). The system is organized
as a microservices architecture (e.g., vision-svc, gauge-sve, id-sve, anomaly-sve, mes-adapter, plc-gateway,
data-svc, orchestrator), allowing independent scaling and fault isolation. All services share a common data
model keyed by part identity and timestamps, ensuring that every measurement and decision can be linked to
a specific part and MES record.

The decision/feedback layer interacts with Siemens PLCs and the Manufacturing Execution System (MES).
Based on the evaluated data, the system can automatically classify parts as conforming or defective, stop the
line, segregate parts, or request operator confirmation. Every action is simultaneously recorded in the quality
assurance database, creating a complete digital trace for retrospective analysis.

2.3. Algorithms and Learning Paradigm

The system combines supervised and unsupervised learning. For assembly verification, a lightweight
single-stage object detection model (YOLOv8n-based CNN) is used to classify assembly states into three
categories: OK assembly, missing component, and misoriented/misplaced component. The model is trained on
6,048 labeled images covering more than 6,000 assembly scenarios, with data augmentation
(brightness/contrast variation, rotation, translation, blur) to improve robustness. The dataset is split into
training, validation and test sets on a scene basis to avoid leakage. The production line where camera-supported
assembly control is applied is shown in Figure 4, while representative outputs of the visual analysis algorithms
used for assembly accuracy verification are presented in Figure 5.

Figure 4. Production line where camera-supported assembly control is applied.
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Figure 5. Outputs of visual analysis algorithms used in assembly accuracy verification.

For code reading and traceability, OCR-supported modules decode DMC/QR codes and match them with
MES records. Pre-processing (cleaning, deskewing, contrast enhancement) is applied for low-quality or low-
contrast codes, and an OCR-based fallback is used when standard decoding fails.

To detect rare and previously unseen phenomena such as illumination drift, lens contamination or unusual
process conditions, an autoencoder plus one-class SVM configuration is employed. The autoencoder learns the
representation of normal operation data; samples with high reconstruction error are passed to the one-class
SVM (RBF kernel, v=0.05, vy selected via grid search on a validation set) to flag anomalies. Models are trained
on historical production data and simulated fault scenarios, and their generalization ability is checked via cross-
validation.

Outputs from CNN, SPC, anomaly detection and ID verification are fused in a time-aligned decision logic.
A three-zone policy is applied: (i) automatic accept at high confidence with no rule violation, (ii) operator
approval (gray zone) at intermediate confidence, and (iii) automatic segregation in cases of low confidence,
SPC violations or identity conflicts. Thresholds and policies are periodically recalibrated based on performance
indicators and false-reject behavior; numerical results are reported in the Findings section.

2.4. Traceability and Duplicate Identity Handling

Traceability is ensured by assigning a unique DMC/QR identity to each part at the beginning of the line
and using this code as the primary key across all system layers. Every dimensional measurement, assembly
decision and inspection result is stored together with this identifier and an MES record number. This enables
part-level reconstruction of production history within seconds. The real-world implementation of the part-
recognition and DMC-based ID assignment station used for this purpose is presented in Figure 6.
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Figure 6. Part recognition and DMC-based ID assignment station (real image from the factory
environment).

To address the risk of duplicate identity assignment—where the same ID is accidentally given to more than
one part—Al-based consistency checks are integrated into the database and line logic. ID streams are
continuously monitored to detect duplicates in real time, while camera systems re-identify parts at multiple
checkpoints on the line and verify that their codes match MES and local records. Parts with inconsistent
identities are automatically segregated, and associated records are updated through predefined workflows.

Performance indicators such as the number and stage of detected duplicate-ID cases, median detection time
and false-positive ratio are monitored over defined observation windows; their quantitative values and
before/after comparisons are presented in the Findings section.

Al-based inconsistency-checking algorithms have been integrated to prevent such issues. These algorithms
continuously monitor IDs in the database and check in real time whether the same ID has been assigned to
more than one part. In addition, at different stages of production, camera systems re-identify each part and data
matches are checked at multiple verification points. With this multi-layered structure, incorrectly identified
parts are removed from production, ensuring safe production without disrupting continuity. The success of the
system is quantitatively supported by the detection of 34 duplicate-ID cases within a three-month period and
their removal from production.

Table 1. Summary of duplicate ID detection performance and system improvement metrics during the Tl
observation period.

Indicator Definition Measurement Before (T0) After (T1) Change Note
Window
Detected Assignment 3 months Data not 34 — In the T1 period,
duplicate ID of the same available duplicate IDs were
cases (pcs) ID to more detected through in-
than one part process multi-point

verification and excluded
from production.

Stage of Stage where 3 months Final inspection  In-process Improvement Camera + DMC/QR
duplicate ID the case was / post-shipment  (multi-point matching; database
detection (most  first identified (qualitative) verification) consistency check.
frequent)
Duplicate IDs Cases 3 months Data not 0 — In the T1 period, 34 cases
detected after discovered available detected in process were
shipment (pcs)  after segregated within the
shipment line.
Median Time elapsed 3 months Not monitored <60s Improvement  Actual values verified
detection time between ID (system (target) through system logs.
assignment target)
and anomaly
detection
False-positive False alerts / 3 months Data not Data not — Can be updated as reports
alert ratio (ID total alerts available available are generated.

mismatch) (%) (%)

As summarized in Table 1, the introduction of the Al-based control and traceability mechanisms led to a
marked improvement in duplicate ID detection performance during the T1 observation period.

Data not available entries in the TO column indicate that, prior to the deployment of the integrated system,
duplicate-ID cases and related timing metrics were not captured in a structured digital form; they were either
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not monitored at all or tracked only qualitatively through manual incident reports, which makes a reliable
quantitative reconstruction of the baseline infeasible.

3. Findings

The findings of this study show that the integrated, Al-enabled quality control and traceability system
deployed on the Safak Makina production line makes a strong contribution to both internal and external quality
performance. At the same time, the comparative validity of these results is naturally limited by data availability.
Although before/after (TO/T1) comparisons are presented, the lack of long-term, systematically logged baseline
data—especially for duplicate identity events and detection times—constitutes a methodological constraint.
For several key indicators, pre-deployment information is either missing or exists only in qualitative form,
which prevents a full reconstruction of the baseline. Therefore, the analysis focuses on short-term observed
gains and relative improvements rather than a complete longitudinal evaluation.

From the perspective of external quality, the system delivers clear quantitative benefits. In the baseline
period before deployment (T0), the line generated approximately 245 shipment-related customer complaints
per year. In the first full observation period after deployment (T1), this figure dropped to 32. The difference,
213 cases, represents the estimated number of prevented customer complaints and corresponds to an 87%
relative reduction in complaint and shipping defect rates. These improvements are also reflected in the
associated cost structure: within the same observation window, the plant avoided roughly €6,000 in sorting
costs and €3,400 in repair costs. In parallel, line downtime attributable to quality problems decreased and
overall process efficiency increased. Although Overall Equipment Effectiveness (OEE) is not modelled
explicitly, the combined reduction in external complaints, rework and sorting activities provides strong
evidence that the system contributes meaningfully to operational efficiency.

In-process quality indicators exhibit a similar pattern of improvement. Over a three-month monitoring
period on the integrated line, the system detected 147 assembly defects in process and enabled their correction
before shipment. These defects included missing components, misoriented or misplaced parts and dimensional
deviations outside the specified tolerance band. The air-gauge module, supported by regular calibration and
environmental compensation, achieved 99.2% measurement accuracy within the defined tolerance range. This
performance demonstrates that dimensional nonconformities can be intercepted close to their source, reducing
the burden on final inspection and limiting the propagation of defects down the value chain. A key functional
advantage of the system is its ability to distinguish between different defect types—such as missing assembly,
orientation errors and out-of-tolerance dimensional deviations—and to trigger defect-specific actions. By
consolidating measurement, visual and identity data under a single record per part, the system enables targeted
corrective actions and supports a data-driven culture of continuous improvement on the line.

Traceability performance is also significantly enhanced by the new architecture. In the post-deployment
period, each part receives a unique identity at the beginning of the line, encoded as a DMC/QR code, which is
read by camera systems at multiple checkpoints and matched against MES records. During a three-month T1
observation period, the system detected 34 duplicate-ID cases through database-level consistency checks and
multi-point in-process verification. All these parts were segregated while still in the line, and no duplicate-ID
cases were recorded after shipment in the same period. The median detection time for duplicate identities—
measured as the elapsed time between ID assignment and anomaly flagging—was kept within a target window
of 60 seconds or less, according to system logs. In contrast, comparable quantitative figures do not exist for
the TO period, since duplicate-ID incidents were either not monitored systematically or were captured only
through manual incident reports, often at final inspection or by customers. This shift from late, ad hoc and
partly invisible detection to early, in-process and digitally logged detection marks a qualitative step change in
the robustness of the traceability layer. Indicators such as the false-positive alert ratio for ID mismatches and
the distribution of detection stages along the line are now monitored systematically, providing a basis for
further refinement and long-term benchmarking.

These technical gains are reflected in customer-facing outcomes. International OEM and Tier-1 customers
have reported fewer field issues linked to the analyzed line and have emphasized, particularly during audits
and technical visits, the value of transparent, digitally documented traceability. Increased product reliability
reduced post-shipment complaint rates and the ability to reconstruct part-level histories have collectively
reinforced customer trust. These observations are consistent with the smart factory literature, which reports
that digital traceability and Al-enabled in-process control reduce recall costs and enhance perceived product
reliability [25-27]. In this context, the absence of duplicate-ID shipments, the marked reduction in complaint
counts and the availability of detailed digital records have been particularly appreciated, especially by
customers operating under strict quality and safety regimes.

Taken together, the findings demonstrate the practical applicability of the industry 4.0 paradigm on the
shop floor. By combining micron-level air-gauge measurements, CNN-based computer vision and identity
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verification under a single Al-enabled system, the solution significantly advances the targets of measurement
accuracy, assembly reliability and full traceability. In comparison with classical manual control processes, the
system detects defects much earlier, reducing both the need for operator intervention and the burden on final
inspection. This earlier detection directly contributes to increased line efficiency and reduced downtime.
Importantly, the system’s success does not stem from Al algorithms alone: correct data flow, consistent MES
integration, robust microservice orchestration and disciplined calibration routines are equally decisive in
ensuring reliable operation.

From a scientific and technological standpoint, the main contribution of the study lies in the unification of
measurement, computer vision and traceability—elements that are often implemented as separate inspection
cells—within a single integrated decision layer on a real production line. Existing studies demonstrate the
successful use of CNN or OCR algorithms in quality control, and others report robust decoding of industrial
Data Matrix codes and improved OCR performance under challenging imaging conditions [16-21]. Similarly,
recent anomaly-detection approaches based on autoencoders and one-class classification have been applied to
surface-defect inspection and visual quality monitoring [22-24]. However, these contributions typically treat
vision, code reading and metrology as distinct modules and do not fuse air-gauge measurements, CNN/OCR
outputs and ID consistency checks into a unified, real-time, line-level decision framework. In contrast, the
system presented here integrates micron-level air-gauge data, YOLO-based CNN decisions for assembly
accuracy, OCR-assisted DMC/QR decoding and anomaly detection outputs under a single decision policy
directly linked to PLC actions and MES-based traceability. This integration is the key differentiating aspect of
the present work, both methodologically and in terms of industrial application.

Despite its strong contribution, the study has several limitations that must be acknowledged. Most notably,
long-term and fully structured baseline data are not available for all indicators. Many TO metrics—especially
those relating to duplicate identities and detection timing—were not recorded digitally and cannot be
reconstructed with sufficient reliability, which limits the depth of statistical comparison and the generalizability
of the results. Furthermore, integrating heterogeneous cells introduces non-trivial engineering and
organizational challenges. Synchronizing data streams from different modules, dealing with network latencies
and correcting operator-induced data inconsistencies initially affected system performance and required
iterative tuning. Maintaining continuous adaptation of supervised and unsupervised learning algorithms to
changing field conditions demands regular data updates, careful retraining and disciplined model management,
all of which depend on a sustained maintenance regime. Finally, the findings are based on a single line and a
specific product family in one plant. Although the underlying architecture is scalable, further research is needed
to evaluate performance across different product variants, plants and sectors, and to explore more advanced
decision-fusion strategies and predictive maintenance integration.

Overall, the evidence indicates that the integrated system is an effective tool for reducing defect rates,
strengthening traceability and increasing customer confidence, while also offering a concrete reference model
for similar Industry 4.0-oriented quality control deployments in other automotive suppliers and high-precision
manufacturing environments.

4. Results

This study shows that, when an integrated quality control architecture—micron-level measurement with air
gauges, CNN-based assembly verification, and DMC/OCR-based full traceability—designed in line with
Industry 4.0 principles is combined with real-time decision mechanisms on the same production line at the
Application Site, a proactive and preventive quality assurance structure can be achieved on the shop floor. By
consolidating measurement accuracy, assembly reliability, and identity integrity within a single chain, the
system increased both in-process visibility and decision speed. The main findings are summarized below:

1. Integrated architecture and decision fusion: Outputs of air gauges, visual inspection, and identity
verification are combined within a single decision layer; through an accept—gray zone—segregate policy,
human—machine interaction is positioned at the right point, establishing real-time (<1 s target) action capability
on the shop floor.

2. Micron-level measurement reliability: With regular calibration and environmental compensation, the
air-gauge system provided high and consistent accuracy for tight-tolerance parts; small drifts were made visible
in process using SPC-based monitoring.

3. Al contribution to assembly accuracy: The CNN-based assembly inspection framework evaluates not
only presence/absence but also orientation and positional accuracy, providing early warnings and automatic
segregation without disrupting production flow.
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4.  Full traceability and duplication control: With DMC/QR + OCR integration, part histories were
tracked with atomic records; thanks to a multi-point verification architecture, duplicate-ID risks were detected
in process, and 34 cases were removed during a three-month application.

5. Operational impact and costs: In 2024, shipment-related defects decreased markedly (=87%); 213
potential customer complaints were prevented; corresponding sorting and repair costs were significantly
reduced (=€6,000 and €3,400).

6. In-process quality gains: Within a three-month monitoring window, 147 assembly defects were caught
in line; high measurement accuracy (99.2%) was maintained. Consolidating measurement, visual, and identity
data under a single record provided direct input to root-cause analysis.

7. Shop-floor applicability and scalability: Microservices, data governance, and bidirectional MES/PLC
integration yielded a scalable, traceable, and reversible operating model, simplifying maintenance and update
cycles.

These findings show that integrated quality control delivers concrete benefits in transitioning from reactive
approaches to proactive/preventive ones. However, the absence of a control group and limited long-term
monitoring leave room for further quantitative validation. Future work should deepen adaptation to different
products/lines, periodic and data-driven optimization of thresholds, drift monitoring (illumination/scene
conditions), and cybersecurity/access management. In conclusion, the proposed architecture combines
measurement accuracy, assembly reliability, and traceability within a single decision system, offering a
practical and replicable Industry 4.0 solution that strengthens both internal process quality and customer trust.
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Abstract

This research provides a comprehensive outline of money laundering, its cycle, and the challenges of
detecting it, in Nigeria and globally. It argues that traditional, rule-based models for identifying financial
crimes are inefficient as a result of their high false-positive rates and static nature. The research proposes
a solution leveraging modern machine learning and deep learning, specifically an unsupervised
approach using a clustering model. This methodology aims to identify suspicious transactions during
the “placement” stage of money laundering by detecting anomalies and evolving patterns. Developing
and assessing a generative deep learning model for fraud detection, assessing the likelihood of financial
crimes, and contrasting the suggested methodology with conventional methods are the goals of this
research. The paper’s objectives are to create and evaluate a generative deep learning model for fraud
detection, analyse the risks of financial crimes, and compare the proposed method against traditional
approaches.

Keywords: Clustering; Deep Learning; Machine Learning; Money Laundering; Terrorism Financing;
Artificial Intelligence.

1. Introduction

Money Laundering entails camouflaging illegally obtained funds as legitimate by combining them into the
financial system. Predicate crimes, which vary by country, form its basis. (Odufisan et al., 2025) [1]
investigated the possibilities of Artificial Intelligence (Al) and Machine Learning (ML) for intensified fraud
detection and avoidance in Nigeria. They highlighted the interests of Al-powered fraud detection, as well as
enlarged efficiency, better accuracy, and proactive risk lightning. According to Lessambo (2023) [2], global
approaches to anti-money laundering and counter-financing of terrorism in the banking sector show the
restrictions of static, rule-based systems and expose the demand for more adaptive strategies.

In conformity with the Financial Action Task Force (FATF), money laundering entails concealing the
illegal origin of funds obtained through a predicate crime, an offense that generates illicit proceeds. The specific
crimes that qualify as predicate offenses vary from country to country. Money Laundering in Nigeria is defined
as the act of committing a predicate crime, obtaining illegal funds, and then attempting to hide the source of
those funds.

Predicate crimes in Nigeria include human trafficking, terrorism financing, sexual exploitation, drug and
arms trafficking, corruption, bribery, fraud, tax crimes, extortion, smuggling, environmental offenses, murder,
piracy, and insider trading. Financial and non-financial organizations must record suspicious transactions for
investigation to prevent illicit funds from entering the financial system. Rule-based systems, while
straightforward, produce many false positives and are costly to manage, as they are easily exploited by bad
actors. Machine learning and deep learning offer improved accuracy by identifying suspicious patterns and
reducing false positives, making them more efficient than traditional rule-based methods.

1.1. The cycle of money laundering

Positioning, grouping, and unification make up the money laundering cycle as shown in Figure 1.
Placement involves depositing illicit funds into financial institutions while escaping detection by anti-money
laundering (AML) regulations. Criminals use strategies like structuring (or smurfing) to circumvent financial
scrutiny and bypass AML / Combating the Financing of terrorism (CFT) measures [2].

Layering is a convoluted web of transaction movement in the financial system that usually involves using
mules to move money from one account to another to confuse the authorities from suspecting that the funds
being moved are proceeds of fraud and criminality. Funds can be moved between accounts, people, and
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different nations.

Paper transactions, electronic transactions like wire transfers, and/or the manual transfer of funds between
nations through secret means can all be considered forms of layering. Non-traditional financial systems may
also be used to launder the money. That is, funds may flow more quickly than the authorities can track and
may take the shape of different investments.

The last phase of money laundering is integration, where illicit funds, after being placed and layered within
the financial system, are returned to the criminal from seemingly legitimate sources. This can involve the
criminal profiting from businesses acquired with the laundered money, such as restaurants, stores, or repair
shops, effectively disguising the money's illegal origin. To avoid detection, the bad actors may use the money
to start businesses by closely adhering to all industry and governmental regulations, such as timely filing of tax
returns and careful payment of all business and employee taxes.
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the financial system
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Figure 1. Money Laundering Cycle

1.2. The definition of the problem

Money Laundering and terrorism financing undermine a nation’s economic stability, often linked to crimes
like goods dumping that harm local economies. These activities also risk banks and non-banking institutions
losing their correspondent banking relationships, which can impact their operations and financial stability. The
activities of money laundering and terrorism financing also affect communities that are endowed with natural
resources. Sometimes, these bad actors are responsible for the illegal activities that occur in these communities,
ensuring that the communities' resources are used for their own selfish ends. They also cause chaos by inciting
crises among the community members, which detracts from their activities.

Governments and international organizations, including Nigeria and globally, are collaborating to combat
money laundering and terrorism financing. Traditional rule-based systems are ineffective due to frequent
changes and high false positives, making monitoring costly and inefficient. Artificial intelligence offers a
solution by improving accuracy, reducing false positives, and lowering functional costs for financial
organizations, letting them detect suspicious trends and support investigations.

The decline in correspondent banking relationships (CBRS) between emerging and developed markets is
driven by concerns over AML/CFT compliance. Correspondent banks are increasingly ending ties due to
challenges in assessing risks related to customer due diligence (CDD) and Know Your Customer (KYC)
programs. As CBRs are vital for global financial connectivity, respondent banks are investing in robust KYC
and CDD measures to address these concerns and combat money laundering and terrorism financing
effectively. Financial institution faces the following risk categories due to ineffective AML/CFT strategies
(Figure 2):

e Business/Strategic risk: Business strategy and strategic objectives risk created by an organization’s
operations. These risks are associated with the organization’s products and services.

e Market risk: Unfavorable changes in market prices or rates, or foreign exchange rates, affect a bank’s
financial health.

e Credit risk: The risk associated with counterparties or borrowers with poor credit who will not fulfill
their obligations or perform on them.
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e Liquidity risk: When a business can’t pay its debts because it doesn’t have enough money, can’t sell
off assets or get enough money, or can't unwind or offset a particular exposure without materially
altering its capital or balance sheet levels. Liquidity risk affects the organization.

e Operational risk: This risk is linked to unenforceable agreements, court cases, or unfavorable rulings
that could interfere with or negatively impact a banking organization's operations or state.

e Reputational risk: Whether or not it is true, bad press about an organization’s business practices can
result in revenue losses, expensive legal action, or a drop in the institution's clientele.

e Compliance risk: Risk associated with non-adherence to industry and government laws and
regulations, internal policies, or recommended optimal methods. Banks run the risk of incurring
material losses, financial forfeitures, and legal penalties.

Figure 2. AML/CFT Risk Relationship Chart.

The compliance or legal risk classification is where AML/CFT risks are mainly included. Liquidity,
strategy, operations, legal/compliance, reputation, and, in certain cases, credit risk are among the risk categories
that can be impacted by AML/CFT risks.

1.3. Purpose

Rule-based systems for detecting financial crimes produce up to 98% false positives, making investigations
time-consuming and inefficient. These systems are also vulnerable to exploitation by bad actors. Cutting-edge
technology, like natural language processing (NLP), deep learning (DL), and machine learning (ML), offers
improved detection by identifying patterns, anomalies, and risks with minimal human intervention. ML enables
systems to gain understanding from data, reduce false positives, and enhance risk management. DL, a more
advanced ML form, refines detection capabilities further. This research seeks to leverage generative deep
learning and clustering techniques to combat money laundering and financing of terrorism during the
placement phase.

1.4. Aim and Objectives

This research seeks to design an anti-money laundering model that can identify money laundering activity
while it is still in the placement stage. The following are the study’s particular goals:

e  Athorough literature review to understand the present status of study in the struggle averse to money
laundering and the interest in artificial intelligence, particularly machine learning and deep learning,
in preventing money laundering.

e  Determine the kind of risk that financial institutions are exposed to due to money laundering and
terrorism financing operations.

e  Analyze how the political, social, and economic life of a country like Nigeria and globally is affected
by the actions of money launderers and those who finance terrorism.

e  Analyze and identify traditional fraud detection methods’ flaws and deficiencies.

e  To get the deep learning models ready. Using deep learning, create a generative model for anti-
money laundering detection.

e  Use the latest datasets to test and assess the suggested model
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2. Related Works

[3] focus on risk management associated with the bank’s clients and products by concentrating on
transaction monitoring in the fight opposed to money laundering. Although artificial intelligence and machine
learning were proposed to automate the transaction monitoring process, regulators and financial institutions
prefer a straightforward system that is simple to understand for stakeholders. The authors argue for explainable
artificial intelligence (Al), which provides stakeholders with concise, understandable results so they can make
decisions quickly.

Similarly, Tang et al. (2025) [4] proposed an algorithm for identifying suspicious conducts in big payment
circulations derived from deep generative frameworks. By joining Generative Adversarial Networks (GAN)
and Variational Autoencoders (VAE), the algorithm is created to discover unusual conducts in financial
transactions. The study gives a detailed analogy of performance in identifying several transaction structures
(like money laundering and fraud) in big payment circulations, authenticating the precedence of generative
models in managing large financial datasets. [5] focused on the unifying of terminology in two areas of the
Anti-money laundering fight, namely:

. Risk assessment of clients

. Flagging of suspicious activity

Client risk profiling examines risk factors that are associated with customers of a financial institution, and
suspicious behavior flagging examines the red flags that will help banks to find illicit transactions among the
millions of legal transactions.

A comprehensive view of the clients was introduced in 2021 as part of an attempt to deploy a strong AML
artificial intelligence solution. This approach aims to effectively know the clients for anti-money laundering
purposes. To generate a truly unified view of a client's risk profile, banks are advised to combine their
frequently fragmented client data across various teams, business processes, and systems, including KYC, CDD,
EDD, sanction screening list, negative news screening, transaction monitoring, and others. The actual business
and compliance needs should be determined by the client's consolidated view. A comprehensive and dynamic
assessment of a client using all available data, both internal and external. Merging transaction data, funding
sources and uses, sanction lists, multilingual news articles, and CRM data.

Delivering almost real-time updates to the data image. Preserving the financial flows, associations, and
connected parties in the network graph. By adding more intelligence layers through sophisticated rules or
AI/ML, the solution greatly lowers risk and offers enormous business operational benefits. Stakeholders and
industry regulators greatly value the transparency of the artificial intelligence output produced by this method.

A total of 9,682 (nine thousand, six hundred and eighty-two) SARs were received from the different sectors
of Nigeria's financial industry, with the stockbroking firms receiving the fewest, according to [6] (Table 1).
Fewer than ten SARs were reported by BDCs, merchant banks, and other financial institutions in 2019.

Table 1. (NFIU 2019 report) NFIU sectoral report of SARs from the various sectors.
SIN_ Agency/Business Type  Total Number of Sars Reported

1 Banks 9,525

2 Insurance Companies 120

3 Virtual Asset Providers 21

4 Merchant Banks 6

5 Other Fls 5

6 Bureau De Change 4

7 Stockbroking Firms 1
Total 9,682

In 2019, a total of 12,716 (twelve thousand, seven hundred and sixteen) STRs totaling N576,103,016,428
were received by NFIU. STRs were most prevalent in the banking industry, with 12,457 (twelve thousand, four
hundred and fifty-seven) reported. The insurance industry submitted 61 reports from merchant banks and 147
reports from insurance companies.

Table 2. (NFIU 2019 report) NFIU sectoral report of SARs from the various sectors by volume.

S/IN Sector Total Number of Strs Total Volume of
Received Transactions (N)
1 Banks 12,457 557,193,536,032
2 Insurance Companies 147 1,830,619,993
3 Merchant Banks 61 13,164,517,792
4 Primary Mortgage Banks 41 171,815,358
5 Stockbroking Firms 3 3,604,800,000
6 Issuing Houses 3 51,500,000
7 Other Financial Institutions 2 52,569,699
8 Insurance Broker 2 33,657,554
Total 12,716 576,103,016,428
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The NFIU report in Table 2 focuses on the operational activities of the organization, including the quantity
of reports it receives and examines. While the report acknowledges the importance of conducting enhanced
due diligence on Politically Exposed Persons (PEPS), it does not provide details on specific cases involving
them. Instead, it emphasizes the exploration of Suspicious Transaction Reports (STRs) and other financial
expertise.

The Economic and Financial Crimes Commission (EFCC) reports that 41 people were convicted of money
laundering in 2022, a sharp rise from 9 in 2021 and 5 in 2020 [7], [8], [9]. A report from the Nigeria Sanction
Committee identified 13 people and six organizations as terrorist financiers [10].

The research proposes an unsupervised anomaly detection approach to combat money laundering and
terrorism financing. It uses a clustering deep learning model to control the constraints of traditional, rule-based
models and supervised machine learning. By not relying on pre-labelled data, this method is better suited to
detect the hidden and unfolding structures of financial crime.

3. Proposed Method
3.1. Dataset Preparation

The primary goal is to identify suspicious transactions without prior labels. The process involves:

Data Preparation: The SAML-D.csv dataset (over 1 million data points) is preprocessed by handling
missing values, converting categorical data, and using SMOTE to handle class imbalance.

Anomaly Detection: A clustering model is trained on “normal” transaction data. The system then uses the
model’s prediction errors to find transactions that don’t fit the expected pattern. An anomaly threshold (e.g.,
the 95th percentile of errors) is set to flag suspicious activity. [11], [12].

Data preparation steps involve data cleaning, data harmonization, feature selection, and data transformation
[12]. Considering that the financial data is sensitive, financial organizations are not willing to share their data
with researchers. As a result, researchers use synthetic data to obtain the data they need for their research. A
computer program creates synthetic data instead of gathering it from actual sources. There are several ways to
enhance machine learning models while preserving actual data privacy using synthetic data [12], [13].

Synthetic data can be utilized to augment or substitute traditional data providers in the financial services
industry, giving a more comprehensive picture of the financial institution’s underlying risk to a suspicious
customer’s actions. For this research, synthetic data was used to create the data for the research. Three tables,
customer, account, and transaction tables respectively, were created and later merged these tables into one table
for the training and testing of the model.

3.2. Methodology

The research’s design methodology includes creating a deep learning approach for identifying wary deals
with money laundering, creating a clustering technique to describe the choices built by deep learning
approaches, and creating a traditional machine learning method to identify wary transactions for the
performance of the deep learning approach can be in comparison to that of traditional machine learning
approaches.

Banks, Insurance companies, FinTechs, Casinos, and other reporting entities are responsible for identifying
suspicious money laundering deals and reporting skeptical transactions to the Nigeria Financial Intelligence
Unit (NFIU). The NFIU will then look into the suspicious transactions reports (STRs) and suspicious activities
reports (SARs). If the NFIU officers are convinced of suspicious money laundering and terrorism financing,
Further investigation will be carried out, and the cases will be reported to the law enforcement Agencies (LEAS)
(i.e. The Nigerian Police, EFCC, and ICPC) for further investigations and possible prosecution in the suitable
court of law.

Financial institutions provided the following data, which were used to spot any suspicious money
laundering activity and alert the appropriate authorities to guarantee adherence:

e Client: Bank customer data, including risk assessment, BVN, NIN, KYC, CDD, and EDD. The
National Identification Management Commission is the government agency responsible for issuing
the National Identification Number (NIN). The Central Bank of Nigeria has a middle location for the
Bank Verification Number (BVN).

e  Products: The things that the customer owns, such as savings, credit, and loan accounts.

e  Transactions: The financial exchanges involving the client's possessions.

e  Transaction logs: These examine how logs from banking systems are used to track transactions and
detect anomalous flows. Requirements such as explainability, flexibility and identifying new risks in
transactions were extracted and analyzed (Oztas, 2024) [14].

Every position a Politically Exposed Person (PEP) holds is categorized by risk level to assist the bank in

evaluating the degree of risk. The risk level for each type of position, which is classified using the following
system, is listed below:
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High risk: Politically Exposed Persons (PEPs) in Class 1
e Heads of State and Government.
Members of National and Regional Governments.
Members of National and Regional Parliaments.
Heads of the armed forces, law enforcement, and legal systems.
Central Bank board members.
e Political party senior representatives.
Moderate risk: (PEPs) in Class 2
e Top officials from the military, judiciary, and law enforcement.
e Top civil servants, other state officials, and agencies.
e Participants of senior religious communities.
e  Consuls, high commissioners, and ambassadors.
Medium risk: PEPs in Class 3
e The top management and board of directors of state-owned companies and establishments.
Low risk: PEPs in Class 4
e Mayors and representatives in local, state, municipal, and district gatherings.
e Top managers and employees of multinational or supernational organizations.

To identify and manage financial and regulatory risks, numerous organizations worldwide rely on the
Refinitiv Company’s World-Check data, a directory of PEPS, high-risk persons, and enterprises.

Social media data contains data from various social media sites, like X (formerly Twitter), Facebook,
LinkedIn, and others. This research’s objective is to build a deep learning framework capable of successfully
spotting questionable money laundering transactions. To identify wary money laundering deals, classifications
of machine learning like Decision Tree, SVM, Naive Bayes, RF, Logistic Regression, XGBoost, and Clustering
are commonly used, according to the literature review. To compare the results of clustering machine learning
classifiers based on prediction accuracy and frequency of use, three classifications are derived from the list.
These classifiers consist of RF, SVM, and XGBoost.

3.3. Clustering

An unsupervised learning method called clustering is used to organize data points into clusters following
their likeness or distance in feature space. Data points in each cluster are more alike than they are with points
in other clusters.

Clustering algorithms include density-based, centroid-based, and distribution-based methods, utilizing
distance measures like Manhattan and Euclidean distances to calculate similarity scores. Clustering can be
categorized as hard clustering, where objects belong distinctly to one class, or soft clustering (fuzzy clustering),
which assigns probabilities to an object belonging to specific clusters [15].

K-Means clustering assigns observations to the closest cluster center, reevaluates centers as the average of
assigned points, and iterates up to the time when data points no longer shift clusters. It aims to minimize within-
cluster variation and maximize differences between clusters, producing homogeneous clusters internally while
ensuring heterogeneity among clusters.

The data points' variability to their distance from the cluster centroid is measured by WCSS (With the
cluster sum of squares or Cohesion). WCSS determines the separation between the centroid of each cluster and
a data point. Every data point within that cluster goes through this process again. The sum of the results is then
segmented by the cluster's total number of points. The procedure is replicated for every cluster. A final step
involves averaging the outcomes for each cluster. While a lesser value suggests that the data points are fairly
comparable and uniform and that the cluster is tight, a larger value indicates a wide data spread. Another name
for the intra-cluster distance is the cluster's inertia. The total of all the distances is what it is. The better the
cluster, the lower the inertia value.

Inter-cluster sum of squares: This metric calculates the separation between each cluster's centroids. The
average value is obtained by dividing the distance between each cluster's centroids by the total number of
clusters. The better the clustering, the larger it is, suggesting that the clusters are diverse and easily
distinguished from one another.

Silhouette Value: The silhouette value is used to assess the effectiveness of clustering. A higher value is
preferable, and it ranges from -1 to +1. For every observation, we compute the standard distance from every
data point within the same cluster, say xt, to determine the degree to which an observation resembles the items
in its cluster with other clusters. Next, we determine the average distance, let's call it yt, between each data
point in the nearest cluster. Next, we employ the subsequent equation below to derive the coefficient.

Silhouette Coef ficient = (yt — xt) / max(yt, xt) 1)

A value of -1 for the coefficient indicates that the inspection is in the incorrect cluster. If it is zero, the
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inspection is quite near the nearby clusters. When the coefficient is +1, it indicates that the inspection is far
from the nearby clusters.

Therefore, we shall anticipate a good clustering solution if the coefficient had the largest value.

Dunn Index: The effectiveness of the clustering is checked making use of the Dunn Index. Equation 2
below provides the KPI, defined in the inter-cluster sum of squares and Silhouette Value.

Dunn Index = min(inter — cluster distance)/ max (intra — cluster distance) 2

It is best to maximize the Dunn index value. To maximize it, the lowest possible denominator should be
used, indicating that the clusters are fairly strong and closely filled, while the numerator should be as large as
possible, suggesting that the clusters are far apart.

Determining the best value of “k”: The Elbow method is the extensively used approach for getting the
ideal value of “k” in the K-Means clustering method. For many values of “k”, we compute using the method
in the cluster sum of squares, or WCSS. A graph is then created by plotting WCSS against various "k" values.
Whenever an elbow or kink is seen. The dataset’s ideal number of clusters is this one.

Hierarchical clustering is another name for connectivity-based clustering. The root is the initial node and is
subsequently divided into nodes and sub-nodes iteratively. A node is referred to as a terminal node or leaf if it
cannot be further divided. The Equation below allows us to create many dendrograms because there are
multiple processes or logics to combine the observations into clusters.

Number of dendrograms = (2n —3)! / [2(n — 2)(n — 2)!] 3)

To identify the perfect number of clusters:

K-Means Clustering: The elbow method gets the ideal number of clusters by observing where the within-
cluster variation declines at a far slower rate.

Hierarchical Clustering: Dendrograms help determine the number of clusters. The altitude at which two
clusters merge represents their distance, and the clusters are indicated by the number of vertical lines that a
horizontal line touches.

Density-based clustering: Clusters are zones of heavy points parted by minor areas, with outliers or noise
in the sparse regions.

An activation function known as the Rectified Linear Unit (ReLU), defines an argument's positives. The
ReLU activation function is displayed below. Remember that even for negative values, the value is zero, and
it begins to rise from zero.

F(x) = max (0,x) 4)

For example, if x is positive, the output will be 0
One of the activation functions employed in neural networks is the ReLU function, which is displayed in
it. ReLU is less costly to train and easier to use (Figure 3).

~100 -7.5 -50 -25 00 25 50 75
Figure 3. ReLU function.

Due to its simplicity, it can be computed much more quickly and at a lower cost. It is not centered at zero
and has no boundaries. Except for zero, it is differentiable everywhere. ReLU is frequently used in hidden
layers to train networks more quickly because it is a less complex and computationally expensive function.

This is the fundamental framework for a network designed to describe the procedure. Data transformation
layers (i.e. Hidden layers) receive information from the input layer. The activation functions, weights, and bias
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terms were used to process the data in the hidden layers. After that, a guess is made using the data set. Because
the input variables are evaluated sequentially between the input and output layers, this process is known as
feed-forward propagation. The algorithm is fed this training dataset. After that, the network will learn the
different attributes of input data and comprehend the attributes of inputs. The algorithm can then predict the
inputs based on this training. If the input is part of a group or cluster, the prediction will be a probability score.
We can declare with confidence that the input is a member of the cluster or group if the probability is high
enough.

Once the hidden layers' data processing is finished, a forecast, or the likelihood that the input belongs to a
particular group or cluster, is produced. The loss function, sometimes referred to as the objective function, can
be used to quantify accuracy in the network. The predicted and actual values are contrasted by the loss function.
By calculating the difference score, the loss function may determine the error rates and the network’s
performance.

The goal of our solution is to maximize accuracy by minimizing this inaccuracy. After that, the loss score
(Predictions — Actual) is utilized as input to modify the mass’s values to continuously lessen the inaccuracy.
The backpropagation algorithm is used to accomplish this task.

Backpropagation is utilized to adjust the connection loads, whereas the rate of improvement determines the
magnitude of the corrective actions to lower the inaccuracy. Based on the error, these weights are updated
backward; after that, the corresponding weights are modified, gradient descent is computed, and the errors are
recalculated. For this reason, back-propagation is occasionally referred to as the core algorithm for deep
learning. The backpropagation process, in which data moves between the output and hidden layers, is depicted
in the image below. It should be noted that this flow is backward in contrast to further propagation, which
moves data from left to right. The weights are initially assigned some random values to begin the training
process. An initial output is produced using these arbitrary values. Since this is the first attempt, the output
may differ significantly from the actual values, and as a result, the loss score is extremely high. Weights (and
biases) are slightly shifted in the right direction during neural network training, which lowers the loss score.
The most ideal weight values that minimize the loss function are obtained by repeatedly iterating this loop.
During the network training process, back-propagation enables us to decrease the error iteratively.

A loss function is computed to optimize a neural network. The loss function indicates the level of
discrepancy in the midst of the predicted values and the actual values. Backpropagation determines the gradient
between each weight and the loss function. The loss can be gradually decreased by updating each weight
separately over iterations using this information. Back-propagation involves calculating the gradient backwards
that is, from the network'’s last layer through its shrouded layers to its first layer. To get the gradient of any
layer, the gradients of each layer are added together making use of the calculus chain rule. We will now discuss
the procedure in greater detail. First, let’s indicate some mathematical symbols:
hi) - the hidden layer I's output
gi) - the hidden layer I's activation function
wi) - the layer | hidden weights matrix
bi) - the layer I bias
x - the input vector
N - the network’s total number of layers
The network weight from node j in layer (i-1) to node k in layer | is wi)jk
. OA/OB - it is the partial derivative of A to B

The input x is supplied into the network during training, and it moves between the layers to produce the
output b. y is the anticipated result. Therefore, C (y, n) will be the loss or cost function to compare y and n.
Additionally, any network’s hidden layer’s output can be shown as follows:

ONoR~WNE

h(i) = g(i) (W(i)Tx + b(i)) ®)
where i (index) can represent any network layer. The final layer’s output is:
y(x) =w(MN)Th(N—-1) + b(N) (6)

We change the network's weights during training to lower C. We determine each network weight's
derivative of C. For each network weight, the derivative of C is as follows. We are now aware that a neural
network consists of numerous layers. The back-propagation algorithm begins by computing the derivatives at
the Nth layer, the network's final layer. After that, these derivatives are a little backwards. The (N-1) layer of
the network will thus receive the derivatives at the Nth layer, and so forth.

The calculus chain rule is used to determine each component of the derivatives of C separately. Therefore,
the derivatives of layer N are utilized in layer (N-1) in the back-propagation process to save and reuse them in
layer (N-2). Using the derivatives of the most recent computations, we obtain the derivatives of the current
layers by starting with the network's last layer and working our way through all the layers to the first layer. As
a result, back-propagation proves to be far more effective than a traditional method in which we would have
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determined each network weight separately. We will update all of the network’s weights after determining the
gradients. The goal is to reduce the cost function.

Feeding autoencoders is the input is squashed into a lower-dimensional code by autoencoders, which are
feed-forward neural networks, and then they try to recreate the output from this representation. Learning the
lower-dimensional representation (i.e., encoding) for a high-dimensional dataset is the aim of an autoencoder.
Keep in mind the Principal Component Analysis (PCA) discussed in the earlier chapters. One could consider
autoencoders to be a PCA generalization. Autoencoders are capable of learning nonlinear relationships, while
PCA is a linear approach. Autoencoders are therefore necessary for dimensionality reduction solutions, which
extract the most important characteristics from the input data. An autoencoder's architecture is very easy to
comprehend. Three components make up an autoencoder: a decoder, a bottleneck or code, and an encoder. To
put it simply, an encoder compresses the input data, the decoder decompresses the knowledge and restores it
to its original form, and a bottleneck or code contains the compressed information. The input and output can
be compared after the data has been decompressed and reconstructed to its encoded form.

Encoder: The encoder processes the input data. A fully connected artificial neural network is all that an
encoder is. The output is produced as a result of compressing the input data into an encoded representation.

Bottleneck: The encoder's bottleneck is sometimes referred to as its brain. It has compressed information
representations, and the bottleneck’s job is to let only the most crucial information through.

Decoder: A decoder breaks down the information that was received from the bottleneck. The data is restored
to its original or encoded state. After a decoder completes its task, the decompressed values it produces are
compared to the actual values.

A few crucial considerations for autoencoders are as follows:

e  When decompressing autoencoders, information is lost compared to the original inputs. Therefore,

there is a loss when the compressed data is decompressed in comparison to the original data.

e  Autoencoders are dataset-specific. This implies that an algorithm trained on traffic signal images won't
work on flower images, and vice versa. This is because the autoencoder would have only learned
features unique to flowers. Thus, we can conclude that auto-encoders can only compress data similar
to that used for training.

e  Specialized instances of algorithms can be trained to perform well on particular input types
comparatively more easily. All that is required to train the autoencoder is a representative training
dataset. Now we have discussed the main parts of autoencoders.

The procedure is as follows:

e Initially, the encoder module interprets the input data.

e The input to a model is compressed into a small bottleneck by the encoder. Because it limits
information flow and permits only critical information to flow through, the bottleneck is sometimes
referred to as knowledge representation.

e  The decoder, which comes after the bottleneck, decompresses the data and restores it to its original or
encoded state.

To extract the most important characteristics from the input data, this encoder-decoder architecture is highly
effective. Producing an output that is the same as the input is the goal of the solution. The decoder architecture
is typically seen as a mirror image of the coder architecture. Although not required, it is typically adhered to.
We guarantee that the inputs and outputs have the same dimensionality. Code size is possibly the most
important hyperparameter. The count of nodes in the middle layer is represented by it. The data compression
is determined by this, which can also serve as a regularization term. The data is more compressed, the smaller
the code size value. The autoencoder's depth is indicated by a parameter called the number of layers. A more
detailed model is more complicated and will require more processing time. They only require neural networks
as a component of their overall framework. The weight used per layer is the number of nodes. As the input gets
smaller across the layers, it usually gets smaller with each new layer. Additionally, it rises in the decoder.

The loss function is the last hyperparameter. Cross-entropy in binary is preferred if the input values fall
within the [0,1] range; otherwise, Mean Squared Error is employed. Variational autoencoders use a bottleneck
to represent the input in a compressed format in a typical autoencoder model. Neural networks are only required
as a component.

4, Results and Discussion

The experiment starts with the generation of the data since the financial institutions refused to share their
data with the researcher due to strict regulations of the regulatory authority and the policies of the financial
institutions to protect their customers’ data, free and willing given to them. The researchers resort to synthetic
data, generated with the Python programming language. The researcher uses a generative model in combination
with clustering techniques to detect suspicious transactions. As part of the implementation, the generated data
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was loaded into Python code meant to clean the data. This will allow the dataset to fit correctly for model
testing and training. Once the dataset has been loaded, several cleaning methods are used to prepare it for a
particular model's training and prediction. The techniques, including identifying columns or features that will
not add anything to the solution, were removed. It is followed by the deletion of single-value columns. Columns
with low variance were also removed from the dataset as part of the data cleaning. Duplicate rows and columns
are also removed. Outliers were identified using the following methods: outlier detection by automatic means,
the interquartile range method, and the standard deviation method. Customer information, account information,
and transaction details are among the input data used to identify questionable financial transactions. The
transactions fall into one of two categories: suspicious or lawful. The transaction data is heavily unbalanced by
nature, with suspicious transactions making up the lesser class and actual transactions making up the greater
classification. The extremely unbalanced data was generated using the same approach, yielding a ratio of
95.64% to 4.36%.

4.1. Neural Network

Given a particular input, a neuron’s output is determined by mathematical formulas known as activation
functions. As each node's "gatekeepers", activation functions determine how much signal should reach the
following layer. The network is made non-linear by the activation functions. The ability of the neural network
to gain understanding from intricate and diverse data makes this non-linearity essential. A simple linear
regression model that cannot learn complex functions is distinguished from this activation function by its non-
linear activation functions. Optimizing the activation function can have a big impact on how well the model
works. Effective network learning can be made or broken by the activation function selection. Each activation
function, such as Tanh, Sigmoid, or ReL U, has pros and cons of its own. A neuron determines whether or not
to “activate” after weighing, adding a bias, and adding up all of the inputs. The “weighted sum” equation that
represents this operation is commonly written as:

Y = sum (weight_i *input_i) + bias ©)

How can we know if a neuron ought to activate or not, given this large range?

Activation functions are used in this exact situation. To determine the neuron’s output, activation functions
act as a filter. Setting a threshold and declaring a neuron activated if Y exceeds a predetermined value may be
a naive approach to activation.

However, because this naive method is not differentiable, we are unable to modify the weights and biases
in the learning stage using backpropagation. To effectively train the network making use of gradient-based
techniques like backpropagation, a plane, differentiable activation function like ReLU, Sigmoid, or Tanh is
required. These functions also determine the output. A Rectified Linear Unit (ReLU), is described as follows:

Output = max (0, x) (8)

If the input is positive, the piecewise linear function directly produces the value; if not, it produces zero.
Given that it is straight over the positive axis, ReLU may appear straight at first glance. However, ReL U is
naturally not straight when taken altogether, especially as a result of the sharp corner at the start. Intriguingly,
association of ReLU functions are also not straight, allowing us to store layers in neural networks efficiently.

The reason is that ReL U is a general approximator, signifying that it can mean a broad variation of functions
when utilized in a neural network. A vital thing about ReL U is that it is boundless, signifying its compass is
(0, ). While this can be functional for absolute kinds of data, it can as well make the activations to blow up if
not handled well. Another notable trait of ReLU is that it appears to bring about sporadic activations. In a
neural network with a lot of neurons, utilizing activation functions such as Sigmoid or Tanh would make nearly
all neurons to operate to some extent, resulting in condensed activations. ReLU, alternatively, will frequently
yield zero, productively disregarding some neurons, which can make the network fast in computation.
However, this scarcity results in a recognized issue named the "Dying ReLU" problem. If a neuron's product
is always zero (maybe as a result of a poor start), the gradient for that neuron will as well be zero.

Consequently, in backpropagation, the weights of that neuron remain unaltered, productively "eliminating"
the neuron. This can bring about a part of the neural network turning unenergetic, thus reducing its ability to
design complicated functions. In spite of this downside, ReLU's effectiveness and efficiency in a variety of
applications continue to make it one of the most sought-after activation functions. Leaky ReLU is an altered
version of the ReLU function, described as:

Output = forx =0 9

e. g. 0.015x for x < 0 for a minor constant, usually 0.01. It’s intended to solve the “Dying ReLU” issue. In
the average ReLU function, the gradient turns to zero for negative inputs, leading Neurons to "die" during
training. Leaky ReL U tries to fix this by establishing a small slope for negative values, typically, 0.01, to make
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sure the gradient is non-zero.

This little slope permits "dead" neurons to restore during training. In other words, it presents a route for
gradients to move, even when the neuron is not energetic. Like traditional ReLU, Leaky ReLU is
algorithmically effective. Easy mathematical operations are used, making it a little bit expensive than Tanh and
Sigmoid, which is an edge in the creation of deep networks.

4.2. Loss function

The purpose of a loss function is to assess the variance in the middle of the intended and actual outputs.
Take it as a mathematical tool that evaluates the disparity between what your model prognosticate and what it
should normally prognosticate. This disparity is put into a single numerical value, which outlines the range of
the difference. This numerical value basically evaluates the error or loss sustained by the model’s
prognostications.

Fundamentally, a loss function gives an indicator of how successfully your model is working against the
ground truth. The lesser the loss function's value is, the nearer your model’s prognostications are to the wanted
results. One of the widely utilized loss functions in deep learning is the L2 norm, also referred to as the Mean
Squared Error (MSE). For a given data sample, the Mean Squared Error is an indicator of the disparity betwixt
the actual base truth and the output that our model predicted.

Suppose you compare a value that your model predicted to the corresponding actual value. After calculating
and squaring the difference between these two, you take the average of the squared differences. The mean of
the squared errors for the whole data or a subset of data is calculated, which is why it is frequently called the
Mean Squared Error. This squared difference calculation is carried out for every sample in a mini-batch. A list
of the individual squared errors that result can then be created.

A vector that can be used to represent this record of squared errors for every example in the mini-batch is
what we refer to as £ or [. Mathematically, £ is described as a vector of each squared error, where each
component of the vector denotes the squared disparity in the middle of the predicted output (x) and the ground
truth (y) for a particular data point. This vector of squared errors can then be lessened to a single value by
achieving the mean or the sum of the squared errors from all examples in the mini-batch.

In PyTorch, you'll frequently come across this loss function as nn.MSELo0ss(), that presents a fast way to
calculate the Mean Squared Error in the middle of predictions and ground truths.

So, the L2 norm, via the Mean Squared Error loss function, denotes a main tool in assessing how well our
model’s predictions adjust with the actual data.

An alternative method of quantifying the discrepancy between the predictions of our model and the actual
ground truth is the L1 norm. The L1 norm is mathematically depicted by a vector £, where each vector
component means the absolute variation between the actual ground truth (y) and the predicted output (x) for a
given data sample. The notation for this is:

Iln=|xn —yn| (10)

4.3. Generative models

[16] state that deep learning algorithms are a combination of a model, an optimization process, a cost
function, and a dataset specification. After analyzing the aforementioned dataset, we will discuss the cost
function, optimization, and model.

One kind of unsupervised machine learning technique for grouping data points with comparable properties
is clustering algorithms. They are frequently employed in data analysis, pattern recognition, and customer
segmentation. Because of its ease of use and effectiveness, the K-Means algorithm is among the most
extensively utilized clustering methods. Here's a detailed explanation of how it operates:

Step 1: Decide how many clusters (k) to use.

Establishing how many clusters you wish to use to organize your data is the first step. The results of
clustering are greatly impacted by the choice of k. Selecting k is not strictly regulated; instead, it frequently
involves experimenting with various values and assessing the clustering's quality. In general, more specific
clusters are produced by larger k values, whereas broader clusters are produced by smaller k values.

Step 2: Assign k centroids at random.

Next, the algorithm randomly chooses k data points to serve as the clusters’ first centroids, which stand for
the clusters’ centers.

Step 3: Assign data points to the nearest centroid.

Depending on their Euclidean distance from one another, each data point is paired with the centroid that is
closest to it. Consequently, K initial clusters are formed.

Continue steps 2 and 3 so that the centroids stay fixed or the cluster assignments cease shifting. This makes
it possible for the clusters to converge and stabilize around the ideal centroid locations.

The sklearn.cluster API of the scikit-learn Python library makes it simple to implement K-Means and other
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clustering algorithms. By adjusting parameters such as the number of clusters k, various clustering
configurations that best suit the underlying dataset characteristics can be investigated.

Which steps make up clustering?

Data points are grouped according to similarity using the unsupervised machine learning technique known
as cluster analysis. The essential steps for implementing clustering algorithms in Python are as follows:

e  Get the information libraries ready.
Libraries such as NumPy, Pandas, Matplotlib, and Sklearn should be imported.
Open the dataset.
Examine the data to find any missing values, distributions, or data types.
Data preprocessing deals with missing values, and normalize features if necessarily put together a
similarity metric.
e  Manhattan, Euclidean, and other distance metrics are used to quantify similarity. Select one based on

the distribution and data type.

e Apply the clustering algorithm.

4.4. Results (K-Means Clustering)

Inertia (within-cluster sum of squared distances): 191.02473685317958

Silhouette Score: 0.4798814508199817

Silhouette Score: Evaluates each point's similarity to its cluster with other clusters. Values span from -1
(poor clustering) to +1 (ideal clustering).

Elbow Method
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Figure 4. The Elbow Method determines the number of clusters to use in the clustering experiment.
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Figure 5. Hierarchical Clustering result using the generated dataset.
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Figure 6. DBSCAN implementation.

Table 3. Supervised Model’s Performance

SIN Model Accuracy  Precision  Recall  Fl-score
1 SVM 0.980 0.960400 0.980 0.970101
2 Random Forest 0.965 0.975559 0.965 0.969638
3 XGBoost 0.970 0.976564 0.970 0.972923
4 Isolation Forest 0.940 0.9665 0.940 0.9524

Table 4. Unsupervised Model’s Performance

SIN Model Silhouette  Davies-Bouldin  Calinski-Harabasz
1 K-Means 0.2681 1.4537 260.2668
2 GMM 0.2645 1.4598 259.6216
3 Hierarchical 0.2399 1.4326 246.9675

In Table 3, SVM has the best Recall (0.980). SVM captures the most positive cases, meaning it misses very
few laundering events (low false negatives). It is excellent at finding suspicious transactions.

But its slightly lower precision indicates more false alarms. It is used when one wants maximum fraud
detection sensitivity. Random Forest has the best Precision, 0.976. RF predictions are reliable; when it flags
laundering, it's usually correct. RF has the lowest false-positive rate and slightly lower recall, and may miss
some cases. It is used when avoiding false alerts is critical (compliance workload). XGBoost is the best Overall
Model (F1 = 0.973). XGBoost balances precision and recall. It is better than all other models. It has strong
accuracy (0.97), the Highest F1-score, the Highest precision among all supervised models (0.977), and High
recall (0.970). XGBoost is used when one wants the best trade-off between catching fraud and minimizing
false alarms. Isolation Forest has the weakest Supervised Performance, significantly lower accuracy (0.94),
and lower recall (misses more cases). Isolation Forest is useful as an anomaly filter, but not as a strong main
classifier.

K-Means is the best overall in the unsupervised Clustering Models category. K-Means has the best Overall
Clustering Stability, with a decent Silhouette of 0.268, a good CH score, and a moderate Davies-Bouldin score.
It is the best performing in the unsupervised method category, though it is still weak. GMM is Similar to K-
Means, with almost identical performance and slightly worse on all metrics. It is good, but has no improvement
over K-Means. Hierarchical clustering is the least successful of the clustering techniques that were considered.
It has the lowest silhouette score (0.2399) due to the weak cluster separation [17, 18].

The performance of the models measures different parameters. By grouping data into clusters, we learn
more about the internal organization of the data. Our objective in training the model may simply be to find
similarity or dissimilarity in the dataset. It could be to learn about the data set underlying principles, recurring
themes, and other information. Clustering is about knowledge discovery as researchers find patterns in the
dataset.

Thus, clustering is subjective because similarity and dissimilarity are difficult to define. According to [19],
Similarity is hard to define, but “we know it when we see it”. The performance of the models indicates that
XGBoost, a supervised machine learning model, is the overall best, while K-Means, in the unsupervised
machine learning category, is the best in discovering patterns in the dataset.

The choice of performance measurements and evaluation criteria depends on the task, the dataset, and the
specific goals of the model. For example, in a highly imbalanced classification problem, metrics like Precision,
Recall, and AUC-ROC may be more important than accuracy. In contrast, if the model is intended for real-
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time prediction, inference time and scalability may become the most critical factors. In practice, a combination
of these criterions is utilized to differentiate several machine learning algorithms and select the one that
perfectly meets the needs of a given application.

4.5. Discussion

Banks used Rule-based AML systems to produce warnings in compliance with regulatory guidelines [20].
Cash transactions, foreign fund transfers, and questionable money laundering deals are all included in this.
Based on the rules established by previously identified money laundering patterns, the system raises suspicious
transaction alerts. Given the rate at which transactions are increasing and fraudsters are developing new fraud
patterns, it is challenging to keep these regulations current [21]. This affects operational efficiency and results
in more false positive alerts from the system.

Each alert should be thoroughly investigated by AML officers before being reported to the regulatory body.
AML officers rely on Al/ML-based systems that generate vast amounts of data and detect suspicious
transactions to assist them in making decisions. Historical money laundering patterns, such as system-generated
alerts, information from case reports, and STRs, are used to train these systems. Al/ML-based AML models’
primary objective is to assist AML officers by detecting skeptical deals and providing sufficient proof [20]. A
bank faces severe compliance risks from unidentified suspicious transactions, which can result in severe
penalties [22], according to [20]. As a result, financial institutions prioritize making sure they don't overlook
any skeptical deals, despite that they need to look into more warnings. Deep learning's fundamental abilities to
automatically recognize features and accurately identify suspicious transactions can reduce false positives and
false negatives, which aids in the identification of suspicious transactions. For research purposes, we created
synthetic data that included accounts, transactions, and customers. We saw a similar pattern because the data
utilized for money laundering identification is very unbalanced, with a significant amount of legitimate
transactions and a significantly smaller number of suspicious transactions. The proportions of our dataset for
suspicious and legitimate transactions were 4.36% and 95.64% respectively. The high degree of imbalance in
the data meant that accuracy was not regarded as a primary metric. With f=3, we valued recall over precision
and looked at the P score as a key performance measurement metric.

5. Conclusion

Money Laundering is a global issue addressed differently across countries due to varying national laws.
This study aims to identify suspicious clients using a clustering algorithm to prevent illegal funds from entering
financial systems.

The research findings show that the Gaussian Mixture Model Distance algorithm outperforms Euclidean
distance in detecting suspicious customer behavior. Clustering was selected for its scalability, capacity to deal
with diverse data, and alignment with deep learning models to combat money laundering. The model uses
minimal domain knowledge for input parameters, ensuring usability and interpretability. To prevent money
laundering, financial institutions are the first line of defense. Effective AML solutions, supported by regulatory
bodies such as Nigeria's NFIU, SCUML, and FATF, help banks mitigate risks. These solutions aim to automate
the detection of suspicious transactions using machine learning and Al, replacing manual processes. Following
the automation of many bank operations, the volume of financial transactions and client interactions has
increased steadily, making AML compliance extremely difficult. A strong correspondent banking relationship
between the respondent bank and the correspondent bank is necessary for the steadiness of the fiscal system
and the expansion of the economies involved. International, national, and local authorities require a thorough
KYC, CDD, or EDD program, which is necessary for all customers, especially politically exposed persons and
their relationships [23].
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Abstract

With the acceleration of digital transformation in the service sector, remote customer acquisition and
identity verification processes have become the cornerstone of secure ecosystems. Particularly in
internet-based services, image distortions, perspective errors, and variable lighting conditions
encountered during the transfer of physical documents to the digital environment are the most
significant factors complicating data extraction. In this study, a deep learning-based end-to-end
architecture is proposed that enables fast, secure, and high-accuracy information extraction from
Turkish Republic Identity Cards. In the proposed system, while CURL is used to enhance image quality,
a YOLOv8m-based instance segmentation model is preferred for detecting the boundaries of the card.
For the determination of card orientation and perspective correction, a novel hybrid approach has been
developed that analyzes the cosine distance between face biometrics obtained via RetinaFace and the
segmentation mask. This structure, in which PAN for text detection and Transformer-based TrOCR
models for character recognition are integrated, was tested on a unique dataset augmented with the
CLoDSA library. Experimental results indicated that the YOLOv8m model exhibited success in card
detection with a 99.5% mAP score. Our proposed model demonstrates that it offers an efficient solution
for digital identity verification processes with an overall accuracy rate of 92.6%.

Keywords: Digital Identity Verification; YOLOvS8; RetinaFace; Perspective Correction; TrOCR; Deep
Learning.

1. Introduction

The digitalization process of societies has become an important research topic in recent years in both
academia and the service sector. The digitalization of service infrastructures has brought about the conversion
of physical documents into digital formats. In this newly created ecosystem, the use of digital identity is a
necessity for users to integrate into the system and establish a presence in the digital world [1]. Therefore, the
reliable verification of these identities has become an inevitable imperative for service providers.

Traditional identity verification methods fall short against today's sophisticated fraud techniques and cannot
keep up with the pace of digital transformation. In the present day, where digital literacy is accepted as a core
competency, users demand that services be much more efficient, secure, and accessible compared to traditional
methods.

The secure and autonomous transfer of physical identity cards to the digital environment is a necessity
today. This process is a significant part of the transformation from physical assets to digital assets. This study
covers the stages of high-accuracy detection of identity cards and the secure extraction of the data contained
therein. Upon examining current research on the subject, new approaches and development processes in the
literature are discussed below.

The MIDV-2020 dataset was proposed by Bulatov et al. [2] with the aim of addressing data diversity and
the lack of privacy, which are among the biggest constraints in extracting and processing features in identity
documents. The proposed work contains 72,409 annotated images in scan, photo, and video formats belonging
to 1000 different mock identity documents. This study constitutes one of the most comprehensive open datasets
in the literature. The authors analyzed document and text field detection under different lighting, blur, and
angle conditions. Similarly, in another study focusing on data scarcity and privacy [3], 90,000 blurred and
noisy identity card images belonging to identity cards such as UIDAI and PAN were generated. In the study,
the authors used the Differentiable Binarization algorithm for the detection of texts on the card. In the
recognition stage, they proposed an OpenNMT architecture with an Attention mechanism. It was observed that
the proposed approach yielded more successful results than traditional systems.

Although attempts are made in the literature to overcome the data scarcity problem through synthetic
methods, the complex layout features of documents are considered a significant challenge in the information
extraction process. In this context, Yu et al. [4] proposed the PICK framework by focusing on visual and
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structural features in addition to textual features. In the study, the relationships between text segments were
modeled using Graph Learning and Convolution techniques. In this way, higher performance was achieved
compared to baseline methods. However, although graph-based approaches like PICK are successful in
structural relationships, they execute information extraction and text reading processes sequentially. Evaluating
these processes independently of each other presents disadvantages, such as the propagation of errors to the
subsequent stage. In a study by Zhang et al. [5], a unified structure was proposed in which the aforementioned
processes mutually reinforce each other. The study combined the textual and visual features from the text
reading stage with the information extraction stage. It was observed that this method yielded better results than
existing methods in terms of efficiency and accuracy. Although Transformer architecture-based networks
possess advanced capabilities, they rely on OCR outputs for operations on text sequences. This dependency
significantly hinders the model's optimal performance in cases of noisy or incorrect ordering. Addressing this
ordering problem, Gu et al. [6] proposed the XY LayoutLM model. In the study, accurate and ordered layout
information extraction was performed using the Augmented XY Cut algorithm. Furthermore, a flexible solution
capable of processing variable-length inputs was presented using the Dilated Conditional Position Encoding
module.

In the training of multimodal models, the use of different methods for visual and textual expressions can
lead to misalignment issues. To address this problem, the LayoutLMv3 model was proposed by Huang et al.
[7]. In their study, the authors did not evaluate textual and visual expressions separately but trained them with
a common unified masking. Additionally, a specialized alignment method was used to find the equivalent of
the word on the image. The model achieved high performance in document understanding and classification
tasks. One of the biggest obstacles for such models is their dependency on the language used. To overcome
training difficulties in documents of different languages or texts with different layouts, the LiLT (Language-
independent Layout Transformer) architecture was proposed by Wang et al. [8]. In this study, the learning of
the document layout was addressed independently of the text content. Thus, layout information learned in a
single language can be applied and used in different languages. In the study tested in eight different languages,
it was observed that high performance was obtained. Apart from language features, the interactions between
text and images in visual document analysis directly affect model success. In this context, the DocFormer
architecture was proposed by Appalaraju et al. [9]. In their study, text and visual features found in the document
were combined using a multi-modal self-attention layer. Furthermore, a shared spatial embeddings method was
applied to strengthen the relationship between text and visual expressions. With this architecture, more
successful results were obtained compared to larger models.

While document understanding models are developing, traditional approaches based on architectures like
CNN and RNN continue to be used in text recognition processes. Efficiency problems may arise due to the
need for extra language models and the model complexity of these architectures. To solve this problem, the
TrOCR model was proposed by Li et al. [10]. In this model, an end-to-end structure based on the Transformer
architecture was used. In the proposed architecture, the Image Transformer and Text Transformer operate in
conjunction. It was observed that the model performed better than existing models in the literature in operations
such as printed text and handwriting recognition.

Although basic text recognition models have an end-to-end structure, a trend towards integrated models
capable of working simultaneously has begun in the literature. In a study by Tang et al. [11], the UDOP
(Universal Document Processing) model, which combines text, layout, and image models under a single
framework, was proposed. The study was presented with a prompt-based approach using a Vision-Text-Layout
Transformer. The proposed work achieved good results in different tasks and ranked first in the Document
Understanding Benchmark. Despite the successes of these integrated universal models, LLM (Large Language
Model) integration becomes critical due to challenges such as image distortions and data imbalance in real-
world scenarios. In this context, in the thesis study conducted by Freitter [12], a three-stage structure was
proposed. The study primarily consists of segmentation, classification, and text extraction modules. A
YOLOv8-based approach was presented for card detection, and a ResNet-based approach for classification.
For text recognition and extraction, it was proposed to support the PaddleOCR model with the Llama 3.2 Vision
model. In the study, an accuracy rate of 96.72% was obtained in identity card information extraction.

When this development process in the literature is examined, it is seen that there is an evolution from
approaches focusing on singular tasks towards integrated systems. However, factors such as language support
constraints and layout differences limit the direct applicability of universal models in local and real-world
problems. In this study, an architecture specific to Turkish Republic Identity Cards is proposed by integrating
object segmentation, image enhancement, and optical character recognition (OCR) techniques. With this
proposed approach, it is aimed to develop a high-accuracy, reliable, and practical method in the process of
digitizing physical identities.

2. Materials and Methods
This study presents a multi-stage architecture aimed at extracting text data by resolving structural
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distortions on Turkish Republic Identity Cards. The method begins with instance segmentation for the precise
determination of the card's boundaries. Subsequently, perspective distortions were corrected using the spatial
relationships between the face biometrics and corner coordinates on the card. PAN (Pixel Aggregation
Network) was integrated for the detection of text fields in the obtained rectified images, while TrOCR models
were integrated for character recognition and extraction. Figure 1 illustrates the general pipeline of the proposed

model.
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2.1. Dataset and Preprocessing

During the dataset creation phase, three videos, each two minutes in length and recorded against varying
backgrounds, were utilized as source material. The videos were sampled in accordance with the frames per
second (FPS) rate, and raw images were obtained. The obtained images were annotated for the instance
segmentation task using CVAT (Computer Vision Annotation Tool) [13], an open-source annotation tool
developed for image and video analysis. In this process, 700 images were processed, with each containing an
average of 50 coordinate points.

To enhance image quality and minimize noise resulting from environmental factors, the CURL (Neural
Curve Layers for Image Enhancement) [14] model, which utilizes neural curves in illumination and color space
adjustments, was applied to the raw images; thereby, clarity and contrast optimization were achieved.

To increase data diversity on the annotated and enhanced images, CLoDSA [15], a data augmentation
library specialized for object detection tasks, was employed. According to the configuration detailed in Table
1, 10 new derived images were generated from each original image. As a result of the augmentation process,
the total number of data points reached approximately 7000. In the final stage, the images and label files were
converted into the YOLO format, which enables single-stage and real-time object detection, and were prepared
for model training.

Table 1. CLoDSA Data Augmentation Configuration

Technical Name Code Function ~ Parameters Description
1 Horizontal Flip flip {"flip": 1} Flips the image along the horizontal axis.
2 Vertical Flip flip {"flip": 0} Flips the image along the vertical axis.
3 Rotation (+15°) rotate {"angle": 15} Rotates 15 degrees clockwise.
4 Rotation (-15°) rotate {"angle": -15} Rotates 15 degrees counter-clockwise.
5 Rotation (90°) rotate {"angle": 90} Rotates 90 degrees.
6 Shearing shearing {"a" 0.1} Slightly shifts the perspective of the image.
7 Darkening gamma {"gamma": 1.5} Darkens the image/increases contrast via gamma correction.
8 Brightening gamma {"gamma": 0.6} Makes the image brighter via gamma correction.
9 Noise salt_and_pepper {:‘lol\gl]thZSS} Adds random black and white dots to the image.
10 Horizontal Flip flip {"flip": 1} Flips the image along the horizontal axis.

The dataset was partitioned into 75% training, 10% validation, and 15% test sets. Accordingly, model
training was conducted with 5250 images, while 700 images were reserved for validation and 1050 images for
the testing phase. A 99.5% mAP score was achieved as a result of training lasting 50 epochs with the
YOLOvV8m architecture.

Following the instance segmentation process performed on the identity card, the deep learning-based
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RetinaFace architecture [16], capable of detecting faces at various scales and under challenging conditions with
high success, was utilized for the precise detection of the face region on the card. In this process, the WIDER
FACE [17] dataset was utilized to evaluate the performance of the model on noisy and low-resolution images.
The said dataset consists of 393,703 labeled face images within 32,203 images possessing extreme pose,
illumination, and scale variations.

2.2. Detecting ID Card Process

The identity card detection and alignment process consists of sequential steps. First, the boundaries of the
card were determined via Instance Segmentation, and subsequently, the location of the face photograph on the
card was detected using RetinaFace. A hybrid approach was adopted for the verification of the card's corner
points. The cosine distance between the characteristic features found on the face (eyes, nose, etc.) and the
boundary points obtained from the segmentation output was analyzed across four separate regions with vertical
and horizontal axes. As a result of this analysis, the four corner points and the orientation of the card were
determined with high accuracy. An exemplary illustration of the process is provided in Figure 2.
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Figure 2. Face and Corner Detection on the Identity Card

Following the determination of corner coordinates and card orientation, perspective transformation was
applied to the image. Through this procedure, angled or warped card images were flattened, making them
suitable for OCR processing. The rectified card image is shown in Figure 3.
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Figure 3. Application of the Perspective Correction Process on the Identity Card

For the detection of text fields on the aligned and flattened identity card image, the segmentation-based
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PAN [18] architecture, which is capable of detecting texts by clustering pixel density, was utilized. The
recognition and interpretation of characters within the detected text boxes were carried out using the TrOCR
[10] model, which combines image and text processing pipeline with an end-to-end Transformer structure. The
text detection and recognition stages are presented in Figure 4.
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Figure 4. Text Detection on the Identity Card

3. Results and Discussion

The end-to-end identity card analysis architecture developed in this study was trained and tested on a unique
dataset containing varying lighting conditions, background clutter, and perspective distortions.

When the training process of the model is examined, it is observed that the loss values (box_loss, seg_loss,
cls_loss) on the training and validation sets show a steady downward trend. The validation box loss
(val/box_loss), which was at the level of 0.34 at the beginning of training, decreased to 0.119 at the end of the
50th epoch; while the segmentation loss (val/seg_loss) declined from 0.32 to 0.148. This decrease indicates
that the model's capacity to learn card boundaries and masks increased as training progressed and that it
extracted generalizable features without experiencing the overfitting problem.

Detection and Segmentation Performance When the performance metrics of the YOLOv8m instance
segmentation model are evaluated, it is seen that the model's detection precision reached 0.999 and its recall
reached 0.995. The balanced and high values of precision and recall indicate that the model minimizes false
positives and possesses high coverage regarding card detection.

The mAP@50 value, accepted as the general performance metric, was measured as 99.5% at the end of
training. Achieving a high score like 0.995 in the mAP@50-95 metric reveals that the model not only locates
the card but also overlaps the card boundaries (IoU - Intersection over Union) with very high precision.

End-to-End System Performance Alongside segmentation success, card orientation and perspective errors
were successfully resolved with the RetinaFace-supported biometric alignment module. This alignment success
had a direct positive impact on the OCR stage. It was determined that the system, integrated with the
Transformer-based TrOCR model, achieved an information extraction accuracy of 92.6% even in noisy and
low-resolution images. These obtained results demonstrate that the proposed architecture offers a more stable
and high-performance solution compared to traditional methods in the literature.

4, Conclusions

In this study, a deep learning-based architecture is proposed for the rapid and automated transfer of Turkish
Republic Identity Cards to the digital environment. Within the scope of the study, an end-to-end structure
encompassing image enhancement, object detection, biometric-referenced perspective correction, and OCR
processes has been developed.

The results obtained in the study demonstrated that the YOLOv8m-based segmentation model exhibited
high success in card detection with a 99.5% mAP score and operated robustly despite complex backgrounds.
The hybrid alignment approach, which is one of the most original contributions of the study and utilizes face
biometrics obtained via RetinaFace, minimized layout deviations and perspective distortions. Thanks to the
input image provided by this rectification process, the overall information extraction accuracy of the system
integrated with the Transformer-based TrOCR model resulted in 92.6%. The obtained findings demonstrate
that the proposed architecture offers a fast and high-accuracy solution. The developed system has the potential
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to increase operational efficiency in finance, banking, telecommunications, e-commerce, public services,
insurance, and tourism processes. In future studies, it is aimed to apply optimization techniques for the model
to operate in real-time on mobile devices, and to integrate modules such as blockchain technology, liveness
analysis, and fraud detection into the system.
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