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Abstract

In this paper, a secure phone system implemented over Public Switched
Telephone Network (PSTN). Speech data is sent through a dial-up modem
over PSTN to receiver after converted digital form and ciphered. In this
study, Scalable Encryption Algorithm (SEA) is used. SEA is developed for
systems have low level memory and low power process. Also in this system,
a text file can be embedded into speech data before encrypted voice data.
By this means, security of system is increased. During a text file is
embedding into speech data, distortion in speech data is kept low level
according to Human Auditory System (HAS). Even if eavesdroppers can get
decrypted speech data they must detect hidden data in speech data. And
then malicious people have to use steganalysis techniques to get secret
data.
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_ ACIK ANAHTARLAMALI TELEFON HATTI
UZERINDEN GERCEK ZAMANLI DAYANIKLI BiR
GUVENLI HABERLESME YAKLASIMI

(")zetg:e

Bu ¢alismada Public Switched Telephone Network (PSTN) iizerinden
giivenli haberlesme amagl bir sistem gerceklestirilmistir. Konusma sinyali
dijital sinyale ¢evrilip sifrelendikten sonra bir dial up modem araciligiyla
PSTN iizerinden alictya gonderilmektedir. Burada sifreleme icin diisiik
bellek ve islem giictine sahip sistemler igin gelistirilmis SEA kullanilmuistir.
Gergeklestirilen sistem ile aym zamanda konugma sinyali sifrelenmeden
once bu sinyalin iizerine bir metin dosyast gizlenebilmektedir ve bu sayede
sistemin  giivenligi  arttirilmistir. Metin  dosyasi ses sinyali tizerine
gomiiltirken ses sinyalindeki bozulmalar kulakla algilanmayacak seviyede
tutulmaktadir. Hatti dinleyen yetkisiz kisiler sifrelemeyi ¢oziip ses sinyalini
elde etseler bile ses icinde gizlenmis bir veri oldugunu algilayip steganaliz
yéntemleri ile bunu ¢ozmeleri gerekmektedir.

Keywords: PSTN, SEA, secure communication, steganography,
steganalysis
Anahtar Kelimeler: PSTN, SEA, giivenli Haberlesme, stenografi,
steganaliz

1. INTRODUCTION

In the present day, information technologies are developing rapidly.
The result of this, secure communication between individuals and
corporations becomes an important issue among researchers. So far many
secure communication techniques have been developed about audio, video
or text data cipher [1-5]. The important aim for these techniques is to protect
privacy of communication.

Nowadays, people commonly use voice communication resources
are becoming a big part of life in their very important works such as Internet
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banking. Because of this, ensuring reliability of communication media is
becoming important issue. Wireless secure communication techniques are
different than wire secure communication techniques. Wireless techniques
are more open to attack than wire techniques [8-11]. Because security of
wireless communication is more vulnerable than wire to use wire
communication when high security level is necessary is more convenient.

In the proposed study, a secure communication implementation is
aimed over wire phone lines. However choosing wire phone lines for secure
communication bring some restriction. For instance, bandwidth is between
300 Hz and 3500 Hz for voice communication in switchboard [9,10].
Therefore, voice data is sent after compression over the phone line.
Compression process causes decrease sample number and also reduces
voice quality. Hereby, secret communication possibility is reduced.

In this study, voice data is sent over phone line after ciphered and
also an important data is embedded to voice data by steganography
technique can be sent at the same time. By this way, security of
communication can be high level. So it is almost impossible to Access
secret data.

Paper organization is: related works are given in the second part. In
the third part, developed security system and its implementation are
described. In the last part, results of the study are given.

2. BASIC OF SECURE PHONE SYSTEMS

At the present time, there are a few techniques using for speech
communication as Public Switch Telephone Network (PSTN), Integrated
Services Digital Network (ISDN) and Asymmetric Digital Subscriber Line
(ADSL). Communication lines using ISDN and ADSL techniques also can
perform data communications by speech communication. PSTN, which
creates the basis of used telephone lines today, is a communication
technique that has been improved to use for speech communication. Since
the purpose of this technique is only speech communication, voice quality is
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not very important. Although Human Earing System (HES) is sensitive for
voices between 20 and 20000 Hz, bandwidth of PSTN between 300-3500
Hz is enough for a comprehensible communication. In secure phone
applications, dial-up modems which are working on this channel and were
used for internet connection in the past have been used for data transfer.
Here, after analogue speech information had been converted to digital
information, it has been encrypted and sent by modem.
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Figue 1. General block diagram of secure communication system

Block diagram representing secure communication generally is
shown in Figure 1. For speech signals can be encrypted, they need to be
digital. The ADC unit in the block diagram is used for converting analogue
signal coming from microphone to digital for the encryption can be done. In
speech encoder unit compression process is performed for the speech signal
converted to digital information can be encrypted more quickly. Since the
bandwidth of communication line is limited, this process has been also
provided advantages sending data. After compressed speech data are
encrypted with selected encryption algorithm, they have been sent over
phone line by a dial-up modem working full duplex. In the receiver unit
reverse of these processes are performed.
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In subsections speech coder, encryption and modem units which
create secure phone system will be explained briefly.
2.1 Speech Coder Block

Selection of cabled telephone lines for secure communication has
been brought along some limitations also. Because the number of data can
be sent over telephone line by modem in a certain time is limited, the
compression of speech signal with speech coder is purposed. The works in
literate Code-Excited Linear Prediction (CELP) coder had been mostly used
as speech coder. Since decreasing number of used samples with speech
coding saves extra time for encryption algorithm, this allows the use of
more powerful encryption algorithm.

CELP coder had been used as speech coder in the work performed
by L. Diez-del-Rio and the others [3]. These researchers had performed
9600 bps and 4800 bps coding according to voice quality. In the other work
J. Calpe and the others had used two different CELP speech coders as 9600
bps and 7200 bps [2]. Anas and the others had used a 4800bps rate speech
coder which was termed ICELP by them in their work [1].

2.2 Encryption block

Encryption block is the most important part of the system. Durability
of the used encryption algorithm is the most significant fact which
determines the system reliability. In the work performed by L. Diez-del-Rio
and the others, an asymmetric encryption based technique named Tiche had
been used to encrypt communication information [3]. In microcontroller
systems with low memory capacity and process power, It cannot be
expected that asymmetric encryption, which needs high process power,
works with full performance. A type of RSA algorithm had been used in the
work of J. Calpe and teh others [2]. Anas and the others had been used DES
algorithm as encryption algorithm [1]. DES is appropriate for low power
process microcontroller systems; its security of encryption is not enough,
though.
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2.3 Modem

In applications of secure phone, modem is used for transfer of
encrypted speech data on cabled communication line over PSTN. Running
on rate of 9600 bps and full duplex modem with CCITT V32 standard had
been used in works performed by Luiz Diez-del-Rio, Javier Calpe, Anas.

3. DESCRIPTION OF THE PROPOSED SYSTEM
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Figure 2. Block diagram of the designed secure communication system
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The block diagram of the proposed system presented in the paper is
as shown in Figure 2. Designed system includes hidden data embedding
(stenography) unit which is different from present secure phone systems.
Therefore, even though encrypted voice communication might be subjected
to an attack, it would not be discerned as it is send by stenographical
method. Although attackers might capture the voice communication they
wouldn’t reach the actual hidden information. Another contribution of the
designed system is that it uses recently developed an encryption algorithm
called Scalable Encryption Algorithm (SEA).

Figure 3. C8051F120DK development board

For the implementation of the designed system, C8051F120DK
development board produced by SILABS is utilized. The microcontroller on
the board has 100 Mips of computing power. Microcontroller includes the
units of ADC and DAC having 12 bit resolution. Apart from modem, all
other blocks are implemented on this development board. Speech coder,
data embedding and encryption algorithms were written using C language
for C8051F120 microcontroller.

3.1 Encryption block

SEA is an encryption algorithm developed in 2006 by Frangois-
Xavier Standaert and etc. for embedded systems having restricted resources
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such as memory size and computing power [6-8]. SEA’s design criteria’s
depending on symmetric block encryption approximation are small memory
utilization, small code size and limited instruction set. For these reasons,
only bit operations like Exclusive OR, bit/word rotations, mod 2b sum and
s-box are used. Having quite flexible structure, SEA is expressed by
SEA(n,b) and it can work on different text, key/word lengths.

In addition, SEA relaying on Fiestel structure with variable rotation
count is described by the following parameters:

* n: raw text and key size

* b: word

* n, = 1/2b: the number of words per Feistel branch

* n,: the number of encryption tour

In the realization of SEA algorithm, the parameters of n and b are
selected according to target processor’s features. On the other hand key and
raw text size should be multiples of 6, like; 48, 96, ..., 192 bit. Another
important points for providing a effectual safety level are that word length
should be b>8 and rotation count should be at least n= 3n/4+2(n;, +[ b/2])
[6-8]. In addition to being up to date and having powerful structure against
attacks, one of the most important reasons why SEA algorithm was utilized
in this study is that it is designed for embedded systems having limited
resources such as memory size and computing power. SEA which has a
considerable flexible structure can be used easily with microcontrollers
working with simple logical and arithmetic instructions. In addition,
previous studies show that SEA encryption algorithm wasn’t utilized in the
secure voice communication applications before. Figure 4 shows the
structure of SEA algorithm.
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Figure 4. Scalable encryption algorithm (SEA)[8].
3.2 Hidden Data embedding block

The function of data embedding block is to send a secret data
embedded in the voice signal to the target. In order to realize this function,
hidden data coming from computer is added to voice signal by changing the
bits that do not disturb the voice data obtained from the output of speech
coder. Because the main goal of stenography is to prevent attackers from
perceiving the hidden information, embedded voice signal wouldn’t be
discerned by unauthorized persons. Therefore an additional safety level
which wasn’t used in the previous studies is added to system. In order for
attackers to reach the hidden data, it is necessary for them to apply
steganalysis methods to signal obtained by decoding encrypted voice
information.
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Figure 5. Flow diagram of data embedding algorithm
4. CONCLUSION

In this paper, we implemented secure communication over wired
phone link. The proposed system provides two advantages compared to
other systems in literature. Firstly, it use a new encryption algorithm namely
Scalable Encryption Algorithm. Secondly, the implemented system presents
hidden file transferring with voice stenography technique. DES and RSA
encryption algorithms used in existing works have a several disadvantages.
Although DES algorithm is fast algorithm, it has lost reliability nowadays.
However, RSA algorithm that is asymmetric encryption algorithm is not
suitable for systems based on microcontroller due to requirement high
processing load. SEA is designed for microcontroller systems. Also, it
presents high fast and security. In addition to voice encryption for secure
communication, we presented hidden file transfer application in this work.
Hidden file transferring is realized embedding file within voice data using
stenography methods. Attackers will spend to solve encrypted
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communication during attacking time. Even if the encryption
communication is solved, this solution will not be sufficient to obtain
hidden file. Consequently, employing of the implemented system will be
provided high security in wired communication links.
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