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Introduction

Cryptology is password science. It is the
encryption of various messages, texts according
to a certain system, these messages are
transmitted to the receiver in a secure
environment and the transmitted message is
deciphered. Cryptology science is divided into
two branches. These are Cryptography;
encrypted  writing and Cryptanalysis;
deciphering or analyzing passwords. Cryptology
has a very ancient history. These are Caesar
encryption, rotor machine (Enigma), public-key
encryption, data hiding techniques. Cryptology
algorithms consist entirely of mathematical
functions. One of the most important encryption
algorithms that include mathematical functions
is AES (Advanced Encryption Standard). AES
is a standard for encrypting electronic data. AES
adopted by the American government is also
used as defacto encryption (crypto) standard
internationally. It has replaced DES (Data
Encryption Standard). It is a symmetric-

switched algorithm. The encryption and
decryption keys are the same for AES. It is
based on the design basis known as
Substitution-Permutation.  Its  software and

hardware performance is high. It runs on a 4x4
matrix called state. The operations on the matrix
are made in a special finite field. The algorithm
consists of a number of repetitive input clear
texts, round identical conversion cycles that
convert the output into encrypted text. Each
cycle consists of four steps, except for the last
cycle. These cycles are applied in reverse order
to decode the encrypted text. The repeat
numbers of the cycles are 10, 12, and 14,
respectively, for key lengths of 128-bit, 192-bit,
and 256-bit. The round transformation is
composed of four different transformations.
These are byte sub, shift row, mix column and
add round key. The final round of the cipher is
slightly different. It is defined by byte sub, shift
row and add round key. In this study, we create
a new encryption algorithm called matrix
encryption standard (MES) with AES similar
properties. MES has 256-bit keys and works

with around conversion process like AES. These
processes are transpose, shift column, inverse
reflection and add round key, respectively. So,
we first express some of the properties of the
matrix that form the basis of the MES
encryption algorithm. For more information on
cryptology, see [3,4,5,6].

Matrices were jointly discovered by Arthur
Cayley and James Joseph Sylvester. A matrix is
a rectangular configuration of the numbers in
square brackets. P matrix with m rows and n
columns is an mxn matrix, its size being mxn
. When m is 1, it is a row vector; and when n is
1, it is a column vector. If m=n, it is a square
matrix of order n. Every number in the
arrangement is an element of the matrix. Let p;;
show the element in column j and row i of P.

Then, matrix has the following form,
pll e pln

P=| : . 1)
pml o pmn

When all elements of the matrix are zero, this

matrix is zero matrix, denoted by On. For
example,

0
0 0
O, = and O, = 0 2
00 0

The identity matrix of order n is denoted by I .
For example,

3
For each square matrix P =(p, ), define

transpose P, denoted by P', that is

pll ccc pln pll A pml
po Solthen, PP = ¢ . i |@)

pnl o pnn pln o pnn
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and

mxn

Q=(q,) isdefinedby P+Q=(p,+q,)
that is

The sum of the matrices P = ( pij)

H
mxn

pll + qll pln + qln

P+Q=| i . (5)
pml + qml pmn + qmn

Let P =( p; ) be any matrix and k any real

number. Then, kP =(kp, ) , thatis

kp,, kp,
kP = : : (6)
I(pml kpmn
The product PQ of the matrices P=(p,)
and Q=(q,) isthe matrix R=(r,) where r,

is the sum of the products of the corresponding
elements in column j of Q and row i of P, as
shown below:

where rij = pilqu + piquj teeet pinqnj = Z piquj :
k=1

For each basic transformation, there is an
inverse transformation, that is, a transformation
that undoes everything that the basic
transformation does. The inverse of the matrix
can be taken in several ways. These are Gauss-
Jordan method, inverse of a matrix using
minors, cofactors and ad-jugate and programs
for the inverse of large matrices. More
information about the matrix can be viewed at

[2].
ASCII Table

It is one of the tables used in computer science
and used to express each symbol numerically.
ASCII letters consist of the initials of the words
American Standard Code for Information
Interchange. It is simply used to translate the
signals processed by the computer (which can
be shown as 1 and 0) into symbols that people
can understand. The encryption of the algorithm
puts forward in this study is carried out using

Py - P 0, - 0,
c : c A P TR P the table.
ij
pml o pmn qml o qmn
Table 1. Ascu table

Dec | Hex [ Oct [ Char Dec | Hex [ Oct [ Char Dec | Hex [ Oct [ Char Dec | Hex [ Oct [ Char
0 0 0 32 20 40 [space] 64 40 100 @ 96 60 140 )
1 1 1 33 21 41 ! 65 41 101 A 97 61 141 A
2 2 2 34 22 42 “ 66 42 102 B 98 62 142 B
3 3 3 35 23 43 # 67 43 103 C 99 63 143 C
4 4 4 36 24 44 $ 68 44 104 D 100 64 144 D
5 5 5 37 25 45 % 69 45 105 E 101 65 145 E
6 6 6 38 26 46 & 70 46 106 F 102 66 146 F
7 7 7 39 27 47 ¢ 71 47 107 G 103 67 147 G
8 8 10 40 28 50 ( 72 48 110 H 104 68 150 H
9 9 11 41 29 51 ) 73 49 111 | 105 69 151 |
10 A 12 42 2A 52 * 74 4A 112 J 106 6A 152 J
11 B 13 43 2B 53 + 75 4B 113 K 107 6B 153 K
12 C 14 44 2C 54 76 4C 114 L 108 6C 154 L
13 D 15 45 2D 55 77 4D 115 M 109 6D 155 M
14 E 16 46 2E 56 78 4E 116 N 110 6E 156 N
15 F 17 47 2F 57 / 79 4F 117 (0] 111 6F 157 (0]
16 10 20 48 30 60 0 80 50 120 P 112 70 160 P
17 11 21 49 31 61 1 81 51 121 Q 113 71 161 Q
18 12 22 50 32 62 2 82 52 122 R 114 72 162 R
19 13 23 51 33 63 3 83 53 123 S 115 73 163 S
20 14 24 52 34 64 4 84 54 124 T 116 74 164 T
21 15 25 53 35 65 5 85 55 125 U 117 75 165 U
22 16 26 54 36 66 6 86 56 126 \% 118 76 166 \%
23 17 27 55 37 67 7 87 57 127 w 119 77 167 W
24 18 30 56 38 70 8 88 58 130 X 120 78 170 X
25 19 31 57 39 71 9 89 59 131 Y 121 79 171 Y
26 1A 32 58 3A 72 90 5A 132 A 122 TA 172 A
27 1B 33 59 3B 73 91 5B 133 [ 123 B 173 {
28 1C 34 60 3C 74 < 92 5C 134 \ 124 7C 174 |
29 1D 35 61 3D 75 = 93 5D 135 ] 125 7D 175 }
30 1E 36 62 3E 76 > 94 5E 136 n 126 7E 176
31 1F 37 63 3F 77 ? 95 5F 137 - 127 7F 177
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Main Results

In the section, we aim to create a new
encryption algorithm  without using the
polynomials in the AES. We consider as a row
vector matrix of type

I:/lu(4j—s)ﬂ”l(4j—2)/1|(41—1)/11(41):IM ’{/111 € {O’l}|i' jel +} (8)

as 4 bits and find the corresponding value with
the result 2°4, , +2°4 +2' A0 +2°4

|(4J 3) 1(4j-2) i(4j-1) i(4])

and the equivalent of this result appears in the
ASCII table.

Table 2. Hexadecimal equivalent of the binary

So that, the values of the A, B, C, D, E, F in
Table 2 are known to be 10, 11, 12, 13, 14, 15,
respectively.

The 16x16 matrix is obtained by placing a 4-bit
row matrix for each value of the 4x16 status
matrix. For example, let's show the hexadecimal
state matrix as a binary 16x16 matrix on the

example as below
Table 3. State matrix

21 ACy(001000012012012100
B3 oOD||j1t0110011000011°01
54 9 F|Isf0101010010011111
7TE6 801111110011 0100°0

16x16

So, the input 256-bits is organized as a 16x16
matrix of cells, where each cell is one bit.

Table 4. State matrix

[
e
9]
N
]
w
(]
~
G
3]

The MES algorithm

As with most block cipher algorithms, the
number of cycles of the MES varies depending
on the size of the secret key. The number of
cycles in AES is indicated in parentheses in
Table 5.

[0000]=0 [0100]=4 [1000]=8 [1100]=C
[o001]=1 [0101]=5 [1001]=9 [1101]=D
[0010]=2 [0110]=6 [1010]=A [1110]=E
[0011]=3 [o0111]=7 [1011]=B [1111]=F
i X X Xy X X Xy X
X21 X22 X23 X24 X25 X26 X27 X28
X31 X32 X33 X34 X35 XSG X37 X38
X4l X42 X43 X44 X45 X46 X47 X48
X51 X52 X53 X54 X55 XSG X57 X58
X61 X62 X63 X64 XGS X66 X67 X68
X71 X72 X73 X74 X75 X76 X77 X78
X81 XBZ X83 X84 X85 X86 X87 X88
X91 X92 X93 X94 X95 X% X97 X98
XAl XA2 XAS XA4 XAS XAG XA7 XA
XBl XB2 XBS XB4 XBS XB6 XB7 XB
XCl XC 2 XCS XC 4 XC 5 XC 6 XC 7 XC
XDl XD2 XD3 XD4 XD5 XD6 XD7 X
XEl XEZ XES XE4 XE5 XEG XE7 X
XFl XF2 XF3 XF4 XFS XF6 XF7 X
Xg1 X Xos Xoa X5 Xgg X X

Xo Xa X X Xp Xe Xp  Xg
Xz Xon Xog X Xop Xop Xpp Xgg
X39 X3 A X3 B X3C XS D X3 E X3 F X3G
Xeo Xan Xag Xy Xip Xye Xp o Xy
Xsg Xsa Xsg Xs5c X5p  Xsg Xsp Xsg
X69 X6 A X6 B X6C X6 D X6 E X6 F XGG
X9 Xia X Xie X X Xp o Xig
Xeo  Xga Xg8 Xsc  Xgp  Xge  Xgr  Xgo
X99 X9 A X9 B X9C X9 D X9 E X9 F XQG
Xpo Xan Xag Xac Xap  Xae  Xar  Xac
Xeo Xga Xsz Xec Xep Xee Xer  Xge
Xeo Xea Xe Xee Xeo Xee Xer Xeo
Xpg Xpa Xps  Xoc Xoo  Xpe  Xor  Xpg
Xeo Xea Xes Xee Xep Xee Xer  Xeo
Xeo Xea X Xee Xep X2 Xee o Xpo
Xeo Xea Xee Xoc Xep  Xee  Xor  Xeo 16x16
Table 5. Number of rounds
Cipher name Key- Number of
size(bits) rounds
MES-64 (AES-128) 64 (128) 8 (10)
MES-256 (AES-192) [ 256 (192) 16 (12)
MES-1028 (AES-256) | 1028 (256) 32(14)
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AES studies in [1,3,4,5,6] can be examined to transpose, shift column, inverse reflection and
understand better the MES algorithm. add round key operate 15 times, respectively. In
the last stage, the final state matrix adds with
the round key 16 matrix after taking its
Here, we create a description of a typical round  transpose and shift column, respectively, and
of the MES encryption process. It takes place in  the text is encrypted.

three stages. In the first stage, the multiplication

of the state matrix and the cipher key matrix

occur. In the second stage, each round consists

of the four processes conducted in the order. So,
Table 6. Encryption process

The MES Encryption Process

16 x16 State matrix

16 x16 Cipher key matrix
Initial Round [ MultiplicationRoundKey ]47
—_
1-Transpose
. 2-ShiftColumn
15 Main L )
Round
e ) 16x16
\ 3-InverseReflection , Round key 0 matrix
4-AddRoundKey
e
______________________________ \ 4 Y e e ——————
Transpose
Final Round
( . ) 16x16
ShiftColumn _
L ) Round key 16 matrix

[ AddRoundKey ]

v
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Cipher key: Let's firstly determine a random

Y
Yo
Ya1
y41
y51
Yeu
Y7
Y1
You
Y
yBl
yCl
yDl
yEl
yFl
Ya1

Yiz
Yo
Ya
y42
Y52
Yoo
Y72
Y2
Yoz
Ya
Ys2
yC 2
Yoo
Ye2
yF 2
Yo2

Yis
Yas
Yas
Yas
Y53
Yes
Y73
Yes
Yo3
Yas
Y3
yC 3
Y3
Yes
Yes
Yo3

Yia Y15
Yoo Yas
Y Yis
Yo Yas
Ysa Y5
Yoo Yes
Y Y
Yos  Yes
Yos  Yos
Yae Yas
Yes Yas
Yea Yes
Yoa Yos
Yea Yes
Yea Yes
Yos Yos

Yise Yir Y8 Yo Yia Yis Yic Yo
Yoo Yor Y Yo Yoa Yas Yoo Yoo
Yas Yoz Yz Yao Yaa Y Yac Ve
Yas Yar Yas Yao Yan Yas Yac  Yap
Yoo Ysz Yss  Yso Ysa Yse Ysc Ysp
Yoo Yor Yes Yoo Yea Yoz Yec Yoo
Yo Yz Y Yo Yia Y& Yie VYoo
Yoo Yer Yes  Yeo Ysa Yes Yec  VYeo
Yoo Yor Yos Yoo Yoa Yoz Yoc Yoo
Yas Yar Yas Yao Yan Yas Yac Ym0
Yee Yoz Yes Yeo Yea Yes Yec Yeo
Yoo Yer Yes Yoo Yen Yz Yee Yoo
Yos Yo7 Yos Yos Yoa Yo Yoc Yoo
Yes Yer Yes Yeo Yea Yes Yec Yeo
Yee Yer Yes Yeo Yea Y Yee Yeo
Yoo Yo7 Yos Yoo Yea Yo Yec Yoo

Elements of the above matrix are determined by
the set {x, € {0,1}]i,jel"}.

Multiplication round key: In this step, the state
Table 8. Multiplication matrix

N N N N NN N NN NN N N
mo e R 2 g 2 2 2 78 & "R

T
iy

N
@
s

16x16 cipher key matrix in Table 7.
Table 7. Cipher key matrix

Yie Yir Yo
Yae Yor Yoo
Yae  Yar Vi
Yie Yar VYic
Yse  Ysr Vs
Yoe  Yor Yoo
Yie Yir Vi
Yee  Yer  Yec
Yoe  Yor Yoo
Yae Yar Y
Yee Yer  VYeo
Yee Yer Yoo
Yoe  Yor Yoo
Yee Yer  Yeo
Yee Yer Yre
Yo Yor Yoo Jigas

matrix and cipher key are performed

multiplication with each other. It is obtained the

matrix in Table 8.

Lis Ly Lis Ly Iy Ly Ly Ly Lig Lic I
L3 Ly Iy Iy Iy Lyg Iy Zyp Lg I Iyp
Ly Ly Ly Ly Ly Ly Iy I3p Zzg I3c  I3p
Loz Ly Lys Ly Ly lg Zag Zyn Zag Ly Lo
Loy lsy Iss lsg L5 Isg  Zsg Zgp Lsg Zsc  Igp
Zes Zea Zes Zes Zor Zeg  Zeog  Zga Zes  Zsc  Zep
L1z Ly L5 Lyg Iy Iy Ly Lipn g L Ipp
Zgy Zgy lgs lgs Iy Zgg Zgg Zgn Zgg  Zgc  Zgp
Zog Zgy Zos Zog Loy Zgg Zog Zgp Zgg  Zgc Zgp
Zps Zpg Zps Zps Zar Zpg Zpg Zpn Zpe ac Zap
Zgs Zpy Zgs Zps Zgy Zpg Zpy Zpn Zps  Zsc Zep
Zes Zoy Zes Lo Zer Zes Zoo Zea Zes Zec Zep
Zp3 Zpy Zps Zps Zp7 Zpg Zpg Zpa Zps  Zpc Zpp
Zes Zeg Zpgs Zee Zer Zeg Zeg Zea Zeg Zec Zep
Zes Zpy Zps Zpe Zp7 Zpg Zrg Zpa IZpg Zec Zpp
Zes Zgs Zos Zos Zer Zes Zos Zea Zes  Zec Zep

1004

N N N N N N N N N N N N
N N N O W » © © N o v 2wl N B
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m m m

N
(]
m

N N
N [
m m

w
T

N N N
S
M

ol
T

N

(=2}
T

N

~
M

N
©
m

> ©
noom

[so}

N N N N
m

(@]
4

ZDF

ZEF

N

FF

>
[@]

o]
9]

m
(9]

16x16
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(9)

D %, y,; (mod 2)

Xilylj +Xi2y2j teeet Xinynj

ij

z

=1

k

This transformation is shown in Table 9.

Transpose: This step performs the transposition

of 16x16 matrix.

Table 9. Transpose matrix

©
—
X
©o
i
O w o o
o < MmO
m234567SGGGGZGZGZFZG
o O © o o 0o 0N N N N
N N N N NN N N
O w uw o
o L o O L o L0
12345678FFFFF
Lo Loy o LN NN NN N NN
N N N N N N N N
O w u o
o < m O
o N o < 5 6 o~ o n N o @ W wow
W ow w w9 bt N N N N
N NN N N YN NN
o w uw o
m2m45678mADAWWDDDD
a O o o 0o 0 g N N N N N N
N N N N N N N N N
3 3 8 8 6 &8 6 8
- N o< N N N N
S 0 8 3 8 8 5 gN N NN
N N N N N N N N
o w w O
o < @ O B 5 8
- o o < m o o a P
O o o oo B8 5 8N N N N N N NN
N N N N NN N N
QO w w o
Y 2 3 e e o 2 F 22RO
< < < 2 £ T 2PN N N N N N N N
N N N N NN N N
o < @ o 0O W w o
5 8§ 8 3 v g 53 3 PP NI
7_7_7_27_97_97_97_9 N
o w w
- wM%CSSBM
3 8 8 3 8 g o5 gaN PPN N NN
N N N N & &S
A w w o
" o o < e < @ 0O 9~ 0~ 0~ 0N
SN s~ e e s @ TN N NN
N N N N O & 893
O w w o
< o ™ < a < @O O o © © ©
© © © ©w v 9 B~ ®  © © © ©
© © © © N N N N
N N N N N N NN N N N
P88 3 g 8 5 3 8 3 2 9 5 8 5 3
NN N N P P PP 88 NN NN
o < o o 9 w o o
- A G G S
I ¥ 2 ¥ ¥ 2 5T N NN N N N N N
N N N N N N N N
o < @ o O w uw O
— N M < O ©O© N~ 0O ™Mo ®m» ™ @®» _m o ™ o™
m ™m M ®»m M m ™m ™ N N N N
NN RSN N NN
o w owu
T ¥ 8 3 8 ¢ v 2 & 3 &8 8 8 & & &
N N N N N N N N N N N N N N N N

— o~ [32) < %) © ~
— — — — — — —
N N N N N N N

[ee) <2} < m Q (a] L [N o
- — - - i - — - -
N N N N N N N N N

Shift Column: In this part, it performs a cyclic

shift in some columns of the matrix:

the first column is unchanged.

the

column is

second
cyclically shifted one byte to the up

the third column is cyclically shifted

two bytes

the fourth column is cyclically shifted

three bytes...
This transformation is shown in Table 10.
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Table 10. Shift Column matrix

©
L)
X
©
—
~ ) <~ el
© ~ © [=2) < o O [a] w 1N [0) —
© P P P o 0o 0o 0 O 0 0 0 0o o 0o O
N N N N N N N N N N N NN N N
™ < 0 ©
~ o] > < oM O [a] L — o~
~ ~ Ny oo @@ U £ 2 o O
N N N N N N N N N N N N
< re) © ~
© o < m
T T i B B B B R B R B R R R
N N N N N N N N N N N N
) © ~ ©
=3 < m o w — N ™ <
-/_D ZD ZD ZD o o [a] [a] m a W % a [a)] [a] [a)]
N N N N N N N N N N N N
© ~ % o < @ o a
[S] O i} —
NS 0 8 00 88 8 8 v o9 v ow
(] O O O
N N N N N N N N N N N N
5 2 2 = o o
[an] L — o
N N N N O &8 @ @o 5 2 8 @ 2 I 92 8
N N N N N N N N N N N N
z 2 3 2
Q a w L o ) < 0  ©
N N N N < < < < 2 2 @ 2 3 ¢ & &%
N N N N N N N N N N N N
=3 < va O
o >
N NNN 2 4 L 9 3 g8 3 3 8 8 5 3
N N N N N N N N N N N N
s 2 g 9 g 5 8 2
w i U] = o ) < 7o) © © @ %
N N N N © ) © o =) =] ] ©
NP N SN N NN
[aa] (@] [a)] w
R T C B B VI R SR - kK 2 g Z
7__/ 7_7 N N N N N N N N N N
(6] [a] w L © @ << o
© © © © [0} — o © 3 @8 8 S © © © ©
N N N N © | © © © N N N N N N N N
N N N N
2 5 5 2 o9 o o 3 B 8 5 B8 8 5 3 3
N N N N 7_5 7_5 7_5 7_5 N N N N N N N N
< o [6) [a)]
w w (O] —
< < < ~ o a2} < [fe) < 5 K 2 7_4 Z4 Z4 Z4
N N N N ¥ ¥ & ¥ N N N N
N N N N
oM a w
L9 3 Y e os om0 B 8 8 5 85 8 8 o
N N N N Z3 7_3 7.3 Z3 N N N N N N N N
© o < o ] [a] w L
Q b} N Q IS 9 g 5 ROIGER ~ 8 G
N N N N N N N N N N N
— ~ ™ < [%9) © ~ © (=) << [aa] Q [a] w T8 (0]
- — — — — — — — - — — — — — — —
N N N N N N N N N N N N N N N N

Inverse Reaction: This step performs the
inverse reaction of 16 x16 matrix. This
transformation is shown in Table 11.

Inverse Reaction matrix

Table 11.

©
—
X
«©
i
N o <t [Te)
O] L L [a] © ~ © )
N N NN O @om < o < @ O O w o u 0o o
N N N N @ OUNN NN
™ < n ©
O u w Ao N © 9 <
N N N N o @ < o © O O W u o o o
NN NN PN NEN S NN
< [Ye) [l ~
[ee]
o w8 33 T 2 0 0w ou O og oy o
N N NN PP T R
wn © ~ [ee]
o [T w [a) B < a S)
N N NN PP Ty 2oy 2 ¥ 8 & 3
N N e 7_6 N N N N N
o ~ [ee] (=2}
o L w [a < oM Q [a]
(@] o < o
NN N N N NN Y o Zﬂ g 8 I w9
N N N N N N N
~ [ee] o <<
ZG _/_F ZE ZD w m ADH %
—
N N NN Z% Z.n/o o Z% R Z% 5
[oe] (=2} <C [21]
O w W Ao O o w w
N N N N O m < ) [0 — IN 3] 3 3 Q [
N N N N 2 §F NN N NN
o <C m Q
NN 88 2 8 g oy g 3 8 o8 KOS
N N N ~N N Zoo Z7 Z6 7_5 N N N N
< [an] Q [a)
o G ¥ 5 2 = © ~ ®© o
N < [42] N
NN NN g R 3 8N N NN
N N N N
[an] w
6 2 2 & 5 8 2 8 ¥ 8 & 3
NN NN N NN Z% ZM Z_% Z% N N N N
(6] [a] [un] [T
o ks 83 2 8 30 g 3 2 8 34
N N N N O N N N NN
o L L (O] 9] < m
© L uw o 3 @& 2 3 8 g 5 38 §F 5 <& 2
N N N N N N N N N N N N N N N N
L [T O] Py <
~ o O
R ZD O @®m I 8 ¢ 8 g ¥ o « g
N N N N P 8 & N NNN
L o 2 N w o« o O O w
¢ oL w A0 a < 8 5 @ g < <+ ® «
N NN N PP IR I8P NN SN
U] = N @ < ) © (@] [a) w W
(0] L w o [8) oM < > 3 2 M w < ™ ~ —
N N N N N N N N N N N N N N N N
— o~ ™ < [Te) © ~ < o [a)] w [N
o L L [a] O ] < S 3 ~ © m < ™ ~ m
N N N N N N N N N N N N N N N N

The new matrix that is formed goes into the
loop again, and goes to 4. AddRoundkey and

processes it with Roundkey2. So the cycle takes

Add Round Key: Round key 1 obtained by the
key algorithm and the last matrix obtained by
the inverse reaction are added with each other.
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Key Algorithm

place 15 times the same process. In the last step,

In this section, we show how to create a key.

it is processed with roundkey16 and encrypted.

First, let's consider a rcon matrix as in Table 12.

Table 12. Rcon matrix
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1.Step. The following shifts are performed in
the first and sixteenth columns of the input

16x16 matrix.

the first column is cyclically shifted one

value to the up

sixteenth column is cyclically shifted

one value to the down

This transformation is shown in Table 13.
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Yo
yll
y21
Ya1
y4l
y51
yGl
y7l
Ye1
Yo
yAl
yBl
Yo
Y1
Ye1
Yr1

Yi3
Yas
Ya3
Yas
Ys3
Yes
Y3
Yes
Yos
Yas
Y3
Yes
Ybs3
Yes
Yrs
Yes3

yl4
y24
Ya4
Yas
y54
y64
y74
Yas
You
Yas
yB4
yC 4
Yba
Ye4
Yeq
Yeu

Yis
Yas
Yas
Yis
y55
Yes
Y75
Yes
Yos
Yas
Yes
Yes
Ybs
Yes
Yes
Yes

Table 13. Shifted cipher key matrix

Yie Yz
Yos Yo
Ys  Yar
Y Yar
Ys6 Yo7
Yos Yo
Y Yur
Yes  Yer
Yoo Yo
Yae  Yar
Yee  Yer
Yeo  Yer
Yos Yo7
Yes  Yer
Yre  YE7
Yoo Yo7

Yis Yo Via
Ys. Yo Yaa
Y Yz Yaa
Vs Yao  Yan
Yss  Yso  Ysa
Yoo Yoo Yea
Ys. Yo Yia
Yes  Yeo Yea
Yoo Yoo Yoa
Yas Yao Y
Yes Yso  Yea
Yes Yoo  Yea
Yos Yoo Yoa
Yes Yeo  Yea
Yes Yro  Yra
Yes Yoo Yo

Then, the first and the sixteenth columns of the
matrix in Table 13 are added with the first
column of the
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By the continuation of the
round key 1 is generated as in Table 15.

le
yZB
Yss
Yas
ySB
Yes
y7B
yBB
You
Yas
Yes
Yes
Yo
Yes
Yrs
Yo

Yie Yo
Yo Yoo
Ysc  Yap
Yac  Yap
Ysc  Ysp
Ysc Yoo
Yic Yo
Ysc  Yep
Yoc Yoo
Yac Yao
Yec Yepo
Yec Yoo
Yoc Yoo
Yec Yeo
Yee Yeo
Yec Yop

ylE
y2E
Yae
Yae
y5E
Yse
y7E
Yse
Yoe
Y ae
Yee
Yee
Yoe
Yee
Yre
Yee

rcon matrix. So, we reach

Table 14. Adding column matrices

Yin
Yon
Yan
Yan
Y5
Yo
Y7u
Ysn
You
Yan
Yen
Yen
YoH
Yen
Yen
Yon

y12
y22
Ya2
y42
Y52
y62
Y72
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Yoo
yA2
yB 2
yC 2
Yoo
yE 2
yF 2
yG 2

Yin
You
Yan
Yan
Ysu
You
Y7u
Yen
Yon
Y an
Yen
Yon
YoH
Yen
Yen
Yo

process above, the
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in Table 14.
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Yin
Yain
y3H
y4H
Y5
Yo
Y7u
Ysu
You
yAH
yBH
Yen
YoH
Yen
Yer
Yo

2.Step.

yAI
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Yoo
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Yso
Yso
Yo
Yeo
Yeo
Yoo
Yeo
Yro
Yoo

In the newly formed round key 1, the
first column is cyclically shifted one value to
the up and sixteenth column is cyclically
shifted one value to the down. Then, the
elements of the first column, the sixteenth

column of the type matrix and the second
Table 16. Adding column matrices 2
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Yix
Yax
Yax
Yax
Ysx
Yex
Y7x
Yex
Yox
Yax
Yex
Yex
yDX
Yex
Yex
Yox

Yu
Yai
Yai
Yai
Ysi
Yo
Yai
Yei
Yoi
Yai
Yei
Yei
yDl
Yei
Yri
Yai

Table 15. Round key 1 matrix

Yie Yo Y Yis Y Yu Yo Yw
Yoo Yoo Yr Yas Yar Y Y Y
Yap Yo Yr Yas Yo Yau Yav Yaw
Yor Yaq Yar Yas Yo Yo Y Yaw
Ysp Ysq Ysr Yss Ysr Ysuo Yasv o Ysw
Yoo Yoo Yer Yes  Yer Yeu Yo Yew
Yir Yo Yir Yis Yo Yo Yoo Yw
Yo  Yso Yer Yes  Yer Yau Yev  Yew
Yor Yoo Yor Yos Yo You Yo VYew
Yae Yao Yar Yas Yar Yau Yav  Yaw
Yer  Yeo Yer Yes Yer Yeu VYev  VYew
Yer Yoo Yer Yes Yor You Yoo Yew
Yor Yoo Yor Yos Yor You Yov  Yow
Yer Yeo Yer Yes Yer Yeu Yev  Yew
Yer Yo Y Yes Yer Yeu Yev Yew
Yor Yoo Yor Yos Yor You You  Yow

column of the Rcon matrix realize the addition
with each other from the first row to sixteenth-
row elements. By the continuation of the
process in Table 16, the round key 2 is
generated.

Yix Yiv Yis Yiv Yiz
Yax Yoy Yas Yoy Yoz
Yax Yay Yas Yay Yaz
Yax Yay Yas Yav Yaz
Ysx Ysy Y5, Ysy Ysz
Yox Yev Yo, Yev Yoz
Y7x Yoy Y75 Yoy Y7z
Yex Yev Yes Yev Yz
Yox Yov Yos Yoy Yoz
Yax Yav Y Yav Yaz
Yex Yay Ye; Yey Yez
Yex Yev Yes Yev Yez
Yox Yov Yos Yov Yoz
Yex Yev Yes Yev Yez
Yex Yry Yes Yry Yrz
Yox Yoy Yas Yoy Yoz
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So, we reach other roundkeys by doing the
other steps in this way.

The MES Encryption Process

MES decryption is similar to encryption in
reverse order. In each cycle, the operations done
in the encryption process are reversed,

. Add round key

. Inverse Reflection
. Shift collumns
. Transpose

Since sub-processes in each round are in reverse
manner, the encryption and decryption
algorithms needs to be separately implemented,
although they are very closely related. So, The
inverse of the 16x16 matrix key used in the
MES encryption algorithm is taken in the
computer environment and the encrypted text is
decoded.

Conclusions

In this study, it investigates how an encryption
algorithm obtains and how secure it would be
by applying only matrix operations without
using polynomials on the Galois finite field

axioms and S-box table applied in the AES
encryption algorithm. So, a new 256-bit
encryption algorithm called matrix encryption
standard (MES) obtain. Cipher key of its

encryption algorithm decrypts in 2*° attempts.
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