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Research Article 

Abstract: 

Aim: Human error is known as the biggest threat to information security in healthcare organizations. 

Training on the information security is important to the mission of establishing sustainable information 

security.  The aim of the study was to evaluate the effect of a training program for information security in 

a private hospital.  

Materials and Methods: In this cross-sectional study, 66 medical unit employees (M/F: 53/13, mean age: 

30,27±11,12 years) and 34 administrative unit employees (M/F: 11/23, mean age: 31,5±10,84 years) using 
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the Hospital Information Management System (HIMS) were included. Data were collected by a 

questionnaire regarding the validated Information Security Scale before and after the training program.  

Results: Scores of Security Policy, Security Applications, Access and Authorization subgroups were 

significantly improved by the training program in both medical and administrative staff (p<0.05). However, 

these scores in pre-test and post-test were found to be similar in both groups (p>0.05). In addition, there 

was no positive effect of HIMS training on scores of these subgroups (p>0.05).  

Conclusion: Well-designed training programs are necessary for improving information security culture in 

hospitals. Since ensuring the appropriate protection of organizational assets, it is essential to design an 

effective training program regarding information security and privacy in the perspective of health managers.  

Keywords: Information security, Privacy, Information security training, Private hospital 

Introduction 

Information and communication technologies (ICTs) are increasingly used in healthcare. The use 

of ICTs in healthcare services contributes positively to service delivery by increasing service 

quality and patient safety, ensuring the efficiency of financial and administrative activities, storing 

data easily and having access to the system for many users (Delgado et.al, 2016). Although they 

offer numerous benefits, risks of security and privacy are copying or sharing of 

username/password and patient information or visible patient information on device screens. Data 

security breaches are growing concerns (Arain et.al, 2019).  

Information security and technology use are two essential components in the provision of 

healthcare services (Mumcu et.al, 2014; Wilkowska et.al, 2012). Moreover, users have important 

roles to contribute institutions’ information security performance as well as   security awareness 

and cautious behavior (Schattner et.al, 2007; Stanton et.al, 2005). Accessibility, integrity and 

confidentiality of electronic medical records are important issues for providing healthcare services 

(Kruse et.al, 2017). It should also be kept in mind that negative situations such as attacks on 

medical records, changing records or blocking access to records are significant risks for all 

stakeholders involved in service delivery (Desjardin et.al, 2020). 

Since the healthcare environment involves several stakeholders, namely the patient, the healthcare 

provider, researchers, and third-party payers, unauthorized access or any failure of the information 

security are critical points for the perspective of health management. Security breaches are threats 

that they also result in both direct and indirect costs. The data security is ensured by the application 

of technical controls, well-designed operational plans, policies and awareness and training (Box 
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and Pottas, 2013; Ahlan et.al, 2015). Since it is important for organizations to create a security-

conscious culture, each organization has its own information security culture. Culture has 

influenced by the formation of many security measures, such as national security policy, 

information ethics, security training, and privacy issues (Gebrasilase and Ferede, 2011). 

Organizations should make continual efforts to ensure that the content of policy is effectively 

communicated to the employees (Ghazvini and Shukur, 2016). Therefore, the factors that play a 

significant role in shaping perceived security should be enhanced (Peikari et.al, 2018). 

Training programs for information security are required by all organizations because they need to 

protect their valuable assets. The employees play an enormous role in information security. As 

many organizations are envisaging new threats and challenges in information security, the training 

programs should be flexible and adjustable to meet the current and future challenges.  A sustainable 

training program would have been established to meet the future need. The training program will 

also accord the users to realize the knowledge of sensitive and personal data, knowledge of the 

organization security goals, security policies and the skills needed towards information security 

management (Olusegun and Ithnin, 2013).  

Since training programs are effective approaches to reduce the risks in electronic health systems 

(Olusegun and Ithnin, 2013), the organizations can develop several training modules that target 

employees who need to be aware of their requirements for compliance based on legislative policies 

and acts (Arain et.al, 2019; Tsohou et.al, 2008). Employees have different levels of computer 

skills, thus they require to be trained differently. It is also observed that most of the trained 

employees do not attempt to apply the learned skills in the work environment. Moreover, many 

training programs do not measure users’ performance before and after the training, and therefore, 

it is not possible to evaluate the training’s outcome. Additionally, several employees are not 

motivated to contribute on the awareness-training program (Ghazvini and Shukur, 2016). Finally, 

human error is considered as the biggest threat to information security effectiveness owing to lack 

of employees’ attention (Ghazvini and Shukur, 2016). Therefore, many organizations establish the 

awareness programs to ensure that their employees are informed about security risks, thereby 

protecting themselves and their profitability (Gebrasilase and Ferede, 2011).  
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Security policy is about making users aware of the value and importance of information and 

security procedures. Therefore, these programs are important approaches towards training users to 

prevent security incidents (Tsohou et.al, 2008).  

The aim of this study was to evaluate the effect of an information security-training program for 

Hospital Information Management System (HIMS) in a private hospital. 

Materials and Methods 

The study was carried out in a private hospital that had a total of 403 employees. The number of 

HIMS users was 313 in the hospital. Among them, 100 users participated in the study. Pre-tests 

were applied before information security training. Then, the training was performed. A week later, 

post-tests were carried out.  

The data were collected by a structured questionnaire regarding the Information Security Scale 

validated by Kılıç Aksu et.al (2015). In addition, employees were asked whether training for HIMS 

was received or not. The health manager in the hospital chose three sub-group scores of the scale 

regarding “Security Policy”, “Access and Authorization” and “Security Applications”. The 

questionnaire was scored with a five-point Likert Scale (1: strongly disagree, 2: disagree, 3: 

neutral, 4: agree, 5: strongly agree). Low scores indicated good information security status. The 

study was performed according to the principles of the Declaration of Helsinki and was approved 

by the Ethical Committee of Marmara University Health Institute (15.04.2019-108). 

Statistical analysis. Data were analyzed by using SPSS 26.0 statistic program (IBM, USA). The 

differences between Pre-test scores and Post-test scores were compared by Paired T test. Scores 

of different groups were analyzed by Unpaired T test. In the study, p value less than 0.05 was 

accepted as statistically significant.  
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Results 

      Table 1. The Profile of the Study Group  

  
Medical Unit 

Employees 

Administrative Unit 

Employees 
Total  

  n % n % n % 

Gender 

Female 13 19,70 11 32,30 24 24,00 

Male 53 80,30 23 67,70 76 76,00 

Age 

20-30 43 65,20 21 61,80 64 64,00 

31-40 11 16,70 10 29,40 21 21,00 

41-50 5 7,60 1 2,90 6 6,00 

50 7 10,60 2 5,90 9 9,00 

  Graduation 

       

High School  25 37,88 16 47,05 41 41,00 

University 41 62,12 18 52,95 59 59,00 

Working 

period in the 

hospital 

0-1 years 39 59,10 12 35,30 51 51,00 

1-2 years 20 30,30 17 50,00 37 37,00 

 2 years 7 10,60 5 14,70 12 12,00 

 

 

In the study, the profile of the study group was seen in Table 1. When the working experience in 

the hospital was evaluated, 88% of employees were working in this hospital for less than 2 years 

(Table 1). When subgroup scores of the scale were examined in medical employees and 
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administrative employees, pre-test scores of them were found to be similar in the study (p>0.05) 

(Table 2 and Table 3).   

      Table 2. Comparison of Pre-Test and Post-Test Scores of Information   

      Security Scale of Medical Unit Employees 

    n Mean SD  p 

Security Policy 

Pre-test  

66 

20,34 7,52 

0.000 

 Post-test 14,56 3,19 

Access and Authorization 

Pre-test  

66 

13,39 4,59 

0.000 

 Post-test 10,71 1,87 

Security Applications 

Pre-test  

66 

8,9 3,15 

0.000 

 Post-test 6,22 1,58 

 

     Table 3. Comparison of Pre-Test and Post-Test Scores of Information 

   Security Scale of Administrative Unit Employees 

 

   n Mean SD  p 

Security Policy 

Pre-test   

34 

20,05 7,02 

0.000 

 Post-test  14,88 2,69 

Access and Authorization 

Pre-test   

34 

12,29 3,88 

0.07 

 Post-test  10,94 1,89 

Security Applications 

Pre-test   

34 

8,35 3,23 

0.001 

 Post-test  6,11 1,64 
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In medical employees, all subgroup scores were significantly decreased by the training compared 

to pre-test scores (p<0.05) (Table 2). When the pre-test and post-test scores of the employees 

working in the administrative unit were compared; decrease in scores  were found in the sub-

groups of “Security Policy” and “Security Applications” after information security training 

(p=0.000, p=0.001 respectively). Yet, no significant difference was found in the “Access and 

Authorization” subgroups (p=0.07) (Table 3).  

The effectiveness of HIMS training on information security was also evaluated in the study.  There 

were no significant differences observed in subgroups scores of employees whether HIMS training 

was received or not (p>0.05) (Table 4). 

   Table 4. Pre-Test and Post-Test Scores of Information Security Scale in Employees 

   According to Education Status for HIMS  

   n Mean SD p 

Pre-test 

Security Policy 
Education (+) 67 19,46 7,41 

0.068 
Education (-)  33 22,30 6,87 

Access and 
Authorization 

Education (+) 67       12,67 4,61 
0.259 

Education (-)  33 13,72 3,81 

Security 
Applications 

Education (+) 67 8,55 3,24 
 

0.458 

 Education (-)  33 9,06 3,04 

Post-test 

 

Security Policy 

Education (+) 67 14,32 2,95 
0.108 

Education (-)  33 15,36 3,09 

Access and 
Authorization 

Education (+) 67 10,73 1,96 
0.643 

Education (-)  33 10,90 1,70 

Security 
Applications 

Education (+) 67 6,17 1,63 
 

0.923 

 Education (-)  33 6,21 1,55 
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Discussion 

Information security and privacy are important for medical unit employees in terms of protecting 

patient information, while administrative unit employees have responsibilities for the protection 

of institutional information (Sevimli et.al, 2019). The importance of information security training 

is emphasized in order to prevent user-related problems (Kılıç Aksu et.al, 2015). Employees of an 

organization are still the most variable, unpredictable and the most uncontrollable factor in the 

information security. They may consider themselves secure by using passwords for accessing 

computers or any data. But in fact, it does not hold truth because some of them might choose 

predictable passwords or might share it. All these could happen because employees are not aware 

of the importance of information security, or they may not have a clear understanding of the risk. 

Information security is a critical and complex task, it is not just using usernames and passwords as 

security measures (Tschakert and Ngamsuriyaroj, 2019; Hepp et.al, 2018). The most important 

factor in effective information security is to make all employees aware of their responsibilities and 

their roles in information security. Security awareness teaches them how to protect the 

organization’s valuable information and how to take responsibility for preventing security 

breaches. The aim of information security awareness is to make positive changes in the behavior 

of the employees (Tschakert and Ngamsuriyaroj, 2019). Therefore, the aim of the study was to 

evaluate the effect of a training program for information security in a private hospital.  

In the study, scores of “Security Policy”, “Access and Authorization” and “Security Applications” 

subgroups in the Information Security Scale were decreased by the training in the medical unit 

employees. However, similar trend was seen in administrative unit employees, except “Access and 

Authorization” subgroup. Since Access and Authorization of the scale is critical component for 

administrative unit employees, these results were predicted. 

Information security training should be an integral part of healthcare employees’ continuing 

education to prevent potential breaches and protect patient information. The evaluation of the 

training program ensures that employees are aware of available resources and understand how to 

prevent ICTs security breaches. Employees’ lack of awareness related to organizational ICTs 

policy and compliance requirements could potentially create more risk for security breaches (Arain 

et.al, 2019). Therefore, information security training is an important instrument to improve and 
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influence the knowledge, attitude, and behavior, for information security in the employees. Human 

error can be minimized through the training programs. The significance of information security is 

the best defined as the level of user comprehension of information security awareness. In every 

organization, employees have varying knowledge of information security awareness. These kinds 

of errors can be corrected through training programs with an intention to promote behaviors of 

individuals toward organizational policy. Training programs in organizations can help to improve 

employees’ awareness toward the security of E-health systems and help them to adhere to 

appropriate behaviors that do not compromise the security of the system (Ghazvini and Shukur, 

2016). Based on these facts, the information security awareness programs have positive influences 

on the employees’ knowledge, attitude, and behavior in real life. It is strongly recommended to 

have management support, in order to promote the employees into massive participation 

(Tschakert and Ngamsuriyaroj, 2019; Hepp et.al, 2018). Therefore, employees’ training is the 

greatest non-technical tool to protect information security in organizations (Fernández-Alemán 

et.al, 2015). Good training and efficient policies to deal with security threats are good sources of 

preventing security breaches in health organizations (Fernández-Alemán et.al, 2015; Veiga and 

Martins, 2015). Training can increase staff knowledge and awareness about the threats and 

consequences of a security breach, leading to the prevention of such incidents. Likewise, 

employees’ training and monitoring can influence the security culture in organizations. Employee 

monitoring is used by organizations to ensure that their employees adhere to their rules and 

regulations. Accordingly, employee monitoring reduces the likelihood of an employee-related 

security breach by increasing their perception of certainty and severity of punishments and the 

potential consequences for such behaviors (Peikari et.al, 2018). 

In the study, no significant difference was found in the pre-test and post-test subgroup scores of 

those who received HIMS training and those who did not. The use of HIMS has ensured the 

achievement of many purposes such as creating a cost advantage, saving time by efficiently using 

time, producing quality service, and protecting and improving health. In particular, it has enabled 

the service provision to the patient at the right time (Mumcu et.al, 2014). In this respect, HIMS 

training is of great importance. However, according to the results of the study, it is thought that 

HIMS training is not sufficient in terms of providing information security and privacy. This results 

could be predicted since the outlines of information security training are different from HIMS 
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training. It is thought that ensuring information security is possible by creating an institutional 

culture on this subject, increasing the awareness of the employees through information security 

and privacy training at regular intervals. According to the results, training is of great importance 

in ensuring information security and privacy. 

This study showed the importance of information security training as well as lack of performance 

of HIMS training on information security. The main limitation of the study was that data were 

collected from a single hospital.  

Conclusion  

Employees must be trained on how to handle information carefully according to the guidelines and 

to become aware of the possible consequences of their actions. Security training and awareness 

programs are even more critical to any comprehensive information security policy. It is essential 

to increase the effectiveness of information security training programs by encouraging employees 

to make an effort in transferring the learned skills to their daily job activities. Employees who 

interact with HIMS must be educated about the risks and hazards associated with information 

security. As a result, the security policy should be aligned with the readiness of the user’s state of 

perception and emotion, as well as the user’s environment. 
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