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Abstract

The development of information technologies and the creation of applications
has ensured that access to corporate information and records can be achieved
independently of time and place. However, the digital continuity of digital
information is at risk because the above transformation is sometimes not carried
in conjunction with the necessary policies. This paper examines the degree to
which digital continuity is practised and embedded across municipalities in
Istanbul, and aims to determine their digital continuity risk exposure. Digital
continuity relates to the ability to access and use digital information for as long
as is necessary for business activities. Crucially, digital information created by
organisations in the course of their business activities should be trustworthy.
Digital continuity is not just about technology, it is about an organisation
ensuring that it has the right policies and practices in place for the management
of born-digital information so that it remains usable over time. The digital age
has rendered the management of information more complicated especially given
that digital information is more vulnerable, and within this framework, this study
aims to survey municipalities on the topic of awareness of digital continuity
practices. This study determines the extent to which a sample of Istanbul-based
municipalities are aware of and embed digital continuity practices in their
organisations. This study concludes that although awareness of digital continuity
is evident, that practice is still lacking in some areas.

Oz

Bilgi teknolojilerinden gelisimiyle birlikte iiretilen uygulamalar, kurumsal bilgi
ve belgelere zaman ve mekandan bagimsiz erisim imkani saglamistir. Ancak,
gerekli politikalar gergevesinde yiiriitiilmeyen bu degisim, dijital siirekliligi
tehdit etmektedir. Bu c¢alisma, dijital siirekliligin belediyelerde ne Olgiide
benimsendigini ve uygulandigini incelemekte ve belediyelerin dijital siireklilik
konusunda karsilasabilecekleri riskleri belirlemeyi amaglamaktadir. Bu
cergevede, dijital siireklilik uygulamalar1 konusunda belediyelerin farkindaligini
aragtirilacaktir. Aragtirma Istanbul’daki belediyelerle siirlandirilmistir. Dijital
stireklilik, kurumun faaliyetleri ¢ercevesinde ihtiya¢ duyuldugu siirece dijital
bilgiye erisme ve kullanma yetenegiyle/kapasitesiyle ilgilidir. Bu noktada,
kurumlarin faaliyetleri sirasinda {irettikleri dijital belgelerin giivenilir ve
Oznitelikleri korunmus halde erisilebilir olmas1 gereklidir. Dijital siireklilik,
sadece teknolojiyle degil, kurumun dijital ortamda tiretilen belgelerinin yonetimi
ile dogru politika ve uygulamalari saglamasiyla ilgilidir. Bu sayede dijital bilgiler
zaman iginde kullanilabilir. Belediyelerde gerceklestirilen anket galismasiyla,
belediyelerin dijital siireklilik uygulamalarindan ne dl¢iide haberdar olduklari ve
kurumlarmi bu siireglere ne Ol¢lide dahil ettikleri incelenmistir. Caligmanin
sonucunda, dijital siireklilik farkindaligi olmasma ragmen, bu konudaki
uygulamalarin bazi alanlarda hala eksik oldugu sonucuna varilmistir.

* The research and publication process of this article was carried out in accordance with "Research and Publication Ethics".
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1. Introduction

Information is a critical asset for the provision of services to the public and for the effective management
of municipalities, services and resources. Information assets that are digital, as opposed to, analog, are
by nature more vulnerable, voluminous and diverse, and should not be managed like paper records. This
is because digital information is not static, and its trustworthiness over time cannot be guaranteed. In
recent research by Moss et al., it is argued that it is delusional to imagine that any kind of order can be
imposed on all but a fraction of digital content even at the time of creation, and that even the application
of metadata to digital records is not as helpful or as straightforward as it may seem (2018, p. 2, 6). As
daunting the prognosis by Moss et al. may be, the current reality in Turkey is that records are managed
with order imposed, mainly, within electronic records management systems.

This article reviews the awareness and implementation of digital continuity across municipalities in
Istanbul, Turkey. The study aims to examine the digital continuity risk exposure through taking a
representative sample of Istanbul based municipalities. Digital continuity relates to the ability to access
and use digital information for as long as is required by organisations. The implementation of digital
continuity is only possible if an organisation manages its information as valuable assets. Local
authorities or municipalities make up local government and are responsible for providing frontline
services to their citizens, and at the same time, are accountable to central government. A study carried
out in 2000 highlighted the view that local government officials argued that municipalities should be
able to transfer their records to local places of deposit rather than the Turkish State Archives (Icimsoy,
2000, p. 61). However, despite the fact that local authorities possess some autonomy administratively
and financially from central government, this does not exempt them from being legally bound, like any
other public sector organisation, to manage records electronically, and to transfer records selected for
permanent preservation to the Turkish State Archives. In anticipation of the implementation of
information management systems, municipalities were legally bound to adopt classification schemes for
the management of their electronic records in 2005. This was prior to the use of information management
systems becoming compulsory in 2008. In his 2008 study, Cigek highlighted the issues faced by
municipalities in adhering to a national classification scheme that was at times difficult to align with
municipality-specific functions (Cicek, 2008, p. 495-498). Municipalities have been implementing
electronic records management for over a decade, which renders the examination of how far digital
continuity is embedded across municipalities in Istanbul both logical and necessary.

Istanbul, the most populated province of the Turkish Republic has forty municipalities (also known as
local authorities), thirty-nine of which are district municipalities, and the Istanbul Metropolitan
Municipality which has been in existence since 1984. A two-tier municipal system exists in much of
Turkey, with legal powers given to both district municipalities and the metropolitan municipality in the
same jurisdiction (Union of Municipalities of Turkey, n.d.).The Istanbul Metropolitan Municipality has
jurisdiction over 5460,85 km and oversees the provision of local government services. The strategic
responsibilities of local municipalities in Istanbul include the following: general management, which
(also includes information technologies, document and archival management), disaster management,
local planning, environmental planning, health services, social support and cultural services
management (Fatih Belediyesi, Stratejik Plan, 2021, p. 31). In terms of the most basic provision of
service, citizens expect their municipalities to collect their refuse, neuter local stray animals, and to
ensure that local town planning of neighbourhoods is carried out in a timely and efficient manner.
Municipalities are legally obliged to serve their communities whilst enforcing wide-ranging local and
state laws. The management of digital information as an asset within the framework of risk management
will mean that municipalities will be able to ensure that the continuity of their information becomes a
reality. This will in turn have a direct and positive impact on the continuity of services, which includes
e-services, offered to communities- all of which require the use and management of information assets.

The existence of robust and effective information practices in municipalities is vital if information
governance is to be implemented properly. The existence of information governance in any given
organisation means that information assets held by organisations are managed within the framework of
risk management, and in a transparent, and accountable manner. More specifically within the context of
local government and municipalities as organisations, information governance can be defined as the
following; as a term that is used to describe the way legal requirements are managed, and ensures that
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both business and personal information is dealt with legally, securely, efficiently and effectively, in
order to deliver the best possible services (Coventry City Council, 2021). Another definition of
information governance is closely related to that of recordkeeping, and “is concerned with how
information is held, obtained, recorded, used and shared” (Nottinghamshire County Council, 2018). For
the purpose of this study, the definition of information governance used by the National Archives of
Australia will be employed; information governance is a system for managing information assets across
an entire organisation to support its corporate outcomes (National Archives of Australia, 2021).

2. Digital Continuity

The term ‘digital continuity’ was coined by the UK National Archives to mean establishing an ability
to access and use digital information for as long as needed by organisations through organisational,
business and technology changes (The National Archives, 2010, p. 8). Digital continuity is not
completely synonymous with digital preservation. According to the Digital Preservation Coalition,
digital preservation refers to the series of managed activities necessary to ensure continued access to
digital materials for as long as necessary. Digital preservation also refers to all of the actions required
to maintain access to digital materials beyond the limits of media failure or technological and
organisational change (Digital Preservation Handbook, Glossary, 2021). Whereas, digital continuity is
concerned with the ability of digital information being usable for as long as required through change
that can render digital information vulnerable, such as technological, organisational and operational
change. To put it simply, digital preservation primarily focuses on long term preservation whereas the
emphasis for digital continuity is on business need. Digital continuity refers to the usability of
information. According to the UK National Archives, digital information is useable if it can be found
when needed, it can be opened as needed, it can be worked with in the way needed, it can be understood,
and it can be trusted.

2.1. Digital Continuity as Risk Management

An understanding of the term ‘digital continuity’ in its own right distinct from established electronic
information management practices in Turkey is not widespread. There is a lack of awareness of how
digital continuity is more than just ensuring that information is managed properly for evidential
purposes. The definition of information management as “principles and techniques to process, store,
retrieve, manipulate, and control access to information so that users can find information they need”
(Pearce-Moses, 2005, p. 204) is one that runs parallel with that of digital continuity because of the
emphasis on access and usability. However, digital continuity is ultimately about the risk management
element of digital information.

Managing digital continuity protects the information that organisations rely on to do business. This
applies to all organisations regardless of size and whether they operate in the public or private sector. In
the case of municipalities, implementing digital continuity means that they can operate accountably,
legally, effectively and efficiently. If digital information remains useable and trustworthy over time then
it helps to protect municipalities’ reputation, which can result in informed decisions, cost reduction, and
better public services. If information is lost or unfindable because digital continuity isn’t managed
properly, the consequences can be as serious as those of any other information loss (The National
Archives, n.d.). The lack of digital continuity in municipalities could result in scenarios such as the
following:

e Delays in the legal process on the regeneration of neighbourhoods because digital information
cannot be found

e Applications by disadvantaged members of the community for benefits are lost after the
implementation of new technology

e Data required for natural disaster planning is buried in out of-date software

e Sensitive information is inadvertently shared externally because it was not on the information asset
register.
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Organisations and, for the purposes of this study, municipalities are most at risk when gaps exist in
information governance structures. Information management policies and practice are insufficient if
change management, technology management and information management processes are not properly
integrated (The National Archives, 2017b, p. 7). This means that a municipality’s information can be at
risk if it undergoes change management when there is a change in senior management due to local
elections, or when a new information management system is implemented across a municipality.
Information can also be at risk if data is not migrated successfully between systems, thus resulting in
the loss of metadata.

2.2.  How to Implement Digital Continuity

It is argued that municipalities should implement digital continuity practices, but in reality what does
this actually mean? The first requirement is that information should be treated as an asset, and that all
municipalities should keep and regularly review their information asset registers. An information asset
is a body of information, defined and managed as a single unit so it can be understood, shared, protected
and exploited efficiently (The National Archives, 2017a, p. 1). This would equate to digital information
being managed from the point of creation, and any metadata recorded would allow for risk-based
decisions to be made; such as whether the information can be shared, internally and externally, file path,
sensitivities of the information, file format and retention period. Another important step in putting digital
continuity on the agenda of senior management in organisations, is to appoint a Senior Responsible
Owner (SRO) for digital continuity at a senior level. This responsibility can also be given to Chief
Information Officers (CIO). In addition, every business unit should have an Information Asset Owner,
who is familiar with the nature and content of the information created and used in that business unit.
Also, a multi-disciplinary team should be established to take action on managing digital continuity,
which includes skills from Information Management and Information Technology (IT). This is to ensure
that a holistic approach is taken to digital continuity, and the emphasis should be on a risk-based
approach to protecting information rather than just on the use of technology. Ultimately, a municipality
should know the technical environment where information is stored, what its information assets are, and
its business needs (The National Archives, n.d.).

Municipalities should define their digital continuity requirements and the risks associated with their
digital information, and devise a plan of action. For example, if staff are unclear on their responsibilities
for managing information, loss of digital continuity is not acknowledged as an important corporate
information risk, or if IT service providers are not aware of their responsibilities, then an action plan has
to be put into place (The National Archives, 2017b, p. 17). One of the key aims of digital continuity is
to mitigate risk as is illustrated in the above examples. If information is stored in proprietary formats or
the general rule to retention is to retain records indefinitely, then action should be taken by municipalities
to mitigate the risks that will arise from inadequate information management practice.

3. Information Management in Municipalities

3.1.  E-Information Services in Municipalities

Municipalities have a varied remit and operate in accordance with both the Municipality Law (No. 5393)
and the Metropolitan Municipality Law in Turkey (No. 5216). The Municipality Law stipulates that
municipalities have a responsibility, among other things, to undertake regeneration, canalisation and
water works, in addition to building urban transport infrastructures and implementing environmental
health regulations. Municipalities also have responsibility for local law enforcement, emergency
services, marriage and burial services, culture and the arts. Municipalities that have a population of more
than fifty thousand are also obliged to open shelters for the vulnerable (Belediye Kanunu, Madde 14(a)).

The proliferation of internet technologies resulted in the provision of communication technologies
services becoming easier, cheaper, faster, more transparent and reliable. This in conjunction with
increased participation by citizens, resulted in the development of policies on electronic communications
and open government (Pektas, 2011, p. 69). Global advances in technology ensured that public sector
bodies were compelled to make changes to their functions, including to their economic, technological,
social and cultural infrastructures. The benefits of the use of technology in everyday life resulted in the
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diversification of the public services provided by local government. Public services in Turkey were
made available online within the framework of the concepts of e-Government and e-municipality, and
the implementation of locally based services was referred to as e-municipality (Erdogan, 2019, p. 552).
Information in the e-Government portal services are either of an informative nature or are transaction-
based. Through the e-municipality gateway, information on daily civil wedding schedules, local
assembly and council proceedings, the current market value of plots and real estate, as well as
dilapidations surveys, environmental tax dues, and licensing can be accessed (Saglik, 2015, p. 4, 72-73).
Whereas transactions that can be carried out online are usually those born out of a legal requirement.
Such transactions include the payment of taxes or dues for environmental tax, advertising fees and
housing tax. Non-financial transactional services that can be carried out via e-municipality include
making reservations at cultural centres, purchasing tickets for arts functions, registering pets with the
municipality veterinary and applying for municipality run educational courses (Saglik, 2015, p. 75-76).

The provision of e-Municipality services was primarily made possible through the use of information
management systems becoming widespread across municipalities and through the development of the
e-Government infrastructure. In today’s Turkey, municipalities perform the majority of their services
electronically; data is generated on carpark usage, the monitoring of local law enforcement, local
transport services, and the voluminous applications made by citizens for services. As discussed below,
municipalities are not exempt from transferring records worthy of permanent preservation to the
archives, which renders the implementation of digital continuity even more important.

3.2, Information Management Practices in Municipalities

In accordance with the Turkish Archival Services Regulations, public bodies are required to transfer
their records to the state archives once they reach their transfer date at either 20 or 15 years old (Devlet
Hizmetleri Hakkinda Y 6netmelik, 2019). Municipalities are also subject to the regulations and like other
public bodies, have to ensure that their records remain readable, usable and trustworthy until they
transfer those selected for permanent preservation to the archives. The focus of corporate electronic
records management in Turkey is within the framework of the use of EDRMS, and with the
implementation of the Prime Ministerial Circular in 2005, municipalities had to adhere to a standard file
plan for their EDRMS. The Turkish Standard (TSE) TS 13298 on Electronic Records Management also
became compulsory, which witnessed municipalities not only having to work within the parameters of
a centrally devised file plan, but also having to follow a national standard on the creation and
management of electronic records. The Turkish standard has been revised twice since its publication in
2007, and was made compulsory for the public sector in 2008. The 2015 version of the standard includes
an emphasis on archival management and provides a regulatory framework for sharing information
between organisations, the use of secure e-mail, and corporate archiving (TS 13298, 2015). Digital
transformation in Turkey began a few years before the implementation of the first version of the standard
on electronic records management in 2007.

The e-Transformation initiative in Turkey began in 2003 and aimed to offer citizens a more transparent,
better quality and effective public service that resulted in the publication of the Interoperability
Principles. Interoperability is defined as “the ability of a system or process to use the information or
functionality of another system or process based on common standards” (DPT, 2005, p. 5). As discussed
later, these principles are of great significance to the success of offering public services via the digital
e-Government platform, because they stress the need for corporate processes to be integrated,
transparent and simplified. All public bodies, including municipalities, had to adhere to the
Interoperability Principles by ensuring that their information management systems met the requirements
of the principles (Resmi Gazete, 25897). The Interoperability Principles Guide was revised in 2009 and
again in 2012 to take account of the changing needs of public bodies. The topics covered by the guide
aimed to increase the effectiveness of the e-Government gateway in the provision of public services
through creating the foundation of interoperability between public bodies by rendering easier back-
office integration (Birlikte Calisabilirlik Esaslar1 Rehberi, 2009)

Governance also extended to the use of e-mail; the e-Correspondence Project was launched under the
coordination of the Digital Transformation Office with the aim of ensuring that official correspondence
between public sector organisations was carried out in a secure electronic environment. It became

135



Digital Continuity Practices... Peer- Reviewed Articles Bilgi Yonetimi 5: 1 (2022), 131 - 146

compulsory for public bodies to implement the e-Correspondence technical guide, and they were able
to use Application Programming Interface to integrate corporate e-mail to information management
systems. Most recently, as a result of the revised Official Correspondence Regulations, public bodies
can only create a single copy of a digital record (Resmi Yazisma Yonetmeligi, 2020). This is an essential
practice, as it deters records from being signed and managed in a physical environment, and goes a long
way to reduce unnecessary digital duplicates.

4. Methodology and Data Sample

This study is of a valuable nature because municipality’s information can be at risk if it undergoes
change management when there is a change in senior management due to local elections, or when a new
information management system is implemented across a municipality. Information can also be at risk
if data is not migrated successfully between systems, thus resulting in the loss of metadata. Given that
the above changes can apply to any of the municipalities in not only Istanbul, but Turkey also, increases
the originality of the current research. This study reports on research carried out between 2017-2020 on
municipalities in Istanbul. This study employed descriptive research methods and survey which aimed
to gain an insight into the awareness of digital continuity practices. Marmara University Social Sciences
Ethics Committee has unanimously decided that this research is ethically appropriate at its meeting dated
05.01.2022 and numbered 2021-139. Surveys were sent electronically to every municipality in Istanbul,
including the Istanbul Metropolitan Municipality. The survey method was used to increase the likelihood
of securing responses because the survey clearly stated that responses would be anonymous and that the
names of municipalities would not be required for the purposes of the study. This decision was taken in
order to encourage frank and honest answers from respondents. In the way of limitations, it has taken a
lengthy period of time to gain sufficient data to draw some worthwhile conclusions, and the survey had
to be sent out on a few occasions before a sufficient number of responses were received. Also, it is a
well-known drawback of using surveys as a research method that respondents wish to show their
authority in a favourable light (The National Archives, 2010, p. 8). Given the above limitations, this
study can be considered to be a snapshot into the awareness of digital continuity across municipalities
in Istanbul, rather than a definitive and static portrait of current digital continuity practices. This is
especially true given that the anonymous nature of the data allows insights into digital continuity
practices generally across Istanbul, without pinpointing the progress, or lack of, at specific
municipalities. This study is unique as it is the first of its kind to focus on the implementation of digital
continuity across municipalities.

The primary source of data for this study is an electronic survey sent to municipalities in Istanbul. The
survey was also made available on a public forum of the Union of Municipalities of Turkey. The survey
was aimed at information professionals and a total of 27 responses from different municipalities were
recorded. The survey comprised of a total of 11 questions, 8 closed-ended and 3 open-ended, which
allowed for respondents to provide any additional information they deemed to be relevant. The survey
contained a brief definition of digital continuity as follows; “digital continuity can be defined as the
ability to use and access information created in an electronic environment for business purposes for as
long as required and in the way required.” The survey questions are as follows:

(1) Does your organisation use an electronic records management system (ERMS)?
(2) Which department is responsible for records management and ERMS?

(3) With the exception of ERMS does your organisation use any other systems or save information on
any other digital platforms?

(4) Does your organisation keep an information assets register?

(5) Does your organisation have a Chief Information Officer (CI1O)? If not, who has the responsibility
for information management?

(6) What are the reasons for issues relating to information access?
(7) Does your organisation have a digital continuity policy?

(8) Does your organisation have a policy on data migration?
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(9) Does your organisation have a policy on file formats?
(10) Do you think that municipalities should provide in-house training on digital continuity?
(11) Which public body do you think should be responsible for formulating policy on digital continuity?

The survey received 27 responses from different municipalities, and although this sample does not
constitute a response from all Istanbul municipalities, the data provided is nonetheless sufficient to gain
an insight into whether digital information is managed with continuity in mind. In addition to the data
obtained from the survey findings, the Scoping Report to The National Archives on the Local
Government Digital Continuity Requirement is also used as a source for this study (The National
Archives, 2010). Even though the report mentioned above was based on municipalities in the United
Kingdom, and was published in 2010, does not diminish its significance for the present study. Even
though the findings from the Scoping Report date from 2010, the continuing validity of the data still
exists. It is argued for the purpose of this study that the data from the aforementioned report is
comparable to the findings of the current study because the implementation of electronic records
management systems in the United Kingdom began earlier from 2003 onwards, earlier than
implementation in Turkey. Thus, the United Kingdom public sector had been implementing EDMS for
seven years by the time the Scoping Report was published. The aim of the report is also parallel to the
current study: “to analyse the digital continuity risk exposure through taking a representative sample of
principal local authorities.” (The National Archives, 2010, p. 2). Indeed, the data obtained from the
current survey can be said to be more representative of the sample population than the data obtained for
the Scoping Report. This is because a response rate of only 30 per cent was achieved by the 2010 study
(The National Archives, 2010, p. 2) whereas a 67 per cent response rate (twenty-seven municipalities)
was achieved for the current study. The survey findings have been compared, where relevant, with the
findings of the scoping report in order to determine whether the issues faced by municipalities with
regard to digital continuity in the United Kingdom are comparable to those faced by municipalities.

5. Findings

5.1.  Use of ERMS in Municipalities

In relation to the first survey question, which asked whether municipalities used electronic records
management systems, 25 of the 27 respondents stated that the municipality they worked in used an
ERMS. Of the remaining two respondents, one stated that an ERMS was not used, and the remaining
respondent stated that ERMS implementation was at planning stage. The data obtained from the survey
results on this question is not at all surprising given the lapse in time since the early 2000s, which
witnessed the beginning of electronic records management in Turkey.

By 2007, most public sector organisations were actively implementing electronic records management.
According to Kandur, this trend can be attributed to standards which were developed in 2007 for
managing electronic records. These standards were subsequently rendered compulsory for the public
sector in a circular issued by the Prime Minister's Office in 2008 (Kandur, 2016, p. 527). The high rate
of ERMS implementation across municipalities in Istanbul is certainly significant. However, given that
municipalities offer a wide-range of services across e-Government platforms, including services relating
to town planning, tax payment and licensing, it is crucial that the systems used can integrate with other
systems to ensure a continuity of service (Ozdemirci, 2016). The implementation of an electronic records
management system is only the beginning of the long journey to ensuring digital continuity. The Scoping
Report, which examined digital continuity risk across UK local authorities found that by 2010, over
two-thirds of those responding to the questionnaire said an EDRMS was in use, or was at development
stage. In many local authorities an EDRMS was only used in some of the organisation (The National
Archives, 2010, p. 14). According to the survey results of the current study, the rate of EDRMS/EDMS
implementation is higher across municipalities in Istanbul compared to implementation across UK local
authorities.
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Table 1

Responsibility for Records Management and ERMS

Which department is responsible for records management and ERMS? NO Of. .
municipalities
IT Directorates/departments 16
Administrative Affairs Directorates 4
IT, Strategic Development and Administrative Affairs Directorates 2
IT and Administrative Affairs Directorates 3
IT Directorate and Archives Department 1
Directorate for Strategic Development 1
Total 27

The second survey question aimed to determine where the responsibility for records management and
ERMS lay within municipalities. As can be ascertained from Figure 1, over half of respondents stated
that IT Directorates/departments were solely responsible for the oversight of records management and
ERMS. Other divisions or directorates that have responsibility for records management and ERMS
include Administrative Affairs Directorates and the Directorate for Strategic Development. In some
municipalities, the responsibility for records management and ERMS was shared between directorates,
such as between IT and Administrative Affairs Directorates, and between the IT Directorate and
Archives Department. In two municipalities, the responsibility was shared between three directorates;
IT, Strategic Development and the Administrative Affairs Directorate. According to Adam, who was
responsible for the implementation of an ERMS at a local authority in southeast England, the technical
aspect of ERMS was the easiest part, whereas ensuring cultural change was far from easy; “It’s more
about people, organizations, organizational culture, change, cultural change, managing cultural change,
and good, strong, yet flexible project management.” (Adam, 2008, p. 18-19). The implementation of an
ERMS/EDRMS is not just about technology. It is about information governance, recordkeeping and
information management. The municipalities in Istanbul that share responsibility for ERMS and records
management are on the right track as ERMS is not the domain of one department or directorate. It is
ironic that records management departments or divisions are not named as being involved in the
responsibility for ERMS, thus highlighting the low profile of records management in municipalities.

In order for digital continuity risk exposure to be minimalised, staff from across different departments
have to be involved. Each department should have clearly defined roles and responsibilities on digital
continuity. Ideally, even if IT has overall responsibility for ERMS, which appears to be the case in many
Istanbul municipalities, each department should have its own ERMS champion who also acts as
Information Asset Owner. This is because it is the creators and users of information assets that are most
likely to understand the content, context and importance of them.

Table 2

Other Digital Platforms

With the exception of ERMS does your organisation use any other systems or

save information on any other digital platforms? No. of municipalities

Yes (No information provided) 1
No 6
Digital Archive 11
Server 5
Shared Drive 2
Storage 1
Active Domain 1
Total 27
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The third survey question asked municipalities the following, with the exception of ERMS, does your
organisation use any other systems or save information on any other digital platforms? Given that
municipalities offer a range of services across various digital platforms, it is to be expected that several
municipalities stated that they used other digital platforms and systems apart from ERMS (21
municipalities). Figure 2 contains the answers provided by information professionals in municipalities,
and 11 of the 27 respondents stated that their municipality used digital archives, in addition to ERMS.
However, the use of digital archives is concerned more with performing corporate functions and storing
digitalised documents rather than with the long-term preservation of records. In relation to this question,
one of the respondents answered as follows; “different systems are used for both the town planning and
licencing archives. File formats such as TIFF, JPEG and PNG are used. Other records are captured in
ERMS.” Another respondent highlighted the fact that records management practices differed among
municipalities; “for the present time our archives are being migrated one by one to the ERMS. Digital
archives from seven directorates have been migrated to ERMS.” This example is another illustration of
how digital archives in municipalities are not archives in the traditional sense of the term, but more
modules used to manage the e-services provided to the public. On this topic, the Scoping Report found
that:

“Much of the information captured and stored by local authorities relates directly to the services they
provide. Many of these services are supported by "line of business" applications which combine
structured databases linked to unstructured documentation (letters, forms etc.). When these systems are
replaced, a proportion of the data will be migrated to the new system.” (The National Archives, 2010,

p. 13).

The use of various digital systems in municipalities to carry out the services they provide and the
integration between systems is a positive development, as long as the information assets in those systems
are managed properly. The survey findings also showed that some municipalities still use shared drives
in which to store information. This is, of course, not a sound practice as it increases digital continuity
risk because shared drives do not provide sufficient access controls, and it is difficult over time to locate
information, thereby posing a risk to information governance. Indeed, a study on municipalities stressed
the need for municipalities to manage efficiently the change and transformation brought about by
technological developments, otherwise they would come face to face with the loss of their corporate
memory (Akdogan et al., 2016, p. 211).

5.2.  Information as an Asset

The fourth survey question asked municipalities whether an Information Asset Register was used, and
16 municipalities in Istanbul stated that they did use Information Asset Registers. This figure constitutes
almost 60 per cent of respondents. The use of Information Asset Registers is critical if digital continuity
risk is to be managed. A municipality cannot use its digital information for as long as required, and in
the way it wishes to, if the assets that comprise of information are not managed. For example, if
documents and plans of a local regeneration project are not managed as a single asset, then risks
associated not only with accessibility but also sensitivity and disposal will increase over time.

Although it is not impossible that 60 per cent of Istanbul based municipalities keep an Information Asset
Register for digital information, it is a possibility that some of the respondents answered the question
with information security assets in mind. This is because most municipalities have information security
accreditation in line with the international standard ISO 27001, therefore they may associate the
information asset register they maintain with information security assets such as employee laptops,
encryption keys or databases. Whilst not necessarily incorrect, as databases and laptops ultimately
contain information, they are nonetheless technology assets. It is the information within the technical
environment which is classed as an information asset from the perspective of digital continuity. The
Scoping Report which, was carried out on UK local authorities, found that many municipalities
outsourced their IT, but none of the respondents stated that the outsourcing partner was definitely
obliged to maintain an Information Asset Register (The National Archives, 2010, p. 14). Thus increasing
the risk of a local authority incurring financial or reputational damage. The Scoping Report also
recommended that the use of methods to put an indicator of business value on information assets in local
authorities be encouraged so that this could help inform digital continuity processes and decisions (The
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National Archives, 2010, p. 3). In order to limit risk exposure municipalities should ensure that all third
party suppliers are obliged to keep and regularly review an information asset register.

5.3.  Chief Information Officers and Responsibility for Information Management

The fifth survey question was as follows: Does your organisation have a Chief Information Officer
(CI0O)? If not, who has the responsibility for information management? Effective management of digital
continuity includes defining roles and responsibilities. According to the survey data, almost 45 per cent
of municipalities have a CIO which is a positive development in terms of information being treated as
an asset and defining roles on information management and digital continuity. It is logical that the CIO
of an organisation would also be appointed Senior Risk Officer (SRO) for digital continuity. Without
clearly defined roles, staff and suppliers will not have a full understanding of what is expected of them,
will lack accountability, and be unable to ensure continuity of the information assets for which they are
responsible (The National Archives, 2017b, p. 17).

Table 3

Responsibility for Information Management

Responsibility for information management NO Of. .
municipalities

IT Directorate 9

I don’t know/non applicable 4

‘Management’ 1

Strategic Development 1

Total 15

As can be ascertained from Figure 3, the 15 respondents who did not have a CIO at their municipality
answered the second part of the above question on information management responsibility. The majority
of respondents stated that IT directorates are responsible for information management, and this stems
from the fact that IT directorates run and manage Information management systems such as ERMS. This
can be viewed as positive because information management controls are in place. However, the Scoping
Report’s findings err on the side of caution and warn that information practices should not be viewed
within the context of ERMS:

“A noticeable trend from the survey results was that information management controls, such as
developing a classification scheme or file plan appear to be related to the introduction of an Electronic
Document and Records Management System (EDRMS). Whilst any information management
improvements are welcome, it is worrying that they are so often driven by a single technology or
environment. Tools such as classification schemes are abstractions of business activities and of wider
use in business management and transformation than purely within EDRMS” (The National Archives,
2010, p. 14).

The warning in the above quote can be said to apply not just to municipalities, but to other public sector
organisations in Turkey. It is telling that a significant number of municipalities, and other organisations,
use ERMS/EDRMS but they do not have a published information management policy or a records
management policy in place. Cicek in his recent study draws attention to the fact that records
management policies are the exception rather than the norm for Turkish organisations (Cigek, 2020, p.
397). Technology is only one dimension of digital continuity, and information risk cannot be managed
successfully without policies in place, because it is policies that generate accountability, responsibility
and transparency.
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Table 4

Information Access Issues

Information Access issues

File format issues 8
Lack of leadership regarding information management 2
Ineffective migration of information to new Technologies 9

No information access issues 14
*some respondents chose more than one answer 2
Total 35

The sixth question asked about information access issues. As can be seen from Figure 4, respondents
chose from the following answers: file format issues, lack of leadership regarding information
management, ineffective migration of information to new technologies and no information access issues.
According to the survey data, 52 per cent of respondents stated that there were no information access
issues within their organisation. This is a significant finding for the purposes of the current study as
accessibility is an important component of digital continuity; being able to find and use information
when required. Despite this, the next most popular answer relates to issues with the ineffective migration
of information to new technologies at 33 per cent. The implementation of information management
systems in most municipalities has occurred over the last decade and this finding illustrates that post-
implementation migration difficulties arise between new and legacy technologies. The above increases
digital continuity risk exposure, and this finding is echoed by the Scoping Report, which found that
migration of information was primarily driven by financial factors with old systems also kept running
in parallel to provide access to old data. It was even noted that in one case information was held on a
COLD (Computer Output to Laser Disk) device; this is almost certainly now an obsolete technology
(The National Archives, 2010, p. 14).

With regard to file formats eight municipalities stated that they experienced access issues. This clearly
presents digital continuity risk exposure as information in unsustainable file formats becomes
inaccessible over time. This finding can be considered to be relatively high given that national guidance
in the form of eTransformation Interoperability Principles was first published in 2005 for all public
bodies to follow. The eTransformation Interoperability Principles have been updated and continue to
provide guidance on sustainable file formats (Birlikte Calisabilirlik Esaslar1 Rehberi, 2012, p. 9-12),
thus reducing digital continuity risk exposure across the public sector in Turkey. It is ultimately the
responsibility of the CIO, or equivalent, in municipalities to ensure that staff have access to, and
implement, the guidance in terms of file formats and other issues.

5.4. Policies Relating to Digital Continuity

The seventh to ninth survey questions focused on the existence of policies that ensure that digital
continuity risk exposure is minimalised. The three survey questions probed whether municipalities had
a digital continuity policy, a policy on data migration and a policy on file formats. Almost half of
respondents (48 per cent) stated that their organisation had a digital continuity policy, whereas 33 per
cent stated that their organisation did not. Almost 19 per cent of respondents stated that a digital
continuity policy was at planning or implementation stage. A similar picture exists regarding the eight
question that asked whether municipalities had a policy on data migration in place, with 48 per cent of
respondents stating that there was such a policy in place, compared to 37 per cent that stated that a policy
on data migration did not exist. With regard to the ninth question, an astounding 74 per cent of
respondents answered that their municipality had a policy on file formats. The high rate of municipalities
that have a policy on file formats is not surprising considering that, as mentioned above, compulsory
eTransformation Interoperability Principles exist that all public bodies have to follow.

Municipalities do not necessarily have to use the same terminology as the current study to denote that a
particular practice or policy exists. It is a possibility that respondents interpret the term policy loosely
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and may also count strategy documents as policy. The need for archival and information management
policies in local government was stressed by The Final Declaration of the International Symposium on
Library and Archive Services of Municipalities that took place in Turkey in 2016. The symposium also
highlighted that information professionals should be employed in archival and information management
positions to increase the efficiency of services (Belediyelerin Kiitliphane ve Arsiv Hizmetleri
Uluslararasi Sempozyumu Sonug Bildirgesi, 2016, p. 278-279).

Given that almost half of the municipalities surveyed state that they have a policy on digital continuity
indicates that policies exist in these respective municipalities that have content on information managed
as risk, regardless of whether the term ‘digital continuity’ is used or not. The same applies to the
existence of a data migration policy. However, despite the fact that the vast majority of Istanbul based
municipalities publish a plethora of policies, digital continuity, information management and data
migration policies are generally not among those published. Thus, it is difficult to verify the existence
of such written policies. A study carried out by Kandur in 2011, bore similar results with half of the
respondents stating that a policy for electronic records management existed. However, Kandur
concluded that despite the expertise in the management of electronic records held by some public bodies,
the lack of sharing expertise and good practice between public bodies was still an issue (Kandur, 2011,
p- 7-11).

The exception to the policies that are not published by municipalities are information security policies.
Some municipalities also publish information on the use of ERMS and digital archives. Fatih
Municipality for example has information on its website under the heading of IT Directorate on the use
of various systems including ERMS and its digital corporate archive (Fatih Belediyesi, IT Directorate).
However, the information provided does not constitute policy.

In generalised terms, the survey results demonstrate that information risk is recognised and managed
within the context of information security, and information management is viewed within the context of
the use of ERMS managed by IT directorates. As mentioned previously, none of the municipalities have
records management or information management policies published on their websites. Bagcilar
Municipality recently published an Integrated Management System policy under which several policies
under the heading of Information Security are published. Policies on the use of removable media, change
management, e-mails and software procurement appear as headings on the municipality website but are
not published. Although the term digital continuity is not used, the policies put in place by Bagcilar
Municipality can be said to lower digital continuity risk exposure through having policies for staff to
follow on such areas that attract risk such as software procurement or the use of removable media
(Bagcilar Belediyesi Entegre Yonetim Sistemi Politikasi, 2019). As another example, Besiktas
Municipality was recognised for the excellent use of its digital assets in 2016, criteria for the award
included visibility and management of corporate social media accounts (Dijital Varliklar1 En Iyi
Kullanan ilce Belediyesi, 2016). However, the long-term preservation of social media content shared by
municipalities is an information management issue that is yet to be tackled in Turkey.

5.5. Digital Continuity Training

The tenth survey question probed whether respondents thought that municipalities should run in-house
digital continuity training. An overwhelming 96 per cent of respondents stated that municipalities should
provide training on digital continuity. The very high rate of respondants who showed a willingness to
receive training demonstrates that there is an appetite for training on how to manage information risk
amongst information professionals working in municipalities in Istanbul. The UK Scoping Report found
that 62 per cent of local authorities provided training on information risk and management, but only half
of these said the training was extended to temporary and contract staff (The National Archives, 2010, p.
13). The Scoping Report also noted that training to be too theoretical or high-level, and that there was a
lack of practical guidance which can actually be applied by local authority practitioners (The National
Archives, 2010, p. 15). The UK National Archives has been offering training and guidance for several
years to public bodies on digital continuity, therefore the challenges faced with training may also be
encountered in Turkey if training specifically on digital continuity is undertaken.

Training should help municipalities to identify digital continuity risks and to form an action plan. They
should be able to describe each risk, including the business consequences of a loss occurring, and ensure
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that risks to digital continuity are also captured in other risk registers where appropriate (The National
Archives, 2017b, p. 14). For example, saving digital information without specifying how long it will be
retained for is a risk, as is using third party suppliers who do not understand compliance.

Table 5

Formulation of Policy on Digital Continuity

Responsibility for formulation of policy

Information and Communication Technologies Authority (BTK)
Turkish State Archives

Turkish Standards Institution (TSE)

Universities

Presidency of Digital Transformation Office

Presidency of Strategy and Budget

Ministry of Interior

Ministry of Environment and Urbanisation

Scientific and Technological Research Council of Turkey (TUBITAK)
In-house

Private sector/EDRMS firms

[ S S S S T NS T e )Y

The eleventh and final survey question posed to municipalities was as follows: Which organisation do
you think should formulate policy on digital continuity in Turkey? The answers to this question are
varied as can be seen in Figure 5, and only 19 of the 23 municipalities surveyed answered this question.
However, several respondents specified more than one organisation that it believed should formulate
policy on digital continuity, and this is reflected in Figure 5. The answers given to this question
demonstrate that there is a divergence of opinion amongst information professionals in municipalities
on which organisation should be responsible for policy in this area. The most popular answer was the
Information and Communication Technologies Authority (BTK) whose remit is to perform regulatory
and supervision duties in the electronic communication sector. The mission of the BTK is to shape
national policy on information and communication technologies, therefore it isn’t surprising that 32 per
cent of respondents thought that BTK should formulate policy on digital continuity.

The second most popular answer at 26 per cent was the Turkish State Archives. The archives has a legal
remit to receive transfers of records from public sector organisations, including municipalities. Section
11(f) of the 2018 Presidential Decree on state archives, states that the archive is responsible for
establishing the method for the transfer of digital records (Devlet Arsivleri Bagkanligi Hakkinda
Cumhurbaskanlig1 Kararnamesi, 2018). Within the context of the above, the proportion of respondents
stating that the State Archives should have responsibility for formulating policy on digital continuity
could have been higher, especially given that the archives have the legal remit regarding the transfer of
records. Digital continuity refers to using digital information for as long as required for business
purposes but, unless the continuity of digital information is managed effectively, it is unlikely to survive
to the age at which it should be transferred to the archives. This is why, as is the case in the United
Kingdom, that national archives should have the policy lead on digital continuity. The plethora of
different organisations cited as those who should lead on digital continuity policy indicates that some
ambiguity exists among information professionals in municipalities on this issue. As shown in Figure 5,
the answers ranged from the Scientific and Technological Research Council of Turkey (TUBITAK),
Tiirksat Satellite Communications and Cable TV Operations Company, to the Ministry of Environment
and Urbanisation, and the Turkish Standards Institution. Even though different organisations such as the
Turkish Standards Institution have a role in ensuring public bodies manage their digital information to
national standards, policy on digital continuity should ideally be formulated by the archives for the
reasons discussed above.

143



Digital Continuity Practices... Peer- Reviewed Articles Bilgi Yonetimi 5: 1 (2022), 131 - 146

6. Conclusion

This study examined the digital continuity risk exposure of municipalities in Istanbul by determining
the degree to which digital continuity is practised and embedded. The fact that survey data was provided
anonymously allowed for some frankness in the answers provided and allowed for an insight into the
awareness of digital continuity. Research showed that the use of information management systems was
commonplace across municipalities in Istanbul. One respondent stated that “all public sector bodies
should use the same ERMS provided centrally by the state.” While other respondents stated that instead
of employing records management in a hybrid environment that municipalities should first digitalise
their paper records before embarking on ERMS/EDRMS implementation. The UK Scoping Report was
instrumental in allowing a comparison of problems faced by local authorities in the United Kingdom
versus those faced by local authorities in Istanbul. EDRMS implementation began earlier in the United
Kingdom thus allowing for an insight into the dilemmas that the Turkish public sector may face over
the next few years. The Scoping Report warns against defining information management solely through
the use of information management systems, and found it worrying that information management
improvements were defined through a single technology or environment (The National Archives, 2010,
p- 14). This is a warning that municipalities should also heed, as technology is only one component of
digital continuity.

Almost all respondents were unanimous in stating that in-house training on digital continuity should be
provided. Indeed, one respondent said that audits should be carried out identifying digital continuity risk
in municipalities. There was a divergence of opinon about who should be responsible for providing
training, with only some respondents taking the view that the State Archives should provide training.
Ideally, it is the Turkish State Archives that should provide digital continuity training given its legal
remit to accept digital transfers. In the way of a snapshot into digital continuity practices, it is clear that
electronic records management is embedded across municipalities, but this does not translate into
managing information within the framework of risk management. Although almost half of the
municipalities surveyed state that they have a policy on digital continuity, none of the municipalities
surveyed have published policy on digital continuity, other than the guidance published by other public
bodies on such topics as file formats.

According to the survey data, almost 45 per cent of municipalities have a Chief Information Officer
which is a positive development. However, municipalities did not have defined roles in relation to digital
continuity, and IT Directorates were cited most commonly as being responsible for information
management. Information professionals, including records manager, do not seem to enjoy a high profile
in municipalities. Digital continuity exposure risk remains because the policies and responsibilties side
of digital continuity is lacking across municipalities. The emphasis is more on the use of technology
rather than the governance surrounding it. Overall, digital continuity practices are not embedded within
their own right, but more within the context of EDRMS usage. However, an awareness of digital
continuity, and the appetite for training and national guidance is evident.
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