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OZET

Bu calismada, bilgi ve bilgisayar gilivenligini tehdit eden casus yazilimlar,
kisisel gizlilik ve giivenligi tehdit eden bilisim suglari ve bu kapsamda diinyada
ve lilkemizde bu tehditleri 6nlemeye yoénelik mevcut yasal diizenlemeler
gobzden gecirilmigtir. Bilisimde yasanan gelisme ve ilerlemeler, bir yandan
beraberinde ¢ok olumlu kazanimlar getirirken; diger yandan o6zellikle casus
yazilimlarin artmasi sonucunda, kisisel gizlilige ve bilgisayar giivenligine
yoénelik bilisim suclarinda da artisa sebep olmaktadir. Sonu¢ olarak,
lilkemizdeki elektronik yapilanmalarin yiiksek olmamasindan dolayi konuya
olan ilginin ve bu c¢ergevede hazirlanan yasal diizenlemelerin, bu
yapilanmalarini tamamlayan iilkelere gére dar kapsamli ve yetersiz oldugu
tespit edilmistir. Ulkemizde, bu konunun devlet-iiniversite-sivil toplum
kurulusglari ile masaya yatirilmasinin ve kisisel gizliligi gézetecek sekilde
bilgisayar giivenligini saglayarak bilisim sucglarini asgari seviyeye indirmeye
yonelik caydirici ve kapsamli yasal diizenlemelerin hayata gecirilmesinin
gerektigi degerlendirilmektedir.
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A PERSPECTIVE TO PERSONAL PRIVACY AND LEGAL REGULATIONS IN
TERMS OF MALICIOUS SOFTWARE

ABSTRACT

In this study, spyware threatening information and computer security; cyber
crime threatening privacy and personal security and current legal regulations
in this scope preventing the threats in Turkey and in the world are reviewed.
On one hand, the progress and enhancement in information technologies bring
considerable benefits. While on the other hand, cyber crime against privacy
and computer security increases significantly due to availability many
spyware. Consequently, it is determined that since the e-structures in Turkey
are not advanced, the interest in this matter and the legal regulations in this
frame are limited and insufficient comparing to the countries having advanced
e-structures. It is necessary to reconsider the subject by government,
universities and NGOs in Turkey and prepare the dissuasive and
comprehensive legal regulations that minimize the cyber crime and protect the
privacy and computer security.
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