BiLISIM SUGLARI VE BILiSiM SUCU BILINCI
Mehmet YAYLA?

OZET

Bilgisayar ve iletisim teknolojilerindeki gelismeler giiniimiizde insanlk tarihi
acisindan énemli bir devrim olarak kabul edilmektedir. Fakat bilgi toplumuna
geciste baslica etken olan bilisim teknolojilerinin toplumsal yasama etkin bir
sekilde girmesi ve 6neminin giderek artmasiyla birtakim sorunlar yasanmistir.
Insanin bulundugu her alanda oldugu gibi bu alanda da yeni suc tipleri ortaya
ctkmis, suclular teknolojinin getirdigi yenilik ve kolayliklar1 kullanmaya
baglamiglardir. Siber ortamda islenen bu suclar; “siber sucglar”, “bilisim
suclan” veya “yiiksek teknoloji suglari” olarak anilmaktadir. Bilisim suglari,
Polis ve Jandarmanin da éncelikli giindemi haline gelmistir. Suclularin
teknolojik gelismeleri kullanarak kazandiklari hizi, kolluk kuvvetleri de
yapacaklar1 teknolojik yapilanma, is birligi ve gelistirecekleri yeni c¢alisma
sistemleri ile bir an 6nce kazanma yoluna gitmiglerdir. Bu arastirmada; bilisim
sucglarinin tanimi, tasnifi, uluslar arasi alanda ve Tiirkiye’de yapilan ¢alismalar
ve kolluk kuvvetlerinin konuyla ilgili ¢alismalari konularinda inceleme ve
arastirma yapilmistir. Ayrica, Ankara il Jandarma Komutanhginda konuyla ilgili
anket uygulanmigtir. Anket ile Jandarma riitbelilerinin bilgisayar, internet,
bilisim sucglari ve ilgili mevzuat konusundaki bilgi seviyeleri konusundaki
diigiinceleri Olgililmiigtiir. Yapilan alan arastirmasi sonucunda Jandarma
riitbelileri; bilgisayar konusunda bilgilerinin “orta” seviyede, internet, bilisim
suglari ve bilisim suglariyla ilgili mevzuat konusunda bilgilerinin “az”
oldugunu diisiindiikleri; konuyla adli kolluk personeli olarak ilgilenen Tiirk
Jandarmasinin bilisim suglari konusunu yeteri kadar bilmedigi ve egitilmesi
gerektigi; Jandarma riitbelilerinin internet ve bilgisayar konusunda egitim
seviyesi arttikga bilisim sucglar1 bilgi seviyesinin arttigi; Jandarmada bilisim
suclan ile ilgili teskilatlanma caligmalari olmasina ragmen bunlarin gelisen
suclar karsisinda yetersiz kalacagi ve daha teferruatl teskilatlanma ihtiyaci
oldugu sonuglari bulunmustur.
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ABSTRACT

The development about computers and communication technologies are
accepted as a important revolution for the history of mankind. But, informatics
technologies have been principal factor and increased their importance while
participated in “information society”, and many problems have raised with the
usage of new technologies. As has been the other cases and fields which
human is in; new types of crimes and criminals have come to light, criminals
have began to use new technologies to commit crimes. Crimes committed in
cyber space have been called “cyber crime” and “high tech crime”. Police and
Gendarme have given precedence to cyber crime. So, the mentioned forces
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have been as fast as criminal to compete with them, and reorganized their
system, and established solidarity with each other and developed new method
to overcome all difficulties. In this survey, the definition and classification of
cyber crime have been made, and national, international research have been
examined, and the efforts of police and gendarme have been observed.
Furthermore, a questionnaire was made at Ankara Province Gendarme
Headquarter. By applying the questionnaire, the thought of information level of
the unit’s staff about computer, internet, cyber crimes and the laws about
cyber crimes has been measured. The results of research at Ankara Province
Gendarme Headquarter are; The Gendarme Staff think that their knowledge is
“‘intermediate” level about computers and “ittle” about internet, cyber crimes
and laws about cyber crimes; that is why their knowledge level about cyber
crime is insufficient and they have to be educated about these subjects; the
more knowledge level of Gendarme Staff about computer and internet is
increased, the more knowledge level of gendarme staff about cyber crime is
increased. However The Gendarme has studies on cyber crime and
infrastructure about it, it is thought that it will be insufficient in the future if
they don’t reorganize themselves about cyber crimes.
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