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Abstract

"is study examines the relationship between the #nancial statement audit process and 
blockchains. While clients’ use of blockchain technology might provide some bene#ts to 
external auditors’ substantive testing procedures, those bene#ts appear very limited, and 
an increase in controls testing e$ort is likely to o$set any reduction in substantive audit 
e$ort. "is is due to blockchain technology’s inability to provide assurance regarding most 
of the #nancial statement assertions external auditors test. "e study notes that many of 
the purported bene#ts of blockchain technology to the auditing profession, such as the 
ability to test a full set of transactions and the potential for real-time auditing, existed 
before the development of blockchain. "us, while blockchain is likely to have some e$ect 
on the auditing profession, it is hard to say to what extent that impact might be. 

Keywords: Blockchains, Independent Audit, Internal Controls

JEL Classi#cation: M15, M42, 033

1 Associate Professor Dr., Department of Accounting, Isenberg School of Management, University of Massachusetts, Amherst, MA 01003 USA 
gfgal@isenberg.umass.edu, ORCID ID:0000-0001-6526-9367

2 Assistant Professor Dr., Department of Accounting Isenberg School of Management, University of Massachusetts, Amherst, MA 01003 USA 
msherwood@isenberg.umass.edu, ORCID ID:0000-0001-5856-5003

To cite this article: Gal, G., & Sherwood, M. (2021). "e External Financial Statement Audit Process and Blockchain 
Technology. TİDE AcademIA Research, 3(1), 105-142



TİDE Academia Research
Sayı 3 / 103-140 (2021)

104

FİNANSAL TABLOLARIN BAĞIMSIZ DENETİM SÜRECİ 
VE BLOKZİNCİR TEKNOLOJİSİ

Öz

Bu çalışma #nansal tabloların denetim prosedürü ile blokzincirler arasındaki ilişkiyi in-
celemektedir. Müşterilerin blokzincir teknolojileri dış denetçilerin maddi doğruluk testi 
yöntemlerine bazı faydalar sağlayabilirken bu faydalar çok sınırlı kalabilir ve iç kontrol 
testlerindeki artışla maddi doğruluk denetimlerindeki azalış dengelenebilir. Bunun sebe-
bi, blokzincir teknolojisinin dış denetçilerin test ettiği mali tablo iddialarının çoğuna il-
işkin güvence sağlayamamasıdır. Bu çalışma blok zinciri teknolojisinin denetim mesleğine 
sağladığı söylenen, tam bir işlem setini test etme yeteneği ve gerçek zamanlı denetim potan-
siyelinin bulunması gibi bazı faydalarının çoğunun blok zincirinin geliştirilmesinden önce 
de var olduğuna dikkat çekiyor. Bu bağlamda, blokzincirin denetim mesleği üzerinde bir 
miktar etkisinin olması ihtimal dahilinde olsa da bu etkinin ne ölçüde olabileceğini söyle-
mek zor. 

Anahtar kelimeler: Blokzincirler, Bağımsız Denetim, İç Kontroller 

JEL Sını&andırması: M15, M42, 033 
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1. Introduction

Advancements in technology have led to fundamental changes in the way businesses 
process their transactions, and report results. For instance, developments in computing 
hardware and so(ware allow #rms to capture and process increasingly large sets of trans-
action-level data, in relatively less time. While this makes it easier for management access 
and analyze the #rm’s transactions, the lack of a tangible record of each transaction makes 
its validation more di)cult. Despite this challenge, the likelihood of organizations revert-
ing to the use of more hard copy transactions is remote, which in turn makes the data qual-
ity assurance of #rms’ transactions, and subsequent performance disclosures, increasingly 
important and challenging. Obtaining an external #nancial statement audit, is one-way 
#rms attempt to provide outsiders with assurance regarding the validity of their disclosed 
transactions. At the same time auditors also face challenges stemming from changes in 
technology. Auditors have to adjust their processes to account for the fact that clients’ 
information can be captured and stored in multiple settings and locations, exist in multi-
ple computer systems, be processed by so(ware created by di$erent vendors, and can be 
accessed by multiple users at multiple locations (Rittenberg & Schwieger, 2001). Further, 
to continue to be able to provide relevant assurance services, auditors need to adapt to 
how technology alters the way their clients conduct and record their business activities. 

In addition to general complexity increases in clients’ information systems, the audit pro-
cess has been a$ected by regulatory change and advances in auditor-developed technol-
ogies. Section 404(b) of the Sarbanes Oxley Act requires #nancial statement auditors to 
assess their clients’ internal control procedures, which are to create, process, allow access, 
and generally in*uence the quality of the data used in #nancial disclosures (United States 
Congress, 2002).3 While audits always included some review of internal controls, Sar-
banes-Oxley mandates auditor review and opine on the Internal Controls over Financial 
Reporting (ICFR) of their external audit clients. In 2002, the SEC issued rule changes 
to accelerate the #ling of quarterly and annual reports, which resulted in an acceleration 
of the audit completion date. Auditors, in part, used new technologies to cope with the 

3 "is increased recognition of the importance of reviewing financial reporting processes has also been shown in the review of cybersecurity (Ste-
inbart, Raschke, Gal, & Dilla, 2016; 2018)
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reduced audit timeline. "ese included advances in electronic working paper so(ware, 
automating roll forward and leads sheet generation, expanded use of Computer Assisted 
Auditing Techniques (CAATs) and development of Continuous Controls Monitoring 
(CCM) systems.4 Certainly, these technologies have signi#cantly increased the reliability 
of the audit process (Rittenberg & Schwieger, 2001). However, auditors still face concerns 
about reviewing the quality of the increasingly large and complex sets of transaction-re-
lated data clients use to produce #nancial statements and disclosures. While clients’ adop-
tions of some recent technologies, such as cloud computing, seem to make data quality 
assessment harder for the external auditor, enterprise blockchain platforms are being per-
ceived by some as a solution to auditors’ data quality assessment issues within #nancial 
reporting procedures. 

Enterprise blockchain platform (EBP) technology has several unique qualities, some of 
which might be able to address certain data quality concerns companies face with regards 
to their #nancial reporting procedures. For instance, once a block of transactional data is 
added to the blockchain, users with access to the blockchain, can readily identify any al-
terations to its block’s contents. "e locking of data within a chain of blocks o(en referred 
to as an “immutable ledger,” is a core aspect of all blockchain technologies, and ensures no 
subsequent changes to details including the transaction’s values and date. While some of 
the properties of blockchains provide some assurance on certain measures of data quality 
there are other assertions made by management concerning their #nancial statements that 
could also me impacted by the use of blockchains. "us, accounting and reporting con-
cerns, such as ensuring the accuracy of a product’s historical purchase price, or the period 
in which a transaction occurs, become known with certainty. "e idea, that recording 
transactions using an EBP can result in an immutable ledger, has led to claims that inher-
ent accounting assurances blockchain o$ers, will end the need for other external assurance 
mechanisms, such as independent #nancial statement audits. Certainly, features such as 
those described above and in the subsequent section, make EBP technology amenable to 
address speci#c accounting and reporting risks. However, are they a panacea that will solve 

4 While the suggestion to use so(ware to continuously review transactions, or add in audit work is not new (Vasarhelyi & Halper, 1991) the use 
of CAATs and CCM within the external audit setting has become more prevalent (Kogan, Alles, Vasarhelyi, & Wu, 2014). 
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all accounting and reporting related assurance concerns and remove the need for external 
assurance of the #nancial statements? If not, what #nancial reporting procedures and ex-
ternal audit areas, might an EBP a$ect or not a$ect? "e purpose of this manuscript is to 
address the changes that might ensue to the #nancial reporting process and to the auditing 
of #nancial statements as a result of the adoption of EBP. Speci#cally, the paper will. dis-
cuss the potential e$ects of EBP adoption on the quality of companies’ transactional data, 
and accounting processes and how this might a$ect external auditors’ procedures, and 
testing, with regards to their assessments of management’s assertions over their #nancial 
statements.

"e remainder of this paper is organized as follows. Section 2 looks at blockchains in 
more detail and discusses the characteristics, which could impact companies’ data quality, 
accounting procedures, and #nancial statement preparation. Section 3 highlights the #-
nancial reporting process, describes management’s assertions over the #rm’s #nancial state-
ments, and brie*y discusses typical external #nancial statement audit procedures. Section 
4 presents a set of comprehensive examples that examine how adopting a distributed trans-
action repository EBP or a smart contract EBP might a$ect data quality and accounting 
procedures, as well as how each might a$ect how auditors validate managements’ asser-
tions. Section 5 discusses how EBPs might in*uence public accounting #rms, and Section 
6 presents a summary, conclusions, and implications.

2.  Blockchain Technology

As the name implies, a blockchain is a series of information “blocks” that are connected. 
"e chaining of the blocks creates a time sequence in which order is preserved in such a 
way as to make reordering of events di)cult if not impossible. "e core components of 
each block are a set of transactions sent by participants to the chain during a short period 
of time. While other types of transactions, such as smart contracts, are being considered 
for blockchains, at this time exchanges of cryptocurrencies predominate on blockchains.

Participates on the blockchain are assigned a key or wallet. Much like a traditional bank 
account, the wallet contains an amount of cryptocurrency exchanged on the particular 
blockchain. "e wallet has a public key which is used to locate the wallet on the chain, and 
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a private key which is the owner’s link to the wallet. Depending on the type of blockchain 
the owner of the wallet may be anonymous.5 Each participant can add or accept transac-
tions sent to the chain, and a(er a transaction is included in a block each participant will 
get an updated copy of the entire set of blocks. For a transaction to be added to a block, 
it must be veri#ed, and accepted by a simple majority (51%) of the chain’s participants.6 
"ere are a couple of steps in the veri#cation process, and the #nalization of an exchange 
transaction. First, the user digitally signs the transaction, indicating the recipient’s wal-
let id, includes an amount of coin that is to be exchanged on the particular chain, and 
an amount of the coin to run the transaction.7 Di$erent chains exchange di$erent types 
of coin. It is envisaged that it would be easy to have exchange transactions across multi-
ple chains, and therefore transactions which have multiple types of coins or resources. 
To accomplish these multiple resource exchanges, a number of issues need to be address-
es (Back, et al., 2014). Wang & Kogan (2018) provide an example of the interaction of 
sidechains where di$erent types of coins, representing di$erent assets, are exchanged. "e 
Accounting Blockchain Coalition (ABC) has also looked at di$erent types of digital as-
sets, including asset tokens which embody a claim against the issuer, utility tokens which 
allow the wallet holding them to access an application or service, payment tokens can be 
used to acquire goods or services, and hybrid tokens which have some characteristics of the 
others. "ese classi#cations are critical as di$erent jurisdictions consider certain types of 
digital assets as securities while others do not (Accounting Blockchain Coalition Internal 
Controls Working Group, 2019). For example, the International Monetary Fund faces 
the problem of determining which digital assets, particularly if it is issued by a country, 
should be viewed as #nancial reserves (He, 2018). As a second step in the veri#cation 
process, the exchange transaction is timestamped. "is timestamping preserves the order 
of transactions. While timestamping of transaction is necessary to prevent double-spend-
ing, it is not su)cient. One potential threat to double spending is in fast payment imple-
mentations (Karame, Androulaki, Roeschlin, Gervais, & Capkun, 2012). Because #nal 

5  In permissionless blockchains the owners of wallets are usually anonymous while in permissioned blockchains the parties are usually known to 
other participants (Vukolić, 2017). However, even in permissioned blockchains there are techniques which can be used to reduce anonymity 
(Meiklejohn, et al., 2016; Ron & Shamir, 2013) . 

6 A blockchain is made up of nodes each of which contain a complete set of blocks. "is ensures that no one node can alter either the order of the 
blocks or the information on transactions without the knowledge of all other participants. 

7 On the Ethereum blockchain the payment to run the transaction is called “gas”.
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veri#cation occurs when the exchange transaction is added to a block on the blockchain, 
and this may not occur for a few minutes, it is possible to use a coin in two fast payment 
transactions, where multiple exchanges occur in that time frame; such as for a cup of co$ee 
(Karame, Androulaki, & Capkun, 2012). Another potential threat to double spending 
attacks occurs when there is a fork in the blockchain; an alternative chain is introduced 
at a particular block (Wirachantika, Barmawi, & Wahyudi, 2019). While, not quite the 
same as a traditional double spending attack, a user can alter the order of exchanges as they 
appear on the blockchain, by attaching a higher processing fee to a transaction. "is fee 
provides a #nancial incentive to the miners which will #nalize the inclusion of a transac-
tion in a block. "erefore, by attaching a higher fee to one transaction an owner of a wallet 
can cause one transaction to appear to have occurred prior to what was actually an earlier 
transaction. Because of scalability issues with bitcoin type blockchains, the delay in propa-
gation of transactions to the other participants, can allow modi#cation of the information 
(Gervais, Ritzdorf, Karame, & Capkun, 2015).

"e process of creating an immutable block of transactions is done through “mining”. Min-
ing is the process of accepting a set of transaction into a block, and propagating this new 
block to all chain participants. "e key to the immutability of both the blocks in the chain 
and to the information contained in each block is a set of hashes. Hashing algorithms are 
mathematical functions which take a string as input and produce a digital representation 
(Ali Orumiehchiha, Pieprzyk, & Steinfeld, 2012; Bellaire, Jaeger, & Len, 2017; Hamer, 
2002; National Institute of Standards and Technology, 2015). "ere are many classi#ca-
tions of these algorithms, but they have two essential attributes (Chi & Zhu, 2017). First, 
the digital representation, the hash, should change if there are any changes to the input 
string. Second, there should be few if any collisions. "e #rst attribute implies that a hash 
can provide evidence that a set of information, the string, has been altered. However, to 
actually #nd any change depends on the length of the string; a change in a six-word sen-
tence would be easier to #nd than a change in a 6 trillion record database. "e hash of a 
set of transactions in a block should detect a change in any of the characters which make 
up the contents of the block. "e second attribute is a measure of the probability that two 
di$erent strings will yield the same hash; their hashes collide. "is attribute is similar to 
the #rst but has a slightly di$erent implication. "e #rst implies a quick test to see if a set 
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of information, a string of any length, has changed. "e second determines how easy it is 
to change the string and keep the same hash. Regardless of the hashing algorithm there is 
a non-zero probability of a collision; two di$erent strings yield the same hash. For block-
chain implementations, changing the original transaction’s wallets to a di$erent receiving 
or sending wallet that is sending the cryptocurrency would be a signi#cant change. "e 
probability of #nding the exact alteration that could make such a change undetectable 
used to be quite remote. However, with the advent of quantum computers this is no longer 
a remote possibility (Bryanov, 2019). 

For the bitcoin blockchain, the hash for a block is based on the content of the transactions 
included in the block, the date, and a number called a nonce (Cryptoticker, 2019). "e 
transactions to be included in the block are hashed in a hierarchical tree structure called a 
Merkle Tree (Merkle, 1980; USA Patent No. US4309569, 1982). "e top node of the tree 
contains a hash of the top branches, these branches contain the hash of the branches at the 
next level, and so on with the hash of individual transactions at the lowest level. "e hash 
for a block on the bitcoin chain must meet certain structural constraints. "rough the 
process of “mining” the hash of the Merkle Tree, and the other information in the block 
is converted into the block’s hash. Each blockchain can choose a particular algorithm to 
arrive at a consensus on way in which this mining is to take place (Chi & Zhu, 2017; 
Tan, Hu, & Wang, 2019). In the bitcoin blockchain the information in each transaction 
(and so the hash at the top of the Merkle Tree) and the date are #xed, so to meet the con-
straints on the address or hash of the block the miner iterates through possible values for 
the nonce until a solution is reached. "e miner that solves the problem of identifying 
a hash which satis#es bitcoin’s Proof-of-Work (PoW) consensus requirement receives a 
set number of bitcoins in payment. It is estimated that in 2018 miners were required to 
iterate through 25.0 million tera hashes per second to solve bitcoin’s PoW.8 "e required 
computing power to #nd a nonce has resulted in pools of miners that collaborate on the 
work provided (Sheehan, et al., 2017).

"ese requirements, to have an encrypted wallet, to create a hash of the information in 

8 A tera hash is 1x1012 hashes. "us, to compete for bitcoin’s mining prize requires the computing ability to iterate through 25x1012 hashes per 
second (Yang, 2018).
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the block, and the mining supports a level of assurance on the integrity of the information 
in a speci#c block. "e creation of links to previous blocks preserves the temporal order 
of blocks. So, the hashing of information in a block, and the linking of the blocks in a 
chain preserves both some level of assurance on the integrity and the potential to ascer-
tain when transactions occurred. However, it is not necessary that the information on the 
blockchain is correct. First, even if a wallet sends an exchange transaction to the chain it is 
not veri#ed immediately, and so there is a period of time between sending and con#rming 
the exchange. "is period may not be critical unless there is some need to use the results 
of an exchange in a subsequent exchange – the oil was received and the gas was produced 
and subsequently delivered. While some have argued that a ledger on the blockchain can 
include the accounting for both sides of the transaction (Dai & Vasarhelyi, 2017), there 
are some di)culties with this approach. "e blockchain is a set of transactions in “Col-
laboration Space” (International Organization for Standardization and the International 
Electrotechnical Commission , 2007). "e blockchain works because no single party de-
termines what a particular exchange means; one parties cash receipt is another parties cash 
disbursement. In more complex transactions, forcing the blockchain to one party’s view of 
the transaction, limits its applicability; one party’s raw material is another party’s #nished 
good. In addition, if the exchange is for a particular cryptocurrency, it is di)cult to deter-
mine whether the other side of the exchange has taken place. For instance, if an amount 
of cryptocurrency is sent to a wallet with the expectation of delivery of some other asset, 
such as inventory, the actual delivery is o$-chain.9 "erefore, for complete information in 
a supply chain it would be necessary to include access to o$ chain sensors (Hussain, 2017). 
To support audit of information on the blockchain, another issue that must be considered 
is the precise timing of the exchange.

"e time used for blockchain exchanges is UnixEpoch time (Epoch Converter, 2019). 
"is is based on seconds from a speci#ed time ( January 1, 1970 00:00:00) at Coordinat-
ed Universal Time.10 As exchanges are mined into a block, the time of the block will be 
di$erent than the time the transaction was executed and may also be di$erent than the 

9 It has been suggested that the Internet of "ings (IoT) can bring movement of all assets to the blockchain (Christidis & Devetsikiotis, 2016; 
Dai & Vasarhelyi, 2017). "is move of transactions to “collaboration space” requires a di$erent type of contract and a view of contracted 
resources as types and delivery as instances (McCarthy, Geerts, & Gal, 2021)

10 In some countries this is referred to as Greenwich Mean Time. 
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time it was sent to the block. "is di$erence could be small; however, there is a potential 
issue with the time. As blockchains deal with exchanges on a global scale the block’s times 
can change some recognition issues. "e time assigned to an exchange could di$er from 
the time at the actual location of the exchange. "is di$erence could potentially di$er by 
a day, two minutes before midnight versus one minute a(er midnight, which could make 
a payment late according to the terms of a contract. Additionally, an exchange could also 
be mined in a di$erent year which would change amounts in a #rm’s #nancial statement.

Figure 1 A Distributed Business Transaction Repository State Machine

(Source "e REA Ontology, McCarthy, Geerts, and Gal 2021)
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While smart contracts (Luu, Chu, Olickel, Saxena, & Hobor, 2016) are not currently a 
pervasive part of blockchains they certainly are part of its future. A smart contract is com-
puter code containing statements which look for actions which meet conditions of an 
agreed upon exchange. "e processes which complete these actions are o$ chain and in 
most cases are the result of #rm’s business processes.11 Figure 1 depicts the relationship 
between a #rm’s information system and blockchains. Figure 1 shows a representation of 
the REA classes and associations (McCarthy, Geerts, & Gal, 2021) that are related to data 
in the chain’s blocks. When smart contracts are designed, there is a relationship to states 
in the #rm’s information system. "e economic events are those that are mined into the 
blocks while contracts are based on type images and indicate a control structure within 
the #rm. For instance, before authorizing transfer a cryptocurrency payment, the state 
“received merchandise” must occur. "erefore, the #rm’s information system must recog-
nize the state, and send a message to the smart contract that the state has been completed. 
So, controls in the organization must include both a determination of state changes, and 
authorization for the transfer messaging. "e mechanics of state machines can enforce the 
requisite controls over the states in the organization to execute a smart contract (Haugen, 
2002; Horiuchi & McCarthy, 2011; Horiuchi & Shimizu, 2016). However, other organi-
zational controls are necessary to ensure the proper execution of the business events which 
result in the addition of exchanges to the blockchain (Accounting Blockchain Coalition 
Internal Controls Working Group, 2019). 

"is section has examined some of the features of blockchains that can ensure the integrity 
of the information; once mined into the blockchain it cannot be easily changed. However, 
blockchains cannot provide complete assurance of the veracity of the data; information 
on the chain indicates that inventory was delivered, but this does not mean that inventory 
was of the correct quantity and quality. "erefore, an audit over the #nancial information 
contained in the chain is necessary to provide reasonable assurance of the #nancial state-
ments. "e next section examines the audit process as it relates to the blockchain. 

11 "ere are some events which become part of smart contract conditions, such as a date at which payment must be received or the   contract 
becomes void.



TİDE Academia Research
Sayı 3 / 103-140 (2021)

114

3. 'e Financial Reporting Process and Blockchain

 3.1Financial Statement Preparation 

"e previous section presented some of the important issues that must be considered 
when a company uses blockchains to perform exchanges of resources. While blockchains 
can ensure that the data has not been altered, it cannot ensure that the data matches the 
information concerning the exchange of resources not actually contained in the chain. 
"is section looks at #nancial reporting and audits of this information when blockchains 
keep some of the company’s information. 

Figure 2 presents a high-level overview of the general #nancial reporting process that #rms 
use to generate the #nancial statements regulators, investors, and other outside stakehold-
ers require. In the most basic of terms, the #nancial reporting process consists of three 
steps. First, the #rm engages in and records business transactions. "e #rm groups and 
summarized like-kind business transactions, netting the in*ows and out*ows within bal-
ances against one another. Finally, assigning the net transaction amounts to #nancial state-
ment lines. To allow for comparability of #nancial statements among #rms, #nancial state-
ment line items are consolidated and presented based on regulatory guidelines.12 Firms 
then close their books for the period, and the process begins anew. 

12  In the United States the financial reporting guidelines are established by the Financial Accounting Standards Board. Financial reporting in 
other countries is regulated by the International Accounting Standards Board.
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The Financial Reporting Process
1. %XVLQHVV�WUDQVDFWLRQV�RFFXU�GXULQJ�WKH�¿UP¶V�QRUPDO�FRXUVH�RSHUDWLRQV��7KH\�

LQFOXGH�WKLQJV�VXFK�DV�DFTXLULQJ�UDZ�PDWHULDOV��SURGXFLQJ�D�VHUYLFH�RU�SURGXFW��
PDNLQJ�VDOHV��SD\LQJ�HPSOR\HHV��DQG�SD\LQJ�WD[HV��MXVW�WR�QDPH�D�IHZ��&RPSD-
QLHV�W\SLFDOO\�UHFRUG�WUDQVDFWLRQV�LQ�WKHLU�RUGHU�RI�RFFXUUHQFH��L�H���FKURQRORJ-
LFDOO\��LQ�WKHLU�FRPSDQ\�GDWDEDVH��(FRQRPLF�WUDQVDFWLRQV�DUH�WKHQ�UHFRUGHG�DV�
MRXUQDO�HQWULHV��(DFK�HQWU\�GHELWV�DW�OHDVW�RQH�DFFRXQW�DQG�FUHGLWV�DW�OHDVW�RQH�
DFFRXQW��7KH�MRXUQDO�HQWULHV�DUH�WUDQVIHUUHG�IURP�WKHLU�F\FOH�VSHFL¿F�VXE�OHGJHUV�
WR�WKH�JHQHUDO�OHGJHU��7KH�MRXUQDO�HQWULHV�DUH�VRUWHG�EDVHG�RQ�WKH�DFFRXQW�UHFHLY-
LQJ�WKH�GHEW�RU�WKH�FUHGLW�

2. 7KH�JHQHUDO�OHGJHU�DFFRXQWV�DUH�VXPPHG�WR�SURGXFH�D�OLVWLQJ�RI�HDFK�DFFRXQW¶V�
EDODQFH��NQRZQ�DV�WKH�WULDO�EDODQFH��7KH�¿UP�UHFRUGV�DQ\�QHFHVVDU\�DGMXVWLQJ�
HQWULHV��ZKLFK�DUH�VXPPHG�ZLWK�WKH�WULDO�EDODQFH��WR�FUHDWH�DQ�DGMXVWHG�WULDO�EDO-
DQFH��7KH�DGMXVWHG�WULDO�EDODQFH�DFFRXQWV�DUH�DVVLJQHG�WR�D�¿QDQFLDO�VWDWHPHQW�
OLQH�LWHP�EDVHG�RQ�WKH�¿UP¶V�FKDUW�RI�DFFRXQWV�

3. 7KH�¿QDQFLDO�VWDWHPHQW�SURGXFHG�DQG�PDGH�DYDLODEOH�WR�PDQDJHPHQW�DQG�WR�
VKDUHKROGHUV��7KH�FRPSDQ\�WKHQ�FORVHV�LWV�ERRNV�IRU�WKH�¿VFDO�\HDU�DQG�EHJLQV�
WKH�SURFHVV�DQHZ�LQ�WKH�VXEVHTXHQW�¿VFDO�\HDU�
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A nuanced description of the #nancial reporting process is beyond the scope of this man-
uscript. However, a few speci#c details about the typical #nancial reporting process will 
aid our subsequent discussion. First, #rms can, and do, use a variety of technologies, rang-
ing from simple spreadsheets to complex Enterprise Resource Planning systems (ERP), 
to record business transactions. Second, when business transactions are captured they 
are assigned a unique identi#er – a primary key, and then when they are converted to 
accounting records they are assigned a unique journal entry number. "e journal entry 
number is essential as it allows users of the accounting system (e.g., #rm employees and the 
external auditors), to identify the speci#c components of each economic transaction or 
event. Many aspects of an external #nancial statement audit rely on transaction-level data. 
However, while regulators govern the presentation of #nancial statements and disclosures, 
there are no regulations on internal record-keeping methodologies. "us, there is no basis 
for comparison of data across companies at the transaction-level.

Blockchain technologies seem the most poised to impact the creation and recording of 
transactions steps in the #nancial reporting process that. As discussed in the prior section, 
blockchain technology is conceptually broad, and its role still somewhat unde#ned. How-
ever, there are currently two technologies within the enterprise blockchain space that are 
at the forefront; smart contracts, and disturbed transaction repositories.13 While both use 
the same basic blockchain concepts, and there is some overlap between them, their prima-
ry focuses di$er. A detailed discussion of similarities and di$erences of these technologies, 
as well as the companies, platforms, features, and programming languages used to develop 
speci#c blockchain technologies, is beyond the scope of this paper.14 However, it is neces-
sary to touch upon both of these technologies as their role within the #nancial statement 
audit process will be examined in the following section of this paper. 

One of the many players in the smart contract space is Ethereum, which is an open-source 
distributed public blockchain network.15 It allows for the building of decentralized appli-

13 Blockchains have sometimes been referred to as distributed transaction repository, however, a better term is the distributed transaction reposi-
tory as this indicates a record of transactions as opposed to a record of accounting entries (International Organization for Standardization and 
the International Electrotechnical Commission, 2019)

14 For more information on these topics as well as academic articles regarding these topics please see: Dai, J., & Vasarhelyi, M. A. (2017). 
15 Other smart contract firms include EOS, Cardano, and RSK.. 
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cations (DAPP), which can incorporate smart contract functionality. One such example 
of a smart contract DAPP built on Ethereum is Quorum, which was developed by J.P. 
Morgan. Quorum allows for high speed and high throughput processing of private trans-
actions among a group of known, and allowed participants; this is an example of a per-
missioned blockchain. A noted advantage of Quorum is the use of partial state databases, 
which creates a network that is partly public and partly private. When the conditions 
trigger the execution of a contract, the transaction recorded within the blockchain will be 
hashed and available to anyone with permission to view the block. However, the speci#c 
details of the transactions will be encrypted and visible only to users who receive a decryp-
tion key from the transaction manager. 

In the distributed transaction repository space several companies are working with the 
Linux Foundation’s opensource Hyperledger project. 16 Hyperledger is neither a tool nor a 
platform like Ethereum, but rather an umbrella strategy with multiple platforms for devel-
oping enterprise solutions. Whereas the focus of smart contracts, at least for the moment, 
is primarily on #nancial and insurance industries, Hyperledger’s focus is on allowing #rms 
to personalize blockchains to address the speci#c needs of their #rm. Hyperledger block-
chains are private and permissioned networks that can allow for smart contract transac-
tions (known as chain code) to occur. Channels within Hyperledeger, provide a private 
a subnet of communication and allow transactions between premised members, that are 
accessible only to permissioned network members. 

"e ultimate role that blockchain technology might play in the #nancial reporting process 
is still unknown. However, based on the current iteration of the technology, it appears that 
the most signi#cant role is likely to be on recording and storing transactions. At its core, 
the current blockchain technology is a shared data warehouse, the contents of which are 
veri#able by any member with access to the chain. "e fact that multiple members of a 
chain have a copy of the transactional history makes it di)cult, if not impossible, for #rms 
or individuals to change or alter past transactions without the other members of the chain 
knowing. Distributed transaction repositories’ potential to generate immutable records of 

16 Key member firms of Hyperledege include IBM, SAP, Intel, Oracle, and Microso(. For a full list of Hyperledge members see https://www.
hyperledger.org/members. 
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transactions will create a single shared record of transactions. Under traditional systems 
both parties would create a record of an exchange transaction, but under a distributed 
transaction repository only one record is needed. "erefore, each party has a record of 
the transaction that can be used in the production of their #nancial statements. Smart 
contracts can reduce human intervention in the recognition of the terms of exchanges. To-
gether these technologies will likely in*uence not only the production of #nancial state-
ments, but also the process of providing #nancial statement assurance. 

4. Independent Financial Statements Assurance

 4.1. Financial Statement Audit Process 

"e term audit refers to inspection or examination performed by someone other than the 
preparer or performer. More speci#c to this setting Rittenberg and Schweiger’s (2001, p. 
13), de#nition of an audit as a, “…systematic process of objectively obtaining and evaluat-
ing evidence regarding assertions about economic actions and events …” Accounting stan-
dards, such as US GAAP and IFRS, represent the established criteria to which auditors 
are to compare the #nancial statements. While the framework issued by the Committee 
of Sponsoring Organizations of the Treadway Commission (COSO) (2013), provides the 
criteria for testing the internal controls over #nancial reporting (ICFR). 

"e external auditor is typically engaged to assess three aspects of the auditee’s #nancial 
reporting process. First, did the auditee follow the accounting standards when record-
ing their business activities? Subsequent to the passage of the Sarbanes-Oxley legislation 
(United States Congress, 2002) a second assessment includes an evaluation of the e$ec-
tiveness of ICFR. "ird, are the amounts reported within the auditee’s #nancial state-
ments materially correct? During an audit, the external audit team performs procedures to 
obtain evidence allowing them to form an opinion on the reasonableness of the auditee’s 
claim that the #nancial statements are materially accurate and ICFR are e$ective.17 "e 
auditor then issues a report expressing their opinion on the #nancial statements and e$ec-
tiveness of the ICFR. Figure 3 presents a summarized overview of the #nancial statement 
auditing process.

17 While their discussion in detail is beyond the scope of this paper, two keys aspects of a financial statement audit are independence, and mate-
riality. Generally, independence in this setting means, not both not having a financial interest in an audit client, as well as maintaining an ap-
pearance of independence from the client’s management. Materiality refers to the fact that auditors are to provide “reasonable” not “absolute” 
assurance regarding the accuracy of the financial statements.
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Note: "e above diagram outlines the general lifecycle of the annual #nancial statement audit. "e 
process begins with the client engaging in and recording business activities. "e business activities 
are summarized to form the client’s #nancial statements. "e client makes assertions about the 
#nancial statements, and the external auditor performs audit tests to obtain evidence regarding 
the validity of those assertions. Based on the results of the audit tests, the external auditor forms 
an opinion about the degree to which the #nancial statements conform to reporting standards 
(e.g., U.S. GAAP, IFRS, or any local standards) and issue an audit report presenting the auditor’s 
opinion. "e client includes the auditor’s report when #ling their #nancial statements with the 
appropriate regulatory body. 

Figure 3  Life Cycle of a Financial Statement Audit

Note: "e above diagram outlines the general lifecycle of the annual #nancial statement audit. "e 
process begins with the client engaging in and recording business activities. "e business activities are 
summarized to form the client’s #nancial statements. "e client makes assertions about the #nancial 
statements, and the external auditor performs audit tests to obtain evidence regarding the validity of 
those assertions. Based on the results of the audit tests, the external auditor forms an opinion about the 
degree to which the #nancial statements conform to reporting standards (e.g., U.S. GAAP, IFRS, or 
any local standards) and issue an audit report presenting the auditor’s opinion. "e client includes the 
auditor’s report when #ling their #nancial statements with the appropriate regulatory body. 
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"e use of blockchains can impact this process in a few ways. First, some of the events 
which are related to the #nancial statements may now be executed by smart contracts. 
"us, the code actually plays a role in recording of economic transactions. "is means that 
the auditor must have a way to inspect the smart contract’s code, to have assurance that 
the terms of the contract are appropriate, and then perform relevant tests to verify the 
contract executes (and creates the requisite transactions) as designed. As some of the #rm’s 
assets are contained in a blockchain wallet, the auditor must con#rm that controls over 
the access to the wallet are su)cient (Accounting Blockchain Coalition Internal Controls 
Working Group, 2019).

 4.2 Management Assertions

When a company issues #nancial statements, its management explicitly or implicitly makes 
assertions (i.e., claims) regarding the #nancial statement’s adherence to accounting stan-
dards, the operating e$ectiveness of the ICFR, and the accuracy of the values reported. It 
is the auditor’s job to perform procedures so they can assess the validity of management’s 
assertions. In many ways, management’s assertions are technology agnostic, as it does not 
matter if the #rm records its transactions using paper and pencil, a spreadsheet, or an ERP. 
Regardless of the mechanism by which #rms store their transactional data, they must pro-
cess and present the data following reporting criteria. While a client’s choice in technology 
might in*uence the tools an auditor uses to assess the validity of management’s assertions, 
the technology cannot replace the need to perform the procedures. Table 1, presents man-
agement’s assertions as de#ned by both the PCAOB and the AICPA.18 

18 As this manuscript focuses on the external financial statement audits required by the SEC for publicly traded firms our discussion centers 
on the PCAOB’s defined management assertions. However, due to the significant similarities between PCABO and AICPA assertions, the 
conclusion drawn can be applied to both sets of assertions.
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Certainly, the state of enterprise blockchain technology within the #nancial reporting 
and #nancial statement auditing arenas is not very mature. Firms can choose among the 
various enterprise blockchain technologies to pursue, and to what degree they want to 
incorporate that technology into their #nancial reporting process. Di$erent levels of im-
plementation and adoption of di$ering blockchain technologies will impact the way in 
which transaction data is capture and maintained by the #rm’s information system. How-
ever, as noted above, smart contracts and distributed transaction repositories are currently 
at the forefront of enterprise blockchain solutions. Within the realm of those two block-

Panel B: AICPA Financial Statement Assertions - per AU §326.15 

Note: "is table presents management’s assertions regarding the company’s #nancial statements as de-
#ned by the PCAOB and the AICPA. Please see https://pcaobus.org/Standards/Auditing/Pages/de-
fault.aspx and https://www.aicpa.org/research/standards/auditattest/sas.html, for the complete set of 
PCAOB and AICPA auditing standards, respectively.

Table 1 Management’s Financial Statement Assertions

Panel A: PCAOB Financial Statement Assertions - per Auditing Standard 1105.11

��Existence or occurrence²$VVHWV�RU�OLDELOLWLHV�RI�WKH�FRPSDQ\�H[LVW�DW�D�JLYHQ�

GDWH��DQG�UHFRUGHG�WUDQVDFWLRQV�KDYH�RFFXUUHG�GXULQJ�D�JLYHQ�SHULRG��
��Completeness²$OO�WUDQVDFWLRQV�DQG�DFFRXQWV�WKDW�VKRXOG�EH�SUHVHQWHG�LQ�WKH�

¿QDQFLDO�VWDWHPHQWV�DUH�VR�LQFOXGHG��
��Valuation or allocation²$VVHW��OLDELOLW\��HTXLW\��UHYHQXH��DQG�H[SHQVH�FRPSR-

QHQWV�KDYH�EHHQ�LQFOXGHG�LQ�WKH�¿QDQFLDO�VWDWHPHQWV�DW�DSSURSULDWH�DPRXQWV��
��Rights and obligations²7KH�FRPSDQ\��KROGV�RU�FRQWUROV�ULJKWV�WR�WKH�DVVHWV��DQG�

OLDELOLWLHV�DUH�REOLJDWLRQV�RI�WKH�FRPSDQ\�DW�D�JLYHQ�GDWH��
��Presentation and disclosure²7KH�FRPSRQHQWV�RI�WKH�¿QDQFLDO�VWDWHPHQWV�DUH�

SURSHUO\�FODVVL¿HG��GHVFULEHG��DQG�GLVFORVHG��
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chain technologies, the aspects of the #nancial reporting process whose change is likely to 
be a$ected the most are the quality and storage of clients’ data and the clients’ accounting 
processes. Despite the level of implementation of these technologies, auditors still have 
a set of evidence gathering procedures as outlined in Table 2. "ese procedures are tech-
nology independent and therefore it is critical to consider how blockchains might impact 
evidence gathering. As a result, in the following pages, we provide a set of comprehensive 
examples that examine the potential impact on the external audit of changes to clients’ 
data quality and accounting procedures in relation to clients’ adopting distributed trans-
action repositories, or smart contract blockchain technologies. 
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5. A Set of Comprehensive Examples

While smart contracts and distributed transaction repositories share common elements, 
they can a$ect data quality and accounting procedures di$erently. "ey are also likely to 
be implemented by di$erent types of #rms, as they provide di$erent bene#ts. As a result, 
to facilitate our discussion of these technologies, we present an example of how a distrib-
uted transaction repository might a$ect the external audit of a #ctitious manufacturing 
#rm, named Fun Toys Inc., and how smart contracts might a$ect the external audit of a 
#ctitious #nancial services #rm named Mass-York Banking Corp. 

In our #rst example, let us assume that Fun Toys manufactures and sells various toy brands, 
including a line of dolls, a line of action #gures, and board games. Let us further assume 
that Fun Toys has implemented a blockchain based distrusted repository for the record-
ing of business transactions. In this example, we explore how changes to data quality and 
accounting procedures due to the adoption of a distributed transaction repository tech-
nology solution might a$ect the external audit of Fun Toys Inc. Table 3, Panels A and B 
present the potential relation between an external audit, and the e$ects of a distributed 
transaction repository on data quality, and changes to accounting procedures, respectively, 
of the #ctitious manufacturing #rm, Fun Toys Inc. 

In our second example, let us assume that Mass-York is a small bank with 15 branches in 
and between Boston and New York City. Let us further assume that Mass-York has an 
integrated blockchain based smart contract system that auto-executes transactions when 
a set of conditions are met. In this example, we explore how changes to data quality and 
accounting procedures due to the integration of a smart contract solution might a$ect 
the external audit of Mass-York. Table 4, Panels A and B present the potential relation 
between an external audit, and the e$ects of a smart contract solution on data quality, 
and changes to accounting procedures, respectively, of the #ctitious #nancial services #rm 
Mass-York. 

Each panel in Tables 3 and 4 follows the same organization. "e #rst column presents 
one of the #nancial statement assertions made by management from Table 1. "e second 
column presents a set of assumed #nancial statement balances, over the assertion(s). "e 

Table 2 Audit Evidence Gathering Procedures per PCAOB AS 1105
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Note: "e table describes speci#c audit procedures per AS 1105 of the PCAOB’s auditing standards. 
"e purpose of an audit procedure can be a risk assessment procedure, a test of controls, or a substantive 
procedure.
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third column outlines why the enterprise blockchain technology (a distributed transac-
tion repository in Table 3, a smart contract in Table 4) might provide validity to the #-
nancial statement assertion(s). "e fourth column outlines why the enterprise blockchain 
technology (a distributed transaction repository in Table 3, a smart contract in Table 4), 
might not provide validity to the #nancial statement assertion(s). "e #nal column pres-
ents what, if anything, the procedure from Table 2 auditor might consider doing to gain 
su)cient validation of management’s particular #nancial statement assertion(s). 

For the sake of simplicity, we provide a short description of the assertion here. Howev-
er, we refrain from reporting the #ctious #nancial statement values, or how blockchain 
technology might or might not validate the assertion, as well as from describing what 
additional procedures the auditor might perform, as that information is contained below 
within Tables 3 and 4. 

As shown in the #rst column, the #rst set of assertions shown in each panel of Tables 3 
and 4 is that of existence or occurrence. "e existence assertion, is primarily applicable 
to balance sheet line items, and relates to whether the assets or liabilities claimed by the 
company, via its #nancial statements, exist as of the #nancial statement date. Occurrence 
is the counter-part of existence and deals with the validity that the recorded transactions 
included in the #nancial statements, truly represent the events that occurred during a giv-
en period and is primarily applicable to the income statement. For exchanges captured in 
DTR the information about the exchange is immutable, it cannot be changed, and there-
fore there is a high level of assurance in the occurrence of the transaction. For transactions 
coded in smart contracts, there is also a high level of assurance on the existence of exchang-
es. "us, both block chain technologies provide a high level of assurance on the existence 
or occurrence assertation. 

"e second row of the #rst column of both panels of Tables 3 and 4 contains the com-
pleteness management assertion. "e completeness assertion addresses whether all of the 
transactions that should be included and represented within the #nancial statements are, 
and that only the transactions which should be include have been. Both technologies, 
distributed transaction repository and smart contracts, provide assurance for this asser-
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tion. However, the auditor would need to verify the controls over DTR while with smart 
contracts the auditor would need to reconcile the transaction activity. 

"e third row of the #rst column of both panels of Tables 3 and 4 contains the rights and 
obligations #nancial statement assertion within our example. "is assertion indicates that 
the company holds or controls the rights to the assets and is responsible for the liabilities 
and other obligations, as indicated on the #nancial statement, as of the #nancial statement 
date. With each of these technologies the information is cannot be changed without a 
signi#cant e$ort, which probably cannot occur in a timely fashion. "erefore, each of the 
technologies provides a high level of assurance that this assertion is supported. 

"e fourth row of the #rst column of both panels of Tables 3 and 4 contains the manage-
ment assertions of valuation or allocation. "is assertion relates to whether the #nancial 
statements report asset, liability, equity, revenue, and expense components at their ap-
propriate amounts. "is might include the recording of valuation adjustments to present 
assets at their fair or net realizable values. "is assertion is problematic for each of the 
technologies. In each case there are actions which are outside of the blockchain that have 
a signi#cant impact on valuation. For example, if a transaction represents an exchange 
with an outside supplier for inventory, with the result in a payable, the auditor must still 
perform additional procedures to verify that the inventory was received and that it has the 
appropriate value. "is implies that blockchain technologies do not replace the need to 
observe physical inventories.

"e #(h and #nal row of the #rst column of both panels of Tables 3 and 4 contains the 
management assertion of presentation and disclosure. As the term suggests, this assertion 
relates to whether the components of the #nancial statements are correctly classi#ed, de-
scribed, and disclosed. It also includes making sure that the #nancial statements include all 
of the required disclosures and the accompanying footnotes. Unfortunately, neither of the 
blockchain technologies can be relied upon for proper presentation. An auditor must rely 
on other controls to ensure that information is presented correctly.
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Enterprise Blockchain Technology Type: Distributed transaction repository Financial 
Reporting Process: Data Quality
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Table 3 Panel A Continued
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Table 3 Panel A Continued
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Panel B
Enterprise Blockchain Technology Type: Distributed transaction repository

"e aspect of the Financial Reporting Process: Accounting Procedures
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Table 3 Panel B Continued
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Table 4 Panel A
Enterprise Blockchain Technology Type: Smart Contracts

Mass-York Bank Corp. Example
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Table 4 Panel A Continued
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Panel B
Enterprise Blockchain Technology Type: Smart Contracts

"e aspect of the Financial Reporting Process: Accounting Procedures
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Table 4 Panel B Continued
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6. Conclusion

Since its introduction in 2008, the concept of blockchain technology has undergone rapid 
advances. "is has led to an expansion of the technology from the world of crypto-cur-
rencies into mainstream applications, such as smart contracts and distributed transaction 
repositories. While the processing of data via blockchain technology is typically automat-
ed, the quality and accuracy of the recorded transactions remain limited to the accuracy 
and correctness of the transaction parameters established within the blockchain source 
code. "e use of blockchain technology might reduce the potential for error due to human 
intervention during the processing phase of the accounting cycle. However, this reduction 
in risk will be o$set by an increase in the risk of error within the transaction processing 
source code of any blockchain tool. 

"e identi#cation of this transfer of risk is important, as it highlights the continued ne-
cessity for external assurance of #rms’ #nancial reports even within the realm of block-
chain-based accounting systems. While the recording of activity via a blockchain might 
occur outside the control of the management, the ability to provide accurate and reliable 
data to external stakeholders is reliant on the processes and procedures put in place by 
management. "us, while the adoption of blockchain might alter the manner in which an 
independent accountant obtains assurance over a client’s #nancial statements, it does not 
reduce or remove the need of an external assurance provider. 

By using both a distributed transaction repository and smart control example, this man-
uscript presents the potential relation between blockchain technology and the external 
audit process. In particular, it examines the following three questions. How might an En-
terprise Blockchain Distributed transaction repository validate the assertion? How might 
a Distributed transaction repository not validate the assertion? What additional proce-
dures might the auditor consider? "is manuscript presents the relationship between 
management assertation concerning information contained in #nancial statements and 
the implications that the use of blockchains have on these assertations. "is manuscript 
di$ers from studies on the e$ects of blockchain on accounting and auditing as it does not 
co-mingle blockchain with other emerging technologies, nor does it present a prototype 
of how the technology might be applied within a new accounting ecosystem. Rather 
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this manuscript strips away other new technologies to focus solely on the potential rela-
tion between blockchain technologies and the external audit of the #nancial statements 
by an independent accountant. 
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