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Abstract: Transmission of images securely through a channel can be ensured using cryptography techniques.
Encrypting an image with the help of chaotic maps provides security and authentication. This paper presents an
image encryption method that consists of three main steps: Sub-image shuffling, bit-level permutation, and
diffusion. The sub-image shuffling step is performed using a logistic map to increase the robustness of the
proposed method. In the bit-level permutation process, the highest four bits of each pixel are obtained. The bit-
level row and column transformations are applied using the sequences generated by a chaotic tent map. Finally,
in the diffusion step, the values of the image’s pixels are altered. Two different chaotic sequences which are
obtained from the logistic map and tent map are employed. Five different parameters are selected as the secret
keys for the encryption. The performance of the suggested method is tested with several analysis methods. Key
space analysis shows that the proposed method can withstand brute force attacks. It is also proven that the
method is highly sensitive to secret keys. Histogram analysis illustrates the fact that the encrypted image’s pixels
are uniformly distributed. Also, the correlation between the neighboring pixels is reduced in the encrypted image
compared to the plain image. The differential analysis demonstrates that the method is sensitive to the slightest
changes in the plain image even though the same secret keys are used.
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Kaotik Haritalarla Gergeklestirilen Alt-Goriintii Karistirma, Bit-Seviyesi
Permiitasyon ve Difiizyon ile Bir Goriintii Sifreleme Yontemi

Oz: Goriintiilerin bir kanal iizerinden giivenli bir sekilde iletilmesi kriptoloji teknikleri ile saglanabilir. Kaotik
haritalar yardimiyla bir goriintliniin sifrelenmesi, giivenligi ve kimlik dogrulamasimi miimkiin kilar. Bu makale,
i¢ ana adimdan olusan bir gérintii sifreleme yontemi sunmaktadir: Alt gériintii karigtirma, bit seviyesinde
permiitasyon ve difiizyon. Alt goriintii karistirma adimi, 6nerilen yontemin saglamligini artirmak i¢in bir lojistik
harita kullanilarak gerceklestirilmistir. Bit seviyesi permiitasyon isleminde, her pikselin en yiiksek dort biti elde
edilir. Bit diizeyinde satir ve siitun doniigiimleri, kaotik bir ¢adir haritasi tarafindan olusturulan diziler
kullanilarak uygulanmistir. Son olarak, difiizyon adiminda goriintiiniin piksellerinin degerleri degistirilmistir.
Lojistik harita ve ¢adir haritasindan elde edilen iki farkli kaotik dizi kullanilmistir. Sifreleme i¢in gizli anahtar
olarak bes farkli parametre secilmistir. Onerilen yontemin performans: cesitli analiz yontemleri ile test
edilmistir. Anahtar uzay analizi, 6nerilen yontemin kaba kuvvet saldirilarina dayanabilecegini gostermektedir.
Ayrica yontemin gizli anahtarlara kars1 oldukg¢a hassas oldugu da kanitlanmistir. Histogram analizi, sifrelenmis
goriintiinlin piksellerinin esit olarak dagildigin1 gostermektedir. Ayrica sifrelenmis goriintiide komsu pikseller
arasindaki korelasyon diiz goriintiiye gore cok daha azdir. Diferansiyel analiz, aymi gizli anahtarlar
kullanilmasina ragmen yontemin diiz goriintiideki ¢ok kiiciik degisikliklere duyarli oldugunu gostermektedir.
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1. Introduction

A secure data transmission from one point to another through a medium can be made possible using
encryption techniques [1]. Since traditional encryption techniques are not able to provide sufficient
security for the images [2], chaotic maps are widely used in the field of image encryption [3]. There
are several types of chaotic maps employed for image encryption due to their sensitivity to initial
values, ergodicity, determinacy, and pseudo-randomness [4,5]. Logistic map [6-8], tent map [9,10],
sine map [11,12], Henon map [13,14], Arnold’s cat map [15-17], Baker’s map [18], Chebyshev map
[19,20] are some examples of the chaotic maps utilized in image encryption.

Image encryption scheme generally consists of two steps. Firstly, the plain image’s pixels are shuffled
pseudo-randomly according to a secret key in the confusion/permutation step. Subsequently, in the
diffusion step, pixels’ values are changed [21]. These steps aim to reduce the resemblance between
the plain image and the encrypted image. In this study, the confusion step is performed using sub-
image shuffling and bit-level permutation. The sub-image shuffling makes the confusion step more
complicated which results in a robust scheme [22]. The bit-level permutation is the next operation of
the confusion step which is generally used to change both the positions and values of the pixels [23-
25]. To change the values of the pixels in the diffusion stage, two different chaotic sequences are
generated with the help of a logistic map and tent map. Pixel values are changed accordingly, and
each value of the updated pixel depends on the value of the previously updated pixel’s value. This
process can improve the scheme’s resistance against statistical and differential attacks [23,26].

The performance of the proposed image encryption method can be measured by several evaluation
metrics. Key space analysis evaluates the method’s resistance against brute-force attacks [25].
Theoretically, the secret key space must be larger than 2190 [27]. On the other hand, key sensitivity
analysis shows how much the encryption is sensitive to the selected secret keys. The decryption of an
encrypted image with a slightly different secret key must produce a completely different image than
the plain image [28]. Histogram graph is another evaluation metric that should be uniform in the
encrypted image so that the scheme can prevent statistical attacks [29]. In the correlation analysis,
the correlation coefficients between adjacent pixels are computed in horizontal, vertical, and diagonal
directions. The encrypted image’s adjacent pixels must have a low correlation which means the
correlation coefficients must be very close to 0 [30]. Finally, Number of Pixel Change Rate (NPCR)
and Unified Average Changing Intensity (UACI) metrics can be used to perform differential analysis.
Although NPCR and UACI tests are criticized in the literature [31] such that they are not sufficient
to comment on an encryption scheme’s security, they are still widely used as an evaluation measure
along with other metrics [32-35]. In this paper, the aforementioned evaluation metrics are used as
analysis methods for the proposed encryption scheme

The organization of the paper is given as follows. In the Materials and Methods section, the encryption
method is explained in detail. The Results and Discussion section includes experimental results and
performance analysis of the suggested method. Finally, concluding remarks are presented in the
Conclusion section.

2. Material and Methods

The proposed image encryption method consists of two steps. In the first step, the plain image is
confused using two shuffling operations. Initially, the original image is divided into 4 blocks and each
block is further subdivided into 4 sub-images. In total, 16 different sub-images are obtained. The
blocks and the sub-images in each block are shuffled pseudo-randomly using the chaotic logistic map.
Subsequently, a bit-level permutation process is implemented on the highest four bits of each pixel
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using the tent map to complete the confusion process. Secondly, in the process of diffusion, the
shuffled image’s pixels are changed using the logistic map and tent map.

2.1. Sub-image Shuffling

Sub-image shuffling is the first process to enhance the complexity and robustness of the proposed
image encryption method. The plain image is split into 4 same-size blocks namely A, B, C, and D.
Those square blocks are then divided into 4 same-size sub-images which are labeled as 1,2,3, and 4.
A, B, C, D blocks and the sub-images in each block are shuffled independently using the same logistic
map. The logistic map which is used to shuffle the blocks and the sub-images can be written as in
Equation 1.

Xnt1 = HxXp(1 — xp) 1)

where u is the control parameter which is in the interval of (0,4]. The output sequence x,, is in between
0 & 1 while x, represents the initial value of the logistic map. If the control parameter u is chosen
approximately 3.56995 or larger, a pseudo-random chaotic sequence like {x,},-, can be generated
by iterating the logistic map.

The chaotic sequence could be employed to create 5 different arrays. One of the arrays is used to
scramble A, B, C, and D blocks while the other four arrays are used to shuffle the sub-images in the
blocks. Each array consists of integers 1, 2, 3, and 4 in a pseudo-random order. Equation 2 should be
iterated sufficiently to obtain the shuffling arrays.

A = mod(floor(xy x 101°),4) + 1 (2)

where A is an integer in between 1 and 4. The floor operator outputs the greatest integer less than or
equal to the multiplication result. xx denotes the value of the Kth element of the chaotic sequence
obtained by (1). K is incremented in each iteration of (2) in which the values in the sequence
{xXk, Xk 11, Xk 42, XK 43 ---} @re used until the shuffling arrays are obtained. For example, if the shuffling
array is calculated as [2 1 4 3], then the second sub-image moves to the upper left, the first sub-image
moves to the upper right, the fourth sub-image moves to the bottom left, and the third sub-image
moves to the bottom right position. All blocks and sub-images are shuffled according to the shuffling
arrays. It is clear that the neighboring pixels are highly correlated in the plain image. To reduce this
strong correlation, sub-image shuffling and bit-level permutation are both implemented to accomplish
confusion of the plain image.

2.2. Bit-level Permutation

A pixel of a grayscale image has 256 different brightness values ranging from 0 to 255; therefore, a
pixel can be represented by an 8-bit binary number. Obviously, more significant bits contain more
information about the grayscale image. The binary image representations of the four most significant
bits for the cameraman image are shown in Figure 1. In this figure, the rightmost binary image shows
the most significant bits of the pixels of the cameraman image. This binary image is the most similar
to the original image. Actually, the four most significant bits shown in Figure 1 contain approximately
94% of the original image’s information [24]. For that reason, the bit-level permutation is only
implemented on these most significant bits to reduce the execution time of the encryption algorithm.

Bit-level permutation and pixel-level permutation are different from each other. While pixel-level
permutation aims to change the positions of the pixels, the bit-level permutation process both changes
the positions of the bits and so the values of the pixels.
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Figure 1. Binary image representations

Given an original grayscale image of size M x N, P, represents the value of the pixel at (x,y)

position. Each pixel value is converted into 8-bit binary values so that any pixel can be expressed as
a vector of binary numbers as given in (3).

pixelyy, = {Px,y(l);Px,y(z): ---:Px,y(8)} 3)

where P, (i) represents the ith bit of the pixel value at (x,y) position of the image. A matrix

consisting of one of the highest four bits of the pixel values is shown in (4) where j = 5,6,7,8.
Bg, B;, Bg and Bg binary matrices are formed using Equation 4.

Pia) - Pin()

B; = : . :
Py () Pun()

J

(4)

The bits in the binary matrices are permuted according to the values generated by the tent map. The
tent map T (x) can be defined iteratively as in Equation 5.

_ o uxp ifx, <0.5, (5)

T() = Xney = { u(1 —x,) otherwise,

where u € [0,2] is a control parameter, and x,, is in between 0 and 1. If the initial value x, € [0,1],
then T'(x) : [0,1] — [0,1]. A chaotic orbit {x,, x1, x5, ... }n=o Can be generated if the control parameter
is in between 1 and 2. This chaotic sequence should be sensitively dependent on the initial conditions.
In Figure 2, two time series plot of an iterated tent map is shown where the initial conditions are set
to be 0.2 and 0.20001 and the control parameter is 1.999. It can be observed from Figure 2 that
different initial conditions produce a unique sequence of numbers even if the initial conditions are
very close to each other. The produced numbers are deterministic, aperiodic, and bounded between 0
and 1 which implies that the system in (5) has chaotic dynamics given the mentioned conditions.

Given a binary image of size M x N, the bit-level permutation process is implemented using the
following steps:

e The chaotic tent map given in (5) is used to produce the sequence S; = {X441, Xa+2s > Xa+m}
where a is defined as the number of nonzero elements of the binary image matrix.

e Similarly, another chaotic sequence S, = {Xp41, Xp+2, -, Xp+n} 1S generated using the tent
map where b is the total number of zero elements of the given binary image matrix.
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Figure 2. Time series plot of tent map for two different initial values

e Theelementsin S; and S, are sorted in ascending order. Next, the sorted elements’ positions
are found in the original sequences. Thus, two position arrays S, = (rq, 13, ...,7y) and S, =
(¢4, €3, ..., Cy) are obtained.

e Firstly, the row transformation is performed on the binary matrix using S, elements. For
instance, r;th row is moved to the first row, r,th row is moved to the second row and so on.
Then, the columns of the binary matrix are scrambled using the sequence S,. Similar to the
row transformation, c;th column is moved to the first column, c,th column is moved to the
second column and so forth.

e This bit-level permutation process is performed for Bg, B, B; and Bs binary matrices. Then,
permuted and unpermuted binary matrices are combined to form the ciphered image.

When this bit-level process is applied to the binary image representations shown in Figure 1 by
iterating a tent map with 4 = 1.999 and x, = 0.2, the scrambled binary images displayed in Figure
3 can be obtained. In this process, x, value can be employed as the secret key.

Figure 3. Scrambled binary image representations

2.3. Diffusion

When the sub-image shuffling and the bit-level permutation are completed, the diffusion process is
implemented to get the encrypted image. The diffusion process aims to change the values of the pixels
so that better encryption that resists differential and statistical attacks is possible. The diffusion
operation is described as follows.
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e Assume animage Iy IS obtained after the sub-image shuffling and the bit-level permutation
processes. This image matrix is converted into a one-dimensional vector I; 4 yn by scanning
each element horizontally starting from the upper left element.

e Equation (1) s iterated L,+ MN times and the chaotic sequence x; =
{xL0+1,xLO+2, . XL, +MN—1} 1S Obtained. Similarly, Equation 5 is iterated T, + MN times to
get another chaotic sequence x, = {XT0+1,XT0+2, s X7 4mn—-1}- Lo, To € Z and initial values
of the chaotic functions are the secret keys for the diffusion process.

e The chaotic sequences are converted into integers between [0,255] using the following
formulas.

L(i) = mod(floor(x,(i) x 1019),256) i=12,..,MN (6)
T (i) = mod(floor(x,(i) x 101°),256) i=12,..,MN (7)

e Finally, the diffusion operation is implemented as expressed in Equation 8 using the sequences
given in (6) and (7). Here, @ works as the bitwise XOR operator, and C represents the
ciphered final image. All pixel values are altered sequentially, and the new value of each pixel
depends on the value of the previous pixel. When the diffusion process is over, the ciphered
one-dimensional vector of size 1 x MN is reshaped to form an M x N matrix.

(1) = 1(1)® (mod((L(1) + Ty), 256)@mod ((T(1) + Lo), 256) )
(8)
cCH=IODCE-1)D (mod((L(i) +Ty),256)@mod((T(Q) + Lo), 256))
wherei = 2, ..., MN.

The overall encryption architecture suggested in this work is shown in Figure 4. The ciphered image
can be decrypted by following the above steps in reverse order.

Logistic =
Map ['ent Map
| [

it iy Bt 1

I |

I I
Plain I | Sub-image | Bit-level Vo e | Ciphered
Image | Shuffling " | Permutation } *  Bitfusion "] Image

| |

I |

I I

Figure 4. The encryption architecture
3. Results and Discussion

3.1. Experimental Results

The experimental analysis of the proposed encryption method is performed using MATLAB 2017b

in a PC with an Intel Core i7 processor (2.80 GHz) and 16 GB RAM. Cameraman image which is a

standard grayscale image with a size of 256 x 256 is used as the plain image for the experimental

analysis. Figure 5a shows the original Cameraman image, Figure 5b is the image after sub-image
713
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shuffling, Figure 5c¢ displays the image after bit-level permutation and Figure 5d is the final ciphered
image.

L)

Figure 5. (a) Plain image (b) The image after sub-image shuffling (c) The image after bit-level
permutation (d) Ciphered image

3.2. Key Space Analysis

The set of all possible keys constitutes the key space that must be sufficiently large to resist brute-
force attacks. The key-space must be larger than 2199 to be secure [27]. In this work, five different
variables are determined as the secret keys. In the bit-level permutation process, the initial value of
the tent map (x,,) which has a precision of 107* is the first secret key. Similarly, the initial values
of the tent map (x,,) and logistic map (x,3) used for diffusion are other keys which have a precision
of 1071°, Also, L, and T, values can be utilized as secret keys whose range are assumed to be in
[0,255]. Therefore, they can be represented by 8 bits. The key space can be computed as in (9). The
key space size is far larger than the required size which implies that the method meets that necessary
condition.

Key Space = 10 x (10'9)2 x (28)% ~ 2129 > 2100 )
3.3. Key Sensitivity Analysis

An efficient image encryption method should be sensitively dependent on the exact values of the
secret keys. A small change in one key must cause a totally different decrypted image even if the
other keys are correct. The following keys are chosen to test the key sensitivity of the proposed
method.

Keys = [xo1, %02, %03, To» Lo] = [0.2,0.2,0.399999999, 200, 150] (10)
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Figure 6a illustrates the resulting image if the ciphered image is decrypted with correct keys as given
in (10). Figures 6b, 6¢, 6d, 6e, and 6f show that even a minor change in only one key results in a
wrongly decrypted image. This proves that the encryption method is sensitive to secret keys.

Figure 6. (a) Decryption with the correct keys (b) Decryption with the wrong key: xy; = 0.2 +
10~1* (c) Decryption with the wrong key: x,, = 0.2 + 10719 (d) Decryption with the wrong key:
Xo3 = 0.3999999999 — 10710 (e) Decryption with the wrong key: T, = 201 (f) Decryption with

the wrong key: L, = 149

3.4. Histogram Analysis

The distribution of the pixel values of an image can be visualized by a histogram graph. A securely
encrypted image must have a uniform distribution of pixel intensity values so that statistical attacks
can be made infeasible. If the pixel values of the ciphered image are not uniformly distributed, an
attacker may obtain a certain amount of information about the image using statistical analysis. Figure
7a shows the histogram of the plain Cameraman image and Figure 7b illustrates the histogram of the
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encrypted image. The histogram of the encrypted image shows a uniform distribution which proves
that the encryption method can resist statistical attacks.
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Figure 7. (a) Histogram of the plain image (b) Histogram of the encrypted image
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3.5. Correlation Analysis

There is a high correlation between neighboring pixels of the plain image in the horizontal, vertical,
and diagonal directions. To evaluate the correlation between the neighboring pixels, a metric which
is called the correlation coefficient can be used. The correlation coefficient is expressed as in (11).

Covariance(x,y)

Pxy = 11
i \/ Variance(x)Variance(y) (1)
The covariance and variance functions are given in the following equations.
n
1
Covariance(x,y) = EZ(xl- —E)(yi —EW)) (12)
i=1
1 n
Variance(x) = EZ(xi — E(x))? (13)
i=1
n
OEESY (14)
x) = = 1 X;
1=

where x and y are the values of the neighboring pixels and n is the total number of randomly chosen
pixels. The proposed method aims to reduce the correlation between the neighboring pixels.

Table 1. Correlation coefficients of different images
Correlation coefficients

Horizontal Vertical Diagonal
Plain image (Figure 5a) 0.93163 0.96171 0.90667
The image after sub-image shuffling (Figure 5b) 0.92877 0.95400 0.89272
The image after bit-level permutation (Figure 5¢)  0.23640 0.09901 0.03908
Encrypted image (Figure 5d) -0.00421 0.00718 -0.00857
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Therefore, the correlation coefficient of the plain image can be around 1 but the correlation coefficient
of the encrypted image should be close to 0. Table 1 displays the calculated values of the correlation
coefficients of different images given in Figure 5. Each correlation coefficient is computed by
selecting randomly 10,000 pairs of neighboring pixels from the regarding the image. The correlation
coefficients of the encrypted image are very close to 0 in all directions which means that the
encryption method can resist a statistical attack.

Figure 8 illustrates the distribution of two neighboring pixels in all directions for the plain image and
the encrypted image for 10,000 randomly chosen pixel pairs. It can be observed from Figure 8a,
Figure 8b, and 8c that the neighboring pixels in the plain image are correlated. However, Figure 8d,
Figure 8e, and Figure 8f show that the neighboring pixels of the encrypted image are randomly
distributed all over the graph.

250 5 =] 250 e 250

200 200

1
=3
3

o
=

2
3

pixel gray value at {(x,y+1)
=)
8

pixel gray value at (x+1.y)
pixel gray value on at(x+1,y+1)

50 - 50

0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250
pixel gray value at (x,y) pixel gray value at(x,y) pixel gray value at(x,y)
(a) (b) (c)

250

200

pixel gray value on at(x+1,y+1)

pixel gray value at (x+1y}
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(e

Figure 8. Correlation of neighboring pixels in the plain image: (a) Horizontal (b) Vertical (c)
Diagonal. Correlation of neighboring pixels in the encrypted image: (d) Horizontal (e) Vertical (f)
Diagonal.

3.6. Differential Analysis

Two evaluation measures can be used to test the encryption method’s resistance against differential
attacks: Number of Pixel Change Rate (NPCR) and Unified Average Changing Intensity (UACI).
NPCR finds the rate of the different number of pixels between two encrypted images and UACI finds
the average difference of intensities between two encrypted images. The encrypted images whose
corresponding plain images have only one pixel difference must be obtained using the same secret
keys. NPCR and UACI are calculated as in (15) and (16), respectively.

N M
1
_ 1000
NPCR MxNZZD(L,]) 100 % (15)
]: =
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N M
1
Z—E c N oo 0
UACI M X N X 255 1|E1(L,]) E,(i,j)| x 100 % (16)

j=1i=
where D(i, j) is defined as in (17).

.. 0 if E;(i,j) = E»(i,))
b@n _{ 1if Ey(i,)) # Es(i, ) (17)
One pixel is picked randomly from the plain image and its value is changed to create a slightly
different plain image. Those two plain images are encrypted using the same secret keys so that two
encrypted images E; and E, are found. This operation is repeated 50 times for different pixels. The
average NPCR and UACI values are found as 98.0774% and 33.2384%, respectively. These results
show that the proposed method can resist differential attacks because NPCR and UACI values are
very close to their optimal values.

4. Conclusions

This paper proposes a new image encryption method that is based on sub-image shuffling, bit-level
permutation, and diffusion stages. The sub-image shuffling is performed with the help of a chaotic
sequence generated by a logistic map. The tent map is used to permute the highest four bits of the
pixels. The diffusion phase employs both chaotic maps to alter the values of the pixels. The encryption
method’s key space is proven to be large enough to resist brute-force attacks. The key sensitivity is
also shown. Even a tiny change in only one key results in a totally different decrypted image.
Histogram graph and correlation coefficient calculations show that the pixels of the encrypted image
are randomly and uniformly distributed which is a sign of good encryption. Differential analysis
confirms that the method is very sensitive to a change in plain image. To sum up, the offered method
is secure and efficient and can be applied in field image encryption.
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