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Abstract — In 10T ecosystems, the interaction of devices with each other creates a perfect environment but there are
heterogeneous nodes that will supply a variety of services. In the intelligent environment, devices with various processing
capacities may operate together and communicate transparently with one other and with users. These 10T gadgets are frequently
exposed to the public and interact over wireless channels, making them vulnerable to malicious attacks. ON-OFF attacks (OOAS)
are regarded as one of the 10T"s trust threats. In these attacks, the malicious nodes alternate between behaving well and behaving
badly, jeopardizing the network if they stay trusted nodes. In this paper, we introduce a model to enhance trust management in
10T to detect (OOAS) with the help of Artificial Neural Networks (ANN) to analyze the statuses (ON-OFF) and radio messages
for each node which in turn assesses the resource trust automatically in 10T. We implemented our experiment by using Contiki

Operating System (OS) and analyzed the data with Microsoft machine learning studio (MMLS) to display the results.
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I. INTRODUCTION

In 10T network security is of great importance in real-life
applications. Security in the realm of communications and
networking has been the subject of much research [1]. Special
attention is paid to trust management because the trust may be
integrated into communication and network protocols design.
In addition, the need for cooperation between participating
nodes is critical in the development of trust relationships as
these determine the availability, dependability, and secure
operations of the network [2,3].

The trust management idea was proposed as a way to address
issues like key management, authentication mechanisms, and
safe routing. The open problem to solve is to come up with an
efficient trust computation method for an loT device acting as
a service requester to dynamically assess the service
trustworthiness of another 10T device acting as a service
provider while taking into account the target 10T device's
service history and its social relationships with other loT
devices [4]. Although problems are due to the complexity,
characteristics, and nature of the 10T, other problems arise.
The latter is due to the wrong understanding of the need for
trust management, as well as to the complexity of the trust
management system itself. The most relevant issues that can
disrupt trust are interoperability and dynamicity [5]. The
multiservice approach is one significant feature of 10T that has
not been explored in trust systems for sensor networks [1,6,7].
There are heterogeneous nodes in 10T ecosystems that can
provide various types of services [1,4,7]. Each service
necessitates a unique set of resources from each node. Indeed,
any computer may connect or detach from the network at any
moment, causing a variety of network conditions to change
and communication to be disrupted. In these circumstances,
the trust management system must respond to any changes in
the environment by updating itself [5,8].

ON-OFF attacks (OOAs): A good and bad service is
respectively provided by the malicious node. The objective is
to maintain its integrity and to undermine the network by
offering good advice for malicious nodes and bad advice for
trustworthy nodes [1,2,5,9]. This attack also takes advantage
of the complex properties of confidence by contradictory
behaviors. OOAs are, on the other hand, a selective form of
attacks [1,2,7,9].

The malicious devices will randomly provide good and bad
services to avoid being classified as a node of low trust. An
OOA attacker often has different characteristics to deal with
various neighbors to gain incompatible opinions of trust of the
same node. The use of conventional trust management systems
is difficult to detect this type of attack [2,7].

The goal of this study is to enhance trust management in the
0T environment by detecting OOAs based on the behavior of
this kind of attack: Status (ON-OFF) and inconsistent behavior
of each node. One is based on Artificial Neural Networks
(ANN) that assists the network in detecting any inconsistent
behavior. And another, to analyzing the status (ON-OFF) and
the time for each node that is being exploited by the attacks.

Il. RELATED WORKS

Several trust management systems have been suggested for
wireless networks, such as ad hoc and sensor networks, etc...
[1]. Recently, some trust management research has been
conducted in the 10T. As we got that managing trust in the
Internet of Things is still an open issue for researchers [1-9]
they have addressed many problems related to the 10T. One of
these problems is related to the attacks.

The researchers divided the attacks in the 10T into Self-
promotion attacks (SPA), Bad-mouthing attacks (BMA),
Ballot-stuffing attacks (BSA), Opportunistic service attacks
(OSA), and OOAs [5,8,10]. In SPA attacks, the malicious node
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manipulates  its  reputation by  providing  good
recommendations for itself [5,8]. In BMA attacks the
malicious node manipulates the reputation of another trusted
node by providing bad recommendations for it [8]. BSA
attacks are also known as Good-mouthing attacks. In these
attacks, some malicious nodes can cooperate to trigger the
attack. One malicious node manipulates the reputation of
another malicious node by providing good recommendations
for it [5,8,10]. OSA attacks the malicious node attempts to
become opportunistic by providing a good service to keep its
reputation high. The aim is to cheat with other malicious nodes
to carry out bad mouthing and good mouthing attacks [8,10].

Since the limits of trust management approaches have been
studied, the OOAs are of special significance. because it
alternately, masquerading as a good node (trusted node) and a
bad node (untrusted node), this attack will lead the system to
interpret a bad node's behavior as a momentary mistake. After
that, the rogue node is activated and no longer visible on the
network and growth fast. The OOAs are present in two
statuses: The ON status is considered an attack status (active
node), whereas the OFF status is considered normal (inactive
node). The attacker alternates between these two statuses. In a
recent study [9] this newly introduced reward and punishment
system was discovered to be the only way to protect against
OOAs in 10T environments. Accordingly, on a per-node basis,
it calculates the trust value and is extracted from direct
observations to provide the service relevant to nodes. This
technique takes a lot of time and consumes resources.

Our paper is based on the authors in [11] who used machine
learning to detect some attacks in 10T such as the Blockholes
Attack by helping the Intrusion Detection System (IDS). Also,
we depended on the survey on machine learning-based
intrusion detection approaches [12]. In addition to that, the
authors in [13] proposed a gateway-based trust management
system and an algorithm for the computation of trust for the
devices. Our method relies on ANN to help us analyze the
behavior of OOAs based on the dataset that was generated via
the Contiki OS simulator and then classified into normal and
malicious nodes. Table I presents the type of attacks in the loT
and the kind of method which is used to solve them.

Table I. Types of attacks in 10T and used methods

Studies and Used Method

attacks type
SPA Direct service quality trust assessment and

[8] feedback propagation.

BMA Credibility to rate a recommender
[8,10] '
BSA Honesty trust assessment and feedback
[4,8] propagation.
OSA Adaptive to adjust the weights of direct and
[8,10] indirect service quality trust dynamically
O[S]A Reward and punishment scheme
OOA Artificial Neural Network Multi-Layer

Our Method Perceptron (ANNMLP)

I11. THE SCENARIO OF ON-OFF ATTACKS

The support multiservice approach is an important feature of
the 10T. OOAs are regarded as a type of selective attack.
Malicious nodes that perform actions based on the type of
service they provide to other nodes in the network can target
multiservice loT architectures. To avoid being classified as an
untrust node, malicious devices may provide both good and
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bad services at random. In order to achieve inconsistent trust
opinions of the same node, an OOA attacker might act
differently with various neighbors. Traditional trust
management methods have a hard time detecting this type of
attack. In the OOAs, malicious nodes stop providing services
that are offered on the network. This attack exploits the
dynamic properties of trust through time-domain and
inconsistent behaviors. OOAs are exploited between nodes by
two gaps in the network.

A. Through Time

OOAs have two statuses: The ON status is considered the
attack status while the OFF status is a normal state and the
node behaves like a good node. The attacker switches between
these two statuses. When a node (j) is still ON status (active
node not in idle status). It maybe brings any malicious node.
Like, Fig. 1 scenario, node 2 fetch malicious node 4 between
multiservice.

i
@ 3 OFF =
@

Fig.1 OOAs scenario

B. Inconsistent Behaviours

By behaving as a good node and as a bad node alternately,
sending a good node (trusted node) and another bad node. In
other words, the malicious nodes alternately behave well and
badly by sending trusted data and untrusted data, which makes
the node's ability to receive data in doubt.

IV. METHODOLOGY

A. Proposed Model to Detect ON-OFF Attacks

Our paper aims to enhance trust management in the Internet
of things to detect OOASs based on the features that exploit the
network through it under multi-service conditions. A
Multilayer Perceptron (MLP) neural network is applied in the
research work for detecting attacks in computing fields. In our
paper, we initialized a real dataset based on the OOAS'
behavior. According to the described OOAs above, In the
network area, by using Contiki OS, we initialized a real
network to capture the statuses of each node (ON-OFF status)
and, at the same time, capture the radio message parameters
for each node to manipulate inconsistent behavior. Our
proposed model consists of three phases to detect attacks as we
describe in Fig. 2.

Simulation Neuarl Network

Preprocessing

File.PCAP

WTREQKR'K'

MALICIOUS NODE
NORMAL NODE

Fig.2 ON-OFF attacks model
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e Simulation Phase: The open-source Contiki/Cooja
simulator is used in the simulation process to produce
data packet information that is similar to real-time
data packets. For further processing, the packet
capture file (.pcap) developed by the Cooja simulator
is first converted to the CSV file format.

e Pre-processing Phase: Pre-processing stages such as
feature extraction and normalization will be
performed on the CSV files. In this step, the dataset
will be able to feed into the MLP network after this
phase is completed.

e ANN Phase: In this phase, the pre-processed datasets
are produced, which consists of a mixture of radio
messages and ON-OFF status for each node. Then the
dataset is fed into an ANN system. The input, weight,
and bias values are adjusted. The input represents the
features for each node based on OOAs and how it
works. The initial weight for each node is zero.

ANNMLP is a convenient way to discover any inconsistent
change by learning from the recurring characteristics of each
node. Then it classifies the data based on the features of the
node, either a normal or malicious node. Also, one important
thing is the status of the nodes that OOAs exploit the time
when the node is still ON. It could bring any malicious or
untrustworthy node. The features of node status consist of a
status node ON, a timeline, and the log-output for each node.
Additionally, there are extra features. Through this, the ANN
can monitor and classify the node statuses. We discarded the
status of nodes when they were OFF-status because the node
in idle mode doesn't affect any node maliciously. Equation 1
represents the status calculation for each node.

k
SE] = Z Wnggtus (1)

x=0

SEjrepresents the statuses ON for node j where j, T, k are the
number of nodes, the timeline for each status ON and the
number of ON status per node, respectively. W represents the
adjacent factor status initialized by zero.

In our model, just we focused on the features through which
OOAs exploit the network, like information of radio messages
that consists of time, information of node, node number, type
of protocol, source, and destination. Equation 2 represents the
trusted equation calculation between nodes.

N
TE] = Zwiti (2)
j=0

TE; represents the trusted equation between nodes and ti, wi
represents the trusted value, adjacent factor between nodes
respectively. Through these parameters, the ANN itself can
detect any inconsistent behavior by learning from repeated
data, then it classifies the normal or malicious nodes. The
parameters SE; and TE; will be entered into the ANN as
features for node j. Equation 3 represents the trusted
calculation for node j between nodes.

TG = TEj; +SE; ©)

Our proposed model consists of three main phases as we
described in Fig. 2. Additionally, Application program
interface (API). The input for our model 10T simulation dataset

generated by Contiki-Cooja simulator and the output
ANNMLP Model for classifying attacks.

In simulation phases, we initialized 20 sky motes one is the
Sink node and which represents the root and the others are
senders. We captured the .pcap file using a 6LOWPAN packet
analyzer. In this phase, we monitored and analyzed all the data
that come from each node especially, the data which we need
to detect OOAs attacks based on the time and the statuses for
each node, and through which the node will be exposed to any
attack. Furthermore, other features like the source of the node
to know the source of attacks and break it.

We utilized a Machine Learning Studio (MLS) in our paper
since it provides a versatile and configurable framework for
ML. Each step of this procedure is carried out by a different
sort of module, which may be changed, added to, or removed
without affecting the rest of our experiment. In Pre-processing
Phase, the CSV files will undergo the pre-processing stages
then the data ready to fitting into ANNMLP. We split the data
into 70 % training data and 30 % testing data throughout the
neural network phase. The training data comes from the
features and parameters of each node, which are put into the
learned model, and then into the MLP network, which
classifies the nodes as normal or malicious.

The score A machine learning model, also known as
prediction, is the method of producing values from new input
data using a trained machine learning model. Model
evaluation, evaluates a scored classification or regression
model using standard metrics. This model, we can learn the
accuracy, precision, recall, and F1 score for our model. Fig. 3
shows the full proposed model and flowchart for our model.

e %o JR—
. . .pcap » Wireshark ? .csv 4
Simulation phase
[ Start the simulation ]
T ‘ ON-OFF Dataset ‘7
S/ -7 | |,
-Peap Tes Select column in dataset .E.
o
n [ -
I Convert to .CSV format I ‘ Normalize data ‘ §
o
2
1 N | N N
I Perform preprocessing I spilt data o
1 |
I Artificial neural network I Artificial neural network

gl »
‘ ANN |:I|hase‘ ‘

Malicious

; ; | |
Classification Train Model
| |
Normal
nodes

Nodes
Fig.3 Proposed model and flowchart

|
Results

B. System Implementation

In the COOJA simulation framework included in Contiki-
OS, we introduced trust management schemes and built our
simulation environments. Table Il shows the network area
configurations in Contiki OS.
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Tablel Network configuration

Network Settings
Simulator: Cooja under Contiki 7.2 OS
Radio environment: Unit disk graph medium (UDGM)
Network area: 180 m x 180 m
Type: Sky mote
Number of nodes: 20 senders and 1 sink
Range of nodes: Trans. range: 50 m
Physical layer: IEEE 802.15.4
MAC layer: IPv6
Network layer: RPL
Transport layer: UDP
Simulation duration: 5 h

Contiki MAC is a task cycle system that allows nodes to save
energy by turning off their radio for the majority of the time
while still relaying multi-hop messages.

We initialized 20 motes as a sender and one mote as a root.
Three of these nodes are vulnerable to any risk, not a malicious
node but maybe bring any malicious node because the status
of these nodes are active all time. Two nodes work as
malicious nodes while the other nodes are normal. After
configuring the network, the window shown in Fig. 4. appears.

hd Network —J[OJIx

Collectview -= Mote: 140 bytes

1837 bvtes

Mote -= Collectview:

Fig.4 Network Area

Nodes 4,8,12 are vulnerable to any risk because the status
ON for these nodes is active all the time. In other meaning
these nodes send and receive data. Nodes 9 and 10 are
malicious, whereas other nodes are normal. To apply the
behavior of OOAs we wrote simple code to ensure nodes
4,8,12 are in active mode all the time by using the time delay
function as shown in Fig. 5.

“|e Edit Analyzer View | Radio on (%) \RadioTx(%) | Radio RX (%)
. | Time |From |To  |Data Skyl ;32: ggg& ggx
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00:01.601 2 [3d] 64:15.4 D 0012:74... s — e

Ml 00:01.605 2  [4d] 64 15.4 D 0012:74... WIS -

00:01.611 2 [3d] 64: 15.4 D 0012:7 ik B5Tik
00:01.615 2 [4d]  64: 15.4 D 00I2:74... > 5
) 00:01.618 2 [4d] 64: 15.4 D 0012:74. .. gg; ‘1).07070:0% gggz: gg:’:
00:01.620 2 [4d] 64: 15.4 D 0012:74... sy % i e
00:01.65 2 [4d] 64: 15.4 D 0012:74... %10 g5t e At
00:01.628 2 [3d] 64: 15.4 D 0OI2:74... sl T o e
M8 00:01.632 2 [3d] 64: 15.4 D 0012:74. . Sy12 TR i
00:01.679 1 [3d] 64: 15.4 D 0O12:74... Sy13 TS o R
Wl 00:01.683 1  [4d] 64 15.4 D 0012:74... R bt g
00:01.690 1 [4d] 64: 15.4 D 0012:74... T e o T
av = | AVERAGE  20.73% 0.09% 0.29%

EE 802.15.4 DATA 1 = 3
lom ABCD/0012:7402:0002:0202 to ABCD/FFFF Node 4,8,12 status sill active(ON)
v6 all-fime --->vulnerable to any risk
6 ICMPV6 TC = 0 FL: 0 T

L A vli | Print to console/Copy to cipboard | Reset |

Fig.5 Radio messages and statuses
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Based on the behavior of OOAs which works as bad and
good behavior alternately we considered the malformed packet
as a malicious node because the nodes that received the
malformed packet one-time receive and resembled the packet,
so we considered trusted nodes, and another time it can't
resemble the packet also we considered untrusted nodes.
Therefore, these are the reasons for our choice of the
malformed packet which plays a scenario OOAs (inconsistent
behavior). Fig. 6. lllustrates the events for malicious nodes 9
and 10 respectively.
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Fig.6  Malicious nodes events

Fig. 7. represents the real implementation of Fig. 3 for our
model in MMLS.

Training experiment Predictive experiment

ON-OFF-Attacks [Predictive Exp.]

Web service input

ﬁeﬁ ON-OFF-Dataset - dsuwi.csv

!

Select Columns in Dataset v

t

‘ E\‘! ON-OFF-Attacks [Normalize...

—

@ Apply Transformation v

t

‘ .” ON-OFF-Attacks [trained m... ‘

—

B
AN

@ Score Model v
?m Select Columns in Dataset v
O

Web service output
'D: 6— ® :-: 45. f;ﬂ.
Fig.7 MMLS implementation

V. RESULTS AND DISCUSSION

Fig. 8. shows the output nodes where nodes 4,8,12 in danger
mode which increases the possibility of receiving data from
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malicious nodes such as node 9 and 10, and this leads to its  active this means that node 4,8,12 take more time compared to
spread in the network quickly, and it is injected with OOAs. others as in Fig. 9.

ON status over time

=

File Edit View The nodes that take a long time in ON status over time

Time | Mote | Message

01:30.904 ID:4 mac: turned MAC off (keeping radio on off attacks): ContikiMAC 120
01:32.841 1ID:4 Time offset set to 3674159149

01:37.807 ID:4 I am sink!

01:39.664 ID:4 Got collect packet from node 3 100
01:42.782 1ID:4 Got collect packet from node 10

01:50.304 1ID:4 Got collect packet from node S 80
01:52.143 1ID:4 Got collect packet from node 1

01:54.136 1ID:4 mac: turned MAC off (keeping radio on off attacks): ContikiMAC

01:54.141 1ID:4 mac: turned MAC off (keeping radio on off attacks): ContikiMAC 60
01:54.145 1ID:4 mac: turned MAC off (keeping radio on off attacks): ContikiMAC

01:54.149 1ID:4 mac: turned MAC off (keeping radio on off attacks): ContikiMAC

01:54.154 1ID:4 mac: turned MAC off (keeping radio on off attacks): ContikiMAC 40
01:55.594 1ID:4 Time offset set to 3674158948

01:57.823 1ID:4 I am sink! 20
01:59.501 ID:4 Got collect packet from node 2

02:07.828 1ID:4  Got collect packet from node 14

02:09.801 1ID:12 mac: turned MAC off (keeping radio on): ContikiMAC — — I — — S _— . — . — —— - 0
02:11.613 1ID:12 Time offset set to 3674158955 o % A G % ~ . 2 % * o " K o <
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02:20.766 1ID:4 Got collect packet from node 11 :;@ :_;(5 ‘;e* :,;{-* L}* :;C\ :,;&* f,}-* \{_\\’ \é\’ \d\’ ‘_\'\' @N @N ;_}*
02:22.655 ID:4 Got collect packet from node 9 @ QY B T oY 9

02:22.794 1ID:4 Got collect packet from node 5

02:25.633 1ID:4 Got collect packet from node 1

02:29.773 1ID:4 Got collect packet from node 10 Node Number -

02:37.765 1ID:4 Got collect packet from node 13

02:41.470 ID:12 mac: turned MAC off (keeping radio on): ContikiMAC . . .

02:43.554 ID:12 Time offset set to 3674158670 F|g.9 Radio ON over time

02:44.364 ID:4  Got collect packet from node 7

(e 20,

Filter: H ifi1 ket 1

Fig. 10. clarifies the real dataset captured by Contiki OS with

the help of 6lowpan protocol based on the behavior of OOAs.

Fig.8 Node Output . e Lo
9 ode it This data was visualized before entering into an ANN.

After capturing and analysing nodes, the data shows the time
which OOAs exploit the network through it when nodes in an

ON_OFF_Attacks » ONOFFATTACKS.csv » dat
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Fig.10 Dataset before entering into an ANN
1681859 1520658  fe80:21 f02-12 CMPUE 0337141 0482835 -04625 1 0999335
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Fig.11 Dataset after entering into an ANNMLP
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If we observed nodes 4,8,12 connected to node 9 another
time connected to node 10 and the output (scored label) is one
this means nodes 4,8,12 bring the malicious nodes this leads to
its rapid spread while nodes 2,13,1 connected to nodes 4,8,12
and the output is zero this means there are no malicious nodes.
The important note after nodes connected 9 and 10 to nodes
4,8,12 and became malicious nodes also nodes 2,13,1 became
malicious nodes because it connects to nodes 4,8,12, etc...
Therefore, OOAs are dangerous attacks it grows quickly in the
network area through good and bad dealings. Fig. 11. illustrate
the dataset after analyzing data and score labels.

The bold line in Fig. 12. represents the performance result.

_Attacks » Evaluate Model » Evaluation results

ROC

Rate

True Positive

ve Rate

Fig.12 Model performance

In our model, the accuracy, precision, recall, and F1 score
represents 99%,98%,98% and 98% respectively as in Fig. 13.

ON_OFF_Att » Evaluate Model » o
e Positive  False Negative Accuracy Precision Threshold Emmm—) AuC
79 1 0.997 0.988 0.5 0.999
T ose ose
;,5,; “s;z'.s,,::é

Score Bin Positive Examples  Negative Examples Fraction Above Threshold Accuracy F1Score Precision Recal

Fig.13 Model parameters performance

In MMLS introduces the API as a web service we can bring
our model by using the API key to verify from the nodes either
if it is normal or malicious nodes based on the features or
parameters that are coming from nodes the API shows in Fig.
14,
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Fig.14 Application program interface

VI.CONCLUSION

We proposed a model to enhance trusted management in loT
to detect OOAs. By creating a real dataset using the Contiki
OS simulator based on the behavior of OOAs that exploit the
network through it. Then we analyzed and monitored the data
by using an ANN to classify the node as a malicious or normal
node. Finally, we implemented our method by using MMLS
Additionally, we created a web service to verify new nodes’'
behaviors and classify them quickly into normal and malicious
nodes. Also, we can bring our model through an API key to
verify from new nodes, either the nodes with OOAs or not.
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