
Abstract—Industrial Internet of things (IIoT) is a paradigm
that changes the way people interact with infrastructures by
enabling ubiquitous connection to the Internet. It allows to
design connected infrastructures in industrial environments, e.g.,
factories, in order to support innovative services and improve
efficiency. While the advantages of IIoT are numerous, it has
some fundamental issues such as propagation of signal through
metallic obstacles, i.e., walls in industrial environments. To
address this issue, we propose a hybrid wired-wireless mesh
node and network topology called hybrid mesh network (HMN),
enabling the signal to cross over the metallic obstacles in harsh
environments. The proposed hybrid mesh node utilizes dual-
radio feature of IEEE 802.11 Wi-Fi standard to improve the
performance of the proposed HMN further considering multi-
hop communications. The effects of the packet size and different
fading channels on the performance of the proposed HMN
are investigated through various simulations. In addition, the
performance of the proposed HMN is compared with that of
conventional wireless mesh network (WMN). The results reveal
that the proposed HMN outperforms conventional WMN and the
proposed topology is promising for the implementation of high
performance wireless mesh networks in harsh environments.

Index Terms—Wireless mesh networks, harsh channel environ-
ments, multi-hop communications, industrial internet of things
(IIoT).

I. INTRODUCTION

W ITH the recent explosive interests in the Internet of
Things (IoT), the researchers have started to focus on

wireless connectivity. Various wireless connectivity options
are available, especially for Industrial IoT (IIoT) applications
[1]. These options include IEEE 802.15.4 based technologies
(e.g., Zigbee, 6LoWPAN), Wi-Fi, and Bluetooth Low Energy
(BLE) [2], [3]. Among these options, Zigbee [4], 6LoWPAN
[5] and Wi-Fi are promising technologies due to their supports
of wireless mesh network (WMN) topology.

IEEE 802.11s standard specify the WMN topology for Wi-
Fi networks [6]. This technology enables clients to support
multiple connections. In other words, it is not necessary that
clients connect to only one of the other clients on the network,
but also communicate with multiple clients simultaneously.
Even if any of the nodes become inoperable, the other nodes
can communicate directly with each other or indirectly through
each other. Therefore, WMNs are more practical and robust
than other types of wireless networks.

Note that the WMNs can consist of mesh points, mesh
routers, mesh gateways and mesh clients depending on the type

of WMN topology. The characteristic features of WMNs are
dynamic configuration and ability of self organization, quick
detection of link errors, error-tolerant connection and back-
up option on the network, expandable coverage with multi-
hop architecture [7]. Moreover, the performance degradation
of network, use of management protocols, applicability of
different types of wireless networks and mesh topology are
corresponding to the scalability, ease of use, collaborative
and accessibility parameters respectively as the critical design
requirements for WMNs.

One of the main challenges of WMNs in the harsh envi-
ronments, such as industrial areas (e.g. factories), is covering
large areas using closely spaced mesh nodes, e.g. IIoT devices.
Especially, the penetration of the signal through metallic walls
and obstacles in industrial environments is critical for achiev-
ing ubiquitous network coverage [8]. Hence, we propose a
hybrid mesh network (HMN) topology, which is a combination
of wireless and wired mesh networking, and it allows the
signals to cross-over the metallic walls through cables in harsh
environments.

The proposed topology in this paper involves the usage of a
hybrid mesh node, which encompasses both wired and wireless
connections similar to [9]. The hybrid mesh node in simple
term is a single node that can be potentially used at the walls
or any other separation, but supporting both wireless and wired
mesh networks. The hybrid mesh node has a wireless interface
on one side and Ethernet cable interface on the other side. The
use of two hybrid mesh nodes across the wall or any other
harsh physical separation serve the purpose. This primarily
happens by converting a wireless mesh network signal to an
Ethernet signal at one hybrid node and reverse process at the
other hybrid node.

Considering its easy and fast deployment with existing
infrastructures [10] together with its high throughput and low
latency advantages [11], WMN is a good candidate for harsh
environmental conditions, such as post disaster communication
[12], emergency crisis in smart cities [10], and industrial
automation environment [13]. On the other hand, IoT is also
one of the main technologies that comes into mind as a
solution in harsh environmental conditions like high risky
areas [14], energy optimization and data recording in this kind
of environments [15], [16].

The rest of the paper is organized as follows: In Section II,
previous works related to current topic is presented. Then,
the proposed HMN topology is introduced in Section III. The
performance of the proposed HMN topology is demonstrated
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in Section IV. Finally, the conclusions and future works are
concluded in Section V.

II. RELATED WORKS

WMN is a wireless system with the decentralized topology,
generally to serve a large geographical area. Every node in
the network can independently interact with the other nodes
around it without any centralized system and distribute data
among each other. Each node having access to the surrounding
nodes, makes sure that no interruption of data flow happens
from one point to other if any of the intermediate node fails.
The high level of reliability, along with the flexibility, self
healing and self configurable properties [17] make WMN an
ideal choice to integrate into emerging technologies and it is
expected to play an important role in the IoT applications [18].

A routing protocol associated with every topology de-
termines the specific choice of the route with which the
components involved in the network communicates. A WMN
can be employed with three types of protocols, which are
proactive, reactive and hybrid protocols [19] . In proactive
protocol [20], the route information is exchanged between
the hosts periodically so that each node has the knowledge
about the overall network. This protocol reduces the route
discovery delay of the network but it is generally used for
small networks. For instance, the protocols like Destination-
Sequenced Distance-Vector Routing (DSDV) [21], Optimized
Link State Routing Protocol (OLSR) [22] are the examples for
proactive routing. On the other hand, the reactive protocols
are the routing protocols that each node does not keep the
knowledge of the full network topology but just only on
demand. In this case, the route request will be flooded only
when there is a requirement. As a result, the latency will
be higher when a new route need to be discovered upon
request. But, the reactive protocols reduce the traffic overhead
as the request will be flooded only upon a requirement. The
Dynamic Source Routing (DSR) [23] and Adhoc On-Demand
Vector (AODV) [24] [25] are typically used reactive protocols.
Given that the hybrid protocols are the combination of both
proactive and reactive protocols, it exploits the advantages of
both approaches. Additionally, Hybrid Wireless Mesh Protocol
(HWMP) [26] and its secure version Secure Hybrid Wireless
Mesh Protocol (SHWMP) are the common hybrid routing
protocols that can be cited.

The conventional WMN find itself in a difficult position to
fit in topologies with harsh environments. This is attributed
to the fact that the path loss is high across these harsh
environments and would finally end up being in no signal for
such situation [27]. This along with the packet loss, which can
happen with every hop in the WMNs, further exacerbates the
performance of a network [28]. At the present, to the best of
our knowledge, there is not any practical solution which can
provide a reliable connection between the clients across signal
opaque separation walls using WMN. A conventional WMN
can provide a good connection in a non-harsh environments
(e.g., open air) generally with a hop count of not more than
four and also in a topology without any hard core separation
walls. A normal wall cause permissible signal attenuation but

with high opaque severity separation, large amount of signal
attenuation can occur which lead the signal not to penetrate the
obstacles. Using a wired connection across the wall in such
scenario can minimize the signal attenuation and make the
signal pass through the metallic walls. Hence, a combination
of conventional wireless mesh networking along with a wired
mesh networking (i.e., HMN) can serve the requirement of
providing a reliable communication with high throughput and
low latency in such harsh environments, which is the main
contribution of this paper. Although there are protocols like
Open Shortest Path First (OSPF) which is basically designed
for wired links and has the possibility of extending to the
wireless links [29], the major issue with these kind of protocols
is that they are not currently deployed for the WMNs and the
complexity can arise while trying to utilize its features over
WMN.

III. THE DESIGN OF HYBRID MESH NETWORK
TOPOLOGY

A. The Proposed Hybrid Mesh Node Structure

This section describes the structure of the proposed hybrid
mesh node. The hybrid mesh node mainly consists of modules
performing encapsulation and decapsulation, which is shown
in Figure 1.

In this structure, any received wireless mesh signal is broad-
casted to other wireless mesh nodes like in a conventional
wireless mesh network. The same signal is also converted to an
Ethernet frame by the encapsulation module in order to cross
over the metallic obstacles. Then, the encapsulated signal is
later put through the Ethernet cable, which is connected across
the metallic obstacles to another hybrid mesh node on the other
side of the metallic obstacles. The hybrid mesh node is best
suited to be positioned in high density obstacle environment
where wireless coverage is obstructed by the metallic surface
and walls. This topology is specially developed to address
harsh environments, such as factories. The Ethernet and mesh
frames are converted into the network seamlessly by means
of hybrid mesh node which combines wireless and wired
interfaces.

B. The Implementation of Hybrid Mesh Node in OMNET++
Environments

We have implemented the proposed hybrid mesh node in
OMNET++ environments [30]. Note that OMNET++ is an
Eclipse-based simulation tool that generally utilizes some
simulation frameworks. Thus, INETMANET framework that is
based on INET, is used for the implementation of the proposed
hybrid mesh node.

In this study, the proposed hybrid mesh node is realized
as a mesh gateway in OMNET++ platform. It consists of
an Ethernet mesh interface and wireless mesh interface for
the point to point connection and wireless mesh connection,
respectively. The implemented hybrid mesh node in OM-
NET++ is illustrated in Figure 2. In this implementation, the
hybrid mesh node receives packets from its neighbour wireless
mesh node, and then the received frame is encapsulated as
Ethernet frame and forwarded over the wire in order to cross
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Fig. 1. The proposed hybrid mesh node structure

the metallic walls. On the opposite side of the wall, all
the processes are applied reversely, which is the conversion
of Ethernet frames into mesh frames through decapsulation
module and then transmission of them over wireless interface.
It is worth to note that the hybrid mesh node has an adaptive
behavior in the sense that it can switch between wireless
and wired interfaces if one of them fails. In other words,
when the destination is accessible over wireless interface, the
hybrid mesh node broadcasts mesh frames to other nodes
acting as a mesh node without using wired interface. On
the other hand, when the destination is not accessible over
wireless interface, then the hybrid mesh node tries to expand
the network coverage with the wired interface.

Fig. 2. The implementation of hybrid mesh node structure in OMNET++
environment

IV. SIMULATION SETUP AND RESULTS

A. Simulation Setup

In order to demonstrate the performance of the proposed
HMN for multi-hop networks in harsh environments, we
consider an industrial area consisting of metallic walls and

obstacles as shown in Fig 3. The industrial harsh environment
is considered as 250m × 100m with all metallic walls. This
area has total 6 rooms and the metallic walls are configured
in order to pass the data traffic over the hybrid mesh nodes.
In the simulation setup, we consider 6 mesh hosts (e.g.,
mesh IIoT users), 6 Wi-Fi access points (APs) that is called
fixhosts in OMNET++ and 10 mesh nodes (called MPP in
OMNET++). It is worth to emphasize that the connection of
the proposed hybrid mesh nodes is illustrated in OMNET++
as two hybrid mesh nodes connected back-to-back through
a wall. Note that the Wi-Fi APs are equipped with dual
radios, i.e. 5GHz and 2.4GHz in our study. Based on this
dual-radio feature, all the Wi-Fi APs utilize 5GHz radio for
the AP-to-AP communications links and 2.4GHz radio for
the AP-to-Mesh hosts communications links. Without loss of
generality, the mesh hosts, APs and hybrid mesh nodes are
positioned sequentially in this setup for tracking multi-hop
network easily. Thus, the proposed HMN is designed as a
grid topology in OMNET++ environment. In conclusions, the
simulation parameters in Table I is used to obtain the results
unless otherwise stated.

Fig. 3. Simulation environment for the proposed HMN

The simulation is performed for high density obstacle
separations in order to show the performance of the proposed
HMN in terms of throughput, delay, and jitter. We assume that
meshHost0 sends video-stream packets to other Mesh hosts,
which are meshHost1, meshHost2, meshHost3, meshHost4,
and meshHost5. Note that each mesh host is associated with
its mesh node, for example meshHost0 and fixhost1[0], and
this is due to the design methodology of OMNET++ plat-
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TABLE I
SIMULATION PARAMETERS

Parameters Parameter values
Simulation Time 10s
Network Toplogy Mesh

Number of Mesh IIoT Users 6
Area 250m x150m

Material Type Aluminium
Radio Standard IEEE 802.11g

Radio Bands 2.4GHz and 5GHz
Channel Propagation Model I Rician (K = 8dB)
Channel Propagation Model II Rayleigh Fadings

Path-loss exponent α = 2.5
Radio Maximum Tx Power 11 mW

Data Rate 54Mbps
Application Data UDP and TCP

Packet Size 1400B, 512B and 256B
Routing Protocol HWMP
Routing Metric Hop Count

form. Furthermore, the video-stream packets are sent through
User Datagram Protocol (UDP). For the path selection in
the proposed HMN shown in Figure 3, the hybrid mesh
node broadcasts path request message (PREQ) which includes
Medium Access Control (MAC) address of the destination to
all other hybrid mesh nodes until it reaches to the destination
node. Each PREQ message contains sequence number in order
to specify the minimum cost of path selection. Once the PREQ
message arrives at the destination, it sends unicast path reply
message (PREP) to the source for updating their paths.

In order to compare the performance of the proposed HMN
with the performance of the conventional WMN, simulation
environment shown in Figure 4 is considered for the con-
ventional WMN. This setup takes into account of the case
where the walls are half open allowing the signal to propagate
between rooms in order to form direct mesh connectivity. This
represents the situations where the topology has walls with
some soft separation areas like doors, windows and even some
open areas. It is obvious that the conventional wireless mesh
nodes are used in this scenario. For instance, all the wireless
mesh nodes broadcast PREQ to neighboring wireless mesh
nodes and find the path from fixhost1[0] to fixhost3[0]. In this
case, it can be observed that the total number of hops required
to reach fixhost3[0] is 4. The lack of wire link property of
WMN, wireless mesh node needs to broadcast mesh frames all
around its neighbourhood to find the path to the destination.
In this case, extra wireless mesh nodes might be used with
additional hops to support the signal path as shown in Figure 4.
As a result, the increase in the traffic load can hamper the
throughput and exacerbate the latency of the network and
hence deteriorates the performance of the mesh network.

Another scenario is simulated by sending video-stream
packet between two pairs simultaneously using both UDP and
Transmission Control Protocol (TCP) in order to show the
effects of multi-user TCP and UDP traffics on the performance
of the proposed HMN. The pairs of mesh hosts for this
scenario is given in Table II.

We also investigate the effects of propagation channel on
the performance of the proposed HMN by considering the

Fig. 4. Simulation environment for the conventional WMN

TABLE II
THE PAIRS OF MESH HOSTS

Server Client
meshHost0 meshHost2
meshHost4 meshHost1

path loss and small-scale fading effects. For the small-scale
fadings, we consider Rayleigh fading channels for Non-line-
of-sight (NLOS) and Rician fading channels for Line-of-sight
(LOS) environments [31].

B. Simulation Results

The simulation results are obtained using the simulations
parameters and setup in the previous section. Initially, we study
the performance of the proposed HMN in Rayleigh channel
considering the effects of different packet size (1400B and
256B) and the performance results in terms of throughput,
delay, and jitter are shown in Figures 5, 6 and 7, respec-
tively. According to the results in Figure 5, the throughput
decreases as the number of hops increases for both packet
sizes. Furthermore, the throughput increases with the packet
size proportionally since the low packet size require more
packets need to be transmitted than the higher packet size
for the same amount of data. For instance, the proposed HMN
achieves 1.62 Mpbs and 6.58 Mbps throughput when it utilizes
packet sizes of 256B and 1400B, respectively, for 6 hops.
Unless otherwise stated, we consider to use 1400B for the
subsequent simulations.

The results in Figures 6 and 7 reveal that increasing the
number of packet size for a given fixed time increases the delay
and jitter. It is obvious that utilizing large packet size in order
to send data will increase the delay and jitter. Additionally, it
can be seen from the results that delay and jitter is proportional
to the number of hops.

Following the performance study of the proposed HMN in
harsh environments, now we compare its performance with
that of conventional WMN in terms of throughput, delay and
jitter considering the simulation environments in Figures 8,
9 and 10.

The results in Figure 8 show that the performance of the
proposed HMN is better in Rician channel than Rayleigh chan-
nel. This is due to the fact that Rician is a channel modeling
the LOS environments which is less harsh than the Rayleigh
channel. More importantly, the proposed HMN outperforms
the conventional WMN for both Rician and Rayleigh channels.
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Fig. 5. Throughput vs. Number of Hops performance of HMN for different
packet size in Rayleigh channels.
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Fig. 6. Delay vs. Number of Hops performance of HMN for different packet
size

The reason is the wired link reduces the traffic load just near
its mesh nodes and also hybrid node capable of obtaining the
Ethernet frames and sending mesh frames at the same time
in the HMN case. On the other hand, in the WMN case,
all the nodes are connected and communicates just only via
wireless link that creates heavy traffic loads on each of them.
As a result, the throughput of each node drastically decreases
when the hop counts increase. Furthermore, it has to be noted
that WMN’s performance deteriorates for every hop count it
undergoes whereas the changes are not that drastic in the
HWM case. It is attributed to the usage of wide of nodes,
such as MPP, fixhost, and host, rather than multiple simple
mesh nodes as the only node utilized. The graph would depict
a steeper plunge for WMN in performance and it is owing to
the scale of representation in the plot as lower values comes
as fractions and would be hard to represent when compared
with other higher values.
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Fig. 7. Jitter vs. Number of Hops performance of HMN for different packet
size
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Fig. 8. Throughput performance of HMN and WMN under different channels.

According to the results in Figure 9, the proposed HMN
experiences more delay in Rayleigh channel compared to
Rician channel since the former one is more harsh environment
than the latter one. Additionally, the proposed HMN performs
better than the conventional WMN for both channels in terms
of delay, especially for large number of hops. Similarly, the
proposed HMN performs better than the conventional WMN
for both channels in terms of jitter according to the results in
Figure 10.

The performance of the proposed HMN topology is also
evaluated under UDP and TCP traffic by sending video-stream
packets and the role of nodes are given in Table II. The
simulation results are obtained and tabulated in Table III in
terms of throughput and number of hops. The results indicate
that throughput is higher under UDP traffic than that of TCP
for both two cases and it is attributed to the fact that TCP has
more overhead inherently than that of UDP.
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Fig. 9. Delay performance of HMN and WMN under different channels.
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Fig. 10. Jitter performance of HMN and WMN under different channels.

TABLE III
PERFORMANCE OF HMN UNDER UDP AND TCP TRAFFIC

Client nodes Throughput (Mbps) Number of hops
TCP UDP

meshHost1 1.3 6 6
meshHost2 0.97 7.19 4

In summary, the results show that the proposed HMN
topology enables high performance wireless mesh networking
even in harsh environments. This is achieved by the proposed
HMN node, which converts the mesh frames into the Ethernet
frames. This simply increases the coverage of network and it
decreases the network latency and traffic load on the mesh
nodes. As a result, the proposed HMN topology improves
throughput, delay and jitter of conventional wireless mesh
network. On the other hand, the conventional WMN suffers
from the number of hops since the higher number of hops
degrades the network performance and the complexity of

WMN increases with number of mesh nodes and number of
connection.

V. CONCLUSIONS

In this study, we proposed a multi-hop dual-radio hybrid
wireless-wired mesh network topology (HMN) in order to
address the signal propagation issue in harsh environments
by emphasizing on IIoT applications. The proposed HMN
topology allows the signal to cross over obstacles, such as
metallic walls in harsh environments. In addition, the proposed
HMN topology is implemented in OMNET++ environments
and its performance is evaluated for different packet sizes
under different fading channels. Furthermore, the performance
of the proposed HMN is compared with that of conventional
WMN. The results reveal that the proposed HMN outperforms
the conventional WMN under different fading channels. In
addition, the performance of the proposed HMN is investigated
under TCP and UDP traffic. The results suggest that the
proposed HMN topology is a promising solution for the
realization of multi-hop IIoT networks in harsh environments.
Inclusion of MIMO and multi-channel to the proposed HMN
is expected to improve the performance of the multi-hop
IIoT networks in harsh environments further, which can be
considered as future directions.
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