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Abstract—Today, developing technology is one of the most effective tools to make our lives easier. One of these developing
technologies is blockchain that enables securely transferring digital assets between peers without requiring a trusted third party. In
particular, blockchain poses new opportunities to effectively satisfy transparency, verifiability and anonymity for e-voting schemes.
Based on recent proposals, it can be easily seen that applicability of blockchain technology for e-voting systems is actively
researched. In this paper, we first summarized the set of e-voting requirements based on studies by Popoveniuc et al., Fujioka
et al., Cranor et al., Benaloh et al., Juels et al. and etinkaya et al. In the light of these studies and requirement set, we analyzed
recently proposed blockchain-based e-voting systems. As a result of these analyzes, one can determine that a mature blockchain
based e-voting system that can meet all criteria has not been proposed yet. Particularly, we show that either the proposed schemes
misses the basic requirements or does not fulfill these while claiming otherwise. Additionally, by simulating a large-scale election, we
show that time complexity of e-voting schemes utilizing cryptocurrency blockchain such Bitcoin or Ethereum is impractical. Besides,
we also emphasize new risks of utilizing public cryptocurrency blockchains for e-voting schemes. Accordingly, the readiness of
blockchain-based e-voting has been discussed, from which it can be deduced that it would be more advantageous to research for
e-voting specific blockchain technologies instead of utilizing existing cryptocurrency blockchains.
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1. Introduction ifiability and robustness. The main advantage of a

paper-based voting system is providing anonymity

Traditional paper-based voting mechanisms are
the most widely used election method which is
developed over time, based on experience gained
to provide certain properties. In the essence of a
democratic electoral system, the choice of people
should be based on free will. In order to do so, it
is essential for an election system to ensure certain
properties, such as anonymity, authentication, ver-

of the voters, along with their authentication. This
is accomplished with the help of election booths,
which is an efficient way of disabling all public
and secret communication channels of the voter
in both ways, [1]. With use of identical voting
equipment, such as ballots and the markers, it is
hard to determine voters’ choice once its cast into
the ballot box. Therefore, the choice of the voter
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left to be completely their own free will.

Beside providing such crucial properties, paper-
based voting systems has their own downsides. The
cost efficiency and natural resource consumption are
the first things that spring to mind. In a nation-
wide election, these problems are burden on both
nature and economy, which in the long run is seen
as obstacles to a more direct democracy. Along
with these problems, there are lack of functional
properties, such as preserving integrity of the bal-
lots, verification of the election result by public,
auditing the transparency of the procedures. That is
why so much effort on e-voting systems are widely
proposed. Designs on electronic voting systems are
already heavily researched subject of study for
decades[2] and still goes underway.

Since e-voting schemes cannot simulate voting
booths, a number of new problems comes into play,
such as coercion and vote buying, that may under-
mine voter privacy or confidence in the election,
[1]. An e-voting scheme both satisfy the current
election systems features and requirements and also
resist these new attack types such as vote buying
and coercion.

There are e-voting system developed and used
in some countries such as Brazil [3], Estonia [4],
Switzerland [5], USA [6], Norway [7] and Australia
[8]. Meanwhile, the adequacy of the security criteria
claimed by these e-voting systems are discussed in
the literature. Recently Switzerland held a compe-
tition where a flaw is found that allows an attacker
to change cast votes, [9]. In parallel with these
developments and studies, the design of e-voting
systems on relatively newly developed blockchain
technologies is one of the questions.

Especially, [10], [11] defines end to end verifiabil-
ity for secure e-voting schemes. End to end verifi-
able election techniques enable individual voters to
check crucial ingredients of election result without

trusting the election software, hardware, election
officials and procedures, [11].

After the first announcement of Bitcoin cryptocur-
rency in 2008 by Satoshi Nakamoto [12] , studies
were started on different uses of cryptocurrencies
and blockchain technology. Blockchain is a dis-
tributed ledger system that can store immutable
blocks enabling single history of all peer to peer
transactions. That is why it is widely believed that
e-voting schemes can be one of the areas that benefit
from blockchain. As summarized in the sequel,
blockchain based e-voting schemes actively studied.

Related Work.

Zhao et al. [13] proposed the first e-voting scheme
on a blockchain. The proposed system is an elec-
tral system with only two candidate where voters
deposit extra BTC into the system to be refunded
if they follow the protocol. In addition, because it
is implemented with Bitcoin scripts, the protocol
does not have flexibility property in changing the
rules of the election. Ayed et al. [14] proposes a
conceptual e-voting system where a blockchain is
produced for each candidate in a single election,
unlike other blockchain based e-voting approaches.
However, we cannot analyze the system due to lack
of detailed information. The e-voting system pro-
posed by Hardwick et al. [15] claims to meet the cri-
teria of fairness, eligibility, privacy and verifiability
on smart contracts using permissioned blockchain
infrastructure. However, it is stated that the electoral
authority can be linked to the voter identity and the
cast votes, [16]. The system proposed by Hjalmars-
son et al. [17] obtains the result of the election with
smart contracts. It is stated that it is still working
and has not yet been tested for the alleged criteria,
[18]. It is also noted that voters have access to
partial results during the election period, [19]. In
the system proposed by Khoury et al. [20], votes are
sent publicly along with voter identification, [20]. In
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the system proposed by Adiputra et al. [21], votes
are encrypted with the common election key and
the election results are obtained by issuing the key.
As stated in the study, the election committee can
establish a link between all voters and their votes.

Our Contributions.

In this study, here we first revisit the e-voting
requirements defined in [22], [1], [23], [24], [25],
[10] then we show that:

e [26] does not provide fairness and privacy re-
quirements and does not consider forgiveness,
coercion resistance, and receipt-freeness,

e [27] provides voter privacy without changing
the Zcash protocol but cannot satisfy eligibility,
uniqueness, robustness and end-to-end verifia-
bility requirements,

« [28] has claimed robustness, voter privacy and
coercion resistance when number of voters are
high enough. Nevertheless, the system cannot
provide robustness, privacy and coercion resis-
tance, and does not consider forgiveness re-
quirement. In addition, keeping actual records
of the election in a system database creates a
single point of failure.

e [29] does not provide the fairness and privacy
and does not mention forgiveness, coercion re-
sistance and receipt-freeness requirements.

o [30] It is stated that the system design causes
a robustness issue where a single voter is able
to cancel the election and coercion resistance
and receipt-freeness requirements cannot be sat-
isfied. Forgiveness isn’t mentioned.

e [31] claims coercion resistance and receipt-
freeness. Privacy on the system relies on gen-
erated common private key which should be
destroyed after the election. Otherwise, cast
votes is under risk of divulge. Besides, there
isn’t enough info to check recorded as cast and
tallied as recorded verification.

We further discuss the applicability of Bitcoin and
Ethereum based e-voting schemes for a nation-wide
election and deduce that time complexity makes
them impractical, even if the these schemes would
satisfy the necessary security and e-voting require-
ments.

In our work, we are not discuss the problems
inherited from blockchain infrastructure such as
tolerance of dishonest node behaviours, transaction
registration issues, cost of transaction fees, limita-
tions of consensus rules. These issues are discussed
in another study published by [32].

Organization. In Section 2, we are going to
overview the requirements of an e-voting systems,
then we are going to present the security flaws of
the previously proposed blockchain based e-voting
systems in Section 3. Next, we are going to dis-
cuss the limitations that a posed by the blockchain
technologies in Section 4 and finally Section 5
concludes the paper.

2. Requirements of an E-voting System

In this section, the definitions of requirements
that an election system should fulfill are given.
Requirements are previously defined by [22], [1],
[23], [24], [25], [10]

« Eligibility: Only authorized voters who are reg-
istered with their ID should be allowed to cast
their vote, [22].

o Uniqueness: A voter should be able to cast
ballot only one that will be counted in the
final tally. It is important to notice that unique-
ness does not mean unreusability, where voters
should not vote more than once, [25].

o Forgiveness: The ability of a voter to alter their
vote after it has been cast. This property links
to coercion resistance, because it provides a
coerced voter the option to change their own
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cast vote at a later in order to reflect their true
opinion, [25].

Robustness: Dishonest participants should not
be able to disrupt an election, [22].

Fairness: Nothing must affect the voting, [22].
Partial results should not be obtainable before
the end of the vote tallying to ensure that the
remaining voters who have not voted yet would
not be influenced by the early results.

Privacy: The relation between voter identity and
his/her vote should not be revealed to anyone.
Privacy in an e-voting is defined in terms of an
adversary that cannot interact with voters during
the voting stage, [24]. Even if the administrator
and the counter conspire, they cannot detect
the relation between voter and her cast vote,
[22]. Voter privacy must be preserved during
the tallying as well as after the publishing the
election results for a long time.

Coercion Resistance: Coercion resistance is a
strong form of privacy in which it is assumed
that the adversary may interact with voters,
[24]. The adversary may instruct an individual
voter or a group of targeted voters to divulge
their private keys subsequent to registration, or
may specify that these voters cast ballots for
a particular candidate. If the adversary can de-
termine whether or not coerced voters behaved
as instructed, then the adversary is capable of
blackmail or otherwise exercising undue influ-
ence over the election process.

A coercion-resistant voting system is one in
which the voter can deceive the adversary into
thinking that they have behaved as instructed,
when the voter has in fact cast a ballot ac-
cording to their own intentions, [24]. A coercer
should not have ability to distinguish whether
a coerced voter cast their ballot the way they
were instructed to.

Up to our knowledge coercion resistant voting
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systems assumes each voter has a honest mo-
ment in which can cast vote by her will truly.
Therefore, in order to make one-voting scheme
coercion resistant, allowing the cast vote more
than once is a necessary requirement, [1].
Receipt-freeness: Voters must neither be able
to obtain nor construct a receipt which can
prove the content of their vote to a third party
both during the election and after the election
ends, [1]. Receipt-freeness does not necessarily
provide coercion resistance, [24].

End-to-End Verifiability [10]: End to end veri-
fiable election techniques enable individual vot-
ers to check crucial ingredients of election result
without trusting the election software, hardware,
election officials and procedures, [11]. The ver-
ifiability of an election can be divided into two
parts according to its verifier.

— Individual Verifiability: The voter should be
able to verify its ballot is counted correctly
in the final tally. Principal requirements of
the individual verifiability in E2E verifiable
election system is defined by [10] as follow:
x Presented Ballots are well-formed: The

ballot should be interpreted in the same
way by the voter and the voting system.
The representation of the voter’s choice
on ballot should be same with the repre-
sentation that will be used by rest of the
election system.

* Recorded as Cast: Voter’s choice should
be recorded correctly by the election sys-
tem.

x Voting system follows the protocol:
Whenever there is some part of the voting
protocol which must be followed by the
voting system in order to ensure the in-
tegrity of the election, there must be some
verification which can detect and pro-
vide publicly acceptable irrefutable proof
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when voting system doesn’t follow the
protocol.

— Universal Verifiability: Anyone should be
able to verify election outcome is correctly
tallied. Principal requirements of the uni-
versal verifiability in E2E verifiable election
system is defined by [10] as follow:

x Cast Ballots are well-formed: Voter’s
choice should correctly impact on the
final tally. Thus, ballots cannot contain
over-votes or negative-votes.

x Tallied as recorded: Anyone should be
able to verify that announced tally has
been constructed from all the recorded
ballots.

x Consistency: The
”Recorded as cast” should be the same as

set of ballots in
the set of ballots in “Tallied as recorded”.

x Each recorded ballot is subject to the
“recorded as cast” check: Anyone should
be able to detect if any cast ballot does
not have a unique voter who is able to
check “recorded as cast” verification.

When a fault is detected in a verification, avail-
ability of a proof of fault is highly desirable.
All the requirements defined above should have
publicly acceptable proofs. Only the ’recorded
as cast’ requirement does not require its proof
to be irrefutable. The same set of requirements
without existence of proofs called weak version
of the requirement, [10].

3. Security Analysis of E-voting Schemes

Based on the requirements given in Section 2, now
we are going to analyze the blockchain based e-
voting systems.

3.1. E-voting System Based on the Bitcoin
Protocol and Blind Signatures [26]

Cruz et al. [26] have proposed a system that relies
on prepaid bitcoin cards (PBC) and blind signatures
[2] over Bitcoin cryptocurrency [12] as a public bul-
letin board. The idea is breaking linkability between
identities of voter and their ballots with usage of
the PBC while preserving the transparency of the
system with blind signatures and Bitcoin protocol.

In general, there are 3 main actors in the system
that take actions over 3 stages. At the registra-
tion stage, Administrator publishes a list of valid
candidates for the election in progress. In order
to register, each voter should encrypt their choice
with a randomly generated key k, such as z; =
E(choice, k). In the next step, voters should make
an application to administrator with their identity
and blinded version of their encrypted vote z; in
face to face. Administrator is responsible to sign
the message x;, if the voter is eligible to vote. A
PBC has been issued to each eligible voter by the
administrator, along with the signature. While the
signature y; indicates that owner of the message
is a legit voter, administrator does not gain any
knowledge over the actual message x; or the choice
of the voters, thanks to property of blind signature
schemes. The privacy of the voter relies on the
anonymity of the PBC key to ensure that it cannot
be traced back to voter. At the end of the registration
stage, administrator publishes a list of eligible voters
as Lyoters Who requested a signature with their ID
and their blinded messages as < ID,z} >.

Each voter can transfer the coins from PBC to
their own Bitcoin accounts, to ensure their own
privacy and anonymity. To cast a ballot, voter should
create a transaction from their own Bitcoin address
to administrator’s address with an OP_RETURN
that contains the pair of signature and the unblinded
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message < x;,%; >. This transaction indicates that
voter committed his choice with the information of
eligibility for anyone. Authors suggest that usage
of PBCs would increase the security and reliability
of the election, where A publishes all the public
address of issued PBCs.

At the end of voting stage, the administrator
can verify the signatures in the transactions and
publishes a list of valid ballots as Lpyes = {<
Vi.BA, z;,y; >, ...} that will count in the tally stage.
The number of the entries in both list L,yrs and
Lypaniors should be equal.

Each voter creates a transaction from their own
address to counter’s address with an OP_RETURN
that contains the encryption key of their votes.
Counter checks the list of valid ballots and verifies
the entries on the blockchain, ensure that the ballot
is valid. For each successful check, counter decrypts
the message x; using key k; and adds 1 to counter of
the respective choice. Finally, the counter announces
the results.

o Eligibility: Assuming that signature scheme
used by administrator is secure, nobody except
the administrator cannot create a valid signature
y;. Since the eligibility depends on the signature
Yi-

o Uniqueness: Uniqueness depends on < x;,1y; >
pair. Since the < ID;, 2, > list is published
at the registration stage, a corrupt administrator
cannot give multiple signatures to the same
voter without being noticed. Therefore, a voter
can cast only one valid ballot.

o Forgiveness: A voter registers his/her choice in
the registration stage and it must be signed
by the administrator. Due to the design of
the system, if the administrator creates more
than one signature for the same voter, there
is a situation that contradicts the requirement
of uniqueness. Therefore, it is not possible to

change the preferred choice for the voter. Thus,
forgiveness property is not provided.
Robustness: A voter can send the key from
another Bitcoin address, if the voter loses or
compromises the private key of the given Bit-
coin address before sending the k value to
counter. This might introduce some flaws, such
as someone else can send an incorrect key &’
that would invalidate the vote for x;. This can be
safely assumed to be valid if there is a validation
check to verify the key actually is the correct
one. Because, only the eligible voter possesses
the correct key £ and x; cannot be changed. This
system provides robustness because no one can
change the course of the election.

Fairness: As mentioned in the published arti-
cle [26], a voter can intentionally disrupt the
fairness by sending k£ during the voting stage.
To avoid the problem, authors suggest that
counter’s public address can be kept secret until
voting stage ends. Nevertheless, voters have the
possibility to publish their key values £ to get a
partial result before the voting stage ends. This
would violates the fairness property. Hence, the
property is not satisfied.

Privacy: Voter privacy depends on blind signa-
ture scheme, the anonymity of both the PBC’s
public bitcoin address and the voter’s public
bitcoin address. Since the transactions on the
Bitcoin blockchain can be traced back to its
origin [33], one can easily link the cast vote
and the voter if one of two addresses is compro-
mised. As mentioned by authors, voter should
use bitcoin address solely for the voting pro-
cess. Besides this, voter should make sure that
PBC’s public address is not logged. Authors
suggest that PBCs can be given inside of an
envelope. The problem might still exists, unless
the envelopes are randomly chosen or shuffled
by voter. Despite the suggested mitigation, the
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underlying problem still exists.

o Coercion Resistance: An adversary can instruct
a voter to cast his vote with the key or simply
give a x; to register which both are gener-
ated by the attacker. Since the attacker can
determine whether the given value is stored in
the blockchain, the system does not provide
coercion resistance.

e Receipt-freeness: The choice of the voter will be
revealed to public at the counting stage in plain
text. A voter can create a receipt with the private
key of the PBC, the private key of the voter’s
Bitcoin address or possession of key k to create
a receipt for proving the cast vote recorded on
the blockchain. As it can be seen easily, receipt
freeness property is not satisfied by the system.

o Individual Verifiability:

— Presented ballots are well-formed: Pre-
sented ballots are published by administra-
tor at the beginning of the election. There-
fore, voter can verify that whether his ballot
is well-formed or not by checking the pub-
lished list. Even if authors explicitly states,
it is a better approach for candidates to sign
the values that represent them on the ballot.

— Recorded as cast: Since the Bitcoin has
a permissionless public blockchain infras-
tructure, voter can check whether his ballot
and their keys are recorded correctly or not.
Also, a voter can check the verified lists
against the blockchain which are published
publicly. Therefore, Recorded as cast check
is provided by the scheme.

o Universal Verifiability:

— Cast ballots are well-formed: The encrypted
ballot on blockchain cannot be checked
until their corresponding key values are re-
vealed. Once the key values have been pub-
lished, any one can decrypt the encrypted

ballot to examine whether it contains a
value from the published list of candidates.
If any ballot contains invalid value, anyone
will be able to detect it. In addition, there
1S no way to generate excessive or negative
votes using values from the published list.
Therefore, the election system ensures the
correctness of the format of the votes cast.

— Tallied as recorded: Since the Bitcoin has
a permissionless public blockchain infras-
tructure, election data is publicly avail-
able. Anyone can count and verify that an-
nounced results are correct. Thus, Tallied as
recorded check is provided by the scheme.

— Consistency: Anyone can compare two pub-
lic list. It is mentioned that a mismatch or
overflowing of the lists can only happen
because of a corrupt administrator which
can be detected at the counting stage. Since
this can be clearly detected at the count-
ing stage, the system provides consistency
check.

— Each recorded ballot is subject to "recorded
as cast” check: Because the identity of
the voters and their encrypted ballots are
published at end of the registration stage,
administrator cannot create valid ballots in-
stead of voters who did not vote.

3.2. Internet Voting Using Zcash [27]

This scheme utilizes Zcash [34] as underlying
protocol without any change in its protocol. The
protocol assumes that the confirmed identity of
a voter can be verified to check legal rights to
submit a vote. The voting protocol has four distinct
stages that follows each other. These stages are
registration, invitation, voting and tally.

Registration is the first step to create an eligible
set of voters. It is required as part of identity
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verification. Also, it is needed to keep track of which
voters have cast a ballot. Registration is done via
an online registration web page. After a successful
registration, the organizer should have stored the
voters email address. Invitation is the stage where
system sends an one-time unique link to the voter’s
email address to redirect the voter to the unique
ballot assigned to them. The link is used for voters
to specify their Zcash t-addresses to receive ZEC
token. This is the address used to make sure that
voter receives the vote token which will be send to a
candidate later. Each ZEC token given is counted by
the system. Voter creates a z-address and transfers
the vote token to his/her protected z-address. Then,
the voter sends the token from his/her z-address to
address of the candidate that he/she chooses.

There are two variants of the system which can
be differentiated by receiving address type of can-
didates. If candidates use a z-address, transactions,
the voter may not be validate their own vote for tally
when candidates empties their wallet into ZEC pool.
This variant requires more trust in the system while
guarantees the privacy of the system. If candidates
use a t-address, token balances of candidates can be
observable by anyone in real time. The linkability
of the tokens would also be preserved. This means
voters can validate if their votes has been counted
or not in the tally. Regardless of the variant used,
the JoinSplit transfers of vote tokens from voters to
candidates are stored on the blockchain.

The last step of the election is counting votes
and auditing. It is done by candidates send all their
acquired ZEC tokens to t-address of the ZEC pool
using their t-addresses. End of the tally stage, total
issued ZECs by the trusted ZEC pool must be equal
to total votes from the sum of the candidate received
votes.

o Eligibility: Voters are registered with their ID at
the start of an election. If the voter is eligible to

vote, voting system gives a token. On the other
hand, since a vote token represented as exactly
1 ZEC, anyone that has more than 1 ZEC can
send a transaction to a candidate which means
casting a vote. Even the system checks the
voter’s public key has voted before, a ZEC can
be send via a wallet. Since the transaction would
be shielded, system cannot relate the origin t-
address. This violates the eligibility property.
Uniqueness: Uniqueness on voting depends on
issued vote token. The same issue in eligi-
bility can be applied. Even if administrators
have made a transaction that can be clearly
displayed to the voter’s t-address from their own
t-address, voters can cast ballot more than once
by performing a transfer from their wallet, since
ZEC can be supplied from outside of e-voting
system.

Forgiveness: Since Zcash prevent double spend-
ing, each honest voter has only one chance to
send their issued vote token. There is no way
provided in the scheme that allows to change
the cast ballot. Thus, forgiveness property is not
satisfied by the scheme.

Robustness: In case of using z-addresses for
candidates, it is stated that losing candidates
may not send all of their received tokens. Since
the system checks the integrity of the election
by matching the total issued ZEC with sum
of all votes, authors suggest that implement a
counter that increases when the candidate re-
ceived a new transaction. It cannot be achieved
as publicly verifiable while using receiving z-
addresses. Beside this, it is not possible to
determine which candidate behaved honestly.
Also, it should be mentioned that the token
delivery depends on the client side scripts. A
voter may request a token, but not send the
candidate. This cannot be guaranteed with client
side scripts that are running on an uncontrolled
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environment.
Fairness: If t-addresses are used for candidates’
addresses, each candidate’s vote count will be
public. Therefore the system does not satisfy
fairness property. In case of using z-address,
only candidate’s themselves have an informa-
tion of their vote count. This is against fairness
property. No one should be able to obtain full
or partial results before tallying, including can-
didates.
Privacy: Vote privacy depends on transaction
linkability of Zcash join-split operations. Since
Zcash join-splits cannot be related by public and
the receiver of the transaction, vote privacy is
satisfied.
Coercion Resistance: Since the ownership of
t-address used for the delivery of the tokens
cannot be validated by the voting system, a
coercer can instruct a voter to use a known
t-address into ballot which belongs to coercer
himself. Also, it is mentioned that a coercer
could get access to the voter’s email first and
attempt to cast a vote on their behalf. Hence, the
voting system is not coercion-resistant. Authors
stated that coercion resistance is out of scope in
their study.

Receipt-Freeness: As stated in the ZCash docu-

mentation [35], users might want to give third-

parties view access to their shielded addresses
without also handing over spending capabilities
for accounting or auditing purposes. Since the

Zcash API provides a way to export viewing

key, voter is able to create a receipt for their

vote.

o Individual Verifiability:

— Presented ballots are well-formed: Ballots
are sent by voting system and should have
been able to verified their integrity by voter.
Since there is no way to validate candidates
addresses on the ballots in the system, the

system does not satisfy the property.

— Recorded as cast: Voter can check whether

his vote recorded correctly or not by val-
idating the transaction which is occurred
on the blockchain. Hence the voting system
provides the 'recorded as cast’ check.

o Universal Verifiability:
— Cast ballots are well-formed: If t-addresses

used for candidates, the amount received
end is publicly visible. On the other hand,
in case of using z-addresses for candidates,
the the amounts in the transactions are not
publicly visible. Sending a negative vote is
prohibited by the Zcash protocol, but over-
votes cannot be detected publicly in the
system.

Tallied as recorded: If candidates are using
t-addresses to receive vote tokens, voter can
check transactions on blockchain to validate
their vote tokens counted correctly. On the
other hand, if candidates use z-addresses to
receive tokens, voter cannot link their vote
token at the tally stage. In both variation,
nobody is able to verify that vote tokens
are sent from legit voter.

Consistency: The system ensures that there
are no extra votes with the system count
and ZEC balance of candidates’ wallet. If
some of voters receive a vote token into
their t-address, but they did not use it to
cast a vote, then the counters cannot be
used to detect extra votes. Also, it is stated
that a possible attack is that if the losing
candidate does not submit all of the received
votes, integrity of the election might not be
verified. Therefore, consistency property is
not satisfied by the scheme.

Each recorded ballot is subject to "recorded
as cast” check: Zcash protocol breaks link-
ability between ballots and the voters along
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with the information that indicates eligibil-
ity. Anyone should be able to detect that
the cast ballot has an unique correspond-
ing voter to make sure that voting system
cannot trick for a voter to check another
voter’s ballot. Hence, the property cannot
be satisfied.

3.3. An E-voting System Based on Blockchain
and Ring Signatures [28]

The proposed system is an e-voting protocol based
on Bitcoin [12] with usage of the ring signature
algorithm, [36]. There are three distinct roles in the
system: Voters (V;), Registration Authority (RA),
Election Authority (£ A). The protocol assumes that
hashing algorithm sha256 is secure, RA and F'A
will not correspond and every actor follow the
phases to enroll the voting process. The system
consist of three phases.

The preparation and registration phase includes
procedures where the authenticated voters and can-
didates registers into election system while EA
collects their public keys to generate the key of the
ring signature. Registration of voters and candidates
are done in person. To register for casting a ballot
in the election, a voter should generated a key pair
for the ring signature, and submit the public key
via random registration links that are generated and
sent from RA via e-mail. The private key should
be kept in secret. At the end of voter registration
phase, the set of voters should be a fixed number
of n. Once the stage is over, RA cannot accept any
new registrations due to nature of ring signature.

Before the voting stage, F'A generates a number
of £ BTC in their blockchain account to pay the
transaction fees to voters. Transaction fees are de-
livered to voters by handing over the private key of
the BTC addresses that are generated by the £'A
at the end of registration phase. To create a valid

ballot, the voter requests the set of public keys from
RA. Using the public key set and their own private
key, voter signs their preferred candidate ID as o.
The voting system saves the pair (o, sha256(c))
at the same time. Then, the voter picks a bitcoin
address from the address pool and request its private
key from the EF'A if the link has not been used
to retrieve an address from the pool. The voter
casts their ballot by creating a transaction from the
retrieved address to EA’s bitcoin address with an
OP_RETURN consists of the commitment c;.

¢; =commitment(sha256(c(C;, SK;,
(PKy,...,PK,))),C;, L;)

After the voting stage has been ended, the system
returns the set of (o, sha256(c)) pairs and the
set of public keys PK. All of the OP_RETURN
data from transactions in EA Bitcoin address are
collected and decoded to o and (). The system
compares the signature values and checks their veri-
fication. On each correct validation, the system adds
1 to the respective candidate C;. If the transaction
history for the same address is used more than twice,
system should counts the first and ignores others.

« Eligibility: Eligibility property depends on the
creation of the ring signature in the system,
which must use a fixed set of public keys. Since
the public keys are collected at the registration
stage, an eligible voter should be able to vote if
their public keys present in the set. Therefore,
the scheme satisfies the eligibility property.

o Uniqueness: A voter can create multiple ring
signatures with the same private key of theirs
over different candidates. After that, they should
create a transaction that pays to EA with an
OP_RETURN that includes their commitment
of choice and signature. In the protocol, it is
specified that EA checks the voter has requested
an address before or not. It is mentioned that the
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protocol has a method to ignore extra votes from
the same voter if they use the same pool address
A;. Therefore, a voter cannot use another valid
vote. The system satisfies the uniqueness prop-
erty.

Forgiveness: It is stated that the system veri-
fies the validity of the ring signature and only
count the first and legal vote. Therefore, a voter
cannot change their choice after the first legal
vote is cast. The system does not provide the
forgiveness property.

Robustness: Due to bitcoin data storage lim-
itations does not match the size of the ring
signatures, authors suggested that only the hash
values of the signatures stored in the bitcoin
blockchain. The actual signature values that
are created by voters are stored in the system
database. If the system database is compromised
with a data loss, the signature values must be
submitted again by their owners. Otherwise, the
election result might not be verified. Therefore,
robustness property is not satisfied by the pro-
tocol.

Fairness: According to authors, because of the
tallying system is in the real time, this property
cannot be guaranteed.

Privacy: It is mentioned in the implementation
section that commitments in the OP_RETURN
fields can be decoded by anyone in the tally
stage. Since the voter requests the private key
of an address in the address pool, EA can relate
the voter V; and their cast ballot in the Bitcoin
address A; if the link LK, is not randomized
which cannot be verified to be randomized in
the system. The protocol does not provide the
vote privacy requirement.

Coercion Resistance: Since the signatures on
the blockchain cannot be identified by signer, a
voter can deceive the coercer about how they
cast their ballot. It can be ensured only the
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number of the voters is high enough, [28]. On
the other hand, because the voter creates their
own key pairs after the registration phase, a
coercer can force the voter to use a given key
pair which will be included in the public key of
the ring signature. If the coercer knows the key
pair, they can brute force to find the signature
that would match the keys from all signatures
published in the tally phase. Since a valid cast
ballot cannot be changed by voter, the system
is not coercion resistant.

Receipt-freeness: It was stated that the voter
obtains a transaction ID after creating a ring
signature during the voting phase. In the event
that the voter wants to prove their ballot, it
cannot be understood whether the elector is
acting honestly as he can say any transaction
ID from the blockchain. However, due to the
plain text recording of votes, a receipt can be
generated by proving that the private key of the
Bitcoin address for the referral transaction is
known. For this reason, the system does not
provide receipt feature.

o Individual Verifiability:

— Presented ballots are well-formed: Al-
though candidate IDs are given to voter
through the public API, the protocol does
not provide a method that verifies to the
given data preserves its integrity. This can
be easily implemented as an addition, such
as candidates signature over their IDs are
provided by the public API or recording
their IDs into blockchain transaction before
the voting stage begins. Since such a mech-
anism is missing in the protocol, the check
cannot be verified by voter.

— Recorded as cast: Hash value of the
ring signature H (o) and the vote value
C; is recorded on the blockchain and a
pair (o, H(o)) over C; saved into system
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database. A voter can verify that their vote
recorded on the chain or not. Beside this,
the ring signature values is recorded into
system database. A voter should be able
to check that their signature is recorded
correctly into system database, since their
ballot cannot be verified in the tally, if their
signature is missing in the system. Since the
system provides a public API of matching
the ring signature through the hash value,
the protocol is satisfies the recorded as cast
check.
o Universal Verifiability:

— Cast ballots are well-formed: There is no
possible way to create a vote that contains
negative vote or over-vote in the protocol.
Besides the ballots are cast in plain text
form, anyone can check whether the ballots
are well-formed or not.

— Tallied as recorded: A
ify whether their ballot has been counted

voter can ver-

by calculating the election result, since
the recorded hash of the voting value is
recorded in the blockchain and the signa-
tures are publicly provided. Since the voting
preference is also written to the blockchain
with the hash of the signature, the choice
cannot be changed even if the ring signature
is signed with a known private key. How-
ever, in the event that the system database
is compromised, if the voter’s signature is
deleted or changed, the voter’s vote may be
canceled as it will not match the values in
the blockchain. In such a case, the invalid-
ity of a voter’s vote by any one may be
determined with the transaction of his/her
commitment to the blockchain.

— Consistency: In case of compromised sys-
tem database that has been mentioned tal-
lied as recorded check, anyone can compare

the list of pairs recorded in the database
with the ones on the blockchain. Since
blockchain transactions cannot be changed,
there should be a difference that suggests
one of the list are compromised. Therefore,
detection of consistency check is satisfied.
— Each recorded ballot is subject to "recorded
as cast” check: To create a valid ballot,
one needs to create a transaction on the
blockchain and save their signature into
system database. The election authority can
create a transaction instead of voters who
did not use their vote, if one of the pri-
vate keys of the ring signature is compro-
mised. In such a case, nobody, including
the voter who did not vote, cannot realize
that there has been a ballot cast in their
behalf. Also, the statement is true for if
anyone injects their own public key into
compromised database in the registration
procedure. Hence the protocol does not
satisfy Each recorded ballot is subject to
“recorded as cast” check.
3.4. An E-Woting Protocol Based
Blockchain [29]

on

The proposed system aims to provide anonymity
with blind signatures [2] on custom blockchain [12].
The protocol distributes the responsibility of the a
trusted third party (TTP) over multiple authorized
entities. There are three types of participant who
play roles on the protocol. These are voters, orga-
nizers and inspectors. Each participant should have a
pair of asymmetric keys for addresses on blockchain
and signing transactions. Organizers and inspectors
have a pair of asymmetric keys for signing. Each
voter has an extra pair of asymmetric keys for
anonymously casting their ballot and a pair of
function to use as masking and unmasking operation
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on their ballot.

Voter creates two pair of asymmetric keys,
(Pkvoter, s Skvoter,) and (pk., ski) to create transac-
tions on blockchain. After that, the voter submits
his/her ID and a public key pkyo.r, While keeping
Skyoter;» DKL, ski in secret. Organizer adds infor-
mation of the voter along with his/her public key
into a list, if voter is eligible to vote. After the
registration stage is over, organizer publishes a list
of eligible voter. In order to cast a ballot, the voter
creates a vote string V' and computes its hash value
hash(V'). The voter applies the blinding function
to hash value ¢ = blind(hash(V)) and creates
a transaction from pkyoter, 10 Dkorganizer With the
information of ¢/. Organizer signs the message ¢/,
if the public key of the sender is in the eligible
voter list, signature of the sender can be verified
and they have not voted yet. Otherwise, organizer
ignores the message. Organizer creates a transaction
from pkorganizer t0 Pkyoter, for sending his signature
over . Voter repeats same steps for each inspector
to get their signature. Inspectors follows the same
procedure with the organizer.

After the required signatures is collected, the voter
removes the blinding factor over the signatures that
is sent by organizer and inspectors. Voter creates a
transaction from pk’ to pk,,ganizer to send the bal-
lot which contains V', signature,,ganizer (Rash(V)),
SigNAatuT einspector; (hash(V')) as casting a vote.

In the tally stage, the organizer collects all ballots
from blockchain and check their validity. The ballot
is added into the valid ballot set, if the ballot is
well-formed. After the tally, organizer publishes the
results with valid ballot set as election result.

« Eligibility: Eligibility of the voter relies on the
signatures of the organizer and inspectors. It
is stated that corruption may happen if orga-
nizer and inspectors conspire together. To avoid
dishonest behaviors, authors suggest that the

number of organizer and inspectors should be
increased. The disadvantage of the mitigation
is increased number of transactions required to
cast a vote per voter. If any of the organizer
or observers rejects sign the message, it can be
seen on the blockchain.

Uniqueness: Uniqueness is provided with the
components of the ballot, random bit string and
the choice value. It is stated that only one of
the ballots is valid from the set of ballots with
the same random bit string. Therefore, creating
a valid ballot requires change of the random bit
string. That would break the signatures of the
organizer and inspectors. Since they will ignore
the messages from the same voter, second valid
ballot should not be exists in the protocol.
Forgiveness: Voters cannot create a second bal-
lot with the required signatures. Since there
is not any other way provided to change the
cast ballot values by the protocol, forgiveness
property is not satisfied.

o Robustness: Since any of the organizer or in-

spectors refuses the sign a vote, it can be easily
observed on the blockchain. In addition, voters
cannot take any action that causes disruption of
the election.

Fairness: As it can be seen easily, the election
results are public on the blockchain to anyone
in voting stage without any extension. Authors
mentioned the problem and suggests two pos-
sible solution. The first one is the usage of
permissioned blockchain, which leads to loss of
the transparency of the blockchain as they have
indicated. The other suggestion is usage of the
public key encryption where the public key is
provided by the organizer. The corresponding
private key is kept in secret before the tally
stage. However, the key holder gains authority
not to publish the private key to decrypt the re-
sult which leads to a robustness issue. Besides,
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organizer still can access intermediary results
which is against the fairness property. Hence,
the fairness property is not satisfied by default.

e Privacy: Vote privacy relies on hash function
and the blinding operation and the pseudo ad-
dresses on blockchain network. Authors men-
tioned that, blockchain network may reveal the
IP address of voters via network analysis which
makes possible to create a link between vot-
ers and their ballots. They suggests usage of
anonymity services to voters. Since the vote is
sent to blockchain in plain text, the protocol
does not satisfy the vote privacy by its own.

o Coercion Resistance: An attacker can make a
voter to use the key which is given by him-
self/herself. Since, the actions of the voter can
be observed on the blockchain by anyone, a
voter cannot trick the attacker. Also, in order
to make one e-voting system coercion resistant,
allowing the cast vote more than once is a
necessary requirement, [1]. Hence the protocol
does not satisfied the forgiveness property, co-
ercion resistance cannot be satisfied.

e Receipt-freeness: The voter is able to create a
receipt by proving the knowledge of the private
key of the address is used to send the vote
string. Since the vote string is in plain text
and the blockchain data is available to public,
receipt-freeness requirement cannot be satisfied.

e Individual Verifiability:

— Presented ballots are well-formed: The pro-
tocol does not mention how the representa-
tion of the candidates are published.

— Recorded as cast: Since voters can check
transactions created by themselves to verify
that their ballot is correctly recorded on the
blockchain.

e Universal Verifiability:

— Cast ballots are well-formed: Ballots are

published plain text form, as it can be seen
easily whether they are well-formed or not.

— Tallied as recorded: Ballots are collected
from the blockchain for tally. Since the con-
tent of transactions on the blockchain can-
not be changed, it can be checked whether
ballots are tallied as recorded or not by
anyone.

— Consistency: Since ballots are recorded and
collected from the blockchain, anyone can
compare two sets by calculating the results
and compares with the announced result.

— Each recorded ballot is subject to "recorded
as cast” check: Each voter creates an unique
ballot for casting their vote. Since the signa-
tures of the organizer and inspectors can be
checked by voter and their ballot is recorded
on a public blockchain, the authority cannot
trick the voters by giving the same signa-
tures.

3.5. A Smart Contract for Boardroom Voting
With Maximum Voter Privacy [30]

The Open Vote Network is a distributed two-
step blockchain based e-voting protocol designed
by McCory et al. [30] for use in small scale, low-
coercion elections with maximum voter privacy.
There is no need for a counting authority because
the protocol has self-tallying property. Anyone who
has voted in the election can conduct the counting
process without violating other’s privacy. Designed
as a smart contract in the Ethereum blockchain.
Therefore, voters can rely on the agreement on the
blockchain that the protocol is executed correctly.

It is stated that the commonly used blockchain
implementations cannot be used in a national elec-
tion due to the limitations of data storage and
transaction operations, so the protocol presented is
designed for small-scale elections such as board
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meetings. It is assumed that all voters have a secure
communication channel. In addition, it is considered
to be only yes/no election, but the protocol can be
extended as multiple options, [37].

The election administrator publishes the eligi-
ble voter list. The administrator adds the account
information of each eligible voter to the white-
list included in the voting contract. Voters in the
published list are required to register their voting
keys at the registration stage to agree on a GG value.
Each voter entitled to vote sets a random x; secret
voting key. Each voter publishes a zero knowledge
proof ZK P(x;) of g% that the value z; is known.
At the end of the key registration phase, the key
values generated, after each voter has verified the
validity of the proofs published by the other voters.

i—1 n
¢V =Y; = Hg%‘/ H g
j=1

j=i+1

In order to cast their ballot, each voter publishes
their choice of v; as g*¥ g** with the zero knowledge
proof that v; € 0,1).

All published zero knowledge proofs are verified
to check that the votes are in the correct format. At
this stage, all voters must have cast their votes. All
registered voters can calculate the tally as []; g**¥ g
and find the result as gzi vi,

Since the number of voters is considered to be
low, v; would be a relatively small value, so it can
be found with a brute search.

« Eligibility: Due to the inclusion of the voter list
as a whitelist in a contract controlled by the
administrator, a person who does not have the
right to vote cannot vote in the election because
the smart contract will ignore this transaction.
For voters who have the right to vote, the
procedure is clearly stated. Apart from this, it is

mentioned that the smart contract should deter-
mine the identity of the voter with msg.sender’
instead of ’tx.origin’. This avoids the use of
another contract to emulate a voter.
Uniqueness: When a vote is requested from
another address, the contract will be ignored
as it cannot be verified the address from the
whitelist. A voter can vote at most one valid
vote, as the voting value used by the voter is
identified by msg.sender’ on the smart contract
and only one vote key can be generated during
the key registration stage.

Forgiveness: Forgiveness property is not men-
tioned in the system.

Robustness: As a common problem of self-
tally e-voting systems, one of the problems
is mentioned as abortive issue. As stated, the
voter who uses the last vote can calculate the
result before everyone else. In such a case, if a
dissatisfied voter does not complete the voting
process, no one will be able to calculate the
election result. As noted, the election result
can be recalculated with full co-operation of all
the remaining voters by adding an additional
recovery step, [38], [39]. However, the same
situation is encountered in this mitigation. The
authors proposed a deposit/refund solution that
would create an incentive for voter participation
through smart contracting. However, the mitiga-
tion does not solve the problem, when the voter
will benefit more if the election is canceled.
Fairness: The last voter who cast their vote can
calculate the result by simulating the system
with the values stored in the blockchain as if
they had used the game before everyone else.
An optional additional step has been proposed
to avoid influencing the voter’s decision. In this
step, all voters commits the hash value of their
vote before submission. In this case, even if the
last voter can calculate the result in advance,
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the voting process is not affected as the voter
cannot change their vote.

e Privacy: The privacy of a voter is based on
the confidentiality of their ballot. Since ballot
secrecy is based on discrete logarithm problem,
it is not applicable to calculate the vote value.
As stated in the proposal, a voter’s ballot can
only be found via full collision of all of other
voters. Therefore, the system meets the privacy
requirement.

o Coercion resistance: It is stated in the proposal,
the protocol cannot provide coercion resistance
for an election in an unattended environment.
Even if a voter who had to use their vote under
pressure can change their vote, the voter always
can prove his/her vote by revealing the vote
key z;, so that the coercion resistance cannot
be achieved.

e Receipt-freeness: It is stated in the proposal, a
voter can create a receipt with the values stored
explicitly on the blockchain by revealing the
vote key x;.

e Individual Verifiability:

— Presented ballots are well-formed: The bal-
lot format is clearly stated as 1 as yes and
0 as no.

— Recorded as cast: Since the encrypted vote
values are written into the blockchain, a
voter can verify whether their ballot is
recorded correctly or not by following the
blockchain.

e Universal Verifiability:

— Cast ballots are well-formed: The correct-
ness of the cast votes is based on the zero
knowledge proof submitted with the vote. A
voter attempting to cast excessive or nega-
tive votes will not be able to produce the
proof. Therefore, whether the cast ballots
are well-formed or not can be check by

everyone.

— Tallied as recorded: Since the proposed
system is a self-tallied election system, any
one can calculate the election result using
the values on the blockchain. The calculated
result can be compared with the announced
result.

— Consistency: This can be checked by any-
one because the election data is stored on a
public blockchain and the result cannot be
calculated if one of the cast votes is missing.

— Each recorded ballot is subject to "recorded
as cast” check: All votes used in encrypted
form must be cast by a voter in the list
of voters published by the administrator.
Otherwise, the election result cannot be
calculated and the list and the votes counted
can be compared to determine the votes that
have not been cast by a voter.

3.6. Polys Online Voting

Polys Online Voting [31] is a commercially
available web-based e-voting service on Ethereum
blockchain which breaks the link between voter 1D
and their votes with public ElGamal public key
encryption, while ensuring the validity of the vote
format with zero knowledge proof. It distributes the
private key over trusted election representatives.

The most critical role in the preparation phase
is the trusted representatives. They are responsible
for signing the blocks in the blockchain, generating
the public key that voters use to encrypt their
votes, and decrypting the election result in the tally
stage. Trusted delegates generate the public key pair
among themselves using the Shamir secret share,
[40]. Since each trusted agent has a part of the
secret value of the generated private key, a greater
number of trusted agents must be brought their part
of secret together to reconstruct the key and obtain
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the election result.

It is mentioned that voter authentication may
vary for each election. The system assumes that
the authentication is provided by a third party.
There are three types of registration methods. The
first is by specifying the voter’s e-mail addresses
when creating the election. The system sends a link
address to their e-mail address where they can cast
their vote. Secondly, one unique code is generated
for each voter by specifying the number of voters
when creating the election. The generated codes
are distributed to the voters and allowed to vote.
The last method is provided for cases where voters
are not known in advance, such as voting during
a conference. At the election-specific link, voters
may vote for the relevant election. It is stated that
the registration method for open voting is presented
experimentally and it is not suitable for large scale
elections.

The most critical part of the voting process is the
anonymity of voters who are eligible to vote, while
ensuring that all the ballots are well-formed. When
an eligible voter logs on to the system, the client
application creates a key pair to create transactions
on blockchain. The voter sends his/her preferred
candidate ID Z; to be recorded onto the blockchain
by signing with ZKP(V € Z) to prove that the
ballot is encrypted with the common election key
Pk ecommon and is well-formed. Any trusted represen-
tative verifies the voter’s signature upon receipt of
the ballot. If the signature is not valid, the ballot is
registered as invalid. The ElGamal algorithm, which
is used by the voters to encrypt their preferences,
has multiplicity homomorphic feature. The valid
votes are multiplied after the voting process is
completed and the result of the election is encrypted
with the public election key pkcommon generated
by the representatives. Trusted representatives can
decrypt the results by sequentially applying the parts

of the common election secret key s they have.
The result is divided into prime multipliers by the
big step/small step algorithm and the votes of the
candidates are obtained.

« Eligibility: Each voter receives an unique email
is sent by the e-voting system. The unique
token value generated by the KECCAK-256
hash algorithm for each voter in the system is
added to the voting smart contract. If the voter
is eligible to vote, it may be cast by a newly
produced intermediary contract, or even with
the one previously produced. If there is no token
of the voter from the contract, the votes cast by
the smart contract are ignored. Therefore, the
system provides the eligibility requirement.

o Uniqueness: There is a special intermediary
smart contract, which is named as an alias in the
election created for each voter. The voting status
of a voter can be monitored by this contract.
Because the outputs of the smart contract are
written on the blockchain, a link can be estab-
lished to cancel the previously cast ballot when
the voter wants to change their choice.

o Forgiveness: As stated in the uniqueness re-
quirement, voters are allowed to change their
cast ballot at any time during the voting stage.

o Robustness: The public key was generated by
using the threshold scheme. In addition, assum-
ing that the zero knowledge proof algorithm
has the soundness property, it is not computa-
tionally feasible to create a proof that a voter
can mislead the verifier. One of the situations
that may prevent obtaining the election result
is that the calculated result cannot be divided
into prime factors, when the calculated result is
too large. The authors stated that this situation
can be calculated by bringing together smaller
partial results. However, the risk increases as
representatives have to reuse their keys for each

204



partial result account.

Fairness: Assuming trusted representatives are
honest, partial election results cannot be cal-
culated by anyone. Because the public key of
the ElGamal algorithm is not known during the
voting period.

Privacy: Voter privacy is protected by the se-
crecy of the corresponding private key of the
common encryption key generated by trusted
representatives. Therefore, the private key must
be kept secret even after election is over. This
puts privacy at risk in the long run. Because
the disclosure of the private key can be used to
decrypt all of ballots that are cast in the election.
Coercion Resistance: A voter is allowed to cast
more than one vote in order to prevent coercion
resistance and vote trading. However, the provi-
sion of a receipt-freeness does not necessarily
mean that coercion resistance is also ensured,
[24]. An attacker could coerce a targeted voter
by trying to obtain login information to the
system. In addition, a voter who wishes to sell
their vote may trade by selling login information
or token sent to him/her by e-mail. Proposed
mitigation cannot prevent these situations.
Receipt-freeness: A voter can prove that he has
sent the vote by proving that the private key
of the signature on vote transaction is known.
However, since the value of the vote will be
encrypted, the voter must prove their vote. In
the ElGamal algorithm, the voter can prove
the exact voting value as he/she can generate
the registered vote in the blockchain using the
public key together with the ephemeral key
which is generated by the voter.

« Individual Verifiability:

— Presented ballots are well-formed: The pre-
sented ballot format is not mentioned in the
system.

— Recorded as cast. Since the voter’s choice
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is recorded into the blockchain with smart
contracts, each voter can follow the record
of the vote or the output of the intermediary
contract which he has signed with the public
signature key.

o Universal Verifiability:

— Cast ballots are well-formed: The format
of the votes that cast is based on zero
knowledge proof. Any one can verify the
correctness of the ballot format by verifying
the zero knowledge proof with the cipher-
text published in the blockchain.

— Tallied as recorded: As the result of smart
contracts in the Ethereum blockchain is
recorded to ledger by all of the miner nodes,
it is ensured that each voter’s vote cannot
be changed as soon as it is recorded.

— Consistency: Anyone can verify the for-
mat and signatures of the recorded votes
to obtain the ciphertext as a result of the
tally. Consistency check can be achieved
if trusted representatives publish proof that
the plaintext election results are decrypted
using this ciphertext and encrypted with the
public key.

— Each recorded ballot is subject to "recorded
as cast” check: If same unique code is given
to different voters, it will not be detected
by anyone as the system allows voters to
change their voting addresses.

4. Discussion

In this section, we are going to discuss maturity of
blockchain-based e-voting schemes and their usage
in a nation-wide elections. In order to do that, we
first summarize our requirement analysis given in
Section 3 in the Table 1. Even if OVN, [30] scheme
is designed to be used in small-scale elections,
such as boardroom elections we still include in
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the summary since this scheme seems more solid
than the other schemes. As it can be deduced from
the table, one can unfortunately conclude that these
blockchain-based e-voting system proposals do not
fully meet the e-voting requirements.

4.1. The readiness of
blockchains for e-voting

cryptocurrency

Blockchain technology was originally designed as
a financial structure. The criteria that cryptocur-
rencies such as Bitcoin and Ethereum designed
to provide differ from the requirements deemed
necessary for e-voting systems. For instance, while
cryptocurrencies are designed to prevent double-
spending, a person who has right to vote in an
election may allowed to be able to cast more than
a ballot as long as only one of them is counted in
the tally.

In order to ensure voter eligibility in national
elections, features such as citizenship and age of
the person should be determined by authentication.
Verification of voter’s identity is the first step in
privacy in an e-voting system. With a digital identity
infrastructure based on zero knowledge proofs, it
will be very valuable for e-voting systems to prove
that a voter has the right to vote without being
identified. However, digital identity infrastructures
that do not meet the necessary privacy criteria,
and hence may stir up new problems or require
extra processes. One of the challenges that can
be encountered is to ensure that voter eligibility
and uniqueness co-exist, without revealing voter
privacy. Although it is assumed that the digital
authentication infrastructure is already present in
proposed systems, these systems are not yet suitable
for practical application since they are still under
development.

In most of the e-voting system proposals, regis-
tration is performed by an authority that is assumed

to be honest. This may also create the risk that
fraudulent identities may be created by the authority
and that non-existent voters can be included in
elections, this may counterfeit the results of the
elections. In order for an e-voting system to be
fully distributed, voter verification against fraudu-
lent identities created by a dishonest authority at the
registration stage is another open issue that needs to
be explored for large-scale elections where voters do
not know each other.

In an e-voting system, where the costs are in-
tended to be reduced, use of existing cryptocurrency
networks that are considered safe bring the trans-
action fee problem. Although transaction fees for
blockchain structures such as Bitcoin and Ethereum
are very reasonable and understandable when con-
sidered as a financial structure, the requirement that
voters have a small amount of money to vote in an
e-voting system is contrary to the Universal Decla-
ration of Human Rights. If the transaction fees are
provided by the authority, all transfer transactions
made in blockchains such as Bitcoin and Ethereum
always maintain their relations with their history,
[33], [41]. Blockchain-based systems in which votes
are sent in plain text or decrypted during the tally,
voter privacy might not be protected due to the
behavior of voters in before or after the election.

Besides, the fact that Bitcoin’s value went above
$19,000 in December 2017 and that the value of this
work was around $10,000 at the time of the study,
has a significant effect on the cost of transaction
fees’. In a public permissionless blockchain net-
work, which is managed by independent nodes, the
miner nodes prefer transfers with higher transaction
fee due to constraints accepted by the blockchain
network. Even if the transactions initiation with
the minimum transaction fee is technically feasible,
the miner nodes would naturally prioritize transfers

2. see https://coinmarketcap.com/currencies/bitcoin/
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TABLE 1
The summary of the requirement analysis of blockchain based e-voting systems
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" Not mentioned, not satisfied.
? Not enough info.
1
Each recorded ballot is subject to “recorded as cast” check.

with higher transaction fees. This would delay the
finalization time of the voting transactions. Further-
more, also one can argue that spending some of the
election budget for these transaction fees contradicts
with election cost reduction goals.

Currently, public permissionless blockchains suf-
fers from scalability problem. The maximum num-
ber of transactions that can be processed is limited
due to restrictions such as the frequency of block
generation and the size of transfers recorded in
the block. The required time of generating a block
in Bitcoin is by design fixed to approximately 10
minutes so that the generated block can propagate
between the nodes. In addition, again by design each
block is limited to a maximum of 1 megabyte size,
hence both time and space constraints limits the

transaction per time performance. In a national-wide
election, the measures to be taken against centraliza-
tion should be taken into account within the scope
of the system designed with blockchain, in order to
ensure that the voter’s ballot is recorded securely.
For example, to verify a transaction that is securely
recorded into blockchain, it is recommended to wait
for at least 2 to 6 validations in the Bitcoin cryp-
tocurrency. This amount is expected to be higher
for an e-voting system. However, the disadvantage
of the measure is that a vote registration process is
extended as a period of time and its usability for
voters is negatively affected.

Ethereum supports smart contracts which can be
run with gas. The amount of gas required to process
smart contracts in the Ethereum blockchain must be
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supplied as a transaction fee. Since cryptographic
functions require more computational calculation
than regular operations, it would increase the gas
cost considerably when used in a smart contract. In
addition to the increase in cost, it should be also
noted that some operations such as homomorphic
or zero knowledge proof calculations cannot be
performed due to the maximum gas limit in both
a transfer operation and a block on smart contracts
of the Ethereum blockchain, [30].

In blockchain technology, the immutability of the
transactions allows reliable and secure value trans-
fers between peers. This blockchain ledger generally
behaves as a public bulletin board in context of e-
voting systems to verify that votes have not been
changed once they cast. However, this assumption is
valid when the criteria of the consensus mechanism
that is used in the blockchain are fulfilled. The
tolerance of dishonest node can vary according
to the consensus mechanism used. For example,
if more than half of the computational power is
honest in the proof of work consensus based on
the processing power, the transactions occurred in
the blockchain cannot be removed. The proof of
work consensus which is based on the processing
power assumes that it is secure as long as more
than half of the computational power is honest
in the blockchain network. It is assumed that the
problem of centralization of computational power,
also known as 51% attack, will not occur in the
systems studied in general. However, according to
a study, only 2% of Bitcoin miner nodes state that
they constitute 3/4 of the total computational power,
[42]. In blockchain based e-voting systems, it is
technically possible to manipulate the election by
entities that hold the majority of the resource that
make the consensus secure. A centralized consensus
mechanism for an e-voting system means that a
recorded vote can be deleted from the ledger without

being included in the tally.

User devices are considered to be secure in
blockchain-based e-voting system proposals. How-
ever, the security of the devices used by voters who
are intended to vote in a national election is another
problem that remains open. In addition, the com-
bination of paper-based election with blockchain-
based e-voting system for those who do not prefer
e-voting methods among the voters or who do not
have the possibility is one of the generally ignored
issues.

4.2. Applicability of the current proposals in
nation-wide elections

In this section, the national-wide blockchain based
e-voting scheme applicability will be examined by
calculating the approximate cost and time based
on this number. Recent national election in Turkey
involved approximately 57 million voters, [43].

Bitcoin based E-voting Systems

The size of a Bitcoin transaction may vary de-
pending on the number of inputs and outputs in-
cluded. A simple transaction consisting of one input
and two outputs contains approximately 250 bytes
of data. Since the maximum block size is limited to
1 megabyte in size, a maximum of 4,000 transfers
can be added to a block. Due to difficulty of the
proof of work consensus, the required time for
forming a block is approximately 10 minutes. Even
in the best case where the transaction of voters
is given higher priority by miners, a maximum of
24,000 transfers per hour can be recorded.

In order to process all of the transactions created
by voters, approximately 14250 blocks per round

should be created. Assuming a block is created
approximately every 10 minutes, it will take a
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minimum of 99 days to create such blocks. It should
be noted that as the number of transactions required
to complete voting procedure increases, this number
increases cumulatively. For instance, in a system
that requires one transaction for registration and
one transaction for casting ballot, it would took
approximately 198 days to record election data into
blockchain. It should be noted that this is the best
case that transactions do not contain any OPRE-
TURN data and miners in the network prioritize e-
voting transactions.

The block number of | Estimated Estimated Estimated

1st confirmation Time | Transaction Fee | Transaction Fee(USD)

1st block 10 mins | 33 satoshi/byte 0.85%

3rd block 30 mins | 32 satoshi/byte 0.82$

6th block 1 hour | 9 satoshi/byte 0.25%
TABLE 2

Block time and approximate transactoin fees for
first confirmation[44].

In Bitcoin, transaction fees are determined by
the sender of the transaction. The transaction fee
amount only affects how quickly the initial confir-
mation is obtained. This amount may vary according
to the daily processing density. Transaction fees
stated in the Table 2 are given on the basis of
August, 2019.

According to Table 2, to obtain the first confirma-
tion in 10 minutes for a transaction 250 byte long,
at least 8250 satoshi (33 satoshi/byte) transaction
fee should be paid. In addition, approximately 50
minutes are required to obtain 6th validation for
a transaction that has been added to the block.
A total cost of election with 57 million voters,
approximately 4702.5 BTC ($ 47 million) must be
allocated to receive sufficient verification for each
voter in the blockchain within 50 minutes. This
amount increases cumulatively with the number of
transactions a voter has to make for voting. In

addition, since the transfer fee will be sent to the
miners, this amount has to be re-established for
each election. This cost has been calculated approx-
imately when 1 transaction for voting is performed.

Ethereum based E-voting Systems

Bitcoin has limited ability to store data, even
though it provides the non-alterability, which is ex-
pected to provide an important feature for the public
bulletin board in an e-voting system. Furthermore,
Bitcoin’s scripting language is not Turing complete,
so there is limited scope for processing in trans-
actions. More specifically, the halting problem in
Bitcoin scripting language is mitigated with limited
scripting size and preventing the branching capabil-
ities. Although the analysis of this study assumes
that the e-voting system is implemented honestly,
the operation of the protocol should be verifiable. In
the Ethereum blockchain, unlike Bitcoin, it is able
to store data in smart contracts, so that it can be
validated across the network without the need for
third parties.

In Ethereum-based blockchains, each smart con-
tract requires a certain amount of gas as payment
to ensure that the running contract is terminated.
This requirement is also used to calculate transac-
tion fees. Because the Ethereum network limits the
amount of gas that can be used by contracts, it is not
possible to perform certain operations on the smart
contract, which may require excessive calculations
such as zero knowledge proof and homomorphic
encryption, [30]. In this case, even if the OVN e-
voting system is assumed to provide robustness, it
is not possible to operate an e-voting protocol on
Ethereum for use in nation-wide elections.

In the Ethereum blockchain, the block gas limit
specifies the maximum amount of gas that can be
used in a block. The block gas limit is used to
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minimize both the spread time and block generation
time of blocks by limiting the amount of transfers
added to a block. In addition, they prevent the
creation of effective infinite loops with contracts
that call each other. Although the block gas limit
changes in each block created, it approximately is
about 8,000,000 gas. It is stated that up to 6 voter
registration or one vote can be made in one block
due to the cost of cryptographic calculations, [30].
Assuming that a block is created in the Ethereum
blockchain in about 15 seconds, the registration of
57 million voters alone will take about 4.5 years.

Blockchain solutions designed for E-voting

Bitcoin and Ethereum have scalability problems.
It does not allow an e-voting to be performed
at the nation-wide due to limitations by design.
Given that the constraints arise from the fact that
the blockchain network to be used is designed
as a financial structure, it is reasonable to create
a specialized blockchain network for the e-voting
system.

A flow chart to determine whether a blockchain
is the appropriate technical solution to solve a
problem is presented, [45]. Considering the desired
features of e-voting systems according to the for-
mula, there is the potential to use two different
types of blockchains according to the selection of
writers into ledger in the system. These are public
permissioned blockchain and public permissionless
blockchain.

The first is the use of a permissioned blockchain.
If a permissioned blockchain is chosen, the selec-
tion of the nodes that are allowed to write to the
blockchain is required. The nodes granted the right
to write will need to be identified by a central
authority. In a democratic election, although it is
assumed that the task of selecting these nodes is

fulfilled honestly, problems originated from cen-
tralization may arise. Although the centralized ex-
ecution of elections is undesirable, e-voting with
permissioned blockchain facilitate the use of more
efficient distribution of trust to wide range of entities
and consensus mechanisms.

We believe that permissioned public blockchains
specifically built for and used only for e-voting
schemes would be a solution. Nonetheless, au-
thorized nodes should be carefully established, in
order to convince the voters on transparency of the
elections.

5. Conclusion

In this study, requirement analysis of e-voting sys-
tems designed with blockchain technology, which
has remarkable features for e-voting, have been
made. Blockchain technology is considered to be a
new era in the field of e-voting, that has the potential
to be an important step in direct democracy. As can
be seen in the Table 1, although blockchain-based
e-voting systems can provide the verifiability of an
election, it has not yet matured in terms of e-voting
requirements.

It is not possible to use public permissionless
cryptocurrency blockchains with high node partic-
ipation such as Bitcoin, Ethereum, Zcash, which
are accepted as secure, for national scale e-voting
systems. The main constraints to this situation are
that they are designed as an unauthorized type of
financial structure, as discussed in the Section 4.
The main reason why e-voting requirements cannot
be fully fulfilled is that they are designed for the
criteria of an economic value.

Even if the issues listed in Section 4 are fixed,
utilizing economically valuable assets in voting
schemes would give rise to ethical discussion.
Voting is a right for eligible voter, thus requir-
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ing some monetary costs for voting, or binding
votes with valuable cryptocurrencies would result
in new problems. For example, in elections with
an economically high-value cryptocurrency, there is
a possibility that voters may choose to keep the
money that is conveyed to them for voting or to use
it for other purposes. This constitutes a situation
which is contrary to the objective of increasing
democratization and thus the nature of elections.

We believe that building an e-voting scheme on a
permissioned blockchain rather than cryptocurrency
ledgers is more promising. This will also create
more scalable system and evade the ethical debates,
provided with diverse entities permitted as authen-
ticated nodes.
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