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SUMMARY

Technological developments lead to changes in the field of health 
as well as in many areas. Although these developments bring many 
advantages, there are also some potential risks. Increments in digital 
healthcare and digitally stored information raise concerns about 
data security. It is vital for pharmacists and pharmacy students to 
be aware of data security, considering patient rights and ethical 
principles. This study investigates the digital data security awareness 
of pharmacy students and the effects of some variables on it. In this 
context, a questionnaire was applied to pharmacy students, including 
the “Digital Data Security Awareness Scale” developed by Yılmaz, 
Şahin, & Akbulut (2015).  Firstly, exploratory factor analysis was 
performed on the data obtained, and then the effects of some variables 
on digital data security awareness were investigated via t-test and 
analysis of variance. Digital data security awareness is found to be 
higher in those who have an antivirus program on their smartphones. 
Additionally, it was determined that the mean of the responses given 
by the students to the statements on the scale was around three.  As 
a result, the awareness of pharmacy students on this issue needs to be 
improved.
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Dijital Veri Güvenliği Farkındalığı: Eczacılık Öğrencileri ile Bir 
Çalışma

ÖZ

Teknolojik gelişmeler, sağlık alanında da birçok alanda olduğu 
gibi değişikliklere yol açmaktadır. Bu gelişmeler beraberinde birçok 
avantaj getirse de bazı potansiyel riskler de bulunmaktadır. Dijital 
sağlık hizmetlerindeki ve dijital olarak depolanan bilgilerdeki 
artış, veri güvenliği konusundaki endişeleri de arttırmaktadır. 
Eczacıların ve eczacılık öğrencilerinin, hasta hakları ve etik ilkeler 
de göz önünde bulundurulduğunda, veri güvenliği konusunda 
farkındalığa sahip olmaları oldukça önem arz etmektedir. Bu 
çalışma, eczacılık öğrencilerinin dijital veri güvenliği farkındalığını 
ve bazı değişkenlerin buna etkilerini incelemektedir. Bu kapsamda 
eczacılık öğrencilerine Yılmaz, Şahin, ve Akbulut (2015) tarafından 
geliştirilen “Dijital Veri Güvenliği Farkındalığı Ölçeği”ni de içeren 
bir anket uygulanmıştır. Elde edilen verilere ilk olarak açıklayıcı 
faktör analizi yapılmış, ardından bazı değişkenlerin dijital veri 
güvenliği farkındalığı üzerindeki etkileri t-testi ve  varyans analizi ile 
araştırılmıştır. Akıllı telefonunda antivirüs programı bulunanlarda 
dijital veri güvenliği farkındalığının daha yüksek olduğu tespit 
edilmiştir. Ayrıca, öğrencilerin ölçekteki ifadelere verdikleri yanıtların 
ortalamalarının üç civarında olduğu belirlenmiştir. Sonuç olarak, 
eczacılık öğrencilerinin bu konudaki farkındalıklarının geliştirilmesi 
gerekmektedir.

Anahtar Kelimeler: Veri güvenliği, eczacılık uygulamaları, etik
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INTRODUCTION
Usage of health information technology in 

healthcare is stated to be important, and it has 
benefits in costs, patient satisfaction, health outcomes 
(Rothstein, 2007; Sykes, Venkatesh, & Rai, 2011; Kuo, 
Ma, & Alexander, 2014). As time goes on, more data and 
information are available in the digital environment 
and can be easily stored, copied, and moved on small 
devices (Öğütçü, Testik, & Chouseinoglou, 2016). 
Today, health data are stored as electronic records by 
hospitals and clinics (Wang, 2015). There is a growing 
interest in using electronic health records instead 
of paper-based records (Fernández-Alemán, Señor, 
Lozoya, & Toval, 2013). It brings several advantages 
such as improving data availability, reducing costs 
and medical errors (Sun & Fang, 2010). The use of 
electronic health records improves patient care with 
immediate access and exchange of information, on 
the other hand, some risks as unauthorized access and 
use, raise concerns about confidentiality and privacy 
(Sulmasy, López, Horwitch, American College of 
Physicians Ethics, Professionalism and Human Rights 
Committee, 2017). The ethical principles of justice, 
autonomy, privacy, and confidentiality are considered 
in evaluating health technologies (Nesipoğlu 
& Özdinç, 2021). Electronic data security and 
information security management are sensitive issues 
for organizations (Parsons, McCormac, Pattinson, 
Butavicius, & Jerram, 2014). In the literature, the most 
cited concerns are privacy and security (Chao, Hu, 
Ung, & Cai, 2013; Sun & Fang, 2010; Lee, 2017; Haas, 
Wohlgemuth, Echizen, Sonehara, & Müller, 2011; 
Wang 2015; Yüksel, Küpçü, & Özkasap, 2017).  Lack 
of security awareness threatens information security 
(Karabatak & Karabatak, 2019).  As digital healthcare 
services increase around the world, the necessity of 
making regulations has arisen. European Union and 
the United States made regulations to protect health 
data and ensure privacy (Treacy & McCaffery, 2016). 
Similarly, in Turkey, Personal Data Protection Law, 

and Regulation on Personal Health Data entered into 
force in 2016 and 2019, respectively (Official Gazette, 
2016, No:6698; Official Gazette, 2019, No: 30808).  

Pharmacy is not apart from these developments 
and changes in healthcare. Various studies exhibit 
that health technologies have been taking part in 
pharmacy practice (Stewart & Lynch, 2012; Williams, 
Nunemacher, Holland, Rhodes, & Marciniak, 2019; 
Martirosov, Seitllari, Kaurala, & MacDonald, 2020; 
Westbrook et al., 2019; McNicol, Kuhn, & Sebastian, 
2019; Burgin, O’Rourke, & Tully, 2014). Human 
errors are one of the major problems in ensuring 
information security, and raising awareness on this 
issue is essential (Çetinkaya, Güldüren, & Keser, 
2017). In addition, considering the development, 
management, and usage processes, the importance of 
the human factor becomes evident (Karaoğlan Yılmaz, 
Yılmaz, & Sezer, 2014). In this regard, healthcare 
providers’ responsibility and attention are important. 
Hence, increment of pharmacists’ awareness about 
data security is essential.  

Importance should be given to cybersecurity to 
protect health data (Wang, 2015). In a study conducted 
with physicians, lack of knowledge and skills are 
stated as significant challenges in using electronic 
health record systems (Chao et al., 2013). Privacy 
is at the forefront for people with high digital data 
security awareness levels (Durak & Saritepeci, 2020). 
In this context, improving healthcare professionals’ 
skills, knowledge, and awareness is essential.  In the 
literature, there are some studies about digital data 
security awareness. For instance, Avcı and Arslan 
(2019) conducted a study with employees of a public 
service organization and found a significant positive 
relationship between information literacy levels and 
digital data security awareness. Besides, Göldağ (2021) 
applied a study to university students and showed 
a significant positive relationship between digital 
literacy levels and digital data security awareness. 
Moreover, in Gündüzalp’s (2021) study, the awareness 
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of university employees about digital data security 
and cyber security were determined. 

Considering that pharmacists have ethical 
responsibilities to patients, and health information 
technologies are widely used, ensuring digital data 
security is essential for pharmacists. As future 
pharmacists, pharmacy students should pay attention 
to this issue. Within the scope of the study, the status 
of pharmacy students’ digital data security awareness 
and the influences of some variables on digital data 
security awareness are examined.

MATERIAL AND METHODS
This study was approved by Izmir Katip Çelebi 

University Social Research Ethics Committee (Permit 
No: 2020/09-06). The questionnaire was applied 
online between  November and December 2020 to 
pharmacy students in a pharmacy faculty. Informed 
consent was taken from the participants. In total 403 
students exist in the faculty, and 88 students answered 
the questionnaire. 

The questionnaire form consists of questions about 
gender, grade, internet usage, antivirus programs, and 
the Digital Data Security Awareness Scale developed 
by Yılmaz, Şahin, & Akbulut (2015). The scale has one 
dimension and five-point Likert type 32 items. The 
Cronbach’s alpha coefficient of the scale is 0.945. 

Data obtained from the study were analyzed with 
IBM SPSS 24.0 package program. Descriptive statistics 
were given. Besides, exploratory factor analysis 
was conducted on the data, Cronbach’s alfa and 
Kaiser-Meyer-Olkin (KMO) values were calculated. 
T-test and variance analysis (ANOVA) were used to 
determine the effects of the variables on the factor. 
Also, the mean values of the items were investigated. 

RESULTS AND DISCUSSION
The study results showed that most of the 

participants were female (62.5% female, 37.5% male). 
When examined according to the grades, 27.3% of 
the students were in their first year. 19.3%; %14.8%; 
22.7% and 5.9% of the students were in the second, 
third, fourth, and fifth grade, respectively. In terms 
of internet usage in a day, 40.9% of the participants 
used for 3-5 hours, and 30.7% used for more than 5 
hours. 23.9% used for 1-3 hours, 4.5% of them were 
used for less than 1 hour. The status of having an 
antivirus program on computers or smartphones was 
examined. The study results showed that half of the 
students (50%) have an antivirus program on their 
computers, and 34.1% do not have. 15.9% expressed 
that they don’t have a computer. Most of the students 
(71.6%) don’t have an antivirus program on their 
smartphones, while 28.4% have.

The KMO value was found as 0.913. Exploratory 
factor analysis was performed and limited to one 
factor, as indicated in Yılmaz, Şahin, & Akbulut’s 
(2015) study.  According to the results, the factor 
loadings of all expressions were found to be above 0.5, 
and the explained variance ratio was 56.4%.

The Cronbach’s alpha coefficient of the scale was 
determined as 0.974. The factor loadings of the items 
were shown in Table 1. T-test and ANOVA analysis 
were performed to determine whether there is a 
difference according to gender, grade, internet usage, 
and the antivirus program on smartphones. Only 
those with an antivirus program on their smartphones 
had a statistically significant difference p<0.05, and 
their digital data security awareness was found to be 
higher.
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Table 1. Factor Loadings
Items Factor loadings

i18 0.86

i2 0.85

i15 0.85

i32 0.84

i14 0.83

i17 0.83

i11 0.82

i28 0.82

i22 0.81

i25 0.80

i19 0.80

i13 0.79 

i26 0.78

i12 0.78

i30 0.77

i27 0.77

i8 0.76

i16 0.75

i7 0.74

i6 0.73

i24 0.72

i23 0.72

i21 0.71

i20 0.70

i9 0.70

i10 0.70

i3 0.68

i4 0.66

i29 0.65

i31 0.62

i1 0.54

i5 0.51

In Table 2, the means and standard deviation 
values of the items were given. The items with the 
least and highest means were found to be 2.34 and 
4.15. According to the results, items with the least and 
highest mean were about firewall software knowledge, 
and awareness in setting passwords for devices to 
prevent unauthorized access, respectively. The average 
mean of all items was 3.4. 

Table 2. Means (x̄) and standard deviations (SD)
Items Means (x̄) SD

i1 2.65 1.31

i2 3.83 1.34

i3 3.39 1.39

i4 3.66 1.43

i5 2.34 1.42

i6 3.09 1.45

i7 3.42 1.34

i8 3.56 1.48

i9 3.28 1.37

i10 3.06 1.40

i11 3.36 1.44

i12 3.36 1.34

i13 3.86 1.30

i14 3.86 1.32

i15 3.81 1.29

i16 3.57 1.41

i17 3.56 1.35

i18 3.83 1.35

i19 3.32 1.41

i20 3.31 1.43

i21 3.06 1.40

i22 3.24 1.34

i23 3.10 1.33

i24 4.15 1.36

i25 3.77 1.45

i26 3.58 1.36

i27 3.32 1.40

i28 3.76 1.27

i29 2.99 1.37

i30 3.82 1.34

i31 2.61 1.30

i32 3.28 1.34

The findings of this study revealed that gender, 
grade, or internet usage did not make a statistically 
significant difference in digital data security awareness 
of pharmacy students. However, having an antivirus 
program on smartphones makes a difference.  The fact 
that the average of the items is around three indicates 
that the awareness of the pharmacy students should 
be increased. 
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In the literature, there are various studies 
investigating the role of gender in security awareness.  
In a study conducted with medical secretaries, 
information security awareness of females was 
found to be higher than males (Filik & Ünalan, 
2021). Information security awareness of hotel 
managers did not differ according to gender (Okul, 
Şimşek, Hafçı & Barış, 2018). In a study applied 
to university students, no difference was found in 
cyber security behaviors by gender (Karacı, Akyüz, 
& Bilgici, 2017). Additionally, in employees’ digital 
data security awareness, no significant gender 
difference was exhibited (Gündüzalp, 2021). Besides, 
studies exist indicating that digital data security 
awareness is higher in males (Göldağ, 2021; Yılmaz, 
Şahin, & Akbulut, 2016; Korkmaz, 2018). In this 
study, no statistically significant difference was 
found in digital data security awareness in terms of 
gender.  Yılmaz et al. (2016) expressed that digital 
data security awareness of teachers increases when 
the daily internet usage time exceeds 3 hours a day.  
However, the present study results showed that 
no statistically significant difference was found in 
digital data security awareness according to daily 
internet usage. Parallel with this finding, there was no 
difference in the information security awareness of 
hotel managers in terms of internet usage times (Okul 
et al., 2018). Mylonas, Kastania, & Gritzalis (2013) 
found nearly one-quarter of smartphone users have 
security software on smartphones; however, most 
of them use security software on their computers, 
additionally presented that approximately one-third 
of the participants consider security software is not 
essential for smartphones. Similarly, in the present 
study, nearly one-third of pharmacy students use an 
antivirus program for their smartphones, and half of 
them have an antivirus program on their computers. 
Bıkmaz (2017) stated that approximately forty percent 
of health management department students have 
security software for smartphones, and nearly one-

third use security software for laptops.
In literature, some studies applied the Digital Data 

Awareness Scale to university students. Göldağ (2021) 
stated that students have high digital data security 
awareness. Korkmaz (2018) found the statements’ 
mean as generally close to four and the least mean 
as 3.30. However, in the present study, pharmacy 
students’ answers to the statements were lower, and 
their awareness should be developed.  Göldağ (2021) 
stated that students have the highest awareness about 
creating passwords for devices to prevent unauthorized 
use. Similarly, in the present study, pharmacy students 
have the highest awareness about it.  Karaoğlan 
Yılmaz et al. (2014) applied a study with university 
students and presented that nearly half of them used 
username and password, and approximately one-
tenth used firewall to prevent others from accessing 
their computer. The current study shows pharmacy 
students have a low level of knowledge about firewall 
software. In Okul et al.’s (2018) study, according to 
an open-ended question result, hotel managers were 
found not sufficiently knowledgeable about how a 
secure password should be. In the present study, the 
statements about passwords are over three. 

CONCLUSION
Considering the security importance in 

healthcare, patient confidentiality, and privacy, 
future pharmacists’ awareness of digital data security 
is vital. According to the study results, pharmacy 
students’ awareness should be increased. It is thought 
that, in the light of current advancements, attaching 
more importance to this subject in the pharmacy 
curriculum will contribute to increasing the awareness 
of students. This study is applied to pharmacy students 
only. Thus for future studies, it may be conducted 
with pharmacists. Also, the qualitative methodology 
can be used for an in-depth examination. Seminars 
may be given to pharmacists and pharmacy students 
to increase awareness of this issue. 
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