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ABSTRACT

The effects of attacks on network systems and the extent of damages caused by them tend to increase every day.
Solutions based on machine learning algorithms have started to be developed in order to develop appropriate
defense systems by detecting attacks in a timely and effective manner. This study focuses on detecting abnormal
traffic on networks through deep learning algorithms, and a deep autoencoder model architecture that can be used
to detect attacks is recommended. To this end, an autoencoder model is first obtained by training the normal
dataset without class labels in an unsupervised manner with an autoencoder, and a threshold value is obtained by
running this model with small size test data with normal attack observations. The threshold value is calculated as
a value that will optimize the model performance. It is observed that supervised learning methods lead to
difficulties and cost increases in the detection of cyber-attacks and the labeling process. The threshold value is
calculated using only small test data without resorting to labeling in order to overcome these costs and save time,
and the incoming up-to-date network traffic information is classified based on this threshold value.
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0Z

Ag sistemlerine yapilan saldirilarin etkisi ve olusturdugu hasarlarin boyutu giin gegtikce artis egilimi
gostermektedir. Saldirilar1 zamaninda ve etkin bigimde tespit ederek uygun savunma sistemleri gelistirmek tizere
makine 6grenmesi algoritmalarina dayali ¢oziimler gelistirilmeye baslanmistir. Bu ¢aligma, aglara yonelik
anormal trafigin derin 6grenme algoritmalar1 yardimiyla belirlenmesi iizerine odaklanmakta ve saldirilarin
tespit edilmesinde kullanilabilecek bir derin otokodlayict model mimarisi 6nerilmektedir. Bu amagla 6nce
otokodlayici ile sinif etiketleri olmayan normal veri kiimesi denetimsiz bigimde egitilerek bir otokodlayict model
elde edilmekte, bu model normal saldir1 gézlemlerine sahip kiigiik boyutlu bir test verisiyle birlikte ¢alistirilarak
bir esik deger elde edilmektedir. Esik deger, model performansini optimum kilacak bir deger olarak
hesaplanmaktadir. Denetimli 6grenme yontemlerinin, siber saldirilarin tespit edilmesinde, etiketleme isleminin
zorluklara ve maliyet artiglarina neden oldugu gozlemlenmektedir. Bu maliyetleri agmak ve zaman kazanmak
i¢in etiketlendirme islemine bagsvurmadan sadece kiigiik bir test verisini kullanarak esik deger hesaplanmakta ve
yeni gelen bir giincel ag trafik bilgisi bu esik degere gore siniflandirilmaktadir.

Anahtar Kelimeler: Derin 6grenme, Otokodlayicilar, Denetimsiz 6grenme
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1. INTRODUCTION

Nowadays, many types of attacks that threaten existing network systems are known, and appropriate defense methods are
suggested. It is considered an effective way to investigate whether there is an anomaly in the traffic flow in order to reveal
whether there is an attack against the network. Such anomaly detections are based on the belief that malicious behavior
differs from typical user behavior. The behaviors of abnormal users that are different from standard behaviors are also
considered an intrusion (Khraisat & Gondal, 2019).

With regard to attacks on networks, it is possible to talk about two concepts such as “intrusion detection systems” and
“intrusion prevention systems.” The intrusion detection system passively monitors attacks and performs warning services.
On the other hand, intrusion prevention systems try to stop the threat encountered and its effects. Since network attacks
evolve continuously and in a way to become more dangerous, it is necessary to develop new defense models in order to

prevent them effectively.

Unknown types of attacks are also referred to as zero-day attacks. In particular, it is important to detect zero-day attacks in
a timely and accurate manner. It is observed that deep learning technologies are used to detect such attacks effectively (Gao
& Ma, 2020). Deep learning technology has a very high ability to learn complex systems, patterns, details, and behaviors.
Deep learning technologies are appropriate solutions that can be used to distinguish between normal traffic and network
attacks detected as abnormal behaviors (Minsky & Doitshman, 2018).

Traditional attack detection algorithms do not perform well in detecting zero-day attacks. It is recommended to use autoencoders
aimed at setting threshold values in order to detect such zero-day attacks with high accuracy (Aygun & Yavuz, 2017; Roshan.
& Zafar). Deep autoencoders, among the deep learning technologies, are considered “unsupervised deep learning” algorithms.
Since these algorithms can detect zero-day attacks instantly (Dutta & Pawlicki, 2022) and largely reduce the labeling process,
they are considered an important tool for detecting attacks on the network (Song & Hyun, 2021). It has been observed that
deep learning autoencoders can perform successfully in imbalanced datasets where the number of normal samples is much
higher than the abnormal ones (He & Wang, 2021).

In this study, a deep autoencoder model architecture is recommended to detect network attacks in imbalanced datasets. It is
aimed to determine the threshold value by applying this model, which is trained with unlabeled data, to another dataset and
to use this threshold value as a classification tool in other datasets. In the designed system, no expert is needed to label the
network traffic or to occasionally update the model, and there is a self-learning unsupervised model.

2. MATERIALS AND METHODS

Autoencoding methods, a sub-application of deep neural networks, can be used to detect, analyze, and interpret attacks on
networks and develop solutions for them.

2.1. Deep neural networks

A multi-layer neural network, in other words, a deep neural network, consists of interconnected neurons that form a neural
structure. As seen in Figure 1, it consists of many hidden layers along with input and output layers. The hidden layer consists
of neurons, and these neurons are connected with each other and with input and output layers. Deep learning networks are
constructed from as many hidden layers and neurons as needed (Chollet, 2019). The input layer is the first layer of artificial
neural networks. Data inputs are made through this layer. The relevant datasets are read to the network through this layer in
the form of rows. The attributes of the dataset are arranged in order as xx, xx,, ... , xxn. Each of the input elements at the
first stage is connected with all the neurons in the first row of the hidden layers. Hidden layers process the data from the
input layer and transfer it to the next hidden layer elements.

In artificial neural networks, each connection has a weight. These weights form the basis of artificial neural networks. These
weights determine the relationships between the inputs and outputs of the network. The inputs and outputs of a neuron are
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calculated consecutively. This calculation process is the “forward propagation™ stage. The data to be transferred from the
input layer to the output layer are calculated with the help of the “aggregation function.” At the forward propagation stage,
the net input value is calculated by adding the input value for each neuron after multiplying the network connection weights.

As seen in Figure 2, a neuron consists of input and output connections. A bias input can also be added to the net input function.

The net input value is calculated with an activation function, and the output of the relevant neuron is obtained (Oztemel,
2020).

Input Output
layer . Hidden layers  layer

Figure 1. Deep learning model

An activation function in the neural network defines how the weighted sum of the input is converted into an output. The
selection of the activation function significantly affects the capacity and performance of the neural network, and different
activation functions can be used in different parts of the model. Activation functions should also typically be able to calculate
the first-order derivative for a given input value. This property is required for the backpropagation stage in order to update
the model’s weights. The sigmoid function, one of the activation functions, takes any real value as input and converts it to
values in the (0,1) range. If it is desired to convert the net input value to the (-1,1) range, the tanh activation function is

preferred.
Bias
Input
X
1 Wy by
Activation function
Neuron 1 # Qutput
w output = 1 4+ g-—met input
Input 2
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Net input function

net input = w,x, +w,x. + b,
Figure 2. Behavior of a neuron in forward propagation

As seen in Figure 2, after all the output values are found, the forward propagation process is completed, and the backpropagation
starts. The purpose of this process is to optimize the associated weights. The difference between the output obtained in the
output layer and the actual outputs reveals the error obtained as a result of forward propagation, or in other words, the cost.
After calculating the amount of error, the total error is distributed to all weights in the network. This process is called the
“backpropagation process.” In simple words, it tries to make the predicted value close to the actual value and reduce the
error. To this end, to determine the effect of change in each w, weight on the total error, its derivatives are calculated according
to the relevant weight and multiplied by 1, which is the learning rate, and thus the amount of change is calculated.
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2.2. Autoencoders

There is a model of deep neural networks called an autoencoder, which is presented in figure 3. The most obvious feature
of this model is that the outputs and inputs are the same. Another visible feature is that there is a narrowing in the middle of
the hidden layers compared to the others. In the autoencoder deep neural network model, this hidden layer consisting of
narrowed neurons is called the “bottleneck.”

Encoder gueesses » Decoder sesssmm= >

Inputs

Bottleneck

Figure 3. Autoencoder model architecture
An autoencoder model has two main parts. In the first part, there are components called encoders. The encoder process
ensures that the data from the inputs are encoded up to the layer called the bottleneck. The bottleneck layer has fewer neurons
compared to other hidden layers. In this way, it can also be interpreted as a compression area for the data coming to the
bottleneck. The second part of the autoencoder model starts from the bottleneck layer and continues until it obtains outputs
and is called the encoder. This part enables the decoding of the encoded hidden layer data. The forward propagation and
backpropagation processes that are valid in deep learning models are also valid for autoencoders.

2.3. Anomaly detection with autoencoders

Autoencoders can be used to identify abnormal data, or in other words, outliers in data sets. The decoder part of autoencoders
plays an important role in such analyses. As shown in Figure 4, the data in the bottleneck are resolved in other layers and
reconstructed to match the output values. It is ensured that abnormal data appear by measuring the amount of reconstruction
error obtained during the resolution process.

Outputs

Bottleneck

Figure 4. Decoder part of autoencoders
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The way autoencoders work provides an effective solution that can be evaluated within the framework of unsupervised
learning in the detection of anomalies. To this end, it is aimed to obtain a model without the target attribute. As indicated in
Figure 3, a model is obtained by training the unlabeled data in an unsupervised manner with an autoencoder. When this
model obtained from the data, which is considered normal, is run with different data, it detects different data as abnormal
data (Ozkan, 2021).

3. APPLICATION

In this study, the process indicated in figure 4 was applied. At the first stage, the dataset was divided into two parts to be
used in the training and testing stages. Only normal traffic data were obtained by filtering the training dataset, and the test
data were again divided into two parts. Thus, ultimately, a dataset containing normal traffic data, a validation dataset, and

a test dataset were created.

Network traffic data

Preprocessing

Test data
(Mormal + Attack)

Training data
{Normal)

Autoencoder \alidation data Test data
Threshold
selting
Predictions

Figure 5. Process of detecting attacks on the network

For the raw dataset in the process in Figure 5, the Python programming language (Rossum & Drake, 1995) was used at the
modeling and prediction stages, in addition to the stages of preprocessing and dividing data into three separate datasets. The
software we developed included the Tensorflow (Abadi & Agarval, 2015), Keras (Chollet et al., 2015) and Matplotlib (Hunter,
2007) packages.

3.1. Dataset

To develop an autoencoder-based unsupervised learning model for cyber attacks, perform the classification process with this
model, and obtain a threshold value for classification, the open-source dataset collection called CIC-IDS-2017 organized by
the Canadian Cyber Security Center was downloaded (CICIDS2017, 2017), and appropriate processes were performed on it.
This dataset includes normal traffic data and some common types of attacks. The dataset within the community includes
timestamp, source and destination IPs, source and destination ports, protocols, and labeled class variables (Sharafaldin, 2018).

3.2. Data preprocessing

The dataset “Thursday-WorkingHours-Morning-WebAttacks.pcap ISCX.csv” included in the data collection called CIC-
IDS-2017 is related to web attacks and was selected for our analysis. The preprocessing step was applied to this raw dataset,

and some attributes that were found to be unnecessary were first removed from the raw dataset. The target attribute of this
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dataset includes four class information. They include normal “Benign” labeled traffic records without network attack, ‘Brute
Force’ labeled attack records and ‘XXL’ labeled attack records, and ‘Sql Injection’ labeled attack records. Normal traffic
records were relabeled as “Normal,” and all others were relabeled as “Attack,” and the class attribute was converted to a
two- class structure. After this process, the dataset was first divided into two parts as training and test datasets. Of the dataset
for training, 60% and 40% of the dataset for testing were randomly selected. Only observations labeled “Normal” were
selected by filtering the training data. Of the data reserved for the test process, 50% were randomly selected for validation,
and 50% of the data were randomly selected for use in the test. Thus, three datasets were obtained to use them for different
purposes. While the dataset reserved for training was created from 100821 observations with the class attribute, in other
words, the class label only “normal,” the validation dataset was created from 34046 observations with the class attribute
(normal + attack), and the test dataset was created from 34047 observations with the class attribute (normal + attack). The

number of observations of all three data sets is presented in Table 1.

Since the autoencoder model does not have the class attribute, it is not actually a classification model. However, the model
can be trained without the class attribute. Thus, if the dataset has a single class, then it can be trained using the data with a
single class. The raw dataset used has four classes, as mentioned above. We aim to obtain a model using the dataset without
test labels when it is given and perform classification on the test data in the form of normal+attack by employing this model.
Thus, in order to pave the way for self-learning, the observations with the class attribute “Attack” were removed from the
training dataset and turned into single-class data. Finally, in the data processing step, both normal and test data were

normalized using the min-max algorithm.

Table 1

Datasets used in the study

Datasets Number of observations
Training dataset 100821
Validation dataset 34046

Test dataset 34047

3.3. Autoencoder model

After data preprocessing was completed, the autoencoder model was defined. As seen in Figure 5, the model used has 77
input and output attributes and consists of 6 layers. As seen in Figure 6, the layer with 30 neurons in the model is the bottleneck
layer of the autoencoder model.

input_3 input:

[(None, 77)] | [(None, 77)]

InputLayer | output:

Y

dense_10 | input:

(None, 77) | (None, 77)
Dense output:

Y

dense_11 | input:

(None, 77) | (None, 50)
Dense output:

Y

dense_12 | input:

(None, 50) | (None, 30)
Dense output:

Y

dense_13 | input:

(None, 30) | (None, 50)
Dense output:

Y

dense_14 | input:

(None, 50) | (None, 77)
Dense output:

Figure 6. Autoencoder model architecture
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3.4. Training of the model

The training inputs and outputs and the epoch parameters to be applied are defined before running the model. The epoch
number of the training was applied as 20. The graph in figure 6 was created to monitor the model’s performance during the
training. During the model’s training, losses are expected to decrease gradually and reach an acceptable level at each step.

When the graphs in Figure 7 are examined, it is understood that there is a development in line with the purpose.

L - Training and validation losses
Training and validation accuracy

0.0421 —— Training
0.925 4 0,040 4 —— Validation
0.900 1 0.038
0.875 1 0.036
_ -
S 0.850 1 £ 0.034
o] I
w
0.825 1 0.032
0.800 4 0.030 1
4 - 0.028
0.775 —— Training
—— Accuracy
0.750 1— ; ; : ; ; - - 0.026 1 T T T T T T T
0.0 25 5.0 75 10.0 12.5 15.0 17.5 0.0 2.5 5.0 75 10.0 12.5 15.0 17.5
Epoch Epoch

Figure 7. View of the model error
3.5. Prediction for the threshold value with validation data

A validation dataset was created to allow for threshold value setting in order to perform the classification process in the next
steps. The trained autoencoder is run using the model validation dataset to obtain such a threshold value. The model learned
only the observations with the class attribute label “normal.” Since the validation dataset has two classes in the form of the
class attribute (normal+attack), the model will accept the normal data in the validation data and evaluate the attack data as
abnormal data. The MSE (Mean Squared Error) values that provide this distinction were obtained from the autoencoder. In
this case, the sequence of MSE values was divided sequentially into two to select the most appropriate threshold value, each
of the sections was considered a different class, and the predictions and AUC values were calculated. The split point with
the largest AUC value among the results obtained was determined as the MSE=0.054347 threshold value.

3.6. Prediction with test data

The test dataset is classified according to the threshold value obtained using the validation data. The test data do not have
to be labeled. If the model’s performance is calculated at the end of the test process, labeled data should be used this time.
While the observation values for MSE values greater than the threshold value in the test data were labeled as “attack,” the
smaller ones were labeled as “normal.” Thus, separate predictions are obtained for each test observation.

Since the test dataset includes 30613 “normal” labeled data and 3434 “attack” labeled data, such a dataset is considered
imbalanced. This is acceptable if the difference between the class distributions is small. However, in case of a great imbalance,
the model accuracy becomes an unreliable measure of performance (Brownlee, 2021). The model accuracy was calculated
as 90.67% in this state. ROC curves are used to calculate the actual performance of the model when there are imbalanced
data. By drawing this curve, a value of 0.87 was obtained as the AUC value, as seen in figure 8, in order to reveal the model
performance.
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ROC curve
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Figure 8. ROC curve
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4. CONCLUSION

In this study, an autoencoder model was designed, and a threshold value calculation process was performed to achieve the
purpose of classification. In this process, the raw network traffic data were divided into three parts to perform the training,
validation, and testing phases. In the training phase, only the observations labeled as “normal” were addressed in accordance
with unsupervised learning, and an autoencoder model was established. The reconstruction errors for each observation were
compared by applying validation data consisting of normal + attack observations to this model, and consequently, an optimum
threshold value capable of classifying between normal and attack observations was obtained. The model’s performance was
determined by applying the threshold value found on the test data. This study indicates that network traffic data can be
completely classified without the need for labeled data. The presence of the class attribute, in other words, data labeling,
increases the cost of modeling studies and slows down the development processes. It was revealed that in the real application
of the proposed model, only validation data and some labeled data would be used at the stage of obtaining the threshold, and

there was no need for labeled data during the training of the model and classification of new data.
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