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Abstract

In today’s world the rapid and reliable information extraction has become everybody’s need.
Cloud computing is one of the emerging technology solutions to answer this query. This technology is
providing many opportunities to the users in different terms to produce rapid and cost effective solution.
This study helps in understanding the scope of the cloud computing as a solution in the field of medical
laboratory systems. A study has been conducted to determine the need of the services required by the
users in medical laboratory system. The preference recorded during the study by the participants are
recorded and analyzed to replace traditional medical laboratory system. A cloud based model has been
discussed to transfer and contain patient’s data using a web based cloud hosted application. This expert
system will ensure the data handling in different defined classes using decision trees. A cell phone key
based user verification technique shall be discussed for data sharing among doctors and the hospital for
further consultation by the user.
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SON KULLANICI ACISINDAN BULUT BIiLiSiM TEMELLI MEDIKAL
LABORATUVAR SiSTEMLERININ YENi KAPSAMI

Ozet

Gliniimiizde bilginin hizli ve giivenilir bir sekilde saglanmasi herkesin temel ihtiyaci haline
gelmigtir. Bulut bilisim bu baglamda yenilik¢i teknoloji ¢oziimili olarak dikkate alinabilir. Bulut
teknolojileri son kullaniciya hizli ve maliyet avantaji saglayacak yeni firsatlar1 sunar. Bu ¢aligmani amaci
medikal laboratuvarlar i¢in bulut bilisimi hizl1 ve giivenilir ¢6ziim saglamasi noktasinda ortaya ¢ikacak
bir sistemin kapsamini anlamaktir. Bu ¢aligmada son kullanicinin hangi hizmetlere ve gereksinimlere
bulut bilisim baglaminda ihtiyaclar1 oldugu ortaya konulmustur. Son kullanicinin 6ncelikleri dikkate
alinarak geleneksel medikal laboratuvar sistemlerinin yerine bulut bilisim kullanimi analiz edilmistir.
Verinin transferi ve kullanilmasi noktasinda bulut tabanli bir model tartigilmistir. Bu modeli bir uzman
sistemi olarak uygulanmasi noktasinda karar agaglarinin kullaniminin uygunlugu irdelenmistir. Saglik
uzmanlar1 ve hastanelerin veri paylasimi igin cep telefonu tabanli anahtar kullanimi ile dogrulama teknigi
tartigilmagtir.

Anahtar Kelimeler: Medikal Laboratuvar Sistemi, Bulut Bilisim, Uzman Sistemler, Karar
Agaglari.
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INTRODUCTION

Cloud computing is playing vital role in the field of medical science by providing the
reliable information exchange mechanism which is helpful for all patients, doctors and medical
staff (Riedl B., 2007). Both government and private organizations are looking to find a reliable
as well as a cost effective solution for information interchange to store the reliable patients
medial data (lbraimi L., 2009). Distributed computing environment including medical record
data management system using number of network security method is fast and efficient service
support for users.

Several research has been conducted to understand the significance of cloud computing
in healthcare systems for patients, doctors and hospital services with an objective to take the
decision on the basis of medical analysis data test report (Rolim C., 2010). In traditional medical
laboratory system, the patient visits the laboratory to give a sample and the medical laboratory
staff member collects the sample and enters the results manually into the traditional database.
Figure 1 shows the traditional medical laboratory work in detail.

Figure 1. Traditional Medical Laboratory System
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The results are generated on the local database and the patient needs to visit the medical
laboratory again to collect the results. Communication and information technology is making
possible to bring better facilities to the people. The need of a secure and reliable information
exchange system is a question for cloud computing for its users. People need more quick to
response medical services which are even more secure and reliable under the cloud (Louk M.,
2014). The traditional medical laboratory systems with old traditional laboratory reports
producing techniques has less advantages as compared to the latest technology reports (William
R., 1995). This research describes the possibility of cloud adoption to replace the traditional old
medical laboratory systems which can provide more user data protection (Thilakanathan D.,
2014). Patients medical reports data will be stored using cloud services in encryption from to
ensure the authorized user access (Li M, 2010). Mobile verification system can be used to
exchange the medical information in order to ensure the secure use of the medical data by its
users. A web based application can be a choice for data manipulation which can be hosted
Software as a service (SAAS) whereas Platform as a service (PAAS) layer shall manage the
software operations in cloud (Giessmann A., 2012). This research provides new technique of
cloud model for medical laboratory systems using software as a service (Zhang R., 2010) which
allows user to pass the lab test reports using a mobile authentication system.
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RESEARCH BACKGROUND
Software as a Service

The cloud computing is getting famous in providing cost effective solution for small
and medium size enterprise (SME’s) and individual business holders. Software as a service is
getting popular solution to avoid heavy software development and its maintenance expenses for
SME’s and other individual business holders (Giessmann A, 2013 ). Similar solution has been
designated in health care systems to deliver the emergency information in the medical health
care (N. Karthikeyan 2012) using SAAS. Use of software has come up with a lot of ease in our
daily life (Beauvisage T., 2009) but developing a software that covers all the desired
requirements of user is a bigger challenge. To avoid all the complex phases of software
development life cycles SAAS is a useful solution open for every type of business and use
(Espadanal M, 2012). Keeping the view of SSA in mind a study has been conducted to provide
the cloud based solution to replace the paper work with the computer aided software in the
government medical hospitals (Memon A.A. , 2014). The computer aided software is not only a
time saving fast solution as compare to the manual paper work in hospitals, but it can also save
the medical records for their future needs. Another interesting research shows the use of a cloud
based medial software to keep the medial data for patients and other entities using SAAS (Li M,
2010). With an attractive offer like pay as much as you use (Espadanal M, 2012; Giiner E.O.,
2014) has made the cloud adaptation more attractive for its users keeping SAAS as an option.

Platform as a Service

The term platform as a service has total new meanings meaning for industry in cloud
computing context in recent years. Providing platform with variety of tools to design, create and
test software’s using the cloud based resources is really charming solution to avoid heavy
capital investment (Giessmann A., 2012). In a similar study in healthcare system impact of this
layer has been studied in order to understand its impact. This layer also provide many
additional features of the middleware’s like database, operating systems, file systems, load
balancing and many others (Mathew S., 2013). Another useful research has been conducted in
the medical consultation application in the cloud which explains the paas layer role during data
manipulation between physicians and the application. The paas model provides platform for
users to host the desired solutions with an offer of metered billing for them (Giiner E.O., 2014).

Decision Tress and Mobile Device Verification

The security has been an important issue for the end users to ensure the quality and
authorized access to the data form day one (Louk M., 2014). Several studies have been
conducted to ensure the data security using cloud models. A research has been followed in
healthcare to flash the security issues (Zhang R., 2010) in cloud context. To increase the user
authentication and security for mobile device in cloud another system has been proposed with
more advantages for users in secure data transfer. The users can connect a cloud based
application using a mobile phone service while keeping the security (Jia W., 2011). Decision
tree classification technique approach can also be used to sort different data sets as every
different medical test has a different data set class. Dataset classifier has been defined on this
concept, which is used to test data class and sort them accordingly. The obtained data is
presented into the decision support system to take the required action (Li M, 2010). The final
information will be shared using the mobile device. Mobile phones can act like platform as a
service in health care systems (Bharat P B . 2012). These mobile devices can send and receive
information to enhance the security of the user data (Khana A.N., 2013).
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Change Adoptability Factors

Since cloud services are more promising and attractive enough for users, why people
feel hesitation to adopt cloud as a solution is a common question itself. Several research studies
have been made to evaluate user behavior while transferring them towards new technology from
an old one in use. A study on ATM machine users has been conducted which shows that some
people avoid to adopt technology change due to certain threats they may have (Shafiq M.,
2011). Adoptability of new system and its usability may depend on the user behavior towards
the change as well (Shafig M. , 2014) that can be one of a reason not to adopt new services.

PILOT STUDY

We are living in the science age where several new technologies are serving in
healthcare. Several invention techniques have been developed to investigate human body
diseases like X-ray investigation, blood tests, CT-scan and so many others. Purpose behind this
investigation is to provide physicians sufficient clinical grounds to determine the actual disease.
The role of medical investigations has become more and more vital with every development in
the field of science (Kanchanaraksa S., 2008). The availability of medical record data has
increased with the importance of the medical report data in problem diagnostics. A large
number of medical laboratories are preparing the critical most medial record data on papers
having no proper data backup even in recent days (William R., 1995). Many medical
laboratories deliver medical reports without keeping reliable data backup and cross verification
system and so many deaths have been observed cases improper or poor medical data record. The
improper medical data and poor medical report presentation is one of the reason in poor
diagnoses (Adane W., 2013).

It has been taken into account that sometime patient also has to spend more money in
repeating the medical tests for further consultation as the previous medical record cannot be
provided by the previous medical test laboratory (Hillestad R., 2016). Some of the major
problem in traditional medical laboratories system are subjected to poor data presentation (on
paper reports), no proper data backup provided if required, more financial loss in case of
repeating tests, difficult medical test data sharing (among hospital, doctor and others) for users,
more time taking to collect reports by hand (Hillestad R., 2016; Kanchanaraksa S., 2008;
William R., 1995).

To understand the user difficulties with the traditional medical laboratory systems in
more detail a pilot study has been conducted keeping in account the system difficulties. To
conduct this study a semi structured questioner has been designed to distribute among the fifty-
one (51) randomly selected study participants during November 2015 in urban area of Istanbul.

A simple two questions survey was distributed among the randomly selected users who
have an experience of medical laboratory at least once in their life to study the user experiences
about the traditional medical laboratory system. The study questions were detailed enough to
record user experience about traditional medical laboratories. This may suggest exploring a
problem area of traditional medical laboratory system for their users. The manual medical report
collection in traditional medical laboratory provides extra financial load on users and make the
process difficult enough to avoid (Adane W., 2013; William R., 1995).Table 1 show the
responses of the users when they were asked to provide their feedback about medical laboratory
systems experience. Result show that a considerable majority of research participant may have
accessibility and usability threat factor while having medical lab experience (Shafiq M. , 2014;
Shafig M., 2011).
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Table 1. Pilot study results about laboratory experience

\ Question Q1-have you ever been to any
\ Descipion | medical laboratory for medical
testin your life?

Q2- was the traditional medical
laboratory system complex
enoughto collect reportsf?

Answar |\ Answer Sum Match of Percentage

Portfolio of \ | Q1 with Q2
@ \ | T years 2 years Sum Accessibility
N Threat | — .
16 0 16 16x100/51 | Factor Usability
1.Never Threat
B =31.37 Factor
2.Some |19 07 26 =50.98
Ti 26x100/51
1mes =
Adoptability
Threat
3.0ften |4 5 9 9x10051 | =17 64 Factor

The results of Q1 and Q2 in table 1 shows that 31.37% respondents has avoided the
medical laboratory system for their medical tests even if the need to have some in their lives,
this can be due to accessibility threat factor (Shafig M. , 2014). The reasonable 50.98% percent
respondent has exercised this process only once in their life this can be addressed as usability
threat factor (Shafiq M. , 2014). This can be taken as a reason that user finds the traditional
medical laboratory system process difficult to obtain results which are a big flaw. If we
calculate the total threat factor which is the sum of booth accessibility threat factor and usability
threat factor it becomes 82% approximately. The initial findings of the pilot study segregate the
study population into two groups and sixteen respondents who do not have medical laboratory
experience even once in their life were excluded from further study.

To expand our study on the next level, we conducted another user survey to understand
the difficulties that users may find in the traditional medical laboratory systems. We excluded
16 participants out of 51 because of having no medical laboratory experience with them and we
are left with 35 respondents who have at least an experience in medical laboratory systems. An
eight items questionnaire has been designed to study the need the difficulties of the users
regarding the traditional laboratory systems. This survey form help in learning user
requirements in traditional new medical laboratory systems. Each questionnaire has been
designed to highlight the difficulties and previous experience of participants about the
traditional medical laboratory system. This questionnaire has a five point’s likert scale. The
participants shall determine the level of their ease and comfort they feel within this scale. The
results were examined in order to generate valuable results and user difficulties.

A total of 35 respondents were included in this study to answer the question to
understand and record the user’s experiences in the medical laboratories. Table 2 shows the
details of the survey study as below.
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Table 2. User survey likert scale
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©
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Online report collection system is easier to get reports. 35

Tradltlongl report col_lectlon system is more suitable to 35 0 0 0 9 26 011
keep medical record in the long run

K_ee'plng Medical tes.t reports manually with you is more 35 30 3 0 1 1 0.92
difficult than the online system.

Traditional laboratory system result making process

should be faster and reliable. % 3 2 0 0 0 0.93

Security of medical report data is an important issue. 35 22 4 5 2 2 0.61
Auvailability of the data is an important concern. 35 28 5 0 2 0 0.78
Collecting report from laboratory is an exhausting job. 35 18 13 0 1 3 0.63

Majority users are found to be strongly agreed on a point to carry the medical tests
reports with then on a paper is always a difficult task. They proposed to have a computer aided
online medical report system rather than having a traditional system. The new system shall
provide online data availability with less time and cost effort as well.

PROPOSED MODEL

The argumentation below is based on the framework indicating leadership-driven
Innovation Characteristics (see Table 1). We basically suggest and employ three aspects as
relevant: exclusively ISPIs- related elements (Ollila & Lyytinen, 2004), relation mechanism,
and business innovation. Internal, situational, single organizational unit of ISPI is subject to
discussion further.

Our proposed model will be cloud based web application, which can be hosted in cloud
as Software, as a service that provides an application interface to manipulate data (upload data,
view data, download reports etc.) The PAAS layer will monitor further operation like data
storage in cloud database, application execution and data communication between end users.
The expert system software will automatically check data and place it accordingly in relevant
tables. Figure 2 shows our proposed model
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Figure 2. Proposed Model
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Users will have full access to the medical data any time using the cloud services. User
password will be entered in encrypted form into the cloud database using the application login
system for authentication to ensure the user authentication; this encryption process shall be
handled on application level. After the security layer expert system will collect data and store it
in cloud using encryption techniques (Kaur M., 2013). Once the data has been entered into the
cloud database, the expert system will segregate the data into the defined class’s i-e patient
review model and the other user view model and generate the reports separately for each class.
Each user has a unique login and password to access the medical test data. The online data
storage ensures the access of data anytime and also the availability of the data whenever it has
been required by any user (patient, doctor, hospital, medical laboratory etc.). This will save user
time of travelling to collect medical reports and will help in reducing extra cost as well as
compare with traditional medical laboratory system.

PROPOSED MODEL HAS THE FOLLOWING FUNCTIONALITIES AND ROLES

The cloud-based environment eliminates the traditional need of software and hardware
installation as the services can be hosted by the cloud based services providers. Users will no
more asked have typical application on the computers for information interchanges. PASS
provides us the software development environment like Google app engine. We can use virtual
machines IAAs like Amazon to provide users access on their data. Specially designed medical
laboratory software to input user medical record data into cloud base database. A specially
designed medical report generating software to generate the test reports according to the
provided inputs. Users can be given the encrypted data access to their medical results to
maintain the security. The users can apply a mobile device verification system to maintain the
privacy control of the user medical data. Medical doctors and hospital staff can view the user
data with the permission of the users by using security key for the consultation. Data in the
cloud shall be provided to the users openly in the user make a request to the cloud services. If
the user needs a privacy of the data, then the data will be in encryption form and it can be
decrypt by using the security key features.
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WORKING OF THE SPECIALLY DESIGNED MEDICAL LABORATORY
SOFTWARE

This system helps in keeping the medical tests records of the patients
= if (sample serum= ‘Pale’) then do UT1 (Urine Test)
= else ‘Patient is healthy’
Decision trees
= The decision trees are easier to classify result values.
= Software decides itself where to put the value of the medical test.
= The reports are generated after using the decision trees to finalize the test reports.

After once the software has generated the reports, the users can access their results by
using the provided login and password system online. To manage data privacy of the user
reports, a mobile verification request system has been introduced. Figure 3 show the model of
the mobile request verification system in the mobile device.

Figure 3. Mobile Device Verification System Working.

Secure Medical Laboratory
System in Cloud
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The Medical data of the patients shall be deposited using IAAS cloud. The request shall
be posted by the user into the cloud hosted software for data access. A verification code shall be
asked by the system to make sure the authentication of the authorized user. The verification
code shall be again sent back to the user to authenticate its identity for data access. If the user is
an authorized user and have the permission to access the data, he will provide the given
verification code and the data access will be granted. The use can share this code with the
medical doctor or hospital for consultation and shall remain aware of the private data access. On
every access of patients’ medical data, a mobile verification alert shall be posted on the
provided mobile number.

A Varification System k ) Communication Towers
i A
using Mobile Device ,.\ k( ))

Advantages
This proposed solution has advantages for,

1. Patients: After the user survey, it has been observed that the majority users feel
uncomfortable with the traditional laboratory systems in which they were forced to
collect the medical reports after the tests from the same laboratory by hand. The
traditional process is time taking, and cost extra travelling expense for the users. The
proposed solution is totally web-based, in which the users do not need to travel
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through the laboratory for report collection and can view the reports using internet.
The results will be saved permanently on the cloud-based database this will help users
to avoid keeping the record of their medical reports in hard copy formats.

2. For medical laboratory: As the entire system is cloud based model, the medical
laboratory personals do not need to spend huge amount on expensive IT logistics and
no need to hire technical staff for the appropriate working. In addition, their data
remains the safe and secure in cloud using IAAS.

3. For medical doctors and hospitals: Patients can share their medical reports online
by giving access to their personal account to the doctors to provide health care
assistance. This can save the time of booth patients, medical staff, and increase
reliability as well.

CONCLUSSION

This study is helpful in understanding the needs and the problems of the community
users in terms of their medical laboratory tests system. This study provides the alternative cloud
based solution in the field of medical laboratory systems that has more availability of
information with increased reliability in terms of security of their personal data. The use of
encryption technigues and mobile device verification facilities provide their users more secure
access on their personal data. As cloud computing model is less expensive as compare to the
traditional IT services, it gives more cost effective solution to their end users.
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